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Praise for Previous Editions of A Practical Guide to Fedora and Red Hat Enterprise Linux

“Sobell tackles a massive subject, the vast details of a Linux operating system, and manages to keep the material clear, interesting and engaging. . . . If you want to know how to get the most out of your Red Hat, Fedora, or CentOS system, then this one of the best texts available, in my opinion.”

—Jesse Smith
Feature Writer for DistroWatch

“Since I’m in an educational environment, I found the content of Sobell’s book to be right on target and very helpful for anyone managing Linux in the enterprise. His style of writing is very clear. He builds up to the chapter exercises, which I find to be relevant to real-world scenarios a user or admin would encounter. An IT/IS student would find this book a valuable complement to their education. The vast amount of information is extremely well balanced and Sobell manages to present the content without complicated asides and meandering prose. This is a ‘must have’ for anyone managing Linux systems in a networked environment or anyone running a Linux server. I would also highly recommend it to an experienced computer user who is moving to the Linux platform.”

—Mary Norbury
IT Director
Barbara Davis Center
University of Colorado at Denver
from a review posted on slashdot.org

“I had the chance to use your UNIX books when I when was in college years ago at Cal Poly, San Luis Obispo, CA. I have to say that your books are among the best! They’re quality books that teach the theoretical aspects and applications of the operating system.”

—Benton Chan
IS Engineer

“The book has more than lived up to my expectations from the many reviews I read, even though it targets FC2. I have found something very rare with your book: It doesn’t read like the standard technical text, it reads more like a story. It’s a pleasure to read and hard to put down. Did I say that?! :-)”

—David Hopkins
Business Process Architect

“Thanks for your work and for the book you wrote. There are really few books that can help people to become more efficient administrators of different workstations. We hope (in Russia) that you will continue bringing us a new level of understanding of Linux/UNIX systems.”

—Anton Petukhov

“Mark Sobell has written a book as approachable as it is authoritative.”

—Jeffrey Bianchine
Advocate, Author, Journalist

“Excellent reference book, well suited for the sysadmin of a Linux cluster, or the owner of a PC contemplating installing a recent stable Linux. Don’t be put off by the daunting heft of the book. Sobell has striven to be as inclusive as possible, in trying to anticipate your system administration needs.”

—Wes Boudville
Inventor

“A Practical Guide to Red Hat® Linux® is a brilliant book. Thank you Mark Sobell.”

—C. Pozrikidis
University of California at San Diego

“This book presents the best overview of the Linux operating system that I have found. . . . [It] should be very helpful and understandable no matter what the reader’s background: traditional UNIX user, new Linux devotee, or even Windows user. Each topic is presented in a clear, complete fashion and very few assumptions are made about what the reader knows. . . . The book is extremely useful as a reference, as it contains a 70-page glossary of terms and is very well indexed. It is organized in such a way that the reader can focus on simple tasks without having to wade through more advanced topics until they are ready.”

—Cam Marshall
Marshall Information Service LLC
Member of Front Range UNIX
Users Group [FRUUG]
Boulder, Colorado

“Conclusively, this is THE book to get if you are a new Linux user and you just got into RH/Fedora world. There’s no other book that discusses so many different topics and in such depth.”

—Eugenia Loli-Queru
Editor in Chief
OSNews.com


Praise for Other Books by Mark G. Sobell

“This book is a very useful tool for anyone who wants to ‘look under the hood’ so to speak, and really start putting the power of Linux to work. What I find particularly frustrating about man pages is that they never include examples. Sobell, on the other hand, outlines very clearly what the command does and then gives several common, easy-to-understand examples that make it a breeze to start shell programming on one’s own. As with Sobell’s other works, this is simple, straight-forward, and easy to read. It’s a great book and will stay on the shelf at easy arm’s reach for a long time.”

—Ray Bartlett
Travel Writer

“Overall I found this book to be quite excellent, and it has earned a spot on the very front of my bookshelf. It covers the real ‘guts’ of Linux—the command line and its utilities—and does so very well. Its strongest points are the outstanding use of examples, and the Command Reference section. Highly recommended for Linux users of all skill levels. Well done to Mark Sobell and Prentice Hall for this outstanding book!”

—Dan Clough
Electronics Engineer and
Slackware Linux User

“Totally unlike most Linux books, this book avoids discussing everything via GUI and jumps right into making the power of the command line your friend.”

—Bjorn Tipling
Software Engineer
ask.com

“This book is the best distro-agnostic, foundational Linux reference I’ve ever seen, out of dozens of Linux-related books I’ve read. Finding this book was a real stroke of luck. If you want to really understand how to get things done at the command line, where the power and flexibility of free UNIX-like OSes really live, this book is among the best tools you’ll find toward that end.”

—Chad Perrin
Writer, TechRepublic

“I currently own one of your books, A Practical Guide to Linux®. I believe this book is one of the most comprehensive and, as the title says, practical guides to Linux I have ever read. I consider myself a novice and I come back to this book over and over again.”

—Albert J. Nguyen

“Thank you for writing a book to help me get away from Windows XP and to never touch Windows Vista. The book is great; I am learning a lot of new concepts and commands. Linux is definitely getting easier to use.”

—James Moritz

“I am so impressed by how Mark Sobell can approach a complex topic in such an understandable manner. His command examples are especially useful in providing a novice (or even an advanced) administrator with a cookbook on how to accomplish real-world tasks on Linux. He is truly an inspired technical writer!”

—George Vish II
Senior Education Consultant
Hewlett-Packard Company

“Overall, I think it’s a great, comprehensive Ubuntu book that’ll be a valuable resource for people of all technical levels.”

—John Dong
Ubuntu Forum Council Member
Backports Team Leader

“The JumpStart sections really offer a quick way to get things up and running, allowing you to dig into the details of the book later.”

—Scott Mann
Aztek Networks

“I would so love to be able to use this book to teach a class about not just Ubuntu or Linux but about computers in general. It is thorough and well written with good illustrations that explain important concepts for computer usage.”

—Nathan Eckenrode
New York Local Community Team

“Ubuntu is gaining popularity at the rate alcohol did during Prohibition, and it’s great to see a well-known author write a book on the latest and greatest version. Not only does it contain Ubuntu-specific information, but it also touches on general computer-related topics, which will help the average computer user to better understand what’s going on in the background. Great work, Mark!”

—Daniel R. Arfsten
Pro/ENGINEER Drafter/Designer

“I read a lot of Linux technical information every day, but I’m rarely impressed by tech books. I usually prefer online information sources instead. Mark Sobell’s books are a notable exception. They’re clearly written, technically accurate, comprehensive, and actually enjoyable to read.”

—Matthew Miller
Senior Systems Analyst/Administrator
BU Linux Project
Boston University Office
of Information Technology

“This is well written, clear, comprehensive information for the Linux user of any type, whether trying Ubuntu on for the first time and wanting to know a little about it, or using the book as a very good reference when doing something more complicated like setting up a server. This book’s value goes well beyond its purchase price and it’ll make a great addition to the Linux section of your bookshelf.”

—Linc Fessenden
Host of The LinuxLink TechShow
tllts.org

“The author has done a very good job at clarifying such a detail-oriented operating system. I have extensive Unix and Windows experience and this text does an excellent job at bridging the gaps between Linux, Windows, and Unix. I highly recommend this book to both ‘newbs’ and experienced users. Great job!”

—Mark Polczynski
Information Technology Consultant

“When I first started working with Linux just a short 10 years or so ago, it was a little more difficult than now to get going. . . . Now, someone new to the community has a vast array of resources available on the web, or if they are inclined to begin with Ubuntu, they can literally find almost every single thing they will need in the single volume of Mark Sobell’s A Practical Guide to Ubuntu Linux®.

“I’m sure this sounds a bit like hyperbole. Everything a person would need to know? Obviously not everything, but this book, weighing in at just under 1200 pages, covers so much so thoroughly that there won’t be much left out. From install to admin, networking, security, shell scripting, package management, and a host of other topics, it is all there. GUI and command line tools are covered. There is not really any wasted space or fluff, just a huge amount of information. There are screen shots when appropriate but they do not take up an inordinate amount of space. This book is information-dense.”

—JR Peck
Editor
GeekBook.org

“I have been wanting to make the jump to Linux but did not have the guts to do so—until I saw your familiarly titled A Practical Guide to Red Hat® Linux® at the bookstore. I picked up a copy and am eagerly looking forward to regaining my freedom.”

—Carmine Stoffo
Machine and Process Designer
to pharmaceutical industry

“I am currently reading A Practical Guide to Red Hat® Linux® and am finally understanding the true power of the command line. I am new to Linux and your book is a treasure.”

—Juan Gonzalez

“Overall, A Practical Guide to Ubuntu Linux® by Mark G. Sobell provides all of the information a beginner to intermediate user of Linux would need to be productive. The inclusion of the Live DVD of the Gutsy Gibbon release of Ubuntu makes it easy for the user to test-drive Linux without affecting his installed OS. I have no doubts that you will consider this book money well spent.”

—Ray Lodato
Slashdot contributor
www.slashdot.org


For my mother,
Dr. Helen L. Sobell (1918–2002)
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Preface

The book

Whether you are an end user, a system administrator, or a little of both, this book explains with step-by-step examples how to get the most out of a Fedora or RHEL (Red Hat Enterprise Linux) system. In 29 chapters, this book takes you from installing a Fedora/RHEL system, through understanding its inner workings, to setting up secure servers that run on the system.

The audience

This book is designed for a wide range of readers. It does not require you to have programming experience, although having some experience using a general-purpose computer, such as a Windows, Macintosh, UNIX, or another Linux system is certainly helpful. This book is appropriate for:

• Students who are taking a class in which they use Linux

• Home users who want to set up and/or run Linux

• Professionals who use Linux at work

• System administrators who need an understanding of Linux and the tools that are available to them, including the bash and Python scripting languages

• Computer science students who are studying the Linux operating system

• Technical executives who want to get a grounding in Linux

Benefits

A Practical Guide to Fedora™ and Red Hat® Enterprise Linux®, Seventh Edition, gives you a broad understanding of many facets of Linux, from installing Fedora/RHEL through using and customizing it. No matter what your background, this book provides the knowledge you need to get on with your work. You will come away from this book understanding how to use Linux, and this book will remain a valuable reference for years to come.

Features in this edition

This edition covers many topics to help you get your work done using Fedora/RHEL.

• Full coverage of LPI’s Linux Essentials certification learning goals and extensive coverage of CompTIA’s Linux+ exam objectives (Appendix E; page 1189)

• Updated chapters reflecting new features in Fedora 19 and RHEL 7 (beta)

• A new chapter that covers setting up VMs (virtual machines) and working in the cloud (Chapter 17; page 659)

• A new chapter on the Python programming language (Chapter 28; page 1081)

• A new chapter covering 32 Linux utilities (Chapter 7; page 215)

• A new chapter on the MariaDB/MySQL relational database (Chapter 29; page 1113)

• New coverage of the firewalld service (Chapter 25; page 898)

• Tutorials on the vim and nano editors (Chapter 7; pages 262 and 270)

• Nine chapters on system administration (Part III; page 325)

• A chapter on writing programs using bash (Chapter 27; page 981)

• Coverage of the XFS filesystem (Chapter 11; page 527)

• Coverage of LDAP (Chapter 21; page 786)

• A section on the Cacti network monitoring tool (Chapter 16; page 645)

• Coverage of IPv6 (Chapter 8; page 293)

• Four indexes, making it easier to quickly find what you are looking for. These indexes locate tables (page numbers followed by the letter t), provide definitions (italic page numbers), and differentiate between light and comprehensive coverage (light and standard fonts).

[image: ] The JumpStart index (page 1283) lists all JumpStart sections in this book. These sections help you set up servers and clients as quickly as possible.

[image: ] The File Tree index (page 1285) lists, in hierarchical fashion, most files mentioned in this book. These files are also listed in the Main index.

[image: ] The Utility index (page 1289) supplies the location of all utilities mentioned in this book. A page number in a light font indicates a brief mention of the utility, whereas the regular font indicates more substantial coverage. The Utility index also appears on the inside of the front and back covers of the print book.

[image: ] The revised Main index (page 1295) is designed for ease of use.

Overlap

If you have read A Practical Guide to Linux® Commands, Editors, and Shell Programming, Third Edition, you will notice some overlap between that book and the one you are reading now. The first chapter, the chapters on the utilities and the filesystem, the appendix on regular expressions, and the Glossary are very similar in the two books, as are the three chapters on the Bourne Again Shell (bash) and the chapters on Python and MariaDB. Chapters that appear in this book but do not appear in A Practical Guide to Linux® Commands, Editors, and Shell Programming, Third Edition, include Chapters 2 and 3 (installation), Chapter 4 (Fedora/RHEL and the GUI), Chapter 8 (networking), all of the chapters in Part III (system administration) and Part IV (servers), and Appendix C (security).

Differences

While this book explains how to use Linux from a graphical interface and from the command line (a textual interface), A Practical Guide to Linux® Commands, Editors, and Shell Programming, Third Edition, works exclusively with the command line and covers Mac OS X in addition to Linux. It includes full chapters on the vim and emacs editors, as well as chapters on the gawk pattern processing language, the sed stream editor, and the rsync secure copy utility. In addition, it has a command reference section that provides extensive examples of the use of 98 of the most important Linux and Mac OS X utilities. You can use these utilities to solve problems without resorting to programming in C.

This Book Includes a Fedora 19 (Schrödinger’s Cat) DVD

The print book includes a DVD that holds an Install Image of Fedora 19 (Schrödinger's Cat). You can use this DVD to install Fedora 19. Chapter 2 helps you get ready to install Fedora/RHEL. Chapter 3 provides step-by-step instructions for installing Fedora from this DVD as well as installing RHEL. This book guides you through learning about, using, and administrating a Fedora/RHEL system.

DVD features

The DVD includes many of the software packages supported by Fedora. You can use it to perform a graphical or textual (command-line) installation of either a graphical or a textual Fedora system. If you do not have an Internet connection, you can use the DVD as a software repository: After you have installed Fedora, you can install supported software packages from the DVD.

For Readers of Digital Editions

If you are reading a digital edition of this book, see “Downloading an Installation Image File and Writing to/Burning the Installation Medium” on page 46 for instructions on how to download an Install Image and create a DVD or USB flash drive that holds that image.

Features of This Book

This book is designed and organized so you can get the most out of it in the least amount of time. You do not have to read this book straight through in page order. Instead, once you are comfortable using Linux, you can use this book as a reference: Look up a topic of interest in the table of contents or in an index and read about it. Or think of the book as a catalog of Linux topics: Flip through the pages until a topic catches your eye. The book includes many pointers to Web sites where you can obtain additional information: Consider the Internet to be an extension of this book.

A Practical Guide to Fedora™ and Red Hat® Enterprise Linux®, Seventh Edition, is structured with the following features

• In this book, the term “Fedora/RHEL” refers to both Fedora and Red Hat Enterprise Linux. Features that apply to only one of these operating systems are marked as such.

• Optional sections enable you to read the book at different levels, returning to more difficult material when you are ready to delve into it.

• Caution boxes highlight procedures that can easily go wrong, giving you guidance before you run into trouble.

• Tip boxes highlight ways you can save time by doing something differently or situations when it may be useful or just interesting to have additional information.

• Security boxes point out places where you can make a system more secure. The security appendix presents a quick background in system security issues and includes a tutorial on GPG.

• Concepts are illustrated by practical examples throughout the book.

• Each chapter starts with a list of chapter objectives—a list of important tasks you should be able to perform after reading the chapter.

• Chapter summaries review the important points covered in each chapter.

• Review exercises are included at the end of each chapter for readers who want to further hone their skills. Answers to even-numbered exercises are posted at www.sobell.com.

• The Glossary defines more than 500 commonly encountered terms.

• The chapters covering servers include JumpStart sections that get you off to a quick start using clients and setting up servers. Once a server is up and running, you can test and modify its configuration, as is explained in the rest of each of these chapters.

• This book provides resources for finding software on the Internet. It also explains how to download and install software using yum, the Software window, and BitTorrent. It details controlling automatic updates using the Software Update Preferences window.

• This book describes in detail many important GNU tools, including the GNOME 3 desktop, the Nautilus File Browser, the parted and gnome-disks partition editors, the gzip compression utility, and many command-line utilities that come from the GNU Project.

• Pointers throughout the text provide help in obtaining online documentation from many sources, including the local system, the Fedora/RHEL Web sites, and other locations on the Internet.

• Multiple comprehensive indexes help you locate topics quickly and easily.

Key Topics Covered in This Book

This section distills and summarizes the information covered by this book. In addition, “Details” (starting on page l) describes what each chapter covers. Finally, the Table of Contents (starting on page xvii) provides more detail. This book:

Installation

• Describes how to download Fedora installation images from the Internet and write/burn the Fedora Live or Install Image to a USB flash drive or DVD.

• Helps you plan the layout of the system’s hard disk. It includes a discussion of partitions, partition tables, and mount points, and assists you in using Anaconda or the gnome-disks disk utility to examine and partition the hard disk.

• Explains how to set up a dual-boot system so you can install Fedora/RHEL on a Windows system and boot either operating system.

• Discusses booting into a live Fedora session and installing Fedora from that session.

• Describes in detail how to use the new version of Anaconda, Fedora/RHEL’s installation program, to install Fedora/RHEL from an Install Image.

• Covers testing installation media for defects, setting boot command-line parameters (boot options), and creating a RAID array.

• Describes how to set up a VM (virtual machine) and install Fedora on the VM.

• Explains how to use the Logical Volume Manager (LVM2) to set up, grow, and migrate logical volumes, which are similar in function to traditional disk partitions.

Working with Fedora/RHEL

• Introduces the GNOME 3 Standard and Classic desktops (GUIs), and explains how to use desktop tools, including application and context menus, the Settings window, the Nautilus File Browser, and the GNOME terminal emulator.

• Covers the Bourne Again Shell (bash) in three chapters, including an entire chapter on shell programming, which includes many sample shell scripts. These chapters provide clear explanations and extensive examples of how bash works both from the command line in day-to-day work and as a programming language in which to write shell scripts.

• Explains the textual (command-line) interface and introduces more than 32 command-line utilities.

• Presents a tutorial on the vim and nano textual editors.

• Covers types of networks, network protocols (including IPv6), and network utilities.

• Explains hostnames, IP addresses, and subnets, and explores how to use host and dig to look up domain names and IP addresses on the Internet.

• Covers distributed computing and the client/server model.

• Explains how to use ACLs (Access Control Lists) to fine-tune user access permissions.

CentOS

• Describes CentOS by virtue of that operating system’s compatibility with RHEL. CentOS (www.centos.org) is a free Linux distribution that has more long-term stability than Fedora.

System administration

• Explains how to use the Fedora/RHEL graphical and textual (command-line) tools to configure the display, DNS, NFS, Samba, Apache, a firewall, a network interface, and more. You can also use these tools to add users and manage local and remote printers.

• Describes how to use su to work with root privileges (become Superuser), and the advantages and dangers of working with escalated privileges.

• Goes into detail about using sudo to allow specific users to work with root privileges and customizing the way sudo works by editing the sudoers configuration file.

• Describes how to use the following tools to download and install software to keep a system up-to-date and to install new software:

[image: ] Based on how you set up updates in the Software Update Preferences window, the Software Update window appears on the desktop to let you know when software updates are available. You can download and install updates from the Software Update window.

[image: ] The Software window provides an easy way to select, download, and install a wide range of software packages.

[image: ] The yum utility downloads and installs software packages from repositories on the Internet, keeping a system up-to-date and resolving dependencies as it processes the packages.

[image: ] BitTorrent is a good choice for distributing large amounts of data such as the Fedora/RHEL Install Image. The more people who use BitTorrent to download a file, the faster it works.

• Covers graphical system administration tools, including the many tools available from the GNOME desktop.

• Explains system operation, including the boot process, rescue (single-user) and multiuser modes, and steps to take if the system crashes.

• Details the workings of the systemd init daemon, which replaces both the Upstart and System V init daemons.

• Explains how to set up and use the Cacti network monitoring tool to graph system and network information over time, including installing and setting up the LAMP (Linux, Apache, MariaDB/MySQL, and PHP) stack.

• Provides instructions on installing, setting up, and using a MariaDB/ MySQL relational database.

• Discusses setting up and repairing an XFS filesystem.

• Describes files, directories, and filesystems, including types of files and filesystems, fstab (the filesystem table), and automatically mounted filesystems, and explains how to fine-tune and check the integrity of filesystems.

• Covers backup utilities, including tar and cpio.

• Describes compression/archive utilities, including xz, gzip, bzip2, compress, and zip.

• Explains how to customize and build a Linux kernel.

Security

• Helps you manage basic system security issues using ssh (secure shell), vsftpd (secure FTP server), Apache (Web server), firewalld and iptables (firewalls), and more.

• Includes a tutorial on using GPG (GNU Privacy Guard) to provide identification, secrecy, and message integrity in email and file sharing.

• Describes how to use the graphical firewall-config utility to protect the system.

• Provides instructions on using iptables to share an Internet connection over a LAN and to build advanced firewalls.

• Presents a complete section on SELinux (Security-Enhanced Linux), including instructions for using system-config-selinux to configure SELinux.

• Describes how to set up a chroot jail to help protect a server system.

• Explains how to use TCP wrappers to control who can access a server.

Clients and servers

• Explains how to set up and use the most popular Linux servers, providing a chapter on each: Apache; Samba; OpenSSH; sendmail; DNS; NFS; FTP; firewall-config, firewalld, and iptables; and NIS/LDAP.

• Describes how to set up a CUPS printer server.

• Explains how to set up and use a MariaDB/MySQL relational database.

• Describes how to set up and use a DHCP server.

Programming

• Provides a chapter on the Python programming language and a full chapter covering shell programming using bash, including many examples.

Details

Chapter 1

Chapter 1 presents a brief history of Linux and explains some of the features that make it a cutting-edge operating system.

Part I

Part I, “Installing Fedora and Red Hat Enterprise Linux,” discusses how to install Fedora/RHEL Linux. Chapter 2 presents an overview of the process of installing Fedora/RHEL Linux, including hardware requirements, downloading and burning or writing the installation medium, and planning the layout of the hard disk. The “Conventions Used in This Book” section on page 26 details the typefaces and terminology used in this book. Chapter 3 is a step-by-step guide to installing Fedora and RHEL; it covers installing from an Install Image and from a live session (Fedora).

Part II

Part II, “Using Fedora and Red Hat Enterprise Linux,” familiarizes you with Fedora/RHEL, covering logging in, the GUI, utilities, the filesystem, and the shell. Chapter 4 introduces desktop features; describes configuring the system using the Settings window; explains how to use the Nautilus File Browser to manage files, run programs, and connect to FTP and HTTP servers; covers finding documentation, dealing with login problems, and using the window manager; and presents some suggestions on where to find documentation, including manuals, tutorials, software notes, and HOWTOs. The introduction to the command line includes information on terminal emulators, virtual consoles, correcting mistakes on the command line, a few basic utilities, and how to write and execute a simple shell script. Chapter 5 introduces the Bourne Again Shell (bash) and discusses command-line arguments and options, redirecting input to and output from commands, running programs in the background, and using the shell to generate and expand filenames. Chapter 6 discusses the Linux hierarchical filesystem, covering files, filenames, pathnames, working with directories, access permissions, and hard and symbolic links. Chapter 7 provides in-depth coverage of 32 useful utilities, and presents tutorials on the vim and nano text editors. Chapter 8 explains networks, network security, and the Internet, and discusses types of networks, subnets, protocols, addresses, hostnames, and various network utilities. A section covers the all-important IPv6 protocol. The section on distributed computing describes the client/server model and some of the servers you can use on a network. (Details of setting up and using clients and servers are reserved until Part IV.)


Tip: Experienced users may want to skim Part II
If you have used a UNIX or Linux system before, you may want to skim or skip some or all of the chapters in Part II. Do not skip “Conventions Used in This Book” (page 26), which explains the typographic and layout conventions used in this book. Both “Getting Help” (page 113), which explains how to get help using a GUI, and “Getting Help from the Command Line” (page 128), point out both local and remote sources of Linux and Fedora/RHEL documentation.



Part III

Part III, “System Administration,” goes into more detail about administrating the system. Chapter 9 extends the bash coverage from Chapter 5, explaining how to redirect error output, avoid overwriting files, and work with job control, processes, startup files, important shell builtin commands, parameters, shell variables, and aliases. Chapter 10 discusses core concepts, such as the use of su and sudo; working with root privileges; SELinux (Security-Enhanced Linux); system operation, including a discussion of the systemd init daemon; chroot jails; TCP wrappers; general information about how to set up a server; DHCP; and PAM. Chapter 11 explains the Linux filesystem, going into detail about types of files, including special (device) files; the use of fsck to verify the integrity of and repair filesystems; the use of tune2fs to change filesystem parameters; and the XFS filesystem and related utilities. Chapter 12 explains how to keep a system up-to-date by downloading software from the Internet and installing it, including examples that use yum to perform these tasks. It also covers the RPM software packaging system and the use of the rpm utility. Finally, it explains how to use BitTorrent from the command line to download files. Chapter 13 explains how to set up the CUPS printing system so you can print on both local and remote systems. Chapter 14 details customizing and building a Linux kernel and includes information on GRUB 2. Chapter 15 covers additional administration tasks, including setting up user accounts, backing up files, scheduling automated tasks, tracking disk usage, and solving general problems. Chapter 16 explains how to set up a local area network (LAN), including both hardware (including wireless) and software configuration, and how to set up Cacti to monitor the network. Chapter 17 describes VMs (virtual machines), how to set up and work with VMs, and how to work with VMs in the cloud.

Part IV

Part IV goes into detail about setting up and running servers and connecting to them using clients. Where appropriate, these chapters include JumpStart sections, which get you off to a quick start in using clients and setting up servers. The chapters in Part IV cover the following clients/servers:

• OpenSSH—Set up an OpenSSH server and use ssh, scp, and sftp to communicate securely over the Internet.

• FTP—Set up a vsftpd secure FTP server and use any of several FTP clients to exchange files with the server.

• Email—Configure sendmail and use Webmail, POP3, or IMAP to retrieve email; use SpamAssassin to combat spam.

• NIS and LDAP—Set up NIS to facilitate system administration of a LAN and LDAP to maintain databases.

• NFS—Share filesystems between systems on a network.

• Samba—Share filesystems and printers between Windows and Linux systems.

• DNS/BIND—Set up a domain nameserver to let other systems on the Internet know the names and IP addresses of local systems they may need to contact.

• firewalld, firewall-config, and iptables—Set up a firewall to protect local systems and share a single Internet connection between systems on a LAN.

• Apache—Set up an HTTP server that serves Web pages, which browsers can then display. This chapter includes many suggestions for increasing Apache security.

Part V

Part V covers three important programming tools that are used extensively in Fedora/RHEL system administration and general-purpose programming. Chapter 27 continues where Chapter 9 left off, going into greater depth about shell programming using bash, with the discussion enhanced by extensive examples. Chapter 28 introduces the flexible and friendly Python programming language, including coverage of lists and dictionaries, using libraries, defining functions, regular expressions, and list comprehensions. Chapter 29 covers the widely used MariaDB/MySQL RDBMS (relational database management system), including installation, creating a database, adding a user, creating and modifying tables, joins, and adding data to the database.

Part VI

Part VI includes appendixes on regular expressions, helpful Web sites, system security including GPG, updating software using apt-get, and a map that indexes LPI’s Linux Essentials certification learning goals and CompTIA’s Linux+ exam objectives to the pages in this book that cover each topic. This part also includes an extensive Glossary with more than 500 entries plus the JumpStart index, the File Tree index, the Utility index, and the comprehensive Main index.

Supplements

The author’s home page (www.sobell.com) contains downloadable listings of the longer programs from this book, as well as pointers to many interesting and useful Linux sites on the World Wide Web, a list of corrections to the book, answers to even-numbered exercises, and a solicitation for corrections, comments, and suggestions.
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Objectives

After reading this chapter you should be able to:

[image: ] Discuss the history of UNIX, Linux, and the GNU Project

[image: ] Explain what is meant by “free software” and list characteristics of the GNU General Public License

[image: ] List three characteristics that are important to you when selecting an operating system

[image: ] Describe the intent of the term FOSS/FLOSS; explain how it relates to free and open-source software

[image: ] Explain what a Linux distribution is and list three popular distributions

[image: ] List characteristics of Linux and reasons the Linux operating system is so popular

[image: ] List three factors you would consider in choosing an operating system

[image: ] Explain what a desktop environment is and name three desktop managers

An operating system is the low-level software that schedules tasks, allocates storage, and handles the interfaces to peripheral hardware, such as printers, disk drives, the screen, keyboard, and mouse. An operating system has two main parts: the kernel and the system programs. The kernel allocates machine resources—including memory, disk space, and CPU (page 1245) cycles—to all other programs that run on the computer. The system programs include device drivers, libraries, utility programs, shells (command interpreters), configuration scripts and files, application programs, and servers. They perform higher-level housekeeping tasks, often acting as servers in a client/server relationship. Many of the libraries, servers, and utility programs were written by the GNU Project, which is discussed shortly.

Linux kernel

The Linux kernel was developed by Linus Torvalds while he was an undergraduate student. He released version 0.01 in September 1991 from his home in Finland. He used the Internet to make the source code immediately available to others for free.

The new operating system came together through a lot of hard work. Programmers around the world were quick to extend the kernel and develop other tools, adding functionality to match that already found in both BSD UNIX and SVR4 (System V UNIX, release 4) as well as new functionality. The name Linux is a combination of Linus and UNIX.

The Linux operating system, which was developed through the cooperation of numerous people around the world, is a product of the Internet and is a free (FOSS; page 7) operating system. In other words, all the source code is free. You are free to study it, redistribute it, and modify it. As a result, the code is available free of cost—no charge for the software, source, documentation, or support (via newsgroups, mailing lists, and other Internet resources). As the GNU Free Software Definition (www.gnu.org/philosophy/free-sw.html) puts it:

Free beer

“Free software” is a matter of liberty, not price. To understand the concept, you should think of “free” as in “free speech,” not as in “free beer.”

The History of UNIX and GNU–Linux

This section presents some background on the relationships between UNIX and Linux and between GNU and Linux. Visit www.levenez.com/unix for an extensive history of UNIX.

The Heritage of Linux: UNIX

The UNIX system was developed by researchers who needed a set of modern computing tools to help them with their projects. The system allowed a group of people working together on a project to share selected data and programs while keeping other information private.

Universities and colleges played a major role in furthering the popularity of the UNIX operating system through the “four-year effect.” When the UNIX operating system became widely available in 1975, Bell Labs offered it to educational institutions at nominal cost. The schools, in turn, used it in their computer science programs, ensuring that computer science students became familiar with it. Because UNIX was such an advanced development system, the students became acclimated to a sophisticated programming environment. As these students graduated and went into industry, they expected to work in a similarly advanced environment. As more of them worked their way up the ladder in the commercial world, the UNIX operating system found its way into industry.

[image: ] Berkeley UNIX (BSD)

In addition to introducing students to the UNIX operating system, the CSRG (Computer Systems Research Group) at the University of California at Berkeley made significant additions and changes to it. In fact, it made so many popular changes that one version of the system is called the BSD (Berkeley Software Distribution) of the UNIX system, or just Berkeley UNIX. The other major version is UNIX System V (SVR4), which descended from versions developed and maintained by AT&T and UNIX System Laboratories.

Fade to 1983

[image: ] GNU Project

Richard Stallman (www.stallman.org) announced1 the GNU Project for creating an operating system, both kernel and system programs, and presented the GNU Manifesto,2 which begins as follows:

1. www.gnu.org/gnu/initial-announcement.html

2. www.gnu.org/gnu/manifesto.html

GNU, which stands for Gnu’s Not UNIX, is the name for the complete UNIX-compatible software system which I am writing so that I can give it away free to everyone who can use it.

Some years later, Stallman added a footnote to the preceding sentence when he realized that it was creating confusion:

The wording here was careless. The intention was that nobody would have to pay for *permission* to use the GNU system. But the words don’t make this clear, and people often interpret them as saying that copies of GNU should always be distributed at little or no charge. That was never the intent; later on, the manifesto mentions the possibility of companies providing the service of distribution for a profit. Subsequently I have learned to distinguish carefully between “free” in the sense of freedom and “free” in the sense of price. Free software is software that users have the freedom to distribute and change. Some users may obtain copies at no charge, while others pay to obtain copies—and if the funds help support improving the software, so much the better. The important thing is that everyone who has a copy has the freedom to cooperate with others in using it.

In the manifesto, after explaining a little about the project and what has been accomplished so far, Stallman continues:

Why I Must Write GNU

I consider that the golden rule requires that if I like a program I must share it with other people who like it. Software sellers want to divide the users and conquer them, making each user agree not to share with others. I refuse to break solidarity with other users in this way. I cannot in good conscience sign a nondisclosure agreement or a software license agreement. For years I worked within the Artificial Intelligence Lab to resist such tendencies and other inhospitalities, but eventually they had gone too far: I could not remain in an institution where such things are done for me against my will.

So that I can continue to use computers without dishonor, I have decided to put together a sufficient body of free software so that I will be able to get along without any software that is not free. I have resigned from the AI Lab to deny MIT any legal excuse to prevent me from giving GNU away.

Next Scene, 1991

The GNU Project has moved well along toward its goal. Much of the GNU operating system, except for the kernel, is complete. Richard Stallman later writes:

By the early ’90s we had put together the whole system aside from the kernel (and we were also working on a kernel, the GNU Hurd,3 which runs on top of Mach4). Developing this kernel has been a lot harder than we expected, and we are still working on finishing it.5

3. www.gnu.org/software/hurd/hurd.html

4. www.gnu.org/software/hurd/gnumach.html

5. www.gnu.org/software/hurd/hurd-and-linux.html

...[M]any believe that once Linus Torvalds finished writing the kernel, his friends looked around for other free software, and for no particular reason most everything necessary to make a UNIX-like system was already available.

What they found was no accident—it was the GNU system. The available free software6 added up to a complete system because the GNU Project had been working since 1984 to make one. The GNU Manifesto had set forth the goal of developing a free UNIX-like system, called GNU. The Initial Announcement of the GNU Project also outlines some of the original plans for the GNU system. By the time Linux was written, the [GNU] system was almost finished.7

6. See www.gnu.org/philosophy/free-sw.html

7. www.gnu.org/gnu/linux-and-gnu.html

Today the GNU “operating system” runs on top of the FreeBSD (www.freebsd.org) and NetBSD (www.netbsd.org) kernels with complete Linux binary compatibility and on top of Hurd pre-releases and Darwin (developer.apple.com/opensource) without this compatibility.

The Code Is Free

The tradition of free software dates back to the days when UNIX was released to universities at nominal cost, which contributed to its portability and success. This tradition eventually died as UNIX was commercialized and manufacturers came to regard the source code as proprietary, making it effectively unavailable. Another problem with the commercial versions of UNIX related to their complexity. As each manufacturer tuned UNIX for a specific architecture, the operating system became less portable and too unwieldy for teaching and experimentation.

MINIX

Two professors created their own stripped-down UNIX look-alikes for educational purposes: Doug Comer created XINU, and Andrew Tanenbaum created MINIX. Linus Torvalds created Linux to counteract the shortcomings in MINIX. Every time there was a choice between code simplicity and efficiency/features, Tanenbaum chose simplicity (to make it easy to teach with MINIX), which meant this system lacked many features people wanted. Linux went in the opposite direction.

You can obtain Linux at no cost over the Internet (page 46). You can also obtain the GNU code via the U.S. mail at a modest cost for materials and shipping. You can support the Free Software Foundation (www.fsf.org) by buying the same (GNU) code in higher-priced packages, and you can buy commercially packaged releases of Linux that include installation instructions, software, and support.

[image: ] GPL

Linux and GNU software are distributed under the terms of the GPL (GNU General Public License; www.gnu.org/licenses/licenses.html). The GPL says you have the right to copy, modify, and redistribute the code covered by the agreement. When you redistribute the code, however, you must also distribute the same license with the code, thereby making the code and the license inseparable. If you download source code from the Internet for an accounting program that is under the GPL and then modify that code and redistribute an executable version of the program, you must also distribute the modified source code and the GPL agreement with it. Because this arrangement is the reverse of the way a normal copyright works (it gives rights instead of limiting them), it has been termed a copyleft. (This paragraph is not a legal interpretation of the GPL; it is intended merely to give you an idea of how it works. Refer to the GPL itself when you want to make use of it.)

Linux software, including tools, applications, and systems software, is distributed under one of several licences. In addition to GPL 2 and GPL 3, there are many more licenses available. See www.gnu.org/licenses/license-list.html#SoftwareLicenses for a partial list.

[image: ] Linux Is More than a Kernel

Although technically Linux is the name of the kernel, the term Linux has come to mean much more. By itself, a kernel is not of much use, so the Linux kernel is typically packaged with utilities and application programs. Many of the utilities that are distributed with the Linux kernel were written as part of the FSF’s GNU Project (page 3). Although the FSF prefers to refer to the combination of programs as GNU/Linux, most people simply call it Linux. As more people wanted to run Linux, groups formed that packaged the kernel and a collection of utilities from the GNU Project, BSD, and other sources, as well as application programs and servers.

[image: ] Distribution

These packages of kernel and programs are distributions of Linux and are referred to simply as distributions or distros. A distribution typically includes word processors, spreadsheets, media players, database applications, and a program to install the distribution. In addition, a distribution includes libraries and utilities from the GNU Project and graphics support from the X Window System.

All distributions are based on the same upstream code, although each might include different applications and tools. Distributions distinguish themselves in the areas of package management and installation tools, policies, community, and support.

First released in 1992, Yggdrasil was the first company to create a CD-ROM–based Linux distribution (it was also a live CD). First released in 1993, Slackware is the oldest distribution of Linux that is still being maintained. Today there are many distributions, including commercially backed distributions such as Fedora/Red Hat Enterprise Linux, Ubuntu, Mandriva, and openSUSE, and community-driven distributions such as Debian, Gentoo, and Mageia.

[image: ] Embedded and moble Linux

Some companies have taken the GNU/Linux code, grown and customized it, and moved it to mobile, embedded, and consumer devices. For example, the ubiquitous Linksys WRT54G wireless router, the Cadillac XTS CUE infotainment system, and the Tivo DVR all run Linux. Linux powers many machine control, industrial automation, and medical instrumentation systems. The most widely distributed Linux release is Android, which is designed for smartphones and tablet computers. Visit linuxgizmos.com/category/devices for an up-to-date list.

[image: ] Open-Source Software and Licensing

On January 22, 1998, Netscape announced it would make the source code for its next Web browser available for free licensing on the Internet. The month after that, Netscape staffed a project named Mozilla to coordinate the development of the Mozilla Application Suite. Netscape’s decisions were business decisions. The headline on its press release said it wanted to harness the creative power of thousands of Internet developers (blog.lizardwrangler.com/2008/01/22/january-22-1998-the-beginning-of-mozilla). Netscape wanted to improve its source code by participating in an active community.

OSI

Inspired by Netscape’s bold move, a group of people got together the next month and held a strategy session that created the term open source (opensource.org/history). This term provided a label for Netscape’s approach and contrasted with the term free software, which was used as a philosophical and political label rather than a pragmatic one. From that session, Eric Raymond and Bruce Perens founded OSI (Open Source Initiative; opensource.org) in late February 1998 to encourage the use of the new term.

[image: ] FOSS/FLOSS

The terms FOSS (free and open-source software) and FLOSS (free/libre/open-source software; the libre denotes freedom) were brought into common use shortly after OSI was formed. Free software, the term coined and supported by the FSF (it is in the name of the organization), suggests the freedoms it gives its users (as in free speech), whereas open-source software suggests the strengths of the peer-to-peer development model. The terms FOSS and FLOSS incorporate both free software and open-source software and can be used without indicating a preference for either term.

The license and the community

The combination of a license that forces you to share software you create and improve (GPL; page 5) and a community that is comfortable sharing software and expects software to be shared, builds the best and most reliable software. Netscape had the right idea.

[image: ] Making money

But how can you make money with this setup? Several companies have done quite well in this environment, notably Red Hat. Red Hat sells training, subscriptions to automated software updates, documentation, and support for FOSS. Another way of making money with FOSS is to improve or extend existing software and get paid for your time. Of course the software goes back to the community when you are done. Although it does not follow the FOSS ideals, some companies create a free version of their software and sell a version with more features (e.g., VMware).

Having fun

Two key words for Linux are “Have Fun!” These words pop up in prompts and documentation. The UNIX—now Linux—culture is steeped in humor that can be seen throughout the system. For example, less is more—GNU has replaced the UNIX paging utility named more with an improved utility named less. The utility to view PostScript documents is named ghostscript, and one of several replacements for the vi editor is named elvis. While machines with Intel processors have “Intel Inside” logos on their outside, some Linux machines sport “Linux Inside” logos. And Torvalds himself has been seen wearing a T-shirt bearing a “Linus Inside” logo.

What Is So Good About Linux?

In recent years Linux has emerged as a powerful and innovative UNIX work-alike. Its popularity has surpassed that of its UNIX predecessors. Although it mimics UNIX in many ways, the Linux operating system departs from UNIX in several significant ways: The Linux kernel is implemented independently of both BSD and System V, the continuing development of Linux is taking place through the combined efforts of many capable individuals throughout the world, and Linux puts the power of UNIX within easy reach of both business and personal computer users. Using the Internet, today’s skilled programmers submit additions and improvements to open-source developers such as Linus Torvalds and the GNU Project.

Standards

In 1985, individuals from companies throughout the computer industry joined together to develop the POSIX (Portable Operating System Interface for Computer Environments) standard, which is based largely on the UNIX SVID (System V Interface Definition) and other earlier standardization efforts. These efforts were spurred by the U.S. government, which needed a standard computing environment to minimize its training and procurement costs. Released in 1988, POSIX is a group of IEEE standards that define the API (application programming interface), shell, and utility interfaces for an operating system. Although aimed at UNIX-like systems, the standards can apply to any compatible operating system. Now that these standards have gained acceptance, software developers are able to develop applications that run on all conforming versions of UNIX, Linux, and other operating systems.

Applications

A rich selection of applications is available for Linux—both free and commercial—as well as a wide variety of tools: graphical, word processing, networking, security, administration, Web server, and many others. Large software companies have recently seen the benefit in supporting Linux and now have on-staff programmers whose job it is to design and code the Linux kernel, GNU, KDE, and other software that runs on Linux. For example, IBM (www.ibm.com/linux) is a major Linux supporter. Linux conforms increasingly more closely to POSIX standards, and some distributions and parts of others meet this standard. These developments indicate that Linux is becoming mainstream and is respected as an attractive alternative to other popular operating systems.

Peripherals

Another aspect of Linux that appeals to users is the amazing range of peripherals that is supported and the speed with which support for new peripherals emerges. Linux often supports a peripheral or interface card before any company does. Unfortunately some types of peripherals—particularly proprietary graphics cards—lag in their support because the manufacturers do not release specifications or source code for drivers in a timely manner, if at all.

Software

Also important to users is the amount of software that is available—not just source code (which needs to be compiled) but also prebuilt binaries that are easy to install and ready to run. These programs include more than free software. Netscape, for example, was available for Linux from the start and included Java support before it was available from many commercial vendors. Its sibling Mozilla/Thunderbird/ Firefox is now a viable browser, mail client, and newsreader, performing many other functions as well.

Platforms

Linux is not just for Intel-based platforms (which now include Apple computers): It has been ported to and runs on the Power PC—including older Apple computers (ppclinux), Compaq’s (née Digital Equipment Corporation) Alpha-based machines, MIPS-based machines, ARM-based systems, Motorola’s 68K-based machines, various 32- and 64-bit systems, and IBM’s S/390. Linux also runs on multiple-processor machines (SMPs; page 1275). It also includes an O(1) scheduler, which dramatically increases scalability on SMP systems.

Emulators

Linux supports programs, called emulators, that run code intended for other operating systems. By using emulators you can run some DOS, Windows, and Macintosh programs under Linux. For example, Wine (www.winehq.com) is an open-source implementation of the Windows API that runs on top of the X Window System and UNIX/Linux.

Virtual machines

A virtual machine (VM or guest) appears to the user and to the software running on it as a complete physical machine. It is, however, one of potentially many such VMs running on a single physical machine. See Chapter 17 for more information.

Linux Is Popular with Hardware Companies and Developers

Two trends in the computer industry set the stage for the growing popularity of UNIX and Linux. First, advances in hardware technology created the need for an operating system that could take advantage of available hardware power. In the mid-1970s, minicomputers began challenging the large mainframe computers because, in many applications, minicomputers could perform the same functions less expensively. More recently, powerful 64-bit processor chips, plentiful and inexpensive memory, and lower-priced hard disk storage have allowed hardware companies to install multiuser operating systems on desktop computers.

Proprietary operating systems

Second, with the cost of hardware continually dropping, hardware manufacturers could no longer afford to develop and support proprietary operating systems. A proprietary operating system is one that is written and owned by the manufacturer of the hardware (for example, DEC/Compaq owns VMS). Today’s manufacturers need a generic operating system they can easily adapt to their machines.

Generic operating systems

A generic operating system is written outside of the company manufacturing the hardware and is sold (UNIX, OS X, Windows) or given (Linux) to the manufacturer. Linux is a generic operating system because it runs on different types of hardware produced by different manufacturers. Of course, if manufacturers can pay only for development and avoid per-unit costs (which they have to pay to Microsoft for each copy of Windows they sell), they are much better off. In turn, software developers need to keep the prices of their products down; they cannot afford to create new versions of their products to run under many different proprietary operating systems. Like hardware manufacturers, software developers need a generic operating system.

Although the UNIX system once met the needs of hardware companies and researchers for a generic operating system, over time it has become more proprietary as manufacturers added support for their own specialized features and introduced new software libraries and utilities. Linux emerged to serve both needs: It is a generic operating system that takes advantage of available hardware power.

Linux Is Portable

A portable operating system is one that can run on many different machines. More than 95 percent of the Linux operating system is written in the C programming language, and C is portable because it is written in a higher-level, machine-independent language. (The C compiler is written in C.)

Because Linux is portable, it can be adapted (ported) to different machines and can meet special requirements. For example, Linux is used in embedded computers, such as the ones found in cellphones, PDAs, and the cable boxes on top of many TVs. The file structure takes full advantage of large, fast hard disks. Equally important, Linux was originally designed as a multiuser operating system—it was not modified to serve several users as an afterthought. Sharing the computer’s power among many users and giving them the ability to share data and programs are central features of the system.

Because it is adaptable and takes advantage of available hardware, Linux runs on many different microprocessor-based systems as well as mainframes. The popularity of the microprocessor-based hardware drives Linux; these microcomputers are getting faster all the time at about the same price point. This widespread acceptance benefits both users, who do not like having to learn a new operating system for each vendor’s hardware, and system administrators, who like having a consistent software environment.

The advent of a standard operating system has given a boost to the development of the software industry. Now software manufacturers can afford to make one version of a product available on machines from different manufacturers.

The C Programming Language

Ken Thompson wrote the UNIX operating system in 1969 in PDP-7 assembly language. Assembly language is machine dependent: Programs written in assembly language work on only one machine or, at best, on one family of machines. For this reason, the original UNIX operating system could not easily be transported to run on other machines: It was not portable.

To make UNIX portable, Thompson developed the B programming language, a machine-independent language, from the BCPL language. Dennis Ritchie developed the C programming language by modifying B and, with Thompson, rewrote UNIX in C in 1973. Originally, C was touted as a “portable assembler.” The revised operating system could be transported more easily to run on other machines.

That development marked the start of C. Its roots reveal some of the reasons why it is such a powerful tool. C can be used to write machine-independent programs. A programmer who designs a program to be portable can easily move it to any computer that has a C compiler. C is also designed to compile into very efficient code. With the advent of C, a programmer no longer had to resort to assembly language to produce code that would run well (that is, quickly—although an assembler will always generate more efficient code than a high-level language).

C is a good systems language. You can write a compiler or an operating system in C. It is a highly structured but not necessarily a high-level language. C allows a programmer to manipulate bits and bytes, as is necessary when writing an operating system. At the same time, it has high-level constructs that allow for efficient, modular programming.

In the late 1980s, ANSI (the American National Standards Institute) defined a standard version of the C language, commonly referred to as ANSI C or C89 (for the year the standard was published). Ten years later the C99 standard was published. The original version of the language is often referred to as Kernighan & Ritchie (or K&R) C, named for the authors of the book that first described the C language.

Another researcher at Bell Labs, Bjarne Stroustrup, created an object-oriented programming language named C++, which is built on the foundation of C. Because object-oriented programming is desired by many employers today, C++ is preferred over C in many environments. Another language of choice is Objective-C, which was used to write the first Web browser. The GNU Project’s C compiler (gcc) supports C, C++, and Objective-C.

Overview of Linux

The Linux operating system has many unique and powerful features. Like other operating systems, it is a control program for computers. But like UNIX, it is also a well-thought-out family of utility programs (Figure 1-1) and a set of tools that allow users to connect and use these utilities to build systems and applications.
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Figure 1-1 A layered view of the Linux operating system

Linux Has a Kernel Programming Interface

The Linux kernel—the heart of the Linux operating system—is responsible for allocating the computer’s resources and scheduling user jobs so each one gets its fair share of system resources, including access to the CPU; peripheral devices, such as hard disk, DVD, and tape storage; and printers. Programs interact with the kernel through system calls, special functions with well-known names. A programmer can use a single system call to interact with many kinds of devices. For example, there is one write() system call, rather than many device-specific ones. When a program issues a write() request, the kernel interprets the context and passes the request to the appropriate device. This flexibility allows old utilities to work with devices that did not exist when the utilities were written. It also makes it possible to move programs to new versions of the operating system without rewriting them (provided the new version recognizes the same system calls).

Linux Can Support Many Users

Depending on the hardware and the types of tasks the computer performs, a Linux system can support from 1 to more than 1,000 users, each concurrently running a different set of programs. The per-user cost of a computer that can be used by many people at the same time is less than that of a computer that can be used by only a single person at a time. It is less because one person cannot generally take advantage of all the resources a computer has to offer. That is, no one can keep all the printers going constantly, keep all the system memory in use, keep all the disks busy reading and writing, keep the Internet connection in use, and keep all the terminals busy at the same time. By contrast, a multiuser operating system allows many people to use all of the system resources almost simultaneously. The use of costly resources can be maximized, and the cost per user can be minimized; these are the primary objectives of a multiuser operating system.

Linux Can Run Many Tasks

Linux is a fully protected multitasking operating system, allowing each user to run more than one job at a time. Processes can communicate with one another but remain fully protected from one another, just as the kernel remains protected from all processes. You can run several jobs in the background while giving all your attention to the job being displayed on the screen, and you can switch back and forth between jobs. If you are running the X Window System (page 16), you can run different programs in different windows on the same screen and watch all of them. This capability helps users be more productive.

Linux Provides a Secure Hierarchical Filesystem

A file is a collection of information, such as text for a memo or report, an accumulation of sales figures, an image, a song, or an executable program. Each file is stored under a unique identifier on a storage device, such as a hard disk. The Linux filesystem provides a structure whereby files are arranged under directories, which are like folders or boxes. Each directory has a name and can hold other files and directories. Directories, in turn, are arranged under other directories and so forth in a treelike organization. This structure helps users keep track of large numbers of files by grouping related files in directories. Each user has one primary directory and as many subdirectories as are required (Figure 1-2).

[image: ]

Figure 1-2 The Linux filesystem structure

Standards

With the idea of making life easier for system administrators and software developers, a group got together over the Internet and developed the Linux Filesystem Standard (FSSTND), which has since evolved into the Linux Filesystem Hierarchy Standard (FHS). Before this standard was adopted, key programs were located in different places in different Linux distributions. Today you can sit down at a Linux system and expect to find a given standard program at a consistent location (page 189).

Links

A link allows a given file to be accessed by means of two or more names. The alternative names can be located in the same directory as the original file or in another directory. Links can make the same file appear in several users’ directories, enabling those users to share the file easily. Windows uses the term shortcut in place of link to describe this capability. Macintosh users will be more familiar with the term alias. Under Linux, an alias is different from a link; it is a command macro feature provided by the shell (page 392).

Security

Like most multiuser operating systems, Linux allows users to protect their data from access by other users. It also allows users to share selected data and programs with certain other users by means of a simple but effective protection scheme. This level of security is provided by file access permissions, which limit the users who can read from, write to, or execute a file. Linux also implements ACLs (Access Control Lists), which give users and administrators finer-grained control over file access permissions, and SELinux, which gives users and administrators more control over access control.

The Shell: Command Interpreter and Programming Language

In a textual environment, the shell—the command interpreter—acts as an interface between you and the operating system. When you enter a command on the screen, the shell interprets the command and calls the program you want. A number of shells are available for Linux. The four most popular shells are

• The Bourne Again Shell (bash), an enhanced version of the original Bourne Shell (an original UNIX shell).

• The Debian Almquist Shell (dash; page 329), a smaller version of bash with fewer features. Many startup shell scripts call dash in place of bash to speed the boot process.

• The TC Shell (tcsh), an enhanced version of the C Shell that was developed as part of BSD UNIX.

• The Z Shell (zsh), which incorporates features from a number of shells, including the Korn Shell.

Because different users might prefer different shells, multiuser systems can have several different shells in use at any given time. The choice of shells demonstrates one of the advantages of the Linux operating system: the ability to provide a customized interface for each user.

Shell scripts

Besides performing its function of interpreting commands from a keyboard and sending those commands to the operating system, the shell is a high-level programming language. Shell commands can be arranged in a file for later execution (Linux calls these files shell scripts; Windows calls them batch files). This flexibility allows users to perform complex operations with relative ease, often by issuing short commands, or to build with surprisingly little effort elaborate programs that perform highly complex operations.

Filename Generation

Wildcards and ambiguous file references

When you type commands to be processed by the shell, you can construct patterns using characters that have special meanings to the shell. These characters are called wildcard characters. The patterns, called ambiguous file references, are a kind of shorthand: Rather than typing in complete filenames, you can type patterns; the shell expands these patterns into matching filenames. An ambiguous file reference can save you the effort of typing in a long filename or a long series of similar filenames. For example, the shell might expand the pattern mak*tar.gz to make-3.80.tar.gz. Patterns can also be useful when you know only part of a filename or cannot remember the exact spelling of a filename.

Completion

In conjunction with the Readline Library, the shell performs command, filename, pathname, and variable completion: You type a prefix and press TAB, and the shell lists the items that begin with that prefix or completes the item if the prefix specifies a unique item.

Device-Independent Input and Output

Redirection

Devices (such as a printer or a terminal) and disk files appear as files to Linux programs. When you give a command to the Linux operating system, you can instruct it to send the output to any one of several devices or files. This diversion is called output redirection.

Device independence

In a similar manner, a program’s input, which normally comes from a keyboard, can be redirected so that it comes from a disk file instead. Input and output are device independent; that is, they can be redirected to or from any appropriate device.

As an example, the cat utility normally displays the contents of a file on the screen. When you run a cat command, you can easily cause its output to go to a disk file instead of the screen.

Shell Functions

One of the most important features of the shell is that users can use it as a programming language. Because the shell is an interpreter, it does not compile programs written for it but rather interprets programs each time they are loaded from the disk. Loading and interpreting programs can be time-consuming.

Many shells, including the Bourne Again Shell, support shell functions that the shell holds in memory so it does not have to read them from the disk each time you execute them. The shell also keeps functions in an internal format so it does not have to spend as much time interpreting them.

Job Control

Job control is a shell feature that allows users to work on several jobs at once, switching back and forth between them as desired. When you start a job, it is frequently run in the foreground so it is connected to the terminal. Using job control, you can move the job you are working with to the background and continue running it there while working on or observing another job in the foreground. If a background job then needs your attention, you can move it to the foreground so it is once again attached to the terminal. The concept of job control originated with BSD UNIX, where it appeared in the C Shell.

X Window System

History of X

The X Window System (also called X or X11; www.x.org) was created in 1984 at MIT (the Massachusetts Institute of Technology) by researchers working on a distributed computing project and a campuswide distributed environment called Project Athena. This system was not the first windowing software to run on a UNIX system, but it was the first to become widely available and accepted. In 1985, MIT released X (version 9) to the public for use without a license. Three years later, a group of vendors formed the X Consortium to support the continued development of X, under the leadership of MIT. By 1998, the X Consortium had become part of the Open Group. In 2001, the Open Group released X version 11, release 6.6 (X11R6.6).

The X Window System was inspired by the ideas and features found in earlier proprietary window systems but is written to be portable and flexible. X is designed to run on a workstation, typically attached to a LAN. The designers built X with the network in mind. If you can communicate with a remote computer over a network, running an X application on that computer and sending the results to a local display is straightforward.

Although the X protocol has remained stable for a long time, additions to it in the form of extensions are quite common. One of the most interesting—albeit one that has not yet made its way into production—is the Media Application Server, which aims to provide the same level of network transparency for sound and video that X does for simple windowing applications.

XFree86 and X.org

Many distributions of Linux used the XFree86 X server, which inherited its license from the original MIT X server, through release 4.3. In early 2004, just before the release of XFree86 4.4, the XFree86 license was changed to one that is more restrictive and not compatible with the GPL (page 5). In the wake of this change, a number of distributions abandoned XFree86 and replaced it with an X.org X server that is based on a pre-release version of XFree86 4.4, which predates the change in the XFree86 license. Fedora/RHEL uses the X.org X server, named Xorg; it is functionally equivalent to the one distributed by XFree86 because most of the code is the same. Thus modules designed to work with one server work with the other.

Client/server environment

Computer networks are central to the design of X. It is possible to run an application on one computer and display the results on a screen attached to a different computer; the ease with which this can be done distinguishes X from other window systems available today. Thanks to this capability, a scientist can run and manipulate a program on a powerful supercomputer in another building or another country and view the results on a personal workstation or laptop computer. For more information refer to “Remote Computing and Local Displays” on page 460.

GUIs: Graphical User Interfaces

The X Window System provides the foundation for the GUIs available with Linux. Given a terminal or workstation screen that supports X, a user can interact with the computer through multiple windows on the screen, display graphical information, or use special-purpose applications to draw pictures, monitor processes, or preview formatted output. Because X is an across-the-network protocol, it allows a user to open a window on a workstation or computer system that is remote from the CPU generating the window. Conceptually X is very simple. As a consequence, it does not provide some of the more common features found in GUIs, such as the ability to drag windows. The UNIX/Linux philosophy is one of modularity: X relies on a window manager that in turn relies on a desktop manager/environment.

Usually two layers run on top of X: a desktop manager and a window manager. A desktop manager is a picture-oriented user interface that enables you to interact with system programs by manipulating icons instead of typing the corresponding commands to a shell. Fedora/RHEL runs the GNOME desktop manager (www.gnome.org) by default, but X can also run KDE (www.kde.org) and a number of other desktop managers.

Window Manager

A window manager is a program that runs under the desktop manager and allows you to open and close windows, run programs, and set up a mouse so it has different effects depending on how and where you click it. The window manager also gives the screen its personality. Whereas Microsoft Windows allows you to change the color of key elements in a window, a window manager under X allows you to customize the overall look and feel of the screen: You can change the way a window looks and works (by giving it different borders, buttons, and scrollbars), set up virtual desktops, create menus, and more. When you are working from the command line, you can approximate a window manager by using Midnight Commander (mc).

Several popular window managers run under X and Linux. RHEL provides both Metacity (the default under GNOME 2) and kwin (the default under KDE). In addition to KDE, Fedora provides Mutter (the default under GNOME 3). Mutter is short for Metacity Clutter (the graphics library is named Clutter). Other window managers, such as Sawfish and WindowMaker, are also available. Chapter 4 presents information on using a window manager and other components of a GUI.

Desktop Environments/Managers

Unlike a window manager, which has a clearly defined task, a desktop environment (manager) does many things. In general, a desktop environment, such as GNOME or KDE, provides a means of launching applications and utilities, such as a file manager, that work with a window manager.
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The KDE Project began in 1996, with the aim of creating a consistent, user-friendly desktop environment for free UNIX-like operating systems. KDE is based on the Qt toolkit made by Trolltech. When KDE development began, the Qt license was not compatible with the GPL (page 5). For this reason the FSF decided to support a different project, GNOME (the GNU Network Object Model Environment). Qt has since been released under the terms of the GPL, eliminating part of the rationale for GNOME’s existence.

GNOME

GNOME (www.gnome.org) is the default desktop environment for Fedora/RHEL. It provides a simple, coherent user interface that is suitable for corporate use. GNOME uses GTK for drawing widgets. GTK, developed for the GNU Image Manipulation Program (gimp), is written in C, although bindings for C++ and other languages are available.

GNOME does not take much advantage of its component architecture. Instead, it continues to support the traditional UNIX philosophy of relying on many small programs, each of which is good at doing a specific task.

KDE

KDE (kde.org) is written in C++ on top of the Qt framework. KDE tries to use existing technology, if it can be reused, but creates its own if nothing else is available or if a superior solution is needed. For example, KDE implemented an HTML rendering engine long before the Mozilla project was born. Similarly, work on KOffice began a long time before StarOffice became the open-source OpenOffice.org (which is now LibreOffice). In contrast, the GNOME office applications are stand-alone programs that originated outside the GNOME Project. KDE’s portability is demonstrated by the use of most of its core components, including Konqueror and KOffice, under Mac OS X.

Interoperability

Since the release of version 2, the GNOME Project has focused on simplifying the user interface, removing options where they are deemed unnecessary, and aiming for a set of default settings that the end user will not wish to change. Fedora 15 introduced GNOME 3, which is radically different from GNOME 2, following the trend toward simpler, more graphical desktops that have more icons and fewer menus. KDE has moved in the opposite direction, emphasizing configurability.

The freedesktop.org group (freedesktop.org), whose members are drawn from the GNOME and KDE Projects, is improving interoperability and aims to produce standards that will allow the two environments to work together. One standard released by freedesktop.org allows applications to use the notification area of either the GNOME or KDE panel without being aware of which desktop environment they are running in.

Other Desktop Environments

In addition to GNOME and KDE, there are other popular desktop environments. See page 118 for information on and installation instructions for the WindowMaker, Xfce, and LXDE desktop environments.

A Large Collection of Useful Utilities

Linux includes a family of several hundred utility programs, often referred to as commands. These utilities perform functions that are universally required by users. And each utility tends to do one thing and do it well. The sort utility, for example, puts lists (or groups of lists) in alphabetical or numerical order and can be used to sort lists by part number, last name, city, ZIP code, telephone number, age, size, cost, and so forth. The sort utility is an important programming tool that is part of the standard Linux system. Other utilities allow users to create, display, print, copy, search, and delete files as well as to edit, format, and typeset text. The man (for manual) and info utilities provide online documentation for Linux.

Interprocess Communication

Pipelines and filters

Linux enables users to establish both pipelines and filters on the command line. A pipeline passes the output of one program to another program as input. A filter is a special kind of pipeline that processes a stream of input data to yield a stream of output data. A filter processes another program’s output, altering it as a result. The filter’s output then becomes input to another program.

Pipelines and filters frequently join utilities to perform a specific task. For example, you can use a pipeline to send the output of the sort utility to head (a filter that lists the first ten lines of its input); you can then use another pipeline to send the output of head to a third utility, lpr, that sends the data to a printer. Thus, in one command line, you can use three, unrelated utilities together to sort and print part of a file.

(Inter)Networking Utilities

Linux network support includes many utilities that enable you to access remote systems over a variety of networks. In addition to sending email to users on other systems, you can access files on disks mounted on other computers as if they were located on the local system, make your files available to other systems in a similar manner, copy files back and forth, run programs on remote systems while displaying the results on the local system, and perform many other operations across local area networks (LANs) and wide area networks (WANs), including the Internet.

Layered on top of this network access is a wide range of application programs that extend the computer’s resources around the globe. You can carry on conversations with people throughout the world, gather information on a wide variety of subjects, and download new software over the Internet quickly and reliably. Chapter 8 discusses networks, the Internet, and the Linux network facilities.

System Administration

On a Linux system the system administrator is frequently the owner and only user of the system. This person has many responsibilities. The first responsibility might be to set up the system, install the software, and possibly edit configuration files. Once the system is up and running, the system administrator is responsible for downloading and installing software (including upgrading the operating system), backing up and restoring files, and managing such system facilities as printers, terminals, servers, and a local network. The system administrator is also responsible for setting up accounts for new users on a multiuser system, bringing the system up and down as needed, monitoring the system, and taking care of any problems that arise.

Software Development

One of Linux’s most impressive strengths is its rich software development environment. Linux supports compilers and interpreters for many computer languages. Besides C and C++, languages available for Linux include Ada, Fortran, Java, Lisp, Pascal, Perl, and Python. The bison utility generates parsing code that makes it easier to write programs to build compilers (tools that parse files containing structured information). The flex utility generates scanners (code that recognizes lexical patterns in text). The make utility and the GNU Configure and Build System make it easier to manage complex development projects. Source code management systems, such as CVS, simplify version control. Several debuggers, including ups and gdb, can help you track down and repair software defects. The GNU C compiler (gcc) works with the gprof profiling utility to help programmers identify potential bottlenecks in a program’s performance. The C compiler includes options to perform extensive checking of C code, thereby making the code more portable and reducing debugging time.
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If you are reading this book you are probably at least considering using/installing Linux; you know there is an alternative to Windows (Microsoft) and OS X (Macintosh) systems. This chapter details a lot of features that make Linux a great operating system. But how do you decide if Linux is for you? Following is a list of some of the factors that go into choosing an operating system.

• Look and feel—Can you get comfortable using the GUI? What is the learning curve?

• Cost—How much does the operating system cost? What is included at that cost?

• Ease of use—Is the GUI easy to use?

• Bundled software—What software comes with the operating system and what other software will you have to buy?

• Hardware requirements—How expensive is the hardware needed to run the operating system at a speed you will be comfortable with?

• Bugs—How long does it take to fix a bug, and how often are updates released?

• Security—How secure is the operating system? What do you need to do to make it secure enough to meet your needs? Do you need to purchase security software? Do you need to buy antivirus software?

• Available software—How much software is available for the operating system?

Windows, OS X, and Linux each have their strengths and weaknesses. Frequently, look and feel and ease of use depend on what you are used to. Linux allows you to customize the GUI more than OS X and much more than Windows, so you may be able to customize it so you are more comfortable working with it. If you are changing operating systems, give yourself enough time to get used to the new one. Linux does have a learning curve: It will be challenging but rewarding.

One of the biggest benefits of Linux is that you can fix it yourself; you do not have to wait for Microsoft or Apple to find and fix a bug when you run into a problem.

Linux wins the question of cost hands down: it is free software. In addition, Linux comes with a lot of bundled software, including LibreOffice, a complete Microsoft-compatible office suite, and a lot more. And you can download additional software for free. Windows comes with very little bundled software; you need to buy office software and most other software separately. Again, OS X is somewhere between.

Windows is frequently called bloated—it takes the latest and greatest hardware to run it at an acceptable speed. OS X runs only on Apple hardware, which is expensive compared with the hardware required to run Windows (PC hardware). Linux runs on PC hardware, but uses the hardware a lot more lightly than does Windows. On a nonserver system the GUI typically uses a lot of the available horsepower of a system. On older hardware you can run one of the lightweight GUIs (page 118) in place of GNOME or KDE and get good performance. Depending on what you are doing, you can get excellent performance using only the CLI on minimal hardware.

Because of community support, Linux gets excellent marks for support: bug fixes are distributed frequently and are easy to apply. Windows support has improved, but is nowhere near the level of Linux support. OS X gets mixed reviews. And viruses are almost unknown on Linux so there is less support needed.

Chapter Summary

The Linux operating system grew out of the UNIX heritage to become a popular alternative to traditional systems (that is, Windows) available for microcomputer (PC) hardware. UNIX users will find a familiar environment in Linux. Distributions of Linux contain the expected complement of UNIX utilities, contributed by programmers around the world, including the set of tools developed as part of the GNU Project. The Linux community is committed to the continued development of this system. Support for new microcomputer devices and features is added soon after the hardware becomes available, and the tools available on Linux continue to be refined. Given the many commercial software packages available to run on Linux platforms and the many hardware manufacturers offering Linux on their systems, it is clear that the system has evolved well beyond its origin as an undergraduate project to become an operating system of choice for academic, commercial, professional, and personal use.

Linux is packaged in distributions, each of which has an installer and a collection of software packages appropriate to the purpose of the distribution. A distribution typically includes a way to keep its software up-to-date.

Linux and much of the related software is FOSS/FLOSS (Free [Libre] Open Source Software). These terms combine the meanings of free software coined by the FSF (Free Software Foundation) and open-source software, which originated with OSI (Open Source Initiative), and can be used without indicating a preference for either.

Exercises

1. What is free software? List three characteristics of free software.

2. Why is Linux popular? Why is it popular in academia?

3. What are multiuser systems? Why are they successful?

4. What is Linux? What is the Free Software Foundation/GNU? Which parts of the Linux operating system did each provide? Who else has helped build and refine this operating system?

5. In which language is Linux written? What does the language have to do with the success of Linux?

6. What is a distribution? What does it contain? Name three distributions.

7. What is the difference between the terms free software and open-source software? Who coined each term?

8. What is a utility program?

9. What is a shell? How does it work with the kernel? With the user?

10. How can you use utility programs and a shell to create your own applications?

11. Why is the Linux filesystem referred to as hierarchical?

12. What is the difference between a multiuser and a multitasking system?

13. Give an example of when you would want to use a multitasking system.

14. Approximately how many people wrote Linux? Why is this project unique?

15. What are the key terms of the GNU General Public License?
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Fedora Standard Editions: The Live, Install, and Network Images
Setting Up the Hard Disk
LVM: Logical Volume Manager
The Installation Process
Downloading an Installation Image File and Writing to/Burning the Installation Medium
The Easy Way to Download an Installation Image File
Using BitTorrent
Gathering Information About the System



Objectives

After reading this chapter you should be able to:

[image: ] Choose the best distribution and version to meet your needs

[image: ] Download the Live or Install Image (ISO) file

[image: ] Burn/write the Live or Install Image to the installation medium (a DVD or USB flash drive)

[image: ] Use a live session to test hardware and check system requirements

[image: ] List considerations of disk partitioning

[image: ] Describe the advantages and disadvantages of software RAID and LVM partitioning schemes

Installing Linux is the process of copying operating system files from an installation medium (e.g., DVD, USB flash drive) or the network to hard disk(s) on a system and setting up configuration files so Linux runs properly on the hardware.

This chapter discusses the installation process in general: planning, partitioning the hard disk, obtaining the files for the installation, burning or writing an installation medium, and collecting information about the hardware that might be helpful for installation and administration. Chapter 3 covers the process of installing Linux.

Anaconda

Anaconda is a user-friendly tool that installs Fedora/RHEL. For standard hardware (any hardware you can install Windows on), you can typically insert an installation medium holding a Live or Install Image and boot the system. After you go through a few screens, you are done. Of course, sometimes you might want to customize the system or you might be installing on nonstandard hardware: Anaconda presents you with choices that allow you to control the installation. Refer to “Installing Fedora/RHEL” (page 59) and “Installation Tasks” (page 69) for information about installing and customizing Fedora/RHEL.


Tip: Upgrading a Fedora System
The new Anaconda installer will not upgrade a Fedora system from one release to the next. You must use FedUp (FEDora UPgrader), which works on Fedora 17 and later. Visit the Fedora Web page at fedoraproject.org/wiki/FedUp for more information.



Conventions Used in This Book

This book uses conventions to make its explanations shorter and clearer. The following paragraphs describe these conventions.

Text and examples

The text is set in this type, whereas examples are shown in a monospaced font (also called a fixed-width font):

Click here to view code image

$ cat practice
This is a small file I created
using a text editor.

Items you enter

Everything you enter at the keyboard is shown in a bold typeface. Within the text, this bold typeface is used; within examples and screens, this one is used. In the previous example, the dollar sign ($) on the first line is a prompt that Linux displays, so it is not bold; the remainder of the first line is entered by a user, so it is bold.

Utility names

Names of utilities are printed in this sans serif typeface. This book references the nano text editor and the ls utility or ls command (or just ls) but instructs you to enter ls –a on the command line. In this way the text distinguishes between utilities, which are programs, and the instructions you enter on the command line to invoke the utilities.

Filenames

Filenames appear in a bold typeface. Examples are memo5, letter.1283, and reports. Filenames might include uppercase and lowercase letters; however, Linux is case sensitive (page 1241), so memo5, MEMO5, and Memo5 name three different files.

Character strings

Within the text, characters and character strings are marked by putting them in a bold typeface. This convention avoids the need for quotation marks or other delimiters before and after a string. An example is the following string, which is displayed by the passwd utility: Sorry, passwords do not match.

Keys and characters

This book uses SMALL CAPS for three kinds of items:

• Keyboard keys, such as the SPACE bar and the RETURN,1 ESCAPE, and TAB keys.

1. Different keyboards use different keys to move the cursor (page 1245) to the beginning of the next line. This book always refers to the key that ends a line as the RETURN key. The keyboard you are using might have a RET, NEWLINE, ENTER, RETURN, or some other key. Use the corresponding key on your keyboard each time this book asks you to press RETURN.

• The characters that keys generate, such as the SPACEs generated by the SPACE bar.

• Keyboard keys that you press simultaneously with the CONTROL key, such as CONTROL-D. (Even though D is shown as an uppercase letter, you do not have to press the SHIFT key; enter CONTROL-D by holding the CONTROL key down and pressing d.)

Prompts and RETURNs

Most examples include the shell prompt—the signal that Linux is waiting for a command—as a dollar sign ($), a hashmark (#), or sometimes a percent sign (%). The prompt does not appear in a bold typeface in this book because you do not enter it. Do not type the prompt on the keyboard when you are experimenting with examples from this book. If you do, the examples will not work.

Examples omit the RETURN keystroke that you must use to execute them. An example of a command line is

$ nano memo.1204

To use this example as a model for running the nano text editor, enter the command nano memo.1204 and press the RETURN key. (See page 270 for a nano tutorial.) This method of displaying commands makes the examples in the book correspond to what appears on the screen.

Definitions

All glossary entries marked with FOLDOC are courtesy of Denis Howe, editor of the Free Online Dictionary of Computing (foldoc.org), and are used with permission. This site is an ongoing work containing definitions, anecdotes, and trivia.


Optional
Passages marked as optional appear in a gray box. This material is not central to the ideas presented in the chapter and often involves more challenging concepts. A good strategy when reading a chapter is to skip the optional sections and then return to them when you are comfortable with the main ideas presented in the chapter. This is an optional paragraph.



URLs (Web addresses)

Web addresses, or URLs, have an implicit http:// prefix, unless ftp:// or https:// is shown. You do not normally need to specify a prefix when the prefix is http://, but you must use a prefix in a browser when you specify an FTP or secure HTTP site. Thus you can specify a URL in a browser exactly as it is shown in this book.

ls output

This book uses the output of ls –l commands as produced by including the option ––time-style=iso. This option produces shorter lines, making the examples more readable.

Tip, caution, and security boxes

The following boxes highlight information that might be helpful while you are using or administrating a Linux system.


Tip: This is a tip box
A tip box might help you avoid repeating a common mistake or might point toward additional information.




Caution: This box warns you about something
A caution box warns you about a potential pitfall.




Security: This box marks a security note
A security box highlights a potential security issue. These notes are usually intended for system administrators, but some apply to all users.



LPI and CompTIA Certification Icons

This book is used as the adopted text in many college classes. Because students who take these classes often seek LPI or CompTIA certification, instructors have asked for a mapping of certification objectives to the material covered in this book. This book fully covers LPI’s Linux Essentials certification learning goals and provides extensive coverage of CompTIA’s Linux+ exam objectives. Appendix E maps these learning goals and exam objectives to pages in this book. The following icons are used throughout the book to mark the places where learning goals and exam objectives are discussed.

[image: ]

This icon indicates coverage of a topic in the CompTIA’s Linux+ exam objectives.

[image: ]

This icon indicates coverage of a topic in the LPI’s Linux Essentials certification learning goals.

[image: ]

This icon indicates coverage of a topic in the CompTIA’s Linux+ exam objectives and a topic in the LPI’s Linux Essentials certification learning goals.

More Information

In addition to the following references, see “Getting Help from the Command Line” on page 128 and refer to Appendix B for additional resources.

Web

memtest86+: www.memtest.org

Partition HOWTO: tldp.org/HOWTO/Partition (dated)

Partition: www.linfo.org/partition.html

LVM Resource Page (includes many links): sourceware.org/lvm2

LVM HOWTO: www.tldp.org/HOWTO/LVM-HOWTO (dated)

Transmission BitTorrent client: www.transmissionbt.com

X.org release information: x.org/wiki

Distributions: distrowatch.com

Writing ISO image file to a USB flash drive (Windows and Linux): fedorahosted.org/ liveusb-creator (liveusb-creator package) and unetbootin.sourceforge.net (unetbootin package)

Hardware compatibility: hardware.redhat.com

RHEL versions: www.redhat.com/products/enterprise-linux/server/compare.html

Upgrading: fedoraproject.org/wiki/FedUp

Verifying downloaded ISO image files (Linux and Windows): fedoraproject.org/en/verify

Release notes: docs.fedoraproject.org/en-US/Fedora/19/html/Release_Notes

Swap space: docs.fedoraproject.org/en-US/Fedora/13/html/Installation_Guide/s2-diskpartrecommend-x86.html

Burning a DVD or writing to a USB flash drive: docs.fedoraproject.org/en-US/Fedora/19/html/Installation_Guide/sn-making-media.html

Installing from a USB flash drive: docs.fedoraproject.org/en-US/Fedora/19/html/Installation_Guide/Making_USB_Media.html

RAID: raid.wiki.kernel.org/index.php/Linux_Raid

PXE: www.kegel.com/linux/pxe.html

Download Fedora/RHEL

Easiest download: fedoraproject.org/get-fedora

Downloads: fedoraproject.org/en/get-fedora-all

Torrents: torrent.fedoraproject.org

Fedora and EPEL Mirrors: mirrors.fedoraproject.org/publiclist

Everything: dl.fedoraproject.org/pub

RHEL extra packages: fedoraproject.org/wiki/EPEL

Spins: spins.fedoraproject.org

[image: ] Planning the Installation

The major decision when planning an installation is determining how to divide the hard disk into partitions or, in the case of a dual-boot system, where to put the Linux partitions. Once you have installed the system, you can decide which software packages you want to add to the base system (or whether you want to remove some). In addition to these topics, this section discusses hardware requirements.

Considerations

SELinux

SELinux (Security-Enhanced Linux) improves system security by implementing mandatory access control policies in the kernel (page 473). By default, Fedora installs SELinux in Enforcing mode, which implements best practice security policies. Although you can put SELinux in Permissive or Disabled mode before or after you install the system, it is not a good idea to do so because SELinux protects the system. See page 473 for more information on SELinux. See the selinux boot parameter (page 72) if you want to turn off SELinux when you install the system.

GUI

Server systems can save resources by not including a GUI. On other systems a GUI gives you the benefit of a desktop with multiple workspaces that can include many windows. Fedora/RHEL installs GNOME by default.

Software and services

As you install more software packages on a system, the number of updates and the interactions between the packages increase. More software packages make the system more vulnerable by increasing the number of ways the system can be attacked. Including additional services can also slow the system down. It is important to monitor installed software for security updates.

For a more secure production system, it is best to install and maintain the minimum number of packages required and to enable only needed services. See page 438 for information on the systemd Fedora init daemon, which starts and stops system services.

Disk encryption

Another security precaution is disk encryption. Encrypting the hard disk when you install Linux is easy and can prevent theft of sensitive data, especially on laptops, which are prone to theft. Typically the cost of encryption is a fraction of the cost of the damage that can be done when sensitive data is disclosed. However, it is important to remember the password you use to encrypt the disk as there is no (economical) way to recover the information on an encrypted disk without it. You can encrypt a partition during installation (see “Installation Options” on page 73).

[image: ] Requirements

Hardware

This chapter and Chapter 3 cover installing the operating system on 64-bit processor architectures such as AMD64 processors and Intel processors with Intel EM64T technology as well as older 32-bit Intel and compatible processor architectures (including AMD processors). Within these processor architectures, Fedora/RHEL runs on much of the available hardware. You can view a list of compatible and supported hardware at hardware.redhat.com. Although these lists pertain to RHEL, they serve as a good guide to what Fedora will run on. The Fedora release notes also provide hardware information.

Many Internet sites discuss Linux hardware; use Google to search for linux hardware, fedora hardware, or linux and the specific hardware you want more information on (for example, linux sata or linux a8n). In addition, many HOWTOs cover specific hardware. The Linux Hardware Compatibility HOWTO is also available, although it might not be up-to-date at the time you read it. Fedora/RHEL usually runs on the same systems Windows runs on, unless the system includes a very new or unusual component.

If you are installing Fedora on old or minimal hardware and want to run a GUI, consider installing LXDE (page 118), as it provides a lightweight desktop that uses system resources more efficiently than GNOME does.

CPU (processor)

At a minimum, Fedora requires an Intel Pentium Pro processor; it is optimized for i686 and newer processors. Minimum recommended processor speed for a textual system is 500-700 megahertz and for a graphical system is 1 gigahertz. Visit www.redhat.com/products/enterprise-linux/server/compare.html for information on RHEL systems.

RAM (memory)

Memory requirements are the same for 32-bit and 64-bit Fedora systems. At a minimum, a textual (command-line) system requires 512 megabytes of RAM and a graphical (desktop) system requires 1 gigabyte of RAM. In some cases you can get by with less RAM for a very minimal textual installation. Running a live session (from a Live Image) requires a minimum of 1 gigabyte of RAM. Visit www.redhat.com/rhel/compare for information on RHEL systems.

Linux makes good use of extra memory: The more memory a system has, the faster it runs. Adding memory is one of the most cost-effective ways you can speed up a Linux system that is not being slowed down by the CPU.

Hard disk space

The amount of hard disk space a system requires depends on which edition of Fedora/RHEL you install, which packages you install, how many languages you install, and how much space you need for user data (your files). The Fedora operating system typically requires 10 gigabytes, although a minimal system can make do with much less space. User data requires additional space. Leave at least 5 percent of the disk empty for proper filesystem operation. See www.redhat.com/rhel/compare for information on RHEL systems.

[image: ] BIOS setup

Modern computers can be set up to boot from a DVD, hard disk, or USB flash drive. The BIOS determines the order in which the system tries to boot from each device. You might need to change this order: Make sure the BIOS is set up to try booting from the DVD or USB drive before it tries to boot from the hard disk. Also, if you want to run virtual machines (Chapter 17) on the system, you may need to enable virtualization in the BIOS. See page 590 for more information on the BIOS.

[image: ] CMOS

CMOS is the persistent memory that stores hardware configuration information. To change the BIOS setup, you need to edit the information stored in CMOS. When the system boots, it displays a brief message about how to enter System Setup or CMOS Setup mode. Press the key that is called for and then move the cursor to the screen and line that deal with booting the system. Generally there is a list of three or four devices that the system tries to boot from; if the first attempt fails, the system tries the second device, and so on. Manipulate the list so the DVD or USB flash drive is the first choice, save the list, and reboot. Refer to the hardware/BIOS manual for more information.

[image: ] Processor Architecture

Installation media hold programs compiled to run on a specific processor architecture (class of processors, or CPUs). The following list describes each of the architectures Fedora/RHEL is compiled for. Visit docs.fedoraproject.org/ en-US/Fedora/19/html/Installation_Guide/ch-new-users.html#sn-which-arch for a detailed list of processors in each architecture. Because Linux source code is available to everyone, a knowledgeable user can compile Fedora/RHEL to run on other processor architectures (Chapter 14).

i386/i686 (Intel x86)

Software on Fedora/RHEL 32-bit PC installation media is compiled to run on Intel x86-compatible processors, including most machines with Intel and AMD processors, almost all machines that run Microsoft Windows, and newer Apple Macintosh machines that use Intel processors. The N200 and Z Series Atom processors are also based on this architecture. If you are not sure which type of processor a machine has, assume it has this type of processor.

x86_64 (AMD64 and Intel EM64T)

Software on Fedora/RHEL 64-bit PC installation media is compiled to run on AMD64 processors, including the Athlon64, Opteron, and Intel 64-bit processors that incorporate EM64T technology, such as the EMT64 Xeon. The N Series Atom processors (other than the N200) are also based on this architecture.

Mac PowerPC (ppc)

The Fedora/RHEL PPC release runs on the Apple Macintosh G3, G4, G5, PowerBook, and PPC-based Macintoshes.


Tip: Should I install 32-bit or 64-bit Linux on a 64-bit–capable processor?
The following information might help you decide whether to install 32-bit or 64-bit Linux on a 64-bit–capable processor.
• EM64T/AMD64 processors can run either version of Linux equally well.
• A 64-bit distribution allows each process to address more than 4 gigabytes of RAM. Larger address space is the biggest advantage of a 64-bit distribution. It is typically useful only for certain engineering/scientific computational work and when you are running multiple virtual machines.
• A 64-bit processor is not faster than a 32-bit processor in general; most benchmarks show more or less similar performance. In some cases the performance is better and in some cases it is worse: There is no clear performance advantage for either type of processor.
• The memory model for 64-bit Linux makes pointers twice as big as those in 32-bit Linux. This size difference translates to a more than 5 percent RAM usage increase, depending on the application. If a system is low on RAM, this overhead might make performance worse on a 64-bit system.
• ASLR (address space layout randomization) works better with the larger address space provided by a 64-bit system. ASLR can help improve system security. See en.wikipedia.org/wiki/Address_space_layout_randomization.
• Some multimedia encoders run 10–30 percent faster under 64-bit Linux.
• Some features of proprietary third-party applications are not available for 64-bit architecture.
• A 64-bit Linux system can run 32-bit applications but a 32-bit Linux system cannot run 64-bit applications.
• There is no simple way to go back and forth between 32-bit and 64-bit versions without reinstalling Linux.
• If you are not sure which version to use, install the 64-bit version.



[image: ] Interfaces: Installer and Installed System

When you install Fedora/RHEL, you have a choice of interfaces to use while you install it (to work with the Anaconda installer). You also have a choice of interfaces to use to work with the installed system. This section describes the two basic interfaces: textual and graphical.

Textual (TUI/CLI)

A TUI (textual user interface), also called a CLI (command-line interface) or character-based interface, displays characters and some simple graphical symbols. It is line oriented; you give it instructions using a keyboard only.

Graphical (GUI)

A GUI (graphical user interface) typically displays a desktop (such as GNOME) and windows; you give it instructions using a mouse and keyboard. You can run a textual interface within a GUI by opening a terminal emulator window (page 120). A GUI uses more computer resources (CPU time and memory) than a textual interface does.

Pseudographical

A pseudographical interface is a textual interface that takes advantage of graphical elements on a text-based display device such as a terminal. It might also use color. This interface uses text elements, including simple graphical symbols, to draw rudimentary boxes that emulate GUI windows and buttons. Frequently, pressing the TAB key moves the cursor (highlight) from one element to the next, and pressing the RETURN key selects the element the cursor is on.

Advantages

A GUI is user friendly, whereas the textual interface is compact, uses fewer system resources, and can work on a text-only terminal or over a text-only connection. Because it is more efficient, a textual interface is useful for older, slower systems and systems with minimal amounts of RAM. Server systems frequently use a textual interface because it allows the system to dedicate more resources to carrying out the job it is set up to do and fewer resources to pleasing the system administrator. Not running a GUI can also improve system security.

Fedora, RHEL, and CentOS

This book describes two products: Fedora and RHEL (Red Hat Enterprise Linux). This section briefly describes these products.

Fedora

The Fedora Project is sponsored by Red Hat and supported by the open-source community. With releases, called Fedora, coming out about every six months, this Linux distribution incorporates cutting-edge code. It is not a supported Red Hat product and is not recommended for production environments where the set of software packages and features must remain constant over a longer period of time. Fedora aims to reflect the upstream projects it incorporates, including the kernel. It is widely regarded as the most stable “free” Linux distribution. In contrast, RHEL includes many changes introduced by Fedora.

The Fedora Project distributes a new release of Fedora about every six months. Each release has both a number and a name. For example, Fedora 18 is named Spherical Cow and Fedora 19 is named Schrödinger’s Cat. Previous versions were named Lovelock (15), Verne (16), and Beefy Miracle (17). See fedoraproject.org/wiki/History_of_Fedora_release_names for a description of how names are chosen.

RHEL

RHEL is typically sold through an annual subscription that includes technical support. It is more stable but less cutting edge than Fedora. RHEL provides 10 years of updates; Fedora provides 13 months.

Red Hat Enterprise Linux comes in several configurations; for more information see www.redhat.com/wapps/store/catalog.html. For more information on the various versions of RHEL, see www.redhat.com/rhel/compare.

Red Hat distributes a new major release of RHEL every few years. For information on the RHEL life cycle, see access.redhat.com/support/policy/updates/errata.

[image: ] CentOS

CentOS (www.centos.org) is a free, RHEL-compatible Linux distribution. It has more long-term stability than Fedora but, unlike RHEL, CentOS is unsupported. Because CentOS is RHEL compatible, this book also describes CentOS. CentOS releases generally follow RHEL releases.

Fedora Standard Editions: The Live, Install, and Network Images

Standard editions of Fedora are compiled for i386 (32-bit) and x86_64 (64-bit) architectures and are available via BitTorrent, direct download, and mirrors. To download a standard edition visit fedoraproject.org/en/get-fedora-all.


Tip: Terminology: CD, DVD, installation medium, and installation image
Fedora is available in three editions: Fedora Desktop Live Media, Fedora DVD, and Fedora Network Install CD. The DVD and CD in the names of the editions are conventional and have nothing to do with the media the edition is available on. Each of these editions is available as an installation (ISO) image file that can be written to a CD, DVD, USB flash drive, or other media of appropriate size (the installation medium). This book uses the term installation image to refer to the installation (ISO) image file as it exists on any medium. It does not refer specifically to CDs, DVDs, or USB flash drives unless it is necessary in context.



Live Image live session

This book refers to the Fedora Desktop Live Media as a Live Image. A Live Image runs a live session: It runs Fedora without installing it on the hard disk, although you can install a basic Fedora system from a live session. Once installed, you can use an Internet connection to add more software packages to the system.

To boot from a Live Image, make sure the computer is set up to boot from a DVD or USB drive; see “BIOS setup” and “CMOS,” both on page 31, for more information. Booting from a Live Image displays a GNOME desktop (or a KDE desktop if you boot from a KDE Live Image): You are running a live session. When you exit from the live session, the system returns to the state it was in before you booted from the Live Image. If the system has a Linux swap partition (most Linux systems have one; see page 40), the live session uses it to improve its performance but does not otherwise write to the hard disk. RHEL does not provide a Live Image.

Running a live session is a good way to test hardware and fix a system that will not boot from the hard disk. A live session is ideal for people who are new to Fedora or Linux and want to experiment with Fedora or different desktops but are not ready to install it on their system.


Tip: Saving files during a live session
You cannot save a file to a DVD holding a Live Image as this is a readonly medium. During a live session, even though you might appear to save a file, it will not be there after you exit from the live session. To save data from a live session, save it to a network share or a USB flash drive, or mail it to yourself. Alternately, you can boot from a Live USB flash drive with persistent storage. You can create such a USB drive using liveusb-creator (page 50). For more information see fedoraproject.org/wiki/How_to_create_and_use_Live_USB.




Tip: An Install Image uses less memory than a Live Image
Installing a Fedora system using the Install Image uses less memory (RAM) than installing a system using the Live Image. If you are having problems installing from a Live Image on an older system, try installing from an Install Image.



Install Image

This book refers to the Fedora DVD (not necessarily burned on a DVD), also called the Install Media, as an Install Image. Hardcopy versions of this book include an Install Image recorded on a DVD. An Install Image does not display a desktop before starting the Anaconda installer.

When you boot from an Install Image, it displays a menu that allows you to install Fedora/RHEL. You can install a graphical or textual system using a graphical or textual installer from an Install Image. An Install Image gives you more choices when you install Fedora than does a Live Image. Also, an Install Image allows you to boot a minimal textual system that you can use to rescue a previously installed system (select Rescue a Fedora system from the Troubleshooting menu; page 62). You can also rescue an installed system using the Network Image.

Network Image

The Network Image contains only the Anaconda installer environment. It displays the same menu as an Install Image. By default it downloads software packages from public repositories. This image is useful for creating systems that are up-to-date on the first boot and when the repository is mirrored locally and only the installation environment is required.

Fedora Spins

In addition to the standard editions, Fedora releases many alternative editions called spins (spins.fedoraproject.org). Following is a list of some of the most popular spins. You can install a system based on a spin or you can install the spin as an afterthought. See “Installing Different Desktop Environments” on page 118 for installation instructions.

• KDE—(K Desktop Environment; kde.org) A complete, modern desktop built using the KDE Plasma Desktop; also available as a Live Image; a popular alternative to GNOME

• LXDE—(Lightweight X11 Desktop Environment; lxde.org) A speedy, energy-saving desktop environment that works well with systems with slower hardware and fewer resources such as older computers, netbooks, and mobile devices

• XFCE—(www.xfce.org) A speedy, lightweight, user-friendly desktop environment that loads and executes applications quickly, and treads lightly on system resources; also available for RHEL via the EPEL repository

• MATE—(mate-desktop.org) A fork of GNOME 2 providing an intuitive and attractive desktop using traditional metaphors

• FSL—(Fedora Security Lab) An environment in which you can work on security auditing, forensics, system rescue, and teaching security testing methodologies

[image: ] Setting Up the Hard Disk

Free space

A hard disk must be prepared in several ways so Linux can write to and read from it. Low-level formatting is the first step in preparing a disk for use. You do not need to perform this task, as it is done at the factory where the hard disk is manufactured. The next steps in preparing a hard disk for use are to write a partition table to it and to create partitions on the disk. Finally, you need to create a filesystem on each partition. The area of a partitioned disk that is not occupied by partitions is called free space. A new disk has no partition table, no partitions, and no free space. Under Windows, the term formatting means creating a filesystem on a partition; see “Filesystems” below.


Caution: Free space versus free space
The preceding paragraph defines the term free space to be the area of a partitioned disk that is not occupied by partitions. During installation, the Anaconda installer uses free space to refer to unpartitioned space only. Thus, Anaconda includes an empty disk when it figures out how much “free space” is available for the installation.
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A partition, or slice, is a logical section of a hard disk that has a device name, such as /dev/sda1, so you can refer to it separately from other sections. For normal use, you must create at least one partition on a hard disk. From a live session before you install Fedora/RHEL, you can use gnome-disks, the GNOME Disk Utility (page 78), to view, resize, and create partitions on an existing system. During installation, you can use the Anaconda graphical partition editor (page 72) to create partitions. After installation, you can use gnome-disks (page 78), parted (page 614), or fdisk to manipulate partitions. See /dev on page 503 for more information on device names. Visit www.linfo.org/partition.html for an excellent discussion of partitions.
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A partition table holds information about the partitions on a hard disk. Before the first partition can be created on a disk, the program creating the partition must set up an empty partition table on the disk. As partitions are added, removed, and modified, information about these changes is recorded in the partition table. If you remove the partition table, you can no longer access information on the disk except by extraordinary means.

LVM

By default, the Anaconda installer sets up LVs (logical volumes) that function like partitions. With LVs, you can use LVM (the Logical Volume Manager; page 44) to change the sizes of volumes easily after the system is installed. Using LVM to manipulate LVs is more convenient than working with one of the tools that manipulates partitions.

Filesystems

Before most programs can write to a partition, a data structure (page 1245), called a filesystem, needs to be written to the partition. This data structure holds inodes (page 515) that map locations on the disk that store files to the names of the files. At the top of the data structure is a single unnamed directory. As will be explained shortly, this directory joins the system directory structure when the filesystem is mounted.

When the Anaconda installer creates a partition, it automatically writes a filesystem to the partition. You can use the mkfs (make filesystem; page 467) utility, which is similar to the Windows format utility, to manually create a filesystem on a partition. Table 11-1 on page 519 lists some common types of filesystems. Fedora/RHEL typically creates ext4 filesystems for data; unless you have reason to use another filesystem type, use ext4. Windows uses FAT16, FAT32, and NTFS filesystems. OS X uses either HFS+ (Hierarchical Filesystem+) or UFS. Different types of filesystems can coexist in different partitions on a single hard disk, including Windows, OS X, and Linux filesystems.

[image: ] Primary, Extended, and Logical Partitions

You can divide an IDE/ATA/SATA disk into a maximum of 63 partitions and a SCSI disk into a maximum of 15 partitions. You can use each partition independently for swap devices, filesystems, databases, other resources, and even other operating systems.

Primary and extended partitions

Unfortunately, disk partitions follow the template established for DOS machines a long time ago. At most, a disk can hold four primary partitions. You can divide one (and only one) of these primary partitions into multiple logical partitions; this divided primary partition is called an extended partition. If you want more than four partitions on a drive—and you frequently do—you must set up an extended partition. LVM largely solves this problem by allowing you to make as many filesystems as you want within one “partition” in a much more elegant way than with extended partitions.

A typical disk is divided into three primary partitions (frequently numbered 1, 2, and 3) and one extended partition (frequently numbered 4). The three primary partitions are the sizes you want the final partitions to be. The extended partition occupies the rest of the disk. Once you establish the extended partition, you can subdivide it into additional logical partitions (numbered 5 or greater), each of which is the size you want. You cannot use the extended partition (number 4)—only the logical partitions it holds. Figure 15-3 on page 615 illustrates the disk described in this paragraph. See the Linux Partition HOWTO (tldp.org/HOWTO/Partition) for more information.

The Linux Directory Hierarchy


Tip: Skip this section for a basic installation
This section describes the Linux directory hierarchy so you might better understand some of the decisions you need to make when you divide the hard disk into partitions while installing Linux. You do not have to read this section to install Linux. You can use the default installation destination (page 67) to set up the disk and return to this section when and if you want to. See the beginning of Chapter 6 for a more thorough explanation of the Linux directory hierarchy.



Namespace

A namespace is a set of names (identifiers) in which each name is unique.

Windows versus Linux

As differentiated from a Windows machine, a Linux system presents a single namespace that holds all files, including directories, on the local system. The Linux system namespace is called the directory hierarchy or directory tree. Under Windows, C:\ is a separate namespace from D:\. The directory hierarchy rooted at C:\ is separate from the directory hierarchy rooted at D:\ and there is no path or connection between them. Under Linux, the single system namespace is rooted at /, which is the root directory. Under the root directory are top-level subdirectories such as bin, boot, etc, home, and usr.

Absolute pathnames

All files on a Linux system, including directories, have a unique identifier called an absolute pathname. An absolute pathname traces a path through the directory hierarchy starting at the root directory and ending at the file or directory identified by the pathname. Thus the absolute pathname of the top-level directory named home is /home. For more information refer to “Absolute Pathnames” on page 181. Relative pathnames are discussed on page 182.

Slashes (/) in pathnames

Within a pathname, a slash (/) follows (appears to the right of) the name of a directory. Thus /home/sam specifies that the ordinary or directory file named sam is located in the directory named home, which is a subdirectory of the root directory (/). The pathname /home/sam/ (with a trailing slash) explicitly specifies sam is a directory file. In most instances this distinction is not important. The root directory is implied when a slash appears at the left end of a pathname or when it stands alone.

Linux filesystem namespace

The Linux filesystem namespace comprises the set of absolute pathnames of all files, including directories, in the directory hierarchy of a system.
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A filesystem on a partition holds no information about where it will be mounted in the directory hierarchy (the top-level directory of a filesystem does not have a name). When you use Anaconda to create most partitions, you specify the type of filesystem to be written to the partition and the name of a directory that Fedora/RHEL associates with the partition.

Mounting a filesystem associates the filesystem with a directory in the directory hierarchy. You can mount a filesystem on any directory in the directory hierarchy. The directory that you mount a filesystem on is called a mount point. The directory you specify when you use Anaconda to create a partition is the mount point for the partition. Most mount points are top-level subdirectories, with a few exceptions (such as /usr/local, which is frequently used as a mount point).

For example, suppose the second partition on the first hard disk has the device name /dev/sda2. To create an ext4 filesystem that you want to appear as /home in the directory hierarchy, you must instruct Linux to mount the /dev/sda2 partition on /home when the system boots. With this filesystem mounted on its normal mount point, you can access it as the /home directory.


Caution: Do not create files on mount points before mounting a filesystem
Do not put files in a directory that is a mount point while a filesystem is not mounted on that mount point. Any files in a directory that is used as a mount point are hidden while the filesystem is mounted on that directory; you will not be able to access them. They reappear when the filesystem is unmounted.



Filesystem independence

The state of one filesystem does not affect other filesystems: One filesystem on a drive might be corrupt and unreadable, while other filesystems function normally. One filesystem might be full so you cannot write to it, whereas others have plenty of room for more data.

/etc/fstab

The file that holds the information relating partitions to mount points is /etc/fstab (filesystem table; page 524). The associations stored in the fstab file are the normal ones for the system, but you can easily override them. When you work in recovery mode, you might mount a filesystem on the /target directory so you can repair the filesystem. For example, if you mount on /target the partition holding the filesystem normally mounted on /home, the directory you would normally find at /home/sam will be located at /target/sam.

Naming partitions and filesystems

A partition and any filesystem it holds have no name or identification other than a device name (and a related UUID value—see page 524). Instead, the partition and the filesystem are frequently referred to by the name of the partition’s normal mount point. Thus “the /home partition” and “the /home filesystem” refer to the partition that holds the filesystem normally mounted on the /home directory. See page 520 for more information on mounting filesystems.

Partitioning a Disk

During installation, Anaconda sets up disk partitions. This section discusses how to plan partition sizes. Although this section uses the term partition, planning and sizing LVs (logical volumes; page 44) works the same way. For more information refer to page 72 and to the Linux Partition HOWTO at www.tldp.org/HOWTO/Partition.
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It can be difficult to plan partition sizes appropriately if you are not familiar with Linux. During installation, Fedora/RHEL provides default partitioning. Without asking any questions, default partitioning divides the portion of the disk allotted to Fedora/RHEL into three or four partitions. One partition is a small /boot partition, and one is the swap partition that can be any size from 512 megabytes to 2 or more gigabytes. Another partition is designated as / (root) and occupies up to about 50 gigabytes. If enough disk space is available, default partitioning creates a partition designated as /home. This partition takes up the remainder of the disk space. The next section discusses the advantages of manual partitioning.


Tip: GiB versus GB
Historically a gigabyte (GB) meant either 230 (1,073,741,824) or 109 (1,000,000,000) bytes. Recently the term gibibyte (giga binary byte; abbreviated as GiB) has been used to mean 230 bytes; in turn, gigabyte is used more frequently to mean 109 bytes. Similarly, a mebibyte (MiB) is 220 (1,048,576) bytes. The Fedora/RHEL partitioner still uses megabytes and gigabytes for specifying the size of partitions.



[image: ] Manual Partitioning: Planning Partitions

This section discusses additional partitions you might want to create. Consider setting up LVM (page 44) before you create partitions; LVM allows you to change partition sizes easily after the system is installed. By default the Anaconda installer sets up LVM. If you decide to manually partition the hard disk and set up partitions other than a root partition (/), a swap partition, and possibly a /home partition, first consider which kinds of activities will occur under each top-level subdirectory. Then decide whether it is appropriate to isolate that subdirectory by creating a filesystem in a partition and mounting it on its own mount point. Advantages of creating additional filesystems include:

• Separating data that changes frequently (e.g., /var and /home) from data that rarely changes (e.g., /usr and /boot) can reduce fragmentation on the less frequently changing filesystems, helping to maintain optimal system performance.

• Isolating filesystems (e.g., /home) can preserve data when you reinstall Linux.

• Additional filesystems can simplify backing up data on a system.

• If all directories are part of a single filesystem, and if a program then runs amok or the system is the target of a DoS attack (page 1248), the entire disk can fill up. System accounting and logging information, which might contain data that can tell you what went wrong, might be lost. On a system with multiple filesystems, such problems typically fill a single filesystem and do not affect other filesystems. Data that might help determine what went wrong will likely be preserved and the system is less likely to crash.
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The following paragraphs discuss the advantages of making each of the major top-level subdirectories a separate, mountable filesystem. Any directories you do not create filesystems for automatically become part of the root (/) filesystem. For example, if you do not create a /home filesystem, /home is part of the root (/) filesystem.

[image: ] (swap)

Linux temporarily stores programs and data on a swap partition when it does not have enough RAM to hold all the information it is processing. The swap partition is also used when a system hibernates (is suspended to disk). The size of the swap partition should be at least 2 gigabytes for systems with up to 4 gigabytes of RAM, 4 gigabytes for 4–16 gigabytes of RAM, and 8 gigabytes for 16–64 gigabytes of RAM. Take into account the fact that the worst-case hibernation scenario, used mostly on laptops, requires a swap size that is one and a half times the size of RAM. For example, a system with 4 gigabytes of RAM should have a 6-gigabyte swap partition if it will hibernate. Although a swap partition is not required, most systems perform better when one is present. On a system with more than one drive, having swap partitions on each drive can improve performance even further. A swap partition is not mounted, so it is not associated with a mount point. See swap on page 513 for more information.

/boot

The /boot partition holds the kernel and other data the system needs when it boots. This partition is typically approximately 500 megabytes, although the amount of space required depends on how many kernel images you want to keep on hand. It can be as small as 100 megabytes, although at that size it will not hold many images, and it is a good idea to keep a few older images around as the kernel gets updated.

Although you can omit the /boot partition, it is useful in many cases. Many administrators put an ext2 filesystem on this partition because the data on it does not change frequently enough to justify the overhead of the ext4 journal. Systems that use software RAID (page 42) or LVM (page 44) require a separate /boot partition. Some BIOSs, even on newer machines, require the /boot partition (or the / [root] partition if there is no /boot partition) to appear near the beginning of the disk (page 590).


Caution: [image: ] Where to put the /boot partition
On some systems, the /boot partition must reside completely below cylinder 1023 of the hard disk. An easy way to ensure compliance with this restriction is to make the /boot partition one of the first partitions on the disk. When a system has more than one hard disk, the /boot partition must also reside on a drive in the following locations:
• Multiple IDE or EIDE drives: the primary controller
• Multiple SCSI drives: ID 0 or ID 1
• Multiple IDE and SCSI drives: the primary IDE controller or SCSI ID 0
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The name var is short for variable: The data in this partition changes frequently. Because it holds the bulk of system logs, package information, and accounting data, making /var a separate partition is a good idea. Then, if a user runs a job that consumes all of the users’ disk space, system log files in /var/log will not be affected. The /var partition can occupy from 500 megabytes to as much as several gigabytes for extremely active systems with many verbose daemons and a lot of printer and mail activity (the print queues reside in /var/spool/cups and incoming mail is stored in /var/mail). By default, Apache content (the Web pages it serves) is stored on /var; you might want to change the location Apache uses.

Although such a scenario is unlikely, many files or a few large files might be created under the /var directory. Creating a separate filesystem to hold the files in /var will prevent these files from overrunning the entire directory structure, bringing the system to a halt, and possibly creating a recovery problem.

/var/log

Some administrators choose to put the log directory in a separate partition to isolate system logs from other files in the /var directory.
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It is a common strategy to put user home directories on their own filesystem. Such a filesystem is usually mounted on /home. Having /home as a separate filesystem allows you to perform a clean installation without damaging or losing user files. Also, having a separate /home filesystem prevents a user from filling the directory structure with her data; at most she can fill the /home filesystem, which will affect other users but not bring the system down.


Tip: Set up partitions to aid in making backups
Plan partitions based on which data you want to back up and how often you want to back it up. One very large partition can be more difficult to back up than several smaller ones.



/usr/local and /opt

Both /usr/local and /opt are candidates for separation. If you plan to install a lot of packages, such as on an enterprise system, you might want to keep them on a separate partition. If you install the additional software in the same partition as the users’ home directories, for example, it might encroach on the users’ disk space. Many sites keep all /usr/local or /opt software on one server; from there, they export the software to other systems. If you choose to create a /usr/local or /opt partition, its size should be appropriate to the software you plan to install.

Table 2-1 gives guidelines for minimum sizes for partitions. Set the sizes of other partitions, such as those for /home, /opt, and /usr/local, according to need and the size of the hard disk. If you are not sure how you will use additional disk space, you can create extra partitions using whatever names you like (for example, /b01, /b02, and so on). Of course, you do not have to partition the entire drive when you install Linux; you can wait until later to divide the additional space into partitions.
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Table 2-1 [image: ] Example minimum partition sizesa

a. The sizes in this table assume you create all partitions separately. For example, if you create a 2-gigabyte / (root) partition and do not create a /home partition, you might not have enough room to store all the user files.

RAID

RAID (redundant array of inexpensive/independent disks) employs two or more hard disk drives or partitions in combination to improve fault tolerance and/or performance. Applications and utilities see these multiple drives/partitions as a single logical device. RAID, which can be implemented in hardware or software (Fedora/RHEL gives you this option), spreads data across multiple disks. Depending on which level you choose, RAID can provide data redundancy to protect data in the case of hardware failure. Although it can improve disk performance by increasing read/write speed, software RAID uses quite a bit of CPU time, which might be a consideration. True hardware RAID requires hardware designed to implement RAID and is not covered in this book (but see “Fake RAID” on the next page).

RAID can be an effective addition to a backup. Fedora/RHEL offers RAID software that you can install either when you install a Fedora/RHEL system or as an afterthought. The Linux kernel automatically detects RAID arrays (sets of partitions) at boot time if the partition ID is set to 0xfd (raid autodetect).


Caution: RAID does not replace backups or a good continuity plan
The purposes of RAID are to improve performance and/or to minimize downtime in the case of a disk failure. RAID does not replace backups.
Do not use RAID as a replacement for regular backups. If the system experiences a catastrophic failure, RAID is useless. Earthquake, fire, theft, and other disasters might leave the entire system inaccessible (if the hard disks are destroyed or missing). RAID also does not take care of the simple case of replacing a file when a user deletes it by accident. In these situations, a backup on a removable medium (which has been removed) is the only way to restore a filesystem.
Do not depend on RAID as a complete business continuity plan. Whether to set up RAID, remote server colocation, regular backups, and off-site backups are all decisions to be made when considering the costs of continued business due to a catastrophic failure.



Software RAID, as implemented in the kernel, is much cheaper than hardware RAID. Not only does this approach avoid the need for specialized RAID disk controllers, but it also works with the less expensive ATA disks as well as SCSI disks.

RAID hardware disk controllers can boost performance and the drives can generally be hot-swapped (i.e., drives can be replaced while the system is up).

Fake RAID

Fedora/RHEL does not officially support motherboard-based RAID (known as fake RAID) but accepts it through the dmraid driver set. Linux software RAID is almost always better than fake RAID. Visit help.ubuntu.com/community/FakeRaidHowto for background information on fake RAID.

If the system has two or more hard disks, the Anaconda partition editor gives you the choice of implementing RAID level 0, 4, or 5, 6, or 10. Anaconda makes sure the member partitions are on different drives. That way, with all levels except 0, if one drive fails, the data will be preserved.

• RAID level 0 (striping)—Improves performance but offers no redundancy. The storage capacity of the RAID device is equal to that of the member partitions or disks.

• RAID level 1 (mirroring)—Provides simple redundancy, improving data reliability, and can improve the performance of read-intensive applications. The storage capacity of the RAID device is equal to one of the member partitions or disks.

• RAID level 4 (disk striping with dedicated parity disk)—Provides redundancy and improves performance (most notably, read performance). The storage capacity of the RAID device is equal to that of the member partitions or disks, minus one of the partitions or disks (assuming they are all the same size).

• RAID level 5 (disk striping with parity)—Provides redundancy and improves performance (most notably, read performance). The storage capacity of the RAID device is equal to that of the member partitions or disks, minus one of the partitions or disks (assuming they are all the same size).

• RAID level 6 (disk striping with double parity)—Improves upon level 5 RAID by protecting data when two disks fail at once. Level 6 RAID is inefficient with a small number of drives.

• RAID level 10 (mirroring and striping)—A combination of RAID 1 and RAID 0 (also called RAID 1+0), RAID 10 uses mirroring to improve fault tolerance and striping to improve performance. Multiple RAID 1 arrays (mirroring) are overlaid with a RAID 0 array (striping). The storage capacity of the RAID device is equal to one-half that of the member partitions or disks. You must use at least four partitions or disks.

For more information see raid.wiki.kernel.org/index.php/Linux_Raid.

LVM: Logical Volume Manager

The Logical Volume Manager (LVM2, which this book refers to as LVM) allows you to change the size of logical volumes (LVs, the LVM equivalent of partitions) on the fly. With LVM, if you make a mistake in setting up LVs or if your needs change, you can make LVs either smaller or larger without affecting user data. You must choose to use LVM at the time you install the system or add a hard disk; you cannot retroactively apply it to a disk full of data. LVM supports IDE and SCSI drives as well as multiple devices such as those found in RAID arrays.

LVM groups disk components (partitions, hard disks, or storage device arrays), called physical volumes (PVs), into a storage pool, or virtual disk, called a volume group (VG). See Figure 2-1. You allocate a portion of a VG to create a logical volume (LV).
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Figure 2-1 LVM: Logical Volume Manager

An LV is similar in function to a traditional disk partition in that you can create a filesystem on an LV. It is much easier, however, to change and move LVs than partitions: When you run out of space on a filesystem on an LV, you can grow (expand) the LV and its filesystem into empty or new disk space, or you can move the filesystem to a larger LV. For example, you can add a hard disk to a system and incorporate it into an LV to expand the capacity of that LV. LVM’s disk space manipulation is transparent to users; service is not interrupted.

LVM also eases the burden of storage migration. When you outgrow the PVs or need to upgrade them, LVM can move data to new PVs. To read more about LVM, refer to the resources listed on page 28.

The Installation Process

The following steps outline the process of installing Fedora/RHEL from an Install Image. Installation from other installation images follows similar steps. See Chapter 3 for specifics.

1. Make sure the BIOS is set to boot from a DVD or USB flash drive (page 31). Insert the installation medium holding an Install Image in the system, and reset the computer. The computer boots and displays the Install Image Boot menu (Figure 3-4, page 61).

2. You can make a selection from the Install Image Boot menu, press the TAB key to display the boot command line (which you can modify), and begin installing Fedora/RHEL when you are ready. One of the menu items checks the installation medium. If you do nothing, Anaconda starts installing the system after 60 seconds.

3. As part of the process of bringing up a live session or installing Fedora/RHEL, Anaconda creates RAM disks (page 1269) that it uses in place of the hard disk used for a normal boot operation. Anaconda copies tools required for the installation or to bring up a system from a Live or Install Image to the RAM disks. The use of RAM disks allows the installation process to run through the specification and design phases without writing to the hard disk and enables you to opt out of the installation at any point before the last step of the installation. If you opt out before this point, the system is left in its original state. The RAM disks also allow a live session to leave the hard disk untouched.

4. You give Anaconda information about how you want to configure the system.

5. When Anaconda is finished collecting information, it writes the operating system files to the hard disk.

6. When you reboot the system, gnome-initial-setup asks questions that are required to set up the first user (page 68).

7. The system is ready for you to log in and use.

Downloading an Installation Image File and Writing to/Burning the Installation Medium

There are several ways to obtain or create installation media (a CD, DVD, or USB flash drive). Fedora/RHEL makes available releases of Linux as CD/DVD ISO image files (named after the ISO 9660 standard that defines the CD/DVD filesystem). Even though they are referred to as CD/DVD ISO images, you can write these files to a USB flash drive and then boot from that drive.

This section describes how to download one of these installation images and burn a DVD or write to a USB drive. You can also purchase an installation DVD from a Web site. If you cannot obtain Fedora/RHEL by any other means, you can point a browser at fedoraproject.org/wiki/FreeMedia to display a Web page with links that enable you to request a free Fedora DVD.

The Easy Way to Download an Installation Image File

This section explains the easiest way to download an installation (ISO) image file. This technique works in most situations; it is straightforward but limited. For example, it does not allow you to use BitTorrent to download the file.

To begin, point a browser at fedoraproject.org and click Download Now!. The download should start shortly. If the browser gives you a choice of what to do with the file, save it to the hard disk. The browser saves the installation (ISO) image file to the hard disk. Continue reading at “Verifying an Installation (ISO) Image File” on page 49.


Tip: You can find installation (ISO) image files for all supported architectures here
If you cannot find an installation image file that supports the type of hardware you want to install Fedora on, visit mirrors.fedoraproject.org/publiclist. For RHEL visit access.redhat.com and select Downloads.



Other Ways to Download an ISO Image File

This section explains how to download an installation (DVD/ISO) image file or a release that is not downloaded automatically, and how to download a torrent that enables you to use BitTorrent to download an installation (ISO) image file. See “Download Fedora/RHEL” on page 29 for other locations you can download Fedora/RHEL from.

Browser

When you use a Web browser to download a file, the browser contacts a Web (HTTP) or FTP server and downloads the file from that server. If too many people download files from a server at the same time, the downloads become slower.

BitTorrent

BitTorrent efficiently distributes large amounts of static data, such as installation (ISO) image files. Unlike using a browser to download a file from a single server, BitTorrent distributes the functions of a server over its clients. As each client downloads a file, it becomes a server for the parts of the file it has downloaded. To use BitTorrent, you must download a small file called a torrent (or have a Web browser do it for you). This file, which holds information that allows clients to communicate with one another, has a filename extension of .torrent. As more people use a torrent to download a file at the same time, the downloads become faster. Downloading an installation (ISO) image file using BitTorrent is covered later in this section.

Mirrors

Many sites mirror (hold copies of) the Fedora installation (ISO) image files and BitTorrent torrent files. Some mirrors use HTTP, while others use FTP; you can use a browser to download files from either type of site. FTP and HTTP sites appear slightly different.

Locate a mirror site by pointing a browser at mirrors.fedoraproject.org. Below the heading information, the page displays Public Active Mirrors. Narrow your choices by clicking a selection in the Mirror list filter at the upper-right corner of the page (Figure 2-2). For example, click 19 to list sites from which you can download Fedora 19 or click i386 in the row that starts with 19 to list sites from which you can download the i386 version of Fedora 19.
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Figure 2-2 The mirrors.fedoraproject.org Web page

The list on the newly displayed Web page is in country code order. For example, FR is France and US is the United States. To conserve network bandwidth, scroll to and download from a mirror site close to you. Look at the Content, Bandwidth, and Comments columns. Pick the row of an appropriate site and click the protocol you want to use in the Content column. From a browser there is little difference between the FTP and HTTP protocols, although accessing a site using FTP might be a bit faster.

When you click a protocol, the browser displays a page similar to the one shown in Figure 2-3. Follow these steps to download the installation (ISO) image file you want:

1. Click releases. The browser displays a list of Fedora releases. All sites have the current release. Most sites keep at least one or two older releases while others keep many older releases.

2. Click the number of the release of Fedora you want to download. The browser displays a list that includes Fedora and Live.

3. Click Live if you want to download a Live Image and Fedora if you want to download an Install Image. Make sure you have room for the file on the hard disk: An Install (DVD/ISO) Image file occupies more than 4 gigabytes.

4. Click the architecture (page 31) you want to install Fedora on: i386 or i686 for 32-bit systems and x86_64 for 64-bit systems.

5. If you are downloading an Install Image, click iso. If you are downloading a Live Image, go to the next step.

6. Download the CHECKSUM file.

7. Click the name of the installation image file you want to download and choose to download (not install) the image. Live gives you the choice of a Fedora-Live-Desktop-x86_64-19-1.iso, which runs (and optionally installs) a GNOME desktop and Fedora-Live-KDE-x86_64-19-1.iso, which runs (and optionally installs) a KDE desktop. (The 19-1 indicates the second release of Fedora 19.) Fedora gives you the choice of downloading an Install Image or a Network Image (ISO image file).
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Figure 2-3 A Fedora mirror site

Using BitTorrent

As mentioned earlier, you can use BitTorrent to obtain an installation (ISO) image file. BitTorrent is especially effective for downloading one of these files shortly after a new release is made available.

To download a torrent, point a browser at fedoraproject.org/en/get-fedora-all or torrent.fedoraproject.org and click the filename of the torrent. You can identify a torrent file by its filename extension of .torrent. A BitTorrent client should start automatically and ask where to put the downloaded file. You can also download the torrent manually. Once you have a BitTorrent client such as Transmission (www.transmissionbt.com; installed with most Fedora/RHEL editions), you can start downloading the file from the command line (page 544) or by clicking it in a file browser such as Nautilus (page 102).


Tip: You can download and burn/write to a DVD or USB flash drive under any operating system
You can download and burn the DVD or write to a USB flash drive on any computer that is connected to the Internet, has a browser, has enough space on the hard disk to hold the image file (about 1 gigabyte for a Live Image and over 4 gigabytes for an Install Image), and can burn a DVD or write to a USB drive. You can often use ftp (page 716) or, on a Linux system, Nautilus: Connect to Server in place of a browser to download the file.



Verifying an Installation (ISO) Image File

This section assumes you have an image file and a CHECKSUM file saved on the hard disk and explains how to verify the file is correct. The CHECKSUM file contains the SHA2 (page 1272) sums for each of the available installation (ISO) image files. When you process a file using the sha256sum utility, sha256sum generates a number based on the file. If that number matches the corresponding number in the CHECKSUM file, the downloaded file is correct. With the –c option and the name of the CHECKSUM file, sha256sum checks each of the files listed in the CHECKSUM file. The following example shows the Live Desktop installation (ISO) image file is OK and the Live KDE image file is not present. The message about improperly formatted lines refers to the PGP key in the CHECKSUM file; you can ignore this message.

Click here to view code image

$ sha256sum -c *-CHECKSUM
Fedora-Live-Desktop-x86_64-19-1.iso: OK
sha256sum: Fedora-Live-KDE-x86_64-19-1.iso: No such file or directory
Fedora-Live-KDE-x86_64-19-1.iso: FAILED open or read
sha256sum: WARNING: 20 lines are improperly formatted
sha256sum: WARNING: 1 listed file could not be read

Computing an SHA2 sum for a large file can take a while. If sha256sum does not report the file is OK, you must download the file again.


Tip: Writing to a USB flash drive might be easier
Writing an installation (ISO) image file to a USB drive can be easier and more economical than burning a DVD. Also, some laptops do not have a DVD drive and so cannot boot from a DVD.



Burning a DVD

An installation (ISO) image file is an exact image of what needs to be on the DVD. Putting that image on a DVD involves a different process than copying files to a DVD. For that reason, DVD-burning software has a special selection for burning an ISO image, which bears a label similar to Record CD from CD Image or Burn CD Image. Refer to the instructions for the software you are using for information on how to burn an ISO image file to a DVD.


Tip: Make sure the software is set up to burn an ISO image
Burning an ISO image is not the same as copying files to a DVD. Make sure the DVD-burning software is set up to burn an ISO image. If you simply copy the ISO file to a DVD, it will not work when you try to install Linux.



[image: ] Writing to a USB Flash Drive

This section explains how to use liveusb-creator (fedorahosted.org/liveusb-creator) to write an installation (ISO) image file to a USB flash drive. Even though the name of the program includes the word live, you can use it to write either an Install or Live Image (ISO image file) to a USB drive. You can then boot from the USB drive to install Linux or run a live system.


Tip: The USB flash drive must be large enough to hold the ISO file
The USB drive you write to must be big enough to hold the installation (ISO) image file. An Install Image is bigger than 4 gigabytes.



Windows

Download the Windows installer (liveusb-creator*setup.exe) from fedorahosted.org/ liveusb-creator and run it to install liveusb-creator.

Linux

From a Fedora/RHEL system give the following command from a terminal emulator to install the program. You will need to enter the root password.

Click here to view code image

$ su -c 'yum -y install liveusb-creator'

Under Ubuntu, use usb-creator (usb-creator package), which performs the same function. See page 1184 for instructions on downloading software using apt-get.

Writing to the USB drive

The liveusb-creator utility displays the Fedora LiveUSB Creator window (Figure 2-4). Under Windows, select liveusb-creator from the main menu to open this window. Under Linux, open this window by giving the command liveusb-creator (or usb-creator) from an Enter a Command window (ALT-F2) or a terminal emulator; liveusb-creator will ask you to authenticate as root (provide the root password).

[image: ]

Figure 2-4 The Fedora LiveUSB Creator window

Click Browse to locate the installation (ISO) image file you downloaded. The program will fill in the text box labeled Target Device automatically; specify a USB drive here if you have more than one. The Persistent Storage slider sets up storage space on the USB drive for use from a live system. Click Create Live USB. When liveusb-creator displays Complete! you can close the window and remove the USB drive.

Gathering Information About the System

It is not difficult to install and bring up a Linux system. Nevertheless, the more you know about the process before you start, the easier it will be. The installation software collects information about the system and can help you make decisions during the installation process. However, the system will work better when you know how you want to partition the hard disk rather than letting the installation program create partitions without your input. There are many details, and the more details you take control of, the more pleased you are likely to be with the finished product. Finding the information this section asks for will help ensure you end up with a system you understand and know how to change when necessary. To an increasing extent, the installation software probes the hardware and figures out what it is. Newer equipment is more likely to report on itself than older equipment is.


Tip: Test the installation image file and test the installation medium
It is a good idea to test the installation (ISO) image file and the installation medium before you use it to install Linux. When you boot the system from the installation medium, Fedora/RHEL gives you the option of checking the image file for errors (see the tip on page 65). A bad file on an installation medium might not show up until you finish installing Fedora/RHEL and have it running. At that point, it might be difficult and time-consuming to figure out where the problem lies. Testing the file and installation medium takes a few minutes but can save you hours of trouble if something is not right. If you decide to perform one test only, test the installation medium.



It is critical to have certain pieces of information before you start. One thing Linux can never figure out is all the relevant names and IP addresses (unless you are using DHCP, in which case the addresses are set up for you).

Following is a list of items you might need information about. Gather as much information about each item as you can: manufacturer, model number, size (megabytes, gigabytes, and so forth), number of buttons, chipset (for cards), and so on. Some items, such as the network interface card and the sound card, might be built into the motherboard.

• Hard disks

• Memory; you do not need it for installation, but it is good to know

• SCSI interface card

• NIC (network interface card)

• Video interface card (including the amount of video RAM/memory)

• Sound card and compatibility with standards, such as SoundBlaster

• Mouse (PS/2, USB, AT, and number of buttons)

• Monitor (size and maximum resolution)

• IP addresses and names, unless you are using DHCP (page 491; most routers are set up as DHCP servers), in which case the IP addresses are automatically assigned to the system. Most of this information comes from the system administrator or ISP.

[image: ] System hostname (anything you like)

[image: ] System address

[image: ] Network mask (netmask)

[image: ] Gateway address (the connecting point to the network or Internet) or a phone number when you use a dial-up connection

[image: ] Addresses for nameservers, also called DNS addresses

[image: ] Domain name (not required)

Chapter Summary

A Live Image can run a live Fedora session without installing Fedora on the system. You can install Fedora from a live session. Running a live session is a good way to test hardware and fix a system that will not boot from the hard disk.

When you install Fedora/RHEL, you copy operating system files from an installation medium (e.g., DVD or USB flash drive) to hard disk(s) on a system and set up configuration files so that Linux runs properly on the hardware. Operating system files are stored on installation media as an installation (ISO) image file. You can use a Web browser, FTP, or BitTorrent to download an installation (ISO) image file. It is a good idea to test the image file when it is downloaded and the installation medium before you use it to install Fedora/RHEL.

When you install Fedora/RHEL, you can let the Anaconda installer decide how to partition the hard disk (default partitioning) or you can manually specify how you want to partition it.

The Fedora Project is sponsored by Red Hat and supported by the open-source community. Fedora is a Linux release that contains cutting-edge code; it is not recommended for production environments. RHEL is more stable than Fedora.

Exercises

1. Briefly, what does the process of installing an operating system such as Linux involve?

2. What is an installer? What is the name of the Fedora/RHEL installer?

3. Would you set up a GUI on a server system? Why or why not?

4. A system boots from the hard disk. To install Linux, you need it to boot from a DVD. How can you make the system boot from a DVD?

5. What is free space on a hard disk? What is a filesystem?

6. What is an ISO image? How do you burn an ISO image to a DVD?

Advanced Exercises

7. Give two reasons why RAID cannot replace backups.

8. What are RAM disks? How are they used during installation?

9. What is SHA2? How does it work to ensure that an ISO image file you download is correct?


3. Step-by-Step Installation


In This Chapter
Running a Fedora Live Session
Installing from a Live Session
Installing from an Install Image
The Anaconda Installer
Modifying Boot Parameters (Options)
Advanced Disk Configuration
Manual/Custom Partitioning
Reclaiming Disk Space
gnome-disks: The GNOME Disk Utility
Editing a Kickstart Script
Setting Up a Dual-Boot System



Objectives

After reading this chapter you should be able to:

[image: ] Run a live session and use gnome-disks to view and change disk partitioning

[image: ] Install Fedora from a live session

[image: ] Install Fedora/RHEL using an Install Image

[image: ] Modify system behavior using boot parameters

[image: ] Modify partitions during installation

[image: ] Select software during installation

[image: ] List the requirement and considerations for a dual-boot configuration

Chapter 2 covered planning the installation of Fedora/RHEL: determining the requirements; planning the layout of the hard disk; obtaining the files you need for the installation, including how to download and burn or write Install, Live, and Network Images to installation media; and collecting information about the system. This chapter focuses on installing Fedora/RHEL. Frequently the installation is quite simple, especially if you have done a good job of planning. Sometimes you might run into a problem or have a special circumstance; this chapter gives you tools to use in these cases. Read as much of this chapter as you need to; once you have installed Fedora/RHEL, continue with Chapter 4, which covers getting started using the Fedora/RHEL desktop and command line.

The New Anaconda Installer

The new Anaconda installer, introduced in Fedora 18, has been totally rewritten. The Anaconda user interface changed from a linear (wizard) model to a hub-and-spoke model. Using this model means Anaconda can perform background processing (e.g., you can still be entering information while Anaconda is installing packages) and you can skip screens that are not pertinent to your installation. See fedoraproject.org/wiki/Anaconda/NewInstaller for more information.


Tip: Chapter 17 explains how to set up a virtual system
To install Fedora/RHEL on a virtual system, you build the virtual system and then follow the instructions in this chapter for installing the operating system. See page 663 for instructions on setting up a QEMU/KVM virtual machine and page 671 for setting up a VMware virtual machine.




Tip: Upgrading a Fedora system
The new Anaconda installer will not upgrade a Fedora system from one release to the next. You must use FedUp (FEDora UPgrader), which works on Fedora 17 and later. Visit the Fedora Web page at fedoraproject.org/wiki/FedUp for more information.



Running a Fedora Live Session

As discussed in Chapter 2, a live session is a Linux session you run on a computer without installing Linux on the computer. When you reboot after a live session, the computer is untouched. If you are running Windows, after a live session Windows boots the way it did before the live session. If you choose, you can install Fedora from a live session. RHEL does not offer a live session.

A live session gives you a chance to preview Fedora without installing it. Boot from a Live Image to begin a live session and work with Fedora as explained in Chapter 4. When you are finished, remove the installation medium and reboot the system. The system will boot as it did before you ran the live session.

Preserving files

Because a live session does not write to the hard disk (other than using a swap partition, if one is available), none of the work you save will be available once you reboot. You can use a USB flash drive, email, or another method to transfer files you want to preserve to another system. The liveusb-creator utility (page 50) can create persistent storage on a USB drive that you can write to from a live session.

Booting the System

Before Fedora can display the desktop of a live session or install itself on a hard disk, the Linux operating system must be read into memory (booted). This process can take a few minutes on older, slower systems and systems with minimal RAM (memory).

In most cases, you can boot Fedora to run a live session that displays a desktop without doing anything after you boot from a Live Image. To begin, insert the installation medium holding a Live Image (the standard GNOME Fedora Desktop Live Media) into the system and turn on or reset the system. Refer to “BIOS setup” on page 31 if the system does not boot from the CD, DVD, or USB drive. Or refer to “Modifying Boot Parameters (Options)” on page 70 if Fedora does not boot or displays an error message.

A few moments after you start the system, Fedora displays a screen that says Starting Fedora Live in 10 seconds. Press any key to interrupt. and counts down from 10 (Figure 3-1). Next the system displays some messages and then a graphical outline of the Fedora logo that gets filled in as the system boots. The screen goes blank and then Fedora displays a Welcome to Fedora window. In this window you can click Try Fedora or Install to Hard Drive.
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Figure 3-1 The Live Image Boot menu

Checking the installation medium

The first time you use an installation medium, it is a good idea to check it for defects. To do so, interrupt the automatic boot by pressing the SPACE bar while Fedora is counting down. Use the DOWN ARROW key to highlight the Troubleshooting line and press RETURN (the mouse will not work yet). Fedora displays the Troubleshooting menu (Figure 3-2). Use the DOWN ARROW key to highlight Test this media & start Fedora Live; press RETURN.

[image: ]

Figure 3-2 The Troubleshooting menu

Anaconda displays a line labeled Checking that shows the percent of the disk it has checked as it verifies the contents of the installation medium. If the installation medium is good, the system boots.

Memory test

Selecting Run a memory test from the Troubleshooting menu runs memtest86+, a GPL-licensed, stand-alone memory test utility for x86-based computers. Press C to configure the test; press ESCAPE to exit and reboot. See www.memtest.org for more information.


Tip: Fedora provides comprehensive installation documentation
Visit docs.fedoraproject.org/en-US/Fedora/19/html/Installation_Quick_Start_Guide to display the Fedora Installation Quick Start Guide. To display the complete Fedora Installation Guide, visit docs.fedoraproject.org/en-US/Fedora/19/html/Installation_Guide.



GNOME

If you are booting from Fedora Desktop Live Media (what this book refers to as a Live Image), the system will run the GNOME desktop manager; Fedora automatically logs in as the user named liveuser and displays the Welcome to Fedora window. This window has two large buttons: Try Fedora and Install to Hard Drive. When you click Try Fedora, GNOME displays a window that explains how to install Fedora to the hard disk. Click Close and Fedora displays the GNOME desktop (Figure 3-3, page 60).
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Figure 3-3 The GNOME 3 Live desktop

KDE

If you are booting from a Fedora KDE Live Image, the system will run the KDE desktop manager. When you boot from this disk, Fedora next displays a KDE startup screen and then the KDE desktop—there is no need to log in.


Optional: Seeing What Is Going on
If you are curious and want to see what Fedora is doing as it boots from a Live Image, remove quiet, which controls kernel messages, and rhgb (Red Hat graphical boot), which controls messages from the graphical installer, from the boot parameters. See Figure 3-8 on page 70; the list of parameters on the screen will be different from those in the figure. With the Fedora Live Image Boot menu displayed (Figure 3-1) and the Start Fedora Live line highlighted, press TAB to display the boot command-line parameters. Use the LEFT ARROW key to back up over—but not remove—any words to the right of rhgb. Press BACKSPACE or DEL to back up over and erase rhgb and quiet from the boot command line. Press RETURN. Now as Fedora boots, it displays information about what it is doing. Text scrolls on the screen, although sometimes too rapidly to read. When you boot Fedora from an Install Image and when you boot RHEL, this information is displayed by default: You do not have to change the command line.



Installing Fedora/RHEL

You can install Fedora from a live session (preceding) or install Fedora/RHEL from an Install Image. Installing from a live session is simpler but does not give you the flexibility installing from an Install Image does. For example, you cannot select the language Anaconda uses, nor can you choose which software packages you will install when you install from a live session.


Caution: See what is on the hard disk (and back it up) before installing Linux
Unless you are certain the hard disk you are installing Fedora/RHEL on has nothing on it (it is a new disk) or you are sure the disk holds no information of value, it is a good idea to examine the contents of the disk before you start the installation. You can use the gnome-disks disk utility (page 78) from a live session for this purpose. Back up whatever is on the disk, even if it is in a partition the installation will not write to.



An Install Image holds many of the software packages Fedora/RHEL supports. You can install whichever package groups you like from an Install Image without connecting to the Internet. However, without an Internet connection, you will not be able to update the software once the system is installed.

A Live Image holds a limited set of software packages. Once you install from a Live Image, you must connect to the Internet to update the software on the system and to download and install additional packages.

To begin most installations, insert the medium holding a Live or an Install Image into the system and turn on or reset the system. For hard disk and network-based installations, you can use an Install or a Network Image.

Refer to “BIOS setup” on page 31 if the system does not boot from the installation medium.

Installing from a Live Session (Fedora)

Bring up a live GNOME session as explained on page 56. GNOME will display a GNOME 3 desktop that has the word Activities in the upper-left corner of the screen.


Tip: The Anaconda installer does not modify the live environment
The changes you make as you install Fedora from a live session do not affect the live session. For example, when you set up networking for the system you are installing, the network connection for the live environment does not change.



From a GNOME 3 desktop, click Activities; GNOME displays icons along the left side of the screen and a text box with the words Type to search in it (Figure 3-3). Near the bottom of the icons is an icon depicting a hard drive with a green tick on top of it. Left-click this icon when you want to install Fedora. Continue reading at “Using Anaconda” on page 63.

Installing from an Install Image

To install Fedora/RHEL from an Install Image, insert the installation medium and turn on or reset the system. After a few moments, the system displays the Fedora/RHEL Boot menu (Figure 3-4) and a message that says Automatic boot in 60 seconds. Refer to “BIOS setup” on page 31 if the system does not boot from the installation medium. Refer to “Modifying Boot Parameters (Options)” on page 70 if Fedora/RHEL does not boot or displays an error message.
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Figure 3-4 The Install Image Boot menu

Press the SPACE bar within 60 seconds to stop the countdown. If you do not press the SPACE bar, after 60 seconds Fedora/RHEL begins a graphical installation.

The Fedora Install Image Boot menu has the following selections:

Install Fedora

Installs a Fedora/RHEL system using the Anaconda graphical installer.

Test this media & install Fedora

Tests the installation medium and installs a Fedora/RHEL system using the Anaconda graphical installer.

Troubleshooting

Displays the Troubleshooting menu (Figure 3-5).

[image: ]

Figure 3-5 The Install Image Troubleshooting menu

The Troubleshooting menu has the following selections.

Install Fedora in basic graphics mode

Installs a graphical Fedora/RHEL system using the graphical installer. Anaconda does not attempt to determine the type of display attached to the system; it uses a basic video driver that works with most displays. Choose this selection if the installation fails before Anaconda displays the Welcome to Fedora screen (page 63).

Rescue a Fedora system

Brings up a minimal Fedora/RHEL system but does not install it. After detecting the system’s disks and partitions, the system enters single-user/rescue mode and allows you to mount an existing Linux filesystem. For more information refer to “Rescue an Installed System” on page 456.

Run a memory test

Runs the memory test described on page 58.

Boot from local drive

Boots the system from the hard disk. This selection frequently has the same effect as booting the system without the installation medium in place (depending on how the BIOS [page 31] is set up).

Return to main menu

Displays the Fedora Install Image Boot menu.

The Anaconda Installer

Anaconda, which is written in Python and C, identifies the hardware, loads drivers, probes for the devices it will use during installation, builds the filesystems, starts the X server, and installs the Fedora/RHEL operating system. Anaconda can run in graphical interactive mode (default), limited textual mode (see the text on page 72), or automated mode (see “Editing a Kickstart Script” on page 83).

Exactly which screens Anaconda displays depends on whether you are installing Fedora from a live session, an Install Image, or a Network Image; whether you are installing RHEL; which paths you pick through the installation process; and which parameters you specify on the boot command line. Unless you tell it not to, Anaconda probes the video card and monitor, and starts a native X server.

While it is running, Anaconda opens the virtual consoles (page 121) shown in Table 3-1. You can display a virtual console by pressing CONTROL-ALT-Fx, where x is the virtual console number and Fx is the function key that corresponds to the virtual console number.
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Table 3-1 Virtual console assignments during installation

At any time during the installation, you can switch to virtual console 2 (by pressing CONTROL-ALT-F2) and give commands to see what is going on. Do not give any commands that change any part of the installation process. To switch back to the graphical installation screen, press CONTROL-ALT-F1 (Live Image) or CONTROL-ALT-F7 (Install Image).

Testing the Installation Medium

The first time you use an installation medium, select Test this media & install Fedora from the Boot menu and press RETURN to boot the system. Fedora displays a few lines before displaying a line that starts with Checking. This line shows the percent of the disk Anaconda has checked as it verifies the contents of the installation medium. If the installation medium is good, the system boots. If you use the same medium again, you do not have to test it: Select Install Fedora.

A DVD might fail the media test if the software that was used to burn the disk did not include padding. If a DVD fails the media test, try booting using the nodma parameter. See page 70 for information on adding parameters to the boot command line. If the DVD passes the media test when you boot the system using the nodma parameter, the DVD is good; reboot the system without this parameter before installing Fedora/RHEL. If you install Linux after having booted using this parameter, the kernel will be set up to always use this parameter. As a consequence, the installation and operation of the system can be slow.

Using Anaconda

Welcome to Fedora

Anaconda displays the Welcome to Fedora screen after it obtains enough information to start the X Window System. Scroll and click to highlight the language you want to use for installation. This language is not necessarily the same language the installed system will display. Click Continue. Anaconda displays the Installation Summary screen.

The Installation Summary Screen

Anaconda takes a while to load the information the Installation Summary screen displays (Figure 3-6, next page). While it is loading, some items are grayed out. You must wait until Anaconda finishes loading this information and the items are no longer grayed out before you can select these items. You might need to scroll down to display the Storage item.
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Figure 3-6 The Installation Summary screen (scroll to display the Storage item)

Typically an orange bar that holds an exclamation point in a triangle and the words Please complete items marked with this icon before continuing to the next step appears at the bottom of the window. While this bar is displayed the button labeled Begin Installation is grayed out to indicate it will not work. The only items you must open and modify are those that display this icon. The items displayed when you are installing Fedora from a live session are a subset of those displayed when you install from an Install Image.

Click on an item to display a screen that allows you to work with that item. Click Done to return to the Installation Summary screen. The items that appear in the Installation Summary screen are divided into three groups: Localization, Software (not from a live installation), and Storage.


Tip: You do not need to open most items on the Installation Summary screen
Each item on the Installation Summary screen displays a note about what Anaconda has chosen for that item. You do not need to open an item if it is set properly. For example, if the Date & Time item shows America/Los_Angeles timezone and that is correct, you do not need to open this item. Frequently the only item you need to open is Installation Destination (page 67).



Localization

Date & Time

The Date & Time screen displays a world map that allows you to specify the local time zone. Click a city in the local time zone; Anaconda displays the name of the city in the spin box labeled City. Alternately, you can use the spin boxes labeled Region and City to specify a city.

By default, Anaconda sets up the new system to use NTP (Network Time Protocol) to keep the system clock accurate. If you do not want to use NTP, click the switch labeled Network Time to set it to Off and use the widgets at the bottom of the screen to set the system clock.

Keyboard

The Keyboard Layout screen allows you to specify the type of keyboard that will be attached to the installed system. The box on the left side of this screen displays available keyboard layouts. The entry at the top of the list is the default layout to be used both during installation and for the installed system. Use the buttons at the bottom of this box to add layouts and remove, move, and test the highlighted layout.

You can specify a keyboard for use during installation only, but you can specify only keyboards that are in the list on the Keyboard Layout screen. Use the small keyboard button to make this change. The button is located at the upper-right of all installation screens.

Language Support

Not available with a live installation. In the Language Support screen, put ticks in the check boxes adjacent to the languages you want to install.

Software

Not available with a live installation.

Installation Source

Typically you install Fedora from the medium you booted from. If that is the case you do not need to open the Installation Source screen. This screen allows you to

• Specify as the installation source either the medium you booted from (Auto-detected installation media) or a location (URL) on the network

• Choose to verify the medium you booted from

• Install updates as Anaconda installs the system

• Specify additional repositories (page 533) to use during installation.

The top part of the Installation Source screen is labeled Which installation source would you like to use? and has two radio buttons. By default, Auto-detected installation media is selected and displays the name of the device that holds the installation medium and the label on the medium. Click the button labeled Verify to test that the image on the installation medium is good.


Caution: Test the installation medium
It is possible for data to become corrupted while fetching an installation image; it is also possible for a transient error to occur while writing an image to a recordable medium. When you boot from an installation medium, the button labeled Verify on the Installation Source screen allows you to verify that the image on the installation medium does not contain any errors. Testing the installation medium takes a few minutes but can save you hours of aggravation if the installation fails due to a bad medium.



The second radio button in this section is labeled On the network and allows you to specify a Web, FTP, or NFS URL. When you select Closest mirror from the drop-down list, Anaconda finds the closest Fedora mirror and downloads packages from that site; after you click Done, Anaconda takes a moment to locate the closest mirror. If you reopen the Installation Source screen after selecting Closest mirror, Anaconda reverts to the installation medium and not installing updates.

By default Anaconda does not install updates while it installs Fedora/RHEL: You update the software after you install the system. Remove the tick from the check box labeled Don’t install the latest available software updates to cause Anaconda to update software as it installs it.

The bottom portion of the screen allows you to specify additional repositories (page 542) that Anaconda can use during installation.

Network Configuration

If the local system is connected to a network that runs a DHCP server (page 491), Anaconda configures the network automatically and you do not have to open the Network Configuration screen. This screen

• Displays information about the network interface and connection Anaconda is using

• Allows you to turn off the network connection

• Allows you to (re)configure the network

• Allows you to specify a hostname for the installed system

When you click the button labeled Configure, Anaconda displays a window that allows you to modify the network connection.

Enter the hostname of the installed system in the text box labeled Hostname at the bottom of the screen.

Software Selection

The Software Selection screen (Figure 3-7) allows you to select which environmental package group and add-on package groups you want to install. An installation from a Network Image allows you to select from more package groups than does installation from an Install Image. By default, Anaconda installs the GNOME desktop and the LibreOffice productivity suite.

[image: ]

Figure 3-7 The Software Selection screen

The left side of the Software Selection screen is labeled Base Environment and allows you to specify an environmental package group that specifies a desktop environment (e.g., GNOME, KDE, LXDE) or a system function (e.g., Web server, Infrastructure Server). You can make only one selection from this column. All the desktops install appropriate networking software and the Firefox Web browser. The Basic Desktop selection allows you to specify more than one desktop on the right side of the screen. The Minimal Install selection installs as few software packages as possible for a textual system (no GUI). The right side of the screen allows you to select package groups that are typically used with the base environment you selected on the left. (Fedora; RHEL selections differ slightly).


Tip: Use a Minimal Install for older, slower hardware
The last entry in the Base Environment column is Minimal Install. Select this entry for older, slower hardware. This selection installs a system that has no GUI, just a command-line (textual) interface. If the system does not have enough memory to perform a graphical installation, perform a textual installation using the text boot parameter (page 72) and VNC (page 72) or Kickstart (pages 71 and 83).




Tip: You can select only package groups, not individual packages
To streamline the installation process, the new Anaconda allows you to specify which package groups you want to install but not which packages. You must add or remove individual packages after the installation is complete. Visit ohjeezlinux.wordpress.com/2013/02/07/anaconda-packaging-retrospective for background information. Use Kickstart (pages 71 and 83) if you require more granular control over package selection.



Storage

Installation Destination

You might need to scroll down to display the Installation Destination selection. At a minimum, Anaconda requires you to confirm where you want to install Fedora/RHEL, although this screen gives you many more choices.

By default, with a single empty disk, Anaconda installs Fedora/RHEL on the whole disk. If the disk is not empty and there is enough free space (page 36) on the disk, Anaconda installs Fedora/RHEL in the free space.

If this default is acceptable, open the Installation Destination screen; a tick will appear over the single disk (similar to Figure 3-9 on page 73). Click Done; Anaconda displays the Installation Options dialog. This dialog allows you to choose whether you want to review and/or modify the default disk setup or whether you want to continue without reviewing it. The bottom of the screen has a check box that allows you to encrypt the data on the disk (page 30). For the simplest installation, do not make any change; click Continue.

If there is not enough free space to install Fedora/RHEL, if the computer has more than one hard disk, if you want to reclaim disk space from an exiting partition, or if you want to customize the disk partitions, see “Advanced Disk Configuration” on page 72.

Begin Copying Files

After making the changes you want (and those that Anaconda requires) to the Installation Summary items, click the button labeled Begin Installation. While it is installing Fedora/RHEL, Anaconda places a Kickstart file (page 83) that corresponds to your selections in /root/anaconda-ks.cfg.

Installing Fedora/RHEL can take a while. The amount of time depends on the hardware you are installing the operating system on and the number of software packages you are installing.

User Settings

While Anaconda installs Linux, it displays the User Settings screen. On this screen you must specify a password for the root user and set up a user.

Root Password

The Root Password screen allows you to enter a password for the root user (Superuser) and confirm that password by entering it a second time. See page 136 for information on selecting a secure password and page 422 for information on root privileges. Although you can specify a weak password, doing so is not recommended. When you specify a weak password, Anaconda tells you why it is weak on the yellow bar at the bottom of the screen. Click Done twice to accept a weak password or once to accept a stronger password.

User Creation

The User Creation screen allows you to add a user to the system by specifying the new user’s full name, username, and password. See “Root Password,” above for information on specifying a password. You can choose to make the user an administrator (see the tip named “Administrator” on page 422) and require a password for the user (see the tip on page 135 for information on why having a password is a good idea). Click the button labeled Advanced to work with the user’s home directory, UID (page 1278), group ID (page 1252), and group membership (see /etc/group on page 506).

Although Anaconda allows you to skip creating a user, you will have to create one before you can log in. The exception is when you install a minimal (command-line) system on which you can log in as root without creating a user.

Rebooting the System

When Anaconda displays the message saying it has successfully installed Fedora/RHEL and asks you to reboot the system, click Reboot and remove the installation medium.

gnome-initial-setup: Setting Up a User

When the system reboots, it is running Linux. The first time each user logs in, Fedora/RHEL runs gnome-initial-setup, which asks a few questions before allowing the user to continue.

Welcome

First, gnome-initial-setup displays the Welcome window. Make sure the language you want to use has a tick next to it before you click Next.

Input Sources

The Input Sources (also input methods) window allows you to specify characters and symbols that are not present on the keyboard attached to the system. For example, some French and Chinese characters do not appear on a en_US keyboard; you have to press combinations of keys to type these characters. These combinations of keys are input sources.

If the language that appears in this window is appropriate, click Next. Otherwise click the plus sign (+) and select additional languages. Click the small picture of a keyboard to display a keyboard on which you can test the highlighted language. When you have selected an appropriate input source, click Next.

Online Accounts

Clicking Add Accounts on the Online Accounts window opens the Add Account window. From this window you can add Google, Facebook, and other accounts to the Fedora/RHEL system. When you add an account you specify your credentials for that account. The online accounts service stores account information in GConf (a system for storing application preferences) and passwords in GNOME Keyring so you have to enter this information only once. Click Next.

Thank You

The Thank You window tells you that you have finished setting up the new system. Click Start Using GNOME 3.

The gnome-initial-setup utility displays an animated presentation that explains how to get started using GNOME. You can press ESCAPE to stop the presentation and then click the X at the upper-right of the GNOME Help window to close it.

Initializing Databases and Updating the System

It is important to update all software on a newly installed system. You can wait for the system to prompt you or you can give the following command from a virtual terminal to update the software; you will need to supply the root password. See page 538 for more information on the yum update command. Depending on the network connection and the number of packages that need to be updated, this command can run for a long time.

$ su -c 'yum -y update'

Updating the mandb database ensures the whatis and apropos utilities (both on page 130) will work properly. Similarly, updating the locate database ensures that locate will work properly. (The locate utility indexes and allows you to search for files on the system quickly and securely.) Instead of updating these databases when you install the system, you can wait for crond (page 607) to update them, but be aware that whatis, apropos, and locate will not work for a while. The best way to update these databases is to manually run the cron scripts that normally run daily. Give the following commands:

Click here to view code image

$ su -c /etc/cron.daily/man-db.cron
$ su -c /etc/cron.daily/mlocate

These utilities run for several minutes and might complain about not being able to find a file or two. When the system displays a prompt, the mandb and locate databases are up-to-date. Continue with Chapter 4.

Installation Tasks

This section details some common tasks you might need to perform during or after installation. It covers modifying the boot parameters, using Anaconda to partition the disk during installation, using gnome-disks to view and modify partitions, using LVs (logical volumes) to facilitate disk partitioning, using Kickstart to automate installation, and setting up a system that will boot two or more operating systems (e.g., Windows and Linux; a dual-boot system).

[image: ] Modifying Boot Parameters (Options)

To modify boot parameters, you must interrupt the automatic boot process by pressing the SPACE bar while the system is counting down when you first boot from a Live Image (page 57) or an Install Image (page 60). When you press the SPACE bar, Fedora displays the Fedora Live Image Boot menu (Figure 3-1, page 57) or the Fedora Install Image Boot menu (Figure 3-4, page 61). Use the ARROW keys to highlight the selection you want before proceeding. With the desired selection highlighted, press the TAB key to display the boot command-line parameters (Figure 3-8).
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Figure 3-8 The Fedora Install Image Boot menu showing boot parameters (options)

Type a SPACE before you enter any parameters. You can specify multiple parameters separated by SPACEs. Press RETURN to boot the system. For more information on boot parameters, refer to www.kernel.org/doc/Documentation/kernel-parameters.txt or use Google to search for linux boot parameters.


Tip: What to do if the installation does not work
On some hardware, the installation might pause for as long as ten minutes. Before experimenting with other fixes, try waiting for a while. If the installation hangs, try booting with one or more of the boot parameters described in this section.



Following are some of the parameters you can add to the boot command line. If you encounter problems with the display during installation, supply the nofb parameter, which turns off video memory.

Many of these parameters can be combined. For example, to install Linux on a monitor with a resolution of 1024 × 768, without probing for any devices, supply the following parameters.

resolution=1024x768 noprobe

noacpi

Disables ACPI (Advanced Configuration and Power Interface). This parameter is useful for systems that do not support ACPI or that have problems with their ACPI implementation. The default is to enable ACPI. Specifying acpi=off has the same effect.

apm=off

Disables APM (Advanced Power Management). The default is to enable APM (apm=on).

noapm

Disables APM (Advanced Power Management). The default is to enable APM. Specifying apm=off has the same effect.

nodma

Turns off DMA (direct memory access) for all disk controllers. This parameter might make buggy controllers (or controllers with buggy drivers) more reliable, but also cause them to perform very slowly because the connected devices have to run in PIO mode instead of DMA mode. It can facilitate testing DVDs that were not written correctly.

nofb

(no framebuffer) Turns off the framebuffer (video memory). This option is useful if problems arise when the graphical phase of the installation starts.

irqpoll

Changes the way the kernel handles interrupts.

ks=URI

Specifies the location of a Kickstart file (page 83) to use to control the installation process. The URI is the pathname or network location of the Kickstart file. Use this parameter with the text parameter (next page) to perform an installation without the use of a GUI (a textual installation).

Typically URI points to an NFS or Web server using one of these formats:

ks=nfs:server:/pathname

ks=http://server/pathname

where server is the FQDN or IP address of the server and pathname is the absolute pathname of the Kickstart file. For example, if Max set up an NFS server on the system at 192.168.206.1, put a Kickstart file named ksmax2.cfg in his home directory, and wanted to perform a textual installation, he might add the following parameters to the end of the boot command line.

Click here to view code image

text ks=192.168.206.1:/home/max/ksmax2.cfg

For a complete list of options visit the Web site at fedoraproject.org/wiki/Anaconda/Kickstart#Chapter_6._Making_the_Kickstart_File_Available.

nolapic

Disables local APIC. The default is to enable local APIC.

lowres

Runs the installation program at a resolution of 640 × 480 pixels. See also resolution (next page).

mem=xxxM

Overrides the detected memory size. Replace xxx with the number of megabytes of RAM in the computer.

repo=URI

Specifies an installation source. For example, you can use the following parameter to start installing from the specified server:

Click here to view code image

repo=http://dl.fedoraproject.org/pub/fedora/linux/releases/19/Fedora/x86_64/os

noprobe

Disables hardware probing for all devices, including NICs (network interface cards), graphics cards, and the monitor. This option forces you to select devices from a list. You must know exactly which cards or chips the system uses when you use this parameter. Use noprobe when probing causes the installation to hang or otherwise fail. This parameter allows you to supply arguments for each device driver you specify.

rescue

Sets up the system to rescue an installed system; see page 457 for details.

resolution=WxH

Specifies the resolution of the monitor you are using for a graphical installation. For example, resolution=1024x768 specifies a monitor with a resolution of 1024 × 768 pixels.

text

Installs Linux without the use of a graphical interface. See the adjacent tip.


Tip: A textual installation is not usually very useful
A textual installation does not allow you to partition the disk or specify which packages to install and is therefore usually not very useful. If you want to install Linux without using a GUI, you can install it using a VNC connection (next) or a Kickstart file. See page 83 for information on creating a Kickstart file and page 71 for information on the ks boot parameter that allows you to install Linux using a Kickstart file. To perform a textual installation using a Kickstart file you must specify the text parameter in the Kickstart file. If you want to perform a textual installation using a VNC connection, you must specify the text parameter in addition to vnc.



vnc

Installs Linux via a VNC (virtual network computing) remote desktop session. After providing an IP address, you can control the installation remotely using a VNC client from a remote computer. You can download a free VNC client that runs on several platforms from www.realvnc.com. Use yum (page 534) to install the tigervnc software package to run a VNC client on a Fedora/RHEL system.

vncpassword=passwd

Enables a password for a VNC connection. This option requires that you also use the vnc option.

selinux=0

Disables SELinux (page 473) on the installed system; selinux=1 enables it (default).

Advanced Disk Configuration

“Installation Destination” on page 67 covered the simplest disk configuration situation: a single hard disk with enough space to hold the new operating system. This section covers selecting disks, installation options, manual/custom partitioning, reclaiming disk space, and working with LVs. See page 36 for a discussion of the setup of the hard disk and partitions.

The Anaconda Installation Destination screen provides a graphical disk-partitioning facility that can add, delete, and modify partitions on a hard disk. This screen is available only during installation; it cannot be run on its own. You can use gnome-disks (page 78), parted (page 614), or fdisk to manipulate partitions after you install Fedora/RHEL. As explained earlier, if you want a basic set of partitions, you can allow Anaconda to partition the hard disk automatically. See page 44 for a discussion of LVM (Logical Volume Manager) including PVs, VGs, and LVs.

Selecting Disks

The Local Standard Disks section of the Installation Destination screen lists the disks attached to the local system. Click Add a disk under Specialized & Network Disks to work with other types of storage devices including SAN (page 1271) devices.

If the local system has one disk only, a tick will appear over that disk indicating that disk is selected and Anaconda will install the new operating system on it (Figure 3-9). If the system has two or more disks, Anaconda does not select any disks so no ticks appear. Select one or more disks for the new operating system by clicking the associated disk icons; Anaconda places a tick over the disk icon. Anaconda does not alter the disks without ticks (the disks you have not selected). Once you have selected the disks you want to use for the installation, click Done. Anaconda displays the Installation Options window.
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Figure 3-9 The Installation Destination screen showing a single, selected disk

Installation Options

The Installation Options window summarizes the installation disk setup and offers options appropriate to the situation (Figure 3-10, next page). It also allows you to specify a partitioning scheme (standard partitions, LVM [page 44], or BTRFS [B-tree file system]) and encrypt the data on the disks. It always displays a button at the lower-left of the window labeled Cancel & add more disks. This button closes the Installation Options dialog and redisplays the Installation Destination screen.
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Figure 3-10 The Installation Options window showing several choices


Tip: Here free space includes unpartitioned disk space
The Installation Options window tells you how much free space is on the disk(s) you selected and advises you if that is not enough space to install Fedora/RHEL. This dialog uses the term “free space” to mean both free space and unpartitioned disk space (page 36).



When enough free space exists, the Installation Options window offers you the choice of automatically partitioning the disk(s) or having you review and modify the disk partitions. If there are partitions in use by other operating systems that Anaconda can remove or shrink, it adds the choice of guiding you through the process of reclaiming that space. Select one of these radio buttons and click Continue.

If there is not enough space on the disks, Anaconda tells you how much space the new operating system needs based on your selection of software packages (page 66). It also summarizes how much free space exists and how much space you can reclaim from partitions in use by other operating systems. In this case it presents two buttons: Custom partitioning (next) and Reclaim space (page 77). The first of these buttons displays the Manual Partitioning screen and the second displays the Reclaim Disk Space screen.

[image: ] Manual/Custom Partitioning

The box on the left side of the Manual Partitioning screen displays information about the system you are installing (e.g., New Fedora 19 Installation) and other systems Anaconda finds on the disk (e.g., Unknown [a Windows system]; Figure 3-11). At the bottom of the box are buttons you can use to work with partitions and boxes that list the available and total space on the disk(s) you selected in the Installation Destination screen.
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Figure 3-11 The Manual Partitioning screen I

At the left of each system entry is a triangle you can click to expand and collapse that entry. At first the entry for the system you are installing contains only instructions for setting it up and a note on the right side of the screen that says mount points will appear here once you set them up.

Automatic partition creation

To have Anaconda create partitions automatically, click Click here to create them automatically. Anaconda creates swap, /boot, / (root), and (if there is enough space) /home partitions and displays them in the Manual Partitioning screen so you can review and modify them (Figure 3-12).
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Figure 3-12 The Manual Partitioning screen II

Add partition

To create a new partition on a hard disk, the hard disk must have enough free space to accommodate the partition; see “Reclaiming Disk Space” on the next page.

To set up a new partition and mount point (the name of the directory the partition will be mounted on; page 38), click the plus sign (+) button at the bottom of the box; Anaconda opens the Add a New Mount Point window (Figure 3-13). Specify the mount point and size for the new partition and click Add mount point. Because of block-size constraints, the final partition is not usually exactly the size you specify. Anaconda accepts a suffix of T for terabytes, G for gigabytes, and M for megabytes. If you leave the size blank, Anaconda makes the partition as large as possible. If the disk space you requested is not available, Anaconda allocates as much space as is available.

[image: ]

Figure 3-13 The Add a New Mount Point window


Tip: Anaconda does not write to the disk until you click Begin Installation
Making changes on the Manual Partitioning screen does not affect the disks immediately; you can click Reset All at any time to reread configuration information from the disk(s) and restore the screen so it contains the information it originally contained. Only when you click Begin Installation does Anaconda write to the disks.



Modify partition

To modify a mount point/partition, highlight the mount point on the left side of the screen, make changes on the right, and click Update Settings. Using this window, you can change the mount point or size of a partition, or format the partition as another type (e.g., ext3, vfat, swap, etc.). See Figure 3-12 on the previous page.

Remove partition

To remove a mount point/partition, highlight the mount point on the left side of the screen and click the minus sign (–) button at the bottom of the box.

Swap partition

If another system on the disk has a swap partition, Anaconda shares it with the system being installed. Otherwise it is a good idea to set up a swap partition for the system being installed. For more information on the swap partition see page 40.

Partition location

When Anaconda creates a partition on a system on which you have selected more than one disk, it decides which disk the partition will reside on. To move a partition to another disk, highlight the partition. If Anaconda can move the highlighted partition to another disk, the tool icon button at the bottom of the box will be active (not grayed out). Click this button to display the Configure Mount Point window. Click to highlight the disk you want the partition to reside on. If appropriate, you can select more than one partition by holding down the SHIFT key as you click the second and subsequent partitions.

Setting Up a RAID Device

To set up a RAID array (page 42), click the mount point/partition you want to change to a RAID device, select RAID from the drop-down list labeled Device Type, and click Update Settings. Anaconda changes the partition to a RAID device. You can then select the type of RAID device you want from the drop-down list labeled RAID Level.

Reclaiming Disk Space

There are several situations in which you might want to reclaim disk space by shrinking or deleting a partition. Assuming you are not installing on a clean disk, any partitions on the disk that are not full are candidates for reclaiming space. A typical example occurs when you are working with a hard disk with a single partition that occupies the entire disk, such as when you are setting up a dual-boot system by adding Fedora/RHEL to a Windows system (page 84). In this case you might be able to reclaim space from the Windows partition to install Fedora/RHEL. According to the ntfsresize man page, you do not need to defragment a Windows partition before resizing. The process of resizing a partition is the same regardless of the type of partition: You can use the Reclaim Space window to resize Windows, Linux, and other types of partitions.

To reclaim disk space, click Reclaim space on the Installation Options window; Anaconda displays the Reclaim Disk Space window (Figure 3-14). This window displays a table listing the partitions on each of the disks you selected in the Installation Destination window (page 67). The table shows the mount point, device name, type of filesystem, amount of reclaimable space, and action to be taken for each partition. Below the table are three buttons: Preserve, Delete, and Shrink to. The default action is to preserve a partition.
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Figure 3-14 The Reclaim Disk Space window showing the slider

As with other instructions that modify disks, Anaconda takes no action until you click Begin Installation in the Installation Summary screen (page 63). Highlight the partition you want to work with and click Delete to delete the partition or Shrink to to reclaim space from the partition. For Anaconda to reclaim space from (shrink) a partition, the partition must not be full of data.

When you highlight a partition and click Shrink to, Anaconda displays a slider below the table (Figure 3-14, previous page). The left end of the slider represents the minimum size the partition can be shrunk to and the right end the maximum (not shrunk at all). Below the slider are labels that show these sizes; above the slider is a label that moves with the slider and shows the selected size of the partition. The smaller you make the partition, the more space there is for the system you are installing. Click and drag the slider until the partition is the size you want. Repeat this procedure for each partition you want to resize or delete and then click Reclaim space. Anaconda will not resize the partition until you click Begin Installation.

Working with LVs

When you instruct Anaconda to partition the hard disk with a default layout, it uses LVM (page 44) to set up most of the hard disk, creating LVs instead of partitions. It places /boot on the first partition on the drive, not under the control of LVM. LVM creates a VG (volume group) named fedora that occupies the rest of the disk space. Within this VG it creates two or three LVs: root (/, fedora-root), swap (fedora-swap), and if there is room, /home (fedora-home). The swap LV occupies up to a few gigabytes; the root LV takes up to about 50 gigabytes. If there is room for a /home LV, it occupies the rest of fedora. This section explains how to make the /home LV smaller so you can add an additional LV to fedora. If the hard drive on the machine you are working with is small and Anaconda does not create a /home LV, you can follow this example by making the root LV smaller instead.

To make the /home LV smaller and make room for additional LVs, first highlight the /home LV (fedora-home) and then change the value in the text box labeled Desired Capacity to a smaller value. Figure 3-15 shows the size of the fedora-home LV being changed to 100 gigabytes. Click Update Settings.
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Figure 3-15 The Manual Partitioning screen; changing the size of an LV

Once you decrease the size of the fedora-home LV, the Manual Partitioning screen shows an increase in available space. You can now add another LV to fedora. Click the plus sign (+) to display the Add a New Mount Point window (Figure 3-13, page 76). Select a value from the drop-down list labeled Mount Point (or enter a value) and enter a value in the text box labeled Desired Capacity. Click Add mount point. Anaconda adds the new mount point and partition to the left side of the screen. Click Done when the LVs are set up the way you want.

gnome-disks: The GNOME Disk Utility

The gnome-disks graphical disk utility can create, remove, and modify partitions and filesystems on many types of media, including internal and external hard disks, CD/DVDs, and USB flash drives. It can encrypt partitions and change passwords on already encrypted partitions.

Unless you are certain the hard disk on which you are installing Fedora/RHEL has nothing on it (it is a new disk) or you are sure the disk holds no information of value, it is a good idea to examine the contents of the disk before you start the installation. The gnome-disks disk utility (gnome-disk-utility package) is a good tool for this job. Open the Disks window by giving the command gnome-disks from an Enter a Command window (ALT-F2) or a terminal emulator (page 120).

The Disks window is divided into three sections (Figure 3-16): The left side holds the Devices section, a list of CD/DVD drives, hard disks, and other devices; the top-right section holds information about the device that is highlighted on the left; and the bottom-right displays information about the partition highlighted in the graphical representation of the hard drive in the middle of the right side.
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Figure 3-16 The Disks window

When you select a hard disk in the Devices section on the left, gnome-disks displays information about that disk on the right. Click one of the partitions in the graphical representation of a hard disk, and gnome-disks displays information about that partition at the bottom of the right side.

From this window you can view, create, and delete partitions. You can save time if you use gnome-disks to examine a hard disk and Anaconda to set up the partitions you install Fedora/RHEL on.

Displaying the Contents of a Filesystem

To display the contents of a filesystem, select the partition holding the filesystem as described above and click the triangle at the bottom-left of the graphical representation of the disk to mount it. Figure 3-16 on the previous page shows a square in place of the triangle because the partition is already mounted. When you click the mount point (the link following Contents ... mounted at) at the bottom of the right side of the window, Nautilus displays the filesystem in a Nautilus window (Figure 3-17; more about Nautilus appears on page 102). When you have finished examining the contents of the filesystem, click the square to unmount the filesystem.
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Figure 3-17 Browsing a partition using gnome-disks

Writing a Partition Table

A new disk does not have a partition table (page 36) and looks similar to the disk highlighted in Figure 3-18. At the bottom-right of the Disks window, Unknown follows the Contents label and the graphical representation of the disk is marked Unknown. If the disk you are working with already has a partition table, skip to the next section.
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Figure 3-18 A disk without a partition table

To partition a hard disk, click the gears icon at the upper-right of the Disks window (not the one below the graphical image of the disk) and select Format from the pop-up menu: gnome-disks opens a Format Volume window. Unless you want to explicitly erase the data on the disk, accept the default of Don’t overwrite existing data from the drop-down list labeled Erase. In the drop-down list labeled Partitioning, accept the default of Compatible with modern systems .... You can enter a name in the text box labeled Name if you like. Click Format; gnome-disks displays another window to confirm you want to format the disk. Click Format again. The gnome-disks utility takes a moment to format the disk, quickly displaying some information while it is working. When it is done, GUID Partition Table follows the Partitioning label, the graphical representation of the disk is marked Free Space (page 36), and Unallocated Space follows the Contents label.

If you want to create a single filesystem that occupies the entire disk drive, instead of following the instructions in the preceding paragraph, click the gears icon in the graphical representation of the disk and select Format from the drop-down menu; gnome-disks opens a Format Volume window. To create a filesystem, make a selection from the Type drop-down menu and click Format.

Creating a Partition and a Filesystem

Once you have created a partition table, you will be able to create a partition that holds a filesystem in the free space. Highlight the area marked Free Space and click the plus sign at the bottom of the graphical image of the disk; gnome-disks opens a Create Partition window (Figure 3-19).
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Figure 3-19 The gnome-disks Create Partition window

Use the slider at the top of the window or the spin box labeled Partition Size to specify the size of the new partition. The value in the spin box labeled Free Space Following changes relative to the partition size.


Security: Encrypt to protect data, especially on laptops
Encrypting partitions can prevent theft of sensitive data, especially on laptops, which are prone to theft. If you decide to encrypt a partition, remember the password: You will not get your data back without it.



Unless you want to explicitly erase the data on the disk, accept the default of Don’t overwrite existing data from the drop-down list labeled Erase. In the drop-down list labeled Type, accept the default of Ext4; if you want the filesystem to be encrypted (page 30), select LUKS + Ext4. If you choose to encrypt the filesystem, Anaconda will ask for a passphrase. You will need this passphrase to log in on the system.

You can optionally enter a disk label in the text box labeled Name. This name is not the mount point for the disk. Click Create; gnome-disks creates the filesystem. Now the graphical representation of the disk is divided to represent the division of the hard disk, and Contents corresponds to the highlighted section of the graphical representation (Ext4 or Unallocated Space). If you did not use all the free space, you can create additional partitions and filesystems in the same manner.

Deleting a Partition

Before deleting a partition, make sure it does not contain any data you need. To use the gnome-disks utility to delete a partition, highlight the partition you want to delete in the graphical representation of the hard disk, unmount it if necessary (click the square), and click the minus sign at the bottom of that representation. After checking with you, gnome-disks deletes the partition.

Using SMART to Display Disk Performance Information

SMART (Self-Monitoring, Analysis, and Reporting Technology) monitors hard disks and attempts to predict hard disk failures. To see a SMART report for a disk on the system, click the gears icon at the upper-right of the Disks window (not the one below the graphical image of the disk) and select Smart Data & Self Tests from the pop-up menu; gnome-disks displays a window similar to the one shown in Figure 3-20. From this window you can turn SMART on or off, start a new self test, and scroll through the information about the most recent test.
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Figure 3-20 SMART data as displayed by gnome-disks

Editing a Kickstart Script

Kickstart is a program that automates the installation and post-installation configuration on one or more machines. To use Kickstart, you create a script (file) that provides the information you normally provide during an installation. Anaconda then refers to this file during installation. Using Kickstart, you can automate language selection, network configuration, keyboard selection, boot loader installation, disk partitioning, and more. See the ks boot parameter on page 71 for instructions on how to install a system using a Kickstart script.

It is easier to modify an existing Kickstart script than to write one from scratch. A good place to start is the Kickstart script Anaconda generates when you install a system (/root/anaconda-ks.cfg). This script holds instructions that can duplicate the system you just installed.

Another good source of sample Kickstart scripts is the packages named fedora-kickstarts and custom-kickstarts. After you install these packages look through the files in the /usr/share/spin-kickstarts directory hierarchy. These files are thoroughly commented; reading the comments can help you learn how to write a Kickstart script.

Textual installation

Although a typical, interactive textual installation is no longer supported, you can perform a textual installation using a Kickstart file. A line with the word text or graphical near the beginning of the Kickstart script specifies the installation environment. Alternately you can use a VNC connection to perform a textual installation. See the tip on page 72.

system-config-kickstart

The system-config-kickstart utility (system-config-kickstart package) is a graphical Kickstart script editor. Although it will create a Kickstart file, you will probably have to edit the resulting file by hand. This utility displays the Kickstart Configurator window (Figure 3-21). Open this window by giving the command system-config-kickstart from an Enter a Command window (ALT-F2) or a terminal emulator.
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Figure 3-21 The Kickstart Configurator window

Figure 3-21 shows the first window the Kickstart Configurator displays. To generate a Kickstart file (ks.cfg by default), go through each section of this window (the items along the left side), fill in the answers, and put ticks in the appropriate check boxes. It might be helpful to start with the Kickstart installation script that Anaconda generated when you installed the system (/root/anaconda-ks.cfg). Click Help on the menubar for instructions on completing these tasks. When you are finished, click File[image: ]Save. The Kickstart Configurator gives you a chance to review the generated script before it saves the file.

Setting Up a Dual-Boot System

A dual-boot system is one that can boot one of two (or more) operating systems. This section describes how to add Fedora/RHEL to a system that can boot Windows, thereby creating a system that can boot Windows or Linux. You can use the same technique for adding Fedora/RHEL to a system that runs a different version or distribution of Linux.

Before you set up a dual-boot system, you need to find disk space for the new Fedora/RHEL system. The next section discusses several ways to create the needed space.

Creating Free Space on a Windows System

Typically you install Fedora/RHEL in free space on a hard disk. To add Fedora/RHEL to a Windows system, you must have enough free space on a system that already holds Windows. There are several ways to provide or create this free space. The following paragraphs discuss these options in order from easiest to most difficult.

Add a new hard disk—Add another hard disk to the system and install Linux on the new disk, which contains only free space. This technique is very easy and clean but requires a new hard disk.

Use existing free space—If there is sufficient free space on the Windows disk, you can install Linux there. This technique is the optimal choice, but there is rarely enough free space on an installed hard disk.

Reclaim space from a Windows partition—Windows partitions often occupy the entire disk, which explains why reclaiming space from a Windows partition is the technique most commonly used to free up space. Windows systems typically use NTFS, FAT32, and/or FAT16 filesystems. You can reclaim space from an existing Windows partition when you install Fedora/RHEL (page 77).

Remove a Windows partition—If you can delete a big enough Windows partition, you can install Linux in its place. To delete a Windows partition, you must have multiple partitions under Windows and be willing to lose the data in the partition you delete. In many cases, you can save this data by moving it from the partition you will delete to another Windows partition.

Once you are sure a partition contains no useful information, you can delete it when you install Fedora/RHEL. Alternately, you can use gnome-disks from a live session to delete it (page 82). After deleting the partition, you can install Fedora/RHEL in the free space formerly occupied by the partition you deleted.


Tip: If you install Windows after you install Linux
When you install Windows as the second operating system it overwrites the existing boot loader. In this case you need to reload the boot loader. See “Reinstalling the MBR” on page 456 for instructions.



Installing Fedora/RHEL as the Second Operating System

After you have created enough free space on a Windows system, you can begin installing Fedora/RHEL in the free space you created. When you boot the updated system, you will be able to choose which operating system you want to run (Figure 3-22).
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Figure 3-22 Selecting the operating system from a dual-boot system

Chapter Summary

Installing Fedora/RHEL usually begins by booting from a Live or an Install Image. When the system boots, it displays a message saying when it will boot automatically. During the time it displays this message, you can give various commands and then have the system continue booting.

The program that installs Fedora/RHEL is named Anaconda. Anaconda calls tools that identify the hardware, build the necessary filesystems, and install the Fedora/RHEL operating system. Anaconda can run in graphical (default) interactive mode or in automated mode using Kickstart. You can use VNC or Kickstart to perform a textual installation.

Anaconda includes a graphical disk-partitioning facility that can add, delete, and modify partitions and LVs (logical volumes) on a hard disk during installation. The gnome-disks utility reports on and manipulates hard disk partitions before or after installation.

A dual-boot system can boot one of two or more operating systems, frequently Windows and Linux. The biggest task in setting up a dual-boot system, assuming you want to add Linux to a Windows system, is finding enough disk space to hold Linux.

Fedora/RHEL uses the X.org X Window System and the GNOME display manager (gdm) to provide a graphical login.

Exercises

1. What is a live system? What advantages does it have over an installed system?

2. Describe the Anaconda installer.

3. Where can the installation image used by Anaconda be located?

4. Why is it important to test the installation medium? How can you do so?

5. What should you do if the graphical installer does not work?

6. When might you specify an ext2 filesystem instead of ext4?

Advanced Exercises

7. Which utilities can you use to partition a hard disk prior to installation?

8. What do you need to do before you can install Fedora as the second operating system on a Windows machine (to create a dual-boot system)?

9. How does Anaconda set up a hard disk by default?

10. How would you turn off DMA (direct memory access) for all disk controllers when you install a new system?


Part II: Using Fedora and Red Hat Enterprise Linux

Chapter 4 Introduction to Fedora and Red Hat Enterprise Linux

Chapter 5 The Shell

Chapter 6 The Linux Filesystem

Chapter 7 The Linux Utilities

Chapter 8 Networking and the Internet


4. Introduction to Fedora and Red Hat Enterprise Linux


In This Chapter
Curbing Your Power (Superuser/root Privileges)
Logging In on the System
The GNOME 3 Standard and Classic Desktops
Working with the Desktop
Using the Nautilus File Manager
The Settings Window
Updating, Installing, and Removing Software Packages
Working from the Command Line
Getting Help from the Command Line
Password Security
What to Do If You Cannot Log In



Objectives

After reading this chapter you should be able to:

[image: ] Log in on the Fedora desktop

[image: ] Understand root privileges

[image: ] Change the desktop background

[image: ] Use the Nautilus File Manager to work with files

[image: ] Correct mistakes on a command line

[image: ] Explain what you can do using a window titlebar

[image: ] Update and install software

[image: ] Find documentation using man, info, and yelp

[image: ] Open a terminal emulator and run programs from the command line

[image: ] Create and run a simple shell script

One way or another you are sitting in front of a computer that is running Fedora or RHEL (Red Hat Enterprise Linux). After describing the conventions this book uses and root (Superuser) privileges, this chapter takes you on a tour of the system to give you some ideas about what you can do with it. The tour does not go into depth about choices, options, menus, and so on; that is left for you to experiment with and to explore in greater detail throughout later chapters of this book.

The tour covers how to log in on the system, the GNOME 3 Standard and Classic desktops, working with the desktop, the Nautilus File Manager, the Settings window, getting help, and installing software. The final part of the chapter introduces some command-line utilities and describes how to work from the command line, concluding with a section on solving problems logging in and password security.

Be sure to read the warning about the dangers of misusing the powers of root (Superuser) in the next section. While heeding that warning, feel free to experiment with the system: Give commands, create files, click objects, choose items from menus, follow the examples in this book, and have fun.

Curbing Your Power (Superuser/root Privileges)

While you are logged in as the user named root, you are referred to as Superuser or administrator; you are working with root privileges and have extraordinary systemwide powers. Running the su or sudo utility can give you similar privileges. When working with root privileges, you can read from or write to almost any file on the system, execute programs that ordinary users cannot, and more. On a multiuser system you might not be able to run certain programs. Nevertheless, someone—the system administrator—knows the root password or is a member of the administrative group named wheel, and that person maintains the system. When you are running Linux on your own computer, you will assign a password to root when you install Linux. Refer to “Running Commands with root Privileges” on page 422 for more information.


Caution: Do not experiment while you are working with root privileges
Feel free to experiment when you are not working with root privileges. When you are working with root privileges, do only what you have to do and make sure you know exactly what you are doing. After you have completed the task at hand, revert to working as yourself. When working with root privileges, you can damage the system to such an extent that you will need to reinstall Linux to get it working again.



Logging In on the System

When you boot a default Fedora/RHEL system, gdm (GNOME display manager) displays a Login screen (Figure 4-1) on the system console. In the middle of the screen is a list of names of users who can log in on the system. At the upper-right are icons that allow you to restart or shut down the system, adjust the volume, and display the universal access menu that allows you to change accessibility preferences (e.g., make the text larger or display a high-contrast desktop).

[image: ]

Figure 4-1 The GNOME Login screen

To log in, click your name; gdm displays the Password screen. Enter your password and press RETURN. If gdm displays an error message, try clicking your name and entering your password again. Make sure the CAPS LOCK key is not on (gdm displays a message if it is) because the routine that verifies your entry is case sensitive. See page 135 if you need help with logging in and page 112 if you want to change your password. The system takes a moment to set things up and then displays a workspace.

The GNOME 3 Standard and Classic Desktops

Fedora 15 introduced GNOME 3 and the GNOME shell. GNOME 3 can run in standard mode (Standard desktop) or classic mode (Classic desktop). The GNOME 3 Standard desktop is radically different from the GNOME 2 desktop, following the trend toward simpler, more graphical desktops that have more icons and fewer menus. All versions of Fedora from 15 onward run the GNOME 3 Standard desktop by default. Figure 4-2 on page 93 and Figure 4-3 on page 94 show commonly used screens on a GNOME 3 Standard desktop. See the next section for more information.

By default, RHEL 7 runs the GNOME 3 Classic desktop, a group of GNOME Shell extensions that give GNOME 3 a GNOME 2 look and feel, including the Applications and Places menus. Figure 4-5 on page 97 shows the GNOME Classic desktop. For more information refer to “The GNOME Classic Desktop” on page 96.

This book uses the Linux textual interface (CLI) for most tasks, including setting up servers and programming in bash, SQL, and Python. Where this book describes a GUI utility, it explains how to open the utility/window by pressing ALT-F2 to display the Enter a Command window and typing the name of the utility. Alternately, you can press the SUPER (Windows) key to display the Search text box and enter the name of utility there. These techniques work from both the GNOME 3 Standard desktop (Fedora) and Classic desktop (RHEL). For more information refer to “The Search Text Box and the Enter a Command Window” on page 98.


Tip: You can run the Classic desktop on Fedora
If you like, you can install and run the Classic desktop on Fedora; see “Installing the Classic Desktop on GNOME 3” on page 95.




Optional
gnome-tweak-tool
You can use gnome-tweak-tool (gnome-tweak-tool package) to change many aspects of how GNOME windows look and work. Visit wiki.gnome.org/GnomeTweakTool for more information.



The GNOME 3 Standard Desktop (Fedora)

This section briefly describes how to use the GNOME 3 Standard desktop that Fedora installs by default. For more information visit wiki.gnome.org/GnomeShell/CheatSheet. The extensions.gnome.org Web site lists extensions to GNOME 3. See “The GNOME Classic Desktop” on page 96 if you are running RHEL.

When you log in on a system running GNOME 3 the workspace is empty. On the Top panel (the bar at the top of the workspace) are objects: the word Activities, a clock, speaker and networking icons, and your name (or Live System User). You can click one of these objects to work with it. The Top panel remains constant as the information displayed below it changes.

The Activities Overview Screen

Click Activities at the top left of a workspace (or press the SUPER [Windows] key) to display the Activities Overview screen (Figure 4-2). This screen holds the Search text box (near the top), icons of favorite applications (on the left), and a section holding shrunken views of workspaces (on the right); each of these views contain live thumbnails of running applications. When only one workspace exists, you need to move the cursor to the right side of the screen to display this section. Shrunken views of the windows in the active workspace appear in the center of the screen. If the active workspace is empty, the center of the screen is blank.
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Figure 4-2 GNOME Activities Overview screen

Figure 4-2 shows an Activities Overview screen in which the active workspace holds windows that are running Firefox and Files (Nautilus; page 102). Because the shrunken Firefox window is selected (highlighted), it has an X in a circle at its upper-right corner. Click this X to close the window and terminate Firefox. Click the Firefox or Files window to close the Activities Overview screen and display the active workspace with the window you clicked in the foreground.

Making a workspace active

Still looking at Figure 4-2, you can also click one of the shrunken workspaces along the right side of the screen to make that workspace active. Click the empty workspace at the bottom of the stack to open a new, empty workspace.

Running an application from the Favorites list

There are several ways to start an application. If the icon of the application you want to run is in the Favorites list, click that icon; GNOME closes the Activities Overview screen and opens in the active workspace the application whose icon you clicked.

Running an application from the Search text box (SUPER key)

You can also type the name of the (graphical) application (e.g., gnome-terminal or gnome-disks) or the name of the window the application displays (e.g., Terminal or Disks) in the Search text box, and press RETURN to open that application in the active workspace. If the Search text box is not visible, press the SUPER (Windows) key to display it.

Running an application from the Enter a Command window (ALT-F2 key)

Finally, you can press ALT-F2 to display the Enter a Command window, type the name of the application or utility you want to run, and press RETURN to run an application. You must run a textual application from a terminal emulator such as gnome-terminal (which you can start from an Enter a Command window). See page 98 for more information.

The Applications Overview Screen

At the bottom of the list of favorite application icons on the left of the Activities Overview screen is the Show Applications icon (it holds nine small squares; see Figure 4-2). Click this icon to display the Applications Overview screen (Figure 4-3). This screen displays application icons. Clicking the button labeled Frequent at the bottom of the screen displays only icons of applications you use frequently. Clicking All displays a scrollable list of application icons. Not all applications, or utilities, have icons; use the Enter a Command window (page 98) to run applications that do not have icons.
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Figure 4-3 The GNOME Applications Overview screen

Left-click an icon to close the Applications Overview screen and open the associated application in the active workspace. Right-click an icon to display a context menu that can include Add to Favorites (if the icon is not in the list of favorites), Remove from Favorites (if it is already in the list of favorites), New Window (closes the Applications Overview screen and opens the application in a new window in the active workspace even if it is already opened), and a line that identifies an already open instance of the application (closes the Applications Overview screen and opens the application in the workspace in which it is already running).

The Application Switcher: Changing the Input Focus

The window with the input focus is the one that receives keyboard characters and commands you type. In addition to using the Activities Overview screen, you can change which window has the input focus using the keyboard; this process is called window cycling.

When you press ALT-TAB when the desktop is displayed, GNOME displays in the center of the workspace the Application Switcher, a box that holds icons representing the programs running in the windows on the desktop. It also shifts the input focus to the window that was active just before the currently active window, making it easy to switch back and forth between two windows. When you hold ALT and press TAB multiple times, the focus moves from window to window. Holding ALT and SHIFT and repeatedly pressing TAB cycles in the other direction.

Installing the Classic Desktop on GNOME 3 (Fedora)

The following instructions explain how to install and run the Classic desktop under Fedora. RHEL 7 runs the Classic desktop by default.

1. With GNOME running the GNOME 3 Standard desktop, click the word Activities at the upper left of the screen. Type terminal and press RETURN; GNOME displays a terminal emulator.

2. With the cursor over the terminal emulator, type the following command; terminate the command using a RETURN.

Click here to view code image

$ su -c 'yum -y install gnome-classic-session'
Password:
...
Complete!

The su utility will prompt for the root password. Once you enter the root password and press RETURN, yum will display a lot of information as it installs the gnome-classic-session package.When yum displays Complete! and the shell displays its prompt ($), the package is installed. For more information on using yum to install packages see page 534.

3. From a live session only (or if Log Out does not appear in the menu described in the next step), give the following additional commands from the terminal emulator. Substitute your name for sam in the first two commands and supply the root password when you are prompted.

Click here to view code image

$ su -c 'useradd sam'
$ su -c 'passwd sam'
Changing password for user sam.
New password:
Retype new password:
passwd: all authentication tokens updated successfully.


$ su -c 'systemctl restart gdm'

After a few moments GNOME logs you in as Live System User again (or allows you to log in as yourself).

4. Log off by clicking your name or Live System User at the upper right of the screen, clicking Log Out from the menu GNOME displays, and then clicking the button labeled Log Out from the small window GNOME displays. (If Log Out does not appear in the menu, follow the previous step and then repeat this step.) After a few moments GNOME displays a Login screen (Figure 4-1, page 91).

5. Click your name (not Live System User) on the Login screen; GNOME displays the Password screen (Figure 4-4, next page). Just below the text box labeled Password is a small triangle followed by the word Session. Click the triangle to display the Session menu. Click GNOME Classic; GNOME moves the white dot to the entry you just clicked.
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Figure 4-4 The GNOME Password screen showing the Session menu

6. Type your password in the text box labeled Password and click Sign In. After a few moments GNOME displays a Classic desktop (Figure 4-5). If you followed step 3 to add a user, gnome-initial-setup will take you through setting up that user; see page 68.

[image: ]

Figure 4-5 The GNOME Classic desktop showing the Applications[image: ]Utilities menu

Once you have selected GNOME Classic when you log in, it is your default desktop; you do not have to select it next time you log in.

The GNOME Classic Desktop (RHEL and Optionally Fedora)

This section briefly describes how to use the GNOME Classic desktop that is installed by default on RHEL. Refer to “The GNOME 3 Standard Desktop” on page 92 if you are running Fedora. If you want to install and run a Classic desktop under Fedora refer to “Installing the Classic Desktop on GNOME 3” on the previous page.

Panels and objects

When you log in, the GNOME Classic desktop displays a workspace that includes the Top and Bottom panels (bars) that help you get your work done easily and efficiently (Figure 4-5). Each of the panels can hold several icons and words called objects.

The Applications menu

You can run an application from the Applications menu that appears at the left end of the Top panel (Figure 4-5). Click Applications to display the Applications menu. When you move the mouse pointer over one of the selections in this menu and leave it there for a moment (this action is called hovering), the menu displays a submenu. Move the cursor to and click one of the items in the submenu to select and run it.

The Places menu

The Places menu has no submenus; click an entry in this menu to select it. The Places menu on the GNOME Classic desktop is the same as Places in the Nautilus File Browser Sidebar; see page 103 for more information.

Working with the Desktop

This section discusses several ways you can work with the desktop. It applies to both the GNOME 3 Standard and Classic desktops.

Terminology

In addition to this section, see the Glossary, which defines data entry widgets (page 1281) such as the combo box (page 1243), drop-down list (page 1248), list box (page 1258), and text box (page 1277).

Workspace

A workspace is a screen that holds windows of one or more applications. The Activities Overview screen (page 92) and the Application Switcher (page 94) enable you to display any of the running applications and its workspace.

Active workspace

The active workspace is the workspace that displays the windows you can work with immediately. Only one workspace can be active at a time.

Desktop

The desktop, which is not displayed all at once, is the collection of all workspaces.

Panel

Panels are bars that can appear on the desktop and hold objects. The Top panel appears at the top of the screen and the Bottom panel, if it is present, appears at the bottom of the screen.

Object

An object is a word, icon, or menu that you can select by clicking.


Tip: Click and right-click
This book uses the term click when you need to click the left mouse button. It uses the term right-click when you need to click the right mouse button. See page 110 for instructions on adapting the mouse for left-handed use.



The Search Text Box and the Enter a Command Window

You can start a graphical application (open a window) by pressing the SUPER (Windows) key to display the Search text box (Figure 4-2, page 93) or by pressing ALT-F2 to display the Enter a Command window (Figure 4-6) and typing the name of the application. Try typing firefox and pressing RETURN to start Firefox. The new window opens on the active workspace.
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Figure 4-6 The Enter a Command window


Tip: You must run a textual application (utility) from a terminal emulator
A textual application or utility requires a textual environment such as a terminal emulator to run. The Search text box and Enter a Command window do not provide a textual environment and so cannot run a textual application. However, you can run gnome-terminal, a graphical application that provides a textual environment using either of these methods. You can then run the textual application from the terminal emulator that gnome-terminal displays.



Application Menus

Many applications have an Application menu that allows you to set preferences and get help with the application. While the application is active (has the focus), click the object (the name of the window) for the application on the Top panel; GNOME opens the Application menu for the application. Figure 4-7 shows the Application menu for the Software (gpk-application) application. See “Updating, Installing, and Removing Software Packages” on page 116 for more information on this application.
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Figure 4-7 The Software (gpk-application) Application menu

Context Menus

A context menu has choices that apply specifically to the window or object you click. The choices differ from window to window and from object to object. Some windows do not have context menus. Frequently a right-click displays a context menu.


Tip: Right-click to display a context menu
Right-click an object to display its context menu. Each object displays its own context menu, although similar objects have similar context menus. Most context menus have either a Preferences or Properties selection.
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Figure 4-8 A typical window

Windows

Window

In a workspace, a window is a region that runs, or is controlled by, a particular program.

Titlebar

A titlebar (Figure 4-8) appears at the top of most windows and controls the window it is attached to. You can double-click the titlebar to maximize and restore a window. Some windows can be restored only by pressing SUPER-DOWN ARROW (SUPER is the Windows key) or by dragging down from an empty spot on the Top panel. Clicking the close button (X) closes the window and usually terminates the program running in it. To reposition the window, left-click the titlebar and drag the window to the desired location.

Window Operations menu

The Window Operations menu contains operations you can perform on any window. Right-click the titlebar to display this menu. This menu allows you to minimize, maximize, resize, or close a window; move the window within the workspace; move a window to another workspace; keep the window on top of or below other windows; and cause the window to always be visible on the displayed workspace. It also shows the keyboard shortcuts for some of these actions. SUPER refers to the Windows key (e.g., Super+Up means hold the Windows key down and press the UP ARROW key).

Menubar

The menubar (Figure 4-8) holds icons you can use to work with the window contents.

Toolbar

A toolbar (Figure 4-8) usually appears near the top of a window and contains icons, text, applets, menus, and more. Many kinds of toolbars exist. The titlebar is not a toolbar.

Resizing a window

To resize a window, position the mouse pointer over an edge of the window; the pointer turns into an arrow pointing to a line. When the pointer is an arrow pointing to a line, you can click and drag the side of a window. When you position the mouse pointer over a corner of the window, you can resize both the height and the width of the window simultaneously. Some windows are not resizeable and some windows do not allow you to resize them from all four sides.

Moving a window

To move a window, click and drag the titlebar. Dragging a window to the top of the screen maximizes the window.

Cutting and Pasting Objects Using the Clipboard

There are two similar ways to cut/copy and paste objects and text both within and between windows. In the first method, you use the clipboard, technically called the copy buffer, to copy or move objects or text. To do so, you explicitly copy an object or text to the buffer and then paste it somewhere else. Applications that follow the user interface guidelines use CONTROL-X to cut, CONTROL-C to copy, and CONTROL-V to paste. Application context menus frequently provide these options.

You might not be familiar with the second method to copy and paste text—using the selection or primary buffer, which always contains the text you most recently selected (highlighted). You cannot use this method to copy objects. Clicking the middle mouse button (click the scroll wheel on a mouse that has one) pastes the contents of the selection buffer at the location of the mouse pointer. If you are using a two-button mouse, click both buttons at the same time to simulate clicking the middle button.

With both of these techniques, start by highlighting an object or text to select it. You can drag a box around multiple objects to select them or drag the mouse pointer over text to select it. Double-click to select a word or triple-click to select a line or a paragraph.

Next, to use the clipboard, explicitly copy (CONTROL-C) or cut (CONTROL-X) the objects or text. If you want to use the selection buffer, skip this step.

To paste the selected objects or text, position the mouse pointer where you want to put it and then either press CONTROL-V (clipboard method) or press the middle mouse button (selection buffer method).


Tip: Use SHIFT-CONTROL-C and SHIFT-CONTROL-V within a terminal emulator
The CONTROL-C, CONTROL-X, and CONTROL-V characters do not work in a terminal emulator window because the shell running in the window intercepts them before the terminal emulator can receive them. However, you can use SHIFT-CONTROL-C and SHIFT-CONTROL-V in place of CONTROL-C and CONTROL-V, respectively. There is no keyboard shortcut for CONTROL-X. You can also use the selection buffer in this environment or use copy/paste from the Edit selection on the menubar or from the context (right-click) menu.



When using the clipboard, you can give as many commands as you like between the CONTROL-C or CONTROL-X and CONTROL-V, as long as you do not press CONTROL-C or CONTROL-X again. When using the selection buffer, you can give other commands after selecting text and before pasting it, as long as you do not select (highlight) other text.

Logging Off

Log off by clicking your name or Live System User at the upper-right corner of the screen, click Log Out from the menu GNOME displays, and then click the button labeled Log Out from the small window GNOME displays. Select Power Off to shut down or restart the system, among other options. Alternately, you can give the command gnome-session-quit from an Enter a Command window (ALT-F2) or a terminal emulator.

Using the Nautilus File Manager

Nautilus (the Files program) is the simple, powerful GNOME file manager. You can use it to create, open, view, move, and copy files and folders as well as to execute applications and scripts.

Terms: folder and directory

Nautilus displays the File Browser window, which displays the contents of a folder. The terms folder and directory are synonymous; “folder” is frequently used in graphical contexts, whereas “directory” might be used in textual or command-line contexts. This book uses these terms interchangeably.

Term: File Browser

This book sometimes uses the terms File Browser window and File Browser when referring to the Nautilus File Browser window.

Opening Nautilus

Give the command nautilus from an Enter a Command window (ALT-F2) or a terminal emulator to open a Nautilus File Browser window that shows the files in your home directory (Figure 4-9). From a GNOME 3 desktop you can type nautilus or files in the Search text box in the Activities Overview screen (page 92). Alternately, you can click the filing cabinet icon in the Applications Overview screen (page 93). From a Classic desktop you can select Home from the Places menu.
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Figure 4-9 A Nautilus File Browser window

The Nautilus File Browser Window

The right side of a File Browser window shows the View pane that holds file objects; the left side shows the Sidebar that holds the Places, Devices, and Network lists.

Application menu

With a File Browser window active, click Files on the Top panel to display the Files Application menu. This menu allows you to set preferences for, open a location bar in, and close the File Browser window.

View pane

The View pane displays file icons or a list of filenames. Select the view you prefer by clicking the dots or lines button near the right end of the toolbar.

Sidebar

The Sidebar allows you to work with Nautilus in different ways. Close or display the Sidebar by pressing F9. To change the horizontal size of the Sidebar, drag the handle (Figure 4-9) on its right side. See “The Sidebar” on the next page for more information.

Toolbar

The left end of the toolbar allows you to display different directories in the View pane. Select Application menu[image: ]Enter Location to open a location bar in which you can enter a pathname. The right end of the toolbar holds icons that allow you to search for files, control the type of display Nautilus presents in the View pane, and display view options and location options.

The Sidebar

The Places section of the Sidebar holds objects that you click to change what Nautilus displays in the View pane. The Home, Documents, and Downloads objects display your directories with corresponding names. The Computer object displays the local filesystem. The Browse Network object displays systems and files on the local network. The Connect to Server object opens a window that allows you to enter a URL to connect to an SSH, FTP, or other type of server.

Trash

Selecting Move to Trash from an object’s context (right-click) menu moves the object to the Trash directory. Because files in the trash take up space on the hard disk (just as all files do), it is a good idea to remove them periodically. To display the Trash directory, double-click the Trash icon in the Sidebar.

Emptying the trash

Select Empty Trash from the Trash icon context (right-click) menu to permanently remove all files from the trash. (This selection is grayed out if there are no files in the trash.) Alternately, you can right-click an object in the Trash File Browser window and select Delete to remove only that object (file), or you can select Restore to move the file back to its original location. You can drag and drop files to and from the trash just as you can with any folder.

Deleting files

You can delete files without first sending them to the trash. Add Delete to the context menu by selecting Preferences from the Files Application menu, then selecting the Behavior tab, and putting a tick in the check box labeled Include a Delete command that bypasses Trash.


Tip: Nautilus can open a terminal emulator
When you install the nautilus-open-terminal package (see page 534 for instructions) and log out and log back in, Nautilus presents an Open in Terminal selection in context menus where appropriate. For example, with this package installed, when you right-click a directory object and select Open in Terminal, Nautilus opens a terminal emulator with that directory as the working directory (page 143).



Opening Files

By default, you double-click a file object in the View pane to open it; alternately, you can right-click the object and select Open from the drop-down list. When you open a file, GNOME figures out the appropriate tool to use by determining the file’s MIME (page 1261) type. GNOME associates each filename extension with a MIME type and each MIME type with a program. Initially GNOME uses the filename extension to try to determine a file’s MIME type. If it does not recognize the filename extension, it examines the file’s magic number (page 1259).

For example, when you open a file with a filename extension of ps, GNOME calls the Evince document viewer, which displays the PostScript file in a readable format. When you open a text file, GNOME uses gedit to display and allow you to edit the file. When you open a directory, GNOME displays its contents in a File Browser window. When you open an executable file such as Firefox, GNOME runs the executable file. When GNOME uses the wrong tool to open a file, the tool generally issues an error message. See “Open With” on page 106 for information on how to use a tool other than the default tool to open a file.

From within a File Browser window, you can open a folder in a new tab. To do so, middle-click the folder or right-click the folder and select Open in New Tab from the drop-down list; Nautilus displays a new tab named for the folder you clicked. Click the tab to display contents of the directory.

Selecting Objects

Within a File Browser window, select an object by clicking it once; GNOME highlights the object. Select additional objects by holding down the CONTROL key while you click each object. To select a group of adjacent objects, highlight the first object and then, while holding down the SHIFT key, click the last object; GNOME highlights all objects between the two objects you clicked. Alternately, you can use the mouse pointer to drag a box around a group of objects.

The Object Properties Window

The Object Properties window displays information about a file, such as its owner, permissions, size, location, MIME type, ways to work with it, and so on. This window is titled filename Properties, where filename is the name of the file you clicked to open the window. To display this window, right-click an object and select Properties from the drop-down list. The Properties window initially displays some basic information. Click the tabs at the top of the window to display additional information. Different sets of tabs appear for different types of files. You can modify the settings in this window only if you have permission to do so. This section describes the three tabs most commonly found in Object Properties windows.

Basic

The Basic tab displays information about the file, including its MIME (page 1261) type, and enables you to select a custom icon for the file and change its name. To change the name of the file, replace the name in the text box labeled Name. If the filename is not listed in a text box, you do not have permission to change it. An easy way to change the icon is to open a File Browser window at /usr/share/icons (give the command nautilus /usr/share/icons in an Enter a Command window [ALT-F2]). Work your way down through the directories until you find an icon you like (gnome/24x24 has some interesting icons), and then drag and drop it on the icon to the left of Name in the Basic tab.

Permissions

The Permissions tab (Figure 4-10) allows the owner of a file to change the file’s permissions (page 191) and to change the group (see /etc/group on page 506) the file is associated with to any group the owner is associated with. Nautilus grays out items you are not allowed to change.
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Figure 4-10 The Object Properties window, Permissions tab

Using the drop-down lists, you can give the owner (called user elsewhere; see the tip about chmod on page 194), group, and others read, read-only, or write permission for a file. Alternately, you can prohibit the group and others from accessing the file by specifying permissions as None. Put a tick in the check box labeled Execute to give all users permission to execute the file. This tab does not give you the fine-grained control over assigning permissions that chmod (page 193) does.

Permissions for a directory work as explained on page 197. Owner, group, and others can be allowed to list files in a directory, access (read and—with the proper permissions—execute) files, or create and delete files. Group and others permissions can also be set to None. Click Change Permissions for Enclosed Files to change the permissions of all files in a directory.

Open With

When you ask Nautilus to open a file that is not executable (by double-clicking its icon or right-clicking and selecting the first Open with selection), Nautilus determines which application or utility it will use to open the file. Nautilus uses several techniques to determine the MIME (page 1261) type of a file and selects the default application based on that determination.

The Open With tab (Figure 4-11) enables you to change which applications Nautilus can use to open the file and other files of the same MIME type (typically files with the same filename extension). Scroll the list of applications, highlight one, and click the Add button to add to the list of applications. Right-click an application and select Forget association to remove an application from the list. You cannot remove the default application.
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Figure 4-11 The Object Properties window, Open With tab, and the context menu, Open With submenu for the same file

When you add an application, Nautilus adds that application to the Open With list but does not change the default application it uses to open that type of file. Highlight the application and click Set as default to cause that application to become the default application Nautilus uses to open this type of file.

When a file has more than one application in the Open With tab, the context menu displays an Open With submenu (Figure 4-11).

The Settings Window

The Settings window (Figure 4-12) enables you to customize your account so it better meets your needs. Click your name or Live System User at the upper right of the desktop and then click Settings to display this window. Alternately, you can open this window by giving the command gnome-control-center from an Enter a Command window (ALT-F2) or a terminal emulator. This section discusses the items in this window. Click an item to display its corresponding window.
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Figure 4-12 The Settings window


Tip: You might need to click Unlock before you can change settings
In the upper right of some windows there is an unlocked lock icon with the word Unlock next to it. See Figure 4-16 on page 111 for an example. When you click this icon, GNOME displays an Authentication Required dialog box. If you are an administrative user, the dialog box will request your password. If not, it will request the password of Administrator, which is the root password.



The Settings window has the following items:

• Background—Sets the desktop background. For more information refer to “Desktop Background” on page 109.

• Notifications—Specifies which applications display notifications and how much information each includes in pop-ups.

• Online Accounts—Adds credentials for Google, Facebook, and other accounts to be stored securely by the system.

• Privacy—Controls automatic screen lock, how you appear on the desktop and network, recent usage and history, and how often trash and temporary files are purged.

• Region & Language—Specifies language, format, and input sources.

• Search—Specifies which applications are consulted when you use the Search text box in the Activities Overview screen (page 92).

• Bluetooth—Controls Bluetooth adapters.

• Color—Specifies a color profile for a monitor.

• Displays—Configures display (monitor) resolution. Refer to “Displays,” next page.

• Keyboard—Controls whether and how keys repeat, cursor blinking, and keyboard shortcuts.

• Mouse & Touchpad—Switches between right- and left-handed mouse, and controls double-click and pointer speed. For more information refer to “Mouse & Touchpad” on page 110.

• Network—Displays the Settings window that controls network connections and operation. See page 638 for information on connecting to a Wi-Fi network and page 639 for general information on this window.

• Power—Controls when GNOME blanks the screen and how long the system must be idle before it is suspended.

• Printers—Adds, removes, and configures printers. See Chapter 13.

• Sound—Controls sound volume, balance, profile, and effects. On systems with more than one sound device, choose which device to use.

• Wacom Tablet—Sets up a tablet.

• Date & Time—Turns NTP (Network Time Protocol; sets/maintains the system clock automatically) on and off, sets the system date, time, and time zone, and causes GNOME to display a 12- or 24-hour clock. For more information refer to “Date & Time” on page 110.

• Details—Displays hardware and software information, specifies default applications, and tells the system what to do when it detects removable media.

• Sharing—Turns remote access via ssh (Chapter 18) on and off, and specifies which content you share.

• Universal Access—Changes settings to help you use the desktop more easily. Tabs allow you to control seeing, hearing, typing, and mouse (pointing and clicking) features.

• Users—Adds, removes, and sets up users. For more information refer to “Users: Changing Your Account Type and Password (GUI)” on page 112.

Desktop Background

The Background window (Figure 4-13) enables you to change the desktop background. To display this window, click Background in the Settings window (Figure 4-12, page 107) or right-click anywhere on an empty space on the desktop and select Change Background. Initially this window displays a picture of the current desktop background. Click that picture to display the Select Background window.
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Figure 4-13 The Background window

Three buttons labeled Wallpapers, Pictures, and Colors appear at the top of the Select Background Window. Click one of these buttons, click to highlight a desktop background from those displayed, and click Select to change the desktop background to the highlighted one. The Background window reappears; click X to close the window or click the back arrow to return to the Settings window.

Several utilities and applications allow you to select a picture to use as the desktop background. For example, when you select Set as Wallpaper from an picture’s context (right-click) menu in a Nautilus File Browser window, GNOME sets that picture as the desktop background.

[image: ] Displays

Most of the time the monitor attached to the system just works: Fedora/RHEL probes the monitor and autoconfigures X.org to work properly. This section explains how to configure the display in case you need to. The Displays window (Figure 4-14) configures the monitor. Check the specifications for the monitor and select the appropriate resolution value from the drop-down list. With multiple monitors, this window allows you to drag monitors to change their relative positions. Click Apply confirm the changes you have made.
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Figure 4-14 The Displays window

Mouse & Touchpad

The Mouse & Touchpad window (Figure 4-15) enables you to change the characteristics of the mouse (and touchpad if there is one). To display this window, click Mouse & Touchpad in the Settings window (Figure 4-12, page 107).
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Figure 4-15 The Mouse & Touchpad window

Left-handed mouse

To change the orientation of the mouse buttons for use by a left-handed person, click the radio button labeled Left. If you change the setup of the mouse buttons, remember to reinterpret the descriptions in this book accordingly. That is, when this book asks you to click the left button or does not specify a button to click, click the right button, and vice versa. See page 463 for instructions on remapping mouse buttons from the command line.

Double-click timeout

Use the slider labeled Double-click to change the speed with which you must double-click a mouse button to have the system recognize your action as a double-click rather than as two single clicks. You can control the mouse pointer speed using the slider labeled Pointer speed. Click Test Your Settings to experiment with the mouse settings. Click X to close the window or click the back arrow to return to the Settings window.

Date & Time

The Date & Time window (Figure 4-16) allows you to specify a date format (a 12- or 24-hour clock), specify a time zone (region), and turn NTP (Network Time Protocol) on or off. To display this window, click Date & Time in the Settings window (Figure 4-12, page 107) or click the time at the top of the screen and select Date & Time Settings. You must unlock this window to make changes other than changing the date format; see the tip on page 107.
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Figure 4-16 The Date & Time window

Turning NTP on causes the system to set and maintain its clock from network time servers. When NTP is off, you can use this window to set the system clock manually. To specify a time zone, click a city in the local time zone; GNOME displays the name of the city in the spin box labeled City. Alternately, you can use the spin boxes labeled Region and City to specify a city. Click X to close the window or click the back arrow to return to the Settings window.

[image: ] Users: Changing Your Account Type and Password (GUI)

See “Password Security” on page 136 for help selecting a more secure password for your account. See page 137 for instructions on changing your password from the command line.

The Users window (Figure 4-17) allows you to add and remove users and change the characteristics of a user, including changing the user’s password and making the user an administrator (page 422). To display this window, click Users in the Settings window (Figure 4-12, page 107). You must unlock this window to make changes other than changing your own password or language; see the tip on page 107.
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Figure 4-17 The Users window

To change your password click the text box labeled Password; GNOME displays a new window. The first item you must enter in this window is your current (old) password. The system verifies this password to ensure that an unauthorized user is not trying to alter your password. There are also text boxes where you enter and verify the new password. When you have entered a strong enough password the same way two times the system allows you to click Change. When you successfully change your password, you change the way you log in. If you forget your password, a user running with root privileges can change it and tell you the new password. Click X to close the window or click the back arrow to return to the Settings window.

Getting Help

Linux provides help in many forms and formats. This section describes how to get help while using a GUI. See page 128 for resources that are available from the command line.

The GNOME Help Window

The GNOME Help window (Figure 4-18) is displayed by yelp (projects.gnome.org/yelp) and provides information on using Linux in a graphical environment. Open this window by giving the command yelp from a Search text box (SUPER), an Enter a Command window (ALT-F2), or a terminal emulator.
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Figure 4-18 The GNOME Help window

Click a topic in this window to display information on that topic. You can also enter text to search for in the text box at the top of the window and then press RETURN. In addition, most Application menus (page 98) provide a Help selection.

Using the Internet to Get Help

The Internet provides many helpful sites related to Linux. Aside from sites that offer various forms of documentation, you can enter an error message from a program you are having a problem with in a search engine such as Google (www.google.com). The search will likely yield a post concerning your problem and suggestions about how to solve it. See Figure 4-19.
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Figure 4-19 Google reporting on an error message

Fedora/Red Hat Web sites

The Red Hat and Fedora Web sites are rich sources of information. The following list identifies locations that may be of interest:

• Fedora documentation is available at docs.fedoraproject.org.

• A list of all methods of getting help using Fedora is available at fedoraproject.org/wiki/Communicating_and_getting_help.

• A useful site that answers questions is ask.fedoraproject.org.

• Manuals and other documentation for RHEL are available at access.redhat.com/site/documentation and access.redhat.com.

• Various types of support documents and support are available at www.redhat.com/support (requires free registration).

• You can query the Red Hat Knowledgebase at access.redhat.com/site (requires free registration).

• The home pages for Fedora (fedoraproject.org) and RHEL (www.redhat.com) have a wealth of information.

• Fedora/RHEL support forums are online discussions about any issues people want to raise. One forum is dedicated to new users; others to Apache, the X Window System, and so on. Visit www.redhat.com/mailman/listinfo and admin.fedoraproject.org/mailman/listinfo to browse the lists.

• The Fedora/RHEL bugs database is available at bugzilla.redhat.com. Anyone can search the database. To submit new bugs or append to existing bugs, you need to sign up for a free account.

• You can find community-sourced solutions to common problems at fedorasolved.org.

• Fedora Magazine is available at fedoramagazine.org.

• RHEL hardware help is available from the Red Hat hardware catalog at hardware.redhat.com. The hardware that Fedora supports is mostly a superset of that supported by RHEL.

GNU

GNU manuals are available at www.gnu.org/manual. In addition, you can visit the GNU home page (www.gnu.org) to obtain other documentation and GNU resources. Many of the GNU pages and resources are available in a variety of languages.

The Linux Documentation Project

The Linux Documentation Project (www.tldp.org; Figure 4-20), which has been around for almost as long as Linux, houses a complete collection of guides, HOWTOs, FAQs, man pages, and Linux magazines. The home page is available in English, Portuguese (Brazilian), Spanish, Italian, Korean, and French. It is easy to use and supports local text searches. This site also provides a complete set of links you can use to find almost anything you want related to Linux (click Links in the Search box or go to www.tldp.org/links). The links page includes sections on general information, events, getting started, user groups, mailing lists, and newsgroups, with each section containing many subsections.
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Figure 4-20 The Linux Documentation Project home page

HOWTOs

A HOWTO document explains in detail how to do something related to Linux—from setting up a specialized piece of hardware to performing a system administration task to setting up specific networking software. Mini-HOWTOs offer shorter explanations.

The Linux Documentation Project site houses most HOWTO and mini-HOWTO documents. Use a Web browser to visit www.tldp.org, click HOWTOs, and pick the index you want to use to find a HOWTO or mini-HOWTO. You can also use the LDP search feature on its home page to find HOWTOs and other documents.

Updating, Installing, and Removing Software Packages

Software comes in packages that include all necessary files, instructions so a program can automatically install and remove the software, and a list of other packages the package depends on. There are many ways to search for and install software packages. GNOME notifies you each time updates are available for software on the system. The Software window (Figure 4-22) provides an easy way to install software. Chapter 12 explains how to work with software packages from the command line.

Updating Software

Systems connected to the Internet are set up to search daily for software updates and notify you when updates are available. GNOME displays the message Important software updates are available in a pop-up notification window and places a notification indicator (an envelope icon) toward the right end of the Top panel when updates are available. Clicking Install updates in this window opens the Software Update window (Figure 4-21). You can open this window manually by selecting the Software Update icon from the GNOME 3 desktop Applications Overview screen (page 93) or by giving the command gpk-update-viewer from an Enter a Command window (ALT-F2) or a terminal emulator.
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Figure 4-21 The Software Update window

Software Update window

When the Software Update window opens, it displays the message Checking for updates; after it finishes checking it displays the number of available updates. If no updates are available, it displays All software is up to date.

If updates are available, click Install Updates. As it downloads and installs the software packages, the Software Update window displays messages and a progress bar. If the updates require you to reboot the system or log off, the Software Update window prompts you to do so.

Software Update Preferences window

You can control how often the system checks for updates and which sources it checks from the Software Update Preferences window. Open this window by giving the command gpk-prefs from an Enter a Command window (ALT-F2) or a terminal emulator.

Adding and Removing Software

The Software window (Figure 4-22) allows you to add and remove applications from the system. Open this window by giving the command gpk-application from an Enter a Command window (ALT-F2) or a terminal emulator. Maximizing this window might make it easier to use. See page 534 for instructions on adding and removing software on the command line.
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Figure 4-22 The Software window

Enter the name or part of the name of an application in the text box at the upper-left corner of the window and press RETURN to search for that application. The Software window displays a list of matching software packages in the frame on the right side of the window. Alternately, you can select one of the entries from the list on the left side of the window to display a list of related packages.

Scroll through the packages displayed in the frame on the right side of the window. When you click/highlight an application, the window displays a summary of the application in the frame at the lower-right corner of the window. Put a tick in the check box next to each application you want to install. Remove ticks from applications you want to remove. Click Apply Changes to implement the changes you have marked. If a package you want to install depends on other packages that are not installed, gpk-application will ask for permission to install the dependent packages. Because you need to work with root privileges to install and remove software, the utility might ask for the root password. When it is finished, the utility might ask if you want to run the new application. Close the Software window when you are finished.

Installing Different Desktop Environments

If you are installing a new Fedora system you can download a spin to install a system with a desktop environment other than GNOME. See page 35 for a list of popular spins. On a system that is already set up, you can use yum to download and install the packages necessary to run a different desktop. When more than one desktop is installed on a system, the Password screen displays the Sessions menu (Figure 4-4, page 96) so you can choose which desktop you want to run. The following commands, which must be run from a terminal emulator and prompt for the root password, install package groups that include all necessary packages for each desktop.

Xfce

The following command installs the Xfce desktop:

Click here to view code image

$ su -c 'yum -y group install xfce-desktop'

LXDE

The following command installs the LXDE desktop:

Click here to view code image

$ su -c 'yum -y group install lxde-desktop'

MATE

The following command installs the MATE desktop:

Click here to view code image

$ su -c 'yum -y group install mate-desktop'

Security

The following command installs FSL (the Fedora Security Lab):

Click here to view code image

$ su -c 'yum -y group install "Security Lab"'

KDE

The following command installs the KDE desktop:

Click here to view code image

$ su -c 'yum -y group install kde-desktop'

[image: ] Working from the Command Line

Before the introduction of the GUI, UNIX and then Linux provided only a textual (command-line) interface (CLI). Today, a textual interface is available when you log in from a terminal, a terminal emulator, or a textual virtual console, or when you use ssh to log in on a system.

Advantages of the textual interface

Although the concept might seem antiquated, the textual interface has a place in modern computing. In some cases an administrator might use a command-line tool either because a graphical equivalent does not exist or because the graphical tool is not as powerful, flexible, or refined as the textual one. For example, chmod (page 193) provides finer granularity than its GUI counterpart (File Browser Object Properties window, Permissions tab; page 105). On a server system, a graphical interface might not even be installed. The first reason for this omission is that a GUI consumes a lot of system resources; on a server, those resources are better dedicated to the main task of the server. Additionally, security considerations mandate that a server system run as few tasks as possible because each additional task provides an additional attack vector.

You can also write scripts using the textual interface. Using scripts, you can easily reproduce tasks on multiple systems, enabling you to scale the tasks to larger environments. When you are the administrator of only a single system, using a GUI is often the easiest way to configure the system. When you act as administrator for many systems, all of which need the same configuration installed or updated, a script can make the task go more quickly. Writing a script using command-line tools is frequently easy, whereas the same task can be difficult to impossible using graphical tools.

Pseudographical interface

Before the introduction of GUIs, resourceful programmers created textual interfaces that included graphical elements such as boxes, borders outlining rudimentary windows, highlights, and, more recently, color. These textual interfaces, called pseudographical interfaces, bridge the gap between textual and graphical interfaces. The Midnight Commander file management utility (mc; midnight-commander.org) is a good example of a utility with a well-designed pseudographical interface.

Command-line (bash) coverage

This section introduces the Linux CLI. Chapter 5 is the first of three chapters dedicated to the Bourne Again Shell (bash). Chapter 7 describes some of the more important utilities you can use from the command line. Chapter 9 covers advanced bash concepts. Chapter 27 describes shell programming using bash. Most of the examples in Parts III and IV of this book use the CLI, adding examples of graphical tools where available.

Running Commands from the Command Line

This section describes three ways to work from the command line: using a terminal emulator, using a virtual console, and logging in remotely. If the local system does not support a graphical interface, you have no choice: You must work from the command line—skip to “Logging Out” on page 121.

Using a Terminal Emulator/Shell

A terminal emulator is a window that presents a CLI (command-line interface); it functions as a textual (character-based) terminal and is displayed in a graphical environment. To open the GNOME terminal emulator named Terminal (gnome-terminal; Figure 4-23), give the command gnome-terminal from an Enter a Command window (ALT-F2) or a terminal emulator. Because you are already logged in and are creating a subshell in a desktop environment, you do not need to log in again.
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Figure 4-23 A Terminal (emulator) window

Terminal displays your username, the name of the system you are working on, and the name of the directory you are working in (the working directory) on the titlebar. Figure 4-23 shows sam working on the system named guava. He is working in his home directory (page 143), which the shell refers to using a tilde (~; page 182).

You can run character-based (textual) programs that would normally run on a terminal or from the console in a terminal emulator window. You can also start graphical programs, such as gnome-calculator, from this window. A graphical program opens its own window.

To open an additional terminal session within the same Terminal window, right-click the window and select Open Tab from the context menu. A row of tabs appears below the menubar as gnome-terminal opens another terminal session on top of the existing one. Add as many terminal sessions as you like; click the tabs to switch between sessions.


Tip: GNOME Terminal (emulator) shortcuts
While using GNOME Terminal, CONTROL-SHIFT-N opens a new window and CONTROL-SHIFT-T opens a new tab. New windows and tabs open to the working directory. In addition, you can use CONTROL-PAGE UP and CONTROL-PAGE DOWN to switch between tabs; ALT-x switches to tab number x.



A session you add from the context menu uses the same profile as the session you open it from. When you use the menubar to open a session, GNOME gives you a choice of profiles if more than one is available. You can add a profile by selecting Terminal menubar: File[image: ]New Profile and specifying a name for the new profile.

[image: ] Using a Virtual Console

When running Linux on a personal computer, you will frequently work with the display and keyboard attached to the computer. Using this physical console, you can access as many as 63 virtual consoles (also called virtual terminals). Some are set up to allow logins; others act as graphical displays. To switch between virtual consoles, hold the CONTROL and ALT keys down and press the function key that corresponds to the console you want to view. For example, CONTROL-ALT-F5 displays the fifth virtual console.

By default, five or six virtual consoles are active and have textual login sessions running. When you want to use both textual and graphical interfaces, you can set up a textual session on one virtual console and a graphical session on another. By default, a graphical session runs on virtual console number 1.

Logging In Remotely: Terminal Emulation, ssh, and Dial-Up Connections

When you are not using a console, terminal, or other device connected directly to the Linux system you are logging in on, you are probably connected using terminal emulation software on another system. Running on the local system, this software connects to the remote Linux system via a network (Ethernet, asynchronous phone line, PPP, or other type) and allows you to log in.

When you log in via a dial-up line, the connection is straightforward: You instruct the local emulator program to contact the remote Linux system, it dials the phone, and the remote system displays a login prompt. When you log in via a directly connected network, you use either ssh (secure; page 685) or telnet (not secure; page 303) to connect to the remote system. The ssh program has been implemented on many operating systems, not just Linux. Many user interfaces to ssh include a terminal emulator. From an Apple, Windows, or UNIX machine, open the program that runs ssh and give it the name or IP address of the system you want to log in on.

Logging Out

To log out from a character-based interface, press CONTROL-D in response to the shell prompt. This action sends the shell an EOF (end of file) signal. Alternately, you can give the command exit. Logging out from a shell does not end a graphical session; it just exits from the shell you are working with. For example, exiting from the shell that GNOME Terminal provides closes the Terminal window.

The Shell

Once you open a terminal emulator window, you are communicating with the command interpreter called the shell. The shell plays an important part in much of your command-line communication with Linux. When you enter a command at the keyboard in response to the shell prompt on the screen, the shell interprets the command and initiates the appropriate action—for example, executing a program; calling a compiler, a Linux utility, or another standard program; or displaying an error message indicating you entered a command incorrectly. When you are working on a GUI, you bypass the shell and execute a program by clicking an object or a name. Refer to Chapter 5 for more information on the shell.

Special characters

When you are working on the command line, several characters, including *, ?, |, [, and ], have special meanings. Avoid using these characters until you have read “Special Characters” on page 142.


Tip: Make sure TERM is set correctly
No matter how you connect, make sure the TERM variable is set to the type of terminal your emulator is emulating. For more information refer to “Specifying a Terminal” on page 1153.



Which Shell Are You Running?

This book discusses the Bourne Again Shell (bash). You are probably running bash, but you might be running another shell such as the TC Shell (tcsh) or the Z Shell (zsh). When you give the command echo $0 and press RETURN in response to a shell prompt (usually $ or %), the shell displays the name of the shell you are working with. This command works because the shell expands $0 to the name of the program you are running (page 1022). This command might display output like this:

$ echo $0
-bash

or like this:

$ echo $0
/bin/bash

Either way, this output shows you are running bash. If you are running a different shell, the shell will display appropriate output; if you want to run bash, give the command bash. To permanently change the shell you run when you log in, see the tip on page 329. You may need to install bash (the bash package) as explained on page 534.

Correcting Mistakes

This section explains how to correct typographical and other errors you might make on the command line. Because the shell and most other utilities do not interpret the command line or other text you enter until you press RETURN, you can readily correct a typing mistake before you press RETURN.

You can correct such mistakes in several ways: Erase one character at a time, back up a word at a time, or back up to the beginning of the line in one step. After you press RETURN, it is too late to correct a mistake: At that point, you must either wait for the command to run to completion or abort execution of the program (next page).

Erasing a Character

While entering characters from the keyboard, you can back up and erase a mistake by pressing the erase key once for each character you want to delete. The erase key backs over as many characters as you wish. It does not, in general, back up past the beginning of the line.

The default erase key is BACKSPACE. If this key does not work, try pressing DEL or CONTROL-H. If these keys do not work, give the following stty1 command to set the erase and line kill (see “Deleting a Line”) keys to their default values:

1. The command stty is an abbreviation for set teletypewriter, the first terminal UNIX ran on. Today stty is commonly thought of as meaning set terminal.

$ stty ek

Alternately, you can give the next command to reset most terminal parameters to a sane value. If the RETURN key does not move the cursor to the next line, press CONTROL-J instead.

$ stty sane

Deleting a Word

You can delete a word you entered by pressing CONTROL-W. A word is any sequence of characters that does not contain a SPACE or TAB. When you press CONTROL-W, the cursor moves left to the beginning of the current word (as you are entering a word) or the previous word (when you have just entered a SPACE or TAB), removing the word.


Tip: CONTROL-Z suspends a program
Although it is not a way of correcting a mistake, you might press the suspend key (typically CONTROL-Z) by mistake and wonder what happened. If you see a message containing the word Stopped, you have just stopped your job using job control (page 164). If you give the command fg to continue your job in the foreground, you return to where you were before you pressed the suspend key. For more information refer to “bg: Sends a Job to the Background” on page 348.



Deleting a Line

Any time before you press RETURN, you can delete the line you are entering by pressing the (line) kill key. When you press this key, the cursor moves to the left, erasing characters as it goes, back to the beginning of the line. The default line kill key is CONTROL-U. If this key does not work, try CONTROL-X. If these keys do not work, give the stty command described under “Erasing a Character.”

[image: ] Aborting Execution

Sometimes you might want to terminate a running program. For example, you might want to stop a program that is performing a lengthy task such as displaying the contents of a file that is several hundred pages long or copying a large file that is not the one you meant to copy.

To terminate a program that you are running from the command line, press the interrupt key (CONTROL-C or sometimes DELETE or DEL). When you press this key, the Linux kernel sends a TERM (termination) signal to the program you are running and to the shell. Exactly what effect this signal has depends on the program. Some programs stop execution immediately, some ignore the signal, and some take other actions. When the shell receives a TERM signal, it displays a prompt and waits for another command.

If these methods do not terminate the program, try sending the program a QUIT signal (CONTROL-\). If all else fails, try pressing the suspend key (typically CONTROL-Z), giving a jobs command to verify the number of the job running the program, and using kill to abort the job. The job number is the number within the brackets at the left end of the line displayed by jobs ([1]). In the next example, the kill command (pages 164 and 465) uses –TERM to send a TERM signal to the job specified by the job number, which is preceded by a percent sign (%1). You can omit –TERM from the command, because kill sends a TERM signal by default. Table 27-5 on page 1047 lists some signals.


Caution: Use the KILL signal as a last resort
When the termination signal does not work, use the KILL signal (specify –KILL in place of –TERM in the example). A running program cannot ignore a KILL signal; it is sure to abort the program.
Because a program receiving a KILL signal has no chance to clean up its open files before being terminated, using KILL can corrupt application data. Use the KILL signal as a last resort. Before using KILL, give a termination (TERM) or quit (QUIT) signal ten seconds to take effect.



The following example demonstrates the use of the suspend key and the jobs and kill commands.
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$ bigjob
^Z
[1]+  Stopped                 bigjob
$ jobs
[1]+  Stopped                 bigjob
$ kill -TERM %1
[1]+  Killed                  bigjob

The kill command returns a prompt; you might need to press RETURN again to see the confirmation message. For more information refer to “Running a Command in the Background” on page 163.

Repeating/Editing Command Lines

To repeat a previous command, press the UP ARROW key. Each time you press this key, the shell displays an earlier command line. Press the DOWN ARROW key to browse through the command lines in the other direction. To execute the displayed command line, press RETURN.

The RIGHT ARROW and LEFT ARROW keys move the cursor back and forth along the displayed command line. At any point along the command line, you can add characters by typing them. Use the erase key (page 123) to remove characters from the command line. Press RETURN to execute the modified command (it does not matter where the cursor is on the command line).

You can also repeat the previous command using !!. This technique is useful if you forgot to use su (page 425) to prefix a command. In this case, if you type su –c "!!", the shell will run the previous command with root privileges. Or, if the local system is set up to use sudo (page 428), you can type sudo !! and the shell will run the previous command with root privileges.

The command ^old^new^ reruns the previous command, substituting the first occurrence of the string old with new. Also, on a command line, the shell replaces the characters !$ with the last token (word) on the previous command line. The following example shows the user correcting the filename meno to memo using ^n^m^ and then printing the file named memo by giving the command lpr !$. The shell replaces !$ with memo, the last token on the previous command line.
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$ cat meno
cat: meno: No such file or directory
$ ^n^m^
cat memo
This is the memo file.
$ lpr !$
lpr memo

For information about more complex command-line editing, see page 378.

Running Basic Command-Line Utilities

This section describes a few basic command-line utilities. You can experiment with these utilities from a terminal, a terminal emulator within a GUI (page 120), or a virtual console (page 121). See Chapter 7 for more complete coverage of these and other utilities.

ls: Lists the Names of Files

Using the editor of your choice, create a small file named practice. (See the tutorials on the vim [page 262] and nano [page 270] editors.) After exiting from the editor, you can use the ls (list; page 221) utility to display a list of filenames. Following, ls lists the name of the practice file. (On the system you are using it might also list some files the system or a program created.)

$ ls
practice

By default, ls lists the names of most of the files in the working directory (the directory you are working in). You can list the names of specified files by providing their names as arguments on the command line. Put a SPACE between the name of the utility and any arguments.

$ ls practice
practice


Tip: Arguments
An argument specifies something, such as a filename, the command acts on. An argument typically appears following the name of the utility you are calling and a SPACE. For more information refer to “Arguments” on page 145.



You can list more information about a file by using the –l option to ls. Options must also be preceded by a SPACE.
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$ ls -l practice
-rw-r--r--. 1 sam pubs 52 07-24 14:09 practice

From left to right, the –l option causes ls to display file access permissions (page 191), links (page 203), owner and group names, size in bytes, modification date and time, and name.


Tip: Options
An option modifies the way a utility works. Options typically precede arguments and are usually specified as one or more letters that are preceded by one or two hyphens. An option generally appears following the name of the utility you are calling and a SPACE. For more information refer to “Options” on page 145.



cat: Copies a Text File to the Screen

A convenient way to display the contents of a text file on the screen is by giving the command cat with an argument of the name of the file. The following example shows the cat utility (page 216) displaying the contents of practice. Whereas ls displays the name of a file, cat displays the contents of a file.
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$ cat practice
This is a small file I created
using a text editor.

cp: Copies a File

The cp (copy; page 224) utility makes a copy of a file. This utility can copy any file, including text and executable program (binary) files. You can use cp to make a backup copy of a file or a copy to experiment with.
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$ cp practice practice.copy
$ ls
practice practice.copy

The preceding example copies the file named practice to practice.copy. The period is part of the filename—just another character. The ls command shows two files in the working directory, practice and practice.copy.

rm: Deletes a File

The rm (remove; page 222) utility deletes a file. The following example shows rm deleting the file named practice. After rm deletes practice, ls and cat show that practice no longer exists. Use rm carefully.
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$ rm practice
$ ls practice
ls: cannot access practice: No such file or directory
$ cat practice
cat: practice: No such file or directory

echo: Copies its Arguments to the Screen

The echo utility (page 219) copies its arguments to the screen. The following example shows two echo commands.

$ echo Hi
Hi
$ echo My name is Sam.
My name is Sam.

This book makes extensive use of echo to demonstrate how the shell works.

date: Displays the Time and Date

The date utility (page 218) displays the current date and time:

$ date
Thu Apr  3 10:14:41 PDT 2014

touch: Creates an Empty File

The touch utility (page 243) creates an empty (zero-length) file with the name that you specify as an argument. Following, touch creates myfile and ls shows that the file is zero bytes long.
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$ touch myfile
$ ls -l myfile
-rw-r--r--. 1 sam pubs 0 07-24 14:12 myfile

[image: ] Writing and Executing a Basic Shell Script

A shell script, called a batch file under Windows, is a program written using shell commands and utilities. This section explains how to write a basic shell script. See “Writing and Executing a Shell Script” on page 336 for more information on creating and executing shell scripts. Before you can run a shell script you must put commands in a file (the script) and tell Linux that the file is executable. You can use an editor to create the file or you can give the following command, which uses redirection to create the file. See page 154 for information on using cat and redirection to create a file.

$ cat > myprog
echo This is my shell script
date
who
CONTROL-D

This shell script, named myprog, holds three commands (utilities): echo, date, and who. After you type each of the lines and a final RETURN, press CONTROL-D to tell the shell you have finished writing to the file; the shell displays a prompt.

Next you need to tell Linux that myprog is an executable file. Following, the chmod utility (page 193) makes myprog readable and executable.

$ chmod a+rx myprog

Finally, you can execute the myprog script. Because of the way the shell looks for files, you must precede the name of the program with a period and a slash (./). See the discussion of absolute and relative pathnames on page 149 for details. Following, the shell runs the three utilities in myprog and displays their output.
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$ ./myprog
This is my shell script
Mon Jul 22 17:15:50 PDT 2013
sam      pts/0        2013-07-21 13:17 (:0)

Getting Help from the Command Line

Distributions of Linux typically do not come with hardcopy reference manuals. However, its online documentation has always been one of Linux’s strengths. The man (or manual) and info pages have been available via the man and info utilities since early releases of the operating system. Not surprisingly, with the ongoing growth of Linux and the Internet, the sources of documentation have expanded as well. This section discusses some of the places you can look for information on Linux while you are working from the command line. If you are working in a graphical environment see “Getting Help” on page 113. See also Appendix B.

[image: ] man: Displays the System Manual

The man (manual) utility displays (man) pages from the system documentation. This documentation is helpful when you know which utility you want to use but have forgotten exactly how to use it. You can also refer to the man pages to get more information about specific topics or to determine which features are available with Linux. Because the descriptions in the system documentation are often terse, they are most helpful if you already understand the basic functions of a utility. You can search for topics covered by man pages using the apropos utility (next page).

To find out more about a utility, give the command man, with the name of the utility as an argument. Figure 4-24 shows man displaying information about itself; the user entered man man on the command line. Within a man page you can search for a term by typing a slash followed by the term and a RETURN. For example, to search for the term function in a man page, type /functionRETURN; man will highlight all occurrences of the string function and move the cursor to the next one.
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Figure 4-24 The man utility displaying information about itself

less (pager)

The man utility sends its output through a pager—usually less (page 220), which displays one screen of information at a time. When you display a manual page using man, less displays a prompt [e.g., Manual page man(1) line 1 ...] at the bottom of the screen after it displays each screen of text and waits for you to take one of the following actions:

• Press the SPACE bar to display another screen of text.

• Press PAGE UP, PAGE DOWN, UP ARROW, or DOWN ARROW to navigate through the text.

• Press h (help) to display a list of less commands.

• Press q (quit) to quit man and less and cause the shell to display a prompt.

Manual sections

Based on the FHS (Filesystem Hierarchy Standard; page 189), the Linux system manual and the man pages are divided into ten sections, where each section describes related tools:

1. User Commands

2. System Calls

3. Subroutines

4. Devices

5. File Formats

6. Games

7. Miscellaneous

8. System Administration

9. Kernel

10. New

This layout closely mimics the way the set of UNIX manuals has always been divided. Unless you specify a manual section, man displays the earliest occurrence in the manual of the word you specify as an argument. Most users find the information they need in Sections 1, 6, and 7; programmers and system administrators frequently need to consult the other sections.

In some cases the manual contains entries for different tools with the same name. For example, the following command displays the man page for the crontab utility from Section 1 of the system manual:

$ man crontab

To see the man page for the crontab file from Section 5, enter this command:

$ man 5 crontab

The preceding command instructs man to look only in Section 5 for the man page. In documentation you might see this man page referred to as crontab(5). Use the –a option to view all man pages for a given subject (press qRETURN to display each subsequent man page). For example, give the command man –a crontab to view all man pages for crontab.

[image: ] apropos: Searches for a Keyword

When you do not know the name of the utility required to carry out a particular task, you can use apropos with a keyword as an argument to search for it. This utility searches for the keyword in the short description line of all man pages and displays those lines that contain a match. The man utility, when called with the –k (keyword) option, provides the same output as apropos.

The database apropos uses, named mandb or makewhatis, is not available when a system is first installed but is built automatically by cron or crond (see page 607 for a discussion of cron/crond and page 69 for instructions on manually building this database).

The following example shows the output of apropos when you call it with the who keyword. The output includes the name of each utility, the section of the manual that contains it, and the short description from the man page. This list includes the utility you need (who) and identifies other, related tools you might find useful.
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$ apropos who
at.allow (5)         - determine who can submit jobs via at or batch
at.deny (5)          - determine who can submit jobs via at or batch
jwhois (1)           - client for the whois service
w (1)                - Show who is logged on and what they are doing.
who (1)              - show who is logged on
who (1p)             - display who is on the system
whoami (1)           - print effective userid
whois (1)            - client for the whois service
whois.jwhois (1)     - client for the whois service
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The whatis utility is similar to apropos but finds only complete word matches for the name of the utility:
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$ whatis who
who (1)              - show who is logged on
who (1p)             - display who is on the system

info: Displays Information About Utilities

The textual info utility (www.gnu.org/software/texinfo/manual/info) is a menu-based hypertext system developed by the GNU Project (page 3) and distributed with Linux. It includes a tutorial on itself (give the command info info) and documentation on many Linux shells, utilities, and programs developed by the GNU Project. Figure 4-25 shows the screen that info displays when you give the command info coreutils (the coreutils software package holds the Linux core utilities).
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Figure 4-25 The initial screen displayed by the command info coreutils


Tip: man and info display different information
The info utility displays more complete and up-to-date information on GNU utilities than does man. When a man page displays abbreviated information on a utility that is covered by info, the man page refers to info. The man utility frequently displays the only information available on non-GNU utilities. When info displays information on non-GNU utilities, it is frequently a copy of the man page.



Because the information on this screen is drawn from an editable file, your display might differ from the screens shown in this section. You can press any of the following keys while the initial info screen is displayed:

• h or ? to list info commands

• SPACE to page through the display

• m followed by the name of the menu you want to display or followed by a SPACE to display a list of menus

• q or CONTROL-C to quit

The notation info uses to describe keyboard keys is the same notation emacs uses and might not be familiar to you. For example, the notation C-h is the same as CONTROL-H. Similarly, M-x means hold down the META or ALT key and press x. On some systems you need to press ESCAPE and then x to duplicate the function of META-X.

After giving the command info coreutils, press the SPACE bar a few times to page through the display. Type /sleepRETURN to search for the string sleep. When you type /, info moves the cursor to the bottom line of the window and displays Regexp search [string]:, where string is the last string you searched for. Press RETURN to search for string or enter the string you want to search for. Typing sleep displays sleep on that line, and pressing RETURN displays the next occurrence of sleep in the info text.


Tip: You might find pinfo easier to use than info
The pinfo utility is similar to info but is more intuitive if you are not familiar with emacs editor commands. This utility runs in a textual environment, as does info. When it is available, pinfo uses color to make its interface easier to use. If pinfo is not installed on the system, install the pinfo package as explained on page 534. Run pinfo from a terminal emulator.



Now type /RETURN (or /sleepRETURN) to search for the next occurrence of sleep as shown in Figure 4-26. The asterisk at the left end of the line indicates that this entry is a menu item. Following the asterisk is the name of the menu item and a description of the item.
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Figure 4-26 The screen displayed by the command info coreutils after you type /sleepRETURN twice

Each menu item is a link to the info page that describes the item. To jump to that page, search for or use the ARROW keys to move the cursor to the line containing the menu item and press RETURN. With the cursor positioned as it is in Figure 4-26, press RETURN to display information on sleep. Alternately, you can type the name of the menu item in a menu command to view the information: To display information on sleep, for example, give the command m sleep, followed by RETURN. When you type m (for menu), info moves the cursor to the bottom line of the window (as it did when you typed /) and displays Menu item:. Typing sleep displays sleep on that line, and pressing RETURN displays information about the menu item you specified.

Figure 4-27 shows the top node of information on sleep. A node groups a set of information you can page through by pressing the SPACE bar. To display the next node, press n. Press p to display the previous node.
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Figure 4-27 The info page on the sleep utility

As you read through this book and learn about new utilities, you can use man or info to find out more about those utilities. If the local system can print PostScript documents, you can print a manual page by using the man utility with the –t option. For example, man –t cat | lpr prints information about the cat utility. You can also use a Web browser to display documentation and then print the desired information from the browser.

The ––help Option

Another tool you can use on the command line is the ––help option. Most GNU utilities provide a ––help option that displays information about the utility. A non-GNU utility might use a –h or –help option to display information about itself.
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$ cat --help
Usage: cat [OPTION] [FILE]...
Concatenate FILE(s), or standard input, to standard output.


-A, --show-all           equivalent to -vET
   -b, --number-nonblank    number nonempty output lines, overrides -n
   -e                       equivalent to -vE
   -E, --show-ends          display $ at end of each line
...

If the information that ––help displays runs off the screen, send the output through the less pager (page 129) using a pipeline (a vertical bar; page 158):

$ ls --help | less

The bash help Command

The bash help command displays information about bash (the Bourne Again Shell) commands, control structures, and other features. From the bash prompt, give the command help followed by the keyword you are interested in. Following are some examples.
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$ help help
help: help [-dms] [pattern ...]
     Display information about builtin commands.


Displays brief summaries of builtin commands.  If PATTERN is
     specified, gives detailed help on all commands matching PATTERN,
     otherwise the list of help topics is printed.
...


$ help echo
echo: echo [-neE] [arg ...]
     Write arguments to the standard output.


Display the ARGs on the standard output followed by a newline.


Options:
       -n        do not append a newline
...


$ help while
while: while COMMANDS; do COMMANDS; done
     Execute commands as long as a test succeeds.
...

[image: ] /usr/share/doc

The /usr/share/doc directory often contains more detailed and different information about a utility than either man or info provides. Frequently this information is meant for people who will be compiling and modifying the utility, not just using it. These directories hold thousands of files, each containing information on a separate topic. As the following example shows, the names of most directories in /usr/share/doc end in version numbers:
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$ ls /usr/share/doc
abattis-cantarell-fonts-0.0.12  iwl1000-firmware-39.31.5.1    ncftp-3.2.5
abrt-2.1.5                      iwl100-firmware-39.31.5.1     ncurses-5.9
abrt-dbus-2.1.5                 iwl105-firmware-18.168.6.1    ncurses-base-5.9
accountsservice-0.6.34          iwl135-firmware-18.168.6.1    neon-0.29.6
acl-2.2.51                      iwl2000-firmware-18.168.6.1   netcf-libs-0.2.3
aic94xx-firmware-30             iwl2030-firmware-18.168.6.1   net-snmp-libs-5.7.2
aisleriot-3.8.0                 iwl3945-firmware-15.32.2.9    nettle-2.6
alsa-firmware-1.0.27            iwl4965-firmware-228.61.2.24  net-tools-2.0
...

Most of these directories hold a README file, which is a good place to start reading about the utility or file the directory describes. Use an asterisk (*; page 166) in place of the version number to make it easier to type the filename. The following README file for bzip2 (page 245) explains how to compile the source code.
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$ less /usr/share/doc/bzip2*/README
This is the README for bzip2/libzip2.
This version is fully compatible with the previous public releases.
...
Complete documentation is available in Postscript form (manual.ps),
PDF (manual.pdf) or html (manual.html).  A plain-text version of the
manual page is available as bzip2.txt.


HOW TO BUILD -- UNIX


Type 'make'.  This builds the library libbz2.a and then the programs
bzip2 and bzip2recover.  Six self-tests are run.  If the self-tests
complete ok, carry on to installation:


To install in /usr/local/bin, /usr/local/lib, /usr/local/man and
/usr/local/include, type


make install
...

More About Logging In and Passwords

Refer to “Logging In on the System” on page 90 for information about logging in. This section covers solutions to common login problems, choosing a password and password security, and changing your password from the command line.


Security: Always use a password
Unless you are the only user of a system, the system is not connected to any other systems or the Internet, and you are the only one with physical access to the system, it is poor practice to maintain a user account without a password.



What to Do If You Cannot Log In

If you enter either your username or your password incorrectly, the system displays an error message after you enter both your username and your password. This message indicates that you have entered either the username or the password incorrectly or that they are not valid. It does not differentiate between an unacceptable username and an unacceptable password—a strategy meant to discourage unauthorized people from guessing names and passwords to gain access to the system.

Following are some common reasons why logins fail:

• The username and password are case sensitive. Make sure the CAPS LOCK key is off and enter your username and password exactly as specified or as you set them up.

• You are not logging in on the right machine. The login/password combination might not be valid if you are trying to log in on the wrong machine. On a larger, networked system, you might have to specify the machine you want to connect to before you can log in.

• Your username is not valid. The login/password combination might not be valid if you have not been set up as a user.

• A filesystem is full. When a filesystem critical to the login process is full, it might appear as though you have logged in successfully, but after a moment the login prompt reappears. In this situation you must boot the system in rescue/recovery mode and delete some files.

• The account is disabled. On some systems, the root account is disabled by default. An administrator might disable other accounts. Often the root account is not allowed to log in over a network: In this case, log in as yourself and then gain root privileges using su/sudo.
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This section contains a practical discussion of password security; see page 625 for a more technical discussion.

If someone else assigned you a password, it is a good idea to give yourself a new one. For security reasons, passwords you enter are not displayed by any utility.


Security: Protect your password
Do not allow someone to find out your password: Do not put your password in a file that is not encrypted, allow someone to watch you type your password, or give your password to someone you do not know (a system administrator never needs to know your password). You can always write your password down and keep it in a safe, private place.




Security: Choose a password that is difficult to guess
Do not use phone numbers, names of pets or kids, birthdays, words from a dictionary (not even a foreign language), and so forth. Do not use permutations of these items or a l33t-speak variation of a word: Modern dictionary crackers try these permutations.




Security: Include nonalphanumeric characters in your password
Automated password cracking tools first try using alphabetic and numeric characters when they try to guess your password. Including at least one character such as @ or # in a password increases the amount of time it takes for one of these tools to crack your password.




Security: Differentiate between important and less important passwords
It is a good idea to differentiate between important and less important passwords. For example, Web site passwords for blogs or download access are not very important; it is acceptable to use the same password for these types of sites. However, your login, mail server, and bank account Web site passwords are critical: Never use these passwords for an unimportant Web site and use a different password for each of these accounts.




Security: Use a password vault
You might want to use a program such as revelation (revelation package) and its command-line counterpart relevation (relevation package) or keepassx (keepassx package) that generates and stores passwords. A password vault makes it easier to maintain different, complex passwords for several important sites. Visit revelation.olasagasti.info or keepass.info for more information.



Secure passwords

To be relatively secure, a password should contain a combination of numbers, uppercase and lowercase letters, and nonalphanumeric characters. It should also meet the following criteria:

• Must be at least eight characters long (or longer if the system administrator sets it up that way). Eight or ten characters is a good compromise between being easy to remember and being secure.

• Should not be a word in a dictionary of any language, no matter how seemingly obscure.

• Should not be the name of a person, place, pet, or other thing that might be discovered easily.

• Should contain at least two letters and one nonalphanumeric character.

• Should not be your username, the reverse of your username, or your username shifted by one or more characters.

Only the first item is mandatory. Avoid using control characters (such as CONTROL-H) because they might have a special meaning to the system, making it impossible for you to log in. If you are changing your password, the new password should differ from the old one by at least three characters. Changing the case of a character does not make it count as a different character.


Security: pwgen helps you pick a password
The pwgen utility (pwgen package) generates a list of almost random passwords. With a little imagination, you can pronounce, and therefore remember, some of these passwords.



[image: ] passwd: Changing Your Password (CLI)

See the previous section for help selecting a secure password. See page 112 if you want to change your password using a GUI. Use the passwd utility to change your password from the command line. The first item passwd asks for is your current (old) password. This password is verified to ensure that an unauthorized user is not trying to alter your password. Then the system requests a new password.
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$ passwd
Changing password for user sam.
Changing password for sam.
(current) UNIX password:
New password:
Retype new password:
passwd: all authentication tokens updated successfully.

After you enter your new password, the system asks you to retype it to make sure you did not make a mistake when you entered it the first time. If the new password is the same both times you enter it, passwd changes your password. If the passwords differ, it means that you made an error in one of them, and passwd displays this error message:
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Sorry, passwords do not match

If your password is not long enough, passwd displays a messages similar to the following:
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BAD PASSWORD: The password is shorter than 8 characters

When it is too simple, passwd displays this message:
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BAD PASSWORD: The password fails the dictionary check - it is too
simplistic/systematic

After several failures, passwd displays an error message and exits, allowing the shell to display its prompt. At this point you need to run passwd again.

Working with root privileges you can assign a new password to any user on the system without knowing the user’s old password. As an administrator you can use this technique when a user forgets his password. The following command requests the root password before requesting a new password for Sam.

$ su -c "passwd sam"
Password:
Changing password for user sam.
New password:
...

Chapter Summary

As with many operating systems, your access to a Linux system is authorized when you log in. To do so, you click your username on the Login screen and enter your password on the Password screen. You can change your password at any time while you are logged in. Choose a password that is difficult to guess and that conforms to the criteria imposed by the utility that changes the password.

The system administrator is responsible for maintaining the system. On a single-user system, you are the system administrator. On a small, multiuser system, you or another user might act as the system administrator, or this job might be shared. On a large, multiuser system or a network of systems, there is frequently a full-time system administrator.

When extra (root) privileges are required to perform certain system tasks, a system administrator uses su (or sudo) or logs in as the user named root to obtain these privileges. An administrator working with root privileges is sometimes referred to as Superuser.

Do not work with root privileges as a matter of course. When you have to do something that requires root privileges, work with root privileges for only as long as absolutely necessary; revert to working as yourself as soon as possible.

Understanding the desktop and its components is essential to getting the most out of the GUI. A terminal emulator allows you to use the Linux CLI from a graphical environment. You can use a terminal emulator to launch both textual and graphical programs.

The GNOME environment provides users with a variety of interests and experience levels—the casual user, the office worker, the power user, and the programmer/system designer—with a space to work in and a set of tools to work with. GNOME also provides off-the-shelf productivity and many ways to customize its look, feel, and response. Nautilus is GNOME’s simple, yet powerful file manager. It can create, open, display, move, and copy files and directories as well as execute programs and scripts.

The man utility provides online documentation for system utilities. This utility is helpful both to new Linux users and to experienced users, who must often delve into system documentation for information on the finer points of a utility’s behavior. The info utility also helps the beginner and the expert alike. It provides a tutorial on its use and documentation on many Linux utilities.

The textual interface (CLI) continues to have a place in modern computing. For example, sometimes a graphical tool does not exist or might not be as powerful, flexible, or refined as its textual counterpart. Security concerns on a server system mandate that the system run as few tasks as possible. Because each additional task can make a server more vulnerable to attack, frequently these systems do not have GUIs installed.

Exercises

1. The system displays the following message when you attempt to log in with an incorrect username or an incorrect password:

Login incorrect

a. This message does not indicate whether your username, your password, or both are invalid. Why does it not reveal this information?

b. Why does the system wait for a couple of seconds to respond after you supply an incorrect username or password?

2. Give three examples of poor password choices. What is wrong with each?

3. Is fido an acceptable password? Give several reasons why or why not.

4. What is a context menu? How does a context menu differ from other menus?

5. What is a workspace? What is the relationship between a workspace and the desktop?

6. How would you swap the effects of the right and left buttons on a mouse? What is the double-click speed? How would you change it?

7. What is an Application menu? What does it allow you to do?

8. What is Nautilus? What does it allow you to do?

9. Describe three ways to

a. Change the size of a window.

b. Delete a window.

10. What are the functions of a Window Operations menu? How do you display this menu?

11. How would you set the system time manually?

12. When you are working on the command line, how do you erase (back up over) a character? How do you delete the line you are typing? How do you terminate a program?

Advanced Exercises

13. While working on the command line you get an error that includes the words missing destination file operand. What would be a good way to get help figuring out what the problem is?

14. How does the mouse pointer change when you move it to the edge of a window? What happens when you left-click and drag the mouse pointer when it looks like this? Repeat this experiment with the mouse pointer at the corner of a window.

15. What is the Session menu? When and where does it appear? How do you use it?

16. What happens when you run nano from the Enter a Command window? Where does the output go?

17. The example on page 130 shows that the man pages for crontab appear in Sections 1 and 5 of the system manual. Explain how you can use man to determine which sections of the system manual contain a manual page with a given name.

18. How many man pages are in the Devices subsection of the system manual? (Hint: Devices is a subsection of Special Files.)


5. The Shell


In This Chapter
The Working Directory
Your Home Directory
The Command Line
Standard Input and Standard Output
Redirection
Pipelines
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kill: Aborting a Background Job
Filename Generation/Pathname Expansion
Builtins



Objectives

After reading this chapter you should be able to:

[image: ] List special characters and methods of preventing the shell from interpreting these characters

[image: ] Describe a simple command

[image: ] Understand command-line syntax and run commands that include options and arguments

[image: ] Explain how the shell interprets the command line

[image: ] Redirect output of a command to a file, overwriting the file or appending to it

[image: ] Redirect input for a command so it comes from a file

[image: ] Connect commands using a pipeline

[image: ] Run commands in the background

[image: ] Use special characters as wildcards to generate filenames

[image: ] Explain the difference between a stand-alone utility and a shell builtin

The introduction to the command line on page 119 described some of the advantages of using the command line over a GUI, how to use a terminal emulator, how to correct mistakes on the command line, and how to run some command-line utilities. This chapter takes a close look at the shell and explains how to use some of its features. It discusses command-line syntax and describes how the shell processes a command line and initiates execution of a program. This chapter also explains how to redirect input to and output from a command, construct pipelines and filters on the command line, and run a command in the background. The final section covers filename expansion and explains how you can use this feature in your everyday work.

The exact wording of the shell output differs from shell to shell: What the shell you are using displays might differ slightly from what appears in this book. Refer to Chapter 9 for more information on bash (the default shell under Fedora/ RHEL) and to Chapter 27 for information on writing and executing bash shell scripts.

[image: ] Special Characters

Special characters, which have a special meaning to the shell, are discussed in “Filename Generation/Pathname Expansion” on page 165. These characters are mentioned here so you can avoid accidentally using them as regular characters until you understand how the shell interprets them. Avoid using any of the following characters in a filename (even though emacs and some other programs do) because they make the file harder to reference on the command line:

Click here to view code image

& ; | * ? ' " ' [ ] ( ) $ < > { } # / \ ! ~

Whitespace

Although not considered special characters, RETURN, SPACE, and TAB have special meanings to the shell. RETURN usually ends a command line and initiates execution of a command. The SPACE and TAB characters separate tokens (elements) on the command line and are collectively known as whitespace or blanks.

Quoting special characters

If you need to use a character that has a special meaning to the shell as a regular character, you can quote (or escape) it. When you quote a special character, you prevent the shell from giving it special meaning. The shell treats a quoted special character as a regular character. However, a slash (/) is always a separator in a pathname, even when you quote it.

Backslash

To quote a character, precede it with a backslash (\). When two or more special characters appear together, you must precede each with a backslash (e.g., you would enter ** as \*\*). You can quote a backslash just as you would quote any other special character—by preceding it with a backslash (\\).

Single quotation marks

Another way of quoting special characters is to enclose them between single quotation marks: '**'. You can quote many special and regular characters between a pair of single quotation marks: 'This is a special character: >'. The regular characters are interpreted as usual, and the shell also interprets the special characters as regular characters.

The only way to quote the erase character (CONTROL-H), the line kill character (CONTROL-U), and other control characters (try CONTROL-M) is by preceding each with a CONTROL-V. Single quotation marks and backslashes do not work. Try the following:

Click here to view code image

$ echo 'xxxxxxCONTROL-U'
$ echo xxxxxxCONTROL-V CONTROL-U


Optional
Although you cannot see the CONTROL-U displayed by the second of the preceding pair of commands, it is there. The following command sends the output of echo (page 219) through a pipeline (page 158) to od (octal display; see the od man page) to display CONTROL-U as octal 25 (025):
Click here to view code image
$ echo xxxxxxCONTROL-V CONTROL-U | od -c
0000000   x   x     x     x    x   x 025  \n
0000010
The \n is the NEWLINE character that echo sends at the end of its output.



Ordinary Files and Directory Files

Ordinary files, or simply files, are files that can hold documents, pictures, programs, and other kinds of data. Directory files, also referred to as directories or folders, can hold ordinary files and other directory files. For more information refer to “Ordinary Files and Directory Files” on page 177.

The Working Directory

[image: ] pwd

While you are logged in on a character-based interface to a Linux system, you are always associated with a directory. The directory you are associated with is called the working directory or current directory. Sometimes this association is referred to in a physical sense: “You are in (or working in) the zach directory.” The pwd (print working directory) builtin displays the pathname of the working directory.

Click here to view code image

login: max
Password:
Last login: Wed Oct 20 11:14:21 from 172.16.192.150
$ pwd
/home/max

Your Home Directory

When you first log in on a Linux system or start a terminal emulator window, the working directory is your home directory. To display the pathname of your home directory, use pwd just after you log in.

[image: ] The Command Line

Command

This book uses the term command to refer to both the characters you type on the command line and the program that action invokes.

Command line

A command line comprises a simple command (below), a pipeline (page 158), or a list (page 162).

A Simple Command

The shell executes a program when you enter a command in response to its prompt. For example, when you give an ls command, the shell executes the utility program named ls. You can cause the shell to execute other types of programs—such as shell scripts, application programs, and programs you have written—in the same way. The line that contains the command, including any arguments, is called a simple command. The following sections discuss simple commands; see page 147 for a more technical and complete description of a simple command.

Syntax

Command-line syntax dictates the ordering and separation of the elements on a command line. When you press the RETURN key after entering a command, the shell scans the command line for proper syntax. The syntax for a simple command is

command [arg1] [arg2] ... [argn] RETURN

Whitespace (any combination of SPACEs and/or TABs) must separate elements on the command line. The command is the name of the command, arg1 through argn are arguments, and RETURN is the keystroke that terminates the command line. The brackets in the command-line syntax indicate that the arguments they enclose are optional. Not all commands require arguments: Some commands do not allow arguments; other commands allow a variable number of arguments; and still others require a specific number of arguments. Options, a special kind of argument, are usually preceded by one or two hyphens (–).

Command Name

Usage message

Some useful Linux command lines consist of only the name of the command without any arguments. For example, ls by itself lists the contents of the working directory. Commands that require arguments typically give a short error message, called a usage message, when you use them without arguments, with incorrect arguments, or with the wrong number of arguments.

For example, the mkdir (make directory) utility requires an argument that specifies the name of the directory you want it to create. Without this argument, it displays a usage message (operand is another term for “argument”):
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$ mkdir
mkdir: missing operand
Try 'mkdir --help' for more information.

[image: ] Arguments

Token

On the command line each sequence of nonblank characters is called a token or word. An argument is a token that a command acts on (e.g., a filename, a string of characters, a number). For example, the argument to a vim or emacs command is the name of the file you want to edit.

The following command line uses cp to copy the file named temp to tempcopy:

$ cp temp tempcopy

Arguments are numbered starting with the command itself, which is argument zero. In this example, cp is argument zero, temp is argument one, and tempcopy is argument two. The cp utility requires at least two arguments on the command line. Argument one is the name of an existing file. In this case, argument two is the name of the file that cp is creating or overwriting. Here the arguments are not optional; both arguments must be present for the command to work. When you do not supply the right number or kind of arguments, cp displays a usage message. Try typing cp and then pressing RETURN.

[image: ] Options

An option is an argument that modifies the effects of a command. These arguments are called options because they are usually optional. You can frequently specify more than one option, modifying the command in several ways. Options are specific to and interpreted by the program that the command line calls, not the shell.

By convention, options are separate arguments that follow the name of the command and usually precede other arguments, such as filenames. Many utilities require options to be prefixed with a single hyphen. However, this requirement is specific to the utility and not the shell. GNU long (multicharacter) program options are frequently prefixed with two hyphens. For example, ––help generates a (sometimes extensive) usage message.

The first of the following commands shows the output of an ls command without any options. By default, ls lists the contents of the working directory in alphabetical order, vertically sorted in columns. Next the –r (reverse order; because this is a GNU utility, you can also specify ––reverse) option causes the ls utility to display the list of files in reverse alphabetical order, still sorted in columns. The –x option causes ls to display the list of files in horizontally sorted rows.
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$ ls
hold   mark  names   oldstuff  temp  zach
house  max   office  personal  test
$ ls -r
zach  temp      oldstuff  names  mark   hold
test  personal  office    max    house
$ ls -x
hold      house     mark  max   names  office
oldstuff  personal  temp  test  zach

Combining options

When you need to use several options, you can usually group multiple single-letter options into one argument that starts with a single hyphen; do not put SPACEs between the options. You cannot combine options that are preceded by two hyphens in this way. Specific rules for combining options depend on the program you are running. The next example shows both the –r and –x options with the ls utility. Together these options generate a list of filenames in horizontally sorted rows in reverse alphabetical order.
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$ ls -rx
zach   test  temp  personal  oldstuff  office
names  max   mark  house     hold

Most utilities allow you to list options in any order; thus ls –xr produces the same results as ls –rx. The command ls –x –r also generates the same list.


Tip: The ––help option
Many utilities display a (sometimes extensive) help message when you call them with an argument of ––help. All utilities developed by the GNU Project (page 3) accept this option. Following is the help message displayed by the bzip2 compression utility (page 245).
Click here to view code image
$ bzip2 --help
bzip2, a block-sorting file compressor.  Version 1.0.6, 6-Sept-2010.

usage: bunzip2 [flags and input files in any order]

-h --help           print this message
    -d --decompress     force decompression
    -z --compress       force compression
    -k --keep           keep (don't delete) input files
    -f --force          overwrite existing output files
...
    If invoked as 'bzip2', default action is to compress.
               as 'bunzip2',  default action is to decompress.
               as 'bzcat', default action is to decompress to stdout.
...



Option arguments

Some utilities have options that require arguments. These arguments are not optional. For example, the gcc utility (C compiler) has a –o (output) option that must be followed by the name you want to give the executable file that gcc generates. Typically an argument to an option is separated from its option letter by a SPACE:

$ gcc -o prog prog.c

Some utilities sometimes require an equal sign between an option and its argument. For example, you can specify the width of output from diff in two ways:

$ diff -W 60 filea fileb

or
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$ diff --width=60 filea fileb

Arguments that start with a hyphen

Another convention allows utilities to work with arguments, such as filenames, that start with a hyphen. If a file named –l is in the working directory, the following command is ambiguous:

$ ls -l

This command could be a request to display a long listing of all files in the working directory (–l option) or a request for a listing of the file named –l. The ls utility interprets it as the former. Avoid creating a file whose name begins with a hyphen. If you do create such a file, many utilities follow the convention that a –– argument (two consecutive hyphens) indicates the end of the options (and the beginning of the arguments). To disambiguate the preceding command, you can type

$ ls -- -l

Using two consecutive hyphens to indicate the end of the options is a convention, not a hard-and-fast rule, and a number of utilities do not follow it (e.g., find). Following this convention makes it easier for users to work with a program you write.


Tip: Displaying readable file sizes: the –h option
Most utilities that report on file sizes specify the size of a file in bytes. Bytes work well when you are dealing with smaller files, but the numbers can be difficult to read when you are working with file sizes that are measured in gigabytes or terabytes. Use the –h (or ––human-readable) option to display file sizes in kilobytes, megabytes, gigabytes, and terabytes. Experiment with the df –h (disk free) and ls –lh commands.



For utilities that do not follow this convention, there are other ways to specify a filename that begins with a hyphen. You can use a period to refer to the working directory and a slash to indicate the following filename refers to a file in the working directory:

$ ls ./-l

You can also specify the absolute pathname of the file:

$ ls /home/max/-l


Optional
Simple Commands
This section expands on the discussion of command-line syntax that starts on page 144.
A simple command comprises zero or more variable assignments followed by a command line. It is terminated by a control operator (e.g., &, ;, |, NEWLINE; page 341). A simple command has the following syntax:
[name=value ...] command-line
The shell assigns a value to each name and places it in the environment (page 1032) of the program that command-line calls so it is available to the called program and its children as a variable. The shell evaluates the name=value pairs from left to right, so if name appears more than once in this list, the rightmost value takes precedence. The command-line might include redirection operators such as > and < (page 153). The exit status (page 1029) of a simple command is its return value.
Placing a variable in the environment of a child
The following commands demonstrate how you can assign a value to a name (variable) and place that name in the environment of a child program; the variable is not available to the interactive shell you are running (the parent program). The script named echo_ee displays the value of the variable named ee. The first call to echo_ee shows ee is not set in the child shell running the script. When the call to echo_ee is preceded by assigning a value to ee, the script displays the value of ee in the child shell. The final command shows ee has not been set in the interactive shell.
Click here to view code image
$ cat echo_ee
echo "The value of the ee variable is: $ee"

$ ./echo_ee
The value of the ee variable is:
$ ee=88 ./echo_ee
The value of the ee variable is: 88
$ echo $ee

$



Processing the Command Line

As you enter a command line, the tty device driver (part of the Linux kernel) examines each character to see whether it must take immediate action. When you press CONTROL-H (to erase a character) or CONTROL-U (to kill a line), the device driver immediately adjusts the command line as required; the shell never sees the character(s) you erased or the line you killed. Often a similar adjustment occurs when you press CONTROL-W (to erase a word). When the character you entered does not require immediate action, the device driver stores the character in a buffer and waits for additional characters. When you press RETURN, the device driver passes the command line to the shell for processing.

Parsing the command line

When the shell processes a command line, it looks at the line as a whole and parses (breaks) it into its component parts (Figure 5-1). Next the shell looks for the name of the command. Usually the name of the command is the first item on the command line after the prompt (argument zero). The shell takes the first characters on the command line up to the first blank (TAB or SPACE) and then looks for a command with that name. The command name (the first token) can be specified on the command line either as a simple filename or as a pathname. For example, you can call the ls command in either of the following ways:

$ ls

or

$ /bin/ls

[image: ]

Figure 5-1 Processing the command line


Optional
The shell does not require the name of the program to appear first on the command line. Thus you can structure a command line as follows:
$ >bb <aa cat
This command runs cat with standard input coming from the file named aa and standard output going to the file named bb. When the shell recognizes the redirect symbols (page 153), it processes them and their arguments before finding the name of the program that the command line is calling. This is a properly structured—albeit rarely encountered and possibly confusing—command line.



[image: ] Absolute versus relative pathnames

From the command line, there are three ways you can specify the name of a file you want the shell to execute: as an absolute pathname (starts with a slash [/]; page 181), as a relative pathname (includes a slash but does not start with a slash; page 182), or as a simple filename (no slash). When you specify the name of a file for the shell to execute in either of the first two ways (the pathname includes a slash), the shell looks in the specified directory for a file with the specified name that you have permission to execute. When you specify a simple filename (no slash), the shell searches through a list of directories for a filename that matches the specified name and for which you have execute permission. The shell does not look through all directories but only the ones specified by the variable named PATH. Refer to page 359 for more information on PATH. Also refer to the discussion of the which and whereis utilities on page 255.

When it cannot find the file, bash displays the following message:
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$ abc
bash: abc: command not found...

Some systems are set up to suggest where you might be able to find the program you tried to run. One reason the shell might not be able to find the executable file is that it is not in a directory listed in the PATH variable. Under bash the following command temporarily adds the working directory (.) to PATH:

$ PATH=$PATH:.

For security reasons, it is poor practice to add the working directory to PATH permanently; see the following tip and the one on page 360.

When the shell finds the file but cannot execute it (i.e., because you do not have execute permission for the file), it displays a message similar to
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$ def
bash: ./def: Permission denied

See “ls –l: Displays Permissions” on page 191 for information on displaying access permissions for a file and “chmod: Changes Access Permissions” on page 193 for instructions on how to change file access permissions.


Tip: Try giving a command as ./command
You can always execute an executable file in the working directory by prepending ./ to the name of the file. Because ./filename is a relative pathname, the shell does not consult PATH when looking for filename. For example, if myprog is an executable file in the working directory, you can execute it using the following command (regardless of how PATH is set):
$ ./myprog



Executing a Command

[image: ] Process

If it finds an executable file with the name specified on the command line, the shell starts a new process. A process is the execution of a command by Linux (page 373). The shell makes each command-line argument, including options and the name of the command, available to the called program. While the command is executing, the shell waits for the process to finish. At this point the shell is in an inactive state named sleep. When the program finishes execution, it passes its exit status (page 1029) to the shell. The shell then returns to an active state (wakes up), issues a prompt, and waits for another command.

The shell does not process arguments

Because the shell does not process command-line arguments but merely passes them to the called program, the shell has no way of knowing whether a particular option or other argument is valid for a given program. Any error or usage messages about options or arguments come from the program itself. Some utilities ignore bad options.

Editing the Command Line

You can repeat and edit previous commands and edit the current command line. See pages 124 and 378 for more information.

Standard Input and Standard Output

Standard output is a place to which a program can send information (e.g., text). The program never “knows” where the information it sends to standard output is going (Figure 5-2). The information can go to a printer, an ordinary file, or the screen. The following sections show that by default the shell directs standard output from a command to the screen1 and describe how you can cause the shell to redirect this output to another file.

1. This book uses the term screen to refer to a screen, terminal emulator window, or workstation—in other words, to the device that the shell displays its prompt and messages on.
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Figure 5-2 The command does not know where standard input comes from or where standard output and standard error go

Standard input is a place a program gets information from; by default, the shell directs standard input from the keyboard. As with standard output the program never “knows” where the information comes from. The following sections explain how to redirect standard input to a command so it comes from an ordinary file instead of from the keyboard.

In addition to standard input and standard output, a running program has a place to send error messages: standard error. By default, the shell directs standard error to the screen. Refer to page 333 for more information on redirecting standard error.


Optional
By convention, a process expects that the program that called it (frequently the shell) has set up standard input, standard output, and standard error so the process can use them immediately. The called process does not have to know which files or devices are connected to standard input, standard output, or standard error.
However, a process can query the kernel to get information about the device that standard input, standard output, or standard error is connected to. For example, the ls utility displays output in multiple columns when the output goes to the screen, but generates a single column of output when the output is redirected to a file or another program. The ls utility uses the isatty() system call to determine whether output is going to the screen (a tty). In addition, ls can use another system call to determine the width of the screen it is sending output to; with this information it can modify its output to fit the screen. Compare the output of ls by itself and when you send it through a pipeline to less. See page 1020 for information on how you can determine whether standard input and standard output of shell scripts is going to/coming from the terminal.



The Screen as a File

[image: ] Device file

Chapter 6 discusses ordinary files, directory files, and hard and soft links. Linux has an additional type of file: a device file. A device file resides in the file structure, usually in the /dev directory, and represents a peripheral device, such as a terminal, printer, or disk drive.

The device name the who utility displays following a username is the filename of the terminal that user is working on. For example, when who displays the device name pts/4, the pathname of the terminal is /dev/pts/4. When you work with multiple windows, each window has its own device name. You can also use the tty utility to display the name of the device that you give the command from. Although you would not normally have occasion to do so, you can read from and write to this file as though it were a text file. Reading from the device file that represents the terminal you are using reads what you enter on the keyboard; writing to it displays what you write on the screen.

The Keyboard and Screen as Standard Input and Standard Output

After you log in, the shell directs standard output of commands you enter to the device file that represents the terminal (Figure 5-3). Directing output in this manner causes it to appear on the screen. The shell also directs standard input to come from the same file, so commands receive as input anything you type on the keyboard.

[image: ]

Figure 5-3 By default, standard input comes from the keyboard, and standard output goes to the screen

[image: ] cat

The cat utility provides a good example of the way the keyboard and screen function as standard input and standard output, respectively. When you run cat, it copies a file to standard output. Because the shell directs standard output to the screen, cat displays the file on the screen.

Up to this point cat has taken its input from the filename (argument) you specify on the command line. When you do not give cat an argument (i.e., when you give the command cat followed immediately by RETURN), cat takes its input from standard input. Thus, when called without an argument, cat copies standard input to standard output, one line at a time.

To see how cat works, type cat and press RETURN in response to the shell prompt. Nothing happens. Enter a line of text and press RETURN. The same line appears just under the one you entered. The cat utility is working. Because the shell associates cat’s standard input with the keyboard and cat’s standard output with the screen, when you type a line of text cat copies the text from standard input (the keyboard) to standard output (the screen). The next example shows this exchange.
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$ cat
This is a line of text.
This is a line of text.
Cat keeps copying lines of text
Cat keeps copying lines of text
until you press CONTROL-D at the beginning
until you press CONTROL-D at the beginning
of a line.
of a line.
CONTROL-D
$

CONTROL-D signals EOF

The cat utility keeps copying text until you enter CONTROL-D on a line by itself. Pressing CONTROL-D causes the tty device driver to send an EOF (end of file) signal to cat. This signal indicates to cat that it has reached the end of standard input and there is no more text for it to copy. The cat utility then finishes execution and returns control to the shell, which displays a prompt.

[image: ] Redirection

The term redirection encompasses the various ways you can cause the shell to alter where standard input of a command comes from and where standard output goes to. By default, the shell associates standard input and standard output of a command with the keyboard and the screen. You can cause the shell to redirect standard input or standard output of any command by associating the input or output with a command or file other than the device file representing the keyboard or the screen. This section demonstrates how to redirect input/output from/to text files and utilities.

[image: ] Redirecting Standard Output

The redirect output symbol (>) instructs the shell to redirect the output of a command to the specified file instead of to the screen (Figure 5-4). The syntax of a command line that redirects output is

command [arguments] > filename

where command is any executable program (e.g., an application program or a utility), arguments are optional arguments, and filename is the name of the ordinary file the shell redirects the output to.
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Figure 5-4 Redirecting standard output

Using cat to create a file

The next example uses cat to demonstrate output redirection. This example contrasts with the example on page 153, where standard input and standard output are associated with the keyboard and screen. The input in the following example comes from the keyboard. The redirect output symbol on the command line causes the shell to associate cat’s standard output with the sample.txt file specified following this symbol.
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$ cat > sample.txt
This text is being entered at the keyboard and
cat is copying it to a file.
Press CONTROL-D to indicate the
end of file.
CONTROL-D
$


Caution: Redirecting output can destroy a file I
Use caution when you redirect output to a file. If the file exists, the shell will overwrite it and destroy its contents. For more information see the tip “Redirecting output can destroy a file II” on page 156.



After giving the command and typing the text shown in the previous example, the sample.txt file contains the text you entered. You can use cat with an argument of sample.txt to display this file. The next section shows another way to use cat to display the file.

The previous example shows that redirecting standard output from cat is a handy way to create a file without using an editor. The drawback is that once you enter a line and press RETURN, you cannot edit the text until after you finish creating the file. While you are entering a line, the erase and kill keys work to delete text on that line. This procedure is useful for creating short, simple files.

The next example shows how to run cat and use the redirect output symbol to catenate (join one after the other—the derivation of the name of the cat utility) several files into one larger file. The first three commands display the contents of three files: stationery, tape, and pens. The next command shows cat with three filenames as arguments. When you call it with more than one filename, cat copies the files, one at a time, to standard output. This command redirects standard output to the file named supply_orders. The final cat command shows that supply_orders contains the contents of the three original files.
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$ cat stationery
2,000 sheets letterhead ordered:   October 7
$ cat tape
1 box masking tape ordered:        October 14
5 boxes filament tape ordered:     October 28
$ cat pens
12 doz. black pens ordered:        October 4


$ cat stationery tape pens > supply_orders


$ cat supply_orders
2,000 sheets letterhead ordered:   October 7
1 box masking tape ordered:        October 14
5 boxes filament tape ordered:     October 28
12 doz. black pens ordered:        October 4

[image: ] Redirecting Standard Input

Just as you can redirect standard output, so you can redirect standard input. The redirect input symbol (<) instructs the shell to redirect a command’s input to come from the specified file instead of from the keyboard (Figure 5-5). The syntax of a command line that redirects input is

command [arguments] < filename

[image: ]

Figure 5-5 Redirecting standard input

where command is any executable program (such as an application program or a utility), arguments are optional arguments, and filename is the name of the ordinary file the shell redirects the input from.

The next example shows cat with its input redirected from the supply_orders file created in the previous example and standard output going to the screen. This setup causes cat to display the supply_orders file on the screen. The system automatically supplies an EOF signal at the end of an ordinary file.
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$ cat < supply_orders
2,000 sheets letterhead ordered:   October 7
1 box masking tape ordered:        October 14
5 boxes filament tape ordered:     October 28
12 doz. black pens ordered:        October 4

Utilities that take input from a file or standard input

Giving a cat command with input redirected from a file yields the same result as giving a cat command with the filename as an argument. The cat utility is a member of a class of utilities that function in this manner. Other members of this class of utilities include lpr, sort, grep, and Perl. These utilities first examine the command line that called them. If the command line includes a filename as an argument, the utility takes its input from the specified file. If no filename argument is present, the utility takes its input from standard input. It is the utility or program—not the shell or operating system—that functions in this manner.


Caution: Redirecting output can destroy a file II
Depending on which shell you are using and how the environment is set up, a command such as the following can yield undesired results:
Click here to view code image
$ cat orange pear > orange
cat: orange: input file is output file
Although cat displays an error message, the shell destroys the contents of the existing orange file. The new orange file will have the same contents as pear because the first action the shell takes when it sees the redirection symbol (>) is to remove the contents of the original orange file. If you want to catenate two files into one, use cat to put the two files into a temporary file and then use mv to rename the temporary file:
$ cat orange pear > temp
$ mv temp orange
What happens in the next example can be even worse. The user giving the command wants to search through files a, b, and c for the word apple and redirect the output from grep (page 232) to the file a.output. Unfortunately the user enters the filename as a output, omitting the period and inserting a SPACE in its place:
Click here to view code image
$ grep apple a b c > a output
grep: output: No such file or directory
The shell obediently removes the contents of a and then calls grep. The error message could take a moment to appear, giving you a sense that the command is running correctly. Even after you see the error message, it might take a while to realize that you have destroyed the contents of a.



noclobber: Prevents Overwriting Files

The shell provides the noclobber feature, which prevents you from overwriting a file using redirection. Enable this feature by setting noclobber using the command set –o noclobber. The same command with +o unsets noclobber. With noclobber set, if you redirect output to an existing file, the shell displays an error message and does not execute the command. The following example creates a file using touch, sets noclobber, attempts to redirect the output from echo to the newly created file, unsets noclobber, and performs the same redirection:
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$ touch tmp
$ set -o noclobber
$ echo "hi there" > tmp
-bash: tmp: cannot overwrite existing file
$ set +o noclobber
$ echo "hi there" > tmp

You can override noclobber by putting a pipeline symbol after the redirect symbol (>|). In the following example, the user creates a file by redirecting the output of date. Next the user sets the noclobber variable and redirects output to the same file again. The shell displays an error message. Then the user places a pipeline symbol after the redirect symbol, and the shell allows the user to overwrite the file.
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$ date > tmp2
$ set -o noclobber
$ date > tmp2
-bash: tmp2: cannot overwrite existing file
$ date >| tmp2

Appending Standard Output to a File


Caution: Do not trust noclobber
Appending output is simpler than the two-step procedure described in the preceding caution box but you must be careful to include both greater than signs. If you accidentally use only one greater than sign and the noclobber feature is not set, the shell will overwrite the orange file. Even if you have the noclobber feature turned on, it is a good idea to keep backup copies of the files you are manipulating in case you make a mistake.
Although it protects you from overwriting a file using redirection, noclobber does not stop you from overwriting a file using cp or mv. These utilities include the –i (interactive) option that helps protect you from this type of mistake by verifying your intentions when you try to overwrite a file. For more information see the tip “cp can destroy a file” on page 224.



The append output symbol (>>) causes the shell to add new information to the end of a file, leaving existing information intact. This symbol provides a convenient way of catenating two files into one. The following commands demonstrate the action of the append output symbol. The second command accomplishes the catenation described in the preceding caution box:

$ cat orange
this is orange
$ cat pear >> orange
$ cat orange
this is orange
this is pear

The first command displays the contents of the orange file. The second command appends the contents of the pear file to the orange file. The final command displays the result.

The next example shows how to create a file that contains the date and time (the output from date), followed by a list of who is logged in (the output from who). The first command in the example redirects the output from date to the file named whoson. Then cat displays the file. The next command appends the output from who to the whoson file. Finally cat displays the file containing the output of both utilities.
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$ date > whoson
$ cat whoson
Wed Mar 27 14:31:18 PST 2013
$ who >> whoson
$ cat whoson
Wed Mar 27 14:31:18 PST 2013
sam        tty1         2013-03-27 05:00(:0)
max        pts/4        2013-03-27 12:23(:0.0)
max        pts/5        2013-03-27 12:33(:0.0)
zach       pts/7        2013-03-26 08:45 (172.16.192.1)

/dev/null: Making Data Disappear

The /dev/null device is a data sink, commonly referred to as a bit bucket. You can redirect output you do not want to keep or see to /dev/null, and the output will disappear without a trace:

$ echo "hi there" > /dev/null
$

Reading from /dev/null yields a null string. The following command truncates the file named messages to zero length while preserving the ownership and permissions of the file:
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$ ls -lh messages
-rw-rw-r--. 1 sam pubs 125K 03-16 14:30 messages
$ cat /dev/null > messages
$ ls -lh messages
-rw-rw-r--. 1 sam pubs 0 03-16 14:32 messages

See also page 503.

[image: ] Pipelines

A pipeline consists of one or more commands separated by a pipeline symbol (|). The shell connects standard output (and optionally standard error) of the command preceding the pipeline symbol to standard input of the command following the pipeline symbol. A pipeline has the same effect as redirecting standard output of one command to a file and then using that file as standard input to another command. A pipeline does away with separate commands and the intermediate file. The syntax of a pipeline is

command_a [arguments] | command_b [arguments]

The preceding command line uses a pipeline to effect the same result as the following three commands:

command_a [arguments] > temp
command_b [arguments] < temp
rm temp

In the preceding sequence of commands, the first line redirects standard output from command_a to an intermediate file named temp. The second line redirects standard input for command_b to come from temp. The final line deletes temp. The pipeline syntax is not only easier to type but also is more efficient because it does not create a temporary file.


Optional
More precisely, a bash pipeline comprises one or more simple commands (page 147) separated by a | or |& control operator. A pipeline has the following syntax:
[time] [!] command1 [| | |& command2 ... ]
where time is an optional utility that summarizes the system resources used by the pipeline, ! logically negates the exit status returned by the pipeline, and the commands are simple commands (page 147) separated by | or |&. The | control operator sends standard output of command1 to standard input of command2. The |& control operator is short for 2>&1 | (see “Sending errors through a pipeline” on page 335) and sends standard output and standard error of command1 to standard input of command2. The exit status of a pipeline is the exit status of the last simple command unless pipefail (page 403) is set, in which case the exit status is the rightmost simple command that failed (returned a nonzero exit status) or zero if all simple commands completed successfully.



Examples of Pipelines

[image: ] tr

You can include in a pipeline any utility that accepts input either from a file specified on the command line or from standard input. You can also include utilities that accept input only from standard input. For example, the tr (translate) utility takes its input from standard input only. In its simplest usage tr has the following syntax:

tr string1 string2

The tr utility accepts input from standard input and looks for characters that match one of the characters in string1. Upon finding a match, it translates the matched character in string1 to the corresponding character in string2. That is, the first character in string1 translates into the first character in string2, and so forth. The tr utility sends its output to standard output. In both of the following tr commands, tr displays the contents of the abstract file with the letters a, b, and c translated into A, B, and C, respectively:

$ cat abstract
I took a cab today!


$ cat abstract | tr abc ABC
I took A CAB todAy!
$ tr abc ABC < abstract
I took A CAB todAy!

The tr utility does not change the contents of the original file; it cannot change the original file because it does not “know” the source of its input.

lpr

The lpr (line printer) utility accepts input from either a file or standard input. When you type the name of a file following lpr on the command line, it places that file in the print queue. When you do not specify a filename on the command line, lpr takes input from standard input. This feature enables you to use a pipeline to redirect input to lpr. The first set of the following commands shows how you can use ls and lpr with an intermediate file (temp) to send a list of the files in the working directory to the printer. If the temp file exists, the first command overwrites its contents. The second set of commands uses a pipeline to send the same list (with the exception of temp) to the printer.

$ ls > temp
$ lpr temp
$ rm temp


or


$ ls | lpr

sort

The commands in next example redirect the output from the who utility to temp and then display this file in sorted order. The sort utility (page 239) takes its input from the file specified on the command line or, when a file is not specified, from standard input; it sends its output to standard output. The sort command line takes its input from standard input, which is redirected (<) to come from temp. The output sort sends to the screen lists the users in sorted (alphabetical) order. Because sort can take its input from standard input or from a file named on the command line, omitting the < symbol from the command line yields the same result.
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$ who > temp
$ sort < temp
max        pts/4        2013-03-24 12:23
max        pts/5        2013-03-24 12:33
sam        tty1         2013-03-24 05:00
zach       pts/7        2013-03-23 08:45
$ rm temp

The next example achieves the same result without creating the temp file. Using a pipeline, the shell redirects the output from who to the input of sort. The sort utility takes input from standard input because no filename follows it on the command line.
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$ who | sort
max        pts/4        2013-03-24 12:23
max        pts/5        2013-03-24 12:33
sam        tty1         2013-03-24 05:00
zach       pts/7        2013-03-23 08:45

grep

When many people are using the system and you want information about only one of them, you can send the output from who to grep (page 232) using a pipeline. The grep utility displays the line containing the string you specify—sam in the following example:
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$ who | grep sam
sam       tty1         2013-03-24 05:00

less and more

Another way of handling output that is too long to fit on the screen, such as a list of files in a crowded directory, is to use a pipeline to send the output through less or more (both on page 220).

$ ls | less

The less utility displays text one screen at a time. To view another screen of text, press the SPACE bar. To view one more line, press RETURN. Press h for help and q to quit.


Optional
The pipeline symbol (|) implies continuation. Thus the following command line
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$ who | grep 'sam'
sam       tty1         2013-03-24 05:00
is the same as these command lines
Click here to view code image
$ who |
> grep 'sam'
sam       tty1         2013-03-24 05:00
When the shell parses a line that ends with a pipeline symbol, it requires more input before it can execute the command line. In an interactive environment, it issues a secondary prompt (>; page 362) as shown above. Within a shell script, it processes the next line as a continuation of the line that ends with the pipeline symbol. See page 1063 for information about control operators and implicit command-line continuation.



[image: ] Filters

A filter is a command that processes an input stream of data to produce an output stream of data. A command line that includes a filter uses a pipeline symbol to connect standard output of one command to standard input of the filter. Another pipeline symbol connects standard output of the filter to standard input of another command. Not all utilities can be used as filters.

In the following example, sort is a filter, taking standard input from standard output of who and using a pipeline symbol to redirect standard output to standard input of lpr. This command line sends the sorted output of who to the printer:

$ who | sort | lpr

The preceding example demonstrates the power of the shell combined with the versatility of Linux utilities. The three utilities who, sort, and lpr were not designed to work with one another, but they all use standard input and standard output in the conventional way. By using the shell to handle input and output, you can piece standard utilities together on the command line to achieve the results you want.

[image: ] tee

The tee utility copies its standard input both to a file and to standard output. This utility is aptly named: It takes a single stream of input and sends the output in two directions. The next example sends the output of who via a pipeline to standard input of tee. The tee utility saves a copy of standard input in a file named who.out and also sends a copy to standard output. Standard output of tee goes via a pipeline to standard input of grep, which displays only those lines containing the string sam. Use tee with the –a (append) option to cause it to append to a file instead of overwriting it.
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$ who | tee who.out | grep sam
sam        tty1         2013-03-24 05:00
$ cat who.out
sam        tty1         2013-03-24 05:00
max        pts/4        2013-03-24 12:23
max        pts/5        2013-03-24 12:33
zach       pts/7        2013 -03-23 08:45


Optional
[image: ] Lists
A list is one or more pipelines (including simple commands), each separated from the next by one of the following control operators: ;, &, &&, or ||. The && and || control operators have equal precedence; they are followed by ; and &, which have equal precedence. The ; control operator is covered on page 341 and & on page 342. See page 1063 for information about control operators and implicit command-line continuation.
An AND list has the following syntax:
pipeline1 && pipeline2
where pipeline2 is executed if and only if pipeline1 returns a true (zero) exit status. In the following example, the first command in the list fails (and displays an error message) so the shell does not execute the second command (cd /newdir; because it is not executed, it does not display an error message):
Click here to view code image
$ mkdir /newdir && cd /newdir
mkdir: cannot create directory '/newdir': Permission denied
The exit status of AND and OR lists is the exit status of the last command in the list that is executed. The exit status of the preceding list is false because mkdir was the last command executed and it failed.
An OR list has the following syntax:
pipeline1 || pipeline2
where pipeline2 is executed if and only if pipeline1 returns a false (nonzero) exit status. In the next example, the first command (ping tests the connection to a remote machine and sends standard output and standard error to /dev/null) in the list fails so the shell executes the second command (it displays a message). If the first command had completed successfully, the shell would not have executed the second command (and would not have displayed the message). The list returns an exit status of true.
Click here to view code image
$ ping -c1 station &>/dev/null || echo "station is down"
station is down
For more information refer to “&& and || Boolean Control Operators” on page 343.



[image: ] Running a Command in the Background

[image: ] Foreground

All commands up to this point have been run in the foreground. When you run a command in the foreground, the shell waits for it to finish before displaying another prompt and allowing you to continue. When you run a command in the background, you do not have to wait for the command to finish before running another command.

Jobs

A job is another name for a process running a pipeline (which can be a simple command). You can have only one foreground job in a window or on a screen, but you can have many background jobs. By running more than one job at a time, you are using one of Linux’s features: multitasking. Running a command in the background can be useful when the command will run for a long time and does not need supervision. It leaves the screen free so you can use it for other work. Alternately, when you are using a GUI, you can open another window to run another job.

Job number, PID number

To run a command in the background, type an ampersand (&; a control operator) just before the RETURN that ends the command line. The shell assigns a small number to the job and displays this job number between brackets. Following the job number, the shell displays the process identification (PID) number—a larger number assigned by the operating system. Each of these numbers identifies the command running in the background. The shell then displays another prompt, and you can enter another command. When the background job finishes, the shell displays a message giving both the job number and the command line used to run the command.

The following example runs in the background; it is a pipeline that sends the output of ls to lpr, which sends it to the printer.

$ ls -l | lpr &
[1] 22092
$

The [1] following the command line indicates that the shell has assigned job number 1 to this job. The 22092 is the PID number of the first command in the job. When this background job completes execution, you see the message
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[1]+ Done          ls -l | lpr

(In place of ls –l, the shell might display something similar to ls ––color=auto –l. This difference is due to the fact that ls is aliased [page 392] to ls ––color=auto.)

[image: ] Moving a Job from the Foreground to the Background

CONTROL-Z and bg

You can suspend a foreground job (stop it from running) by pressing the suspend key, usually CONTROL-Z. The shell then stops the process and disconnects standard input from the keyboard. It does, however, still send standard output and standard error to the screen. You can put a suspended job in the background and restart it by using the bg command followed by the job number. You do not need to specify the job number when there is only one suspended job.

Redirect the output of a job you run in the background to keep it from interfering with whatever you are working on in the foreground (on the screen). Refer to “Control Operators: Separate and Group Commands” on page 341 for more detail about background tasks.

fg

Only the foreground job can take input from the keyboard. To connect the keyboard to a program running in the background, you must bring the program to the foreground. To do so, type fg without any arguments when only one job is in the background. When more than one job is in the background, type fg, or a percent sign (%), followed by the number of the job you want to bring to the foreground. The shell displays the command you used to start the job (promptme in the following example), and you can enter input the program requires to continue.

$ fg 1
promptme

[image: ] kill: Aborting a Background Job

The interrupt key (usually CONTROL-C) cannot abort a background process because the keyboard is not attached to the job; you must use kill (page 465) for this purpose. Follow kill on the command line with either the PID number of the process you want to abort or a percent sign (%) followed by the job number.

Determining the PID of a process using ps

If you forget a PID number, you can use the ps (process status) utility (page 374) to display it. The following example runs a find command in the background, uses ps to display the PID number of the process, and aborts the job using kill:
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$ find / -name memo55 > mem.out &
[1] 18228
$ ps | grep find
18228 pts/10   00:00:01 find
$ kill 18228
[1]+  Terminated              find / -name memo55 > mem.out
$

[image: ] Determining the number of a job using jobs

If you forget a job number, you can use the jobs command to display a list of jobs that includes job numbers. The next example is similar to the previous one except it uses the job number instead of the PID number to identify the job to be killed. Sometimes the message saying the job is terminated does not appear until you press RETURN after the RETURN that executes the kill command.
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$ find / -name memo55 > mem.out &
[1] 18236


$ bigjob &
[2] 18237


$ jobs
[1]-  Running                 find / -name memo55 > mem.out &
[2]+  Running                 bigjob &
$ kill %1
$ RETURN
[1]-  Terminated              find / -name memo55 > mem.out
$

[image: ] Filename Generation/Pathname Expansion

Wildcards, globbing

When you specify an abbreviated filename that contains special characters, also called metacharacters, the shell can generate filenames that match the names of existing files. These special characters are also referred to as wildcards because they act much as the jokers do in a deck of cards. When one of these characters appears in an argument on the command line, the shell expands that argument in sorted order into a list of filenames and passes the list to the program called by the command line. Filenames that contain these special characters are called ambiguous file references because they do not refer to one specific file. The process the shell performs on these filenames is called pathname expansion or globbing.

Ambiguous file references can quickly refer to a group of files with similar names, saving the effort of typing the names individually. They can also help find a file whose name you do not remember in its entirety. If no filename matches the ambiguous file reference, the shell generally passes the unexpanded reference—special characters and all—to the command. See “Brace Expansion” on page 405 for a technique that generates strings that do not necessarily match filenames.

The ? Special Character

The question mark (?) is a special character that causes the shell to generate filenames. It matches any single character in the name of an existing file. The following command uses this special character in an argument to the lpr utility:

$ lpr memo?

The shell expands the memo? argument and generates a list of files in the working directory that have names composed of memo followed by any single character. The shell then passes this list to lpr. The lpr utility never “knows” the shell generated the filenames it was called with. If no filename matches the ambiguous file reference, the shell passes the string itself (memo?) to lpr or, if it is set up to do so, passes a null string (see nullglob on page 402).

The following example uses ls first to display the names of all files in the working directory and then to display the filenames that memo? matches:
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$ ls
mem   memo12  memo9  memomax   newmemo5
memo  memo5   memoa  memos


$ ls memo?
memo5  memo9  memoa  memos

The memo? ambiguous file reference does not match mem, memo, memo12, memomax, or newmemo5. You can also use a question mark in the middle of an ambiguous file reference:
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$ ls
7may4report  may4report     mayqreport  may_report
may14report  may4report.79  mayreport   may.report


$ ls may?report
may4report  mayqreport  may_report  may.report

echo

You can use echo and ls to practice generating filenames. The echo builtin displays the arguments the shell passes to it:
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$ echo may?report
may4report mayqreport may_report may.report

The shell first expands the ambiguous file reference into a list of files in the working directory that match the string may?report. It then passes this list to echo, as though you had entered the list of filenames as arguments to echo. The echo utility displays the list of filenames.

A question mark does not match a leading period (one that indicates a hidden filename; page 180). When you want to match filenames that begin with a period, you must explicitly include the period in the ambiguous file reference.

The * Special Character

The asterisk (*) performs a function similar to that of the question mark but matches any number of characters, including zero characters, in a filename. The following example first shows all files in the working directory and then shows commands that display all the filenames that begin with the string memo, end with the string mo, and contain the string alx:
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$ ls
amemo  memalx  memo.0612  memoalx.0620  memorandum  sallymemo
mem    memo    memoa      memoalx.keep  memosally   user.memo


$ echo memo*
memo memo.0612 memoa memoalx.0620 memoalx.keep memorandum memosally


$ echo *mo
amemo memo sallymemo user.memo


$ echo *alx*
memalx memoalx.0620 memoalx.keep

The ambiguous file reference memo* does not match amemo, mem, sallymemo, or user.memo. Like the question mark, an asterisk does not match a leading period in a filename.

The –a option causes ls to display hidden filenames (page 180). The command echo * does not display . (the working directory), .. (the parent of the working directory), .aaa, or .profile. In contrast, the command echo .* displays only those four names:
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$ ls
aaa  memo.0612  memo.sally  report  sally.0612  saturday  thurs


$ ls -a
.   aaa   memo.0612   .profile  sally.0612  thurs
..  .aaa  memo.sally  report    saturday


$ echo *
aaa memo.0612 memo.sally report sally.0612 saturday thurs


$ echo .*
. .. .aaa .profile

In the following example, .p* does not match memo.0612, private, reminder, or report. The ls .* command causes ls to list .private and .profile in addition to the contents of the . directory (the working directory) and the .. directory (the parent of the working directory). When called with the same argument, echo displays the names of files (including directories) in the working directory that begin with a dot (.) but not the contents of directories.
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$ ls -a
.  ..  memo.0612  private  .private  .profile  reminder  report


$ echo .p*
.private .profile


$ ls .*
.private .profile
.:
memo.0612  private    reminder   report
..:
...


$ echo .*
. .. .private .profile

You can plan to take advantage of ambiguous file references when you establish conventions for naming files. For example, when you end the names of all text files with .txt, you can reference that group of files with *.txt. The next command uses this convention to send all text files in the working directory to the printer. The ampersand causes lpr to run in the background.

$ lpr *.txt &


Tip: The shell expands ambiguous file references
The shell does the expansion when it processes an ambiguous file reference, not the program that the shell runs. In the examples in this section, the utilities (ls, cat, echo, lpr) never see the ambiguous file references. The shell expands the ambiguous file references and passes a list of ordinary filenames to the utility. In the previous examples, echo demonstrates this fact because it simply displays its arguments; it never displays the ambiguous file reference.



The [ ] Special Characters

A pair of brackets surrounding one or more characters causes the shell to match filenames containing the individual characters within the brackets. Whereas memo? matches memo followed by any character, memo[17a] is more restrictive: It matches only memo1, memo7, and memoa. The brackets define a character class that includes all the characters within the brackets. (GNU calls this a character list; a GNU character class is something different.) The shell expands an argument that includes a character-class definition by substituting each member of the character class, one at a time, in place of the brackets and their contents. The shell then passes the list of matching filenames to the program it is calling.

Each character-class definition can replace only a single character within a filename. The brackets and their contents are like a question mark that substitutes only the members of the character class.

The first of the following commands lists the names of all files in the working directory that begin with a, e, i, o, or u. The second command displays the contents of the files named page2.txt, page4.txt, page6.txt, and page8.txt.

$ echo [aeiou]*
...


$ less page[2468].txt
...

A hyphen within brackets defines a range of characters within a character-class definition. For example, [6–9] represents [6789], [a–z] represents all lowercase letters in English, and [a–zA–Z] represents all letters, both uppercase and lowercase, in English.

The following command lines show three ways to print the files named part0, part1, part2, part3, and part5. Each of these command lines causes the shell to call lpr with five filenames:
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$ lpr part0 part1 part2 part3 part5


$ lpr part[01235]


$ lpr part[0-35]

The first command line explicitly specifies the five filenames. The second and third command lines use ambiguous file references, incorporating character-class definitions. The shell expands the argument on the second command line to include all files that have names beginning with part and ending with any of the characters in the character class. The character class is explicitly defined as 0, 1, 2, 3, and 5. The third command line also uses a character-class definition but defines the character class to be all characters in the range 0–3 plus 5.

The following command line prints 39 files, part0 through part38:

Click here to view code image

$ lpr part[0-9] part[12][0-9] part3[0-8]

The first of the following commands lists the files in the working directory whose names start with a through m. The second lists files whose names end with x, y, or z.

$ echo [a-m]*
...


$ echo *[x-z]
...


Optional
When an exclamation point (!) or a caret (^) immediately follows the opening bracket ([) that starts a character-class definition, the character class matches any character not between the brackets. Thus [^tsq]* matches any filename that does not begin with t, s, or q.
The following examples show that *[^ab] matches filenames that do not end with the letter a or b and that [^b-d]* matches filenames that do not begin with b, c, or d.
Click here to view code image
$ ls
aa  ab  ac  ad  ba  bb  bc  bd  cc  dd

$ ls *[^ab]
ac  ad  bc  bd  cc  dd

$ ls [^b-d]*
aa  ab  ac  ad
You can cause a character class to match a hyphen (–) or a closing bracket (]) by placing it immediately before the final (closing) bracket.



The next example demonstrates that the ls utility cannot interpret ambiguous file references. First ls is called with an argument of ?old. The shell expands ?old into a matching filename, hold, and passes that name to ls. The second command is the same as the first, except the ? is quoted (by preceding it with a backslash [\]; refer to “Special Characters” on page 142). Because the ? is quoted, the shell does not recognize it as a special character and passes it to ls. The ls utility generates an error message saying that it cannot find a file named ?old (because there is no file named ?old).

Click here to view code image

$ ls ?old
hold


$ ls \?old
ls: ?old: No such file or directory

Like most utilities and programs, ls cannot interpret ambiguous file references; that work is left to the shell.

Builtins

A builtin is a utility (also called a command) that is built into a shell. Each of the shells has its own set of builtins. When it runs a builtin, the shell does not fork a new process. Consequently builtins run more quickly and can affect the environment of the current shell. Because builtins are used in the same way as utilities, you will not typically be aware of whether a utility is built into the shell or is a stand-alone utility.

For example, echo is a shell builtin. It is also a stand-alone utility. The shell always executes a shell builtin before trying to find a command or utility with the same name. See page 1040 for an in-depth discussion of builtin commands and page 1055 for a list of bash builtins.

Listing bash builtins

To display a list of bash builtins, give the command info bash shell builtin. To display a page with information on each builtin, move the cursor to the Bash Builtins line and press RETURN. Alternately, you can view the builtins man page.

Getting help with bash builtins

You can use the bash help command to display information about bash builtins. See page 134 for more information.

Chapter Summary

The shell is the Linux command interpreter. It scans the command line for proper syntax, picking out the command name and arguments. The name of the command is argument zero. The first argument is argument one, the second is argument two, and so on. Many programs use options to modify the effects of a command. Most Linux utilities identify an option by its leading one or two hyphens.

When you give it a command, the shell tries to find an executable program with the same name as the command. When it does, the shell executes the program. When it does not, the shell tells you it cannot find or execute the program. If the command is a simple filename, the shell searches the directories listed in the PATH variable to locate the command.

When it executes a command, the shell assigns one file or device to the command’s standard input and another file to its standard output. By default, the shell causes a command’s standard input to come from the keyboard and its standard output to go to the screen. You can instruct the shell to redirect a command’s standard input from or standard output to any file or device. You can also connect standard output of one command to standard input of another command to form a pipeline. A filter is a command that reads its standard input from standard output of one command and writes its standard output to standard input of another command.

When a command runs in the foreground, the shell waits for the command to finish before it displays a prompt and allows you to continue. When you put an ampersand (&) at the end of a command line, the shell executes the command in the background and displays another prompt immediately. Run slow commands in the background when you want to enter other commands at the shell prompt. The jobs builtin displays a list of suspended jobs and jobs running in the background and includes the job number of each.

The shell interprets special characters on a command line to generate filenames. A reference that uses special characters (wildcards) to abbreviate a list of one or more filenames is called an ambiguous file reference. A question mark represents any single character, and an asterisk represents zero or more characters. A single character might also be represented by a character class: a list of characters within brackets.

A builtin is a utility that is built into a shell. Each shell has its own set of builtins. When it runs a builtin, the shell does not fork a new process. Consequently builtins run more quickly and can affect the environment of the current shell.

Utilities and Builtins Introduced in This Chapter

Table 5-1 lists the utilities introduced in this chapter.
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Table 5-1 New utilities

Exercises

1. What does the shell ordinarily do while a command is executing? What should you do if you do not want to wait for a command to finish before running another command?

2. Using sort as a filter, rewrite the following sequence of commands:

$ sort list > temp
$ lpr temp
$ rm temp

3. What is a PID number? Why are these numbers useful when you run processes in the background? Which utility displays the PID numbers of the commands you are running?

4. Assume the following files are in the working directory:

Click here to view code image

$ ls
intro      notesb     ref2       section1   section3   section4b
notesa     ref1       ref3       section2   section4a  sentrev

Give commands for each of the following, using wildcards to express filenames with as few characters as possible.

a. List all files that begin with section.

b. List the section1, section2, and section3 files only.

c. List the intro file only.

d. List the section1, section3, ref1, and ref3 files.

5. Refer to the info or man pages to determine which command will

a. Display the number of lines in its standard input that contain the word a or A.

b. Display only the names of the files in the working directory that contain the pattern $(.

c. List the files in the working directory in reverse alphabetical order.

d. Send a list of files in the working directory to the printer, sorted by size.

6. Give a command to

a. Redirect standard output from a sort command to a file named phone_list. Assume the input file is named numbers.

b. Translate all occurrences of the characters [ and { to the character (, and all occurrences of the characters ] and } to the character ), in the file permdemos.c. (Hint: Refer to the tr man page.)

c. Create a file named book that contains the contents of two other files: part1 and part2.

7. The lpr and sort utilities accept input either from a file named on the command line or from standard input.

a. Name two other utilities that function in a similar manner.

b. Name a utility that accepts its input only from standard input.

8. Give an example of a command that uses grep

a. With both input and output redirected.

b. With only input redirected.

c. With only output redirected.

d. Within a pipeline.

In which of the preceding cases is grep used as a filter?

9. Explain the following error message. Which filenames would a subsequent ls command display?

Click here to view code image

$ ls
abc  abd  abe  abf  abg  abh
$ rm abc ab*
rm: cannot remove 'abc': No such file or directory

Advanced Exercises

10. When you use the redirect output symbol (>) on a command line, the shell creates the output file immediately, before the command is executed. Demonstrate that this is true.

11. In experimenting with variables, Max accidentally deletes his PATH variable. He decides he does not need the PATH variable. Discuss some of the problems he could soon encounter and explain the reasons for these problems. How could he easily return PATH to its original value?

12. Assume permissions on a file allow you to write to the file but not to delete it.

a. Give a command to empty the file without invoking an editor.

b. Explain how you might have permission to modify a file that you cannot delete.

13. If you accidentally create a filename that contains a nonprinting character, such as a CONTROL character, how can you remove the file?

14. Why does the noclobber variable not protect you from overwriting an existing file with cp or mv?

15. Why do command names and filenames usually not have embedded SPACEs? How would you create a filename containing a SPACE? How would you remove it? (This is a thought exercise, not recommended practice. If you want to experiment, create a file and work in a directory that contains only your experimental file.)

16. Create a file named answer and give the following command:

Click here to view code image

$ > answers.0102 < answer cat

Explain what the command does and why. What is a more conventional way of expressing this command?


6. The Linux Filesystem
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Objectives

After reading this chapter you should be able to:

[image: ] Define hierarchical filesystem, ordinary files, directory files, home directory, working directory, and parent directory

[image: ] List best practices for filenames

[image: ] Determine the name of the working directory

[image: ] Explain the difference between absolute and relative pathnames

[image: ] Create and remove directories

[image: ] List files in a directory, remove files from a directory, and copy and move files between directories

[image: ] List and describe the uses of standard Linux directories and files

[image: ] View and interpret file and directory ownership and permissions

[image: ] Modify file and directory permissions

[image: ] Expand access control using ACLs

[image: ] Describe the uses, differences, and methods of creating hard links and symbolic links

A filesystem is a set of data structures (page 1245) that usually resides on part of a disk and that holds directories of files. Filesystems store user and system data that are the basis of users’ work on the system and the system’s existence. This chapter discusses the organization and terminology of the Linux filesystem, defines ordinary and directory files, and explains the rules for naming them. It also shows how to create and delete directories, move through the filesystem, and use absolute and relative pathnames to access files in various directories. It includes a discussion of important files and directories as well as file access permissions and ACLs (Access Control Lists), which allow you to share selected files with specified users. It concludes with a discussion of hard and symbolic links, which can make a single file appear in more than one directory.

In addition to reading this chapter, you can refer to the df info page and to the fsck, mkfs, and tune2fs man pages for more information on filesystems. For information on additional important Linux files, see “Important Files and Directories” on page 502.

The Hierarchical Filesystem

Family tree

A hierarchical (page 1253) structure frequently takes the shape of a pyramid. One example of this type of structure is found by tracing a family’s lineage: A couple has a child, who might in turn have several children, each of whom might have more children. This hierarchical structure is called a family tree (Figure 6-1).
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Figure 6-1 A family tree

Directory tree

Like the family tree it resembles, the Linux filesystem is called a tree. It consists of a set of connected files. This structure allows you to organize files so you can easily find any particular one. On a standard Linux system, each user starts with one directory, to which the user can add subdirectories to any desired level. By creating multiple levels of subdirectories, a user can expand the structure as needed.

Subdirectories

Typically each subdirectory is dedicated to a single subject, such as a person, project, or event. The subject dictates whether a subdirectory should be subdivided further. For example, Figure 6-2 shows a secretary’s subdirectory named correspond. This directory contains three subdirectories: business, memos, and personal. The business directory contains files that store each letter the secretary types. If you expect many letters to go to one client, as is the case with milk_co, you can dedicate a subdirectory to that client.
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Figure 6-2 A secretary’s directories

One major strength of the Linux filesystem is its ability to adapt to users’ needs. You can take advantage of this strength by strategically organizing your files so they are most convenient and useful for you.

[image: ] Ordinary Files and Directory Files

Like a family tree, the tree representing the filesystem is usually pictured upside down with its root at the top. Figures 6-2 and 6-3 (next page) show that the tree “grows” downward from the root with paths connecting the root to each of the other files. At the end of each path is either an ordinary file or a directory file. Special files, which can also appear at the ends of paths, are described on page 515. Ordinary files, or simply files, appear at the ends of paths that cannot support other paths. Directory files, also referred to as directories or folders, are the points that other paths can branch off from. (Figures 6-2 and 6-3 show some empty directories.) When you refer to the tree, up is toward the root and down is away from the root. Directories directly connected by a path are called parents (closer to the root) and children (farther from the root). A pathname is a series of names that trace a path along branches from one file to another. See page 181 for more information about pathnames.
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Figure 6-3 Directories and ordinary files

Filenames

Every file has a filename. The maximum length of a filename varies with the type of filesystem; Linux supports several types of filesystems. Although most of today’s filesystems allow files with names up to 255 characters long, some filesystems restrict filenames to fewer characters. Although you can use almost any character in a filename, you will avoid confusion if you choose characters from the following list:

• Uppercase letters (A–Z)

• Lowercase letters (a–z)

• Numbers (0–9)

• Underscore (_)

• Period (.)

• Comma (,)

Like the children of one parent, no two files in the same directory can have the same name. (Parents give their children different names because it makes good sense, but Linux requires it.) Files in different directories, like the children of different parents, can have the same name.

The filenames you choose should mean something. Too often a directory is filled with important files with such unhelpful names as hold1, wombat, and junk, not to mention foo and foobar. Such names are poor choices because they do not help you recall what you stored in a file. The following filenames conform to the suggested syntax and convey information about the contents of the file:

• correspond

• january

• davis

• reports

• 2001

• acct_payable

Filename length

When you share your files with users on other systems, you might need to make long filenames differ within the first few characters. Systems running DOS or older versions of Windows have an 8-character filename body length limit and a 3-character filename extension length limit. Some UNIX systems have a 14-character limit, and older Macintosh systems have a 31-character limit. If you keep filenames short, they are easy to type; later you can add extensions to them without exceeding the shorter limits imposed by some filesystems. The disadvantage of short filenames is that they are typically less descriptive than long filenames. See “stat: Displays Information About a File or Filesystem” on page 468 for a way to determine the maximum length of a filename on the local system.

Long filenames enable you to assign descriptive names to files. To help you select among files without typing entire filenames, shells support filename completion. For more information about this feature, see the “Filename completion” tip on page 224.

[image: ] Case sensitivity

You can use uppercase and/or lowercase letters within filenames. Linux is case sensitive, so files named JANUARY, January, and january represent three distinct files.


Caution: Do not use SPACEs within filenames
Although Linux allows you to use SPACEs within filenames, it is a poor idea. Because a SPACE is a special character, you must quote it on a command line. Quoting a character on a command line can be difficult for a novice user and cumbersome for an experienced user. Use periods or underscores instead of SPACEs: joe.05.04.26, new_stuff.
If you are working with a filename that includes a SPACE, such as a file from another operating system, you must quote the SPACE on the command line by preceding it with a backslash or by placing quotation marks on either side of the filename. The two following commands send the file named my file to the printer.
$ lpr my\ file
$ lpr "my file"



Filename Extensions

A filename extension is the part of the filename that follows an embedded period. In the filenames listed in Table 6-1 on the next page, filename extensions help describe the contents of the file. Some programs, such as the C programming language compiler, default to specific filename extensions; in most cases, however, filename extensions are optional. Use extensions freely to make filenames easy to understand. If you like, you can use several periods within the same filename—for example, notes.4.10.54 or files.tar.gz.
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Table 6-1 Filename extensions

[image: ] Hidden Filenames

A filename that begins with a period is called a hidden filename (or a hidden file or sometimes an invisible file) because ls does not normally display it. The command ls –a displays all filenames, even hidden ones. Names of startup files (next) usually begin with a period so that they are hidden and do not clutter a directory listing. Two special hidden entries—single and double periods (. and ..)—appear in every directory (page 186).

Startup Files

Startup files, which appear in your home directory (page 143), give the shell and other programs information about you and your preferences. Frequently one of these files tells the shell what kind of terminal you are using (page 1153) and executes the stty (set terminal) utility to establish the erase (page 123) and line kill (page 123) keys.

Either you or the system administrator can put a shell startup file containing shell commands in your home directory. The shell executes the commands in this file each time you log in. Because the startup files have hidden filenames (filenames that begin with a period; above), you must use the ls –a command to see whether one is in your home directory. A GUI has many startup files. Usually you do not need to work with these files directly but can control startup sequences using icons on the desktop. See page 329 for more information about startup files.

Pathnames

Every file has a pathname, which is a trail from a directory through part of the directory hierarchy to an ordinary file or a directory. Within a pathname, a slash (/) following (to the right of) a filename indicates that the file is a directory file. The file following (to the right of) the slash can be an ordinary file or a directory file. The simplest pathname is a simple filename, which points to a file in the working directory (page 143). This section discusses absolute and relative pathnames and explains how to use each.

[image: ] Absolute Pathnames

[image: ] / (root)

The root directory of the filesystem hierarchy does not have a name; it is referred to as the root directory and is represented by a slash (/) standing alone or at the left end of a pathname.

An absolute pathname starts with a slash (/), which represents the root directory. The slash is followed by the name of a file located in the root directory. An absolute pathname can continue, tracing a path through all intermediate directories, to the file identified by the pathname. String all the filenames in the path together, following each directory with a slash (/). This string of filenames is called an absolute pathname because it locates a file absolutely by tracing a path from the root directory to the file. Typically the absolute pathname of a directory does not include the trailing slash, although that format can be used to emphasize that the pathname specifies a directory (e.g., /home/zach/). The part of a pathname following the final slash is called a simple filename, filename, or basename. Figure 6-4 shows the absolute pathnames of directories and ordinary files in part of a filesystem hierarchy.
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Figure 6-4 Absolute pathnames

Using an absolute pathname, you can list or otherwise work with any file on the local system, assuming you have permission to do so, regardless of the working directory at the time you give the command. For example, Sam can give the following command while working in his home directory to list the files in the /etc/ssh directory:

Click here to view code image

$ pwd
/home/sam
$ ls /etc/ssh
moduli       ssh_host_dsa_key      ssh_host_key.pub
ssh_config   ssh_host_dsa_key.pub  ssh_host_rsa_key
sshd_config  ssh_host_key          ssh_host_rsa_key.pub

[image: ] ~ (Tilde) in Pathnames

In another form of absolute pathname, the shell expands the characters ~/ (a tilde followed by a slash) at the start of a pathname into the pathname of your home directory. Using this shortcut, you can display your .bashrc startup file (page 331) with the following command no matter which directory is the working directory:

$ less ~/.bashrc

A tilde quickly references paths that start with your or someone else’s home directory. The shell expands a tilde followed by a username at the beginning of a pathname into the pathname of that user’s home directory. For example, assuming he has permission to do so, Max can examine Sam’s .bashrc file with the following command:

$ less ~sam/.bashrc

Refer to “Tilde Expansion” on page 407 for more information.

[image: ] Relative Pathnames

A relative pathname traces a path from the working directory to a file. The pathname is relative to the working directory. Any pathname that does not begin with the root directory (represented by /) or a tilde (~) is a relative pathname. Like absolute pathnames, relative pathnames can trace a path through many directories. The simplest relative pathname is a simple filename, which identifies a file in the working directory. The examples in the next sections use absolute and relative pathnames.

Significance of the Working Directory

To access any file in the working directory, you need only a simple filename. To access a file in another directory, you must use a pathname. Typing a long pathname is tedious and increases the chance of making a mistake. This possibility is less likely under a GUI, where you click filenames or icons. You can choose a working directory for any particular task to reduce the need for long pathnames. Your choice of a working directory does not allow you to do anything you could not do otherwise—it just makes some operations easier.


Caution: When using a relative pathname, know which directory is the working directory
The location of the file you are accessing with a relative pathname is dependent on (is relative to) the working directory. Always make sure you know which directory is the working directory before you use a relative pathname. Use pwd to verify the directory. If you are creating a file using vim and you are not where you think you are in the file hierarchy, the new file will end up in an unexpected location.
It does not matter which directory is the working directory when you use an absolute pathname. Thus, the following command always edits a file named goals in your home directory:
$ vim ~/goals



Refer to Figure 6-5 as you read this paragraph. Files that are children of the working directory can be referenced by simple filenames. Grandchildren of the working directory can be referenced by short relative pathnames: two filenames separated by a slash. When you manipulate files in a large directory structure, using short relative pathnames can save you time and aggravation. If you choose a working directory that contains the files used most often for a particular task, you need use fewer long, cumbersome pathnames.
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Figure 6-5 Relative pathnames

Working with Directories

This section discusses how to create directories (mkdir), switch between directories (cd), remove directories (rmdir), use pathnames to make your work easier, and move and copy files and directories between directories. It concludes with brief descriptions of important standard directories and files in the Linux filesystem.

[image: ] mkdir: Creates a Directory

The mkdir utility creates a directory. The argument (page 1237) to mkdir is the pathname of the new directory. The following examples develop the directory structure shown in Figure 6-6. In the figure, the directories that are added appear in a lighter shade than the others and are connected by dashes.
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Figure 6-6 The file structure developed in the examples

Following, pwd shows that Max is working in his home directory (/home/max), and ls shows the names of the files in his home directory: demo, names, and temp.

$ pwd
/home/max
$ ls
demo  names  temp
$ mkdir literature

Using mkdir, Max creates a directory named literature as a child of his home directory. He uses a relative pathname (a simple filename) because he wants the literature directory to be a child of the working directory. Max could have used an absolute pathname to create the same directory: mkdir /home/max/literature, mkdir ~max/literature, or mkdir ~/literature.

The following ls commands verify the presence of the new directory. The –F option to ls displays a slash after the name of each directory and an asterisk after each executable file (shell script, utility, or application). When you call it with an argument that is the name of a directory, ls lists the contents of that directory. The final ls displays nothing because there are no files in the literature directory.
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$ ls
demo  literature  names  temp
$ ls -F
demo  literature/  names  temp
$ ls literature
$

The following commands show two ways for Max to create the promo directory as a child of the newly created literature directory. The first way checks that /home/max is the working directory and uses a relative pathname:

$ pwd
/home/max
$ mkdir literature/promo

The second way uses an absolute pathname:

Click here to view code image

$ mkdir /home/max/literature/promo

Use the –p (parents) option to mkdir to create both the literature and promo directories with one command:

Click here to view code image

$ pwd
/home/max
$ ls
demo  names  temp
$ mkdir -p literature/promo

or

Click here to view code image

$ mkdir -p /home/max/literature/promo

[image: ] cd: Changes to Another Working Directory

The cd (change directory) utility makes another directory the working directory; it does not change the contents of the working directory. The following examples show two ways to make the /home/max/literature directory the working directory, as verified by pwd. First Max uses cd with an absolute pathname to make literature his working directory—it does not matter which is the working directory when you give a command with an absolute pathname. A pwd command confirms the change Max made.

$ cd /home/max/literature
$ pwd
/home/max/literature

When used without an argument, cd makes your home directory the working directory, as it was when you logged in. The following cd command does not have an argument, so it makes Max’s home directory the working directory. Finally, knowing that he is working in his home directory, Max uses a simple filename to make the literature directory his working directory (cd literature) and confirms the change using pwd.

$ cd
$ pwd
/home/max
$ cd literature
$ pwd
/home/max/literature

[image: ] The . and .. Directory Entries

The mkdir utility automatically puts two entries in each directory it creates: a single period (.) and a double period (..). The . is synonymous with the pathname of the working directory and can be used in its place; the .. is synonymous with the pathname of the parent of the working directory. These entries are hidden because their filenames begin with a period.

With the literature directory as the working directory, the following example uses .. three times: first to list the contents of the parent directory (/home/max), second to copy the memoA file to the parent directory, and third to list the contents of the parent directory again.
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$ pwd
/home/max/literature
$ ls ..
demo  literature  names  temp
$ cp memoA ..
$ ls ..
demo  literature  memoA  names  temp

After using cd to make promo (a subdirectory of literature) his working directory, Max can use a relative pathname to call vim to edit a file in his home directory.

$ cd promo
$ vim ../../names

You can use an absolute or relative pathname or a simple filename virtually anywhere a utility or program requires a filename or pathname. This usage holds true for ls, vim, mkdir, rm, and most other Linux utilities.


Tip: The working directory versus your home directory
The working directory is not the same as your home directory. Your home directory remains the same for the duration of your session and usually from session to session. Immediately after you log in, you are always working in the same directory: your home directory.
Unlike your home directory, the working directory can change as often as you like. You have no set working directory, which explains why some people refer to it as the current directory. When you log in and until you change directories using cd, your home directory is the working directory. If you were to change directories to Sam’s home directory, then Sam’s home directory would be the working directory.



[image: ] rmdir: Deletes a Directory

The rmdir (remove directory) utility deletes a directory. You cannot delete the working directory or a directory that contains files other than the . and .. entries. If you need to delete a directory that has files in it, first use rm to delete the files and then delete the directory. You do not have to (nor can you) delete the . and .. entries; rmdir removes them automatically. The following command deletes the promo directory:
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$ rmdir /home/max/literature/promo

The rm utility has a –r option (rm –r filename) that recursively deletes files, including directories, within a directory and also deletes the directory itself.


Caution: Use rm –r carefully, if at all
Although rm –r is a handy command, you must use it carefully. Do not use it with an ambiguous file reference such as *. It is frighteningly easy to wipe out your entire home directory with a single short command.



Using Pathnames

touch

Use a text editor to create a file named letter if you want to experiment with the examples that follow. Alternately you can use touch to create an empty file:

$ cd
$ pwd
/home/max
$ touch letter

With /home/max as the working directory, the following example uses cp with a relative pathname to copy the file letter to the /home/max/literature/promo directory. (You will need to create promo again if you deleted it earlier.) The copy of the file has the simple filename letter.0210:
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$ cp letter literature/promo/letter.0210

If Max does not change to another directory, he can use vim as shown to edit the copy of the file he just made:

Click here to view code image

$ vim literature/promo/letter.0210

If Max does not want to use a long pathname to specify the file, he can use cd to make promo the working directory before using vim:

Click here to view code image

$ cd literature/promo
$ pwd
/home/max/literature/promo
$ vim letter.0210

To make the parent of the working directory (named /home/max/literature) the new working directory, Max can give the following command, which takes advantage of the .. directory entry:

$ cd ..
$ pwd
/home/max/literature

[image: ] mv, cp: Move or Copy Files

Chapter 7 discusses the use of mv to rename files. However, mv works even more generally: You can use this utility to move files from one directory to another (change the pathname of a file) as well as to change a simple filename. When used to move one or more files to a new directory, the mv command has this syntax:

mv existing-file-list directory

If the working directory is /home/max, Max can use the following command to move the files names and temp from the working directory to the literature directory:

$ mv names temp literature

This command changes the absolute pathnames of the names and temp files from /home/max/names and /home/max/temp to /home/max/literature/names and /home/max/literature/temp, respectively (Figure 6-7). Like most Linux commands, mv accepts either absolute or relative pathnames.
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Figure 6-7 Using mv to move names and temp

As you work with Linux and create more files, you will need to create new directories using mkdir to keep the files organized. The mv utility is a useful tool for moving files from one directory to another as you extend your directory hierarchy.

The cp utility works in the same way mv does, except that it makes copies of the existing-file-list in the specified directory.

[image: ] mv: Moves a Directory

Just as it moves ordinary files from one directory to another, so mv can move directories. The syntax is similar except you specify one or more directories, not ordinary files, to move:

mv existing-directory-list new-directory

If new-directory does not exist, the existing-directory-list must contain just one directory name, which mv changes to new-directory (mv renames the directory). Although you can rename directories using mv, you cannot copy their contents with cp unless you use the –r (recursive) option. Refer to the tar and cpio man pages for other ways to copy and move directories.

[image: ] Important Standard Directories and Files

Originally files on a Linux system were not located in standard places within the directory hierarchy. The scattered files made it difficult to document and maintain a Linux system and just about impossible for someone to release a software package that would compile and run on all Linux systems. The first standard for the Linux filesystem, the FSSTND (Linux Filesystem Standard), was released early in 1994. In early 1995 work was started on a broader standard covering many UNIX-like systems: FHS (Linux Filesystem Hierarchy Standard; proton.pathname.com/fhs). More recently FHS has been incorporated in LSB (Linux Standard Base; www.linuxfoundation.org/collaborate/workgroups/lsb), a workgroup of FSG (Free Standards Group). Finally, FSG combined with OSDL (Open Source Development Labs) to form the Linux Foundation (www.linuxfoundation.org). Figure 6-8 shows the locations of some important directories and files as specified by FHS. The significance of many of these directories will become clear as you continue reading.
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Figure 6-8 A typical FHS-based Linux filesystem structure

The following list describes the directories shown in Figure 6-8, some of the directories specified by FHS, and some other directories. Fedora/RHEL, however, does not use all the directories specified by FHS. Be aware that you cannot always determine the function of a directory by its name. For example, although /opt stores add-on software, /etc/opt stores configuration files for the software in /opt. See also “Important Files and Directories” on page 502.

/bin /usr/bin /sbin /usr/sbin

Recently, the files in /bin and /sbin were moved to /usr/bin and /usr/sbin, respectively, and /bin and /sbin were set up as symbolic links (page 206) to those directories:
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$ ls -ld /bin /usr/bin /sbin /usr/sbin
lrwxrwxrwx. 1 root root     7 07-16 18:37 /bin -> usr/bin
lrwxrwxrwx. 1 root root     8 07-16 18:37 /sbin -> usr/sbin
dr-xr-xr-x. 2 root root 53248 07-27 15:36 /usr/bin
dr-xr-xr-x. 2 root root 20480 07-27 15:36 /usr/sbin

See fedoraproject.org/wiki/Features/UsrMove for more information.
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Root The root directory, present in all Linux filesystem structures, is the ancestor of all files in the filesystem. It does not have a name and is represented by a slash (/) standing alone or at the left end of a pathname.

/bin

A link to /usr/bin.

/boot

Static files of the boot loader Contains all of the files needed to boot the system.
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Device files Contains all files that represent peripheral devices, such as disk drives, terminals, and printers. Previously this directory was filled with all possible devices. The udev utility (page 516) provides a dynamic device directory that enables /dev to contain only devices that are present on the system. See also /dev on page 503.
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Machine–local system configuration files Holds administrative, configuration, and other system files.

/etc/opt

Configuration files for add-on software packages kept in /opt

/etc/X11

Machine–local configuration files for the X Window System
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User home directories Each user’s home directory is typically one of many subdirectories of the /home directory. As an example, assuming that users’ directories are under /home, the absolute pathname of Zach’s home directory is /home/zach. On some systems the users’ directories might not be found under /home but instead might be spread among other directories such as /inhouse and /clients.
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A link to /usr/lib.
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A link to /usr/lib64.

/lib/modules

Loadable kernel modules

/mnt

Mount point for temporarily mounting filesystems

/opt

Add-on (optional) software packages
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Kernel and process information virtual filesystem

/root

Home directory for the root account

/run

Runtime (volatile) data A tmpfs filesystem (mounted, but stored in RAM) that holds startup files previously hidden in /dev and other directories. For more information see lists.fedoraproject.org/pipermail/devel/2011-March/150031.html.

/sbin

A link to /usr/sbin.
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Device pseudofilesystem See udev on page 516 for more information.
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Temporary files

/usr

Installed system Includes subdirectories that contain information used by the system. Files in subdirectories do not change often and can be shared by several systems.

[image: ] /usr/bin

Most user commands Contains the standard Linux utility programs.

[image: ] /usr/sbin

Essential system binaries Utilities used for system administration.

/usr/games

Games and educational programs

/usr/include

Header files included by C programs

[image: ] /usr/lib

Shared libraries (32-bit)

[image: ] /usr/lib64

Shared libraries (64-bit)

/usr/local

Local hierarchy Holds locally important files and directories that are added to the system. Subdirectories can include bin, games, include, lib, sbin, share, and src.

/usr/share

Architecture-independent data Subdirectories can include dict, doc, games, info, locale, man, misc, terminfo, and zoneinfo.

/usr/share/doc

Documentation

/usr/share/info

GNU info system’s primary directory

/usr/share/man

Online manuals

/usr/src

Source code
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Variable data Files with contents that vary as the system runs are kept in subdirectories under /var. The most common examples are temporary files, system log files, spooled files, and user mailbox files. Subdirectories can include cache, lib, lock, log, mail, opt, run, spool, tmp, and yp.

[image: ] /var/log

Log files Contains lastlog (a record of the last login by each user), messages (system messages from syslogd), and wtmp (a record of all logins/logouts), among other log files.

/var/spool

Spooled application data Contains anacron, at, cron, lpd, mail, mqueue, samba, and other directories. The file /var/mail is typically a link to /var/spool/mail.

[image: ] Access Permissions

In addition to the controls imposed by SELinux (page 473), Fedora/RHEL supports two methods of controlling who can access a file and how they can access it: traditional Linux access permissions and ACLs (Access Control Lists). This section describes traditional Linux access permissions. See page 198 for a discussion of ACLs, which provide finer-grained control of access permissions than do traditional access permissions.

Three types of users can access a file: the owner of the file (owner), a member of a group that the file is associated with (group; see page 506 for more information on groups), and everyone else (other). A user can attempt to access an ordinary file in three ways: by trying to read from, write to, or execute it.

[image: ] ls –l: Displays Permissions

When you call ls with the –l option and the name of one or more ordinary files, ls displays a line of information about the file(s). See “ls output” on page 28 for information about the format of the display this book uses. The following example displays information for two files. The file letter.0210 contains the text of a letter, and check_spell contains a shell script, a program written in a high-level shell programming language:
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$ ls -l check_spell letter.0210
-rwxr-xr-x. 1 sam pubs  766 03-21 14:02 check_spell
-rw-r--r--. 1 sam pubs 6193 02-10 14:22 letter.0210

From left to right, the lines that an ls –l command displays contain the following information (refer to Figure 6-9):

• The type of file (first character)

• The file’s access permissions (the next nine characters)

• The ACL flag (present if the file has an ACL, page 198)

• The number of links to the file (page 203)

• The name of the owner of the file (usually the person who created the file)

• The name of the group the file is associated with

• The size of the file in characters (bytes)

• The date and time the file was created or last modified

• The name of the file

[image: ]

Figure 6-9 The columns displayed by the ls –l command

The type of file (first column) for letter.0210 is a hyphen (–) because it is an ordinary file (directory files have a d in this column).

The next three characters specify the access permissions for the owner of the file: r indicates read permission, w indicates write permission, and x indicates execute permission. A – in a column indicates that the owner does not have the permission that could have appeared in that position.

In a similar manner the next three characters represent permissions for the group, and the final three characters represent permissions for other (everyone else). In the preceding example, the owner of letter.0210 can read from and write to the file, whereas the group and others can only read from the file, and no one is allowed to execute it. Although execute permission can be allowed for any file, it does not make sense to assign execute permission to a file that contains a document such as a letter. The check_spell file is an executable shell script, so execute permission is appropriate for it. (The owner, group, and others have execute permission.)

[image: ] chmod: Changes File Access Permissions

The Linux file access permission scheme lets you give other users access to the files you want to share while keeping your private files confidential. You can allow other users to read from and write to a file (handy if you are one of several people working on a joint project). You can allow others only to read from a file (perhaps a project specification you are proposing). Or you can allow others only to write to a file (similar to an inbox or mailbox, where you want others to be able to send you mail but do not want them to read your mail). Similarly you can protect entire directories from being scanned (covered shortly).


Security: A user with root privileges can access any file on the system
There is an exception to the access permissions described in this section. Anyone who can gain root privileges has full access to all files, regardless of the file’s owner or access permissions. Of course, if the file is encrypted, read access does not mean the person reading the file can understand what is in the file.



The owner of a file controls which users have permission to access the file and how those users can access it. When you own a file, you can use the chmod (change mode) utility to change access permissions for that file. You can specify symbolic (relative) or numeric (absolute) arguments to chmod.

Symbolic Arguments to chmod

The following example, which uses symbolic arguments to chmod, adds (+) read and write permissions (rw) for all (a) users:
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$ ls -l letter.0210
-rw-r-----. 1 sam pubs 6193 02-10 14:22 letter.0210
$ chmod a+rw letter.0210
$ ls -l letter.0210
-rw-rw-rw-. 1 sam pubs 6193 02-10 14:22 letter.0210


Tip: You must have read permission to execute a shell script
Because a shell needs to read a shell script (a text file containing shell commands) before it can execute the commands within that script, you must have read permission for the file containing the script to execute it. You also need execute permission to execute a shell script directly from the command line. In contrast, binary (program) files do not need to be read; they are executed directly. You need only execute permission to run a binary program.



Using symbolic arguments with chmod modifies existing permissions; the change a given argument makes depends on (is relative to) the existing permissions. In the next example, chmod removes (–) read (r) and execute (x) permissions for other (o) users. The owner and group permissions are not affected.
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$ ls -l check_spell
-rwxr-xr-x. 1 sam pubs 766 03-21 14:02 check_spell
$ chmod o-rx check_spell
$ ls -l check_spell
-rwxr-x---. 1 sam pubs 766 03-21 14:02 check_spell

In addition to a (all) and o (other), you can use g (group) and u (user, although user refers to the owner of the file who might or might not be the user of the file at any given time) in the argument to chmod. For example, chmod a+x adds execute permission for all users (other, group, and owner), and chmod go–rwx removes all permissions for all but the owner of the file.


Tip: chmod: o for other, u for owner
When using chmod, many people assume that the o stands for owner; it does not. The o stands for other, whereas u stands for owner (user). The acronym UGO (user-group-other) might help you remember how permissions are named.



Numeric Arguments to chmod

You can also use numeric arguments to specify permissions with chmod. In place of the letters and symbols specifying permissions used in the previous examples, numeric arguments comprise three octal digits. (A fourth, leading digit controls setuid and setgid permissions and is discussed next.) The first digit specifies permissions for the owner, the second for the group, and the third for other users. A 1 gives the specified user(s) execute permission, a 2 gives write permission, and a 4 gives read permission. Construct the digit representing the permissions for the owner, group, or others by ORing (adding) the appropriate values as shown in the following examples. Using numeric arguments sets file permissions absolutely; it does not modify existing permissions as symbolic arguments do.

In the following example, chmod changes permissions so only the owner of the file can read from and write to the file, regardless of how permissions were previously set. The 6 in the first position gives the owner read (4) and write (2) permissions. The 0s remove all permissions for the group and other users.
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$ chmod 600 letter.0210
$ ls -l letter.0210
-rw-------. 1 sam pubs 6193 02-10 14:22 letter.0210

Next, 7 (4 + 2 + 1) gives the owner read, write, and execute permissions. The 5 (4 + 1) gives the group and other users read and execute permissions:
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$ chmod 755 check_spell
$ ls -l check_spell
-rwxr-xr-x. 1 sam pubs 766 03-21 14:02 check_spell

Refer to Table 6-2 for more examples of numeric permissions.
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Table 6-2 Examples of numeric permission specifications

Refer to page 337 for more information on using chmod to make a file executable and refer to the chmod man page for more information on absolute arguments and chmod in general. Refer to page 506 for more information on groups.

[image: ] chown: Changes File Ownership

The chown utility changes the owner of one or more files specified as arguments. Only a user working with root privileges can change the ownership of a file. In the following example, a user working with root privileges changes the owner of the memo file from Sam to Max, displaying the name of the owner before and after the change.
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$ ls -l memo
-rw-rw-r--. 1 sam pubs 3933 04-30 17:26 memo
$ su -c 'chown max memo'
Password:
$ ls -l memo
-rw-rw-r--. 1 max pubs 3933 04-30 17:26 memo

The –R (––recursive) option allows you to specify a directory as an argument; it changes the ownership of all files in the specified directory hierarchy. The –v (––verbose) option displays a message for each file chown processes, saying whether its owner was retained or changed.

[image: ] chgrp: Changes File Group Association

The chgrp utility changes the group associated with of one or more files specified as arguments. Only the owner of a file or a user working with root privileges can change the group associated with a file. In the following example, Max, who owns the file named memo, changes the group associated with memo from pubs to max, displaying the name of the group before and after the change.
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$ ls -l memo
-rw-rw-r--. 1 max pubs 3933 04-30 17:26 memo
$ chgrp max memo
$ ls -l memo
-rw-rw-r--. 1 max max 3933 04-30 17:26 memo

The –R (––recursive) option allows you to specify a directory as an argument; it changes the group associated with of all files in the specified directory hierarchy. The –v (––verbose) option displays a message for each file chgrp processes, saying whether its group was retained or changed.

[image: ] Setuid and Setgid Permissions

When you execute a file that has setuid (set user ID) permission, the process executing the file takes on the privileges of the file’s owner. For example, if you run a setuid program that removes all files in a directory, you can remove files in any of the file owner’s directories, even if you do not normally have permission to do so. In a similar manner, setgid (set group ID) permission gives the process executing the file the privileges of the group the file is associated with.


Security: Minimize use of setuid and setgid programs owned by root
Executable files that are setuid and owned by root have root privileges when they run, even if they are not run by root. This type of program is very powerful because it can do anything that root can do (and that the program is designed to do). Similarly executable files that are setgid and belong to the group root have extensive privileges.
Because of the power they hold and their potential for destruction, it is wise to avoid indiscriminately creating and using setuid programs owned by root and setgid programs belonging to the group root. Because of their inherent dangers, many sites minimize the use of these programs on their systems. One necessary setuid program is passwd. See page 425 for a tip on setuid files owned by root and page 458 for a command that lists setuid files on the local system.
Because of this danger, Fedora/RHEL has removed most setuid files. For more information see fedoraproject.org/wiki/Features/RemoveSETUID.



The following example shows a user working with root privileges and using symbolic arguments to chmod to give one program setuid privileges and another program setgid privileges. The ls –l output (page 191) shows setuid permission by displaying an s in the owner’s executable position and setgid permission by displaying an s in the group’s executable position:
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# ls -l myprog*
-rwxr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1
-rwxr-xr-x. 1 root pubs 189960 03-21 15:38 myprog2


# chmod u+s myprog1
# chmod g+s myprog2


# ls -l myprog*
-rwsr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1
-rwxr-sr-x. 1 root pubs 189960 03-21 15:38 myprog2

[image: ] Sticky bit

The next example uses numeric arguments to chmod to make the same changes. When you use four digits to specify permissions, setting the first digit to 1 sets the sticky bit (page 1275), setting it to 2 specifies setgid permissions, and setting it to 4 specifies setuid permissions:
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# ls -l myprog*
-rwxr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1
-rwxr-xr-x. 1 root pubs 189960 03-21 15:38 myprog2


# chmod 4755 myprog1
# chmod 2755 myprog2


# ls -l myprog*
-rwsr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1
-rwxr-sr-x. 1 root pubs 189960 03-21 15:38 myprog2


Security: Do not write setuid shell scripts
Never give shell scripts setuid permission. Several techniques for subverting them are well known.



Directory Access Permissions

Access permissions have slightly different meanings when they are applied to directories. Although the three types of users can read from or write to a directory, the directory cannot be executed. Execute permission is redefined for a directory: It means that you can cd into the directory and/or examine files that you have permission to read from in the directory. It has nothing to do with executing a file.

When you have only execute permission for a directory, you can use ls to list a file in the directory if you know its name. You cannot use ls to list the entire contents of the directory. In the following exchange, Zach first verifies that he is logged in as himself. He then checks the permissions on Max’s info directory. You can view the access permissions associated with a directory by running ls with the –d (directory) and –l (long) options:
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$ who am i
zach      pts/7   Aug 21 10:02
$ ls -ld /home/max/info
drwx-----x. 2 max pubs 4096 08-21 09:31 /home/max/info
$ ls -l /home/max/info
ls: /home/max/info: Permission denied

The d at the left end of the line that ls displays indicates /home/max/info is a directory. Max has read, write, and execute permissions; members of the pubs group have no access permissions; and other users have execute permission only, indicated by the x at the right end of the permissions. Because Zach does not have read permission for the directory, the ls –l command returns an error.

When Zach specifies the names of the files he wants information about, he is not reading new directory information but rather searching for specific information, which he is allowed to do with execute access to the directory. He has read permission for notes so he has no problem using cat to display the file. He cannot display financial because he does not have read permission for it:

Click here to view code image

$ ls -l /home/max/info/financial /home/max/info/notes
-rw-------. 1 max pubs 34 08-21 09:31 /home/max/info/financial
-rw-r--r--. 1 max pubs 30 08-21 09:32 /home/max/info/notes
$ cat /home/max/info/notes
This is the file named notes.
$ cat /home/max/info/financial
cat: /home/max/info/financial: Permission denied

Next Max gives others read access to his info directory:

$ chmod o+r /home/max/info

When Zach checks his access permissions on info, he finds he has both read and execute access to the directory. Now ls –l displays the contents of the info directory, but he still cannot read financial. (This restriction is an issue of file permissions, not directory permissions.) Finally, Zach tries to create a file named newfile using touch. If Max were to give him write permission to the info directory, Zach would be able to create new files in it:
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$ ls -ld /home/max/info
drwx---r-x. 2 max pubs 4096 08-21 09:31 /home/max/info
$ ls -l /home/max/info
total 8
-rw-------. 1 max pubs 34 08-21 09:31 financial
-rw-r--r--. 1 max pubs 30 08-21 09:32 notes
$ cat /home/max/info/financial
cat: financial: Permission denied
$ touch /home/max/info/newfile
touch: cannot touch '/home/max/info/newfile': Permission denied

ACLs: Access Control Lists

ACLs (Access Control Lists) provide finer-grained control over which users can access specific directories and files than do traditional Linux permissions (page 191). Using ACLs you can specify the ways in which each of several users can access a directory or file. Because ACLs can reduce performance, do not enable them on filesystems that hold system files, where the traditional Linux permissions are sufficient. Also, be careful when moving, copying, or archiving files: Not all utilities preserve ACLs. In addition, you cannot copy ACLs to filesystems that do not support ACLs.

An ACL comprises a set of rules. A rule specifies how a specific user or group can access the file that the ACL is associated with. There are two kinds of rules: access rules and default rules. (The documentation refers to access ACLs and default ACLs, even though there is only one type of ACL: There is one type of list [ACL] and there are two types of rules that an ACL can contain.)

An access rule specifies access information for a single file or directory. A default ACL pertains to a directory only; it specifies default access information (an ACL) for any file in the directory that is not given an explicit ACL.


Caution: Most utilities do not preserve ACLs
When used with the –p (preserve) or –a (archive) option, cp preserves ACLs when it copies files. The mv utility also preserves ACLs. When you use cp with the –p or –a option and it is not able to copy ACLs, and in the case where mv is unable to preserve ACLs, the utility performs the operation and issues an error message:
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$ mv report /tmp
mv: preserving permissions for '/tmp/report': Operation not supported
Other utilities, such as tar, cpio, and dump, do not support ACLs. You can use cp with the –a option to copy directory hierarchies, including ACLs.
You can never copy ACLs to a filesystem that does not support ACLs or to a filesystem that does not have ACL support turned on.



Enabling ACLs

The acl package must be installed before you can use ACLs. Fedora/RHEL officially supports ACLs on ext2, ext3, and ext4 filesystems only, although informal support for ACLs is available on other filesystems. To use ACLs on an ext2/ext3/ext4 filesystem, you must mount the device with the acl option (noacl is the default). For example, if you want to mount the device represented by /home so that you can use ACLs on files in /home, you can add acl to its options list in /etc/fstab:
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$ grep home /etc/fstab
LABEL=/home             /home            ext4    defaults,acl        1 2

remount option

After changing fstab, you need to remount /home before you can use ACLs. If no one else is using the system, you can unmount it and mount it again (working with root privileges) as long as the working directory is not in the /home hierarchy. Alternately you can use the remount option to mount to remount /home while the device is in use:

Click here to view code image

# mount -v -o remount /home
/dev/sda3 on /home type ext4 (rw,acl)

See page 524 for information on fstab and page 520 for information on mount.

Working with Access Rules

The setfacl utility modifies a file’s ACL and getfacl displays a file’s ACL. When you use getfacl to obtain information about a file that does not have an ACL, it displays some of the same information as an ls –l command, albeit in a different format:
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$ ls -l report
-rw-r--r--. 1 max pubs 9537 01-12 23:17 report


$ getfacl report
# file: report
# owner: max
# group: pubs
user::rw-
group::r--
other::r--

The first three lines of the getfacl output compose the header; they specify the name of the file, the owner of the file, and the group the file is associated with. For more information refer to “ls –l: Displays Permissions” on page 191. The ––omit-header (or just ––omit) option causes getfacl not to display the header:
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$ getfacl --omit-header report
user::rw-
group::r--
other::r--

In the line that starts with user, the two colons (::) with no name between them indicate that the line specifies the permissions for the owner of the file. Similarly, the two colons in the group line indicate that the line specifies permissions for the group the file is associated with. The two colons following other are there for consistency: No name can be associated with other.

The setfacl ––modify (or –m) option adds or modifies one or more rules in a file’s ACL using the following format:

setfacl ––modify ugo:name:permissions file-list

where ugo can be either u, g, or o to indicate that the command sets file permissions for a user, a group, or all other users, respectively; name is the name of the user or group that permissions are being set for; permissions is the permissions in either symbolic or absolute format; and file-list is the list of files the permissions are to be applied to. You must omit name when you specify permissions for other users (o). Symbolic permissions use letters to represent file permissions (rwx, r–x, and so on), whereas absolute permissions use an octal number. While chmod uses three sets of permissions or three octal numbers (one each for the owner, group, and other users), setfacl uses a single set of permissions or a single octal number to represent the permissions being granted to the user or group represented by ugo and name. See the discussion of chmod on page 193 for more information about symbolic and absolute representations of file permissions.

For example, both of the following commands add a rule to the ACL for the report file that gives Sam read and write permission to that file:
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$ setfacl --modify u:sam:rw- report

or
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$ setfacl --modify u:sam:6 report


$ getfacl report
# file: report
# owner: max
# group: pubs
user::rw-
user:sam:rw-
group::r--
mask::rw-
other::r--

The line containing user:sam:rw– shows that the user named sam has read and write access (rw–) to the file. See page 191 for an explanation of how to read access permissions. See the following optional section for a description of the line that starts with mask.

When a file has an ACL, ls –l displays a plus sign (+) following the permissions, even if the ACL is empty:
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$ ls -l report
-rw-rw-r--+ 1 max pubs 9537 01-12 23:17 report


Optional: Effective Rights Mask
The line in the output of getfacl that starts with mask specifies the effective rights mask. This mask limits the effective permissions granted to ACL groups and users. It does not affect the owner of the file or the group the file is associated with. In other words, it does not affect traditional Linux permissions. However, because setfacl always sets the effective rights mask to the least restrictive ACL permissions for the file, the mask has no effect unless you set it explicitly after you set up an ACL for the file. You can set the mask by specifying mask in place of ugo and by not specifying a name in a setfacl command.
The following example sets the effective rights mask to read for the report file:
Click here to view code image
$ setfacl -m mask::r-- report
The mask line in the following getfacl output shows the effective rights mask set to read (r––). The line that displays Sam’s file access permissions shows them still set to read and write. However, the comment at the right end of the line shows that his effective permission is read.
Click here to view code image
$ getfacl report
# file: report
# owner: max
# group: pubs
user::rw-
user:sam:rw-                    #effective:r--
group::r--
mask::r--
other::r--



As the next example shows, setfacl can modify ACL rules and can set more than one ACL rule at a time:

Click here to view code image

$ setfacl -m u:sam:r--,u:zach:rw- report


$ getfacl --omit-header report
user::rw-
user:sam:r--
user:zach:rw-
group::r--
mask::rw-
other::r--

The –x option removes ACL rules for a user or a group. It has no effect on permissions for the owner of the file or the group that the file is associated with. The next example shows setfacl removing the rule that gives Sam permission to access the file:

Click here to view code image

$ setfacl -x u:sam report


$ getfacl --omit-header report
user::rw-
user:zach:rw-
group::r--
mask::rw-
other::r--

You must not specify permissions when you use the –x option. Instead, specify only the ugo and name. The –b option, followed by a filename only, removes all ACL rules and the ACL itself from the file or directory you specify.

Both setfacl and getfacl have many options. Use the ––help option to display brief lists of options or refer to the man pages for details.

Setting Default Rules for a Directory

The following example shows that the dir directory initially has no ACL. The setfacl command uses the –d (default) option to add two default rules to the ACL for dir. These rules apply to all files in the dir directory that do not have explicit ACLs. The rules give members of the pubs group read and execute permissions and give members of the adm group read, write, and execute permissions.

Click here to view code image

$ ls -ld dir
drwx------. 2 max pubs 4096 02-12 23:15 dir
$ getfacl dir
# file: dir
# owner: max
# group: pubs
user::rwx
group::---
other::---


$ setfacl -d -m g:pubs:r-x,g:adm:rwx dir

The following ls command shows that the dir directory now has an ACL, as indicated by the + to the right of the permissions. Each of the default rules that getfacl displays starts with default:. The first two default rules and the last default rule specify the permissions for the owner of the file, the group that the file is associated with, and all other users. These three rules specify the traditional Linux permissions and take precedence over other ACL rules. The third and fourth rules specify the permissions for the pubs and adm groups. Next is the default effective rights mask.

Click here to view code image

$ ls -ld dir
drwx------+ 2 max pubs 4096 02-12 23:15 dir
$ getfacl dir
# file: dir
# owner: max
# group: pubs
user::rwx
group::---
other::---
default:user::rwx
default:group::---
default:group:pubs:r-x
default:group:adm:rwx
default:mask::rwx
default:other::---

Remember that the default rules pertain to files held in the directory that are not assigned ACLs explicitly. You can also specify access rules for the directory itself.

When you create a file within a directory that has default rules in its ACL, the effective rights mask for that file is created based on the file’s permissions. In some cases the mask can override default ACL rules.

In the next example, touch creates a file named new in the dir directory. The ls command shows this file has an ACL. Based on the value of umask (page 469), both the owner and the group that the file is associated with have read and write permissions for the file. The effective rights mask is set to read and write so that the effective permission for pubs is read and the effective permissions for adm are read and write. Neither group has execute permission.

Click here to view code image

$ cd dir
$ touch new
$ ls -l new
-rw-rw----+ 1 max pubs 0 02-13 00:39 new
$ getfacl --omit new
user::rw-
group::---
group:pubs:r-x                  #effective:r--
group:adm:rwx                   #effective:rw-
mask::rw-
other::---

If you change the file’s traditional permissions to read, write, and execute for the owner and the group, the effective rights mask changes to read, write, and execute, and the groups specified by the default rules gain execute access to the file.

Click here to view code image

$ chmod 770 new
$ ls -l new
-rwxrwx---+ 1 max pubs 0 02-13 00:39 new
$ getfacl --omit new
user::rwx
group::---
group:pubs:r-x
group:adm:rwx
mask::rwx
other::---

Links

A link is a pointer to a file. Each time you create a file using vim, touch, cp, or some other means, you are putting a pointer in a directory. This pointer associates a filename with a place on the disk. When you specify a filename in a command, you are indirectly pointing to the place on the disk that holds the information you want.

Sharing files can be useful when two or more people are working on the same project and need to share some information. You can make it easy for other users to access one of your files by creating additional links to the file.

To share a file with another user, first give the user permission to read from and write to the file (page 193). You might also have to change the access permissions of the parent directory of the file to give the user read, write, or execute permission (page 197). When the permissions are appropriately set, the user can create a link to the file so each of you can access the file from your separate directory hierarchies.

A link can also be useful to a single user with a large directory hierarchy. You can create links to cross-classify files in your directory hierarchy, using different classifications for different tasks. For example, if you have the file layout depicted in Figure 6-2 on page 177, a file named to_do might appear in each subdirectory of the correspond directory—that is, in personal, memos, and business. If you find it difficult to keep track of everything you need to do, you can create a separate directory named to_do in the correspond directory. You can then link each subdirectory’s to-do list into that directory. For example, you could link the file named to_do in the memos directory to a file named memos in the to_do directory. This set of links is shown in Figure 6-10.
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Figure 6-10 Using links to cross-classify files

Although it might sound complicated, this technique keeps all your to-do lists conveniently in one place. The appropriate list is easily accessible in the task-related directory when you are busy composing letters, writing memos, or handling personal business.


Tip: About the discussion of hard links
Two kinds of links exist: hard links and symbolic (soft) links. Hard links are older and becoming outdated. The section on hard links is marked as optional; you can skip it, although it discusses inodes and gives you insight into the structure of the filesystem.




Optional
[image: ] Hard Links
A hard link to a file appears as another file. If the file appears in the same directory as the linked-to file, the links must have different filenames because two files in the same directory cannot have the same name. You can create a hard link to a file only from within the filesystem that holds the file.
[image: ] ln: Creates a Hard Link
The ln (link) utility (without the –s or ––symbolic option) creates a hard link to an existing file using the following syntax:
ln existing-file new-link
The next command shows Zach making the link shown in Figure 6-11 by creating a new link named /home/max/letter to an existing file named draft in Zach’s home directory:
$ pwd
/home/zach
$ ln draft /home/max/letter
[image: ]
Figure 6-11 Two links to the same file: /home/max/letter and /home/zach/draft
The new link appears in the /home/max directory with the filename letter. In practice, Max might need to change directory permissions so Zach will be able to create the link. Even though /home/max/letter appears in Max’s directory, Zach is the owner of the file because he created it.
The ln utility creates an additional pointer to an existing file, but it does not make another copy of the file. Because there is only one file, the file status information—such as access permissions, owner, and the time the file was last modified—is the same for all links; only the filenames differ. When Zach modifies /home/zach/draft, for example, Max sees the changes in /home/max/letter.
[image: ] cp Versus ln
The following commands verify that ln does not make an additional copy of a file. Create a file, use ln to make an additional link to the file, change the contents of the file through one link, and verify the change through the other link:
Click here to view code image
$ cat file_a
This is file A.
$ ln file_a file_b
$ cat file_b
This is file A.
$ vim file_b
...
$ cat file_b
This is file B after the change.
$ cat file_a
This is file B after the change.
If you try the same experiment using cp instead of ln and change a copy of the file, the difference between the two utilities will become clearer. After you change a copy of a file, the two files are different:
Click here to view code image
$ cat file_c
This is file C.
$ cp file_c file_d
$ cat file_d
This is file C.
$ vim file_d
...
$ cat file_d
This is file D after the change.
$ cat file_c
This is file C.
[image: ] ls and link counts
You can use ls with the –l option, followed by the names of the files you want to compare, to confirm that the status information is the same for two links to the same file and is different for files that are not linked. In the following example, the 2 in the links field (just to the left of max) shows there are two links to file_a and file_b (from the previous example):
Click here to view code image
$ ls -l file_a file_b file_c file_d
-rw-r--r--. 2 max pubs 33 05-24 10:52 file_a
-rw-r--r--. 2 max pubs 33 05-24 10:52 file_b
-rw-r--r--. 1 max pubs 16 05-24 10:55 file_c
-rw-r--r--. 1 max pubs 33 05-24 10:57 file_d
Although it is easy to guess which files are linked to one another in this example, ls does not explicitly tell you.
[image: ] ls and inodes
Use ls with the –i option to determine without a doubt which files are linked. The –i option lists the inode (page 1254) number for each file. An inode is the control structure for a file. If the two filenames have the same inode number, they share the same control structure and are links to the same file. Conversely, when two filenames have different inode numbers, they are different files. The following example shows that file_a and file_b have the same inode number and that file_c and file_d have different inode numbers:
Click here to view code image
$ ls -i file_a file_b file_c file_d
3534 file_a  3534 file_b  5800 file_c  7328 file_d
All links to a file are of equal value: The operating system cannot distinguish the order in which multiple links were created. When a file has two links, you can remove either one and still access the file through the remaining link. You can remove the link used to create the file, for example, and as long as one link remains, still access the file through that link.



[image: ] Symbolic Links

In addition to hard links, Linux supports symbolic links, also called soft links or symlinks. A hard link is a pointer to a file (the directory entry points to the inode), whereas a symbolic link is an indirect pointer to a file (the directory entry contains the pathname of the pointed-to file—a pointer to the hard link to the file).

Advantages of symbolic links

Symbolic links were developed because of the limitations inherent in hard links. You cannot create a hard link to a directory, but you can create a symbolic link to a directory.

In many cases the Linux file hierarchy encompasses several filesystems. Because each filesystem keeps separate control information (i.e., separate inode tables or filesystem structures) for the files it holds, it is not possible to create hard links between files in different filesystems. A symbolic link can point to any file, regardless of where it is located in the file structure, but a hard link to a file must be in the same filesystem as the other hard link(s) to the file. When you create links only among files in your home directory, you will not notice this limitation.

A major advantage of a symbolic link is that it can point to a nonexistent file. This ability is useful if you need a link to a file that is periodically removed and re-created. A hard link keeps pointing to a “removed” file, which the link keeps alive even after a new file is created. In contrast, a symbolic link always points to the newly created file and does not interfere when you delete the old file. For example, a symbolic link could point to a file that gets checked in and out under a source code control system, a .o file that is re-created by the C compiler each time you run make, or a log file that is repeatedly archived.

Although they are more general than hard links, symbolic links have some disadvantages. Whereas all hard links to a file have equal status, symbolic links do not have the same status as hard links. When a file has multiple hard links, it is analogous to a person having multiple full legal names, as many married women do. In contrast, symbolic links are analogous to nicknames. Anyone can have one or more nicknames, but these nicknames have a lesser status than legal names. The following sections describe some of the peculiarities of symbolic links.

[image: ] ln: Creates Symbolic Links

The ln utility with the ––symbolic (or –s) option creates a symbolic link. The following example creates a symbolic link /tmp/s3 to the file sum in Max’s home directory. When you use an ls –l command to look at the symbolic link, ls displays the name of the link and the name of the file it points to. The first character of the listing is l (for link).

Click here to view code image

$ ln --symbolic /home/max/sum /tmp/s3
$ ls -l /home/max/sum /tmp/s3
-rw-rw-r--. 1 max pubs 38 06-12 09:51 /home/max/sum
lrwxrwxrwx. 1 max pubs 14 06-12 09:52 /tmp/s3 -> /home/max/sum
$ cat /tmp/s3
This is sum.

The sizes and times of the last modifications of the two files are different. Unlike a hard link, a symbolic link to a file does not have the same status information as the file itself.

You can also use ln to create a symbolic link to a directory. When you use the ––symbolic option, ln works as expected whether the file you are creating a link to is an ordinary file or a directory.


Caution: Use absolute pathnames with symbolic links
Symbolic links are literal and are not aware of directories. A link that points to a relative pathname, which includes simple filenames, assumes the relative pathname is relative to the directory that the link was created in (not the directory the link was created from). In the following example, the link points to the file named sum in the /tmp directory. Because no such file exists, cat gives an error message:
Click here to view code image
$ pwd
/home/max
$ ln --symbolic sum /tmp/s4
$ ls -l sum /tmp/s4
lrwxrwxrwx. 1 max pubs 3 06-12 10:13 /tmp/s4 -> sum
-rw-rw-r--. 1 max pubs 38 06-12 09:51 sum
$ cat /tmp/s4
cat: /tmp/s4: No such file or directory




Optional: cd and Symbolic Links
When you use a symbolic link as an argument to cd to change directories, the results can be confusing, particularly if you did not realize that you were using a symbolic link.
If you use cd to change to a directory that is represented by a symbolic link, the pwd shell builtin (page 170) lists the name of the symbolic link. The pwd utility (/bin/pwd) lists the name of the linked-to directory, not the link, regardless of how you got there.
Click here to view code image
$ ln -s /home/max/grades /tmp/grades.old
$ pwd
/home/max
$ cd /tmp/grades.old
$ pwd
/tmp/grades.old
$ /bin/pwd
/home/max/grades
When you change directories back to the parent, you end up in the directory holding the symbolic link:
$ cd ..
$ pwd
/tmp
$ /bin/pwd
/tmp



[image: ] rm: Removes a Link

When you create a file, there is one hard link to it. You can then delete the file or, using Linux terminology, remove the link with the rm utility. When you remove the last hard link to a file, you can no longer access the information stored there, and the operating system releases the space the file occupied on the disk for use by other files. This space is released even if symbolic links to the file remain. When there is more than one hard link to a file, you can remove a hard link and still access the file from any remaining link. Unlike DOS and Windows, Linux does not provide an easy way to undelete a file once you have removed it. A skilled hacker, however, can sometimes piece the file together with time and effort.

When you remove all hard links to a file, you will not be able to access the file through a symbolic link. In the following example, cat reports that the file total does not exist because it is a symbolic link to a file that has been removed:

Click here to view code image

$ ls -l sum
-rw-r--r--. 1 max pubs 981 05-24 11:05 sum
$ ln -s sum total
$ rm sum
$ cat total
cat: total: No such file or directory
$ ls -l total
lrwxrwxrwx. 1 max pubs 6 05-24 11:09 total -> sum

When you remove a file, be sure to remove all symbolic links to it. Remove a symbolic link in the same way you remove other files:

$ rm total

Chapter Summary

Linux has a hierarchical, or treelike, file structure that makes it possible to organize files so you can find them quickly and easily. The file structure contains directory files and ordinary files. Directories contain other files, including other directories; ordinary files generally contain text, programs, or images. The ancestor of all files is the root directory and is represented by / standing alone or at the left end of a pathname.

Most Linux filesystems support 255-character filenames. Nonetheless, it is a good idea to keep filenames simple and intuitive. Filename extensions can help make filenames more meaningful.

When you are logged in, you are always associated with a working directory. Your home directory is the working directory from the time you log in until you use cd to change directories.

An absolute pathname starts with the root directory and contains all the filenames that trace a path to a given file. The pathname starts with a slash, representing the root directory, and contains additional slashes following each of the directories in the path, except for the last directory in the case of a path that points to a directory file.

A relative pathname is similar to an absolute pathname but traces the path starting from the working directory. A simple filename is the last element of a pathname and is a form of a relative pathname; it represents a file in the working directory.

A Linux filesystem contains many important directories, including /usr/bin, which stores most of the Linux utilities, and /dev, which stores device files, many of which represent physical pieces of hardware. An important standard file is /etc/passwd; it contains information about users, such as a user’s ID and full name.

Among the attributes associated with each file are access permissions. They determine who can access the file and how the file may be accessed. Three groups of users can potentially access the file: the owner, the members of a group, and all other users. An ordinary file can be accessed in three ways: read, write, and execute. The ls utility with the –l option displays these permissions. For directories, execute access is redefined to mean that the directory can be searched.

The owner of a file or a user working with root privileges can use the chmod utility to change the access permissions of a file. This utility specifies read, write, and execute permissions for the file’s owner, the group, and all other users on the system.

ACLs (Access Control Lists) provide finer-grained control over which users can access specific directories and files than do traditional Linux permissions. Using ACLs you can specify the ways in which each of several users can access a directory or file. Few utilities preserve ACLs when working with files.

An ordinary file stores user data, such as textual information, programs, or images. A directory is a standard-format disk file that stores information, including names, about ordinary files and other directory files. An inode is a data structure, stored on disk, that defines a file’s existence and is identified by an inode number. A directory relates each of the filenames it stores to an inode.

A link is a pointer to a file. You can have several links to a file so you can share the file with other users or have the file appear in more than one directory. Because only one copy of a file with multiple links exists, changing the file through any one link causes the changes to appear in all the links. Hard links cannot link directories or span filesystems, whereas symbolic links can.

Table 6-3 summarizes the utilities introduced in this chapter.

[image: ]

Table 6-3 Utilities introduced in Chapter 6

Exercises

1. Is each of the following an absolute pathname, a relative pathname, or a simple filename?

a. milk_co

b. correspond/business/milk_co

c. /home/max

d. /home/max/literature/promo

e. ..

f. letter.0210

2. List the commands you can use to perform these operations:

a. Make your home directory the working directory

b. Identify the working directory

3. If the working directory is /home/max with a subdirectory named literature, give three sets of commands you can use to create a subdirectory named classics under literature. Also give several sets of commands you can use to remove the classics directory and its contents.

4. The df utility displays all mounted filesystems along with information about each. Use the df utility with the –h (human-readable) option to answer the following questions.

a. How many filesystems are mounted on your Linux system?

b. Which filesystem stores your home directory?

c. Assuming your answer to exercise 4a is two or more, attempt to create a hard link to a file on another filesystem. What error message do you get? What happens when you attempt to create a symbolic link to the file instead?

5. Suppose you have a file that is linked to a file owned by another user. How can you ensure that changes to the file are no longer shared?

6. You should have read permission for the /etc/passwd file. To answer the following questions, use cat or less to display /etc/passwd. Look at the fields of information in /etc/passwd for the users on the local system.

a. Which character is used to separate fields in /etc/passwd?

b. How many fields are used to describe each user?

c. How many users are on the local system?

d. How many different login shells are in use on your system? (Hint: Look at the last field.)

e. The second field of /etc/passwd stores user passwords in encoded form. If the password field contains an x, your system uses shadow passwords and stores the encoded passwords elsewhere. Does your system use shadow passwords?

7. If /home/zach/draft and /home/max/letter are links to the same file and the following sequence of events occurs, what will be the date in the opening of the letter?

a. Max gives the command vim letter.

b. Zach gives the command vim draft.

c. Zach changes the date in the opening of the letter to January 31, writes the file, and exits from vim.

d. Max changes the date to February 1, writes the file, and exits from vim.

8. Suppose a user belongs to a group that has all permissions on a file named jobs_list, but the user, as the owner of the file, has no permissions. Describe which operations, if any, the user/owner can perform on jobs_list. Which command can the user/owner give that will grant the user/owner all permissions on the file?

9. Does the root directory have any subdirectories you cannot search as an ordinary user? Does the root directory have any subdirectories you cannot read as a regular user? Explain.

10. Assume you are given the directory structure shown in Figure 6-2 on page 177 and the following directory permissions:
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d--x--x---   3 zach pubs 512 2010-03-10 15:16 business
drwxr-xr-x   2 zach pubs 512 2010-03-10 15:16 business/milk_co

For each category of permissions—owner, group, and other—what happens when you run each of the following commands? Assume the working directory is the parent of correspond and that the file cheese_co is readable by everyone.

a. cd correspond/business/milk_co

b. ls –l correspond/business

c. cat correspond/business/cheese_co

Advanced Exercises

11. What is an inode? What happens to the inode when you move a file within a filesystem?

12. What does the .. entry in a directory point to? What does this entry point to in the root (/) directory?

13. How can you create a file named –i? Which techniques do not work, and why do they not work? How can you remove the file named –i?

14. Suppose the working directory contains a single file named andor. What error message do you get when you run the following command line?

$ mv andor and\/or

Under what circumstances is it possible to run the command without producing an error?

15. The ls –i command displays a filename preceded by the inode number of the file (page 206). Write a command to output inode/filename pairs for the files in the working directory, sorted by inode number. (Hint: Use a pipeline.)

16. Do you think the system administrator has access to a program that can decode user passwords? Why or why not? (See exercise 6.)

17. Is it possible to distinguish a file from a hard link to a file? That is, given a filename, can you tell whether it was created using an ln command? Explain.

18. Explain the error messages displayed in the following sequence of commands:
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$ ls -l
total 1
drwxrwxr-x. 2 max pubs 1024 03-02 17:57 dirtmp
$ ls dirtmp
$ rmdir dirtmp
rmdir: dirtmp: Directory not empty
$ rm dirtmp/*
rm: No match.


7. The Linux Utilities


In This Chapter
Basic Utilities
cat: Joins and Displays Files
less Is more: Display a Text File One Screen at a Time
ls: Displays Information About Files
Working with Files
grep: Searches for a Pattern in Files
lpr: Sends Files to Printers
Compressing and Archiving Files
Displaying User and System Information
script: Records a Shell Session
Tutorial: Using vim to Create and Edit a File
Tutorial: Using nano to Create and Edit a File



Objectives

After reading this chapter you should be able to:

[image: ] Use basic utilities to list files and display text files

[image: ] Copy, move, and remove files

[image: ] Display the beginning or end of a file

[image: ] Search, sort, print, categorize, and compare text files

[image: ] Compress, decompress, and archive files

[image: ] Count the number of letters, words, and lines in a file

[image: ] Locate utilities on the system

[image: ] Change the modification time of a file

[image: ] Display information about users and the system

[image: ] Record a session in a file

[image: ] Edit text files

When Linus Torvalds introduced Linux and for a long time thereafter, Linux did not have a GUI (graphical user interface): It ran on character-based terminals only, using a CLI (command-line interface), also referred to as a textual interface. All the tools ran from a command line. Today the Linux GUI is important, but many people—especially system administrators—run many command-line utilities. Command-line utilities are often faster, more powerful, or more complete than their GUI counterparts. Sometimes there is no GUI counterpart to a textual utility; some people just prefer the hands-on feeling of the command line. This chapter describes a number of frequently used utilities and concludes with tutorials on the vim and nano text editors. See “Working from the Command Line” on page 119 for an introduction to the command line.

When you work with a CLI, you are working with a shell (Chapters 5, 9, and 27). When you are working on the command line it is important to quote special characters as explained on page 142.


Tip: More utilities are covered throughout the book
This chapter introduces a few important utilities that are good to know as you start using Linux. More utilities are covered throughout the book. See the inside of the front and back covers for a complete list.



Basic Utilities

One of the advantages of Linux is that it comes with thousands of utilities that perform myriad functions. You will use utilities whenever you work with Linux, whether you use them directly by name from the command line or indirectly from a graphical menu or icon. The following sections discuss some of the most basic and important utilities that are available from a CLI. Some of the more important utilities are also available from a GUI; others are available only from a GUI.


Tip: Run these utilities from a command line
This chapter describes command-line, or textual, utilities. You can experiment with these utilities from a terminal, a terminal emulator within a GUI (page 120), or a virtual console (page 121).



[image: ] cat: Joins and Displays Files

The cat utility joins and copies files to standard output. The name of the cat utility is derived from catenate, which means to join together, one after the other. You can also use cat to display virtual system files in the /proc directory hierarchy as explained on page 512.

Arguments

The arguments are the pathnames of one or more files that cat processes. You can use cat to display the contents of one or more text files on the screen. More precisely, cat copies the files to standard output, which by default is attached to the screen.

Click here to view code image

$ cat practice
This is a small file that I created
using:  a text editor!


End.

If you do not specify an argument or if you specify a hyphen (–) in place of a filename, cat reads from standard input. The following example shows cat working without an argument; the < symbol causes the shell to redirect standard input to cat to come from practice. The shell passes no arguments to cat.

Click here to view code image

$ cat < practice
This is a small file that I created
using:  a text editor!


End.

You can use cat to create short, simple files. See “The Keyboard and Screen as Standard Input and Standard Output” on page 152 and “Redirection” on page 153 for more examples of redirecting the standard input and standard output of cat.

Options

Number

The –n (––number) option numbers all lines as they are written to standard output while the –b (––number-nonblank) numbers only non-blank lines.

Click here to view code image

$ cat -n practice
     1  This is a small file that I created
     2  using:  a text editor!
     3
     4  End.

Tabs

The –T (––show-tabs) option displays TABs as ^I.

Click here to view code image

$ cat -T practice
This is a small file that I created
using:^Ia text editor!


End.

You can combine options like this

$ cat -bT practice

Or, using long options, like this

Click here to view code image

$ cat --number-nonblank --show-tabs practice

Nonprinting

The –v (––show-nonprinting) option displays CONTROL characters using the caret notation (e.g., ^M means CONTROL-M) and displays characters that have the high bit set (META characters) using the M- notation (e.g., M-M means META-M). This option does not convert TABs and LINEFEEDs. Use –T (––show-tabs) if you want to display TABs as ^I. LINEFEEDs cannot be displayed as anything but themselves; otherwise, the line could be too long.

Related Utilities

tac

The tac (cat spelled backwards) utility works the same way as cat works except it reverses the order of the lines in each file.

rev

The rev (reverse) utility works the same way as cat works except it reverses the order of the characters in each line.

[image: ] date: Displays the System Time and Date

Without any arguments, the date utility displays the date and time known to the local system. If you set up a locale database (page 368), date uses that database to substitute in its output terms appropriate to the locale for your account. Use timedatectl (page 613) to set the system clock.

$ date
Mon Aug 19 14:39:55 PDT 2013


Tip: The hardware clock and the system clock
The hardware clock is the time kept in the BIOS (page 31). This clock is battery powered and keeps time even when the computer is off. The system clock runs only while the system is running and is what Linux uses when it needs to know the time. On some systems the system clock is adjusted periodically by NTP (Network Time Protocol; page 315) so it stays accurate.



Arguments

The following example formats and specifies the contents of the output of date. See the date man page for a complete list of format sequences.

$ date +"%A %B %d"
Monday August 19

Options

Date

The –d datestring (––date=datestring) option displays the date specified by datestring, not the date known to the system. According to the date man page, “the datestring is a mostly free-format date string” such as 2pm next thursday. See DATE STRING in the date man page for details about the syntax of datestring. This option does not change the system clock.

UTC

The –u (––utc or ––universal) option displays or sets the time and date using UTC (Universal Coordinated Time; page 1279). UTC is also called GMT (Greenwich Mean Time).

$ date -u
Mon Aug 19 21:40:19 UTC 2013

Related Utilities

timedatectl

The timedatectl utility, which is part of systemd (page 438), displays more information about the system clock. You can also use it to set the system clock. See page 613.

cal

The cal utility displays a calendar for the month and year you specify. Without any arguments it displays a calendar for the current month.

[image: ] echo: Displays Arguments

The echo utility copies its arguments, followed by a NEWLINE, to standard output. The Bourne Again Shell has an echo builtin that works similarly to the echo utility.

The echo builtin/utility is a good tool for learning about the shell and other Linux utilities. Some examples on page 166 use echo to illustrate how special characters, such as the asterisk, work. Throughout Chapters 5, 9, and 27, echo helps explain how shell variables work and how you can send messages from shell scripts to the screen. You can even use echo to create a short file by redirecting its output:
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$ echo "This is a short file." > short
$ cat short
This is a short file.

Arguments

The arguments can include quoted strings, ambiguous file references, and shell variables. The shell recognizes and expands unquoted special characters in arguments.

The following example shows echo copying its arguments to standard output. The second command includes an unquoted asterisk (*; page 166) that the shell expands into a list of files in the working directory before passing that list as arguments to echo; echo copies this list to standard output.

$ echo This is a sentence.
This is a sentence.
$ echo star: *
star: memo memo.0714 practice
$ ls
memo  memo.0714  practice

Option

NEWLINE

The –n option suppresses the NEWLINE that normally terminates the output of echo. This option is useful in shell scripts when you want to prompt a user and have the response appear on the same line as the prompt. See page 1041 for an example of a shell script that uses this feature.

[image: ] hostname: Displays the System Name

The hostname utility displays the name of the system you are working on. Use this utility if you are not sure that you are logged in on the correct machine. See also /etc/hostname on page 507.

$ hostname
guava

Option

The following option works with hostname.

FQDN

The –f (––fqdn) option displays the FQDN (page 1250) of the local system.

Related Utility

hostnamectl

The hostnamectl utility, which is part of systemd (page 438), displays more information about the local system. You can also use it to change the hostname.

[image: ] less Is more: Display a Text File One Screen at a Time

You can use the less or more utilities, called pagers, to view a long text file one screen at a time. Each of these utilities pauses after displaying a screen of text. You can then press the SPACE bar to display the next screen of text.

Although less and more are very similar, they have subtle differences. The less utility, for example, allows you to move backward while viewing a file in some situations where more does not. Whereas more must read an entire file before displaying anything, less does not have to and so starts more quickly than more when displaying a large file. At the end of the file less displays an END message and waits for you to press q before returning you to the shell. In contrast, more returns you directly to the shell. While using both utilities you can press h to display a Help screen that lists commands you can use while paging through a file. Give the command less /etc/services to experiment with paging through a file.

Arguments

Both less and more take the names of files you want to view as arguments. If you do not specify an argument or if you specify a hyphen (–; less only) in place of a filename, less and more read from standard input.

Options

The following options work with less.

Clear screen

The –c (––clear-screen) option paints each new screen from the top down; by default less scrolls the display.

EOF

The –e (––quit-at-eof) option causes less to exit when it reaches the second EOF (when you press SPACE while less is displaying END at the end of a file) so you do not need to type q to quit.

Truncate

The –S (––chop-long-lines) option truncates lines wider than the screen. By default less wraps long lines.

No initialization

The –X (––no-init) option prevents less from sending terminal initialization and deinitialization strings to the terminal. By default, less clears the screen when it finishes; this option causes the last page of what you were viewing to remain on the screen.


Optional
You can set the LESS environment variable (page 1032) in your ~/.bash_profile file (page 330) to set options for less each time you call it and when it is called from another program such as man. For example, the following line in the .bash_profile file in your home directory will cause less to always run with the –X option.
export LESS='-X'



Related Utility

most

The most utility (part of the most package; see page 534 for installation instructions) is newer and more capable than less and more. See the most man page for details.

[image: ] ls: Displays Information About Files

The ls utility displays information about one or more files. It lists the information alphabetically by filename unless you use an option to change the order.

When you do not provide an argument, ls displays the names of the visible files (those with filenames that do not begin with a period; page 180) in the working directory.

Arguments

The arguments are one or more pathnames of any ordinary, directory, or device files. The shell expands ambiguous file references (page 165) in the arguments.

When you specify an ordinary file as an argument, ls displays information about that one file. When the argument is a directory, ls displays the contents of the directory. It displays the name of the directory only when needed to avoid ambiguity, such as when the listing includes more than one directory.
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$ ls memos.zach/130715.1
memos.zach/130715.1


$ ls memos.zach
130712.1  130714.2  130714.3  130715.1


$ ls memos.*
memos.max:
130619.1  130621.2  130622.1


memos.sam:
130811.2  130811.3  130812.1


memos.zach:
130712.1  130714.2  130714.3  130715.1

[image: ] Options

Options determine the type of information ls displays, and the manner and order in which it displays the information. When you do not use an option, ls displays a short list that contains just the names of files, in alphabetical order. See page 145 for examples of how options affect ls output.

All

The –a (––all) option includes hidden filenames (those filenames that begin with a period; page 180) in the listing. Without this option ls does not list information about files with hidden filenames unless you specify the name of a hidden file as an argument. The * ambiguous file reference does not match a leading period in a filename, so you must use this option or explicitly specify a filename (ambiguous or not) that begins with a period to display information about files with hidden filenames.

[image: ] Directory

The –d (––directory) option displays directories without displaying their contents.
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$ ls -ld /
dr-xr-xr-x. 27 root root 4096 07-16 18:37 /

This option is useful when you want to find out, for example, the name of the user who owns a directory in a large directory such as /etc. Instead of scrolling through the output of ls –l /etc looking for a directory, you can give the command ls –ld /etc/filename (e.g., ls –ld /etc/cron.d).

Human readable

The –h (––human-readable) option, when specified with the –l option, displays sizes in K (kilobyte), M (megabyte), and G (gigabyte) blocks, as appropriate. This option works with the –l and –s options only. It displays powers of 1,024. Use ––si to display powers of 1,000.
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$ ls -lh /usr/bin
...
-rwxr-xr-x. 1 root root     105K 05-08 00:45 tac
-rwxr-xr-x. 1 root root      68K 05-08 00:45 tail
-rwxr-xr-x. 1 root root      24K 08-01 01:08 tailf
-rwxr-xr-x. 1 root root      29K 05-02 08:55 talk
-rwxr-xr-x. 1 root root     340K 06-04 08:23 tar
...

Long

The –l (lowercase “el”; ––format=long) option lists more information about each file. See page 191 for an explanation of this output. If standard output for a directory listing is sent to the screen, this option displays the number of blocks used by all files in the listing on a line before the listing.

[image: ] Recursive

The –R (––recursive) option recursively lists directory hierarchies.

Reverse

The –r (––reverse) option displays the list of filenames in reverse sorted order.

[image: ] Size

The –s (––size) option displays the number of 1,024-byte blocks allocated to the file. The size precedes the filename. With the –l option, this option displays the size in column 1 and shifts other items one column to the right. If standard output for a directory listing is sent to the screen, this option displays the number of blocks used by all files in the listing on a line before the listing. You can include the –h option to make the file sizes easier to read. The following example recursively lists the memos directory hierarchy in reverse size order.
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$ ls -lRrs memos
memos:
4 drwxrwxr-x. 2 sam sam 4096 04-29 14:11 memos.zach
4 drwxrwxr-x. 2 sam sam 4096 04-29 14:32 memos.sam
4 drwxrwxr-x. 2 sam sam 4096 04-30 14:15 memos.max


memos/memos.zach:
4 -rw-rw-r--. 1 sam sam 4064 04-29 14:11 130715.1
4 -rw-rw-r--. 1 sam sam 3933 04-29 14:11 130714.3
4 -rw-rw-r--. 1 sam sam 3317 04-29 14:11 130714.2
...

[image: ] rm: Removes a File (Deletes a Link)

The rm utility removes hard and/or symbolic links to one or more files. Frequently this action results in the file being deleted. See page 203 for information on links.

Arguments

The arguments are the pathnames of the files whose links rm will remove. Removing the only (last) hard link to a file deletes the file (page 208). Removing a symbolic link deletes the symbolic link only.


Caution: Be careful when you use rm with ambiguous file references
Because this utility enables you to remove a large number of files with a single command, use rm cautiously, especially when you are working with ambiguous file references. Never use rm with ambiguous file references while you are working with root privileges. If you have any doubts about the effect of an rm command with an ambiguous file reference, first use echo with the same file reference and evaluate the list of files the reference generates. Alternately, you can use the rm –i (––interactive) option.



Options

Force

The –f (––force) option, without asking for your consent, removes files for which you do not have write access permission. This option suppresses informative messages if a file does not exist.

Interactive

The –i (––interactive) option prompts you before removing each file. If you use –r (––recursive) with this option, rm also prompts you before examining each directory.
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$ rm -ri memos
rm: descend into directory 'memos'? y
rm: descend into directory 'memos/memos.max'? y
rm: remove regular file 'memos/memos.max/130621.2'? y
rm: remove regular file 'memos/memos.max/130619.1'? n
...

You can create an alias (page 392) for rm –i and put it in a startup file (page 180) so rm always runs in interactive mode. The –i option is set up by default for the root user under Fedora/RHEL.

Recursive

The –r (––recursive) option deletes the contents of the specified directory, including all its subdirectories, and the directory itself. Use this option with caution; do not use it with wildcards (* and ?).

Verbose

The –v (––verbose) option displays the name of each file as it is removed.

Related Utilities

shred

The shred utility overwrites a file to hide its contents and make it very difficult to recover the data that was stored in it. The –u (––remove) option causes shred to delete the file after overwriting it. The following command overwrites the file named myfile three times and then deletes it.

$ shred -u myfile

testdisk

The testdisk utility (testdisk package) scans, repairs, and sometimes can recover disk partitions. In some cases can undelete files. See the testdisk man page for details.

Working with Files

This section describes utilities that copy, move, print, search through, display, sort, compare, and identify files.


Tip: Filename completion
After you enter one or more letters of a filename (as an argument) on a command line, press TAB, and the shell will complete as much of the filename as it can. When only one filename starts with the characters you entered, the shell completes the filename and places a SPACE after it. You can keep typing or you can press RETURN to execute the command at this point. When the characters you entered do not uniquely identify a filename, the shell completes what it can and waits for more input. If pressing TAB does not change the display, press TAB again to display a list of possible completions. For more information refer to “Pathname Completion” on page 389.



[image: ] cp: Copies Files

The cp utility copies one or more files. Use scp (page 695) or rsync (page 696) to copy files from one system to another (or to make local copies). See page 237 for a description of the related mv (move) utility.

Arguments

With two arguments that are pathnames, neither of which specifies a directory, cp copies the file named by the first argument to the file named by the second argument.

$ cp memo memo.cp

With two or more arguments that are pathnames, the last of which is an existing directory, cp copies the files named by all but the last argument to the directory named by the last argument.

Click here to view code image

$ cp memo1 memo2 memo4 memo.dir


Caution: cp can destroy a file
If the destination file exists before you give a cp command, cp overwrites it. Because cp overwrites (and destroys the contents of) an existing destination file without warning, you must take care not to cause cp to overwrite a file that you need. The cp –i (interactive) option prompts you before it overwrites a file.
The following example assumes the file named orange.2 exists before you give the cp command. The user answers y to overwrite the file.
$ cp –i orange orange.2
cp: overwrite 'orange.2'? y



Options

Archive

The –a (––archive) option attempts to preserve the owner, group, permissions, access date, and modification date of source file(s) while copying a directory recursively.

Backup

The –b (––backup) option makes a backup copy of a file that would be removed or overwritten by cp. The backup copy has the same name as the destination file with a tilde (~) appended to it. When you use both –b and –f, cp makes a backup copy when you try to copy a file over itself. For more backup options, search for Backup options in the coreutils info page.

Force

The –f (––force) option causes cp to try to remove the destination file (when it exists but cannot be opened for writing) before copying the source file. This option is useful when the user copying a file does not have write permission to an existing file but does have write permission to the directory containing the file. Use this option with –b to back up a destination file before removing or overwriting it.

Interactive

The –i (––interactive) option prompts you whenever cp would overwrite a file. If you respond with a string that starts with y or Y, cp copies the file. If you enter anything else, cp does not copy the file.
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$ cp -i * ../memos.helen
cp: overwrite '../memos.helen/130619.1'? y
cp: overwrite '../memos.helen/130622.1'? n

Preserve

The –p (––preserve[=attr]) option creates a destination file with the same owner, group, permissions, access date, modification date, and ACLs as the source file. The –p option does not take an argument.

Without attr, ––preserve works as described above. The attr is a comma-separated list that can include mode (permissions), ownership (owner and group), timestamps (access and modification dates), links (hard links), and all (all attributes).

Recursive

The –R or –r (––recursive) option recursively copies directory hierarchies including ordinary files. The last argument must be the name of a directory.

Verbose

The –v (––verbose) option displays the name of each file as cp copies it.
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$ cp -rv memos memos.bak
'memos' -> 'memos.bak'
'memos/memos.max' -> 'memos.bak/memos.max'
'memos/memos.max/130619.1' -> 'memos.bak/memos.max/130619.1'
'memos/memos.max/130622.1' -> 'memos.bak/memos.max/130622.1'
'memos/memos.sam' -> 'memos.bak/memos.sam'
'memos/memos.sam/130811.3' -> 'memos.bak/memos.sam/130811.3'
'memos/memos.sam/130811.2' -> 'memos.bak/memos.sam/130811.2'
...

[image: ] cut: Selects Characters or Fields from Input Lines

The cut utility selects characters or fields from lines of input and writes them to standard output. Character and field numbering start with 1. Although limited in functionality, cut is easy to learn and use and is a good choice when columns and fields can be specified without using pattern matching.

Arguments

Arguments to cut are pathnames of ordinary files. If you do not specify an argument or if you specify a hyphen (–) in place of a pathname, cut reads from standard input.

Options

Characters

The –c clist (––characters=clist) option selects the characters given by the column numbers in clist. The value of clist is one or more comma-separated column numbers or column ranges. A range is specified by two column numbers separated by a hyphen. A range of –n means columns 1 through n; n– means columns n through the end of the line.

The following example displays the permissions of the files in the working directory. The –c2-10 option selects characters 2 through 10 from each input line.

$ ls -l | cut -c2-10
otal 2944
rwxr-xr-x
rw-rw-r--
rw-rw-r--
rw-rw-r--
rw-rw-r--

Input delimiter

The –d dchar (––delimiter=dchar) option specifies dchar as the input field delimiter. This option also specifies dchar as the output field delimiter unless you use the ––output-delimiter option. The default delimiter is a TAB character. Quote dchar as necessary to protect it from shell expansion.

Fields

The –f flist (––fields=flist) option selects the fields specified by flist. The value of flist is one or more comma-separated field numbers or field ranges. A range is specified by two field numbers separated by a hyphen. A range of –n means fields 1 through n; n– means fields n through the last field. The field delimiter is a TAB character unless you use the –d option to change it.

The following example displays a list of full names as stored in the fifth field (–f5) of the /etc/passwd file. The –d option specifies that the colon character is the field delimiter.

$ cut -d: -f5 /etc/passwd
Sam the Great
Sam the Great
Zach Brill
Max Wild
...

The next command outputs the size and name of each file in the working directory. The –f option selects the fifth and ninth fields from the input lines. The –d option tells cut to use SPACEs, not TABs, as delimiters. The tr utility (page 258) with the –s option changes sequences of two or more SPACE characters to a single SPACE; otherwise, cut counts the extra SPACE characters as separate fields.
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$ ls -l | tr -s '  ' ' ' | cut -f5,9 -d' '


259 countout
9453 headers
1474828 memo
1474828 memos_save
7134 tmp1
4770 tmp2
13580 typescript

Output delimiter

The ––output-delimiter=ochar option specifies ochar as the output field delimiter. By default, the output field delimiter is the same as the input field delimiter (the TAB character unless you change it using –d). Quote ochar as necessary to protect it from shell expansion.

diff: Displays the Differences Between Two Text Files

The diff (difference) utility displays line-by-line differences between two text files. By default diff displays the differences as instructions that you can use to edit one of the files to make it the same as the other.

The sdiff utility is similar to diff but its output might be easier to read; its output is the same as that of the diff –y (––side-by-side) option. Use the diff3 utility to compare three files and cmp to compare nontext (binary) files.

Arguments

The diff utility commonly takes the pathnames of two ordinary files it is to compare as arguments.

When you call diff without any options, it produces a series of lines containing Add (a), Delete (d), and Change (c) instructions. Each of these lines is followed by the lines from the file you need to add to, delete from, or change, respectively, to make the files the same. A less than symbol (<) precedes lines from file1. A greater than symbol (>) precedes lines from file2. The diff output appears in the format shown in Table 7-1. A pair of line numbers separated by a comma represents a range of lines; a single line number represents a single line.
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Table 7-1 diff output

The diff utility assumes you will convert the file named by the first argument to the file named by the second argument. The line numbers to the left of each of the a, c, or d instructions always pertain to the first file; the line numbers to the right of the instructions apply to the second file. To display instructions to convert the files in the opposite order, reverse the arguments.

Options

Ignore blank lines

The –B (––ignore-blank-lines) option ignores differences that involve only blank lines. See also “Ignore whitespace at end of lines” (following) and “Ignore whitespace” (next page).

Ignore whitespace at end of lines

The –b (––ignore-space-change) option ignores whitespace (SPACEs and TABs) at the ends of lines and considers other strings of whitespace (such as multiple SPACEs or TABs to be equal. See also “Ignore blank lines” (preceding) and “Ignore whitespace” (next page).

Context

The –C [lines] (––context[=lines]) option displays the sections of the two files that differ, including lines lines (the default is 3) around each line that differs to show the context. Each line in the first file that is missing from the second file is preceded by a hyphen (–); each extra line in the second file is preceded by a plus sign (+); and lines that have different versions in the two files are preceded by an exclamation point (!). When lines that differ are within lines lines of each other, they are grouped together in the output.

Ignore case

The –i (––ignore-case) option ignores differences in case when comparing files.

Unified

The –U lines or –u (––unified[=lines]) option uses the easier-to-read unified output format. The lines argument is the number of lines of context; the default is three. The –u option does not take an argument and provides three lines of context.

This option first displays two lines that indicate which of the files you are comparing will be denoted by a plus sign (+) and which by a minus sign (–). In the following example, a minus sign indicates the colors.1 file; a plus sign indicates the colors.2 file.
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$ diff -u colors.1 colors.2
--- colors.1    2014-04-05 10:12:12.322528610 -0700
+++ colors.2    2014-04-05 10:12:18.420531033 -0700
@@ -1,6 +1,5 @@
 red
+blue
 green
 yellow
-pink
-purple
 orange

The diff –u command breaks long, multiline text into hunks. Each hunk is preceded by a line starting and ending with two at signs (@@). This hunk identifier indicates the starting line number and the number of lines from each file for this hunk. In the example, the hunk covers the section of the colors.1 file (indicated by a minus sign) from the first line through the sixth line. The +1,5 indicates the hunk covers colors.2 from the first line through the fifth line.

Following these header lines, diff –u displays each line of text with a leading minus sign, a leading plus sign, or a SPACE. A leading minus sign indicates the line occurs only in the file denoted by the minus sign. A leading plus sign indicates the line occurs only in the file denoted by the plus sign. A line that begins with a SPACE (neither a plus sign nor a minus sign) occurs in both files in the same location.

Ignore whitespace

The –w (whitespace; ––ignore-all-space) option ignores whitespace when comparing lines. See also “Ignore blank lines” (previous page) and “Ignore whitespace at end of lines” (previous page).

[image: ] file: Displays the Classification of a File

The file utility classifies files according to their contents. You can use the file utility to learn about the contents of any file on a Linux system without having to open and examine the file yourself.

Arguments

The arguments are the pathnames of one or more files that file classifies. You can specify any kind of file, including ordinary, directory, and special files.

In the following example, file reports that letter_e.bz2 contains data that was compressed using the bzip2 utility (page 245):
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$ file letter_e.bz2
letter_e.bz2: bzip2 compressed data, block size = 900k

Next file reports on two more files:

Click here to view code image

$ file memo zach.png
memo:     ASCII text
zach.png: PNG image data, 3840 x 1200, 8-bit/color RGB, non-interlaced

Options

Mime

The –i (––mime)

option displays MIME (page 1261) type strings.
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$ file -i letter_e.bz2 memo zach.png
letter_e.bz2: application/x-bzip2; charset=binary
memo:         text/plain; charset=us-ascii
zach.png:     image/png; charset=binary

Zip

The –z (––uncompress) option attempts to classify files within a compressed file.
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$ file -z letter_e.bz2
letter_e.bz2: ASCII text (bzip2 compressed data, block size = 900k)

[image: ] find: Finds Files Based on Criteria

The find utility selects files that meet search criteria and acts on action criteria.

Arguments

The argument(s) specify the directory hierarchies that find searches. Without an argument, find searches the working directory hierarchy.

Expression

The find utility does not take options per se, but rather uses an expression made up of one or more criteria (next page) to specify files. The find utility tests each of the files in each of the specified directory hierarchies to see whether the file meets the criteria described by the expression. The absence of an expression implies –print. Thus, find without an argument or expression displays files in the working directory hierarchy.

$ find
.
./memos.max
./memos.max/130619.1
./memos.max/130622.1
./memos.sam
./memos.sam/130811.3

A SPACE separating two criteria is a Boolean AND operator: The file must meet both criteria to be selected. (You can also explicitly specify –and or –a). A –or or –o separating the criteria is a Boolean OR operator: The file must meet one or the other (or both) of the criteria to be selected. You can negate a criterion by preceding it with an exclamation point (!) or –not. The find utility evaluates criteria from left to right unless you group them using parentheses.

Within the expression you must quote special characters so the shell does not expand them but rather passes them to find. Special characters that are frequently used with find include parentheses, brackets, question marks, and asterisks.

Each element within the expression is a separate argument. You must separate arguments from each other using SPACEs. A SPACE must appear on both sides of each parenthesis, exclamation point, criterion, or other element.

Search Criteria

You can use the following criteria within the expression. As used in this section, ±n is a decimal integer that can be expressed as +n (more than n), –n (fewer than n), or n (exactly n). Action criteria are described on the next page. See the find man page for a complete list of criteria.

Access time

The file being evaluated meets the –atime ±n (access time) criterion if it was last accessed ±n days ago. The following command lists files in the working directory hierarchy that were last accessed more than ten days ago. The period representing the working directory is optional but makes the command more readable.

$ find . -atime +10

Links

The file being evaluated meets the –links ±n criterion if it has ±n links.

Modification time

The file being evaluated meets the –mtime ±n (modify time) criterion if it was last modified ±n days ago.

Filename

The file being evaluated meets the –name filename criterion if the pattern filename matches its name. The filename can include wildcard characters (*, ?, and []) but these characters must be quoted. The following command lists files in the /etc directory that have a filename extension of .xml.

$ find /etc -name "*.xml"

Size

The file being evaluated meets the –size ±n[c|k|M|G] criterion if it is the size specified by ±n, measured in 512-byte blocks. Follow n with the letter c to measure files in characters, k to measure files in kilobytes, M to measure files in megabytes, or G to measure files in gigabytes. The following command finds files in the /etc directory that have a filename extension of xml and are bigger than 100 kilobytes. It then uses the –exec action criterion (below) to display information about each of these files using an ls –lh command. Error messages are redirected to /dev/null so they are not displayed (page 158).
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$ find /etc -name "*.xml" -size +100k -exec ls -lh {} \; 2> /dev/null

Type

The file being evaluated meets the –type filetype criterion if its file type is specified by filetype. Select a filetype from the following list:
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The following command lists the directories in the /etc directory hierarchy.

$ find /etc -type d

Username

The file being evaluated meets the –user name criterion if it belongs to the user with the username name. You can use a numeric user ID in place of name. The following example lists files in Max’s home directory hierarchy that are not (!) owned by max.

$ find ~max ! -user max

You can use the –nouser and –nogroup criteria for finding files whose numeric user ID and group ID, respectively, do not exist on the system.

Action Criteria

Print

The file being evaluated always meets the –print action criterion. When evaluation of the expression reaches this criterion, find displays the pathname of the file it is evaluating. If –print is the only criterion in the expression, find displays the names of all files in the directory hierarchy specified on the command line. If this criterion appears with other criteria, find displays the name only if the preceding criteria are met. The following example finds files in the working directory hierarchy that are named core and were modified more than 30 days ago. It displays the names of these files and removes them.
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$ find . -name core -mtime +30 -print -exec rm {} \;

Execute

The file being evaluated meets the –exec command \; action criterion if the command returns a 0 (zero [true]) exit status. You must terminate the command with a quoted semicolon (\;) . The find utility replaces a pair of braces ({}) within the command with the name of the file being evaluated. You can use the –exec action criterion at the end of a group of other criteria to execute the command if the preceding criteria are met. See the section on xargs on page 260 for a more efficient way of doing what this option does. The following command finds files in the working directory hierarchy that were last accessed more than ten days ago and lists each file using an ls –l command. See page 458 for another example of the –exec criterion.
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$ find . -atime +10 -exec ls -l {} \;

Filesystem

The file being evaluated always meets the –xdev action criterion. It prevents find from searching directories in filesystems other than the one specified on the command line. Also –mount.

[image: ] grep: Searches for a Pattern in Files

The grep1 utility searches one or more text files for a pattern, which can be a simple string or another form of a regular expression. The grep utility takes various actions, specified by options, each time it finds a line that contains a match for the pattern. This utility takes its input either from files specified on the command line or from standard input.

1. Originally the name grep was a play on an ed—an original UNIX editor, available on Fedora/RHEL—command: g/re/p. In this command g stands for global, re is a regular expression delimited by slashes, and p means print.

Arguments

The first argument on a grep command line is the pattern grep is to search for. The pattern is a regular expression, as defined in Appendix A. You must quote regular expressions that contain special characters, SPACEs, or TABs. An easy way to quote these characters is to enclose the entire expression within single quotation marks.

The pattern is followed by a list of the pathnames of text files grep is to search through. With the –r option, this list can contain directories; grep searches the files in the specified directory hierarchies.

Without any options grep sends lines that contain a match for pattern to standard output. The following command displays all lines from the memo1 file that contain the string Sam (with an uppercase S).
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$ grep Sam memo1
Dear Samuel --
I hope this finds you and Sammy Jr. well and

When you specify more than one file on the command line, grep precedes each line it displays with the name of the file it came from, followed by a colon. The next command displays all lines from all files in the working directory that contain the string sam. The second command uses \< in the regular expression to force the match to the beginning of a word. The last command uses a caret (^) in a regular expression to anchor the string to the beginning of the line: It lists all lines that begin with the string sam. See Appendix A for information on regular expressions.

Click here to view code image

$ grep sam *
memo1:This is a letter to sam:
memo1:not eating too much samak.
memo2:subsample by the end of the day.
memo5:sam, what is going on?


$ grep '\<sam' *
memo1:This is a letter to sam:
memo1:not eating too much samak.
memo5:sam, what is going on?


$ grep '^sam' *
memo5:sam, what is going on?

Options

Count

The –c (––count) option displays only the number of lines that contain a match in each file. The following example lists all files in the working directory, each followed by the number of times the regular expression (a simple string in this example) occurs in each file.

$ grep -c sam *
memo1:2
memo2:1
memo3:0
memo4:0
memo5:1

Color

The ––color option causes grep to display the match in color on a terminal.

[image: ] Extended regular expression

The –E (––extended-regexp) option causes grep to accept extended regular expressions (page 1145). The following example uses an extended regular expression to display in color lines that contain a match for either vmx or svm in the /proc/cpuinfo virtual file, indicating whether the system supports hardware virtualization.
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$ grep --color -E 'vmx|svm' /proc/cpuinfo

See page 664 for a slightly different version of this command. Calling grep with the –E option is the same as calling egrep.

Ignore case

The –i (––ignore-case) option causes lowercase letters in the pattern to match uppercase letters in the file, and vice versa. This example lists all lines that contain the string sam with any combination of upper- and lowercase letters.
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$ grep -i sam *
memo1:This is a letter to sam:
memo1:Dear Samuel --
memo1:I hope this finds you and Sammy Jr. well and
memo1:not eating too much samak.
memo2:subsample by the end of the day.
memo3:How is Sam doing?
memo5:sam, what is going on?

List filenames

The –l (lowercase “el”; ––files-with-matches) option displays only the name of each file that contains one or more matches. A filename is displayed only once, even if the file contains more than one match.

$ grep -li sam *
memo1
memo2
memo3
memo5

Quiet

The –q (––quiet or ––silent) option does not write anything to standard output, it only sets the exit code. The following grep command returns an exit code of 0 (true) as displayed by the $? special parameter (page 1029). This exit code indicates that grep found the string sam in the memo5 file.

$ grep -q sam memo5
$ echo $?
0

Recursive

The –r or –R (––recursive) option recursively descends directories specified in the list of files to be searched and processes files within these directories.

Invert match

The –v (––invert-match) option causes lines not containing a match to satisfy the search. When you use this option by itself, grep displays all lines that do not contain a match for the pattern. The following example lists all lines that do not contain the string sam (regardless of case).
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$ grep -vi Sam *
memo1:
memo1:
memo1:Good day.
memo2:This is a letter to Max
memo2:
memo2:Hi Max --
memo2:
memo2:How are you?
memo2:I hope you are able to get me a
memo3:Better I hope!
memo4:Only Max here, no one else.
memo5:I have not seen you in days!

Match word

–w (––word-regexp) With this option, the pattern must match a whole word. This option is helpful if you are searching for a specific word that might also appear as a substring of another word in the file. The following examples show grep searching for a word, first using the –w option and then using a regular expression.
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$ grep -w sam *
memo1:This is a letter to sam:
memo5:sam, what is going on?


$ grep '\<sam\>' *
memo1:This is a letter to sam:
memo5:sam, what is going on?

[image: ] head: Displays the Beginning of a File

The head utility displays the beginning of a file. This utility takes its input either from one or more files specified on the command line or from standard input. See page 241 for a description of the related tail utility.

Arguments

The arguments are the pathnames of the text files that head displays. When you specify more than one file, head displays the filename before displaying the first few lines of each file. When you do not specify a file, head takes its input from standard input.

Without any options, head displays the first ten lines of a file. For example, if the file named months lists the 12 months of the year in calendar order, one to a line, then head displays January through October.

$ head months
January
February
March
April
May
June
July
August
September
October

Options

Bytes

The –c n (––bytes=n) option displays the first n bytes (characters) of a file.
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$ head -c 60 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nol

Lines

The –n n (––lines=n) option displays the first n lines of a file. You can use –n to specify n lines without using the ––lines or –n option. If you specify a negative value for n, head displays all but the last n lines of the file.
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$ head -2 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin

lpr: Sends Files to Printers

The lpr (line printer) utility places one or more files in a print queue for printing. Linux provides print queues so only one job is printed on a given printer at a time. A queue allows several people or jobs to send output simultaneously to a single printer with the expected results. This utility can work with local and remote printers. Refer to Chapter 13 for information on setting up a printer and defining the default printer.

The lpr utility takes input either from files specified on the command line or from standard input; it adds these files to the print queue as print jobs. The utility assigns a unique identification number to each print job.

Arguments

The arguments are the pathnames of one or more files that lpr prints. Often these files are text files, but many systems are configured so lpr can accept and properly print a variety of file types, including PostScript and PDF files. Without arguments, lpr accepts input from standard input. The following command prints the file named report:

$ lpr report

Because this command does not specify a printer, the output goes to the default printer, which is the printer when you have only one printer. You can send more than one file to the printer with a single command. The following command prints three files on the default printer:

$ lpr 05.txt 108.txt 12.txt

Options

Some of the following options depend on which type of file is being printed as well as on how the system is configured for printing.

No header

The –h (no header) option suppresses printing of the header (burst) page. This page is useful for identifying the owner of the output in a multiuser setup, but it is a waste of paper when this identification is not needed.

No filter

The –l (lowercase “el”) option specifies that lpr should not preprocess (filter) the file being printed. Use this option when the file is already formatted for the printer.

Printer

The –P printer option routes a print job to the queue for the printer named printer. If you do not use this option, print jobs are routed to the default printer for the local system. The acceptable values for printer are stored in the /etc/printcap file and can be displayed using an lpstat –t command. These values vary from system to system. The following command prints report on the printer named mailroom:

$ lpr -P mailroom report

The next example uses a pipeline to send the output of ls to the printer named deskjet:

$ ls | lpr -Pdeskjet


Tip: Setting your personal default printer
If you normally use a printer other than the system default printer, you can set up lpr to use another printer as your personal default by assigning the name of this printer to the environment variable PRINTER. For example, if you use bash, you can add the following line to ~/.bash_profile to set your default printer to the printer named ps:
export PRINTER=ps



Remove

The –r (remove) option deletes the files being printed after calling lpr.

Copies

The –# n option prints n copies of each file. Depending on which shell you are using, you might need to escape the # by preceding it with a backslash to keep the shell from interpreting it as a special character. The following command prints two copies of memo on the printer named laser.

$ lpr -Plaser -#2 memo

Related Utilities

lpq

The lpq utility displays information about jobs in a print queue. When called without arguments, lpq lists all print jobs queued for the default printer. Use the –P printer option with lpq to look at other print queues—even those for printers connected to remote systems. With the –l (lowercase “el”) option, lpq displays more information about each job. If you specify a username as an argument, lpq displays only the print jobs belonging to that user.

The next example shows a number of print jobs queued for the default printer. Max owns all the jobs, and the first one is being printed (it is active). Jobs 635 and 639 were created by sending input to lpr’s standard input; job 638 was created by giving ncut.icn as an argument to the lpr command. The last column gives the size of each print job.
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$ lpq
deskjet is ready and printing
Rank   Owner     Job  Files                             Total Size
active max       635  (stdin)                          38128 bytes
1st    max       638  ncut.icn                          3587 bytes
2nd    max       639  (stdin)                           3960 bytes

lprm

One item displayed by lpq is the job number for each print job in the queue. To remove a job from the print queue, give the job number as an argument to lprm.

Unless you are working with root privileges, you can remove only your own jobs. Even a user working with root privileges might not be able to remove a job from a queue for a remote printer. Without an argument, lprm removes the active printer job (i.e., the job that is now printing) from the queue, if you own that job. The next command removes job 638 from the default print queue:

$ lprm 638

[image: ] mv: Renames or Moves a File

The mv (move) utility, which renames or moves one or more files, has three forms. The first renames a single file with a new filename that you supply. The second renames one or more files so that they appear in a specified directory. The third renames a directory. The mv utility physically moves (copies and deletes) the original file if it is not possible to rename it (that is, if you move the file from one filesystem to another). See page 224 for a description of the related cp (copy) utility.


Caution: mv can destroy a file
Just as cp can destroy a file, so can mv. Also like cp, mv has a –i (interactive) option. See the caution box on page 224.



Arguments

The first form of mv takes two arguments: the pathname of the ordinary file you want to rename and/or move and the new pathname of the file. The first of the following commands renames memo in the working directory to memo.copy. The second command moves memo from the working directory to the copies directory and renames it memo.130808.

$ mv memo memo.copy


$ mv memo copies/memo.130808

The second form of mv takes two or more arguments; all but the last are the pathnames of ordinary files you want to move and the last specifies the new parent directory for the files. The files you move will have the same simple filenames as each of the original files but new absolute pathnames. The following command moves memo1, memo2, and memo3 from the working directory and memoX from the /tmp directory to the (existing) memo.copy subdirectory of the working directory.
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$ mv memo1 memo2 memo3 /tmp/memoX memo.copy

The third form of mv takes two arguments: the pathname of an existing directory that you want to move and/or rename, and the new pathname for the directory, which does not exist. (If the directory exists, the command is the second form of mv and moves the file to the directory without changing the file’s name.) The first of the following commands renames the memo.copy directory in the working directory memo.old. The second moves the feb subdirectory of memos to the directory named archive and renames it 1302.

$ mv memo.copy memo.old


$ mv memos/feb archive/1302

Options

Force

The –f (––force) option causes mv not to prompt you if a move would overwrite an existing file that you do not have write permission for. You must have write permission for the directory holding the existing file.

Interactive

The –i (––interactive) option prompts for confirmation if mv would overwrite a file. If your response begins with a y or Y, mv overwrites the file; otherwise, mv does not move the file. The following example copies all files named memo followed by a single character to the memo.copy directory, prompting you if it would overwrite a file.

Click here to view code image

$ mv -i memo? memo.copy
mv: overwrite 'memo.copy/memo3'? y

If mv would not overwrite a file, it does not prompt even with this option.

Verbose

The –v (––verbose) option lists files as they are moved.

$ mv -v memo? memo.copy
'memo1' -> 'memo.copy/memo1'
'memo2' -> 'memo.copy/memo2'
'memo3' -> 'memo.copy/memo3'
'memo4' -> 'memo.copy/memo4'
'memo5' -> 'memo.copy/memo5'

[image: ] sort: Sorts and/or Merges Files

The sort utility sorts and/or merges one or more text files. It orders the output using the collating sequence specified by the LC_COLLATE locale variable (page 368). This section explains how to use sort to order a file by lines. See the sort man page for information on sorting on fields.

Without the –o option, sort sends its output to standard output. This utility sorts and merges files unless you use the –m (merge only) or –c (check only) option.

Arguments

The arguments are the pathnames of one or more ordinary files that contain the text to be sorted. Without arguments, sort takes its input from standard input. The following example shows sort processing a file named days that holds the days of the week, one per line, in calendar order. The sort utility outputs the contents of the file in alphabetical order.

$ sort days
Friday
Monday
Saturday
Sunday
Thursday
Tuesday
Wednesday

The next example merges and sorts the days and months files.

$ sort days months
April
August
December
February
Friday
...

Options

Check

The –c (––check) option checks whether the file is properly sorted. The sort utility does not display anything if everything is in order. It displays a message if the file is not in sorted order and returns an exit status of 1. The following example shows that the fourth line of days, which contains Thursday, is the first line of the file that is not in alphabetical order.
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$ sort -c days
sort: days:4: disorder: Thursday

Dictionary

The –d (––dictionary-order) option ignores all characters that are not alphanumeric characters or blanks. For example, sort does not consider punctuation with this option. The LC_CTYPE locale variable (page 368) affects the outcome when you specify this option.

Ignore case (fold)

The –f (––ignore-case) option considers all lowercase letters to be uppercase letters.

Ignore nonprinting

The –i (––ignore-nonprinting) option ignores nonprinting characters. This option is overridden by the –d option. The LC_CTYPE locale variable (page 368) affects the outcome when you specify this option.

Merge

The –m (––merge) option assumes that each of the multiple input files is in sorted order and merges them without verifying they are sorted.

Numeric

The –n (––numeric-sort) option orders in arithmetic sequence, it does not order lines in the machine collating sequence. With this option, minus signs and decimal points take on their arithmetic meaning. The following example shows the difference between sorting a numeric file without using the –n option and with it.

$ sort num
09.0
10.5
 1.24
-5
9


$ sort -n num
-5
 1.24
09.0
9
10.5

Output

The –o filename (––output=filename) option sends output to filename instead of standard output; filename can be the same as one of the names of the files that sort is sorting. The following command sends the output to the days.sort file.

$ sort -o days.sort days

Reverse

The –r (––reverse) option reverses the sense of the sort (e.g., z precedes a). The following examples order days in reverse alphabetic order and num in reverse arithmetic order.

$ sort -r days
Wednesday
Tuesday
Thursday
Sunday
Saturday
Monday
Friday


$ sort -rn num
10.5
9
09.0
 1.24
-5

Unique

The –u (––unique) option outputs repeated lines only once. When you use this option with –c, sort displays a message if the same line appears more than once in the input file, even if the file is in sorted order. The following example sorts (and merges) two copies of days. Without any options, the first command displays two copies of each day in alphabetic order. The second command uses the –u option and displays one copy of each day.
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$ sort days days | head -5
Friday
Friday
Monday
Monday
Saturday


$ sort -u days days | head -5
Friday
Monday
Saturday
Sunday
Thursday

The next example works with the fol file, which holds the names of three months, each listed twice. One of each pair begins with an uppercase letter, the other with a lowercase letter. With just the –u option, the first command displays all six lines. The second command adds the –f option, which causes sort to consider upper- and lowercase letters to be equivalent. Now the –u option considers each pair of months to be equivalent and sort displays only one of each pair of months.

$ sort -u fol
april
April
february
February
january
January


$ sort -uf fol
April
February
January

[image: ] tail: Displays the Last Part of a File

The tail utility displays the last part, or end, of a file. See page 235 for a description of the related head utility.

Arguments

The arguments are the pathnames of the files that tail displays. When you specify more than one file, tail displays the filename of each file before displaying lines from that file. If you do not specify an argument or if you specify a hyphen (–) instead of a filename, tail reads from standard input. By default tail displays the last ten lines of its input. The following example shows tail displaying the last ten lines of the months file.

$ tail months
March
April
May
June
July
August
September
October
November
December

Options

Bytes

The –c [+]n (––bytes=[+]n) option counts by bytes (characters) instead of lines. The n argument is an integer that specifies the number of bytes. The following example displays the last 16 bytes, including 2 NEWLINEs, of the months file.

$ tail -c 16 months
vember
December

If you put a plus sign (+) in front of n, tail counts from the start of the file instead of the end. The tail utility still displays characters through the end of the file, even though it starts counting from the beginning. This example shows that tail –c +16 causes tail to display from the 16th character through the end of the file.

$ tail -c +16 months
y
March
April
...

Follow

The –f (––follow) option causes tail to enter an endless loop after copying the last line of the file, waiting for and copying additional lines from the file as the file grows. If you specify multiple files in the arguments with this option, tail includes a new header each time it displays output from a different file so you know which file is being added to. This option is useful for tracking the progress of a process that is running in the background and sending its output to a file. The tail utility continues to wait indefinitely, so you must use the interrupt key to terminate it.

Lines

The –n [+]n (––lines=[+]n) option counts by lines (the default). The n argument is an integer that specifies the number of lines. Although it is not documented, you can use ±n to specify a number of lines without using this option. The next example displays the last five lines of the months file.

$ tail -5 months
August
September
October
November
December

If you put a plus sign (+) in front of n, tail counts from the start of the file instead of the end. The tail utility still displays lines through the end of the file, even though it starts counting from the beginning. Thus tail –n +5 causes tail to display from the fifth line through the last line of the file.

[image: ] touch: Changes File Modification and Access Times

The touch utility changes the modification and access times of a file to the system time or a time you specify. You can also use touch to create a file.


Arguments

The arguments are the pathnames of the files that touch creates or updates. Without options, touch changes the access and modification times to the system time. When you do not specify the –c (––no-create) option, touch creates files if they do not exist.

The following example shows that f1 exists in the working directory with a modification date of July 24, 2014, and that f2 does not exist. The date utility shows the system time. When touch is given these two filenames as arguments, it updates the modification time of f1 and creates f2. Use the ls –lu options to display access times.
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$ ls -l
-rwxr-xr-x. 1 max pubs 898028 2014-07-24  f1


$ date
Wed May  8 15:20:36 PDT 2013
$ touch f1 f2
$ ls -l
-rwxr-xr-x. 1 max pubs 898028 05-08 15:20 f1
-rw-r--r--. 1 max pubs      0 05-08 15:20 f2

Options

No create

The –c (––no-create) option does not create files, it only modifies times on existing files.

Date

The –d datestring (––date=datestring) option changes times using the date specified by datestring. Most familiar formats are permitted for datestring. Components of the date and time not included in datestring are assumed to be the current date and time. This option may not be used with –t. This example changes the date on f1 to May 15, 2020.
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$ touch -d 'may 15 2020' f1
$ ls -l f1
-rw-rw-r--. 1 max max 978160 2020-05-15 f1

Time

The –t [[cc]yy]nnddhhmm[.ss] option changes times to the date specified by the argument. The nn argument is the number of the month (01–12), dd is the day of the month (01–31), hh is the hour based on a 24-hour clock (00–23), and mm is the minutes (00–59). You must specify at least these fields. You can specify the number of seconds past the start of the minute using .ss.

The optional cc specifies the first two digits of the year (the value of the century minus 1), and yy specifies the last two digits of the year. When you do not specify a year, touch assumes the current year. When you do not specify cc, touch assumes 20 for yy in the range 0–68 and 19 for yy in the range 69–99. This option may not be used with –d.

The following example creates a file with a modification and access time of August (08) 2 (02) at 2:30 PM (1420). The command assumes the year known to the system and zero seconds.
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$ touch -t 08021420 xx
$ ls -l xx
-rw-r--r--. 1 sam pubs 0 08-02 14:20 xx

[image: ] wc: Displays the Number of Lines, Words, and Bytes in Files

The wc (word count) utility displays the number of lines, words, and bytes in one or more files. When you specify more than one filename on the command line, wc displays totals for each file as well as combined totals for all files.

Arguments

The arguments are the pathnames of one or more files that wc analyzes. The columns wc displays show the number of lines, words, and bytes, in that order. (A word is a sequence of characters bounded by SPACEs, TABs, NEWLINEs, or a combination of these characters.) Without any arguments, wc takes its input from standard input. The following commands show wc analyzing the days and months files. When you redirect its input, wc does not display the name of the file.

$ wc days months
  7   7  57 days
 12  12  86 months
 19  19 143 total


$ cat days months | wc
     19      19     143

Options

Lines

The –l (lowercase “el”; ––lines) option displays only the number of lines (i.e., NEWLINE characters) in the input. The following example shows that there are seven lines in the days file.

$ wc -l days
7 days

Bytes

The –m (––chars) option displays only the number of bytes in the input. The next example shows that there are 57 bytes, including NEWLINEs, in the days file.

$ wc -m days
57 days

Words

The –w (––words) option displays only the number of words in the input. The final example shows that there are seven words (each line holds one word) in the days file.

$ wc -w days
7 days

[image: ] Compressing and Archiving Files

Large files use more disk space and take longer to transfer over a network than smaller files. To reduce these factors you can compress a file without losing any of the information it holds (lossless data compression). Similarly, a single archive of several files packed into a larger file is easier to manipulate, upload, download, and email than multiple files. You might frequently download compressed, archived files from the Internet. The utilities described in this section compress and decompress files and pack and unpack archives.


Tip: dtrx: extracts and decompresses files intelligently
The dtrx utility (Do the Right Extraction; dtrx package) extracts and decompresses many types of files intelligently. It decompresses xz, bzip2, and gzip files and it extracts and decompresses compressed tar archives. This utility (it is a Python script) determines which utility was used to compress a file and calls that utility to decompress it.
The dtrx utility will
• Not overwrite a file, but will instead rename the decompressed/extracted file and tell you what it named it
• Extract an archive into a new directory so the extracted files do not clutter and mingle with those in the working directory; see the tips on page 251
• Perform recursive extraction: it will extract archives from within archives
• Set the permissions of extracted files to sane values
The dtrx utility does not have a man page. For more information use the ––help option or visit brettcsmith.org/2007/dtrx.



[image: ] xz, bzip2, and gzip: Compress and Decompress Files

This section discusses three compression utilities: xz, bzip2, and gzip (GNU zip). Because these utilities work similarly and take many of the same options, this one section covers all three utilities. Because xz is the newest and most effective tool, all examples in this section use xz. Differences between the utilities are noted.


Tip: xz, bzip2, and gzip
The bzip2 utility is block based, provides good compression, and is CPU intensive. The older alternative, gzip, is stream based and does not compress as well as bzip2. However, gzip can compress on-the-fly (e.g., while downloading a file) whereas bzip2 cannot begin compression until it has read a complete block. Also, bzip2 is a Linux utility whereas gzip is a cross-platform utility that is recognized natively by Windows, Linux, and other *nix systems. The xz utility is newer than bzip2 and gzip and can do a better job of compressing files than either.



The xz, bzip2, and gzip utilities compress a file by analyzing it and recoding it more efficiently. The new version of the file looks completely different from the original file. In fact, because the new file contains many nonprinting characters, you cannot view it directly. These utilities work particularly well on files that contain a lot of repeated information, such as text and image data, although most image data is already in a compressed format. The xz utility can yield a smaller compressed file than bzip2 and bzip2 can yield a smaller compressed file than gzip.

Normally these utilities do not overwrite a file; you must use ––force to overwrite a file during compression or decompression.


Tip: gzip versus zip
Do not confuse gzip and gunzip with the zip and unzip utilities. The zip and unzip utilities pack and unpack an archive that might contain several files compressed into a single file. That compressed file is typically imported from or exported to a Windows system.
In contrast, when given multiple filenames as arguments, gzip compresses each file individually and gunzip decompresses individual files. It does not create an archive.
The zip and unzip utilities are compatible with WinZip, a Windows program that compresses and archives files.



Arguments

The arguments are the pathnames of one or more ordinary files (no directories except when you call gzip with the –r option) that are to be compressed or decompressed. Without arguments, or if the special option – is present, these utilities read from standard input. By default, when these utilities compress a file, they create a new, compressed version of the file with a filename extension of .xz (xz), .bz2 (bzip2), or .gz (gzip) and delete the original file. They reverse the process when they decompress a file. In the following example, xz compresses the myprog file, reducing its size, deleting the original file, and creating a new file named myprog.xz.

Click here to view code image

$ ls -l
-rwxr-xr-x. 1 sam sam 982296 06-07 13:50 myprog


$ xz myprog
$ ls -l
-rwxr-xr-x. 1 sam sam 387536 06-07 13:50 myprog.xz

Options

Standard output

The –c (––stdout) option writes the results of compression or decompression to standard output. This option implies the –k option.

Decompress

The –d (––decompress) option decompresses a file that was compressed using xz. This option with xz is equivalent to the unxz utility (unxz is a link to xz). With bzip2 it is equivalent to bunzip2, and with gzip it is equivalent to gunzip.
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$ xz -d myprog.xz
$ ls -l
-rwxr-xr-x. 1 sam sam 982296 06-07 13:50 myprog

Quality

The –n option sets the compression level when compressing a file. Under xz, the n is a digit from 0 to 9; under bzip2 and gzip it is from 1 to 9. Level 0 or 1 compression yields the largest file but runs quickly and uses the least memory. Level 9 compression yields the smallest file but runs slowly and uses the most memory. The default level is 6. The next example shows that with xz the –9 option yields about a 9 percent smaller compressed file than does –0. This option has more impact on file size and speed with xz than with bzip2 or gzip.
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$ xz -0 myprog
$ ls -l
-rwxr-xr-x. 1 sam sam 423704 06-07 13:50 myprog.xz


$ unxz myprog.xz
$ xz -9 myprog
$ ls -l
-rwxr-xr-x. 1 sam sam 387536 06-07 13:50 myprog.xz


Optional
The time utility displays execution times for the command you specify as its argument. The line labeled real reports the elapsed clock time, user is the time the execution spent in userspace (page 1279), and sys is the time it spent in kernelspace (page 1257). The following example shows that it took about one-tenth of a second of clock time to compress myprog using level 0 compression and about seven-tenths of a second using level 9. The difference in the system time is even more dramatic.
$ time xz -0 myprog
real    0m0.115s
user    0m0.043s
sys     0m0.071s

$ unxz myprog.xz
$ time xz -9 myprog
real    0m0.705s
user    0m0.078s
sys     0m0.599s



Force

The –f (––force) option forces compression even if a file already exists, is a symbolic link to a regular file, or has multiple hard links. The following example shows that, by default, xz will not compress a file that has a hard link (page 204). With the –f option, xz compresses the file, creating a new, compressed file and deleting the old, linked file.
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$ ls -l
-rwxr-xr-x. 2 sam sam 982296 06-07 13:50 myprog
-rwxr-xr-x. 2 sam sam 982296 06-07 13:50 myprog.lnk


$ xz myprog
xz: myprog: Input file has more than one hard link, skipping


$ xz -f myprog
$ ls -l
-rwxr-xr-x. 1 sam sam 982296 06-07 13:50 myprog.lnk
-rwxr-xr-x. 1 sam sam 387536 06-07 13:50 myprog.xz

Keep

The –k (––keep) option does not delete input files after compressing or decompressing them. The following command uses the –k option so that after compressing myprog, the original file remains along with the compressed version.
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$ xz -k myprog
$ ls -l
-rwxr-xr-x. 1 sam sam 982296 06-07 13:50 myprog
-rwxr-xr-x. 1 sam sam 387536 06-07 13:50 myprog.xz


Tip: Keep the original file by using the –k option
The xz, bzip2, and gzip utilities and their counterparts, unxz, bunzip2, and gunzip, remove the original file when they compress or decompress a file. Use the –k (keep) option to keep the original file.



Recursive

The –r (––recursive) option recursively descends directories listed in the arguments and compresses or decompresses each file within these directories. This option does not create an archive; see the tip on page 246. Works with gzip only.

Verbose

The –v (––verbose) option displays the name of the file, the percent of compression completed, the sizes of the compressed and original files, and the compression ratio. The output of the following xz command shows that the compressed file is almost 40 percent smaller than the original file.
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$ xz -v myprog
myprog (1/1)
  100 %       378.5 KiB / 959.3 KiB = 0.395

Related Utilities

xzcat bzcat zcat

The xzcat, bzcat, and zcat utilities display files that have been compressed using xz, bzip2, and gzip, respectively. The equivalent of cat for compressed files, these utilities decompress the compressed data and display the decompressed data. Like cat, they do not change the source file. The following command decompresses and displays memo.xz on the fly.

$ xzcat memo.xz

After xzcat is run, the content of memo.xz is unchanged; the file is still stored on the disk in compressed form.

xzless bzless zless

Use xzless/bzless/zless in place of xzcat/bzcat/zcat when you decompress and view a large text file. These utilities send the decompressed output through a pipeline to less so you can view it one screen at a time.

xzgrep bzgrep zgrep

Use xzgrep/bzgrep/zgrep to search for a pattern in a compressed file without changing the file. Because these utilities invoke grep, they accept the same arguments as grep.
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The unxz/bunzip2/gunzip utilities restore a compressed file just as running xz/bzip2/gzip with the –d option does:
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$ unxz myprog.xz
$ ls -l
-rwxr-xr-x. 1 sam sam 982296 06-07 13:50 myprog

compress

The compress utility compresses files, albeit not as well as gzip. This utility marks a file it has compressed by adding a .Z filename extension to its name.
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The unzip utility restores a file that has been compressed using zip.
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The zip utility compresses and archives files; the –r option processes files in a directory hierarchy. This utility marks a file it has compressed by adding a .zip filename extension to its name. The zip and unzip utilities are compatible with WinZip, a Windows program that compresses and archives files. Give the command zip without any arguments or see the zip man page for more information including a list of options.
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$ zip -r allmemos memos
  adding: memos/ (stored 0%)
  adding: memos/typescript (deflated 33%)
  adding: memos/memos.sam/ (stored 0%)
  adding: memos/memos.sam/130811.2 (deflated 77%)
  adding: memos/memos.sam/130811.3 (deflated 73%)

[image: ] tar: Stores or Extracts Files to/from an Archive File

The tar (tape archive) utility, also discussed on page 603, creates, adds to, lists, and retrieves files from an archive file. Its name is short for tape archive, as its original function was to create and read archive and backup tapes. Today it is used to create a single file (called a tar file, archive, or tarball) from multiple files or directory hierarchies and to extract files from a tar file. See page 603 for more information and examples that use tar to back up files; see page 605 for information on cpio, a similar utility.

You can use xz, bzip2, gzip, or compress to compress tar files, making them easier to store and handle. Many files you download from the Internet will already be in one of these formats.

Files that have been processed by tar and compressed by xz frequently have a filename extension of .txz. Those processed by tar and compressed by bzip2 use .tar.bz2 or .tbz, those processed by tar and gzip use .tar.gz or .tgz, and files processed by tar and compress use .tar.Z as the filename extension.

Arguments

The arguments are pathnames of the files that tar archives or extracts. If you do not specify an argument, tar reads from standard input or writes to standard output.

Options

You must use one and only one of the following options to indicate which action you want tar to take. You can alter the action of the option by following it with one or more modifiers (page 251).2

2. Although the original UNIX tar did not use a leading hyphen to indicate an option on the command line, the GNU/Linux version accepts hyphens but works as well without them. This book precedes tar options with a hyphen for consistency with most other utilities.

Create

The –c (––create) option creates an archive. This option stores the files named as arguments in a new archive. If the archive already exists, tar destroys it before creating the new archive. If an argument is a directory, tar copies the directory hierarchy into the archive. Without the ––file modifier, tar writes the archive to standard output.

In the following example, the first ls shows the sizes of the files g, b, and d. Next tar uses the –c (create) option along with the –v (verbose; page 252) and –f (write to or read from a file; next page) modifiers to create an archive named all.tar from these files. Each line of output displays the name of the file tar is appending to the archive it is creating.

The tar utility adds overhead when it creates an archive. The next command shows that the archive file all.tar occupies more than 9,700 bytes, whereas the sum of the sizes of the three files is about 6,000 bytes. This overhead is more appreciable on smaller files, such as the ones in this example:
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$ ls -l g b d
-rw-r--r--. 1 zach other 1178 08-20 14:16 b
-rw-r--r--. 1 zach zach  3783 08-20 14:17 d
-rw-r--r--. 1 zach zach  1302 08-20 14:16 g


$ tar -cvf all.tar g b d
g
b
d


$ ls -l all.tar
-rw-r--r--. 1 zach zach 9728 08-20 14:17 all.tar

TOC

Without arguments, the –t (––list) option produces a table of contents listing all files in an archive. With arguments, it displays the name of each file in the arguments each time it occurs in the archive. You can use this option with the –v option to display detailed information about files in an archive. The next example calls tar with the –t and –v options to display a table of contents for the archive created in the previous example.
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$ tar -tvf all.tar
-rw-r--r-- zach /zach     1302 2013-08-20 14:16 g
-rw-r--r-- zach /other    1178 2013-08-20 14:16 b
-rw-r--r-- zach /zach     3783 2013-08-20 14:17 d
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The –x (––extract) option extracts files listed in the arguments from the archive and writes them to the disk, overwriting existing files with the same names. Without arguments, this option extracts all files from the archive. If the arguments include a directory, tar extracts the directory hierarchy. The tar utility attempts to keep the owner, modification time, and access privileges the same as those of the original file. If tar reads the same file more than once, the last version read will appear on the disk when tar is finished.


Caution: tar: the –x option can overwrite files
The –x option to tar overwrites a file that has the same filename as a file you are extracting. Follow the suggestion in the following caution box to avoid overwriting files.




Caution: tar: the –x option might extract a lot of files
Some tar archives contain many files. To list the files in the archive without unpacking them, run tar with the –tf options followed by the name of the tar file. In some cases you might want to create a new directory (mkdir [page 184]), cd to that directory, and expand the tar file from there (i.e., tar –xf ../filename). That way the unpacked files will not mingle with existing files, and no confusion will occur. This strategy also makes it easier to delete the extracted files. Depending on how they were created, some tar files automatically create a new directory and put the files into it; the –t option shows where tar will place the files you extract. See also the tip on dtrx (page 245).



The next example extracts a single file from a tar archive file. The –x option tells tar to extract files and the –f modifier takes an argument of the name of the archive file. The –v option causes tar to list the files as it extracts each one. The argument to tar, b, tells tar the name of the file to extract from the archive file.
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$ tar -xvf all.tar b
-rw-r--r-- zach /other    1178 2013-08-20 14:16 b

Omit the argument (b) to extract all files from the archive file.

Modifiers

Preserve ACLs

The ––acls modifier preserves ACL permissions (page 198).

Filename

The –f filename (––file filename) modifier uses filename as the name of the file the archive is created in or extracted from. The filename can be the name of an ordinary file or a device (e.g., a DVD or USB flash drive). You can use a hyphen (–) instead of filename to refer to standard input when creating an archive and standard output when extracting files from an archive.

xz

The –J (––xz) modifier uses xz (page 245) to compress/decompress files when creating an archive and extracting files from an archive. This modifier is optional when you decompress files because tar recognizes a compressed file and decompresses it automatically.

The first command in the following example uses the –c option to create an archive, the –J modifier to use xz to compress the files going into the archive, the –f modifier with an argument of mfiles.txz to specify the name of the archive file, and an asterisk, which the shell expands into a list of all files in the working directory, to specify the names of the files that tar is to archive. The second command extracts (–x option) the files from the archive named mfiles.tbz (–f mfiles.tbz) specifying the –v (verbose) modifier two times to create a long listing of the extracted files and the optional –J (xz) modifier to decompress the files as tar extracts them. It extracts the files named by the arguments.
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$ tar -cJf mfiles.txz *


$ tar -xvvJf mfiles.txz mkdir more
-rwxr-xr-x max/pubs     128899 2013-05-06 13:23 mkdir
-rwxr-xr-x max/pubs      36176 2013-05-06 13:22 more

bzip2

The –j (––bzip2) modifier uses bzip2 (page 245) to compress/decompress files when creating an archive and extracting files from an archive. This modifier is optional when you decompress files because tar recognizes a compressed file and decompresses it automatically.

Verbose

The –v (––verbose) modifier lists each file as tar reads or writes it. When combined with the –t option, –v causes tar to display a more detailed listing of the files in the archive, showing their ownership, permissions, size, and other information. Similarly, two –v options cause tar to display a more detailed listing while extracting files.

Interactive

The –w (––interactive) modifier asks you for confirmation before reading or writing each file. Respond with a string that begins with Y or y if you want tar to take the action. Any other response causes tar not to take the action.

$ tar -xwf mfiles.tbz
extract 'mkdir'?y
extract 'mknod'?n
...

gzip

The –z (––gzip or ––gunzip) modifier uses gzip when creating an archive and gunzip when extracting files from an archive. This modifier also works to extract files from archives that have been compressed using the compress utility. This modifier is optional when you decompress files because tar recognizes a compressed file and decompresses it automatically.

The following two commands are equivalent ways of creating a compressed archive of the files in the /home directory hierarchy on the device mounted at /dev/sde1:
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$ tar -zcf /dev/sde1 /home
$ tar -cf - /home | gzip > /dev/sde1

Displaying User and System Information

This section covers utilities that provide information about who is using the system, what those users are doing, and how the system is running. In addition to the utilities covered in this section, see

• df—displays a list of the directory hierarchies available on the system, along with the amount of disk space, free and used, on each (page 804)

• dmesg—displays kernel messages (page 595)

• du—displays disk usage information (page 523)

• lsblk—lists block device information (page 635)

• lshw—lists hardware information (page 636)

• lspci—lists PCI device information (page 635)

• lsusb—lists USB bus and USB device information (page 636)

• top—lists processes using the most resources (page 612)

• uname—displays information about the system (page 470)

[image: ] free: Displays Memory Usage Information

The free utility displays the amount of physical (RAM) and swap space (page 1276) memory in the local system. It displays columns for total, used, and free memory as well as for kernel buffers. The column labeled shared is obsolete.

Options

Human

The –h option displays memory in easy-to-read units.

Total

The –t option adds a line labeled Total to the end of the output.

In the following example, the –h option causes free to display memory sizes in human readable format (gigabytes in this case) and the –t option displays a total line.
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$ free -mth
             total       used       free     shared    buffers     cached
Mem:          988M       781M       207M         0B        25M       279M
-/+ buffers/cache:       476M       512M
Swap:         2.0G         0B       2.0G
Total:        3.0G       781M       2.2G

One of the ways Linux takes advantage of free memory is to allocate memory it is not otherwise using to buffers (page 1240) and cache (page 1241). Thus the value on the Mem line in the free column will be small and is not representative of the total available memory when the kernel is working properly. As the kernel needs more memory, it reallocates memory it had allocated to buffers and cache.

The –/+ buffers/cache line gives values assuming memory used for buffers and cache is free memory. The value in the used column on this line assumes buffers and cache (25M + 279M = 304M on the Mem line) are freed; thus the value in the used column is 476M (~781M – 304M) while the value in the free column value increases to 512M (~207M + 304M). Unlike the value in the free column on the Mem line, as the value in the free column on the –/+ buffers/cache line approaches zero, the system is truly running out of memory.

The Swap line displays the total, used, and free amounts of swap space.

[image: ] uptime: Displays System Load and Duration Information

The uptime utility displays a single line that includes the time of day, the period of time the computer has been running (in days, hours, and minutes), the number of users logged in, and the load average (how busy the system is). The three load average numbers represent the number of jobs waiting to run, averaged over the past 1, 5, and 15 minutes.
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$ uptime
09:49:14 up 2 days, 23:13,  3 users,  load average: 0.00, 0.01, 0.05

[image: ] w: Lists Users on the System

The first line the w utility displays is the same as the output of uptime (previous page). Following that line, w displays a list of the users who are logged in.

The first column in the following example shows that Max, Zach, and Sam are logged in (Max is logged in twice). The second column shows the name of the device file each user’s terminal, workstation, or terminal emulator is connected to. The third column shows the system that a remote user is logged in from. The fourth column shows the time each user logged in. The fifth column indicates how long each user has been idle (how much time has elapsed since the user pressed a key on the keyboard). The next two columns identify how much computer processor time each user has used during this login session and on the task that user is running. The last column shows the command each user is running.
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$ w
 17:47:35 up 1 day,  8:10,  6 users,  load average: 0.34, 0.23, 0.26
USER     TTY      FROM            LOGIN@   IDLE   JCPU   PCPU WHAT
sam      tty4     -              17:18   29:14m  0.20s  0.00s vi memo
max      tty2     -              16:42    0.00s  0.20s  0.07s w
zach     tty1     -              16:39    1:07   0.05s  0.00s run_bdgt
max      pts/4    guava          17:27    3:10m  0.24s  0.24s -bash

[image: ] who: Lists Users on the System

The who utility displays information about the local system. Without options it displays a list of users who are logged in. In the following example, the first column who displays shows that Sam, Max, and Zach are logged in. (Max is logged in from two locations.) The second column shows the name of the device that each user’s terminal, workstation, or terminal emulator is connected to. The third column shows the date and time the user logged in. An optional fourth column shows (in parentheses) the name of the system a remote user logged in from.
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$ who
sam      tty4         2013-07-25 17:18
max      tty2         2013-07-25 16:42
zach     tty1         2013-07-25 16:39
max      pts/4        2013-07-25 17:27 (guava)

Arguments

Boot

The –b option displays the time the system was last booted.
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$ who -b
        system boot  2013-04-30 17:48

Run level

The –r option displays the system runlevel (page 449) and the time the system entered that runlevel.
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$ who -r
         run-level 5  2013-04-30 17:51

Me

The –m option displays the standard information for the user issuing the command.
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$ who -m
max      pts/4        2013-07-25 17:27 (guava)

In place of –m you can supply any two arguments; am i or mom likes are classic.
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$ who am i
max      pts/4        2013-07-25 17:27 (guava)

Related Utilities

whoami

While the who utility (e.g., who am i) displays the real UID of a user, whoami displays the effective UID of a user. For more information refer to “Real UID Versus Effective UID” on page 425.

Miscellaneous Utilities

This section covers which and whereis (determine the location of a utility), locate (searches for a file), script (records a shell session), tr (replaces specified characters), unix2dos (converts Linux files to Windows format), dos2unix (converts Windows files to Linux format), and xargs (converts standard input to command lines).

which and whereis: Locate a Utility

When you give Linux a command, the shell searches a list of directories for a program with that name. This list of directories is called a search path. For information on how to change the search path, refer to “PATH: Where the Shell Looks for Programs” on page 359. If you do not change the search path, the shell searches only a standard set of directories and then stops searching. However, other directories on the system might also contain useful utilities.
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The which utility locates utilities by displaying the full pathname of the file for the utility. The local system might include several utilities that have the same name. When you type the name of a utility, the shell searches for the utility in your search path and runs the first one it finds. You can find out which copy of the utility the shell will run by using which. In the following example, which reports the location of the tar utility:

$ which tar
/usr/bin/tar

The which utility can be helpful when a utility is working in unexpected ways. By running which, you might discover that you are running a nonstandard version of a tool or a different one from the one you expected. (“Important Standard Directories and Files” on page 189 provides a list of standard locations for executable files.) For example, if tar is not working properly and you find that you are running /usr/local/bin/tar instead of /bin/tar, you might suspect the local version is broken.
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The whereis utility searches for files related to a utility by looking in standard locations instead of using your search path. For example, you can find the locations for files related to tar:
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$ whereis tar
tar: /usr/bin/tar /usr/share/man/man1/tar.1.gz /usr/share/man/man5/tar.5.gz

In this example whereis finds three references to tar: the tar utility file and two (compressed) tar man pages.


Tip: which versus whereis
Given the name of a utility, which looks through the directories in your search path (page 359) in order and locates the utility. If your search path includes more than one utility with the specified name, which displays the name of only the first one (the one you would run).
The whereis utility looks through a list of standard directories and works independently of your search path. Use whereis to locate a binary (executable) file, any manual pages, and source code for a program you specify; whereis displays all the files it finds.




Caution: which, whereis, and builtin commands
Both the which and whereis utilities report only the names for utilities as they exist on the disk; they do not report shell builtins (utilities that are built into a shell; page 170). When you use whereis to try to find where the echo command (which exists as both a utility program and a shell builtin) is kept, it displays the following information:
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$ whereis echo
echo: /usr/bin/echo /usr/share/man/man1/echo.1.gz
/usr/share/man/man1p/echo.1p.gz
The whereis utility does not display the echo builtin. Even the which utility reports the wrong information:
$ which echo
/usr/bin/echo
Under bash you can use the type builtin (page 1041) to determine whether a command is a builtin:
$ type echo
echo is a shell builtin



[image: ] locate: Searches for a File

The locate utility (locate package) searches for files on the local system.

$ locate logrotate
/etc/logrotate.conf
/etc/logrotate.d
/etc/cron.daily/logrotate
/etc/logrotate.d/chrony
/etc/logrotate.d/cups
...
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Before you can use locate, the updatedb utility must build or update the locate database. Typically the database is updated once a day by a cron script (page 607).


Tip: locate does not return real-time results the way find does
Because locate relies on the locate database, which is typically updated once a day, results may not be accurate. The locate utility will display the names of files that have been deleted since the database was last updated. Similarly, it will not display the names of files that have been created since the last update. For accurate, real-time results, search for filenames using find (page 229).



The locate utility searches for the string you provide as its argument anywhere in the absolute pathname of a file. Thus, the command locate sam returns the names of all files that have the string sam anywhere in their absolute pathname, including all files in the hierarchy of a directory named sample. Use find if you want a more refined search. The command find / –name "sam" returns only files named sam and find / –name "*sam*" returns only files that have the string sam in their simple filename.

By default locate searches for simple strings; use the –r option to cause it to search for regular expressions.

script: Records a Shell Session

The script utility records part of a login session, including your input and the system’s responses. This utility is useful only from character-based devices, such as a terminal or a terminal emulator. It does capture a session with vim; however, because vim uses control characters to position the cursor and display different typefaces, such as bold, the output will be difficult to read and might not be useful. When you cat a file that has captured a vim session, the session quickly passes before your eyes.

By default script captures the session in a file named typescript, overwriting a file with the same name. Following is a session being recorded by script:
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$ script
Script started, file is typescript
$ ls -l /bin | head -5
-rwxr-xr-x. 1 root root     123 02-07 17:32 alsaunmute
-rwxr-xr-x. 1 root root   25948 02-08 03:46 arch
lrwxrwxrwx. 1 root root       4 02-25 16:52 awk -> gawk
-rwxr-xr-x. 1 root root   25088 02-08 03:46 basename
$ exit
exit
Script done, file is typescript

Use the exit command to terminate a script session. You can then view the file you created using cat, less, more, or an editor. Following is the file created by the preceding script command:
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$ cat typescript
Script started on Tue 08 Apr 2014 10:16:36 AM PDT
$ ls -l /bin | head -5
-rwxr-xr-x. 1 root root     123 02-07 17:32 alsaunmute
-rwxr-xr-x. 1 root root   25948 02-08 03:46 arch
lrwxrwxrwx. 1 root root       4 02-25 16:52 awk -> gawk
-rwxr-xr-x. 1 root root   25088 02-08 03:46 basename
$ exit
exit


Script done on Tue 08 Apr 2014 10:16:50 AM PDT

If you will be editing the file, you can use dos2unix (page 260) to eliminate from the typescript file the ^M (carriage return) characters that appear at the ends of the lines. Refer to the script man page for more information.

Arguments

The argument is the pathname of the file that script writes to. If you do not specify an argument, script writes to typescript, overwriting this file if it exists.

Options

Append

The –a (––append) option appends to the output file. Without this option script overwrites an existing file.

Command

The –c cmd (––command cmd) option runs cmd instead of an interactive shell. Useful when a program produces different output when standard output is not connected to the screen. For example, the ls utility displays its output in a column when it is redirected and in rows when it is not.
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$ ls
memos.max  memos.sam  memos.zach  old


$ ls | cat
memos.max
memos.sam
memos.zach
old

The –c option enables you to capture the output of ls without redirecting its output.
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$ script -c ls
Script started, file is typescript
memos.max  memos.sam  memos.zach  old  typescript
Script done, file is typescript

[image: ] tr: Replaces Specified Characters

The tr utility reads standard input and, for each input character, maps it to an alternate character, deletes the character, or leaves the character unchanged. This utility reads from standard input and writes to standard output.

Arguments

The tr utility is typically used with two arguments, string1 and string2. The position of each character in the two strings is important: Each time tr finds a character from string1 in its input, it replaces that character with the corresponding character from string2.

When string1 is longer than string2, the initial portion of string1 (equal in length to string2) is used in the translation. When string1 is shorter than string2, tr repeats the last character of string1 to extend string1 to the length of string2. In this case tr departs from the POSIX standard, which does not define a result.

You can use a hyphen to represent a range of characters in string1 or string2. The two command lines in the following example produce the same result:

Click here to view code image

$ echo abcdef | tr  'abcdef' 'xyzabc'
xyzabc
$ echo abcdef | tr  'a-f' 'x-za-c'
xyzabc

The next example demonstrates a popular method for disguising text, often called ROT13 (rotate 13) because it replaces the first letter of the alphabet with the thirteenth, the second with the fourteenth, and so forth. The first line ends with a pipeline symbol that implicitly continues the line (see the optional section on page 161) and causes bash to start the next line with a secondary prompt (page 362).
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$ echo The punchline of the joke is ... |
> tr 'A-M N-Z a-m n-z' 'N-Z A-M n-z a-m'
Gur chapuyvar bs gur wbxr vf ...

To make the text intelligible again, reverse the order of the arguments to tr:
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$ echo Gur chapuyvar bs gur wbxr vf ... |
> tr 'N-Z A-M n-z a-m' 'A-M N-Z a-m n-z'
The punchline of the joke is ...

Options

Complement

The –c (––complement) option complements string1, causing tr to match all characters except those in string1.

Delete

The –d (––delete) option deletes characters that match those specified in string1. If you use this option with the –s (––squeeze-repeats) option, you must specify both string1 and string2.
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$ echo If you can read this, you can spot the missing vowels! |
> tr --delete 'aeiou'
If y cn rd ths, y cn spt th mssng vwls!

Help

The ––help option summarizes how to use tr, including the special symbols you can use in string1 and string2.

Squeeze

The –s (––squeeze-repeats) option replaces multiple sequential occurrences of a character in string1 with a single occurrence of the character when you call tr with only one string argument. If you use both string1 and string2, the tr utility first translates the characters in string1 to those in string2; it then replaces multiple sequential occurrences of a character in string2 with a single occurrence of the character.

If you use the –d (––delete) and –s (––squeeze-repeats) options at the same time, tr first deletes the characters in string1 and then replaces multiple sequential occurrences of a character in string2 with a single occurrence of the character.

In the following example, tr replaces characters and reduces pairs of identical characters to single characters:

Click here to view code image

$ echo tennessee | tr -s 'tnse' 'srne'
serene

The next example replaces each sequence of nonalphabetic characters (the complement of all the alphabetic characters as specified by the character ranges A-Za-z) in the file draft1 with a single NEWLINE character. The output is a list of words, one per line.
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$ tr -c -s 'A-Za-z' '\n' < draft1

unix2dos: Converts Linux Files to Windows and Macintosh Format

unix2dos, unix2mac

If you want to share a text file you created on a Linux system with someone on a Windows or Macintosh OS X system, you need to convert the file for the person on the other system to read it easily. The unix2dos utility converts a Linux text file so it can be read on a Windows machine; use unix2mac to convert a Linux file so it can be read on a Macintosh system. These utilities are part of the dos2unix software package. Enter the following command to convert a Linux-format file named memo.txt to a Windows-format file (use unix2mac to convert to a Macintosh-format file):

$ unix2dos memo.txt

You can now email the file as an attachment to someone on a Windows or an OS X system. This utility overwrites the original file.

dos2unix, mac2unix

The dos2unix utility converts Windows-format files so they can be read on a Linux system (use mac2unix to convert from Macintosh format):

$ dos2unix memo.txt

tr

You can also use tr (translate; page 258) to change a Widows or an OS X text file into a Linux text file. In the following example, the –d (delete) option causes tr to remove RETURNs (represented by \r) as it makes a copy of the file:
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$ cat memo | tr -d '\r' > memo.txt

The greater than (>) symbol (page 154) redirects the standard output of tr to the file named memo.txt. Converting a file the other way without using unix2dos is not as easy.

[image: ] xargs: Converts Standard Input to Command Lines

The xargs utility is a convenient, efficient way to convert standard output of one command into arguments for another command. The format of an xargs command line is

xargs [options] [command]

The xargs utility reads arguments to command from standard input, interpreting each whitespace-delimited string as a separate argument. It then constructs a command line from command and a series of arguments. When the maximum command-line length would be exceeded by adding another argument, xargs runs the command line it has built. If there is more input, xargs repeats the process of building a command line and running it. This process continues until all input has been read.

Arguments

The command argument is the command line you want xargs to use as a base for the command it constructs. Without an argument, command defaults to echo. The xargs utility appends to command the arguments it receives from standard input. If any arguments need to precede the arguments from standard input, you must include them as part of command.

The xargs utility is often used as an efficient alternative to the –exec option of find (page 231). If you call find with the –exec option to run a command, it runs the command once for each file it processes. Each execution of the command creates a new process, which can drain system resources when you are processing many files. By accumulating as many arguments as possible, xargs can greatly reduce the number of processes needed.

To locate and remove all files with names ending in .o from the working directory and its subdirectories, you can use the find –exec option:
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$ find . -name \*.o -exec rm --force {} \;

This approach calls the rm utility once for each .o file that find locates. Each invocation of rm requires a new process. If a lot of .o files exist, the system must spend a significant amount of time creating, starting, and then cleaning up these processes. You can reduce the number of processes by allowing xargs to accumulate as many filenames as possible before calling rm:
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$ find . -name \*.o -print | xargs rm --force

In the next example, the content of all *.txt files located by find is searched for lines containing the word login. The names of all files that contain login are displayed by grep.
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$ find . -name \*.txt -print | xargs grep -w -l login

Options

Replace

The –I [marker] option allows you to place arguments from standard input anywhere within command. All occurrences of marker in command are replaced by the arguments generated from standard input of xargs. The –l option is ignored when you use this option.

The next example shows how to use the –I option to cause xargs to embed standard input within command instead of appending it to command. This option causes xargs to execute command each time a NEWLINE character is encountered in standard input.
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$ cat names
Tom,
Dick,
and Harry


$ xargs echo "Hello," < names
Hello, Tom, Dick, and Harry


$ xargs -I xxx echo "Hello xxx. Join me for lunch?" < names
Hello Tom,. Join me for lunch?
Hello Dick,. Join me for lunch?
Hello and Harry. Join me for lunch?

Max lines

The –l [num] (lowercase “el”; ––max-lines[=num]) option executes command once for every num lines of input. When you include this option and do not specify num, xargs sets num to 1.

Max arguments

The –n num (––max-args=num) option executes command once for every num arguments in the input line. The next example uses the same input file as the previous examples and includes the –n and –l options:
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$ xargs -n 1 echo "Hi there" < names
Hi there Tom,
Hi there Dick,
Hi there and
Hi there Harry


$ xargs -l 2 echo "Hi there" < names
Hi there Tom, Dick,
Hi there and Harry

Max processes

The –P num (––max-procs=num) option allows xargs to run up to num instances of command simultaneously. (The default is 1, which runs commands sequentially.) This option might improve the throughput if xargs is running on a multiprocessor system.

Interactive

The –p (––interactive) option prompts prior to each execution of command.

Empty

The –r (––no-run-if-empty) option causes xargs not to execute command if standard input is empty. Ordinarily xargs executes command at least once, even if standard input includes only blanks (SPACEs and TABs).

Editing Files

This section presents tutorials on two editors: vim and nano. The nano editor is less powerful than vim but takes less time to learn and is powerful enough for writing simple programs and notes.

[image: ] Tutorial: Using vim to Create and Edit a File

This section explains how to start vim, enter text, move the cursor, correct text, save the file to the disk, and exit from vim. The tutorial discusses three of the modes of operation of vim and explains how to switch from one mode to another.

vimtutor

In addition to working with this tutorial, you might want to try vim’s instructional program, vimtutor. Enter its name as a command to run it.

Specifying a terminal

Because vim takes advantage of features that are specific to various kinds of terminals, you must tell it what type of terminal or terminal emulator you are using. On many systems, and usually when you work on a terminal emulator, your terminal type is set automatically. If you need to specify your terminal type explicitly, refer to “Specifying a Terminal” on page 1024.


Tip: vimtutor and vim help files are not installed by default
To run vimtutor and to get help as described on page 266, you must install the vim-enhanced package. See page 534 for instructions on installing software.



Starting vim

Start vim with the following command to create and edit a file named practice (use vi in place of vim if you have not installed the vim-enhanced package):

$ vim practice

When you press RETURN, the command line disappears, and the screen looks similar to the one shown in Figure 7-1.
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Figure 7-1 Starting vim


Tip: vim is not installed by default: use vi
The full version of the vim editor is not installed by default. Instead, a small version of vim, named vi, is installed. You can either replace each vim command in this section with vi, or you can install the full vim editor by installing the vim-enhanced package and then using the vim command as shown in this section. See page 534 for instructions on installing software.



The tildes (~) at the left of the screen indicate the file is empty. They disappear as you add lines of text to the file. If the screen looks like a distorted version of the one shown in Figure 7-1, the terminal type is probably not set correctly (see “Problem,” next).

The practice file is new so it contains no text. The vim editor displays a message similar to the one shown in Figure 7-1 on the status (bottom) line of the terminal to indicate you are creating and editing a new file. When you edit an existing file, vim displays the first few lines of the file and gives status information about the file on the status line.

Problem

If you start vim with a terminal type that is not in the terminfo database, vim displays an error message and waits for you to press RETURN or sets the terminal type to ansi, which works on many terminals.

Emergency exit

To reset the terminal type, press ESCAPE and then give the following command to exit from vim and display the shell prompt:

:q!

When you enter the colon (:), vim moves the cursor to the bottom line of the screen. The characters q! tell vim to quit without saving your work. (You will not ordinarily exit from vim this way because you typically want to save your work.) You must press RETURN after you give this command. When the shell displays its prompt, refer to “Specifying a Terminal” on page 1024 and start vim again.

If you start vim without a filename, it displays information about itself (Figure 7-2).
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Figure 7-2 Starting vim without a filename

[image: ] Command and Input Modes

Two of vim’s modes of operation are Command mode (also called Normal mode) and Input mode (Figure 7-3). While vim is in Command mode, you can give vim commands. For example, you can delete text or exit from vim. You can also command vim to enter Input mode. In Input mode, vim accepts anything you enter as text and displays it on the screen. Press ESCAPE to return vim to Command mode. By default the vim editor keeps you informed about which mode it is in: It displays INSERT at the lower-left corner of the screen while it is in Insert mode.
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Figure 7-3 Modes in vim

The following command causes vim to display line numbers next to the text you are editing:

:set number RETURN

Last Line mode

The colon (:) in the preceding command puts vim into another mode, Last Line mode. While in this mode, vim keeps the cursor on the bottom line of the screen. When you finish entering the command by pressing RETURN, vim restores the cursor to its place in the text. Give the command :set nonumber RETURN to turn off line numbering.

vim is case sensitive

When you give vim a command, remember that the editor is case sensitive. In other words, vim interprets the same letter as two different commands, depending on whether you enter an uppercase or lowercase character. Beware of the CAPS LOCK (SHIFTLOCK) key. If you set this key to enter uppercase text while you are in Input mode and then exit to Command mode, vim interprets your commands as uppercase letters. It can be confusing when this happens because vim does not appear to be executing the commands you are entering.

[image: ] Entering Text

i/a (Input mode)

When you start vim, you must put it in Input mode before you can enter text. To put vim in Input mode, press the i (insert before cursor) key or the a (append after cursor) key.

If you are not sure whether vim is in Input mode, press the ESCAPE key; vim returns to Command mode if it is in Input mode or beeps, flashes, or does nothing if it is already in Command mode. You can put vim back in Input mode by pressing the i or a key again.

While vim is in Input mode, you can enter text by typing on the keyboard. If the text does not appear on the screen as you type, vim is not in Input mode.

To continue with this tutorial, enter the sample paragraph shown in Figure 7-4, pressing the RETURN key at the end of each line. If you do not press RETURN before the cursor reaches the right side of the screen or window, vim wraps the text so that it appears to start a new line. Physical lines will not correspond to programmatic (logical) lines in this situation, so editing will be more difficult. While you are using vim, you can correct typing mistakes. If you notice a mistake on the line you are entering, you can correct it before you continue (page 267). You can correct other mistakes later. When you finish entering the paragraph, press ESCAPE to return vim to Command mode.
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Figure 7-4 Entering text with vim

Getting Help

You must have the vim-runtime package installed to use vim’s help system; see page 534.

To get help while you are using vim, enter the command :help [feature] followed by RETURN. The editor must be in Command mode when you enter this command. The colon moves the cursor to the last line of the screen. If you type :help, vim displays an introduction to vim Help (Figure 7-5). Each dark band near the bottom of the screen names the file that is displayed above it. (Each area of the screen that displays a file, such as the two areas shown in Figure 7-5, is a vim “window.”) The help.txt file occupies most of the screen (the upper window) in Figure 7-5. The file that is being edited (practice) occupies a few lines in the lower portion of the screen (the lower window).
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Figure 7-5 The main vim Help screen

Read through the introduction to Help by scrolling the text as you read. Press j or the DOWN ARROW key to move the cursor down one line at a time; press CONTROL-D or CONTROL-U to scroll the cursor down or up half a window at a time. Give the command :q to close the Help window.

You can display information about the insert commands by giving the command :help insert while vim is in Command mode (Figure 7-6).
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Figure 7-6 Help with insert commands

A Few vim Commands

This section describes a few useful vim commands.

Correcting Text as You Insert It

The keys that back up and correct a shell command line serve the same functions when vim is in Input mode. These keys include the erase, line kill, and word kill keys (usually CONTROL-H, CONTROL-U, and CONTROL-W, respectively). Although vim might not remove deleted text from the screen as you back up over it using one of these keys, the editor does remove it when you type over the text or press RETURN.

[image: ] Moving the Cursor

You need to be able to move the cursor on the screen so you can delete, insert, and correct text. While vim is in Command mode, the RETURN key, the SPACE bar, and the ARROW keys move the cursor. If you prefer to keep your hand closer to the center of the keyboard, if your terminal does not have ARROW keys, or if the emulator you are using does not support them, you can use the h, j, k, and l (lowercase “el”) keys to move the cursor left, down, up, and right, respectively.

[image: ] Deleting Text

x (Delete character) dw (Delete word) dd (Delete line)

You can delete a single character by moving the cursor until it is over the character you want to delete and then giving the command x. You can delete a word by positioning the cursor on the first letter of the word and then giving the command dw (Delete word). You can delete a line of text by moving the cursor until it is anywhere on the line and then giving the command dd.

Undoing Mistakes

u (Undo)

If you delete a character, line, or word by mistake or give any command you want to reverse, give the command u (Undo) immediately after the command you want to undo. The vim editor will restore the text to the way it was before you gave the last command. If you give the u command again, vim will undo the command you gave before the one it just undid. You can use this technique to back up over many of your actions. With the compatible parameter (page 269) set, however, vim can undo only the most recent change.

:redo (Redo)

If you undo a command you did not mean to undo, give a Redo command: CONTROL-R or :redo (followed by a RETURN). The vim editor will redo the undone command. As with the Undo command, you can give the Redo command many times in a row.

[image: ] Entering Additional Text

i (Insert) a (Append)

When you want to insert new text within existing text, move the cursor so it is on the character that follows the new text you plan to enter. Then give the i (Insert) command to put vim in Input mode, enter the new text, and press ESCAPE to return vim to Command mode. Alternately, you can position the cursor on the character that precedes the new text and use the a (Append) command.

o/O (Open)

To enter one or more lines, position the cursor on the line above where you want the new text to go. Give the command o (Open). The vim editor opens a blank line below the line the cursor was on; puts the cursor on the new, empty line; and goes into Input mode. Enter the new text, ending each line with a RETURN. When you are finished entering text, press ESCAPE to return vim to Command mode. The O command works in the same way o works, except it opens a blank line above the line the cursor is on.

[image: ] Correcting Text

To correct text, use dd, dw, or x to remove the incorrect text. Then use i, a, o, or O to insert the correct text.

For example, to change the word pressing to hitting in Figure 7-4 on page 266, you might use the ARROW keys to move the cursor until it is on top of the p in pressing. Then give the command dw to delete the word pressing. Put vim in Input mode by giving an i command, enter the word hitting followed by a SPACE, and press ESCAPE. The word is changed, and vim is in Command mode, waiting for another command. A shorthand for the two commands dw followed by the i command is cw (Change word). The command cw puts vim into Input mode.


Tip: Page breaks for the printer
CONTROL-L tells the printer to skip to the top of the next page. You can enter this character anywhere in a document by pressing CONTROL-L while you are in Input mode. If ^L does not appear, press CONTROL-V before CONTROL-L.



[image: ] Ending the Editing Session

While you are editing, vim keeps the edited text in an area named the Work buffer. When you finish editing, you must write out the contents of the Work buffer to a disk file so the edited text is saved and available when you next want it.

Make sure vim is in Command mode and use the ZZ command (you must use uppercase Zs) to write the newly entered text to the disk and end the editing session. After you give the ZZ command, vim returns control to the shell. You can exit with :q! if you do not want to save your work.


Caution: Do not confuse ZZ with CONTROL-Z
When you exit from vim with ZZ, make sure that you type ZZ and not CONTROL-Z (typically the suspend key). When you press CONTROL-Z, vim disappears from your screen, almost as though you had exited from it. In fact, vim will continue running in the background with your work unsaved. Refer to “Job Control” on page 294. If you try to start editing the same file with a new vim command, vim displays a message about a swap file.



The compatible Parameter

The compatible parameter makes vim more compatible with vi. By default this parameter is not set. To get started with vim, you can ignore this parameter.

Setting the compatible parameter changes many aspects of how vim works. For example, when the compatible parameter is set, the Undo command (page 268) can undo only the most recent change; in contrast, with the compatible parameter unset, you can call Undo repeatedly to undo many changes. To obtain more details on the compatible parameter, give the command :help compatible RETURN. To display a complete list of vim’s differences from the original vi, use :help vi-diff RETURN. See page 266 for a discussion of the help command.

[image: ] Tutorial: Using nano to Create and Edit a File

The nano text editor (www.nano-editor.org) is a user-friendly, pseudographical text editor, written by Chris Allegretta. It is based on the pico text editor that was distributed with the now defunct Pine mail client (www.washington.edu/pine) developed at the University of Washington. Although not as comprehensive as vim (page 262) and emacs (www.gnu.org/software/emacs), nano has a much gentler learning curve and is adequate for writing and maintaining system files, shell scripts, and Python programs. The nano editor is distributed with Fedora and RHEL as the nano package.


Tip: nano might not be available on a rescue system
The nano editor might not be available when you try to rescue a system (page 450). It is a good idea to know how to perform basic editing using vim for those occasions.



Specifying a terminal

Because nano takes advantage of features that are specific to various kinds of terminals, you must tell it what type of terminal or terminal emulator you are using. On many systems, and usually when you work on a terminal emulator, the terminal type is set automatically. If you need to specify a terminal type explicitly, refer to “Specifying a Terminal” on page 1024.

Starting nano

Start nano using the following command to (create and) edit a file named practice:

$ nano practice

When you press RETURN, the command line disappears, and the screen looks similar to the one shown in Figure 7-7.

[image: ]

Figure 7-7 Starting nano

If nano displays an Error opening terminal message, see Specifying a terminal, above.

The nano Screen

The top line of the screen has three fields and is called the Title bar (Figure 7-7). The left field displays the name (nano) and version of the program you are running. The center field displays the name of the file you are editing; if you do not specify a filename when you start nano, the words New Buffer appear in place of the filename. The right field displays the word Modified if the buffer (what nano displays on the screen) differs from what is in the file you are editing. When you save the file, nano removes Modified from the screen because the buffer and the file contain the same information.

The third line from the bottom of the screen is the Status bar. This line displays status, informational, and error messages. It also displays prompts and your response to prompts, such as the characters you enter in response to a prompt for a search string.

The bottom two lines hold the Shortcut list. This list displays the most frequently used commands in a given context along with the keys you need to press to execute each command. Figure 7-7 shows that you can press CONTROL-G to display nano help information (^G Get Help), CONTROL-O to write out the modified buffer (the changes you have made; ^O WriteOut), CONTROL-X to exit from nano (nano will prompt you to write out the buffer if you have modified it; ^X Exit), etc.

Entering Text and Exiting from nano

Wrapping lines

By default, nano does not wrap long lines: It just keeps going, placing a dollar sign at the beginning (and end) of the part of the line that appears on the screen to show that some text is not displayed. If you want to break a long line into shorter lines so you can see all the text at one time on the screen, press CONTROL-J (justify). Alternately, you can cause nano to wrap lines as you type them by calling nano with the –r cols (––fill=cols) option. Set cols to the desired width of the text or, more frequently, to a negative value that specifies the width of the right margin. Using nano –r –8 (or ––fill=–8) works well.

Entering text

To create a new file, start typing. To edit text you have entered, use the ARROW keys to move the cursor, type text to enter new text, and use the keys you use to correct mistakes on the command line (page 122) to remove text from the screen. The nano editor keeps the text you are working on in a buffer until you tell it to write the buffer to disk or to exit.

Exiting from nano

When you are finished creating or modifying a document and want to write the buffer to disk and exit from nano, press CONTROL-X (Exit). If you have modified the buffer since the last time you wrote it out, nano asks whether you want to save the modified buffer; type y to save it (Figure 7-8). The nano editor then confirms the name of the file you are writing the buffer to by prompting with Filename to Write: filename (Figure 7-9). Press RETURN to write to that filename or enter a different filename before you press RETURN. The nano editor terminates execution and returns control to the shell.
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Figure 7-8 Saving the modified buffer
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Figure 7-9 Confirming the name of the file you are writing to

Saving the buffer

While you are editing a document, you can use CONTROL-O (WriteOut) to save the buffer without exiting from nano; nano confirms the name of the file you want to write to.

The nano Command Keys

Get Help (CONTROL-G)

Press CONTROL-G (Get Help) to view more nano commands including commands that move the cursor and delete text. In the help text some keys are preceded by a caret (^) and some by an M-.

The CONTROL key

To enter a command specified by a caret followed by a key, press the CONTROL key and the specified key at the same time (e.g., CONTROL-W for Where, which searches for text or moves the cursor). Alternately, you can press the ESCAPE key twice and then press the specified key.

The META key

To enter a command specified by M- followed by a key, press the META or ALT key and the specified key at the same time (e.g., ALT-\ to move the cursor to the first line of the file). Alternately, you can press the ESCAPE key one time and then press the specified key.

Chapter Summary

The utilities introduced in this chapter are a powerful subset of the many utilities available on Linux. Because you will use them frequently and because they are integral to the following chapters, it is important that you become comfortable using them. The utilities listed in Table 7-2 manipulate, display, locate, compare, and print files.
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Table 7-2 File utilities

To reduce the amount of disk space a file occupies, you can compress it. Compression works especially well on files that contain patterns, as do most text files, but it reduces the size of almost all files. The inverse of bzip2—bunzip2—restores a file to its original, decompressed form. The bzip2 utility is the most efficient of these. An archive is a file, frequently compressed, that contains a group of files. The tar utility packs and unpacks archives. The filename extensions .tar.bz2, .tar.gz, and .tgz identify compressed tar archive files and are often seen on software packages obtained over the Internet. Table 7-3 lists utilities that compress, decompress, and archive files.
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Table 7-3 (De)compression and archive utilities

Table 7-4 lists utilities that display information about the local system and users.
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Table 7-4 User and system information utilities

Table 7-5 lists miscellaneous utilities.
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Table 7-5 Miscellaneous utilities

Exercises

1. Which commands can you use to determine who is logged in on a specific terminal? Which command shows you which terminal you are giving the command from?

2. Give a command that displays a long listing of the files in /bin in reverse chronological order. Give the command again but this time display the output one screen at a time.

3. What happens when you give the following commands if the file named done already exists?

$ cp to_do done
$ mv to_do done

4. List the first 20 lines in /etc/services that describe TCP ports.

5. How can you find the phone number for Ace Electronics in a file named phone that contains a list of names and phone numbers? Which command can you use to display the entire file in alphabetical order? How can you display the file without any adjacent duplicate lines? How can you display the file without any duplicate lines?

6. What happens when you use diff to compare two binary files that are not identical? (You can use gzip to create the binary files.) Explain why the diff output for binary files is different from the diff output for ASCII files.

7. What is the result of giving the which utility the name of a command that resides in a directory that is not in your search path?

8. Are any of the utilities discussed in this chapter located in more than one directory on the local system? If so, which ones?

9. Experiment by calling the file utility with the names of files in /usr/bin. How many different types of files are there?

10. Which command can you use to look at the first few lines of a file named status.report? Which command can you use to look at the end of the file?

Advanced Exercises

11. Display only the names of the last ten services listed in /etc/services. (Hint: the services are listed in the first column.)

12. Display a long listing of the files in the /etc/pam.d directory hierarchy that are links.

13. Display a count of the number of words in the /etc/passwd file.

14. Display the /etc/passwd file, replacing all colons (:) with TABs. Display the /etc/services file, substituting one SPACE for each occurrence of multiple SPACEs.

15. Change the modification time of /bin/bash to the system time. What happens? Why? Copy /bin/bash to the working directory, display its modification time, and then change its modification time to the system time. Display the modification time of your copy of bash and the system time. Change its modification time to January 5, 2018 at 2:34 PM and display its modification time.

16. Copy /bin/bash to the working directory and make two copies so you have three identical files: bash1, bash2, and bash3. Compress bash1 using gzip and bash2 using bzip2. Do not change bash3. Which utility does the best job of compressing the file? Which does the worst? How big is bash2.bz2 compared to bash3?

17. Re-create the colors.1 and colors.2 files used in the example on page 228. Test your files by running diff –u on them. Does diff display the same results as in the figure?

18. Try giving these two commands:

$ echo cat
$ cat echo

Explain the differences between the output of each command.

19. Repeat exercise 5 using the file phone.gz, a compressed version of the list of names and phone numbers. Consider more than one approach to answer each question and explain how you made your choices.

20. Find or create files that

a. gzip compresses by more than 80 percent.

b. gzip compresses by less than 10 percent.

c. Get larger when compressed with gzip.

d. Use ls –l to determine the sizes of the files in question. Can you characterize the files in a, b, and c?


8. Networking and the Internet
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Objectives

After reading this chapter you should be able to:

[image: ] Discuss a variety of network types

[image: ] Define several network protocols

[image: ] List the software and hardware components of networks

[image: ] Explain the features and advantages of IPv6

[image: ] List several network utilities

[image: ] Explain how ping works

[image: ] Use dig to determine the nameserver for a Web site

[image: ] Describe distributed computing

[image: ] Explain the role of the World Wide Web

[image: ] Introduction to Networking

The communications facilities linking computers are continually improving, allowing faster and more economical connections. The earliest computers were unconnected stand-alone systems. To transfer information from one system to another, you had to store it in some form (usually magnetic tape, paper tape, or punch cards—called IBM or Hollerith cards), carry it to a compatible system, and read it back in. A notable advance occurred when computers began to exchange data over serial lines, although the transfer rate was slow (hundreds of bits per second). People quickly invented new ways to take advantage of this computing power, such as email, news retrieval, and bulletin board services. With the speed and ubiquity of today's networks, a piece of email can cross the country or even travel halfway around the world in a fraction of a second.

Today it would be difficult to find a computer facility that does not include a LAN to link its systems. Linux systems are typically attached to an Ethernet (page 1249) network. Wireless networks are also prevalent. Large computer facilities usually maintain several networks, often of different types, and almost certainly have connections to larger networks (companywide or campuswide and beyond).

[image: ] Internet

The Internet is a loosely administered network of networks (an internetwork) that links computers on diverse LANs around the globe. An internet (small i) is a generic network of networks that might share some parts in common with the public Internet. It is the Internet that makes it possible to send an email message to a colleague thousands of miles away and receive a reply within minutes. A related term, intranet, refers to the networking infrastructure within a company or other institution. Intranets are usually private; access to them from external networks might be limited and carefully controlled, typically using firewalls (page 288).

Network services

Over the past decade many network services have emerged and become standardized. On Linux and UNIX systems, special processes called daemons (page 1245) support such services by exchanging specialized messages with other systems over the network. Several software systems have been created to allow computers to share filesystems with one another, making it appear as though remote files are stored on local disks. Sharing remote filesystems allows users to share information without knowing where the files physically reside, without making unnecessary copies, and without learning a new set of utilities to manipulate them. Because the files appear to be stored locally, you can use standard utilities (e.g., cat, vim, lpr, mv, or their graphical counterparts) to work with them.

Many tools take advantage of networks for more than sharing files. These tools have varied tasks, from executing programs remotely to communicating between computers, programs, and people. The ssh (secure shell, page 685) utility is the standard tool for remote command execution and remote computer access. Years ago it replaced insecure tools such as rsh, telnet, and rlogin. The ssh utility encompasses the features of these tools and includes builtin security features for safe and private access across public networks. Some devices do not implement ssh, but not many.

Previously, users communicated using command-line tools such as talk, write, and IRC (Internet Relay Chat). These tools are still around, particularly IRC, but their use has waned in preference to Facebook, Twitter, Google Talk, Skype, and older IM (Instant Messaging) tools like MSN, AIM, ICQ, and Yahoo Messenger. Many people use the Empathy IM client for Linux. Jabber is popular in private company networks.

Intranet

An intranet is a network that connects computing resources at a school, company, or other organization but, unlike the Internet, typically restricts access to internal users. An intranet is usually composed of one or more local area networks (LANs) but could be fairly large for a regional, national, or worldwide company. An intranet can provide database, email, and Web page access to a limited group of people, regardless of their geographic location.

The ability of an intranet to connect dissimilar machines is one of its strengths. Think of all the machines you can find on the Internet: Macintosh systems, PCs running different versions of Windows, machines running UNIX and Linux, and so on. Each of these machines can communicate via the IP protocol suite (page 290). The intranet defines the communication boundaries and security trust zones that enable this communication.

Another key difference between the Internet and an intranet is that the Internet transmits only one protocol suite natively: IP. In contrast, an intranet can be set up to use a number of protocols, such as IP, AppleTalk, or other protocols developed by vendors over the years. Although these protocols cannot be transmitted directly over the Internet, you can set up gateway boxes at remote sites that tunnel or encapsulate these protocols into IP packets and then use the Internet to pass them. In practice, most of the older protocols have been rewritten to use IP as a transport. Even storage protocols and networks like SCSI and Fibre Channel have IP implementations now (iSCSI, FCoE).

You can use an extranet (also called a partner net) or a VPN (virtual private network) to improve security. These terms describe ways to connect remote sites securely to a local site, typically by using the public Internet as a carrier and employing encryption as a means of protecting data in transit. A typical use of an extranet is to link research institutions for collaboration or to link a parts supplier and a manufacturer to obtain direct inventory access.

Following are some terms you might want to become familiar with before you read the rest of this chapter:

ASP (page 1237)

bridge (page 1240)

extranet (page 1249)

firewall (page 1250)

gateway (page 1251)

hub (page 1254)

internet (page 1255)

Internet (page 1255)

intranet (page 1255)

ISP (page 1256)

packet (page 1265)

router (page 1271)

sneakernet (page 1273)

switch (page 1276)

VPN (page 1280)

Types of Networks and How They Work

Computers communicate over IP networks using unique addresses assigned by system software. An IP packet includes the address of the destination computer and the sender’s return address. Networks can consist of many distinct topologies, or arrangements of computers and networking equipment. The most common topologies are broadcast, point-to-point, and switched. Ethernet is the most common topology used in LANs (local area networks, discussed shortly). Ethernet speeds range from 10 megabits per second to 100 gigabits per second (not formally accepted as of this writing). Other types of LANs include Myrinet, Infiniband, and Quadrics, but they are used mostly in high-performance computing.

Speed is critical to the proper functioning of the Internet. Newer specifications (cat 6 and cat 7) are being adopted for 10000BaseT (10 gigabits per second; also called 10GE) and faster networking. Specialized cables are required for higher speeds. SFP+ and QSFP are in common use. Many of the networks that form the backbone of the Internet run at speeds of 38 gigabits per second (OC768) to accommodate the ever-increasing demand for network services. Table 8-1 lists some of the specifications in use today.
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Table 8-1 Network specifications

Broadcast Networks

On a broadcast network, any of the many systems attached to the network cable can send a message at any time; each system examines the destination address in each message and responds only to messages addressed to it. A problem occurs on a broadcast network when multiple systems send data at the same time, resulting in a collision of the messages on the cable. When messages collide, they can become garbled. The sending system notices the garbled message and resends it after waiting a short but random amount of time. Waiting a random amount of time helps prevent those same systems from resending the data at the same moment and experiencing yet another collision. The extra traffic that results from collisions can strain the network; if the collision rate gets too high, retransmissions might result in more collisions. Ultimately the network might become unusable.

A special broadcast (page 1240) packet in a network requires all machines to inspect the packet. Certain protocols take advantage of this feature: The ARP protocol, which is used for IP addresses to MAC (Ethernet) addresses resolution, the PXE network boot protocol, DHCP, and some service discovery protocols all use broadcast packets.

Point-to-Point Networks

A point-to-point link does not seem like much of a network because only two endpoints are involved. However, most connections to WANs (wide area networks) go through point-to-point links, using wire cable, radio, or satellite links. The advantage of a point-to-point link is its simplicity: Because only two systems are involved, the traffic on the link is limited and well understood. A disadvantage is that each system can typically be equipped for only a small number of such links; it is impractical and costly to establish point-to-point links that connect each computer to all the rest. For example two hosts require one link, three hosts require three links, four hosts require six links, and five hosts require ten links to connect a point-to-point network. The number of required links increases more quickly as you add more hosts. Point-to-point links often use serial links and specialized interfaces.

The most common types of point-to-point links are the ones used to connect to the Internet. When you use DSL1 (digital subscriber line), you are using a point-to-point link to connect to the Internet. Serial lines, such as T-1, T-3, ATM links, FIOS, and ISDN, are all point-to-point. Although it might seem like a point-to-point link, a cable modem is based on broadcast technology and in that way is similar to Ethernet.

1. The term DSL incorporates the xDSL suite of technologies, which includes ADSL, IDSL, HDSL, SDSL, and XDSL.

Switched Networks

With the introduction of switched networks, pure broadcast networks became a thing of the past. A switched network runs in full duplex mode, allowing machines and network equipment to send and receive data at the same time. Support for full duplex is built-in and required in gigabit networks and above, on 100-megabit networks it is optional, and on 10-megabit networks it is rare.

A switch is a device that establishes a virtual path between source and destination hosts in such a way that each path appears to be a point-to-point link, much like an old-fashioned telephone switchboard. Instead of the operator using a plug to connect your local line to an outgoing line, the switch inspects each packet to determine its destination and directs the packet appropriately.

The switch creates and tears down virtual paths as hosts seek to communicate with each other. Each host thinks it has a direct point-to-point path to the host it is talking to. Contrast this approach with a broadcast network, where each host also sees traffic bound for other hosts. The advantage of a switched network over a pure point-to-point network is that each host requires only one connection: the connection to the switch. Using pure point-to-point connections, each host must have a connection to every other host. Scalability is provided by further linking switches.

To achieve this reduction in traffic, Ethernet switches learn which hosts are on which ports. When traffic comes in destined for a host, the switch looks up which port that host is connected to in its CAM2 and sends the packet out that port. When a switch has not yet heard from a host matching the destination, or if the packet is a special broadcast packet, the packet is flooded out on all ports just like a packet in a broadcast network. A switched Ethernet network is a technological enhancement over a broadcast network.

2. A memory table used to dereference (page 1246) Ethernet addresses.

LAN: Local Area Network

Local area networks (LANs) are confined to a relatively small area—a single computer facility, building, or campus. Today most LANs run over copper. Fiberoptic (glass or plastic) cable, wireless (Wi-Fi), and sometimes infrared (similar to most television remote control devices) are also common infrastructure.

If its destination address is not on the local network, a packet must be passed on to another network by a router (page 287). A router might be a general-purpose computer or a special-purpose device attached to multiple networks to act as a gateway among them.

Switching terminology

You might see references to a layer-2 switch, layer-3 switch, or layer-4 switch. These terms refer to the IP networking model (page 290). A layer-2 switch is what the preceding discussion of switched networks describes. A layer-3 switch is equivalent to a router; it combines features of layer-2 switching and routing. A single layer-3 switch can connect multiple independent LANs. Layer-4 switches inspect higher-level packets to make decisions. Most Web load balancers are layer-4 switches. They can route traffic to many devices to spread the load on the network.

Ethernet

A Linux system connected to a LAN usually connects to a network using Ethernet. A typical Ethernet connection can support data transfer rates from 10 megabits per second to 100 gigabits per second. Transfer rates of 10 megabits per second, 100 megabits per second, and 1 gigabit per second use the same, older technology. However, 10, 40, and 100 gigabit per second transfer rates require newer technology and specialized cables. Ten gigabit per second Ethernet can be compatible with 1 gigabit per second Ethernet by using physical media adapters. Because of the need for extremely tight tolerances, 40 and 100 gigabit per second Ethernet are not backward compatible. The technology required for these higher-speed transfer rates requires very precisely defined physical interfaces. The hardware is quite expensive and common only in the network infrastructure realm and HPC (high performance computing) environments, connecting multiple switches using high-speed links.

Cables

As mentioned earlier, a modern Ethernet network transfers data using copper or fiberoptic cable or wireless transmitters and receivers. Originally, each computer was attached to a thick coaxial cable (called thicknet) at tap points spaced at six-foot intervals along the cable. The thick cable was awkward to deal with, so other solutions, including a thinner coaxial cable called thinnet, or 10Base2,3 were developed.

3. Versions of Ethernet are classified as XBaseY, where X is the data rate in megabits per second, Base means baseband (as opposed to radio frequency), and Y is the category of cabling.

Today most Ethernet connections are either wireless or made over UTP (unshielded twisted pair). There are a number of UTP standards, each referred to by a category and a number. Some examples are Category 5 [cat 5], Category 5e [cat 5e], and Category 6 [cat 6]. These categories specify how far the cable can carry a signal. The higher the number, the tighter the tolerances and the more expensive the cable, but the farther it can reliably carry a signal. These standards specify the physical connectors at the ends of the cables, how tightly the wires in the cable are twisted, and various other parameters. The terms 10BaseT, 100BaseT, and 1000BaseT refer to Ethernet over cat-3/4/5/5e/6/7 cables. STP (shielded twisted pair) is not very common.

Segment

A network segment is a part of a network in which all systems communicate using the same physical layer (layer 1) of the IP and OSI models (page 291). It is of arbitrary size and can be a part of a WAN, MAN, or another network.

Duplex

In half-duplex mode, packets travel in one direction at a time over the cable. In full-duplex mode, packets travel in both directions.

Hub

A hub (sometimes called a concentrator) is a device that connects systems so they are all part of one network segment and share the network bandwidth. Hubs work at the physical layer of the IP and OSI models (layer 1, page 291). All packets are sent to all hosts (flooded). For the most part, hubs have been replaced by switches.

Switch

A switch connects network segments. A switch inspects each data packet; it learns which devices are connected to which of its ports. The switch sends each packet only to the device it is intended for. Because a switch sends packets only to their destination devices, it can conserve network bandwidth and perform better than a hub. Some switches have buffers that hold and queue packets.

Switches work at layers 2 and higher of the IP and OSI models (page 290). A layer-2 switch works at the data link layer, and a layer-3 switch works at the IP layer and routes packets. Layer-4 switches work at the transport and application layers and are the basis for load balancers and application proxies.

All modern Ethernet switches have enough bandwidth to communicate simultaneously, in full-duplex mode, with all connected devices. A nonswitched (hub-based) broadcast network can run in only half-duplex mode. Full-duplex Ethernet further improves efficiency by eliminating collisions. Each host on a full-duplex switched network can transmit and receive simultaneously at the speed of the network (e.g., 100 megabits per second) for an effective bandwidth between hosts of twice the speed of the network (e.g., 200 megabits per second), depending on the capacity of the switch.

Bridge

A network bridge connects multiple network segments at the data link layer (IP layer 2) of the OSI model. A bridge is similar to a repeater or network hub, devices that connect network segments at the physical layer; however, a bridge works by forwarding traffic from one network segment to another only if the destination device specified in the packet is known to be on the remote segment. A bridge does not forward traffic between LAN hosts on the same side of the bridge.

In Ethernet networks, the term bridge formally means a device that behaves according to the IEEE 802.1D standard. Marketing literature frequently refers to this type of device as a network switch.

Router

A router connects networks at layer 3 of the IP and OSI models (page 291). For example, a router can connect a LAN to a WAN (such as the Internet) or it can connect two LANs. A router determines which path packets should take to travel to a different network and forwards the packets. Routers work at the network layer of the IP and OSI models (layer 3). “Internetworking Through Gateways and Routers” on the next page covers routers in more depth.

VLAN

A VLAN (virtual local area network or virtual LAN) is a logical entity defined in software. It defines a group of hosts that share the same broadcast domain (layer 2). That is, when a host sends out a broadcast packet, such as an ARP packet, it will arrive at all other hosts in the same VLAN. All modern, managed switches, those that have a command line or Web interface, have VLAN capability. A VLAN allows an administrator to group hosts into IP ranges (LANs). VLANs commonly group hosts by department, organization, or security needs. Hosts in the same VLAN communicate with each other using layer 2, and hosts in different VLANs communicate using layer 3. The primary difference between a LAN and a VLAN is that in a LAN (a nonmanaged switch), all hosts are in the same broadcast domain, whereas in a VLAN, there can be multiple broadcast domains on a single switch.

Broadcast domains and IP protocol layer 2 segments are effectively the same thing. However, layer 2 can be confused with hosts (network addresses) being in the same IP network. Consider the classic concentrator, a device that sends out all packets on all ports all the time. These ports might include separate networks. For example, some hosts might be in network 10.0.1.0, and others might be in network 192.168.1.0. Ethernet broadcast packets do not know the difference between the networks; these packets go to all hosts regardless of IP address. This setup is sometimes referred to as a collision domain. VLANs enable you to place the hosts in the IP network 10.0.1.0 into one VLAN and the hosts in 192.168.1.0 into another, so the networks do not share each other’s broadcasts. VLANs also enable you to connect hosts that share the same function across a corporate network.

Wireless

Wireless networks are becoming increasingly common. They are found in offices, homes, and public places, such as universities, coffee shops, and airports. Wireless access points provide functionality similar to an Ethernet hub. They allow multiple users to interact via a common radio frequency spectrum. A wireless, point-to-point connection allows you to wander about your home or office with a laptop, using an antenna to link to a LAN or to the Internet via an in-house base station. Linux includes drivers for many wireless devices. A wireless access point, or base station, connects a wireless network to a wired network so that no special protocol is required for a wireless connection. Refer to the Linux Wireless LAN HOWTO at www.hpl.hp.com/personal/Jean_Tourrilhes/Linux.

WAN: Wide Area Network

A WAN (wide area network) covers a large geographic area. In contrast, the technologies (such as Ethernet) used for LANs were designed to work over limited distances and for a certain number of host connections. A WAN might span long distances over dedicated data lines (leased from a telephone company) or radio or satellite links. Such networks are often used to connect LANs and typically support much lower bandwidth than LANs because of the expense of the connection. Major Internet service providers rely on WANs to connect to their customers within a country and around the globe.

MAN

Some networks do not fit into either the LAN or the WAN designation. A metropolitan area network (MAN) is a network that is contained in a smaller geographic area, such as a city. Like WANs, MANs are typically used to interconnect LANs.

Internetworking Through Gateways and Routers

Gateway

A LAN connects to a WAN through a gateway, a generic term for a computer or a special device with multiple network connections that passes data from one network to another. A gateway connects a LAN to other LANs, VLANs, or to a WAN. Data that crosses the country from one Ethernet to another over a WAN, for example, is repackaged from the Ethernet format to a different format that can be processed by the communications equipment that makes up the WAN backbone. When it reaches the end of its journey over the WAN, the data is converted by another gateway to a format appropriate for the receiving network. For the most part, these details are of concern only to the network administrators; the end user does not need to know anything about how the data transfer takes place.

Router

The modern, canonical reference to a gateway is to the default gateway, which is the router that connects a LAN or VLAN to other networks. Routers play an important role in internetworking. Just as you might study a map to plan your route when you need to drive to an unfamiliar place, so a computer needs to know how to deliver a message to a system attached to a distant network by passing through intermediary systems and networks along the way. Although you might envision using a giant network road map to choose the route that your data should follow, a static map of computer routes is usually a poor choice for a large network. Computers and networks along the route you choose might be overloaded or down and not provide a detour for your message.

Routers instead communicate dynamically, keeping each other informed about which routes are open for use. To extend the analogy, this situation is like heading out on a car trip without consulting a map to find a route to your destination; instead you head for a nearby gas station and ask directions. Throughout the journey you continue to stop at one gas station after another, getting directions at each to find the next one. Although it would take a while to make the stops, the owner of each gas station would advise you of bad traffic, closed roads, alternative routes, and shortcuts.

The stops made by the data are much quicker than those you would make in your car, but each message leaves each router on a path chosen based on the most current information. Think of this system as a GPS (global positioning system) setup that automatically gets updates at each intersection and tells you where to go next, based on traffic and highway conditions.

Figure 8-1 shows an example of how LANs might be set up at three sites interconnected by a WAN (the Internet). In this type of network diagram, Ethernet LANs are drawn as straight lines, with devices attached at right angles; WANs are represented as clouds, indicating the details have been left out; and wireless connections are drawn as zigzag lines with breaks, indicating the connection might be intermittent.
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Figure 8-1 A slice of the Internet

In Figure 8-1, a gateway or a router relays messages between each LAN and the Internet. The figure shows the three routers in the Internet that are closest to each site. Site A has a server, a workstation, a network computer, and a PC sharing a single Ethernet LAN. Site B has an Ethernet LAN that serves a printer and four Linux workstations. A firewall permits only certain traffic to pass between the Internet router and the site’s local router. Site C has three LANs linked by a single router, perhaps to reduce the traffic load that would result if the LANs were combined or to keep workgroups or locations on separate networks. Site C also includes a wireless access point that enables wireless communication with nearby computers.

Firewall

A firewall in a car separates the engine compartment from the passenger compartment, protecting the driver and passengers from engine fires, noise, and fumes. In much the same way, computer firewalls separate computers from malicious and unwanted users.

A firewall prevents certain types of traffic from entering or leaving a network. For example, a firewall might prevent traffic from your IP address from leaving the network and prevent anyone except users from selected domains from using FTP to retrieve data from the network. The implementations of firewalls vary widely—from Linux machines with two interfaces (page 1255) running custom software to a router (preceding section) with simple access lists to esoteric, vendor-supplied firewall appliances. Most larger installations have at least one kind of firewall in place. A firewall is often accompanied by a proxy server/gateway (page 316) that provides an intermediate point between you and the host you are communicating with.

In addition to the firewalls found in multipurpose computers, firewalls are becoming increasingly common in consumer appliances. For example, they are built into cable modems, wireless gateways, routers, and stand-alone devices.

Typically a single Linux machine will include a minimal firewall. A small group of Linux systems might have an inexpensive Linux machine with two network interfaces and packet-filtering software functioning as a dedicated firewall. One of the interfaces connects to the Internet, modems, and other outside data sources. The other connects, normally through a hub or switch, to the local network. Refer to Chapter 25 for information on firewalld, firewall-config, iptables, and setting up a firewall and to Appendix C for a discussion of security.
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To exchange information over a network, computers must communicate using a common language, or protocol (page 1267). The protocol determines the format of message packets. The predominant network protocols used by Linux systems are TCP and IP,4 collectively referred to as TCP/IP (Transmission Control Protocol and Internet Protocol). Network services that require highly reliable connections, such as ssh and scp, tend to use TCP/IP.

4. All references to IP imply IPv4 (page 1256).
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Network services that do not require guaranteed delivery but require timely delivery, such as video, audio, and time services, operate using the simpler UDP (User Datagram Protocol; UDP/IP). VoIP (voice over IP) and NTP (Network Time Protocol) fall into this category. UDP packets are sent and then forgotten. Voice and video protocols are delay sensitive, not integrity sensitive. The human ear and eye accept and interpolate loss in an audio or video stream but cannot deal with variable delay. The guaranteed delivery that TCP provides can introduce a delay on a busy network when packets are retransmitted. This delay is not acceptable for video and audio transmissions, whereas less than 100 percent integrity is acceptable. In the case of NTP, missing packets are acceptable, but packets that are delayed because of TCP retransmission can result in significantly skewed time settings.

IP: Internet Protocol

Layering was introduced to facilitate protocol design: Layers distinguish functional differences between adjacent protocols. A grouping of layers can be standardized into a protocol model. IP has a model that distinguishes protocol layers and that differs from the ISO seven-layer protocol model (also called the OSI model) often illustrated in networking textbooks. Specifically IP uses the following simplified five-layer model:

1. The first layer of the IP protocol, called the physical layer, describes the physical medium (e.g., copper, fiber, wireless) and the data encoding used to transmit signals on that medium (e.g., pulses of light, electrical waves, or radio waves).

2. The second layer, called the data link layer, covers media access by network devices and describes how to put data into packets, transmit the data, and check it for errors. Ethernet is found at this layer, as is 802.11 (page 1236) wireless.

3. The third layer, called the network layer, frequently uses IP and addresses and routes packets. It allows data to traverse the networks.

4. The fourth layer, called the transport layer, is where TCP and UDP exist. This layer provides a means for applications to communicate with each other. Functions commonly performed by the transport layer include guaranteed delivery, delivery of packets in the order of their transmission, flow control, error detection, and error correction. The transport layer is responsible for dividing data streams into packets. In addition, this layer performs port addressing, which allows it to distinguish among different services using the same transport protocol. Port addressing keeps the data from multiple applications using the same protocol (for example, TCP) separate.

5. Anything above the transport layer is the domain of the application and is part of the fifth layer. Unlike the ISO model, the Internet model does not distinguish among application, presentation, and session layers. All the upper-layer characteristics, such as character encoding, encryption, and GUIs, are part of the application. Applications choose the transport characteristics they require as well as the corresponding transport layer protocol with which to send and receive data.

[image: ] TCP: Transmission Control Protocol

TCP is most frequently run on top of IP in a combination referred to as TCP/IP. This protocol provides error recovery and guaranteed delivery in packet transmission order; it also works with multiple ports so that it can handle more than one application. TCP is a connection-oriented protocol (page 1244), also known as a stream-based protocol. Once established, a TCP connection looks like a stream of data, not individual IP packets. The connection is assumed to remain up and be uniquely addressable. Every piece of information you write to the connection always goes to the same destination and arrives in the order it was sent. Because TCP is connection oriented and establishes a virtual circuit between two systems, this protocol is not suitable for one-to-many transmissions (see the discussion of UDP, following). TCP has builtin mechanisms for dealing with congestion (or flow) control over busy networks and throttles back (slows the speed of data flow) when it has to retransmit dropped packets. TCP can also deal with acknowledgments, wide area links, high-delay links, and other situations.

[image: ] UDP: User Datagram Protocol

UDP runs at layer 4 of the IP stack, just as TCP does, but is much simpler. Like TCP, UDP works with multiple ports and multiple applications. It has checksums for error detection but does not automatically retransmit datagrams (page 1246) that fail the checksum test. UDP is a datagram-oriented protocol: Each datagram must carry its own address and port information. Each router along the way examines each datagram to determine the destination, one hop at a time. You can broadcast or multicast UDP datagrams to many destinations at the same time by using special addresses.

PPP: Point-to-Point Protocol

PPP provides serial line point-to-point connections that support IP. It compresses data to make the most of the limited bandwidth available on these connections. PPP acts as a point-to-point layer 2/3 transport that many other types of protocols can ride on. Today it is used mostly in devices such as cable modems. Previously, it was used as a transport for TCP and UDP on dial-up modems that connected a computer to the Internet.
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Under IPv4, the network address of a machine is an IP address that is represented as one number broken into four octets5 separated by periods (for example, 192.168.184.5). Domain names and IP addresses are assigned through a highly distributed system coordinated by ICANN (Internet Corporation for Assigned Names and Numbers—www.icann.org) via many registrars (see www.internic.net). ICANN is funded by the various domain name registries and registrars and by IP address registries, which supply globally unique identifiers for hosts and services on the Internet. Although you might not deal with any of these agencies directly, your Internet service provider most assuredly does.

5. Using binary notation, an eight-bit byte can represent the range of 0–255, thus the term octet.

How a company uses IP addresses is determined by the system or network administrator. For example, the two leftmost sets of numbers in an IP address might represent a large network (campuswide or companywide); the third set, a subnetwork (perhaps a department or a single floor in a building); and the rightmost number, an individual computer. The operating system uses the address in a different, lower-level form, converting it to its binary equivalent, a series of 1s and 0s. Refer to “Private address space” on page 637 for information about addresses you can use on a LAN without registering them.
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Tip: Getting started with IPv6
Even if the ISP you do business with does not provide IPv6 service, it is still easy and free to participate on the IPv6 Internet by using a tunnel broker. For more information on tunnel brokers see en.wikipedia.org/wiki/List_of_IPv6_tunnel_brokers. Setting up a small home or lab network through a tunnel broker is an excellent way to gain experience with IPv6 and experiment with its configurations and capabilities. Most tunnel brokers offer instructions on how to get various platforms working with their service.



IPv6 (Internet Protocol version 6)6 is the next generation of the Internet Protocol. Since the introduction of IPv4 (Internet Protocol version 4) in 1980, the Internet has undergone explosive growth that has caused its needs to exceed the capabilities of IPv4. A proliferation of Internet connected devices, including cellular telephones, tablet computers, electronic book readers, and advanced televisions and set-top boxes, all of which need an IP address in order to communicate on the Internet, has fueled that growth. IPv4 uses a 32-bit address space, which is no longer sufficient to give a unique IP address to every device on the Internet. The lack of IPv4 address space has been mitigated by the use of NAT (page 1262) and by other techniques, but each of these techniques comes with limitations and overhead.

6. IPv5 referred to an experimental real-time stream protocol named ST—thus the jump from IPv4 to IPv6.

IPv6 uses a 128-bit address space, which ensures that all devices can have unique IP addresses without resorting to such mitigations, and provides enormous room to grow as the Internet continues to expand. While the enormous address space in IPv6 is its most compelling feature in light of the shortage of IPv4 addresses, IPv6 has many other desirable features:

• IPv6 enables stateless address autoconfiguration. With IPv4, DHCP (page 491) is usually used to automate network configuration. With IPv6, autoconfiguration makes it possible for hosts to configure their IP addresses automatically and autonomously without the need for a central service like DHCP.

• In IPv6, multicast (page 1262 and next) is mandatory and fundamental to its operation.

• IPv6 provides a simplified packet header that reduces router complexity by improving routing efficiency and cuts router cost by eliminating the need for much hardware acceleration.

• IPv6 reserves 20 bits in the header for advanced services, such as resource reservation protocols, better backbone routing, and improved traffic engineering.

IPv6 can coexist with IPv4. Even though the protocols are very similar in many ways, the network considers them to be different protocols, so one will not interfere with the other. Also, most operating systems support IPv4 and IPv6 simultaneously by using a dual-stack configuration. This configuration is likely to be common for a long time because it allows IPv6-enabled hosts to reach legacy IPv4-only hosts easily.

Multicast Packets

IPv6 does not use broadcast (page 1240) packets and therefore does not have a broadcast address (page 1240) that corresponds to the IPv4 broadcast address. IPv6 mandates the implementation and use of multicast (page 1262).

Multicast improves the efficiency of the network by reducing the amount of traffic that each host must process: The system network interface does not ordinarily pass to the host multicast traffic it is not registered to receive.

For example, when a host wants to discover a DHCPv6 server, it sends a packet to the “all DHCPv6 servers” well-known link-local multicast address (ff05::1:3). This packet is processed only by hosts running DHCPv6. Under IPv4 the host must send a broadcast packet to discover the DHCP server. This packet is processed by every host on the network.

Many tools, such as ssh, work with IPv6 and IPv4 without difficulty. Some tools have special versions that work with IPv6 (e.g., ping6, traceroute6, and ip6tables).

Addresses

Because they are much longer, IPv6 addresses are quite different from IPv4 addresses. For brevity and clarity, IPv6 addresses are usually expressed as eight sets of four hexadecimal digits, each set separated from the next by a colon. As an example, consider the IPv6 address 2001:4860:800a:0000:0000:0000:0000:0067.

To shorten the address and allow it to remain unambiguous, you can replace any number of adjacent sets of four zeros and the colons that enclose them with two colons. After making this replacement, you can represent the example address as 2001:4860:800a::0067. With this replacement, you (or a computer) can easily expand the shortened address by adding enough sets of four zeros to fill out the eight sets in the address. You cannot make this replacement more than once in an address. If you did, when you tried to expand the address you would not know how many sets of zeros to replace each double colon with.

As an additional way of shortening an address, you can eliminate any leading zeros in any set of four digits. Using this technique, you can write the example address as 2001:4860:800a::67, which is much more manageable than the original address. You can also use CIDR notation (page 300): The example host might be in an allocation such as 2001:4860:800a::/48.

In IPv6, the network prefix is always 64 bits, and the host part is always the remaining 64 bits. In other words, all networks are the same size. If an organization were given the network allocation 2001:4860:800a::/48, it would have 16 bits of network address space to use, each network being of the form 2001:4860:800a:xxxx::/64, where xxxx is any one of the 65,536 possible numbers in 16 bits. Because of the immense size of the IPv6 address space, this allocation is considered small, although even very large organizations would fit well within it.

Autoconfiguration

A constant host address length of 64 bits allows for stateless address autoconfiguration. Using a multicast ICMPv6 packet, the router sends periodic advertisements to all hosts on the network, telling them of its ability to route for a given network prefix. At the same time, it gives hosts permission to assign themselves addresses using that prefix.

A host that hears this advertisement can construct a host address in a deterministic way by incorporating the hardware address of the network adapter (i.e., the MAC address [page 296]). Without resorting to the use of a stateful service (e.g., DHCP) to maintain a list of assigned addresses, this construction guarantees that no other host on the network will have the same address. After constructing a host address, the host finalizes the configuration by adding a default route to the router from which the advertisement came. Alternately, when a host interface initially comes up, it can solicit router information by sending a request to all routers instead of waiting for the periodic advertisement, speeding up the process. Once it has assigned itself an address, the host expects to hear periodic advertisements from the router. If it does not hear these advertisements, the host will eventually expire its knowledge of this autoconfigured route and address.

Link-local Addresses

A link-local IP address can be used to communicate only with other systems on the network; a router will not forward a packet that has a link-local address. This address is autoconfigured in a manner similar to that explained in the preceding section, except the network prefix is always fe80::/64, marking it as a link-local address.

This setup contrasts with how IPv4 DHCP works: Because an IPv4 host does not have an address when it initially communicates with a DHCP server, a hack is needed to use a fake address for the host. Such hacks are not necessary in IPv6 because of autoconfigured link-local addresses. For example, when a host solicits router information, it uses a link-local address to do so.

Multihoming

The IPv6 specification requires multihoming (allowing a single network interface to have multiple addresses). Multihoming allows the link-local address to persist after a global-scope address has been assigned to a system, allowing continued access to the host via the link-local address.

Interface-local

The IPv6 loopback address is ::1 and is considered interface-local.

Well-known link-local addresses

Certain link-local addresses are not autoconfigured. These addresses are well-known and are registered with IANA. For a list of these addresses visit IANA at www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xml. Servers subscribe to these addresses as needed, allowing them to receive requests. For example, a DHCPv6 server will subscribe to ff05::1:3 so it receives configuration requests from hosts.

DHCPv6

DHCPv6 is a completely new implementation of DHCP (page 491) that covers IPv6. Although autoconfiguration works for most situations, network administrators who wish to have more control over their networks might choose to use DHCPv6. It enables an administrator to specify certain host addresses that can persist even if the host or network interface has to be replaced. (Autoconfigured addresses depend on the interface hardware address [NIC]).

It also allows configuration of other operational parameters, such as local DNS resolver address(es), which are not well supported with autoconfiguration. This feature is important on networks that run IPv6 only.

DHCPv6 also introduces the notion of a stateless mode, which is a way to enjoy the simplicity of autoconfiguration using router advertisements while also allowing the administrator to manage static configuration elements (e.g., DNS resolver addresses) using a very simple DHCP configuration that is easily made fault tolerant.

DNS

DNS works like in IPv4, except instead of having A records to associate names with addresses, there are AAAA records (sometimes called quad-A records; page 858). Just as a DNS name can have multiple A records, it can have multiple AAAA records and/or a combination of both. DNS does not place any restriction on which record type will be delivered based on which protocol was used by the requestor; DNS returns the record type(s) requested. This setup enables the DNS server to provide AAAA records for services that are available over IPv6, even when DNS itself has not been made available over IPv6.

Fragmentation

Under IPv6, if a router receives a packet larger than the network can support (the MTU, or maximum transmission unit), it sends a “fragmentation needed” ICMP packet back to the originator. Instead of the router bearing the burden of fragmenting the packet in-transit, the router depends on the originator to keep the packets down to a manageable size. Because the intervening routers do not have to concern themselves with fragmenting packets, they are able to work more efficiently and with less specialized hardware.

Host Address

MAC address

Each NIC (page 1263) on a system connected to a network has a unique identifier7 called a MAC address (page 1259), sometimes referred to as an Ethernet address. A system attached to more than one network has multiple interfaces—one for each network. Such a system might have one MAC address for the system, or it might have one MAC address for each interface. Both setups work as long as a given MAC address is unique on a given LAN or VLAN.

7. In fact, each identifier might not be unique. Vendors have been known to reuse MAC addresses for physical devices shipped to different regions. In practice, you are unlikely to run into duplicate addresses. The only requirement is that a MAC address must be unique on a given LAN or VLAN segment.

Each system on a network also has a one or more unique IP addresses. At IP layer 3 (the network layer), systems communicate using IP addresses. However, at IP layer 2 (the data link layer), they communicate using MAC addresses.

ARP

For hosts to talk to each other over a network, a map between IP addresses and MAC addresses must exist. ARP (Address Resolution Protocol) is a method for finding a host’s MAC (Ethernet) address from its IP address. Each host builds an ARP cache that holds a map that translates IP addresses into MAC addresses. The arp utility works with this cache; use the –a option to display the cache:
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$ arp -a
plum (192.168.206.181) at 00:0c:29:86:bf:35 [ether] on ens33
...

The preceding output shows the IP and Ethernet addresses of all hosts the local host is aware of. The example maps the IP address of plum (192.168.206.181) to the MAC address of the NIC on plum (00:0c:29:86:bf:35).

Each packet of information transmitted over a LAN has a destination MAC address. The NIC on each host on the network checks each packet to see if the destination address matches its MAC address. If it matches, the NIC passes the packet to the kernel for processing; if it does not match, and the packet does not have the special FF:FF:FF:FF:FF:FF destination address, the NIC silently drops the packet. All NICs examine all packets that have the special FF:FF:FF:FF:FF:FF destination address.

When the local system has a packet to send to another system, but knows only the remote system’s IP address and not its MAC address, it sends an ARP broadcast packet to the special FF:FF:FF:FF:FF:FF destination address. That packet specifies the IP address the local system is trying to contact and requests the system with that IP address respond with its MAC address. When the host with the IP address the packet specifies examines the packet, it responds with its MAC address directly to the host that sent the packet. Once the systems have each other’s IP addresses mapped to their MAC addresses in their ARP caches, they can communicate directly using this information. For more detail, refer to a book such as Internetworking with TCP/IP, Volume 1, 6th edition, by Douglas E. Comer, Prentice Hall (May 2013).

When the local system needs to send a packet to a host on another network, it sends the packet to the router (default gateway) on the local network. The local system knows the IP address of the router and uses ARP to determine its MAC address. The router and all hosts use the same process to determine the MAC address of hosts they need to send packets to. Then they can communicate directly with each of these hosts.

Each host and router keeps an ARP cache. Entries in the cache expire in about five minutes, balancing the currency of the address resolution table and the frequency of ARP requests.

Static Versus Dynamic IP Addresses

A static IP address is one that always remains the same. A server (e.g., mail, Web) usually has a static address so clients can find the server machine on the network. See pages 494 and 641 for information on configuring a static IP address.

A dynamic IP address is one that is allocated (leased) to a client and that has a defined expiration time. Typically the client renews the lease before it expires, at which time the server provides a new lease on the same IP address. A dynamic IP address can change each time a system connects to the network but frequently remains the same. End-user systems usually work well with dynamic addresses. During a given login session, these systems can function as a client (e.g., Web browser) because they maintain a constant IP address. When you log out and log in again, it does not matter that a system has a different IP address because, acting as a client, it establishes a new connection with a server. The advantage of dynamic addressing is that it allows inactive addresses to be reused, reducing the total number of IP addresses needed. Dynamic addressing is particularly popular on wireless access points.


Optional: Subnets
IP addresses are divided into two parts, the network address, also called the subnet (subnetwork address), and the host address, or node address. The network address specifies a set of computers that can communicate without sending packets through a router. The host address specifies an individual computer. IP is an internetwork protocol and was originally intended to connect networks together.
When sending a packet, a computer examines the network portion of the destination IP address. If the network address matches that of the sending computer’s network, the computer can send the packet to the destination computer directly. If it does not match, the computer must send the packet to the router. The portion of the IP address used to identify the network is given by the subnet mask (next).
Terminology: subnet mask, network mask,
Although the term subnet mask is in common use, the preferred term is network mask or simply mask. This book uses the term subnet mask to make a clear distinction between the network prefix and the subnet prefix. Otherwise it uses the term network mask.
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A subnet mask (or network mask) is a bit mask that identifies which parts of an IP address correspond to the network address and the subnet portion of the address. This mask has 1s in positions corresponding to the network and subnet numbers and 0s in the host number positions. When you perform a bitwise AND on an IP address and a subnet mask, the resulting address contains everything except the host address (hostid) portion. There are several ways to represent a subnet mask: A network could have a subnet mask of 255.255.255.0 (decimal), FFFFFF00 (hexadecimal [page 1253]), or /24 (the number of bits used for the subnet mask).
A subnet mask of /24 has 8 bits for hosts (32-24). However, the last address in the range is reserved as a broadcast address, and the first address in the range is the network address. The second address is typically reserved for the router, although some setups use the broadcast address – 1 for this purpose. Thus there are 28 – 3 = 253 IP addresses.
As another example, when you divide the address 192.25.4.0 into eight subnets, you get a subnet mask of 255.255.255.224, FFFFFFE0, or /27 (27 1s). The eight resultant networks are 192.25.4.0, 192.25.4.32, 192.25.4.64, 192.25.4.96, 192.25.4.128, 192.25.4.160, 192.25.4.192, and 192.25.4.224. You can use a Web-based subnet mask calculator to calculate subnet masks (search for network calculator on the Web). To use this type of calculator to determine the preceding subnet mask, start with an IP network address of 192.25.4.0.
Table 8-2 shows some of the computations for the IP address 131.204.027.027. Each address is shown in decimal, hexadecimal, and binary form. Binary is the easiest to work with for bitwise (binary) computations. The first three lines show the IP address. The next three lines show the subnet mask in three bases. Next the IP address and the subnet mask are ANDed together bitwise to yield the subnet number (page 1275), which is shown in three bases. The last three lines show the broadcast address (page 1240), which is computed by taking the subnet number and turning the hostid bits into 1s. The subnet number identifies the local network. The subnet number and the subnet mask determine what range the IP address of the machine must be in. They are also used by routers to segment traffic; see network segment (page 1263). A broadcast on this network goes to all hosts in the range 131.204.27.1 through 131.204.27.254 but will be acted on only by hosts that have a use for it. For more information refer to “Specifying a Subnet” on page 483.
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Table 8-2 Computations for IP address 131.204.027.027
CIDR: Classless Inter-Domain Routing
CIDR (pronounced “cider”) allows groups of addresses to be assigned to an organization or ISP and then further subdivided and parceled out. In addition, it helps prevent routing tables on Internet backbone providers from becoming too large to manage by consolidating arbitrary network ranges along bit boundaries.
IPv6 (page 293) is the solution to IPv4 address exhaustion. The trend is to reclaim older, large address blocks, if possible, and recycle them into groups of smaller address blocks. Larger blocks are allocated to ISPs, which in turn subdivide these blocks and allocate them to their customers. When you request an address block, your ISP usually gives you as many addresses as you need—and no more. The ISP aggregates one or more contiguous smaller blocks to satisfy your request. This aggregation is CIDR. Without CIDR, the Internet as we know it would not function.
For example, you might be allocated the 192.168.5.0/22 IP address block, which can support 210 hosts (32 – 22 = 10). Your ISP would set its routers so packets going to an address in that block would be sent to your network. Internally, your own routers might further subdivide this block of 1,024 potential hosts into four networks. Four networks require an additional two bits of addressing (22 = 4). You could therefore set up your router to support four networks with this allocation: 192.168.5.0/24, 192.168.6.0/24, 192.168.7.0/24, and 192.168.8.0/24. Each of these networks could then have 254 hosts. CIDR lets you arbitrarily divide networks and subnetworks into increasingly smaller blocks along the way. Each router has enough memory to keep track of the addresses it needs to direct and aggregates the rest.
This scheme uses memory and address space efficiently. For example, you could take 192.168.8.0/24 and further divide it into 16 networks with 14 hosts each. The 16 networks require four more bits (24 = 16), so you would have 192.168.8.0/28, 192.168.8.16/28, 192.168.8.32/28, and so on, up through the last subnet of 192.168.8.240/16, which would have the hosts 192.168.8.241 through 192.168.8.254.
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People generally find it easier to work with names than with numbers, so Linux provides several ways to associate hostnames with IP addresses. The oldest method is to consult a list of names and addresses stored in the /etc/hosts file:
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$ cat /etc/hosts
127.0.0.1     localhost
130.128.52.1  gw–example.example.com  gw–example
130.128.52.2  bravo.example.com       bravo
130.128.52.3  hurrah.example.com      hurrah
130.128.52.4  kudos.example.com       kudos

localhost = 127.0.0.1

The address 127.0.0.1 is reserved for the special hostname localhost, which serves as a hook for the system’s networking software to operate on the local machine without going onto a physical network. The names of the other systems are shown in two forms: in a fully qualified domain name (FQDN) format that is unique on the Internet and as a nickname that is locally unique. Use of these names is a convention; the system does not check the contents of the hosts file.

NIS

As more hosts joined networks, storing these name-to-address mappings in a text file proved to be inefficient and inconvenient. The hosts file grew bigger and became impossible to keep up-to-date. To solve this problem Linux supports NIS (Network Information Service; Chapter 21), which was developed for use on Sun computers. NIS stores information in a database, making it easier to find a specific address, but it is useful only for host information within a single administrative domain. Hosts outside the domain cannot access the information. Also, by default NIS is not secure and is difficult to secure.

DNS

The solution to this dilemma is DNS (Domain Name Service; Chapter 24). DNS effectively addresses the efficiency and update issues by arranging the entire network namespace (page 1262) as a hierarchy. Each domain in the DNS manages its own namespace (addressing and name resolution), and each domain can easily query for any host or IP address by following the tree up or down the namespace until it finds the appropriate domain. By providing a hierarchical naming structure, DNS distributes name administration across the entire Internet.

Communicate over a Network

Many commands that you can use to communicate with other users on a single computer system have been extended to work over a network. Examples of extended utilities include electronic mail programs, information-gathering utilities, and communications utilities (e.g., Empathy). These utilities are examples of the UNIX philosophy: Instead of creating a new, special-purpose tool, modify an existing one.

Many utilities understand a convention for the format of network addresses: user@host (spoken as “user at host”). When you use an @ sign in an argument to one of these utilities, the utility interprets the text that follows as the name of a remote host. When you omit the @ sign, a utility assumes you are requesting information from or corresponding with someone on the local system.

If you frequently use more than one system over a network, you might find it difficult to keep track of which system you are interacting with at any particular moment. If you set your prompt to include the hostname of the current system, it will always be clear which system you are using. To identify the computer you are using, run hostname or give the command uname –n:

$ hostname
kudos

See page 361 for information on how you can change the prompt.

Mailing List Servers

A mailing list server (listserv8) allows you to create and manage an email list. An electronic mailing list provides a means for people interested in a particular topic to participate in an electronic discussion. One of the most powerful features of most list servers is their ability to archive email postings to the list, create an archive index, and allow users to retrieve postings from the archive based on keywords or discussion threads. Typically you can subscribe and unsubscribe from the list with or without human intervention. The owner of the list can restrict who can subscribe, unsubscribe, and post messages to the list. See page 762 for instructions on configuring the Mailman list server. Other popular list servers include LISTSERV (www.lsoft.com), phplist (www.phplist.com), Lyris (www.lyris.com), and Majordomo (www.greatcircle.com/majordomo). Fedora/RHEL maintains mailing lists and list archives for those mailing lists at www.redhat.com/mailman/listinfo. Use Google to search on linux mailing list to find other lists.

8. Although the term listserv is sometimes used generically to include many different list server programs, it is a specific product and a registered trademark of L-soft International, Inc.: LISTSERV (for more information visit www.lsoft.com).

Network Utilities

To realize the full benefits of a networked environment, it made sense to extend certain tools, some of which have already been described. The advent of networks also created a need for new utilities to control and monitor them, spurring the development of new tools that took advantage of network speed and connectivity. This section describes concepts and utilities for systems attached to a network.

Trusted Hosts

Although they are deprecated in favor of ssh (next), some commands, such as rcp and rsh, work only if the remote system trusts the local computer (that is, if the remote system knows the local computer and believes that it is not pretending to be another system). The /etc/hosts.equiv file lists trusted systems. For reasons of security, the root account does not rely on this file to identify trusted privileged users from other systems.

Host-based trust is largely obsolete. Because there are many ways to circumvent trusted host security, including subverting DNS systems and IP spoofing (page 1256), authentication based on IP address is insecure.

In a small homogeneous network it might be tempting to use these tools, and it might suffice. However, because ssh is easy to set up, provides privacy and authentication, and does not slow down modern CPUs appreciably, it is a good idea to use it instead of the older tools.


Security: Do not share your login account
It is poor practice to use a ~/.rhosts file to allow another user to log in as you from a remote system without knowing your password. Do not compromise the security of your files or the entire system by sharing your login account. Use ssh and scp instead of rsh and rcp.



OpenSSH Tools

The OpenSSH project provides a set of tools that replace rcp, rsh, and others with secure equivalents. These tools are installed by default in Fedora/RHEL and can be used as drop-in replacements for their insecure counterparts. The OpenSSH tool suite is covered in detail in Chapter 18.

[image: ] telnet: Logs In on a Remote System

You can use the TELNET protocol to interact with a remote computer. The telnet utility (telnet package), a user interface to this protocol, is older than ssh and is not secure. Nevertheless, it might work where ssh (page 693) is not available (there is more non-UNIX support for TELNET access than for ssh access). In addition, some legacy devices, such as terminal servers, facilities infrastructure, and network devices, still do not support ssh. The following example shows Sam using telnet to log in on a remote system that is running the in.telnetd daemon (telnet-server package):
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[sam@guava ~]$ telnet plum
Trying 192.168.206.181...
Connected to plum.
Escape character is '^]'.
Fedora release 19 (Schrödinger’s Cat)
Kernel 3.10.3-300.fc19.x86_64 on an x86_64 (2)
plum login: sam
Password:
Last login: Tue Mar  8 13:20:14 from 192.168.206.180
...
[sam@plum ~]$ logout
Connection closed by foreign host.
[sam@guava ~]$

telnet versus ssh

When you connect to a remote UNIX or Linux system, telnet presents a textual login: prompt. Because telnet is designed to work with non-UNIX and non-Linux systems, it does not assume your remote username is the same as your local username (ssh does make this assumption). In some cases, telnet requires no login credentials.


Security: telnet is not secure
Whenever you enter sensitive information, such as your password, while you are using telnet, it is transmitted in cleartext and can be read by someone who is eavesdropping on the session.



In addition, telnet allows you to configure special parameters, such as how RETURNs or interrupts are processed (ssh does not give you this option). When using telnet between UNIX and/or Linux systems, you rarely need to change any parameters.

When you do not specify the name of a remote host on the command line, telnet runs in an interactive mode. The following example is equivalent to the previous telnet example:

[sam@guava ~]$ telnet
telnet> open plum
Trying 192.168.206.181...
Connected to plum.
Escape character is '^]'.
...

Before connecting to a remote system, telnet tells you what the escape character is; in most cases, it is ^] (where ^ represents the CONTROL key). When you press CONTROL-], you escape to telnet’s interactive mode. Continuing the preceding example:
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[sam@guava ~]$ CONTROL-]
telnet> ?
Commands may be abbreviated.  Commands are:


close           close current connection
logout          forcibly logout remote user and close the connection
display         display operating parameters
mode            try to enter line or character mode ('mode ?' for more)
...
telnet> close
Connection closed.
[sam@guava ~]$

When you enter a question mark in response to the telnet> prompt, telnet lists its commands. The close command ends the current telnet session, returning you to the local system. To get out of telnet’s interactive mode and resume communication with the remote system, press RETURN in response to a prompt.

Using telnet to Connect to Other Ports

By default telnet connects to port 23, which is used for remote logins. However, you can use telnet to connect to other services by specifying a port number. In addition to standard services, many of the special remote services available on the Internet use unallocated port numbers. Unlike the port numbers for standard protocols, these port numbers can be picked arbitrarily by the administrator of the service.

Although telnet is no longer commonly employed to log in on remote systems, it is still used extensively as a debugging tool by allowing you to communicate directly with a TCP server. Some standard protocols are simple enough that an experienced user can debug problems by connecting to a remote service directly using telnet. If you are having a problem with a network server, a good first step is to try to connect to it using telnet.

If you use telnet to connect to port 25 on a host, you can interact with SMTP. In addition, port 110 connects to the POP protocol, port 80 connects with a WWW server, and port 143 connects to IMAP. All these protocols are ASCII protocols and are documented in RFCs (page 1270). You can read the RFCs or search the Web for examples on how to use them interactively.

In the following example, a system administrator who is debugging a problem with email delivery uses telnet to connect to the SMTP port (port 25) on the server at example.com to see why it is bouncing mail from the spammer.com domain. The first line of output indicates which IP address telnet is trying to connect to. After telnet displays the Connected to smtpsrv.example.com message, the user emulates an SMTP dialog, following the standard SMTP protocol. The first line, which starts with helo, begins the session and identifies the local system. After the SMTP server identifies itself, the user enters a line that identifies the mail sender as user@spammer.com. The SMTP server’s response explains why the message is bouncing, so the user ends the session with quit.
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$ telnet smtpsrv 25
Trying 192.168.1.1...
Connected to smtpsrv.example.com.
Escape character is '^]'.
helo example.com
220 smtpsrv.example.com ESMTP Sendmail 8.13.1/8.13.1; Wed, 4 May 2011 00:13:43 -0500 (CDT)
250 smtpsrv.example.com Hello desktop.example.com [192.168.1.97], pleased to meet you
mail from:user@spammer.com
571 5.0.0 Domain banned for spamming
quit
221 2.0.0 smtpsrv.example.com closing connection

The telnet utility allows you to use any protocol you want, as long as you know it well enough to type commands manually.

ftp: Transfers Files over a Network

FTP (File Transfer Protocol) is a method of downloading files from and uploading files to a remote system using TCP/IP over a network. Most Web browsers can download files from FTP servers. Some vendors use anonymous FTP (page 719) to accept uploaded debugging sessions or to allow clients to download firmware. FTP is not a secure protocol; use it only for downloading public information from a public server. See page 714 for more information on FTP security. Use one of the OpenSSH tools described in Chapter 18 for secure communication. Chapter 19 covers FTP clients and servers.

[image: ] ping: Tests a Network Connection

The ping9 and ping6 utilities (referred to in this section as ping; read the story of ping at http://ftp.arl.mil/~mike/ping.html) send an ECHO_REQUEST packet to a remote computer. This packet causes the remote system to send back a reply. This exchange is a quick way to verify that a remote system is available and to check how well the network is operating, such as how fast it is or whether it is dropping data packets. The ping utility uses the ICMP (Internet Control Message Protocol) protocol. Without any options, ping tests the connection once per second until you abort execution using CONTROL-C. With the –c option ping tests the connection the number of times specified by the number that follows the option.

9. The name ping mimics the sound of a sonar burst used by submarines to identify and communicate with each other. The word ping also expands to packet internet groper.
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$ ping -c 4 www.slashdot.org
PING www.slashdot.org (216.34.181.48) 56(84) bytes of data.
64 bytes from star.slashdot.org (216.34.181.48): icmp_seq=1 ttl=238 time=70.2 ms
64 bytes from star.slashdot.org (216.34.181.48): icmp_seq=2 ttl=238 time=72.6 ms
64 bytes from star.slashdot.org (216.34.181.48): icmp_seq=3 ttl=238 time=57.5 ms
64 bytes from star.slashdot.org (216.34.181.48): icmp_seq=4 ttl=238 time=71.2 ms


--- www.slashdot.org ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3024ms
rtt min/avg/max/mdev = 57.553/67.899/72.605/6.039 ms

This example shows that a connection to www.slashdot.org is answered by star.slashdot.org (www.slashdot.org is an alias for star.slashdot.org) and that that system is up and available over the network.

By default ping sends packets containing 64 bytes (56 data bytes and 8 bytes of protocol header information). In the preceding example, four packets were sent to the system star.slashdot.org as specified by the –c option. The four-part number in parentheses on each line is the remote system’s IP address. A packet sequence number (named icmp_seq) is also given. If a packet is dropped, a gap occurs in the number sequence. The round-trip time is listed last; it represents the time (in milliseconds) that elapsed from when the packet was sent from the local system to the remote system until the reply from the remote system was received by the local system. This time is affected by the distance between the two systems, network traffic, and the load on both computers. Before it terminates, ping summarizes the results, indicating how many packets were sent and received as well as the minimum, average, maximum, and mean deviation round-trip times it measured. Use ping6 to test IPv6 networks.


Tip: When ping cannot connect
If it is unable to contact the remote system, ping continues trying until you interrupt it by pressing CONTROL-C. A system might not answer for any of several reasons: The remote computer might be down, the network interface or some part of the network between the systems might be broken, a software failure might have occurred, or the remote machine might be set up (for reasons of security) not to return pings (try pinging www.microsoft.com).
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The traceroute and traceroute6 utilities (referred to in this section as traceroute; traceroute package) trace the route that an IP packet follows, including all intermediary points traversed (called network hops), to its destination (the argument to traceroute—a remote system). They display a numbered list of hostnames, if available, and IP addresses, together with the round-trip time it took for a packet to reach each router along the way and for the local system to receive a response. You can put this information to good use when you are trying to identify the location of a network bottleneck.

The traceroute utility has no concept of the path from one host to the next; instead, it simply sends UDP packets with increasing TTL (time to live) values. TTL is an IP header field that indicates how many more hops the packet should be allowed to make before being discarded or returned. Each router along the way inspects the TTL and decrements it by 1. When the TTL reaches 0 the router that has the packet sends back an ICMP TIME EXCEEDED to the local system, where traceroute records the IP address of the router that sent it back. The result is a list of hosts that the packet traveled through to get to its destination.

The traceroute utility can help solve routing configuration problems and locate routing path failures. When you cannot reach a host, use traceroute to discover which path the packet follows, how far it gets, and what the delay is.

The example on the next page shows the output of traceroute when it follows a route from a local computer to www.linux.org. The first line indicates the IP address of the target, the maximum number of hops that will be traced, and the size of the packets that will be used. Each numbered line contains the name and IP address of the intermediate destination, followed by the time it takes a packet to make a trip to that destination and back again. The traceroute utility sends three packets to each destination; thus three times appear on each line. Line 1 shows the statistics when a packet is sent to the local gateway (less than 3 milliseconds). Lines 4–6 show the packet bouncing around Mountain View (California) before it goes to San Jose. Between hops 13 and 14 the packet travels across the United States (San Francisco to somewhere in the East). By hop 18 the packet has found www.linux.org. The traceroute utility displays asterisks when it does not receive a response. Each asterisk indicates that traceroute has waited three seconds. Use traceroute6 to test IPv6 networks.
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$ traceroute www.linux.org
traceroute to www.linux.org (198.182.196.56), 30 hops max, 38 byte packets
 1  gw.localco.com. (204.94.139.65)  2.904 ms  2.425 ms  2.783 ms
 2  covad-gw2.meer.net (209.157.140.1)  19.727 ms  23.287 ms  24.783 ms
 3  gw-mv1.meer.net (140.174.164.1)  18.795 ms  24.973 ms  19.207 ms
 4  d1-4-2.a02.mtvwca01.us.ra.verio.net (206.184.210.241)  59.091 ms d1-10-0-0-200.a03.
       mtvwca01.us.ra.verio.net (206.86.28.5)  54.948 ms  39.485 ms
 5  fa-11-0-0.a01.mtvwca01.us.ra.verio.net (206.184.188.1)  40.182 ms  44.405 ms 49.362 ms
 6  p1-1-0-0.a09.mtvwca01.us.ra.verio.net (205.149.170.66)  78.688 ms  66.266 ms 28.003 ms
 7  p1-12-0-0.a01.snjsca01.us.ra.verio.net (209.157.181.166) 32.424 ms 94.337 ms 54.946 ms
 8  f4-1-0.sjc0.verio.net (129.250.31.81)  38.952 ms  63.111 ms  49.083 ms
 9  sjc0.nuq0.verio.net (129.250.3.98)  45.031 ms  43.496 ms  44.925 ms
10  mae-west1.US.CRL.NET (198.32.136.10)  48.525 ms  66.296 ms  38.996 ms
11  t3-ames.3.sfo.us.crl.net (165.113.0.249)  138.808 ms  78.579 ms  68.699 ms
12  E0-CRL-SFO-02-E0X0.US.CRL.NET (165.113.55.2)  43.023 ms  51.910 ms  42.967 ms
13  sfo2-vva1.ATM.us.crl.net (165.113.0.254)  135.551 ms  154.606 ms  178.632 ms
14  mae-east-02.ix.ai.net (192.41.177.202)  158.351 ms  201.811 ms  204.560 ms
15  oc12-3-0-0.mae-east.ix.ai.net (205.134.161.2)  202.851 ms  155.667 ms  219.116 ms
16  border-ai.invlogic.com (205.134.175.254)  214.622 ms *  190.423 ms
17  router.invlogic.com (198.182.196.1)  224.378 ms  235.427 ms  228.856 ms
18  www.linux.org (198.182.196.56)  207.964 ms  178.683 ms  179.483 ms

Some firewalls block UDP/traceroute. If traceroute fails, try using the –T (sends TCP SYN packets) or –I (sends ICMP ECHO packets) option. Another useful tool is mtr (mtr package), which provides traceroute functionality plus information about dropped packets. The mtr utility is useful for debugging packet loss along a multi-hop network path.
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Given a name, the host utility looks up an IP address, or vice versa. The following example shows how to use host to look up the domain name of a machine, given an IP address:
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$ host  64.13.141.6
6.141.13.64.in-addr.arpa domain name pointer ns.meer.net.

You can also use host to determine the IP address of a domain name:
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$ host ns.meer.net
ns.meer.net has address 64.13.141.6

The dig (domain information groper) utility queries DNS servers and individual machines for information about a domain. A powerful utility, dig has many features you might never use. It is more complex than host. Chapter 24 on DNS has many examples of the use of host and dig.

whois: Looks Up Information About an Internet Site

The whois utility (whois package) queries a whois server for information about an Internet site. This utility returns site contact and InterNIC or other registry information that can help you track down the person who is responsible for a site: Perhaps that person is sending you or your company spam. Many sites on the Internet are easier to use and faster than whois. Use a browser and search engine to search on whois or go to www.networksolutions.com/whois or apps.db.ripe.net/search to get started.

When you do not specify a whois server, whois defaults to whois.internic.net. Use the –h option to whois to specify a different whois server. See the whois info page for more options and setup information.

To obtain information on a domain name, specify the complete domain name, as in the following example:
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$ whois sobell.com
   Domain Name: SOBELL.COM
   Registrar: GODADDY.COM, INC.
   Whois Server: whois.godaddy.com
   Referral URL: http://registrar.godaddy.com
   Name Server: NS1.HUNGERHOST.COM
...
Registrant:
   Sobell Associates Inc
   660 Market Street
   Fifth Floor
   San Francisco, California 94104
   United States


Registered through: GoDaddy.com, Inc. (http://www.godaddy.com)
   Domain Name: SOBELL.COM
      Created on: 07-Apr-95
      Expires on: 08-Apr-13
      Last Updated on: 01-Mar-10


Administrative Contact:
      Sobell, Mark  sobell@meer.net
      Sobell Associates Inc
      660 Market Street
      Fifth Floor
      SAN FRANCISCO, California 94104
      United States
      18888446337      Fax -- 18888446337


Technical Contact:
      W., Tim  hostmaster@meer.net
      meer.net
      po box 390804
      Mountain View, California 94039
      United States
      18888446337      Fax -- 18888446337


Domain servers in listed order:
      NS1.HUNGERHOST.COM
      NS2.HUNGERHOST.COM

Several top-level registries serve various regions of the world. You are most likely to use the following ones:
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Distributed Computing

When many similar systems are part of a network, it is often desirable to share common files and utilities among them. For example, a system administrator might choose to keep a copy of the system documentation on one computer’s disk and to make those files available to remote systems. In this case, the system administrator configures the files so users who need to access the online documentation are not aware that the files are stored on a remote system. This type of setup, which is an example of distributed computing, not only conserves disk space but also allows you to update one central copy of the documentation rather than tracking down and updating copies scattered throughout the network on many different systems.

Figure 8-2 illustrates a fileserver that stores the system manual pages and users’ home directories. With this arrangement, a user’s files are always available to that user no matter which system the user logs in on. Each system’s disk might contain a directory to hold temporary files as well as a copy of the operating system. Chapter 22 contains instructions for setting up NFS clients and servers in networked configurations.
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Figure 8-2 A fileserver

The Client/Server Model

Mainframe model

The client/server model was not the first computational model. First came the mainframe, which follows a one-machine-does-it-all model. That is, all the intelligence resides in one system, including the data and the program that manipulates and reports on the data. Users connect to a mainframe using terminals.

File-sharing model

With the introduction of PCs, file-sharing networks became available. In this scheme data is downloaded from a shared location to a user’s PC, where a program then manipulates the data. The file-sharing model ran into problems as networks expanded and more users needed access to the data.

Client/server model

In the client/server model, a client uses a protocol, such as HTTP or SCP, to request services, and a server provides the services the client requests. Rather than providing data files as the file-sharing model does, the server in a client/server relationship is a database that provides only those pieces of information the client needs or requests.

The client/server model dominates UNIX and Linux system networking and underlies most of the network services described in this book. FTP, NFS, DNS, email, and HTTP (the Web browsing protocol) all rely on the client/server model. Some servers, such as Web servers and browser clients, are designed to interact with specific utilities. Other servers, such as those supporting DNS, communicate with one another, in addition to answering queries from a variety of clients. Clients and servers can reside on the same or different systems running the same or different operating systems. The systems can be proximate or thousands of miles apart. A system that is a server to one system can turn around and act as a client to another. A server can reside on a single system or, as is the case with DNS, be distributed among thousands of geographically separated systems running many different operating systems.

Peer-to-peer model

The peer-to-peer (PTP) model, in which either program can initiate a transaction, stands in contrast to the client/server model. PTP protocols are common on small networks. For example, Microsoft’s Network Neighborhood and Apple’s Bonjour both rely on broadcast-based PTP protocols for browsing and automatic configuration. The Zeroconf multicast DNS protocol is a PTP alternative DNS for small networks. The highest-profile PTP networks are those used for file sharing, such as Kazaa and GNUtella. Many of these networks are not pure PTP topologies. Pure PTP networks do not scale well, so networks such as BitTorrent employ a hybrid approach.

DNS: Domain Name Service

DNS is a distributed service: Nameservers on thousands of machines around the world cooperate to keep the DNS database up-to-date. The database itself, which maps hundreds of thousands of alphanumeric hostnames to numeric IP addresses, does not exist in one place. That is, no system has a complete copy of the database. Instead, each system that runs DNS knows which hosts are local to that site and understands how to contact other nameservers to learn about other, nonlocal hosts.

Like the Linux filesystem, DNS is organized hierarchically. Each country has an ISO (International Organization for Standardization) country code designation as its domain name. (For example, AU represents Australia, IL is Israel, and JP is Japan; see countrycode.org for a complete list.) Although the United States is represented in the same way (US) and uses the standard two-letter Postal Service state abbreviations to identify the next level of the domain, only governments and a few organizations use these codes. Schools in the US domain are represented by a third- (and sometimes second-) level domain: k12. For example, the domain name for Myschool in New York state could be www.myschool.k12.ny.us.

Following is a list of the seven original top-level domains. These domains are used extensively within the United States and, to a lesser degree, by users in other countries:
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Recently, the following additional top-level domains have been approved for use. Visit en.wikipedia.org/wiki/List_of_Internet_top-level_domains for a complete, current list.
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FQDN

Like Internet addresses, domain names were once assigned by the Network Information Center (NIC); now they are assigned by several companies. A system’s full name, referred to as its fully qualified domain name (FQDN), is unambiguous in the way that a simple hostname cannot be. The system okeeffe.berkeley.edu at the University of California at Berkeley (Figure 8-3) is not the same as one named okeeffe.moma.org, which might represent a host at the Museum of Modern Art. The domain name not only tells you something about where the system is located but also adds enough diversity to the namespace to avoid confusion when different sites choose similar names for their systems.
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Figure 8-3 U.S. top-level domains

Unlike the filesystem hierarchy, the top-level domain name appears last (reading from left to right). Also, domain names are not case sensitive, so the names okeeffe.berkeley.edu, okeeffe.Berkeley.edu, and okeeffe.Berkeley.EDU refer to the same computer. Once a domain has been assigned, the local site is free to extend the hierarchy to meet local needs.

With DNS, email addressed to user@example.com can be delivered to the computer named example.com that handles the corporate mail and knows how to forward messages to user mailboxes on individual machines. As the company grows, its site administrator might decide to create organizational or geographical subdomains. The name delta.ca.example.com might refer to a system that supports California offices, for example, while alpha.co.example.com is dedicated to Colorado. Functional subdomains are another choice, with delta.sales.example.com and alpha.dev.example.com representing the sales and development divisions, respectively.

BIND

On Linux systems, the most common interface to the DNS is BIND (Berkeley Internet Name Domain). BIND follows the client/server model. On any given local network, one or more systems might be running a nameserver, supporting all the local hosts as clients. When it wants to send a message to another host, a system queries the nearest nameserver to learn the remote host’s IP address. The client, called a resolver, might be a process running on the same computer as the nameserver, or it might pass the request over the network to reach a server. To reduce network traffic and facilitate name lookups, the local nameserver maintains some knowledge of distant hosts. If the local server must contact a remote server to pick up an address, when the answer comes back, the local server adds that address to its internal table and reuses it for a while. The nameserver deletes the nonlocal information before it can become outdated. Refer to “TTL” on page 1278.

The system’s translation of symbolic hostnames into IP addresses is transparent to most users; only the system administrator of a networked system needs to be concerned with the details of name resolution. Systems that use DNS for name resolution are generally capable of communicating with the greatest number of hosts—more than would be practical to maintain in a /etc/hosts file or private NIS database. Chapter 24 covers setting up and running a DNS server.

Three common sources are referenced for hostname resolution: NIS, DNS, and system files (such as /etc/hosts). Linux does not ask you to choose among these sources; rather, the nsswitch.conf file (page 495) allows you to choose any of these sources, in any combination, and in any order.
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Ports are logical channels on a network interface and are numbered from 1 to 65,535. Each network connection is uniquely identified by the IP address and port number of each endpoint.

In a system that has many network connections open simultaneously, the use of ports keeps packets (page 1265) flowing to and from the appropriate programs. A program that needs to receive data binds to a port and then uses that port for communication.

Privileged ports

Services are associated with specific ports, generally with numbers less than 1024. These ports are called privileged (or reserved) ports. For security reasons, only a process running with root privileges can bind to a privileged port. A service run on a privileged port provides assurance that the service is being provided by someone with authority over the system, with the exception that any user on Windows 98 and earlier Windows systems can bind to any port. Commonly used ports include 22 (SSH), 23 (TELNET), 80 (HTTP), 111 (Sun RPC), and 201–208 (AppleTalk).


Security: Privileged ports do not provide absolute security
Any user who can gain root privileges can easily start a service on any port. Thus, it is necessary to treat privileged ports as a necessary but not sufficient component in a security policy and to be aware of which other systems are on the local network.



NIS: Network Information Service

NIS (Network Information Service) simplifies the maintenance of frequently used administrative files by keeping them in a central database and having clients contact the database server to retrieve information from the database. Just as DNS addresses the problem of keeping multiple copies of hosts files up-to-date, NIS deals with the issue of keeping system-independent configuration files (such as /etc/passwd) current. Although NIS has been functionally replaced by LDAP, LDAP is harder to configure, and so NIS is still in common use. Refer to Chapter 21 for coverage of NIS and LDAP.

NFS: Network Filesystem

The NFS (Network Filesystem) protocol allows a server to share selected local directory hierarchies with client systems on a heterogeneous network. Files on the remote fileserver appear as if they are present on the local system. Chapter 22 covers NFS.


Optional
[image: ] Network Services
Linux Internet services are provided by daemons that run continuously or by a daemon that is started automatically by the systemd init daemon (page 438) when a service request comes in. The /etc/services file lists network services (for example, telnet, ftp, and ssh) and their associated numbers. Any service that uses TCP/IP or UDP/IP has an entry in this file. IANA (Internet Assigned Numbers Authority) maintains a database of all permanent, registered services. The /etc/services file usually lists a small, commonly used subset of services.
Most executable daemon files are stored in /usr/sbin. By convention the names of many daemons end with the letter d to distinguish them from utilities (one common daemon whose name does not end in d is sendmail). The prefix in. or rpc. is often used for daemon names. Give the command ls /usr/sbin/*d to see a list of many of the daemon programs on the local system. Refer to “Configuring Daemons (Services)” on page 445 for information about starting and stopping these daemons.
To see how a daemon works, consider what happens when you run ssh. The local system contacts the ssh daemon (sshd) on the remote system to establish a connection. The two systems negotiate the connection according to a fixed protocol. Each system identifies itself to the other, and they then take turns asking each other specific questions and waiting for valid replies. Each network service follows its own protocol.
Common Daemons
In addition to the daemons that support the utilities described in this chapter, many other daemons support system-level services that you will not typically interact with. Table 8-3 lists some of these daemons.
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Table 8-3 Common daemons
Proxy Servers
A proxy is a network service that is authorized to act for a system while not being part of that system. A proxy server or proxy gateway provides proxy services; it is a transparent intermediary that relays communications back and forth between an application (e.g., a browser) and a server that usually resides outside of a LAN and frequently on the Internet. When more than one process uses the proxy gateway/ server, the proxy must keep track of which processes are connecting to which hosts/servers so that it can route the return messages to the proper process. The most commonly encountered proxies are email and Web proxies.
A proxy server/gateway insulates the local computer from all other computers or from specified domains by using at least two IP addresses: one to communicate with the local computer and one to communicate with a server. The proxy server/gateway examines and changes the header information on all packets it handles so it can encode, route, and decode them properly. The difference between a proxy gateway and a proxy server is that the proxy server usually includes cache (page 1241) to store frequently used Web pages so the next request for that page is available locally and quickly; a proxy gateway typically does not use cache. The terms “proxy server” and “proxy gateway” are frequently used interchangeably.
Proxy servers/gateways are available for such common Internet services as HTTP, HTTPS, FTP, SMTP, and SNMP. When an HTTP proxy sends queries from local systems, it presents a single organizationwide IP address (the external IP address of the proxy server/gateway) to all servers. It funnels all user requests to the appropriate servers and keeps track of them. When the responses come back, the HTTP proxy fans them out to the appropriate applications using each machine’s unique IP address, thereby protecting local addresses from remote/specified servers.
Proxy servers/gateways are generally just one part of an overall firewall strategy to prevent intruders from stealing information or damaging an internal network. Other functions, which can be either combined with or kept separate from the proxy server/gateway, include packet filtering, which blocks traffic based on origin and type, and user activity reporting, which helps management learn how the Internet is being used.
RPC Network Services
Much of the client/server interaction over a network is implemented using the RPC (Remote Procedure Call) protocol, which is implemented as a set of library calls that make network access transparent to the client and server. RPC specifies and interprets messages but does not concern itself with transport protocols; it runs on top of TCP/IP and UDP/IP. Services that use RPC include NFS and NIS. RPC was developed by Sun as ONC RPC (Open Network Computing Remote Procedure Calls) and differs from Microsoft RPC.
rpcbind
In the client/server model, a client contacts a server on a specific port (page 312) to avoid any mixup between services, clients, and servers. RPC has two possible ways of registering a port. The first works in the manner of a traditional daemon: The server binds to the port it wants to bind to but then registers with the RPC portmapper daemon (rpcbind) on the server. As an example, NFS uses this mechanism to always bind to port 2049. The client’s port is irrelevant most of the time, so it picks a random port.
More commonly, to avoid maintaining a long list of port numbers and to enable new clients/servers to start up without registering a port number with a central registry, when a server that uses RPC starts, it looks in /etc/rpc for the service number and then registers itself with rpcbind as just described. The rpcbind daemon assigns the server a TCP or UDP port number, and the server binds to that port. RPC servers typically use service numbers (/etc/rpc) that were defined by Sun, but the TCP or UDP port number it uses is random. When a client wants to connect to an RPC server, it first asks rpcbind on the server, which listens on port 111, for the name of the service it is interested in (e.g., mountd). If that service is registered, rpcbind returns the TCP or UDP port number of the server to the client. The client then contacts the RPC server daemon directly to finish the transaction.
Files
The /etc/rpc file (page 510) maps RPC service names to RPC numbers. The /etc/services file (page 511) maps system service names to TCP or UDP ports.
RPC client/server communication
The sequence of events for communication between an RPC client and server is as follows:
1. The client system needs to talk to a server application running on a remote system. The client system knows which system the server application is running on but not which port it is using. The client system looks for the service name in /etc/rpc to determine the service number.
2. The client system contacts rpcbind on port 111 of the remote system with the service number to ask which UDP or TCP port the server on the remote system is listening on.
3. The rpcbind daemon on the remote system checks which server applications have registered with it. If the service number the client system asked for is registered, the rpcbind daemon on the remote system returns the UDP or TCP port assigned to that server application.
4. The RPC libraries on the client system encode procedure calls and send them to the server application on the remote system on the specified port. (The client system issues a “read record from a file” request.)
5. The server application running on the remote system receives the call, sends it through the RPC libraries to decode it, and generates results. (The filesystem receives the “read record from file” request.)
6. The server application passes the results back through the RPC libraries, which encode the results, and then sends the encoded results to the client using the client’s registered port. (The read record is returned to the calling program.)
7. The client system receives the results, passes them through the RPC libraries for decoding, and presents the decoded results to the user or application that requested them.
If the rpcbind daemon stops, you must restart all RPC servers on the local system.



WWW: World Wide Web

The World Wide Web (WWW, W3, or the Web) provides a unified, interconnected interface to the vast amount of information stored on computers around the world. The idea that spawned the World Wide Web came from the mind of Tim Berners-Lee (www.w3.org/People/Berners-Lee) of the European Particle Physics Laboratory (CERN) in response to a need to improve communications throughout the high-energy physics community. The first-generation solution consisted of a notebook program named Enquire, short for Enquire Within Upon Everything (the name of a book from Berners-Lee’s childhood), which he created in 1980 on a NeXT computer and which supported links between named nodes. Not until 1989 was the concept proposed as a global hypertext project to be known as the World Wide Web. In 1990, Berners-Lee wrote a proposal for a hypertext project, which eventually produced HTML (Hypertext Markup Language), the common language of the Web. The World Wide Web program became available on the Internet in the summer of 1991. By designing the tools to work with existing protocols, such as FTP and gopher, the researchers who created the Web produced a system that is generally useful for many types of information and across many types of hardware and operating systems.

The WWW is another example of the client/server paradigm. You use a WWW client application, or browser, to retrieve and display information stored on a server that might be located anywhere on the local network or the Internet. WWW clients can interact with many types of servers. For example, you can use a WWW client to contact a remote FTP server and display the list of files it offers for anonymous FTP download. Most commonly you use a WWW client to contact a WWW server, which offers support for the special features of the World Wide Web that are described in the remainder of this chapter.

The power of the Web derives from its use of hypertext, a way to navigate through information by following cross-references (called links) from one piece of information to another. To use the Web effectively, you need to run interactive network applications. The first GUI for browsing the Web was a tool named Mosaic, which was released in February 1993. Designed at the National Center for Supercomputer Applications at the University of Illinois, its introduction sparked a dramatic increase in the number of users of the World Wide Web. Marc Andreessen, who participated in the Mosaic project at the University of Illinois, later cofounded Netscape Communications with the founder of Silicon Graphics, Jim Clark. The pair created Netscape Navigator, a Web client program that was designed to perform better and support more features than the Mosaic browser. Netscape Navigator enjoyed immense success and was a popular choice for exploring the World Wide Web. Important for Linux users is the fact that from its inception Netscape has provided versions of its tools that run on Linux.

Browsers

Mozilla (www.mozilla.org) is the open-source counterpart to Netscape and was first released in March 1998, based on Netscape 4 code. Since then, Mozilla has been under continuous development by employees of Netscape (now a division of AOL), Red Hat, and other companies and by contributors from the community. Firefox is the Web browser component of Mozilla. KDE offers Konqueror, an all-purpose file manager and Web browser. Other browsers include Safari (www.apple.com/safari), Chrome (www.google.com/chrome), Epiphany (projects.gnome.org/epiphany) and Opera (www.opera.com). Although each Web browser is unique, all of them allow you to move about the Internet, viewing HTML documents, watching videos, and retrieving files. If you do not use the X Window System, try a text browser, such as lynx or links. The lynx browser works well with Braille terminals.

Search Engines

Search engine is a name that applies to a group of hardware and software tools that help you search for World Wide Web sites that contain specific information. A search engine relies on a database of information collected by a Web crawler, a program that regularly looks through the millions of pages that make up the World Wide Web. A search engine must also have a way of collating the information the Web crawler collects so you can access it quickly, easily, and in a manner that makes it most useful to you. This part of the search engine, called an index, allows you to search for a word, a group of words, or a concept; it returns the URLs of Web pages that pertain to what you are searching for. Many different types of search engines are available on the Internet, each with its own set of strengths and weaknesses.

URL: Uniform Resource Locator

Consider the URL (Uniform Resource Locator) http://www.w3.org/Consortium/siteindex. The first component in the URL indicates the type of resource, in this case http (HTTP—Hypertext Transfer Protocol). Other valid resource names, such as https (HTTPS—secure HTTP) and ftp (FTP—File Transfer Protocol), represent information available on the Web using other protocols. Next come a colon and double slash (://). Frequently the http:// string is omitted from a URL in print, as you seldom need to enter it to reach the URL. The next element is the full name of the host that acts as the server for the information (www.w3.org/). The rest of the URL consists of a relative pathname to the file that contains the information (Consortium/siteindex). If you enter a URL in the location bar of a Web browser, the Web server returns the page, frequently an HTML (page 1255) file, pointed to by this URL.

By convention many sites identify their WWW servers by prefixing a host or domain name with www. For example, you can reach the Web server at the New Jersey Institute of Technology at www.njit.edu. When you use a browser to explore the World Wide Web, you might never need to enter a URL. However, as more information is published in hypertext form, you cannot help but find URLs everywhere—not just online in email messages and blogs, but also in newspapers, in advertisements, and on product labels.

URI

Whereas a URL indicates the location of a resource and a method of retrieving it (e.g., a network address and protocol), a URI (Uniform Resource Identifier) simply indicates something about the resource (e.g., an ISBN number). All URLs are URIs, but not all URIs are URLs. The terms are frequently used interchangeably because very few URIs that are not URLs are in common use.

Chapter Summary

A Linux system attached to a network is probably communicating on an Ethernet network, which might in turn be linked to other local area networks (LANs) and wide area networks (WANs). Communication between LANs and WANs requires the use of gateways and routers. Gateways translate the local data into a format suitable for the WAN, and routers make decisions about the optimal routing of the data along the way. The most widely used network, by far, is the Internet.

Basic networking tools allow Linux users to log in and run commands on remote systems (ssh, telnet, rsync) and copy files quickly from one system to another (scp, ftp/sftp). Other features, such as the Network Filesystem (NFS), were created to extend the basic UNIX model and to simplify information sharing.

Concern is growing about our ability to protect the security and privacy of machines connected to networks and of data transmitted over networks. Toward this end, many tools and protocols have been created: ssh, scp, HTTPS, IPv6, firewall hardware and software, VPN, and so on. Many of these tools take advantage of newer, more impenetrable encryption techniques. In addition, some weaker concepts (such as that of trusted hosts) and some tools (such as finger and rwho) have been deprecated in the name of security.

Computer networks offer two major advantages over other ways of connecting computers: They enable systems to communicate at high speeds, and they require few physical interconnections (typically one per system). The Internet Protocol (IP), the universal language of the Internet, has made it possible for dissimilar computer systems around the world to readily communicate with one another. Technological advances continue to improve the performance of computer systems and the networks that link them.

The rapid increase of network communication speeds in recent years has encouraged the development of many new applications and services. The World Wide Web provides access to vast information stores on the Internet and makes extensive use of hypertext links to promote efficient searching through related documents. It adheres to the client/server model that is so pervasive in networking. Typically the WWW client is local to a site or is made available through an Internet service provider. WWW servers are responsible for providing the information requested by their many clients.

Mozilla/Firefox is a WWW client program that has enormous popular appeal. Firefox and other browsers use a GUI to give you access to text, picture, and audio information: Making extensive use of these hypermedia simplifies access to and enhances the presentation of information.

Exercises

1. Describe the similarities and differences between these utilities:

a. scp and ftp

b. ssh and telnet

2. Describe two ways to find out who is logged in on some of the other machines attached to your network.

3. Explain the client/server model. Give three examples of services on Linux systems that take advantage of this model.

4. A software implementation of chess was developed by GNU and is available for free. How can you use the Internet to find and download this program?

5. What is the difference between the World Wide Web and the Internet?

6. If you have access to the World Wide Web, answer the following questions.

a. Which browser do you use?

b. What is the URL of the author of this book’s home page? How many links does it have?

c. Does your browser allow you to create bookmarks? If so, how do you create a bookmark? How can you delete one?

7. Give one advantage and two disadvantages of using a wireless network.

8. What is the fully abbreviated form of the IPv6 address 2620:0100:e000:0000:0000:0000:0000:8001?

9. IPv6 supports 128-bit addresses. What is the size of the host part of the address? How many hosts would that address space theoretically support on one LAN?

Advanced Exercises

10. Suppose the link between routers 1 and 2 is down in the Internet shown in Figure 8-1 on page 289. What happens if someone at site C sends a message to a user on a workstation attached to the Ethernet cable at site A? What happens if the router at site A is down? What does this tell you about designing network configurations?

11. If you have a class B IPv4 network and want to divide it into subnets, each with 126 hosts, which subnet mask should you use? How many networks will be available? What are the four addresses (broadcast and network number) for the network starting at 131.204.18?

12. Suppose you have 300 hosts and want to have no more than 50 hosts per subnet. What size of address block should you request from your ISP? How many /24 addresses would you need? How many subnets would you have left over from your allocation?

d. a. On the local system, find two daemons running that are not listed in this chapter and explain what purpose they serve.

b. Review which services/daemons are automatically started on your system and consider which you might turn off. Are there any services/daemons in the list in Table 8-3 on page 314 you would consider adding?

13. Determine if IPv6 is enabled on the local system by finding the link-local address of a network interface.

14. Use ssh to connect to a remote system on the local LAN using the remote system’s autoconfigured link-local IPv6 address. (Hint: To specify the network interface to use for link-local addresses, append %IFNAME to the end of the address, where IFNAME is the local operating system’s name for the interface.
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Objectives

After reading this chapter you should be able to:

[image: ] Describe the purpose and history of bash

[image: ] List the startup files bash runs

[image: ] Use three different methods to run a shell script

[image: ] Understand the purpose of the PATH variable

[image: ] Manage multiple processes using job control

[image: ] Redirect error messages to a file

[image: ] Use control operators to separate and group commands

[image: ] Create variables and display the values of variables and parameters

[image: ] List and describe common variables found on the system

[image: ] Reference, repeat, and modify previous commands using history

[image: ] Use control characters to edit the command line

[image: ] Create, display, and remove aliases and functions

[image: ] Customize the bash environment using the set and shopt builtins

[image: ] List the order of command-line expansion

This chapter picks up where Chapter 5 left off. Chapter 27 expands on this chapter, exploring control flow commands and more advanced aspects of programming the Bourne Again Shell. The bash home page is at www.gnu.org/software/bash. The bash info page is a complete Bourne Again Shell reference.

The Bourne Again Shell is a command interpreter and high-level programming language. As a command interpreter, it processes commands you enter on the command line in response to a prompt. When you use the shell as a programming language, it processes commands stored in files called shell scripts. Like other languages, shells have variables and control flow commands (e.g., for loops and if statements).

When you use a shell as a command interpreter, you can customize the environment you work in. You can make the prompt display the name of the working directory, create a function or an alias for cp that keeps it from overwriting certain kinds of files, take advantage of keyword variables to change aspects of how the shell works, and so on. You can also write shell scripts that do your bidding—anything from a one-line script that stores a long, complex command to a longer script that runs a set of reports, prints them, and mails you a reminder when the job is done. More complex shell scripts are themselves programs; they do not just run other programs. Chapter 27 has some examples of these types of scripts.

Most system shell scripts are written to run under bash (or dash; next page). If you will ever work in single-user mode—when you boot the system or perform system maintenance, administration, or repair work, for example—it is a good idea to become familiar with this shell.

This chapter expands on the interactive features of the shell described in Chapter 5, explains how to create and run simple shell scripts, discusses job control, talks about locale, introduces the basic aspects of shell programming, talks about history and aliases, and describes command-line expansion. Chapter 27 presents some more challenging shell programming problems.

Background

bash Shell

The Bourne Again Shell is based on the Bourne Shell (an early UNIX shell; this book refers to it as the original Bourne Shell to avoid confusion), which was written by Steve Bourne of AT&T’s Bell Laboratories. Over the years the original Bourne Shell has been expanded, but it remains the basic shell provided with many commercial versions of UNIX.

[image: ] sh Shell

Because of its long and successful history, the original Bourne Shell has been used to write many of the shell scripts that help manage UNIX systems. Some of these scripts appear in Linux as Bourne Again Shell scripts. Although the Bourne Again Shell includes many extensions and features not found in the original Bourne Shell, bash maintains compatibility with the original Bourne Shell so you can run Bourne Shell scripts under bash. On UNIX systems the original Bourne Shell is named sh. On Fedora/RHEL systems sh is a symbolic link to bash, ensuring that scripts that require the presence of the Bourne Shell still run. When called as sh, bash does its best to emulate the original Bourne Shell.

dash Shell

The bash executable file is almost 900 kilobytes, has many features, and is well suited as a user login shell. The dash (Debian Almquist) shell is about 100 kilobytes, offers Bourne Shell compatibility for shell scripts (noninteractive use), and because of its size, can load and execute shell scripts much more quickly than bash.

Korn Shell

The Korn Shell (ksh), written by David Korn, ran on System V UNIX. This shell extended many features of the original Bourne Shell and added many new features. Some features of the Bourne Again Shell, such as command aliases and command-line editing, are based on similar features from the Korn Shell.

POSIX

The POSIX (Portable Operating System Interface) family of related standards is being developed by PASC (IEEE’s Portable Application Standards Committee; www.pasc.org/plato). A comprehensive FAQ on POSIX, including many links, appears at www.opengroup.org/austin/papers/posix_faq.html.

POSIX standard 1003.2 describes shell functionality. The Bourne Again Shell provides the features that match the requirements of this standard. Efforts are under way to make the Bourne Again Shell fully comply with the POSIX standard. In the meantime, if you invoke bash with the ––posix option, the behavior of the Bourne Again Shell will closely match the POSIX requirements.


Tip: chsh: changes your login shell
The person who sets up your account determines which shell you use when you first log in on the system or when you open a terminal emulator window in a GUI environment. Under Fedora/RHEL, bash is the default shell. You can run any shell you like after you are logged in. Enter the name of the shell you want to use (bash, tcsh, or another shell) and press RETURN; the next prompt will be that of the new shell. Give an exit command to return to the previous shell. Because shells you call in this manner are nested (one runs on top of the other), you will be able to log out only from your original shell. When you have nested several shells, keep giving exit commands until you reach your original shell. You will then be able to log out.
The chsh utility changes your login shell more permanently. First give the command chsh. In response to the prompts, enter your password and the absolute pathname of the shell you want to use (/bin/bash, /bin/tcsh, or the pathname of another shell). When you change your login shell in this manner using a terminal emulator (page 120) under a GUI, subsequent terminal emulator windows might not reflect the change until you log out of the system and log back in. See page 464 for an example of how to use chsh.



[image: ] Startup Files

When a shell starts, it runs startup files to initialize itself. Which files the shell runs depends on whether it is a login shell, an interactive shell that is not a login shell (give the command bash to run one of these shells), or a noninteractive shell (one used to execute a shell script). You must have read access to a startup file to execute the commands in it. Fedora/RHEL puts appropriate commands in some of these files. This section covers bash startup files.

Login Shells

A login shell is the first shell that displays a prompt when you log in on a system from the system console or a virtual console (page 121), remotely using ssh or another program (page 121), or by another means. When you are running a GUI and open a terminal emulator such as gnome-terminal (page 120), you are not logging in on the system (you do not provide your username and password), so the shell the emulator displays is (usually) not a login shell; it is an interactive nonlogin shell (below). Login shells are, by their nature, interactive. See “bash versus –bash” on page 1023 for a way to tell which type of shell you are running.

This section describes the startup files that are executed by login shells and shells that you start with the bash ––login option.

[image: ] /etc/profile

The shell first executes the commands in /etc/profile, establishing systemwide default characteristics for users running bash. In addition to executing the commands it holds, profile executes the commands within each of the files with a .sh filename extension in the /etc/profile.d directory. This setup allows a user working with root privileges to modify the commands profile runs without changing the profile file itself. Because profile can be replaced when the system is updated, making changes to files in the profile.d directory ensures the changes will remain when the system is updated.


Tip: Set environment variables for all users in /etc/profile or in a *.sh file in /etc/profile.d
Setting and exporting a variable in /etc/profile or in a file with a .sh filename extension in the /etc/profile.d directory makes that variable available to every user’s login shell. Variables that are exported (placed in the environment) are also available to all interactive and noninteractive subshells of the login shell.



[image: ] .bash_profile, .bash_login, and .profile

Next the shell looks for ~/.bash_profile, ~/.bash_login, or ~/.profile (~/ is shorthand for your home directory), in that order, executing the commands in the first of these files it finds. You can put commands in one of these files to override the defaults set in /etc/profile.

By default, Fedora/RHEL sets up new accounts with ~/.bash_profile and ~/.bashrc files. The default ~/.bash_profile file calls ~/.bashrc, which calls /etc/bashrc.

[image: ] .bash_logout

When you log out, bash executes commands in the ~/.bash_logout file. This file often holds commands that clean up after a session, such as those that remove temporary files.

Interactive Nonlogin Shells

The commands in the preceding startup files are not executed by interactive, nonlogin shells. However, these shells inherit from the login shell variables that are declared and exported in these startup files.

[image: ] .bashrc

An interactive nonlogin shell executes commands in the ~/.bashrc file. The default ~/.bashrc file calls /etc/bashrc.

/etc/bashrc

Although not called by bash directly, the Fedora/RHEL ~/.bashrc file calls /etc/bashrc.

Noninteractive Shells

The commands in the previously described startup files are not executed by noninteractive shells, such as those that run shell scripts. However, if these shells are forked by a login shell, they inherit variables that are declared and exported in these startup files. Specifically, crontab files (page 607) do not inherit variables from startup files.

BASH_ENV

Noninteractive shells look for the environment variable BASH_ENV (or ENV if the shell is called as sh) and execute commands in the file named by this variable.

Setting Up Startup Files

Although many startup files and types of shells exist, usually all you need are the .bash_profile and .bashrc files in your home directory. Commands similar to the following in .bash_profile run commands from .bashrc for login shells (when .bashrc exists). With this setup, the commands in .bashrc are executed by login and nonlogin shells.

Click here to view code image

if [ -f ~/.bashrc ]; then . ~/.bashrc; fi

The [ –f ~/.bashrc ] tests whether the file named .bashrc in your home directory exists. See pages 983 and 986 for more information on test and its synonym [ ]. See page 332 for information on the . (dot) builtin.


Tip: [image: ] Set PATH in .bash_profile
Because commands in .bashrc might be executed many times, and because subshells inherit environment (exported) variables, it is a good idea to put commands that add to existing variables in the .bash_profile file. For example, the following command adds the bin subdirectory of the home directory to PATH (page 359) and should go in .bash_profile:
PATH=$PATH:$HOME/bin
When you put this command in .bash_profile and not in .bashrc, the string is added to the PATH variable only once, when you log in.
Modifying a variable in .bash_profile causes changes you make in an interactive session to propagate to subshells. In contrast, modifying a variable in .bashrc overrides changes inherited from a parent shell.



Sample .bash_profile and .bashrc files appear on the next page. Some commands used in these files are not covered until later in this chapter. In any startup file, you must place in the environment (export) those variables and functions that you want to be available to child processes. For more information refer to “Environment, Environment Variables, and Inheritance” on page 1032.

Click here to view code image

$ cat ~/.bash_profile
if [ -f ~/.bashrc ]; then
    . ~/.bashrc              # Read local startup file if it exists
fi
PATH=$PATH:/usr/local/bin    # Add /usr/local/bin to PATH
export PS1='[\h \W \!]\$ '   # Set prompt

The first command in the preceding .bash_profile file executes the commands in the user’s .bashrc file if it exists. The next command adds to the PATH variable (page 359). Typically PATH is set and exported in /etc/profile, so it does not need to be exported in a user’s startup file. The final command sets and exports PS1 (page 361), which controls the user’s prompt.

The first command in the .bashrc file shown below executes the commands in the /etc/bashrc file if it exists. Next the file sets noclobber (page 156), unsets MAILCHECK (page 361), exports LANG (page 366) and VIMINIT (for vim initialization), and defines several aliases. The final command defines a function (page 396) that swaps the names of two files.

Click here to view code image

$ cat ~/.bashrc
if [ -f /etc/bashrc ]; then
    source /etc/bashrc        # read global startup file if it exists
fi


set -o noclobber              # prevent overwriting files
unset MAILCHECK               # turn off "you have new mail" notice
export LANG=C                 # set LANG variable
export VIMINIT='set ai aw'    # set vim options
alias df='df -h'              # set up aliases
alias rm='rm -i'              # always do interactive rm's
alias lt='ls -ltrh | tail'
alias h='history | tail'
alias ch='chmod 755 '


function switch() {           # a function to exchange
    local tmp=$$switch        # the names of two files
    mv "$1" $tmp
    mv "$2" "$1"
    mv $tmp "$2"
}

[image: ] . (Dot) or source: Runs a Startup File in the Current Shell

After you edit a startup file such as .bashrc, you do not have to log out and log in again to put the changes into effect. Instead, you can run the startup file using the . (dot) or source builtin (they are the same command). As with other commands, the . must be followed by a SPACE on the command line. Using . or source is similar to running a shell script, except these commands run the script as part of the current process. Consequently, when you use . or source to run a script, changes you make to variables from within the script affect the shell you run the script from. If you ran a startup file as a regular shell script and did not use the . or source builtin, the variables created in the startup file would remain in effect only in the subshell running the script—not in the shell you ran the script from. You can use the . or source command to run any shell script—not just a startup file—but undesirable side effects (such as changes in the values of shell variables you rely on) might occur. For more information refer to “Environment, Environment Variables, and Inheritance” on page 1032.

In the following example, .bashrc sets several variables and sets PS1, the bash prompt, to the name of the host. The . builtin puts the new values into effect.

Click here to view code image

$ cat ~/.bashrc
export TERM=xterm             # set the terminal type
export PS1="$(hostname -f): " # set the prompt string
export CDPATH=:$HOME          # add HOME to CDPATH string
stty kill '^u'                # set kill line to control-u


$ . ~/.bashrc
guava:

Commands That Are Symbols

The Bourne Again Shell uses the symbols (, ), [, ], and $ in a variety of ways. To minimize confusion, Table 9-1 lists the most common use of each of these symbols and the page on which it is discussed.

[image: ]

Table 9-1 Builtin commands that are symbols

[image: ] Redirecting Standard Error

Chapter 5 covered the concept of standard output and explained how to redirect standard output of a command. In addition to standard output, commands can send output to standard error. A command might send error messages to standard error to keep them from getting mixed up with the information it sends to standard output.

Just as it does with standard output, by default the shell directs standard error to the screen. Unless you redirect one or the other, you might not know the difference between the output a command sends to standard output and the output it sends to standard error. One difference is that the system buffers standard output but does not buffer standard error. This section describes the syntax used by bash to redirect standard error and to distinguish between standard output and standard error.

File descriptors

A file descriptor is the place a program sends its output to and gets its input from. When you execute a program, the shell opens three file descriptors for the program: 0 (standard input), 1 (standard output), and 2 (standard error). The redirect output symbol (> [page 154]) is shorthand for 1>, which tells the shell to redirect standard output. Similarly < (page 155) is short for 0<, which redirects standard input. The symbols 2> redirect standard error. For more information refer to “File Descriptors” on page 1016.

The following examples demonstrate how to redirect standard output and standard error to different files and to the same file. When you run the cat utility with the name of a file that does not exist and the name of a file that does exist, cat sends an error message to standard error and copies the file that does exist to standard output. Unless you redirect them, both messages appear on the screen.

Click here to view code image

$ cat y
This is y.
$ cat x
cat: x: No such file or directory


$ cat x y
cat: x: No such file or directory
This is y.

When you redirect standard output of a command, output sent to standard error is not affected and still appears on the screen.

Click here to view code image

$ cat x y > hold
cat: x: No such file or directory
$ cat hold
This is y.

Similarly, when you send standard output through a pipeline, standard error is not affected. The following example sends standard output of cat through a pipeline to tr, which in this example converts lowercase characters to uppercase. (See the tr info page for more information.) The text that cat sends to standard error is not translated because it goes directly to the screen rather than through the pipeline.

Click here to view code image

$ cat x y | tr "[a-z]" "[A-Z]"
cat: x: No such file or directory
THIS IS Y.

The following example redirects standard output and standard error to different files. The shell redirects standard output (file descriptor 1) to the filename following 1>.

You can specify > in place of 1>. The shell redirects standard error (file descriptor 2) to the filename following 2>.

Click here to view code image

$ cat x y 1> hold1 2> hold2
$ cat hold1
This is y.
$ cat hold2
cat: x: No such file or directory

Combining standard output and standard error

In the next example, the &> token redirects standard output and standard error to a single file:
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$ cat x y &> hold
$ cat hold
cat: x: No such file or directory
This is y.

Duplicating a file descriptor

In the next example, first 1> redirects standard output to hold, and then 2>&1 declares file descriptor 2 to be a duplicate of file descriptor 1. As a result, both standard output and standard error are redirected to hold.
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$ cat x y 1> hold 2>&1
$ cat hold
cat: x: No such file or directory
This is y.

In this case, 1> hold precedes 2>&1. If they had appeared in the opposite order, standard error would have been made a duplicate of standard output before standard output was redirected to hold. Only standard output would have been redirected to hold in that case.

Sending errors through a pipeline

The next example declares file descriptor 2 to be a duplicate of file descriptor 1 and sends the output for file descriptor 1 (as well as file descriptor 2) through a pipeline to the tr command.

Click here to view code image

$ cat x y 2>&1 | tr "[a-z]" "[A-Z]"
CAT: X: NO SUCH FILE OR DIRECTORY
THIS IS Y.

The token |& is shorthand for 2>&1 |:
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$ cat x y |& tr "[a-z]" "[A-Z]"
CAT: X: NO SUCH FILE OR DIRECTORY
THIS IS Y.

Sending errors to standard error

You can use 1>&2 (or simply >&2; the 1 is not required) to redirect standard output of a command to standard error. Shell scripts use this technique to send the output of echo to standard error. In the following script, standard output of the first echo is redirected to standard error:
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$ cat message_demo
echo This is an error message. 1>&2
echo This is not an error message.

If you redirect standard output of message_demo, error messages such as the one produced by the first echo appear on the screen because you have not redirected standard error. Because standard output of a shell script is frequently redirected to a file, you can use this technique to display on the screen any error messages generated by the script. The lnks script (page 991) uses this technique. You can use the exec builtin to create additional file descriptors and to redirect standard input, standard output, and standard error of a shell script from within the script (page 1046).

The Bourne Again Shell supports the redirection operators shown in Table 9-2.

[image: ]

Table 9-2 Redirection operators

Writing and Executing a Shell Script

A shell script is a file that holds commands the shell can execute. The commands in a shell script can be any commands you can enter in response to a shell prompt. For example, a command in a shell script might run a utility, a compiled program, or another shell script. Like the commands you give on the command line, a command in a shell script can use ambiguous file references and can have its input or output redirected from or to a file or sent through a pipeline. You can also use pipelines and redirection with the input and output of the script itself.

In addition to the commands you would ordinarily use on the command line, control flow commands (also called control structures) find most of their use in shell scripts. This group of commands enables you to alter the order of execution of commands in a script in the same way you would alter the order of execution of statements using a structured programming language. Refer to “Control Structures” on page 982 for specifics.

The shell interprets and executes the commands in a shell script, one after another. Thus a shell script enables you to simply and quickly initiate a complex series of tasks or a repetitive procedure.

[image: ] chmod: Makes a File Executable

To execute a shell script by giving its name as a command, you must have permission to read and execute the file that contains the script (refer to “Access Permissions” on page 191). Read permission enables you to read the file that holds the script. Execute permission tells the system that the owner, group, and/or public has permission to execute the file; it implies the content of the file is executable.

When you create a shell script using an editor, the file does not typically have its execute permission set. The following example shows a file named whoson that contains a shell script:
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$ cat whoson
date
echo "Users Currently Logged In"
who
$ ./whoson
bash: ./whoson: Permission denied

You cannot execute whoson by giving its name as a command because you do not have execute permission for the file. The system does not recognize whoson as an executable file and issues the error message Permission denied when you try to execute it. (See the tip on the next page if the shell issues a command not found error message.) When you give the filename as an argument to bash (bash whoson), bash assumes the argument is a shell script and executes it. In this case bash is executable, and whoson is an argument that bash executes, so you do not need execute permission to whoson. You must have read permission.

The chmod utility changes the access privileges associated with a file. Figure 9-1 shows ls with the –l option displaying the access privileges of whoson before and after chmod gives execute permission to the file’s owner.
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Figure 9-1 Using chmod to make a shell script executable

The first ls displays a hyphen (–) as the fourth character, indicating the owner does not have permission to execute the file. Next chmod gives the owner execute permission: u+x causes chmod to add (+) execute permission (x) for the owner (u). (The u stands for user, although it means the owner of the file.) The second argument is the name of the file. The second ls shows an x in the fourth position, indicating the owner has execute permission.


Tip: Command not found?
If you give the name of a shell script as a command without including the leading ./, the shell typically displays the following error message:
Click here to view code image
$ whoson
bash: whoson: command not found
This message indicates the shell is not set up to search for executable files in the working directory. Enter this command instead:
$ ./whoson
The ./ tells the shell explicitly to look for an executable file in the working directory. Although not recommended for security reasons, you can change the PATH variable so the shell searches the working directory automatically; see PATH on page 359.



If other users will execute the file, you must also change group and/or public access permissions for the file. Any user must have execute access to use the file’s name as a command. If the file is a shell script, the user trying to execute the file must have read access to the file as well. You do not need read access to execute a binary executable (compiled program).

The final command in Figure 9-1 (prevous page) shows the shell executing the file when its name is given as a command. For more information refer to “Access Permissions” on page 191 as well as the discussions of ls (page 191) and chmod (page 193).

[image: ] #! Specifies a Shell

You can put a special sequence of characters on the first line of a shell script to tell the operating system which shell (or other program) should execute the file and which options you want to include. Because the operating system checks the initial characters of a program before attempting to execute it using exec, these characters save the system from making an unsuccessful attempt. If #! (sometimes said out loud as hashbang or shebang) are the first two characters of a script, the system interprets the characters that follow as the absolute pathname of the program that is to execute the script. This pathname can point to any program, not just a shell, and can be useful if you have a script you want to run with a shell other than the shell you are running the script from. The following example specifies that bash should run the script:
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$ cat bash_script
#!/bin/bash
echo "This is a Bourne Again Shell script."


Tip: The bash –e and –u options can make your programs less fractious
The bash –e (errexit) option causes bash to exit when a simple command (e.g., not a control structure) fails. The bash –u (nounset) option causes bash to display a message and exit when it tries to expand an unset variable. See Table 9-13 on page 401 for details. It is easy to turn these options on in the #! line of a bash script:
#!/bin/bash -eu
These options can prevent disaster when you mistype lines like this in a script:
MYDIR=/tmp/$$
cd $MYDIr; rm -rf .
During development, you can also specify the –x option in the #! line to turn on debugging (page 994).



The next example runs under Perl and can be run directly from the shell without explicitly calling Perl on the command line:
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$ cat ./perl_script.pl
#!/usr/bin/perl -w
print "This is a Perl script.\n";


$ ./perl_script.pl
This is a Perl script.

The next example shows a script that should be executed by tcsh (tcsh package):
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$ cat tcsh_script
#!/bin/tcsh
echo "This is a tcsh script."
set person = zach
echo "person is $person"

Because of the #! line, the operating system ensures that tcsh executes the script no matter which shell you run it from.

You can use ps –f within a shell script to display the name of the program that is executing the script. The three lines that ps displays in the following example show the process running the parent bash shell, the process running the tcsh script, and the process running the ps command:
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$ cat tcsh_script2
#!/bin/tcsh
ps -f


$ ./tcsh_script2
UID        PID  PPID  C STIME TTY           TIME CMD
max       3031  3030  0 Nov16 pts/4     00:00:00 -bash
max       9358  3031  0 21:13 pts/4     00:00:00 /bin/tcsh ./tcsh_script2
max       9375  9358  0 21:13 pts/4     00:00:00 ps -f

If you do not follow #! with the name of an executable program, the shell reports it cannot find the program you asked it to run. You can optionally follow #! with SPACEs before the name of the program. If you omit the #! line and try to run, for example, a tcsh script from bash, the script will run under bash and might generate error messages or not run properly.

# Begins a Comment

Comments make shell scripts and all code easier to read and maintain by you and others. If a hashmark (#) in the first character position of the first line of a script is not immediately followed by an exclamation point (!) or if a hashmark occurs in any other location in a script, the shell interprets it as the beginning of a comment. The shell then ignores everything between the hashmark and the end of the line (the next NEWLINE character).

Executing a Shell Script

fork and exec system calls

As discussed earlier, you can execute commands in a shell script file that you do not have execute permission for by using a bash command to exec a shell that runs the script directly. In the following example, bash creates a new shell that takes its input from the file named whoson:

$ bash whoson

Because the bash command expects to read a file containing commands, you do not need execute permission for whoson. (You do need read permission.) Even though bash reads and executes the commands in whoson, standard input, standard output, and standard error remain directed from/to the terminal. Alternately, you can supply commands to bash using standard input:

$ bash < whoson

Although you can use bash to execute a shell script, these techniques cause the script to run more slowly than if you give yourself execute permission and directly invoke the script. Users typically prefer to make the file executable and run the script by typing its name on the command line. It is also easier to type the name, and this practice is consistent with the way other kinds of programs are invoked (so you do not need to know whether you are running a shell script or an executable file). However, if bash is not your interactive shell or if you want to see how the script runs with different shells, you might want to run a script as an argument to bash or tcsh.


Caution: sh does not call the original Bourne Shell
The original Bourne Shell was invoked with the command sh. Although you can call bash with an sh command, it is not the original Bourne Shell. The sh command (/bin/sh) is a symbolic link to /bin/bash, so it is simply another name for the bash command. When you call bash using the command sh, bash tries to mimic the behavior of the original Bourne Shell as closely as possible—but it does not always succeed.



Control Operators: Separate and Group Commands

Whether you give the shell commands interactively or write a shell script, you must separate commands from one another. This section reviews the ways to separate commands that were covered in Chapter 5 and introduces a few new ones.

The tokens that separate, terminate, and group commands are called control operators. Each of the control operators implies line continuation as explained on page 1063. Following is a list of the control operators and the page each is discussed on.

• ; Command separator (below)

• NEWLINE Command initiator (below)

• & Background task (next page)

• | Pipeline (next page)

• |& Standard error pipeline (page 335)

• () Groups commands (page 344)

• || Boolean OR (page 343)

• && Boolean AND (page 343)

• ;; Case terminator (page 1006)

[image: ] ; and NEWLINE Separate Commands

The NEWLINE character is a unique control operator because it initiates execution of the command preceding it. You have seen this behavior throughout this book each time you press the RETURN key at the end of a command line.

The semicolon (;) is a control operator that does not initiate execution of a command and does not change any aspect of how the command functions. You can execute a series of commands sequentially by entering them on a single command line and separating each from the next using a semicolon (;). You initiate execution of the sequence of commands by pressing RETURN:

$ x ; y ; z

If x, y, and z are commands, the preceding command line yields the same results as the next three commands. The difference is that in the next example the shell issues a prompt after each of the commands finishes executing, whereas the preceding command line causes the shell to issue a prompt only after z is complete:

$ x
$ y
$ z

Whitespace

Although the whitespace (SPACEs and/or TABs) around the semicolons in the previous example makes the command line easier to read, it is not necessary. None of the control operators needs to be surrounded by whitespace.

| and & Separate Commands and Do Something Else

The pipeline symbol (|) and the background task symbol (&) are also control operators. They do not start execution of a command but do change some aspect of how the command functions. The pipeline symbol alters the source of standard input or the destination of standard output. The background task symbol causes the shell to execute the task in the background and display a prompt immediately so you can continue working on other tasks.

Each of the following command lines initiates a pipeline (page 158) comprising three simple commands:
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$ x | y | z
$ ls -l | grep tmp | less

In the first pipeline, the shell redirects standard output of x to standard input of y and redirects y’s standard output to z’s standard input. Because it runs the entire pipeline in the foreground, the shell does not display a prompt until task z runs to completion: z does not finish until y finishes, and y does not finish until x finishes. In the second pipeline, x is an ls –l command, y is grep tmp, and z is the pager less. The shell displays a long (wide) listing of the files in the working directory that contain the string tmp, sent via a pipeline through less.

The next command line executes a list (page 162) running the simple commands d and e in the background and the simple command f in the foreground:

$ d & e & f
[1] 14271
[2] 14272

The shell displays the job number between brackets and the PID number for each process running in the background. It displays a prompt as soon as f finishes, which might be before d or e finishes.

Before displaying a prompt for a new command, the shell checks whether any background jobs have completed. For each completed job, the shell displays its job number, the word Done, and the command line that invoked the job; the shell then displays a prompt. When the job numbers are listed, the number of the last job started is followed by a + character, and the job number of the previous job is followed by a – character. Other job numbers are followed by a SPACE character. After running the last command, the shell displays the following lines before issuing a prompt:
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[1]-  Done                    d
[2]+  Done                    e

The next command line executes a list that runs three commands as background jobs. The shell displays a shell prompt immediately:

$ d & e & f &
[1] 14290
[2] 14291
[3] 14292

The next example uses a pipeline symbol to send the output from one command to the next command and an ampersand (&) to run the entire pipeline in the background. Again the shell displays the prompt immediately. The shell commands that are part of a pipeline form a single job. That is, the shell treats a pipeline as a single job, no matter how many commands are connected using pipeline (|) symbols or how complex they are. The Bourne Again Shell reports only one process in the background (although there are three):

$ d | e | f &
[1] 14295

[image: ] && and || Boolean Control Operators

The && (AND) and || (OR) Boolean operators are called short-circuiting control operators. If the result of using one of these operators can be decided by looking only at the left operand, the right operand is not evaluated. The result of a Boolean operation is either 0 (true) or 1 (false).

&&

The && operator causes the shell to test the exit status of the command preceding it. If the command succeeds, bash executes the next command; otherwise, it skips the next command. You can use this construct to execute commands conditionally.
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$ mkdir bkup && cp -r src bkup

This compound command creates the directory bkup. If mkdir succeeds, the content of directory src is copied recursively to bkup.

||

The || control operator also causes bash to test the exit status of the first command but has the opposite effect: The remaining command(s) are executed only if the first command failed (that is, exited with nonzero status).
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$ mkdir bkup || echo "mkdir of bkup failed" >> /tmp/log

The exit status of a command list is the exit status of the last command in the list. You can group lists with parentheses. For example, you could combine the previous two examples as
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$ (mkdir bkup && cp -r src bkup) || echo "mkdir failed" >> /tmp/log

In the absence of parentheses, && and || have equal precedence and are grouped from left to right. The following examples use the true and false utilities. These utilities do nothing and return true (0) and false (1) exit statuses, respectively:

$ false; echo $?
1

The $? variable holds the exit status of the preceding command (page 1029). The next two commands yield an exit status of 1 (false):
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$ true || false && false
$ echo $?
1
$ (true || false) && false
$ echo $?
1

Similarly the next two commands yield an exit status of 0 (true):
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$ false && false || true
$  echo $?
0
$ (false && false) || true
$  echo $?
0

See “Lists” on page 162 for more examples.


Optional
( ) Groups Commands
You can use the parentheses control operator to group commands. When you use this technique, the shell creates a copy of itself, called a subshell, for each group. It treats each group of commands as a list and creates a new process to execute each command (refer to “Process Structure” on page 373 for more information on creating sub-shells). Each subshell has its own environment, meaning it has its own set of variables whose values can differ from those in other subshells.
The following command line executes commands a and b sequentially in the background while executing c in the background. The shell displays a prompt immediately.
$ (a ; b) & c &
[1] 15520
[2] 15521
The preceding example differs from the earlier example d & e & f & in that tasks a and b are initiated sequentially, not concurrently.
Similarly the following command line executes a and b sequentially in the background and, at the same time, executes c and d sequentially in the background. The subshell running a and b and the subshell running c and d run concurrently. The shell displays a prompt immediately.
$ (a ; b) & (c ; d) &
[1] 15528
[2] 15529
The next script copies one directory to another. The second pair of parentheses creates a subshell to run the commands following the pipeline symbol. Because of these parentheses, the output of the first tar command is available for the second tar command, despite the intervening cd command. Without the parentheses, the output of the first tar command would be sent to cd and lost because cd does not process standard input. The shell variables $1 and $2 hold the first and second command-line arguments (page 1023), respectively. The first pair of parentheses, which creates a subshell to run the first two commands, allows users to call cpdir with relative pathnames. Without them, the first cd command would change the working directory of the script (and consequently the working directory of the second cd command). With them, only the working directory of the subshell is changed.
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$ cat cpdir
(cd $1 ; tar -cf - . ) | (cd $2 ; tar -xvf - )
$ ./cpdir /home/max/sources /home/max/memo/biblio
The cpdir command line copies the files and directories in the /home/max/sources directory to the directory named /home/max/memo/biblio. Running this shell script is the same as using cp with the –r option. Refer to the cp man page for more information.



\ Continues a Command

Although it is not a control operator, you can use a backslash (\) character in the middle of commands. When you enter a long command line and the cursor reaches the right side of the screen, you can use a backslash to continue the command on the next line. The backslash quotes, or escapes, the NEWLINE character that follows it so the shell does not treat the NEWLINE as a control operator. Enclosing a backslash within single quotation marks or preceding it with another backslash turns off the power of a backslash to quote special characters such as NEWLINE. Enclosing a backslash within double quotation marks has no effect on the power of the backslash.

Although you can break a line in the middle of a word (token), it is typically simpler, and makes code easier to read, if you break a line immediately before or after whitespace.


Optional
You can enter a RETURN in the middle of a quoted string on a command line without using a backslash. The NEWLINE (RETURN) you enter will then be part of the string:
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$ echo "Please enter the three values
> required to complete the transaction."
Please enter the three values
required to complete the transaction.
In the three examples in this section, the shell does not interpret RETURN as a control operator because it occurs within a quoted string. The greater than sign (>) is a secondary prompt (PS2; page 362) indicating the shell is waiting for you to continue the unfinished command. In the next example, the first RETURN is quoted (escaped) so the shell treats it as a separator and does not interpret it literally.
Click here to view code image
$ echo "Please enter the three values \
> required to complete the transaction."
Please enter the three values required to complete the transaction.
Single quotation marks cause the shell to interpret a backslash literally:
Click here to view code image
$ echo 'Please enter the three values \
> required to complete the transaction.'
Please enter the three values \
required to complete the transaction.



Job Control

As explained on page 163, a job is another name for a process running a pipeline (which can be a simple command). You run one or more jobs whenever you give the shell a command. For example, if you type date on the command line and press RETURN, you have run a job. You can also create several jobs on a single command line by entering several simple commands separated by control operators (& in the following example):
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$ find . -print | sort | lpr & grep -l max /tmp/* > maxfiles &
[1] 18839
[2] 18876

The portion of the command line up to the first & is one job—a pipeline comprising three simple commands connected by pipeline symbols: find, sort, and lpr. The second job is a pipeline that is a simple command (grep). The & characters following each pipeline put each job in the background, so bash does not wait for them to complete before displaying a prompt.

Using job control you can move jobs from the foreground to the background, and vice versa; temporarily stop jobs; and list jobs that are running in the background or stopped.

[image: ] jobs: Lists Jobs

The jobs builtin lists all background jobs. In the following example, the sleep command runs in the background and creates a background job that the jobs builtin reports on:
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$ sleep 60 &
[1] 7809
$ jobs
[1] + Running                     sleep 60 &

[image: ] fg: Brings a Job to the Foreground

The shell assigns a job number to each job you run in the background. For each job run in the background, the shell lists the job number and PID number immediately, just before it issues a prompt:
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$ gnome-calculator &
[1] 1246
$ date &
[2] 1247
$ Sat Dec 7 11:44:40 PST 2013
[2]+ Done          date
$ find /usr -name ace -print > findout &
[2] 1269
$ jobs
[1]- Running         gnome-calculator &
[2]+ Running         find /usr -name ace -print > findout &

The shell discards job numbers when a job is finished and reuses discarded job numbers. When you start or put a job in the background, the shell assigns a job number that is one more than the highest job number in use.

In the preceding example, the jobs command lists the first job, gnome-calculator, as job 1. The date command does not appear in the jobs list because it finished before jobs was run. Because the date command was completed before find was run, the find command became job 2.

To move a background job to the foreground, use the fg builtin followed by the job number. Alternately, you can give a percent sign (%) followed by the job number as a command. Either of the following commands moves job 2 to the foreground. When you move a job to the foreground, the shell displays the command it is now executing in the foreground.
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$ fg 2
find /usr -name ace -print > findout

or
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$ %2
find /usr -name ace -print > findout

You can also refer to a job by following the percent sign with a string that uniquely identifies the beginning of the command line used to start the job. Instead of the preceding command, you could have used either fg %find or fg %f because both uniquely identify job 2. If you follow the percent sign with a question mark and a string, the string can match any part of the command line. In the preceding example, fg %?ace would also bring job 2 to the foreground.

Often the job you wish to bring to the foreground is the only job running in the background or is the job that jobs lists with a plus (+). In these cases, calling fg without an argument brings the job to the foreground.

Suspending a Job

Pressing the suspend key (usually CONTROL-Z) immediately suspends (temporarily stops) the job in the foreground and displays a message that includes the word Stopped.
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CONTROL-Z
[2]+    Stopped                   find /usr -name ace -print > findout

For more information refer to “Moving a Job from the Foreground to the Background” on page 164.

[image: ] bg: Sends a Job to the Background

To move the foreground job to the background, you must first suspend the job (above). You can then use the bg builtin to resume execution of the job in the background.
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$ bg
[2]+ find /usr -name ace -print > findout &

If a background job attempts to read from the terminal, the shell stops the job and displays a message saying the job has been stopped. You must then move the job to the foreground so it can read from the terminal.
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$ (sleep 5; cat > mytext) &
[1] 1343
$ date
Sat Dec  7 11:58:20 PST 2013
[1]+ Stopped                   ( sleep 5; cat >mytext )
$ fg
( sleep 5; cat >mytext )
Remember to let the cat out!
CONTROL-D
$

In the preceding example, the shell displays the job number and PID number of the background job as soon as it starts, followed by a prompt. Demonstrating that you can give a command at this point, the user gives the command date, and its output appears on the screen. The shell waits until just before it issues a prompt (after date has finished) to notify you that job 1 is stopped. When you give an fg command, the shell puts the job in the foreground, and you can enter the data the command is waiting for. In this case the input needs to be terminated using CONTROL-D, which sends an EOF (end of file) signal to cat. The shell then displays another prompt.

The shell keeps you informed about changes in the status of a job, notifying you when a background job starts, completes, or stops, perhaps because it is waiting for input from the terminal. The shell also lets you know when a foreground job is suspended. Because notices about a job being run in the background can disrupt your work, the shell delays displaying these notices until just before it displays a prompt. You can set notify (page 402) to cause the shell to display these notices without delay.

If you try to exit from a nonlogin shell while jobs are stopped, the shell issues a warning and does not allow you to exit. If you then use jobs to review the list of jobs or you immediately try to exit from the shell again, the shell allows you to exit. If huponexit (page 402) is not set (it is not set by default), stopped jobs remain stopped and background jobs keep running in the background. If it is set, the shell terminates these jobs.

Manipulating the Directory Stack

The Bourne Again Shell allows you to store a list of directories you are working with, enabling you to move easily among them. This list is referred to as a stack. It is analogous to a stack of dinner plates: You typically add plates to and remove plates from the top of the stack, so this type of stack is named a LIFO (last in, first out) stack.

dirs: Displays the Stack

The dirs builtin displays the contents of the directory stack. If you call dirs when the directory stack is empty, it displays the name of the working directory:

$ dirs
~/literature

The dirs builtin uses a tilde (~) to represent the name of a user’s home directory. The examples in the next several sections assume you are referring to the directory structure shown in Figure 9-2.
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Figure 9-2 The directory structure used in the examples

pushd: Pushes a Directory on the Stack

When you supply the pushd (push directory) builtin with one argument, it pushes the directory specified by the argument on the stack, changes directories to the specified directory, and displays the stack. The following example is illustrated in Figure 9-3:

Click here to view code image

$ pushd ../demo
~/demo ~/literature
$ pwd
/home/sam/demo
$ pushd ../names
~/names ~/demo ~/literature
$ pwd
/home/sam/names
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Figure 9-3 Creating a directory stack

When you call pushd without an argument, it swaps the top two directories on the stack, makes the new top directory (which was the second directory) the new working directory, and displays the stack (Figure 9-4).

Click here to view code image

$ pushd
~/demo ~/names ~/literature
$ pwd
/home/sam/demo

[image: ]

Figure 9-4 Using pushd to change working directories

Using pushd in this way, you can easily move back and forth between two directories. You can also use cd – to change to the previous directory, whether or not you have explicitly created a directory stack. To access another directory in the stack, call pushd with a numeric argument preceded by a plus sign. The directories in the stack are numbered starting with the top directory, which is number 0. The following pushd command continues with the previous example, changing the working directory to literature and moving literature to the top of the stack:

Click here to view code image

$ pushd +2
~/literature ~/demo ~/names
$ pwd
/home/sam/literature

popd: Pops a Directory off the Stack

To remove a directory from the stack, use the popd (pop directory) builtin. As the following example and Figure 9-5 show, without an argument, popd removes the top directory from the stack and changes the working directory to the new top directory:

Click here to view code image

$ dirs
~/literature ~/demo ~/names
$ popd
~/demo ~/names
$ pwd
/home/sam/demo
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Figure 9-5 Using popd to remove a directory from the stack

To remove a directory other than the top one from the stack, use popd with a numeric argument preceded by a plus sign. The following example removes directory number 1, demo. Removing a directory other than directory number 0 does not change the working directory.

Click here to view code image

$ dirs
~/literature ~/demo ~/names
$ popd +1
~/literature ~/names

[image: ] Parameters and Variables

Shell parameter

Within a shell, a shell parameter is associated with a value you or a shell script can access. This section introduces the following kinds of shell parameters: user-created variables, keyword variables, positional parameters, and special parameters.

Variables

Parameters whose names consist of letters, digits, and underscores are referred to as variables. A variable name must start with a letter or underscore, not with a number. Thus A76, MY_CAT, and ___X___ are valid variable names, whereas 69TH_STREET (starts with a digit) and MY-NAME (contains a hyphen) are not.

User-created variables

Variables that you name and assign values to are user-created variables. You can change the values of user-created variables at any time, or you can make them readonly so that their values cannot be changed.

Shell variables and environment variables

By default, a variable is available only in the shell it was created in (i.e., local); this type of variable is called a shell variable. You can use export to make a variable available in shells spawned from the shell it was created in (i.e., global); this type of variable is called an environment variable. One naming convention is to use mixed-case or lowercase letters for shell variables and only uppercase letters for environment variables. Refer to “Variables” on page 1031 for more information on shell variables and environment variables.

To declare and initialize a variable in bash, use the following syntax:

VARIABLE=value

There can be no whitespace on either side of the equal sign (=). An example follows:

$ myvar=abc

Declaring and initializing a variable for a script

The Bourne Again Shell permits you to put variable assignments at the beginning of a command line. This type of assignment places variables in the environment of the command shell—that is, the variable is accessible only from the program (and the children of the program) the command runs. It is not available from the shell running the command. The my_script shell script displays the value of TEMPDIR. The following command runs my_script with TEMPDIR set to /home/sam/temp. The echo builtin shows that the interactive shell has no value for TEMPDIR after running my_script. If TEMPDIR had been set in the interactive shell, running my_script in this manner would have had no effect on its value.

Click here to view code image

$ cat my_script
echo $TEMPDIR
$ TEMPDIR=/home/sam/temp ./my_script
/home/sam/temp
$ echo $TEMPDIR


$
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Keyword variables have special meaning to the shell and usually have short, mnemonic names. When you start a shell (by logging in, for example), the shell inherits several keyword variables from the environment. Among these variables are HOME, which identifies your home directory, and PATH, which determines which directories the shell searches and in which order to locate commands you give the shell. The shell creates and initializes (with default values) other keyword variables when you start it. Still other variables do not exist until you set them.

You can change the values of most keyword shell variables. It is usually not necessary to change the values of keyword variables initialized in the /etc/profile or /etc/csh.cshrc systemwide startup files. If you need to change the value of a bash key-word variable, do so in one of your startup files (page 329). Just as you can make user-created variables environment variables, so you can make keyword variables environment variables—a task usually done automatically in startup files. You can also make a keyword variable readonly. See page 358 for a discussion of keyword variables.

Positional and special parameters

The names of positional and special parameters do not resemble variable names. Most of these parameters have one-character names (for example, 1, ?, and #) and are referenced (as are all variables) by preceding the name with a dollar sign ($1, $?, and $#). The values of these parameters reflect different aspects of your ongoing interaction with the shell.

Whenever you run a command, each argument on the command line becomes the value of a positional parameter (page 1022). Positional parameters enable you to access command-line arguments, a capability you will often require when you write shell scripts. The set builtin (page 1024) enables you to assign values to positional parameters.

Other frequently needed shell script values, such as the name of the last command executed, the number of positional parameters, and the status of the most recently executed command, are available as special parameters (page 1027). You cannot assign values to special parameters.

User-Created Variables

The first line in the following example declares the variable named person and initializes it with the value max:

$ person=max
$ echo person
person
$ echo $person
max

Parameter substitution

Because the echo builtin copies its arguments to standard output, you can use it to display the values of variables. The second line of the preceding example shows that person does not represent max. Instead, the string person is echoed as person. The shell substitutes the value of a variable only when you precede the name of the variable with a dollar sign ($). Thus the command echo $person displays the value of the variable person; it does not display $person because the shell does not pass $person to echo as an argument. Because of the leading $, the shell recognizes that $person is the name of a variable, substitutes the value of the variable, and passes that value to echo. The echo builtin displays the value of the variable (not its name), never “knowing” you called it with the name of a variable.
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You can prevent the shell from substituting the value of a variable by quoting the leading $. Double quotation marks do not prevent the substitution; single quotation marks or a backslash (\) do.

$ echo $person
max
$ echo "$person"
max
$ echo '$person'
$person
$ echo \$person
$person

SPACES

Because they do not prevent variable substitution but do turn off the special meanings of most other characters, double quotation marks are useful when you assign values to variables and when you use those values. To assign a value that contains SPACEs or TABs to a variable, use double quotation marks around the value. Although double quotation marks are not required in all cases, using them is a good habit.

Click here to view code image

$ person="max and zach"
$ echo $person
max and zach
$ person=max and zach
bash: and: command not found

When you reference a variable whose value contains TABs or multiple adjacent SPACEs, you must use quotation marks to preserve the spacing. If you do not quote the variable, the shell collapses each string of blank characters into a single SPACE before passing the variable to the utility:
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$ person="max   and   zach"
$ echo $person
max and zach
$ echo "$person"
max   and   zach

Pathname expansion in assignments

When you execute a command with a variable as an argument, the shell replaces the name of the variable with the value of the variable and passes that value to the program being executed. If the value of the variable contains a special character, such as * or ?, the shell might expand that variable.

The first line in the following sequence of commands assigns the string max* to the variable memo. All shells interpret special characters as special when you reference a variable that contains an unquoted special character. In the following example, the shell expands the value of the memo variable because it is not quoted:
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$ memo=max*
$ ls
max.report
max.summary
$ echo $memo
max.report max.summary

Above, the shell expands the $memo variable to max*, expands max* to max.report and max.summary, and passes these two values to echo. In the next example, the Bourne Again Shell does not expand the string because bash does not perform pathname expansion (page 165) when it assigns a value to a variable.

$ echo "$memo"
max*

All shells process a command line in a specific order. Within this order bash expands variables before it interprets commands. In the preceding echo command line, the double quotation marks quote the asterisk (*) in the expanded value of $memo and prevent bash from performing pathname expansion on the expanded memo variable before passing its value to the echo command.


Optional
Braces around variables
The $VARIABLE syntax is a special case of the more general syntax ${VARIABLE}, in which the variable name is enclosed by ${}. The braces insulate the variable name from adjacent characters. Braces are necessary when catenating a variable value with a string:
$ PREF=counter
$ WAY=$PREFclockwise
$ FAKE=$PREFfeit
$ echo $WAY $FAKE

$
The preceding example does not work as expected. Only a blank line is output because although PREFclockwise and PREFfeit are valid variable names, they are not initialized. By default bash evaluates an unset variable as an empty (null) string and displays this value. To achieve the intent of these statements, refer to the PREF variable using braces:
Click here to view code image
$ PREF=counter
$ WAY=${PREF}clockwise
$ FAKE=${PREF}feit
$ echo $WAY $FAKE
counterclockwise counterfeit
The Bourne Again Shell refers to command-line arguments using the positional parameters $1, $2, $3, and so forth up to $9. You must use braces to refer to arguments past the ninth argument: ${10}. The name of the command is held in $0 (page 1022).
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Unless you remove a variable, it exists as long as the shell in which it was created exists. To remove the value of a variable but not the variable itself, assign a null value to the variable. In the following example, set (page 1024) displays a list of all variables and their values; grep extracts the line that shows the value of person.
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$ echo $person
zach
$ person=
$ echo $person


$ set | grep person
person=

You can remove a variable using the unset builtin. The following command removes the variable person:

$ unset person
$ echo $person


$ set | grep person
$

Variable Attributes

This section discusses attributes and explains how to assign attributes to variables.

readonly: Makes the Value of a Variable Permanent

You can use the readonly builtin to ensure the value of a variable cannot be changed. The next example declares the variable person to be readonly. You must assign a value to a variable before you declare it to be readonly; you cannot change its value after the declaration. When you attempt to change the value of or unset a readonly variable, the shell displays an error message:
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$ person=zach
$ echo $person
zach
$ readonly person
$ person=helen
bash: person: readonly variable
$ unset person
bash: unset: person: cannot unset: readonly variable

If you use the readonly builtin without an argument, it displays a list of all readonly shell variables. This list includes keyword variables that are automatically set as readonly as well as keyword or user-created variables that you have declared as readonly. See the next page for an example (readonly and declare –r produce the same output).
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The declare builtin lists and sets attributes and values for shell variables. The typeset builtin (another name for declare) performs the same function but is deprecated. Table 9-3 lists five of these attributes.
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Table 9-3 Variable attributes (declare)

The following commands declare several variables and set some attributes. The first line declares person1 and initializes it to max. This command has the same effect with or without the word declare.

Click here to view code image

$ declare person1=max
$ declare -r person2=zach
$ declare -rx person3=helen
$ declare -x person4
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The readonly and export builtins are synonyms for the commands declare –r and declare –x, respectively. You can declare a variable without initializing it, as the preceding declaration of the variable person4 illustrates. This declaration makes person4 an environment variable so it is available to all subshells. Until person4 is initialized, it has a null value.

You can list the options to declare separately in any order. The following is equivalent to the preceding declaration of person3:
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$ declare -x -r person3=helen

Use the + character in place of – when you want to remove an attribute from a variable. You cannot remove the readonly attribute. After the following command is given, the variable person3 is no longer exported, but it is still readonly:

$ declare +x person3

See page 1032 for more information on exporting variables.

Listing variable attributes

Without any arguments or options, declare lists all shell variables. The same list is output when you run set (page 1025) without any arguments.

If you call declare with options but no variable names, the command lists all shell variables that have the specified attributes set. For example, the command declare –r displays a list of all readonly variables. This list is the same as that produced by the readonly command without any arguments. After the declarations in the preceding example have been given, the results are as follows:
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$ declare -r
declare -r BASHOPTS="checkwinsize:cmdhist:expand_aliases: ... "
declare -ir BASHPID
declare -ar BASH_VERSINFO='([0]="4" [1]="2" [2]="24" [3]="1" ... '
declare -ir EUID="500"
declare -ir PPID="1936"
declare -r SHELLOPTS="braceexpand:emacs:hashall:histexpand: ... "
declare -ir UID="500"
declare -r person2="zach"
declare -rx person3="helen"

The first seven entries are keyword variables that are automatically declared as readonly. Some of these variables are stored as integers (–i). The –a option indicates that BASH_VERSINFO is an array variable; the value of each element of the array is listed to the right of an equal sign.

Integer

By default, the values of variables are stored as strings. When you perform arithmetic on a string variable, the shell converts the variable into a number, manipulates it, and then converts it back to a string. A variable with the integer attribute is stored as an integer. Assign the integer attribute as follows:

$ declare -i COUNT

You can use declare to display integer variables:
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$ declare -i
declare -ir BASHPID
declare -i COUNT
declare -ir EUID="1000"
declare -i HISTCMD
declare -i LINENO
declare -i MAILCHECK="60"
declare -i OPTIND="1"
...
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Keyword variables are either inherited or declared and initialized by the shell when it starts. You can assign values to these variables from the command line or from a startup file. Typically these variables are environment variables (exported) so they are available to subshells you start as well as your login shell.

HOME: Your Home Directory

By default, your home directory is the working directory when you log in. Your home directory is established when your account is set up; its name is stored in the /etc/passwd file.
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$ grep sam /etc/passwd
sam:x:500:500:Sam the Great:/home/sam:/bin/bash

When you log in, the shell inherits the pathname of your home directory and assigns it to the environment variable HOME. When you give a cd command without an argument, cd makes the directory whose name is stored in HOME the working directory:

$ pwd
/home/max/laptop
$ echo $HOME
/home/max
$ cd
$ pwd
/home/max

This example shows the value of the HOME variable and the effect of the cd builtin. After you execute cd without an argument, the pathname of the working directory is the same as the value of HOME: your home directory.
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The shell uses the value of HOME to expand pathnames that use the shorthand tilde (~) notation (page 182) to denote a user’s home directory. The following example uses echo to display the value of this shortcut and then uses ls to list the files in Max’s laptop directory, which is a subdirectory of his home directory.
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$ echo ~
/home/max
$ ls ~/laptop
tester     count      lineup
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When you give the shell an absolute or relative pathname as a command, it looks in the specified directory for an executable file with the specified filename. If the file with the pathname you specified does not exist, the shell reports No such file or directory. If the file exists as specified but you do not have execute permission for it, or in the case of a shell script you do not have read and execute permission for it, the shell reports Permission denied.

When you give a simple filename as a command, the shell searches through certain directories (your search path) for the program you want to execute. It looks in several directories for a file that has the same name as the command and that you have execute permission for (a compiled program) or read and execute permission for (a shell script). The PATH variable controls this search.

The default value of PATH is determined when bash is compiled. It is not set in a startup file, although it might be modified there. Normally the default specifies that the shell search several system directories used to hold common commands. These system directories include /usr/bin and /usr/sbin and other directories appropriate to the local system. When you give a command, if the shell does not find the executable—and, in the case of a shell script, readable—file named by the command in any of the directories listed in PATH, the shell generates one of the aforementioned error messages.

Working directory

The PATH variable specifies the directories in the order the shell should search them. Each directory must be separated from the next by a colon. The following command sets PATH so a search for an executable file starts with the /usr/local/bin directory. If it does not find the file in this directory, the shell looks next in /usr/bin. If the search fails in those directories, the shell looks in the ~/bin directory, a subdirectory of the user’s home directory. Finally the shell looks in the working directory. Exporting PATH makes sure it is an environment variable so it is available to subshells, although it is typically exported when it is declared so exporting it again is not necessary:
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$ export PATH=/usr/local/bin:/usr/bin:~/bin:

A null value in the string indicates the working directory. In the preceding example, a null value (nothing between the colon and the end of the line) appears as the last element of the string. The working directory is represented by a leading colon (not recommended; see the following security tip), a trailing colon (as in the example), or two colons next to each other anywhere in the string. You can also represent the working directory explicitly using a period (.).

Because Linux stores many executable files in directories named bin (binary), users typically put their executable files in their own ~/bin directories. If you put your own bin directory toward the end of PATH, as in the preceding example, the shell looks there for any commands it cannot find in directories listed earlier in PATH.

If you want to add directories to PATH, you can reference the old value of the PATH variable in setting PATH to a new value (but see the following security tip). The following command adds /usr/local/bin to the beginning of the current PATH and the bin directory in the user’s home directory (~/bin) to the end:
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$ PATH=/usr/local/bin:$PATH:~/bin

Set PATH in ~/.bash_profile; see the tip on page 331.


Security: PATH and security
Do not put the working directory first in PATH when security is a concern. If you are working as root, you should never put the working directory first in PATH. It is common for root’s PATH to omit the working directory entirely. You can always execute a file in the working directory by prepending ./ to the name: ./myprog.
Putting the working directory first in PATH can create a security hole. Most people type ls as the first command when entering a directory. If the owner of a directory places an executable file named ls in the directory, and the working directory appears first in a user’s PATH, the user giving an ls command from the directory executes the ls program in the working directory instead of the system ls utility, possibly with undesirable results.



MAIL: Where Your Mail Is Kept

The MAIL variable usually contains the pathname of the file that holds your mail (your mailbox, usually /var/mail/name, where name is your username). However, you can use MAIL to watch any file (including a directory): Set MAIL to the name of the file you want to watch.

If MAIL is set and MAILPATH (below) is not set, the shell informs you when the file specified by MAIL is modified (such as when mail arrives). In a graphical environment you can unset MAIL so the shell does not display mail reminders in a terminal emulator window (assuming you are using a graphical mail program).

The MAILPATH variable contains a list of filenames separated by colons. If this variable is set, the shell informs you when any one of the files is modified (for example, when mail arrives). You can follow any of the filenames in the list with a question mark (?) and a message. The message replaces the you have mail message when you receive mail while you are logged in.

The MAILCHECK variable specifies how often, in seconds, the shell checks the directories specified by MAIL or MAILPATH. The default is 60 seconds. If you set this variable to zero, the shell checks before it issues each prompt.

PS1: User Prompt (Primary)

The default Bourne Again Shell prompt is a dollar sign ($). When you run bash with root privileges, bash typically displays a hashmark (#) prompt. The PS1 variable holds the prompt string the shell uses to let you know it is waiting for a command. When you change the value of PS1, you change the appearance of your prompt.

You can customize the prompt displayed by PS1. For example, the assignment

$ PS1="[\u@\h \W \!]$ "

displays the following prompt:

[user@host directory event]$

where user is the username, host is the hostname up to the first period, directory is the basename of the working directory, and event is the event number (page 377) of the current command.

If you are working on more than one system, it can be helpful to incorporate the system name into your prompt. The first example that follows changes the prompt to the name of the local host, a SPACE, and a dollar sign (or, if the user is running with root privileges, a hashmark), followed by a SPACE. A SPACE at the end of the prompt makes commands you enter following the prompt easier to read. The second example changes the prompt to the time followed by the name of the user. The third example changes the prompt to the one used in this book (a hashmark for a user running with root privileges and a dollar sign otherwise):

$ PS1='\h \$ '
guava $


$ PS1='\@ \u $ '
09:44 PM max $


$ PS1='\$ '
$

Table 9-4 describes some of the symbols you can use in PS1. For a complete list of special characters you can use in the prompt strings, open the bash man page and search for the third occurrence of PROMPTING (enter the command /PROMPTING followed by a RETURN and then press n two times).
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Table 9-4 PS1 symbols

PS2: User Prompt (Secondary)

The PS2 variable holds the secondary prompt. On the first line of the next example, an unclosed quoted string follows echo. The shell assumes the command is not finished and on the second line displays the default secondary prompt (>). This prompt indicates the shell is waiting for the user to continue the command line. The shell waits until it receives the quotation mark that closes the string and then executes the command:
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$ echo "demonstration of prompt string
> 2"
demonstration of prompt string
2

The next command changes the secondary prompt to Input => followed by a SPACE. On the line with who, a pipeline symbol (|) implies the command line is continued (page 1063) and causes bash to display the new secondary prompt. The command grep sam (followed by a RETURN) completes the command; grep displays its output.
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$ PS2="Input => "
$ who |
Input => grep sam
sam      tty1         2012-05-01 10:37 (:0)

PS3: Menu Prompt

The PS3 variable holds the menu prompt for the select control structure (page 1013).

PS4: Debugging Prompt

The PS4 variable holds the bash debugging symbol (page 995).

IFS: Separates Input Fields (Word Splitting)

The IFS (Internal Field Separator) shell variable specifies the characters you can use to separate arguments on a command line. It has the default value of SPACE-TAB-NEWLINE. Regardless of the value of IFS, you can always use one or more SPACE or TAB characters to separate arguments on the command line, provided these characters are not quoted or escaped. When you assign character values to IFS, these characters can also separate fields—but only if they undergo expansion. This type of interpretation of the command line is called word splitting and is discussed on page 411.


Caution: Be careful when changing IFS
Changing IFS has a variety of side effects, so work cautiously. You might find it useful to save the value of IFS before changing it. You can then easily restore the original value if a change yields unexpected results. Alternately, you can fork a new shell using a bash command before experimenting with IFS; if you run into trouble, you can exit back to the old shell, where IFS is working properly.



The following example demonstrates how setting IFS can affect the interpretation of a command line:
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$ a=w:x:y:z


$ cat $a
cat: w:x:y:z: No such file or directory 

$ IFS=":"


$ cat $a
cat: w: No such file or directory
cat: x: No such file or directory
cat: y: No such file or directory
cat: z: No such file or directory

The first time cat is called, the shell expands the variable a, interpreting the string w:x:y:z as a single word to be used as the argument to cat. The cat utility cannot find a file named w:x:y:z and reports an error for that filename. After IFS is set to a colon (:), the shell expands the variable a into four words, each of which is an argument to cat. Now cat reports errors for four files: w, x, y, and z. Word splitting based on the colon (:) takes place only after the variable a is expanded.

The shell splits all expanded words on a command line according to the separating characters found in IFS. When there is no expansion, there is no splitting. Consider the following commands:

$ IFS="p"
$ export VAR

Although IFS is set to p, the p on the export command line is not expanded, so the word export is not split.

The following example uses variable expansion in an attempt to produce an export command:

$ IFS="p"
$ aa=export
$ echo $aa
ex ort

This time expansion occurs, so the p in the token export is interpreted as a separator (as the echo command shows). Next, when you try to use the value of the aa variable to export the VAR variable, the shell parses the $aa VAR command line as ex ort VAR. The effect is that the command line starts the ex editor with two filenames: ort and VAR.
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$ $aa VAR
2 files to edit
"ort" [New File]
Entering Ex mode.  Type "visual" to go to Normal mode.
:q
E173: 1 more file to edit
:q
$

If IFS is unset, bash uses its default value (SPACE-TAB-NEWLINE). If IFS is null, bash does not split words.


Tip: Multiple separator characters
Although the shell treats sequences of multiple SPACE or TAB characters as a single separator, it treats each occurrence of another field-separator character as a separator.



CDPATH: Broadens the Scope of cd

The CDPATH variable allows you to use a simple filename as an argument to the cd builtin to change the working directory to a directory other than a child of the working directory. If you typically work in several directories, this variable can speed things up and save you the tedium of using cd with longer pathnames to switch among them.

When CDPATH is not set and you specify a simple filename as an argument to cd, cd searches the working directory for a subdirectory with the same name as the argument. If the subdirectory does not exist, cd displays an error message. When CDPATH is set, cd searches for an appropriately named subdirectory in the directories in the CDPATH list. If it finds one, that directory becomes the working directory. With CDPATH set, you can use cd and a simple filename to change the working directory to a child of any of the directories listed in CDPATH.

The CDPATH variable takes on the value of a colon-separated list of directory pathnames (similar to the PATH variable). It is usually set in the ~/.bash_profile startup file with a command line such as the following:
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export CDPATH=$HOME:$HOME/literature

This command causes cd to search your home directory, the literature directory, and then the working directory when you give a cd command. If you do not include the working directory in CDPATH, cd searches the working directory if the search of all the other directories in CDPATH fails. If you want cd to search the working directory first, include a colon (:) as the first entry in CDPATH:
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export CDPATH=:$HOME:$HOME/literature

If the argument to the cd builtin is anything other than a simple filename (i.e., if the argument contains a slash [/]), the shell does not consult CDPATH.

Keyword Variables: A Summary

Table 9-5 lists the bash keyword variables.
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Table 9-5 bash keyword variables

Special Characters

Table 9-6 lists most of the characters that are special to the bash shell.
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Table 9-6 Shell special characters
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In conversational English, a locale is a place or location. When working with Linux, a locale specifies the way locale-aware programs display certain kinds of data such as times and dates, money and other numeric values, telephone numbers, and measurements. It can also specify collating sequence and printer paper size.

Localization and internationalization

Localization and internationalization go hand in hand: Internationalization is the process of making software portable to multiple locales while localization is the process of adapting software so that it meets the language, cultural, and other requirements of a specific locale. Linux is well internationalized so you can easily specify a locale for a given system or user. Linux uses variables to specify a locale.

i18n

The term i18n is an abbreviation of the word internationalization: the letter i followed by 18 letters (nternationalizatio) followed by the letter n.

l10n

The term l10n is an abbreviation of the word localization: the letter l followed by 10 letters (ocalizatio) followed by the letter n.
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The bash man page lists the following locale variables; other programs use additional locale variables. See the locale man pages (sections 1, 5, and 7) or use the locale ––help option for more information.

• LANG—Specifies the locale category for categories not specified by an LC_ variable (except see LC_ALL). Many setups use only this locale variable and do not specify any of the LC_ variables.

• LC_ALL—Overrides the value of LANG and all other LC_ variables.

• LC_COLLATE—Specifies the collating sequence for the sort utility and for sorting the results of pathname expansion (page 354).

• LC_CTYPE—Specifies how characters are interpreted and how character classes within pathname expansion and pattern matching behave. Also affects the sort utility when you specify the –d (––dictionary-order) or –i (––ignore-nonprinting) options.

• LC_MESSAGES—Specifies how affirmative and negative answers appear and the language messages are displayed in.

• LC_NUMERIC—Specifies how numbers are formatted (e.g., are thousands separated by a comma or a period?).

You can set one or more of the LC_ variables to a value using the following syntax:

xx_YY.CHARSET

where xx is the ISO-639 language code (e.g., en = English, fr = French, zu = Zulu), YY is the ISO-3166 country code (e.g., FR = France, GF = French Guiana, PF = French Polynesia), and CHARSET is the name of the character set (e.g., UTF-8 [page 1279], ASCII [page 1237], ISO-8859-1 [Western Europe]; also called the character map or charmap). On some systems you can specify CHARSET using lowercase letters. For example, en_GB.UTF-8 can specify English as written in Great Britain, en_US.UTF-8 can specify English as written in the United States, and fr_FR.UTF-8 can specify French as written in France.


Tip: Internationalized C programs call setlocale()
Internationalized C programs call setlocale(). Other languages have analogous facilities. Shell scripts are typically internationalized to the degree that the routines they call are. Without a call to setlocale(), the hello, world program will always display hello, world, regardless of how you set LANG.




Tip: The C locale
Setting the locale to C forces a program to process and display strings as the program was written (i.e., without translating input or output), which frequently means the program works in English. Many system scripts set LANG to C so they run in a known environment. Some text processing utilities run slightly faster when you set LANG to C. Setting LANG to C before you run sort can help ensure you get the results you expect.
If you want to make sure your shell script will work properly, put the following line near the top of the file:
export LANG=C
Following is an example of a difference that setting LANG can cause. It shows that having LANG set to different values can cause commands to behave differently, especially with regard to sorting.
Click here to view code image
$ echo $LANG
en_US.UTF-8
$ ls
m666  Makefile  merry
$ ls [l-n]*
m666  Makefile  merry
$ export LANG=C
$ ls
Makefile  m666  merry
$ ls [l-n]*
m666  merry
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The locale utility displays information about the current and available locales. Without options, locale displays the value of the locale variables. In the following example, only the LANG variable is set, although you cannot determine this fact from the output. Unless explicitly set, each of the LC_ variables derives its value from LANG.
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$ locale
LANG=en_US.UTF-8
LC_CTYPE="en_US.UTF-8"
LC_NUMERIC="en_US.UTF-8"
LC_TIME="en_US.UTF-8"
LC_COLLATE="en_US.UTF-8"
LC_MONETARY="en_US.UTF-8"
LC_MESSAGES="en_US.UTF-8"
LC_PAPER="en_US.UTF-8"
LC_NAME="en_US.UTF-8"
LC_ADDRESS="en_US.UTF-8"
LC_TELEPHONE="en_US.UTF-8"
LC_MEASUREMENT="en_US.UTF-8"
LC_IDENTIFICATION="en_US.UTF-8"
LC_ALL=

Typically you will want all locale variables to have the same value. However, in some cases you might want to change the value of one or more locale variables. For example, if you are using paper size A4 but working in English, you could change the value of LC_PAPER to nl_NL.utf8.

The –a (all) option causes locale to display the names of available locales; –v (verbose) displays more complete information.

Click here to view code image

$ locale -av
locale: aa_DJ           archive: /usr/lib/locale/locale-archive
--------------------------------------------------------------------
    title | Afar language locale for Djibouti (CaduLaaqo Dialects).
   source | Ge'ez Frontier Foundation
  address | 7802 Solomon Seal Dr., Springfield, VA 22152, USA
    email | locales@geez.org
 language | aa
territory | DJ
 revision | 0.20
     date | 2003-07-05
  codeset | ISO-8859-1
...

The –m (maps) option causes locale to display the names of available character maps. Locale definition files are kept in the /usr/share/i18n/locales directory.

Following are some examples of how some LC_ variables change displayed values. Each of these command lines sets an LC_ variable and places it in the environment of the utility it calls. The +%x format causes date to display the locale’s date representation.
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$ LC_TIME=en_GB.UTF-8 date +%x
24/01/12
$ LC_TIME=en_US.UTF-8 date +%x
01/24/2012


$ ls xx
ls: impossible d'accéder à xx: Aucun fichier ou dossier de ce type
$ LC_MESSAGES=en_US.UTF-8 ls xx
ls: cannot access xx: No such file or directory

Setting the Locale

You might have to install a language package for a locale before you can specify a locale. Put locale variable assignments in ~/.profile or ~/.bash_profile to affect both GUI and bash command-line logins for a single user. Remember to export the variables. The following line in one of these files will set all LC_ variables for the given user to French as spoken in France:

export LANG=fr_FR.UTF-8

To change the locale for all users, put locale variable assignments (previous page) in /etc/profile.d/zlang.sh (you will need to create this file; the filename was chosen to be executed after lang.sh) to affect both GUI and command-line logins for all users.
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UTC

On networks with systems in different time zones it can be helpful to set all systems to the UTC (page 1279) time zone. Among other benefits, doing so can make it easier for an administrator to compare logged events on different systems over time. Each user account can be set to the local time for that user.

Time zone

The time zone for a user is specified by an environment variable or, if one is not set, by the time zone for the system.

TZ

The TZ variable gives a program access to information about the local time zone. This variable is typically set in a startup file (page 329) and placed in the environment (page 1032) so called programs have access to it. It has two syntaxes.

The first syntax of the TZ variable is

nam±val[nam2]

where nam is a string comprising three or more letters that typically name the time zone (e.g., PST; its value is not significant) and ±val is the offset of the time zone from UTC, with positive values indicating the local time zone is west of the prime meridian and negative values indicating the local time zone is east of the prime meridian. If the nam2 is present, it indicates the time zone observes daylight savings time; it is the name of the daylight savings time zone (e.g., PDT).

In the following example, date is called twice, once without setting the TZ variable and then with the TZ variable set in the environment in which date is called:
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$ date
Thu May  3 10:08:06 PDT 2012
$ TZ=EST+5EDT date
Thu May  3 13:08:08 EDT 2012

The second syntax of the TZ variable is

continent/country

where continent is the name of the continent or ocean and country is the name of the country that includes the desired time zone. This syntax points to a file in the /usr/share/zoneinfo hierarchy (next page). See tzselect (next page) if you need help determining these values.

In the next example, date is called twice, once without setting the TZ variable and then with the TZ variable set in the environment in which date is called:
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$ date
Thu May  3 10:09:27 PDT 2012
$ TZ=America/New_York date
Thu May  3 13:09:28 EDT 2012

See www.gnu.org/software/libc/manual/html_node/TZ-Variable.html for extensive documentation on the TZ variable.
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The tzconfig utility was available under Debian/Ubuntu and is now deprecated; use dpkg-reconfigure tzdata in its place.
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The tzselect utility can help you determine the name of a time zone by asking you first to name the continent or ocean and then the country the time zone is in. If necessary, it asks for a time zone region (e.g., Pacific Time). This utility does not change system settings but rather displays a line telling you the name of the time zone. In the following example, the time zone is named Europe/Paris. Newer releases keep time zone information in /usr/share/zoneinfo (below). Specifications such as Europe/Paris refer to the file in that directory (/usr/share/zoneinfo/Europe/Paris).
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$ tzselect
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.
 1) Africa
...
 8) Europe
 9) Indian Ocean
10) Pacific Ocean
11) none - I want to specify the time zone using the Posix TZ format.
#? 8
Please select a country.
 1) Aaland Islands        18) Greece                35) Norway
...
15) France                32) Monaco                49) Vatican City
16) Germany               33) Montenegro
17) Gibraltar             34) Netherlands
#? 15
...
Here is that TZ value again, this time on standard output so that you
can use the /usr/bin/tzselect command in shell scripts:
Europe/Paris
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Under some distributions, including Debian/Ubuntu/Mint, the /etc/timezone file holds the name of the local time zone.

$ cat /etc/timezone
America/Los_Angeles
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The /usr/share/zoneinfo directory hierarchy holds time zone data files. Some time zones are held in regular files in the zoneinfo directory (e.g., Japan and GB) while others are held in subdirectories (e.g., Azores and Pacific). The following example shows a small part of the /usr/share/zoneinfo directory hierarchy and illustrates how file (page 229) reports on a time zone file.
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$ find /usr/share/zoneinfo
/usr/share/zoneinfo
/usr/share/zoneinfo/Atlantic
/usr/share/zoneinfo/Atlantic/Azores
/usr/share/zoneinfo/Atlantic/Madeira
/usr/share/zoneinfo/Atlantic/Jan_Mayen
...
/usr/share/zoneinfo/Japan
/usr/share/zoneinfo/GB
/usr/share/zoneinfo/US
/usr/share/zoneinfo/US/Pacific
/usr/share/zoneinfo/US/Arizona
/usr/share/zoneinfo/US/Michigan
...


$ file /usr/share/zoneinfo/Atlantic/Azores
/usr/share/zoneinfo/Atlantic/Azores: timezone data, version 2, 12 gmt
time flags, 12 std time flags, no leap seconds, 220 transition times, 12
abbreviation chars
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Some Linux distributions use a link at /etc/localtime to a file in /usr/share/zoneinfo to specify the local time zone. Others copy the file from the zoneinfo directory to localtime. Following is an example of setting up this link; to create this link you must work with root privileges.
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# date
Tue Jan 24 13:55:00 PST 2012
# cd /etc
# ln -sf /usr/share/zoneinfo/Europe/Paris localtime
# date
Tue Jan 24 22:55:38 CET 2012

On some of these systems, the /etc/systemconfig/clock file sets the ZONE variable to the name of the time zone:
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$ cat /etc/sysconfig/clock
# The time zone of the system is defined by the contents of /etc/localtime.
# This file is only for evaluation by system-config-date, do not rely on its
# contents elsewhere.
ZONE="Europe/Paris"
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A process is the execution of a command by the Linux kernel. The shell that starts when you log in is a process, like any other. When you specify the name of a utility as a command, you initiate a process. When you run a shell script, another shell process is started, and additional processes are created for each command in the script. Depending on how you invoke the shell script, the script is run either by the current shell or, more typically, by a subshell (child) of the current shell. Running a shell builtin, such as cd, does not start a new process.

Process Structure

fork() system call

Like the file structure, the process structure is hierarchical, with parents, children, and a root. A parent process forks (or spawns) a child process, which in turn can fork other processes. The term fork indicates that, as with a fork in the road, one process turns into two. Initially the two forks are identical except that one is identified as the parent and one as the child. The operating system routine, or system call, that creates a new process is named fork().
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A Linux system begins execution by starting the init daemon, a single process called a spontaneous process, with PID number 1. This process holds the same position in the process structure as the root directory does in the file structure: It is the ancestor of all processes the system and users work with. When a command-line system is in multiuser mode, init runs getty or mingetty processes, which display login: prompts on terminals and virtual consoles. When a user responds to the prompt and presses RETURN, getty or mingetty passes control to a utility named login, which checks the user-name and password combination. After the user logs in, the login process becomes the user’s shell process.

When you enter the name of a program on the command line, the shell forks a new process, creating a duplicate of the shell process (a subshell). The new process attempts to exec (execute) the program. Like fork(), exec() is a system call. If the program is a binary executable, such as a compiled C program, exec() succeeds, and the system overlays the newly created subshell with the executable program. If the command is a shell script, exec() fails. When exec fails, the program is assumed to be a shell script, and the subshell runs the commands in the script. Unlike a login shell, which expects input from the command line, the subshell takes its input from a file—namely, the shell script.

[image: ] Process Identification

PID numbers

Linux assigns a unique PID (process identification) number at the inception of each process. As long as a process exists, it keeps the same PID number. During one session the same process is always executing the login shell (page 330). When you fork a new process—for example, when you use an editor—the PID number of the new (child) process is different from that of its parent process. When you return to the login shell, it is still being executed by the same process and has the same PID number as when you logged in.
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The following example shows that the process running the shell forked (is the parent of) the process running ps. When you call it with the –f option, ps displays a full listing of information about each process. The line of the ps display with bash in the CMD column refers to the process running the shell. The column headed by PID identifies the PID number. The column headed by PPID identifies the PID number of the parent of the process. From the PID and PPID columns you can see that the process running the shell (PID 21341) is the parent of the processes running sleep (PID 22789) and ps (PID 22790).
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$ sleep 10 &
[1] 22789
$ ps -f
UID        PID  PPID  C STIME TTY          TIME CMD
max     21341 21340  0 10:42 pts/16   00:00:00 bash
max     22789 21341  0 17:30 pts/16   00:00:00 sleep 10
max     22790 21341  0 17:30 pts/16   00:00:00 ps -f

Refer to the ps man page for more information on ps and the columns it displays when you specify the –f option. A second pair of sleep and ps –f commands shows that the shell is still being run by the same process but that it forked another process to run sleep:
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$ sleep 10 &
[1] 22791
$ ps -f
UID        PID  PPID  C STIME TTY          TIME CMD
max     21341 21340  0 10:42 pts/16   00:00:00 bash
max     22791 21341  0 17:31 pts/16   00:00:00 sleep 10
max     22792 21341  0 17:31 pts/16   00:00:00 ps -f

You can also use pstree (or ps ––forest, with or without the –e option) to see the parent–child relationship of processes. The next example shows the –p option to pstree, which causes it to display PID numbers:
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$ pstree -p
systemd(1)-+-NetworkManager(655)---{NetworkManager}(702)
           |-abrtd(657)---abrt-dump-oops(696)
           |-accounts-daemon(1204)---{accounts-daemo}(1206)
           |-agetty(979)
...
           |-login(984)---bash(2071)-+-pstree(2095)
           |                         `-sleep(2094)
...

The preceding output is abbreviated. The first line shows the PID 1 (systemd init) and a few of the processes it is running. The line that starts with –login shows a textual user running sleep in the background and pstree in the foreground. The tree for a user running a GUI is much more complex. Refer to “$$: PID Number” on page 1028 for a description of how to instruct the shell to report on PID numbers.

Executing a Command

fork() and sleep()

When you give the shell a command, it usually forks [spawns using the fork() system call] a child process to execute the command. While the child process is executing the command, the parent process (running the shell) sleeps [implemented as the sleep() system call]. While a process is sleeping, it does not use any computer time; it remains inactive, waiting to wake up. When the child process finishes executing the command, it tells its parent of its success or failure via its exit status and then dies. The parent process (which is running the shell) wakes up and prompts for another command.
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When you run a process in the background by ending a command with the ampersand control operator (&), the shell forks a child process without going to sleep and without waiting for the child process to run to completion. The parent process, which is executing the shell, reports the job number and PID number of the child process and prompts for another command. The child process runs in the background, independent of its parent.

Builtins

Although the shell forks a process to run most commands, some commands are built into the shell (e.g., cd, alias, jobs, pwd). The shell does not fork a process to run builtins. For more information refer to “Builtins” on page 170.

Variables

Within a given process, such as a login shell or subshell, you can declare, initialize, read, and change variables. Some variables, called shell variables, are local to a process. Other variables, called environment variables, are available to child processes. For more information refer to “Variables” on page 1031.

Hash table

The first time you specify a command as a simple filename (and not a relative or absolute pathname), bash looks in the directories specified by the PATH (page 359) variable to find that file. When it finds the file, bash records the absolute pathname of the file in its hash table. When you give the command again, bash finds it in its hash table, saving the time needed to search through the directories in PATH. The shell deletes the hash table when you log out and starts a new hash table when you start a session.

When you call the hash builtin without any arguments, it displays the hash table. When you first log in, the hash table is empty:
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$ hash
hash: hash table empty
$ who am i
sam      pts/2        2013-03-09 14:24 (plum)
$ hash
hits    command
   1    /usr/bin/who

The hash –r option causes bash to empty the hash table, as though you had just logged in.

$ hash -r
$ hash
hash: hash table empty

Having bash empty its hash table is useful when you move a program to a different directory in PATH and bash cannot find the program in its new location, or when you have two programs with the same name and bash is calling the wrong one. Refer to the bash info page for more information on the hash builtin.
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The history mechanism, a feature adapted from the C Shell, maintains a list of recently issued command lines, called events, that provides a quick way to reexecute any events in the list. This mechanism also enables you to edit and then execute previous commands and to reuse arguments from them. You can use the history list to replicate complicated commands and arguments that you used previously and to enter a series of commands that differ from one another in minor ways. The history list also serves as a record of what you have done. It can prove helpful when you have made a mistake and are not sure what you did or when you want to keep a record of a procedure that involved a series of commands.


Tip: history can help track down mistakes
When you have made a mistake on a command line (not an error within a script or program) and are not sure what you did wrong, look at the history list to review your recent commands. Sometimes this list can help you figure out what went wrong and how to fix things.



The history builtin displays the history list. If it does not, read the next section, which describes the variables you might need to set.

Variables That Control History

The value of the HISTSIZE variable determines the number of events preserved in the history list during a session. A value in the range of 100 to 1,000 is normal.

When you exit from the shell, the most recently executed commands are saved in the file whose name is stored in the HISTFILE variable (default is ~/.bash_history). The next time you start the shell, this file initializes the history list. The value of the HISTFILESIZE variable determines the number of lines of history saved in HISTFILE (see Table 9-7).
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Table 9-7 History variables

Event number

The Bourne Again Shell assigns a sequential event number to each command line. You can display this event number as part of the bash prompt by including \! in PS1 (page 361). Examples in this section show numbered prompts when they help to illustrate the behavior of a command.

Enter the following command manually to establish a history list of the 100 most recent events; place it in ~/.bash_profile to affect future sessions:

$ HISTSIZE=100

The following command causes bash to save the 100 most recent events across login sessions:

$ HISTFILESIZE=100

After you set HISTFILESIZE, you can log out and log in again, and the 100 most recent events from the previous login session will appear in your history list.

Enter the command history to display the events in the history list. This list is ordered with the oldest events at the top. The following history list includes a command to modify the bash prompt so it displays the history event number. The last event in the history list is the history command that displayed the list.
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32 $ history | tail
   23  PS1="\! bash$ "
   24  ls -l
   25  cat temp
   26  rm temp
   27  vim memo
   28  lpr memo
   29  vim memo
   30  lpr memo
   31  rm memo
   32  history | tail

As you run commands and your history list becomes longer, it might run off the top of the screen when you use the history builtin. Send the output of history through a pipeline to less to browse through it or give the command history 10 or history | tail to look at the ten most recent commands.


Tip: Handy history aliases
Creating the following aliases makes working with history easier. The first allows you to give the command h to display the ten most recent events. The second alias causes the command hg string to display all events in the history list that contain string. Put these aliases in your ~/.bashrc file to make them available each time you log in. See page 392 for more information on aliases.
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$ alias 'h=history | tail'
$ alias 'hg=history | grep'



Reexecuting and Editing Commands

You can reexecute any event in the history list. Not having to reenter long command lines allows you to reexecute events more easily, quickly, and accurately than you could if you had to retype the command line in its entirety. You can recall, modify, and reexecute previously executed events in three ways: You can use the fc builtin (next), the exclamation point commands (page 381), or the Readline Library, which uses a one-line vi- or emacs-like editor to edit and execute events (page 386).


Tip: Which method to use?
If you are more familiar with vi or emacs and less familiar with the C or TC Shell, use fc or the Readline Library. If you are more familiar with the C or TC Shell, use the exclamation point commands. If it is a toss-up, try the Readline Library; it will benefit you in other areas of Linux more than learning the exclamation point commands will.



fc: Displays, Edits, and Reexecutes Commands

The fc (fix command) builtin enables you to display the history list and to edit and reexecute previous commands. It provides many of the same capabilities as the command-line editors.

Viewing the History List

When you call fc with the –l option, it displays commands from the history list. Without any arguments, fc –l lists the 16 most recent commands in a list that includes event numbers, with the oldest appearing first:
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$ fc -l
1024     cd
1025     view calendar
1026     vim letter.adams01
1027     aspell -c letter.adams01
1028     vim letter.adams01
1029     lpr letter.adams01
1030     cd ../memos
1031     ls
1032     rm *0405
1033     fc -l
1034     cd
1035     whereis aspell
1036     man aspell
1037     cd /usr/share/doc/*aspell*
1038     pwd
1039     ls
1040     ls man-html

The fc builtin can take zero, one, or two arguments with the –l option. The arguments specify the part of the history list to be displayed:

fc –l [first [last]]

The fc builtin lists commands beginning with the most recent event that matches first. The argument can be an event number, the first few characters of the command line, or a negative number, which specifies the nth previous command. Without last, fc displays events through the most recent. If you include last, fc displays commands from the most recent event that matches first through the most recent event that matches last.

The next command displays the history list from event 1030 through event 1035:
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$ fc -l 1030 1035
1030     cd ../memos
1031     ls
1032     rm *0405
1033     fc -l
1034     cd
1035     whereis aspell

The command on the next page lists the most recent event that begins with view through the most recent command line that begins with whereis.
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$ fc -l view whereis
1025      view calendar
1026      vim letter.adams01
1027      aspell -c letter.adams01
1028      vim letter.adams01
1029      lpr letter.adams01
1030      cd ../memos
1031      ls
1032      rm *0405
1033      fc -l
1034      cd
1035      whereis aspell

To list a single command from the history list, use the same identifier for the first and second arguments. The following command lists event 1027:
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$ fc -l 1027 1027
1027     aspell -c letter.adams01

Editing and Reexecuting Previous Commands

You can use fc to edit and reexecute previous commands.

fc [–e editor] [first [last]]

When you call fc with the –e option followed by the name of an editor, fc calls the editor with event(s) in the Work buffer. By default, fc invokes the vi(m) editor. Without first and last, it defaults to the most recent command. The next example invokes the vim editor to edit the most recent command. When you exit from the editor, the shell executes the command.

$ fc -e vi

The fc builtin uses the stand-alone vim editor. If you set the EDITOR variable, you do not need to use the –e option to specify an editor on the command line. Because the value of EDITOR has been changed to /usr/bin/emacs and fc has no arguments, the following command edits the most recent command using the emacs editor (emacs package):
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$ export EDITOR=/usr/bin/emacs
$ fc


Caution: Clean up the fc buffer
When you execute an fc command, the shell executes whatever you leave in the editor buffer, possibly with unwanted results. If you decide you do not want to execute a command, delete everything from the buffer before you exit from the editor.



If you call it with a single argument, fc invokes the editor on the specified command. The following example starts the editor with event 1029 in the Work buffer:

$ fc 1029

As described earlier, you can identify commands either by using numbers or by specifying the first few characters of the command name. The following example calls the editor to work on events from the most recent event that begins with the letters vim through event 1030:

$ fc vim 1030

Reexecuting Commands Without Calling the Editor

You can also reexecute previous commands without using an editor. If you call fc with the –s option, it skips the editing phase and reexecutes the command. The following example reexecutes event 1029:

$ fc -s 1029
lpr letter.adams01

The next example reexecutes the previous command:

$ fc -s

When you reexecute a command, you can tell fc to substitute one string for another. The next example substitutes the string john for the string adams in event 1029 and executes the modified event:

$ fc -s adams=john 1029
lpr letter.john01

Using an Exclamation Point (!) to Reference Events

The C Shell history mechanism uses an exclamation point to reference events. This technique, which is available under bash, is frequently more cumbersome to use than fc but nevertheless has some useful features. For example, the !! command reexecutes the previous event, and the shell replaces the !$ token with the last word from the previous command line.

You can reference an event by using its absolute event number, its relative event number, or the text it contains. All references to events, called event designators, begin with an exclamation point (!). One or more characters follow the exclamation point to specify an event.

You can put history events anywhere on a command line. To escape an exclamation point so the shell interprets it literally instead of as the start of a history event, precede it with a backslash (\) or enclose it within single quotation marks.

Event Designators

An event designator specifies a command in the history list. Table 9-8 (next page) lists event designators.
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Table 9-8 Event designators

!! reexecutes the previous event

You can reexecute the previous event by giving a !! command. In the following example, event 45 reexecutes event 44:

Click here to view code image

44 $ ls -l text
-rw-rw-r--. 1 max pubs 45 04-30 14:53 text
45 $ !!
ls -l text
-rw-rw-r--. 1 max pubs 45 04-30 14:53 text

The !! command works whether or not your prompt displays an event number. As this example shows, when you use the history mechanism to reexecute an event, the shell displays the command it is reexecuting.

!n event number

A number following an exclamation point refers to an event. If that event is in the history list, the shell executes it. Otherwise, the shell displays an error message. A negative number following an exclamation point references an event relative to the current event. For example, the command !–3 refers to the third preceding event. After you issue a command, the relative event number of a given event changes (event –3 becomes event –4). Both of the following commands reexecute event 44:

Click here to view code image

51 $ !44
ls -l text
-rw-rw-r--. 1 max pubs 45 04-30 14:53 text
52 $ !-8
ls -l text
-rw-rw-r--. 1 max pubs 45 04-30 14:53 text

!string event text

When a string of text follows an exclamation point, the shell searches for and executes the most recent event that began with that string. If you enclose the string within question marks, the shell executes the most recent event that contained that string. The final question mark is optional if a RETURN would immediately follow it.

Click here to view code image

68 $ history 10
   59  ls -l text*
   60  tail text5
   61  cat text1 text5 > letter
   62  vim letter
   63  cat letter
   64  cat memo
   65  lpr memo
   66  pine zach
   67  ls -l
   68  history
69 $ !l
ls -l
...
70 $ !lpr
lpr memo
71 $ !?letter?
cat letter
...


Optional: Word Designators
A word designator specifies a word (token) or series of words from an event (a command line). Table 9-9 lists word designators. The words on a command line are numbered starting with 0 (the first word, usually the command), continuing with 1 (the first word following the command), and ending with n (the last word on the command line).
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Table 9-9 Word designators
To specify a particular word from a previous event, follow the event designator (such as !14) with a colon and the number of the word in the previous event. For example, !14:3 specifies the third word following the command from event 14. You can specify the first word following the command (word number 1) using a caret (^) and the last word using a dollar sign ($). You can specify a range of words by separating two word designators with a hyphen.
Click here to view code image
72 $ echo apple grape orange pear
apple grape orange pear
73 $ echo !72:2
echo grape
grape
74 $ echo !72:^
echo apple
apple
75 $ !72:0 !72:$
echo pear
pear
76 $ echo !72:2-4
echo grape orange pear
grape orange pear
77 $ !72:0-$
echo apple grape orange pear
apple grape orange pear
As the next example shows, !$ refers to the last word of the previous event. You can use this shorthand to edit, for example, a file you just displayed using cat:
Click here to view code image
$ cat report.718
...
$ vim !$
vim report.718
...
If an event contains a single command, the word numbers correspond to the argument numbers. If an event contains more than one command, this correspondence does not hold for commands after the first. In the next example, event 78 contains two commands separated by a semicolon so the shell executes them sequentially; the semicolon is word number 5.
Click here to view code image
78 $ !72 ; echo helen zach barbara
echo apple grape orange pear ; echo helen zach barbara
apple grape orange pear
helen zach barbara
79 $ echo !78:7
echo helen
helen
80 $ echo !78:4-7
echo pear ; echo helen
pear
helen
Modifiers
On occasion you might want to change an aspect of an event you are reexecuting. Perhaps you entered a complex command line with a typo or incorrect pathname or you want to specify a different argument. You can modify an event or a word of an event by putting one or more modifiers after the word designator or after the event designator if there is no word designator. Each modifier must be preceded by a colon (:).
Substitute modifier
The following example shows the substitute modifier correcting a typo in the previous event:
Click here to view code image
$ car /home/zach/memo.0507 /home/max/letter.0507
bash: car: command not found
$ !!:s/car/cat
cat /home/zach/memo.0507 /home/max/letter.0507
...
The substitute modifier has the following syntax:
[g]s/old/new/
where old is the original string (not a regular expression) and new is the string that replaces old. The substitute modifier substitutes the first occurrence of old with new. Placing a g before the s causes a global substitution, replacing all occurrences of old. Although / is the delimiter in the examples, you can use any character that is not in either old or new. The final delimiter is optional if a RETURN would immediately follow it. As with the vim Substitute command, the history mechanism replaces an ampersand (&) in new with old. The shell replaces a null old string (s//new/) with the previous old string or the string within a command you searched for using ?string?.
Quick substitution
An abbreviated form of the substitute modifier is quick substitution. Use it to reexecute the most recent event while changing some of the event text. The quick substitution character is the caret (^). For example, the command
$ ^old^new^
produces the same results as
$ !!:s/old/new/
Thus substituting cat for car in the previous event could have been entered as
Click here to view code image
$ ^car^cat
cat /home/zach/memo.0507 /home/max/letter.0507
...
You can omit the final caret if it would be followed immediately by a RETURN. As with other command-line substitutions, the shell displays the command line as it appears after the substitution.
Other modifiers
Modifiers (other than the substitute modifier) perform simple edits on the part of the event that has been selected by the event designator and the optional word designators. You can use multiple modifiers, each preceded by a colon (:).
The following series of commands uses ls to list the name of a file, repeats the command without executing it (p modifier), and repeats the last command, removing the last part of the pathname (h modifier) again without executing it:
Click here to view code image
$ ls /etc/ssh/ssh_config
/etc/ssh/ssh_config
$ !!:p
ls /etc/ssh/ssh_config
$ !!:h:p
ls /etc/ssh
Table 9-10 lists event modifiers other than the substitute modifier.
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Table 9-10 Event modifiers



The Readline Library

Command-line editing under the Bourne Again Shell is implemented through the Readline Library, which is available to any application written in C. Any application that uses the Readline Library supports line editing that is consistent with that provided by bash. Programs that use the Readline Library, including bash, read ~/.inputrc (page 390) for key binding information and configuration settings. The ––noediting command-line option turns off command-line editing in bash.

vi mode

You can choose one of two editing modes when using the Readline Library in bash: emacs or vi(m). Both modes provide many of the commands available in the stand-alone versions of the emacs and vim editors. You can also use the ARROW keys to move around. Up and down movements move you backward and forward through the history list. In addition, Readline provides several types of interactive word completion (page 388). The default mode is emacs; you can switch to vi mode using the following command:

$ set -o vi

emacs mode

The next command switches back to emacs mode:

$ set -o emacs

vi Editing Mode

Before you start, make sure the shell is in vi mode.

When you enter bash commands while in vi editing mode, you are in Input mode (page 264). As you enter a command, if you discover an error before you press RETURN, you can press ESCAPE to switch to vim Command mode. This setup is different from the stand-alone vim editor’s initial mode. While in Command mode you can use many vim commands to edit the command line. It is as though you were using vim to edit a copy of the history file with a screen that has room for only one command. When you use the k command or the UP ARROW to move up a line, you access the previous command. If you then use the j command or the DOWN ARROW to move down a line, you return to the original command. To use the k and j keys to move between commands, you must be in Command mode; you can use the ARROW keys in both Command and Input modes.


Tip: The command-line vim editor starts in Input mode
The stand-alone vim editor starts in Command mode, whereas the command-line vim editor starts in Input mode. If commands display characters and do not work properly, you are in Input mode. Press ESCAPE and enter the command again.



In addition to cursor-positioning commands, you can use the search-backward (?) command followed by a search string to look back through the history list for the most recent command containing a string. If you have moved back in the history list, use a forward slash (/) to search forward toward the most recent command. Unlike the search strings in the stand-alone vim editor, these search strings cannot contain regular expressions. You can, however, start the search string with a caret (^) to force the shell to locate commands that start with the search string. As in vim, pressing n after a successful search looks for the next occurrence of the same string.

You can also use event numbers to access events in the history list. While you are in Command mode (press ESCAPE), enter the event number followed by a G to go to the command with that event number.

When you use /, ?, or G to move to a command line, you are in Command mode, not Input mode: You can edit the command or press RETURN to execute it.

When the command you want to edit is displayed, you can modify the command line using vim Command mode editing commands such as x (delete character), r (replace character), ~ (change case), and . (repeat last change). To switch to Input mode, use an Insert (i, I), Append (a, A), Replace (R), or Change (c, C) command. You do not have to return to Command mode to execute a command; simply press RETURN, even if the cursor is in the middle of the command line. For more information refer to the vim tutorial on page 262.

emacs Editing Mode

Unlike the vim editor, emacs is modeless. You need not switch between Command mode and Input mode because most emacs commands are control characters, allowing emacs to distinguish between input and commands. Like vim, the emacs command-line editor provides commands for moving the cursor on the command line and through the command history list and for modifying part or all of a command. However, in a few cases, the emacs command-line editor commands differ from those used in the stand-alone emacs editor.

In emacs you perform cursor movement by using both CONTROL and ESCAPE commands. To move the cursor one character backward on the command line, press CONTROL-B. Press CONTROL-F to move one character forward. As in vim, you can precede these movements with counts. To use a count you must first press ESCAPE; otherwise, the numbers you type will appear on the command line.

Like vim, emacs provides word and line movement commands. To move backward or forward one word on the command line, press ESCAPE b or ESCAPE f, respectively. To move several words using a count, press ESCAPE followed by the number and the appropriate escape sequence. To move to the beginning of the line, press CONTROL-A; to move to the end of the line, press CONTROL-E; and to move to the next instance of the character c, press CONTROL-X CONTROL-F followed by c.

You can add text to the command line by moving the cursor to the position you want to enter text and typing. To delete text, move the cursor just to the right of the characters you want to delete and press the erase key (page 123) once for each character you want to delete.


Caution: CONTROL-D can terminate your screen session
If you want to delete the character directly under the cursor, press CONTROL-D. If you enter CONTROL-D at the beginning of the line, it might terminate your shell session.



If you want to delete the entire command line, press the line kill key (page 123). You can press this key while the cursor is anywhere in the command line. Use CONTROL-K to delete from the cursor to the end of the line.

Readline Completion Commands

You can use the TAB key to complete words you are entering on the command line. This facility, called completion, works in both vi and emacs editing modes. Several types of completion are possible, and which one you use depends on which part of a command line you are typing when you press TAB.

Command Completion

If you are typing the name of a command, pressing TAB initiates command completion, in which bash looks for a command whose name starts with the part of the word you have typed. If no command starts with the characters you entered, bash beeps. If there is one such command, bash completes the command name. If there is more than one choice, bash does nothing in vi mode and beeps in emacs mode. Pressing TAB a second time causes bash to display a list of commands whose names start with the prefix you typed and allows you to continue typing the command name.

In the following example, the user types bz and presses TAB. The shell beeps (the user is in emacs mode) to indicate that several commands start with the letters bz. The user enters another TAB to cause the shell to display a list of commands that start with bz followed by the command line as the user has entered it so far:

Click here to view code image

$ bz [image: ] TAB (beep) [image: ] TAB
bzcat          bzdiff          bzip2                 bzless
bzcmp        bzgrep         bzip2recover     bzmore
$ bz[image: ]

Next the user types c and presses TAB twice. The shell displays the two commands that start with bzc. The user types a followed by TAB. At this point the shell completes the command because only one command starts with bzca.

Click here to view code image

$ bzc [image: ] TAB (beep) [image: ] TAB
bzcat  bzcmp
$ bzca [image: ] TAB [image: ] t [image: ]

Pathname Completion

Pathname completion, which also uses TABs, allows you to type a portion of a pathname and have bash supply the rest. If the portion of the pathname you have typed is sufficient to determine a unique pathname, bash displays that pathname. If more than one pathname would match it, bash completes the pathname up to the point where there are choices so that you can type more.

When you are entering a pathname, including a simple filename, and press TAB, the shell beeps (if the shell is in emacs mode—in vi mode there is no beep). It then extends the command line as far as it can.

Click here to view code image

$ cat films/dar [image: ] TAB (beep) cat films/dark_[image: ]

In the films directory every file that starts with dar has k_ as the next characters, so bash cannot extend the line further without making a choice among files. The shell leaves the cursor just past the _ character. At this point you can continue typing the pathname or press TAB twice. In the latter case bash beeps, displays the choices, redisplays the command line, and again leaves the cursor just after the _ character.

Click here to view code image

$ cat films/dark_ [image: ] TAB (beep) [image: ] TAB
dark_passage dark_victory
$ cat films/dark_[image: ]

When you add enough information to distinguish between the two possible files and press TAB, bash displays the unique pathname. If you enter p followed by TAB after the _ character, the shell completes the command line:

Click here to view code image

$ cat films/dark_p [image: ] TAB [image: ] assage

Because there is no further ambiguity, the shell appends a SPACE so you can either finish typing the command line or press RETURN to execute the command. If the complete pathname is that of a directory, bash appends a slash (/) in place of a SPACE.

Variable Completion

When you are typing a variable name, pressing TAB results in variable completion, wherein bash attempts to complete the name of the variable. In case of an ambiguity, pressing TAB twice displays a list of choices:

Click here to view code image

$ echo $HO [image: ] TAB (beep) [image: ] TAB
$HOME      $HOSTNAME   $HOSTTYPE
$ echo $HOM [image: ] TAB [image: ] E


Caution: Pressing RETURN executes the command
Pressing RETURN causes the shell to execute the command regardless of where the cursor is on the command line.



.inputrc: Configuring the Readline Library

The Bourne Again Shell and other programs that use the Readline Library read the file specified by the INPUTRC environment variable to obtain initialization information. If INPUTRC is not set, these programs read the ~/.inputrc file. They ignore lines of .inputrc that are blank or that start with a hashmark (#).

Variables

You can set variables in .inputrc to control the behavior of the Readline Library using the following syntax:

set variable value

Table 9-11 lists some variables and values you can use. See “Readline Variables” in the bash man or info page for a complete list.
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Table 9-11 Readline variables

Key Bindings

You can map keystroke sequences to Readline commands, changing or extending the default bindings. Like the emacs editor, the Readline Library includes many commands that are not bound to a keystroke sequence. To use an unbound command, you must map it using one of the following forms:

keyname: command_name
"keystroke_sequence": command_name

In the first form, you spell out the name for a single key. For example, CONTROL-U would be written as control-u. This form is useful for binding commands to single keys.

In the second form, you specify a string that describes a sequence of keys that will be bound to the command. You can use the emacs-style backslash escape sequences to represent the special keys CONTROL (\C), META (\M), and ESCAPE (\e). Specify a backslash by escaping it with another backslash: \\. Similarly a double or single quotation mark can be escaped with a backslash: \" or \'.

The kill-whole-line command, available in emacs mode only, deletes the current line. Put the following command in .inputrc to bind the kill-whole-line command (which is unbound by default) to the keystroke sequence CONTROL-R:

Click here to view code image

control-r: kill-whole-line

bind

Give the command bind –P to display a list of all Readline commands. If a command is bound to a key sequence, that sequence is shown. Commands you can use in vi mode start with vi. For example, vi-next-word and vi-prev-word move the cursor to the beginning of the next and previous words, respectively. Commands that do not begin with vi are generally available in emacs mode.

Use bind –q to determine which key sequence is bound to a command:

Click here to view code image

$ bind -q kill-whole-line
kill-whole-line can be invoked via "\C-r".

You can also bind text by enclosing it within double quotation marks (emacs mode only):

Click here to view code image

"QQ": "The Linux Operating System"

This command causes bash to insert the string The Linux Operating System when you type QQ on the command line.

Conditional Constructs

You can conditionally select parts of the .inputrc file using the $if directive. The syntax of the conditional construct is

$if test[=value]

commands

[$else

commands]

$endif

where test is mode, term, or a program name such as bash. If test equals value (or if test is true when value is not specified), this structure executes the first set of commands. If test does not equal value (or if test is false when value is not specified), it executes the second set of commands if they are present or exits from the structure if they are not present.

The power of the $if directive lies in the three types of tests it can perform.

1. You can test to see which mode is currently set.

$if mode=vi

The preceding test is true if the current Readline mode is vi and false otherwise. You can test for vi or emacs.

2. You can test the type of terminal.

$if term=xterm

The preceding test is true if the TERM variable is set to xterm. You can test for any value of TERM.

3. You can test the application name.

$if bash

The preceding test is true when you are running bash and not another program that uses the Readline Library. You can test for any application name.

These tests can customize the Readline Library based on the current mode, the type of terminal, and the application you are using. They give you a great deal of power and flexibility when you are using the Readline Library with bash and other programs.

The following commands in .inputrc cause CONTROL-Y to move the cursor to the beginning of the next word regardless of whether bash is in vi or emacs mode:

Click here to view code image

$ cat ~/.inputrc
set editing-mode vi
$if mode=vi
       "\C-y": vi-next-word
    $else
       "\C-y": forward-word
$endif

Because bash reads the preceding conditional construct when it is started, you must set the editing mode in .inputrc. Changing modes interactively using set will not change the binding of CONTROL-Y.

For more information on the Readline Library, open the bash man page and give the command /^READLINE, which searches for the word READLINE at the beginning of a line.


Tip: If Readline commands do not work, log out and log in again
The Bourne Again Shell reads ~/.inputrc when you log in. After you make changes to this file, you must log out and log in again before the changes will take effect.



[image: ] Aliases

An alias is a (usually short) name that the shell translates into another (usually longer) name or command. Aliases allow you to define new commands by substituting a string for the first token of a simple command. They are typically placed in the ~/.bashrc or ~/.bash_aliases startup file so that they are available to interactive subshells.

The syntax of the alias builtin is

alias [name[=value]]

No SPACEs are permitted around the equal sign. If value contains SPACEs or TABs, you must enclose value within quotation marks. An alias does not accept an argument from the command line in value. Use a function (page 396) when you need to use an argument.

An alias does not replace itself, which avoids the possibility of infinite recursion in handling an alias such as the following:

$ alias ls='ls -F'

You can nest aliases. Aliases are disabled for noninteractive shells (that is, shell scripts). Use the unalias builtin to remove an alias. When you give an alias builtin command without any arguments, the shell displays a list of all defined aliases:

$ alias
alias ll='ls -l'
alias l='ls -ltr'
alias ls='ls -F'
alias zap='rm -i'

To view the alias for a particular name, enter the command alias followed by the name of the alias. Fedora/RHEL defines some aliases. Enter an alias command to see which aliases are in effect. You can delete the aliases you do not want from the appropriate startup file.

Single Versus Double Quotation Marks in Aliases

The choice of single or double quotation marks is significant in the alias syntax when the alias includes variables. If you enclose value within double quotation marks, any variables that appear in value are expanded when the alias is created. If you enclose value within single quotation marks, variables are not expanded until the alias is used. The following example illustrates the difference.

The PWD keyword variable holds the pathname of the working directory. Max creates two aliases while he is working in his home directory. Because he uses double quotation marks when he creates the dirA alias, the shell substitutes the value of the working directory when he creates this alias. The alias dirA command displays the dirA alias and shows that the substitution has already taken place:

Click here to view code image

$ echo $PWD
/home/max
$ alias dirA="echo Working directory is $PWD"
$ alias dirA
alias dirA='echo Working directory is /home/max'

When Max creates the dirB alias, he uses single quotation marks, which prevent the shell from expanding the $PWD variable. The alias dirB command shows that the dirB alias still holds the unexpanded $PWD variable:

Click here to view code image

$ alias dirB='echo Working directory is $PWD'
$ alias dirB
alias dirB='echo Working directory is $PWD'

After creating the dirA and dirB aliases, Max uses cd to make cars his working directory and gives each of the aliases as a command. The alias he created using double quotation marks displays the name of the directory he created the alias in as the working directory (which is wrong). In contrast, the dirB alias displays the proper name of the working directory:

Click here to view code image

$ cd cars
$ dirA
Working directory is /home/max
$ dirB
Working directory is /home/max/cars


Tip: How to prevent the shell from invoking an alias
The shell checks only simple, unquoted commands to see if they are aliases. Commands given as relative or absolute pathnames and quoted commands are not checked. When you want to give a command that has an alias but do not want to use the alias, precede the command with a backslash, specify the command’s absolute pathname, or give the command as ./command.



Examples of Aliases

The following alias allows you to type r to repeat the previous command or r abc to repeat the last command line that began with abc:

$ alias r='fc -s'

If you use the command ls –ltr frequently, you can create an alias that substitutes ls –ltr when you give the command l:

Click here to view code image

$ alias l='ls -ltr'
$ l
-rw-r-----. 1 max pubs  3089 02-11 16:24 XTerm.ad
-rw-r--r--. 1 max pubs 30015 03-01 14:24 flute.ps
-rw-r--r--. 1 max pubs   641 04-01 08:12 fixtax.icn
-rw-r--r--. 1 max pubs   484 04-09 08:14 maptax.icn
drwxrwxr-x. 2 max pubs  1024 08-09 17:41 Tiger
drwxrwxr-x. 2 max pubs  1024 09-10 11:32 testdir
-rwxr-xr-x. 1 max pubs   485 09-21 08:03 floor
drwxrwxr-x. 2 max pubs  1024 09-27 20:19 Test_Emacs

Another common use of aliases is to protect yourself from mistakes. The following example substitutes the interactive version of the rm utility when you enter the command zap:

Click here to view code image

$ alias zap='rm -i'
$ zap f*
rm: remove 'fixtax.icn'? n
rm: remove 'flute.ps'? n
rm: remove 'floor'? n

The –i option causes rm to ask you to verify each file that would be deleted, thereby helping you avoid deleting the wrong file. You can also alias rm with the rm –i command: alias rm='rm –i'.

The aliases in the next example cause the shell to substitute ls –l each time you give an ll command and ls –F each time you use ls. The –F option causes ls to print a slash (/) at the end of directory names and an asterisk (*) at the end of the names of executable files.

Click here to view code image

$ alias ls='ls -F'
$ alias ll='ls -l'
$ ll
drwxrwxr-x. 2 max pubs  1024 09-27 20:19 Test_Emacs/
drwxrwxr-x. 2 max pubs  1024 08-09 17:41 Tiger/
-rw-r-----. 1 max pubs  3089 02-11 16:24 XTerm.ad
-rw-r--r--. 1 max pubs   641 04-01 08:12 fixtax.icn
-rw-r--r--. 1 max pubs 30015 03-01 14:24 flute.ps
-rwxr-xr-x. 1 max pubs   485 09-21 08:03 floor*
-rw-r--r--. 1 max pubs   484 04-09 08:14 maptax.icn
drwxrwxr-x. 2 max pubs  1024 09-10 11:32 testdir/

In this example, the string that replaces the alias ll (ls –l) itself contains an alias (ls). When it replaces an alias with its value, the shell looks at the first word of the replacement string to see whether it is an alias. In the preceding example, the replacement string contains the alias ls, so a second substitution occurs to produce the final command ls –F –l. (To avoid a recursive plunge, the ls in the replacement text, although an alias, is not expanded a second time.)

When given a list of aliases without the =value or value field, the alias builtin displays the value of each defined alias. The alias builtin reports an error if an alias has not been defined:

Click here to view code image

$ alias ll l ls zap wx
alias ll='ls -l'
alias l='ls -ltr'
alias ls='ls -F'
alias zap='rm -i'
bash: alias: wx: not found

You can avoid alias substitution by preceding the aliased command with a backslash (\):

Click here to view code image

$ \ls
Test_Emacs XTerm.ad  flute.ps  maptax.icn
Tiger    fixtax.icn  floor     testdir

Because the replacement of an alias name with the alias value does not change the rest of the command line, any arguments are still received by the command that is executed:

Click here to view code image

$ ll f*
-rw-r--r--. 1 max pubs   641 04-01 08:12 fixtax.icn
-rw-r--r--. 1 max pubs 30015 03-01 14:24 flute.ps
-rwxr-xr-x. 1 max pubs   485 09-21 08:03 floor*

You can remove an alias using the unalias builtin. When the zap alias is removed, it is no longer displayed by the alias builtin, and its subsequent use results in an error message:

Click here to view code image

$ unalias zap
$ alias
alias ll='ls -l'
alias l='ls -ltr'
alias ls='ls -F'
$ zap maptax.icn
bash: zap: command not found

[image: ] Functions

A shell function is similar to a shell script in that it stores a series of commands for execution at a later time. However, because the shell stores a function in the computer’s main memory (RAM) instead of in a file on the disk, the shell can access it more quickly than the shell can access a script. The shell also preprocesses (parses) a function so it starts more quickly than a script. Finally the shell executes a shell function in the same shell that called it. If you define too many functions, the overhead of starting a subshell (as when you run a script) can become unacceptable.

You can declare a shell function in the ~/.bash_profile startup file, in the script that uses it, or directly from the command line. You can remove functions using the unset builtin. The shell does not retain functions after you log out.


Tip: Removing variables and functions that have the same name
If you have a shell variable and a function that have the same name, using unset removes the shell variable. If you then use unset again with the same name, it removes the function.



The syntax that declares a shell function is

[function] function-name () {

  commands

}

where the word function is optional (and is frequently omitted; it is not portable), function-name is the name you use to call the function, and commands comprise the list of commands the function executes when you call it. The commands can be anything you would include in a shell script, including calls to other functions.

The opening brace ({) can appear on the line following the function name. Aliases and variables are expanded when a function is read, not when it is executed. You can use the break statement (page 1005) within a function to terminate its execution.

You can declare a function on a single line. Because the closing brace must appear as a separate command, you must place a semicolon before the closing brace when you use this syntax:
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$ say_hi() { echo "hi" ; }
$ say_hi
hi

Shell functions are useful as a shorthand as well as to define special commands. The following function starts a process named process in the background, with the output normally displayed by process being saved in .process.out.
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start_process() {
process > .process.out 2>&1 &
}

The next example creates a simple function that displays the date, a header, and a list of the people who are logged in on the system. This function runs the same commands as the whoson script described on page 337. In this example the function is being entered from the keyboard. The greater than (>) signs are secondary shell prompts (PS2); do not enter them.
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$ function whoson () {
>   date
>   echo "Users Currently Logged On"
>   who
> }


$ whoson
Fri Aug 9 15:44:58 PDT 2013
Users Currently Logged On
hls      console      2013-08-08 08:59  (:0)
max      pts/4        2013-08-08 09:33  (0.0)
zach     pts/7        2013-08-08 09:23  (guava)

Function local variables

You can use the local builtin only within a function. This builtin causes its arguments to be local to the function it is called from and its children. Without local, variables declared in a function are available to the shell that called the function (functions are run in the shell they are called from). The following function demonstrates the use of local.
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$ demo () {
> x=4
> local y=8
> echo "demo: $x $y"
> }
$ demo
demo: 4 8
$ echo $x
4
$ echo $y


$

The demo function, which is entered from the keyboard, declares two variables, x and y, and displays their values. The variable x is declared with a normal assignment statement while y is declared using local. After running the function, the shell that called the function has access to x but knows nothing of y. See page 1040 for another example of function local variables.

Export a function

An export –f command places the named function in the environment so it is available to child processes.

Functions in startup files

If you want the whoson function to be available without having to enter it each time you log in, put its definition in ~/.bash_profile. Then run .bash_profile, using the . (dot) command to put the changes into effect immediately:
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$ cat ~/.bash_profile
export TERM=vt100
stty kill '^u'
whoson () {
    date
    echo "Users Currently Logged On"
    who
}


$ . ~/.bash_profile

You can specify arguments when you call a function. Within the function these arguments are available as positional parameters (page 1022). The following example shows the arg1 function entered from the keyboard:
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$ arg1 () { echo "$1" ; }
$ arg1 first_arg
first_arg

See the function switch () on page 332 for another example of a function.


Optional
The following function allows you to place variables in the environment (export them) using tcsh syntax. The env utility lists all environment variables and their values and verifies that setenv worked correctly:
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$ cat .bash_profile
...
# setenv - keep tcsh users happy
setenv() {
    if [ $# -eq 2 ]
        then
            eval $1=$2
            export $1
        else
            echo "Usage: setenv NAME VALUE" 1>&2
    fi
}
$ . ~/.bash_profile
$ setenv TCL_LIBRARY /usr/local/lib/tcl
$ env | grep TCL_LIBRARY
TCL_LIBRARY=/usr/local/lib/tcl
eval
The $# special parameter (page 1027) takes on the value of the number of command-line arguments. This function uses the eval builtin to force bash to scan the command $1=$2 twice. Because $1=$2 begins with a dollar sign ($), the shell treats the entire string as a single token—a command. With variable substitution performed, the command name becomes TCL_LIBRARY=/usr/local/lib/tcl, which results in an error. With eval, a second scanning splits the string into the three desired tokens, and the correct assignment occurs. See page 1051 for more information on eval.



Controlling bash: Features and Options

This section explains how to control bash features and options using command-line options and the set and shopt builtins. The shell sets flags to indicate which options are set (on) and expands $– to a list of flags that are set; see page 1030 for more information.

bash Command-Line Options

You can specify short and long command-line options. Short options consist of a hyphen followed by a letter; long options have two hyphens followed by multiple characters. Long options must appear before short options on a command line that calls bash. Table 9-12 lists some commonly used command-line options.
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Table 9-12 bash command-line options

Shell Features

You can control the behavior of the Bourne Again Shell by turning features on and off. Different methods turn different features on and off: The set builtin controls one group of features, and the shopt builtin controls another group. You can also control many features from the command line you use to call bash.


Tip: Features, options, variables, attributes?
To avoid confusing terminology, this book refers to the various shell behaviors that you can control as features. The bash info page refers to them as “options” and “values of variables controlling optional shell behavior.” In some places you might see them referred to as attributes.



[image: ] set ±o: Turns Shell Features On and Off

The set builtin, when used with the –o or +o option, enables, disables, and lists certain bash features. For example, the following command turns on the noclobber feature (page 156):

$ set -o noclobber

You can turn this feature off (the default) by giving this command:

$ set +o noclobber

The command set –o without an option lists each of the features controlled by set, followed by its state (on or off). The command set +o without an option lists the same features in a form you can use as input to the shell. Table 9-13 lists bash features. This table does not list the –i option because you cannot set it. The shell sets this option when it is invoked as an interactive shell. See page 1024 for a discussion of other uses of set.
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Table 9-13 bash features

shopt: Turns Shell Features On and Off

The shopt (shell option) builtin enables, disables, and lists certain bash features that control the behavior of the shell. For example, the following command causes bash to include filenames that begin with a period (.) when it expands ambiguous file references (the –s stands for set):

$ shopt -s dotglob

You can turn this feature off (the default) by giving the following command (the –u stands for unset):

$ shopt -u dotglob

The shell displays how a feature is set if you give the name of the feature as the only argument to shopt:

$ shopt dotglob
dotglob         off

Without any options or arguments, shopt lists the features it controls and their states. The command shopt –s without an argument lists the features controlled by shopt that are set or on. The command shopt –u lists the features that are unset or off. Table 9-13 lists bash features.


Tip: Setting set ±o features using shopt
You can use shopt to set/unset features that are otherwise controlled by set ±o. Use the regular shopt syntax using –s or –u and include the –o option. For example, the following command turns on the noclobber feature:
$ shopt -o -s noclobber



Processing the Command Line

Whether you are working interactively or running a shell script, bash needs to read a command line before it can start processing it—bash always reads at least one line before processing a command. Some bash builtins, such as if and case, as well as functions and quoted strings, span multiple lines. When bash recognizes a command that covers more than one line, it reads the entire command before processing it. In interactive sessions, bash prompts with the secondary prompt (PS2, > by default; page 362) as you type each line of a multiline command until it recognizes the end of the command:
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$ ps -ef |
> grep emacs
zach     26880 24579  1 14:42 pts/10   00:00:00 emacs notes
zach     26890 24579  0 14:42 pts/10   00:00:00 grep emacs


$ function hello () {
> echo hello there
> }
$

For more information refer to “Implicit Command-Line Continuation” on page 1063. After reading a command line, bash applies history expansion and alias substitution to the command line.

History Expansion

“Reexecuting and Editing Commands” on page 378 discusses the commands you can give to modify and reexecute command lines from the history list. History expansion is the process bash uses to turn a history command into an executable command line. For example, when you enter the command !!, history expansion changes that command line so it is the same as the previous one. History expansion is turned on by default for interactive shells; set +o histexpand turns it off. History expansion does not apply to noninteractive shells (shell scripts).
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Aliases (page 392) substitute a string for the first word of a simple command. By default, alias substitution is turned on for interactive shells and off for noninteractive shells; shopt –u expand_aliases turns it off.

Parsing and Scanning the Command Line

After processing history commands and aliases, bash does not execute the command immediately. One of the first things the shell does is to parse (isolate strings of characters in) the command line into tokens (words). After separating tokens and before executing the command, the shell scans the tokens and performs command-line expansion.

Command-Line Expansion

Both interactive and noninteractive shells transform the command line using command-line expansion before passing the command line to the program being called. You can use a shell without knowing much about command-line expansion, but you can use what a shell has to offer to a better advantage with an understanding of this topic. This section covers Bourne Again Shell command-line expansion.

The Bourne Again Shell scans each token for the various types of expansion and substitution in the following order. Most of these processes expand a word into a single word. Only brace expansion, word splitting, and pathname expansion can change the number of words in a command (except for the expansion of the variable "$@"—see page 1026).

1. Brace expansion (next page)

2. Tilde expansion (page 407)

3. Parameter and variable expansion (page 408)

4. Arithmetic expansion (page 408)

5. Command substitution (page 410)

6. Word splitting (page 411)

7. Pathname expansion (page 412)

8. Process substitution (page 413)

9. Quote removal (page 413)

Order of Expansion

The order in which bash carries out these steps affects the interpretation of commands. For example, if you set a variable to a value that looks like the instruction for output redirection and then enter a command that uses the variable’s value to perform redirection, you might expect bash to redirect the output.
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$ SENDIT="> /tmp/saveit"
$ echo xxx $SENDIT
xxx > /tmp/saveit
$ cat /tmp/saveit
cat: /tmp/saveit: No such file or directory

In fact, the shell does not redirect the output—it recognizes input and output redirection before it evaluates variables. When it executes the command line, the shell checks for redirection and, finding none, evaluates the SENDIT variable. After replacing the variable with > /tmp/saveit, bash passes the arguments to echo, which dutifully copies its arguments to standard output. No /tmp/saveit file is created.


Tip: Quotation marks can alter expansion
Double and single quotation marks cause the shell to behave differently when performing expansions. Double quotation marks permit parameter and variable expansion but suppress other types of expansion. Single quotation marks suppress all types of expansion.



Brace Expansion

Brace expansion, which originated in the C Shell, provides a convenient way to specify a series of strings or numbers. Although brace expansion is frequently used to specify filenames, the mechanism can be used to generate arbitrary strings; the shell does not attempt to match the brace notation with the names of existing files. Brace expansion is turned on in interactive and noninteractive shells by default; you can turn it off using set +o braceexpand. The shell also uses braces to isolate variable names (page 355).

The following example illustrates how brace expansion works. The ls command does not display any output because there are no files in the working directory. The echo builtin displays the strings the shell generates using brace expansion.
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$ ls
$ echo chap_{one,two,three}.txt
chap_one.txt chap_two.txt chap_three.txt

The shell expands the comma-separated strings inside the braces on the command line into a SPACE-separated list of strings. Each string from the list is prepended with the string chap_, called the preamble, and appended with the string .txt, called the postscript. Both the preamble and the postscript are optional. The left-to-right order of the strings within the braces is preserved in the expansion. For the shell to treat the left and right braces specially and for brace expansion to occur, at least one comma must be inside the braces and no unquoted whitespace can appear inside the braces. You can nest brace expansions.

Brace expansion can match filenames. This feature is useful when there is a long preamble or postscript. The following example copies four files—main.c, f1.c, f2.c, and tmp.c—located in the /usr/local/src/C directory to the working directory:
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$ cp /usr/local/src/C/{main,f1,f2,tmp}.c .

You can also use brace expansion to create directories with related names:
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$ ls -F
file1  file2  file3
$ mkdir vrs{A,B,C,D,E}
$ ls -F
file1  file2  file3  vrsA/  vrsB/  vrsC/  vrsD/  vrsE/

The –F option causes ls to display a slash (/) after a directory and an asterisk (*) after an executable file. If you tried to use an ambiguous file reference instead of braces to specify the directories, the result would be different (and not what you wanted):
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$ rmdir vrs*
$ mkdir vrs[A-E]
$ ls -F
file1  file2  file3  vrs[A-E]/

An ambiguous file reference matches the names of existing files. In the preceding example, because it found no filenames matching vrs[A–E], bash passed the ambiguous file reference to mkdir, which created a directory with that name. Brackets in ambiguous file references are discussed on page 168.

Sequence expression

Under newer versions of bash, brace expansion can include a sequence expression to generate a sequence of characters. It can generate a sequential series of numbers or letters using the following syntax:

{n1..n2[..incr]}

where n1 and n2 are numbers or single letters and incr is a number. This syntax works on bash version 4.0+; give the command echo $BASH_VERSION to see which version you are using. When you specify invalid arguments, bash copies the arguments to standard output. Following are some examples:

$ echo {4..8}
4 5 6 7 8
$ echo {8..16..2}
8 10 12 14 16
$ echo {a..m..3}
a d g j m
$ echo {a..m..b}
{a..m..b}
$ echo {2..m}
{2..m}

See page 1051 for a way to use variables to specify the values used by a sequence expression. Page 996 shows an example in which a sequence expression is used to specify step values in a for...in loop.
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Older versions of bash do not support sequence expressions. Although you can use the seq utility to perform a similar function, seq does not work with letters and displays an error when given invalid arguments. The seq utility uses the following syntax:

seq n1 [incr] n2

The –s option causes seq to use the specified character to separate its output. Following are some examples:
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$ seq 4 8
4
5
6
7
8


$ seq -s\  8 2 16
8 10 12 14 16


$ seq a d
seq: invalid floating point argument: a
Try 'seq --help' for more information.
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Chapter 6 introduced a shorthand notation to specify your home directory or the home directory of another user. This section provides a more detailed explanation of tilde expansion.

The tilde (~) is a special character when it appears at the start of a token on a command line. When it sees a tilde in this position, bash looks at the following string of characters—up to the first slash (/) or to the end of the word if there is no slash—as a possible username. If this possible username is null (that is, if the tilde appears as a word by itself or if it is immediately followed by a slash), the shell substitutes the value of the HOME variable for the tilde. The following example demonstrates this expansion, where the last command copies the file named letter from Max’s home directory to the working directory:

$ echo $HOME
/home/max
$ echo ~
/home/max
$ echo ~/letter
/home/max/letter
$ cp ~/letter .

If the string of characters following the tilde forms a valid username, the shell substitutes the path of the home directory associated with that username for the tilde and name. If the string is not null and not a valid username, the shell does not make any substitution:

$ echo ~zach
/home/zach
$ echo ~root
/root
$ echo ~xx
~xx

Tildes are also used in directory stack manipulation (page 349). In addition, ~+ is a synonym for PWD (the name of the working directory), and ~– is a synonym for OLDPWD (the name of the previous working directory).

Parameter and Variable Expansion

On a command line, a dollar sign ($) that is not followed by an open parenthesis introduces parameter or variable expansion. Parameters include both command-line, or positional, parameters (page 1022) and special parameters (page 1027). Variables include both user-created variables (page 353) and keyword variables (page 358). The bash man and info pages do not make this distinction.

The shell does not expand parameters and variables that are enclosed within single quotation marks and those in which the leading dollar sign is escaped (i.e., preceded with a backslash). The shell does expand parameters and variables enclosed within double quotation marks.

Arithmetic Expansion

The shell performs arithmetic expansion by evaluating an arithmetic expression and replacing it with the result. Under bash the syntax for arithmetic expansion is

$((expression))

The shell evaluates expression and replaces $((expression)) with the result. This syntax is similar to the syntax used for command substitution [$(...)] and performs a parallel function. You can use $((expression)) as an argument to a command or in place of any numeric value on a command line.

The rules for forming expression are the same as those found in the C programming language; all standard C arithmetic operators are available (see Table 27-8 on page 1059). Arithmetic in bash is done using integers. Unless you use variables of type integer (page 358) or actual integers, however, the shell must convert string-valued variables to integers for the purpose of the arithmetic evaluation.

You do not need to precede variable names within expression with a dollar sign ($). In the following example, after read (page 1041) assigns the user’s response to age, an arithmetic expression determines how many years are left until age 100:

Click here to view code image

$ cat age_check
#!/bin/bash
read -p "How old are you? " age
echo "Wow, in $((100-age)) years, you'll be 100!"
$ ./age_check
How old are you? 55
Wow, in 45 years, you'll be 100!

You do not need to enclose the expression within quotation marks because bash does not perform pathname expansion until later. This feature makes it easier for you to use an asterisk (*) for multiplication, as the following example shows:
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$ echo There are $((60*60*24*365)) seconds in a non-leap year.
There are 31536000 seconds in a non-leap year.

The next example uses wc, cut, arithmetic expansion, and command substitution (page 410) to estimate the number of pages required to print the contents of the file letter.txt. The output of the wc (word count) utility used with the –l option is the number of lines in the file, in columns (character positions) 1 through 4, followed by a SPACE and the name of the file (the first command following). The cut utility with the –c1–4 option extracts the first four columns.
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$ wc -l letter.txt
351 letter.txt
$ wc -l letter.txt | cut -c1-4
351

The dollar sign and single parenthesis instruct the shell to perform command substitution; the dollar sign and double parentheses indicate arithmetic expansion:
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$ echo $(( $(wc -l letter.txt | cut -c1-4)/66 + 1))
6

The preceding example sets up a pipeline that sends standard output from wc to standard input of cut. Because of command substitution, the output of both commands replaces the commands between the $( and the matching ) on the command line. Arithmetic expansion then divides this number by 66, the number of lines on a page. A 1 is added because integer division discards remainders.


Tip: Fewer dollar signs ($)
When you specify variables within $(( and )), the dollar signs that precede individual variable references are optional. This format also allows you to include whitespace around operators, making expressions easier to read.
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$ x=23 y=37
$ echo $(( 2 * $x + 3 * $y ))
157
$ echo $(( 2 * x + 3 * y ))
157



Another way to get the same result without using cut is to redirect the input to wc instead of having wc get its input from a file you name on the command line. When you redirect its input, wc does not display the name of the file:

$ wc -l < letter.txt
    351

It is common practice to assign the result of arithmetic expansion to a variable:
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$ numpages=$(( $(wc -l < letter.txt)/66 + 1))

let builtin

The let builtin evaluates arithmetic expressions just as the $(( )) syntax does. The following command is equivalent to the preceding one:
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$ let "numpages=$(wc -l < letter.txt)/66 + 1"

The double quotation marks keep the SPACEs (both those you can see and those that result from the command substitution) from separating the expression into separate arguments to let. The value of the last expression determines the exit status of let. If the value of the last expression is 0, the exit status of let is 1; otherwise, the exit status is 0.

You can supply let with multiple arguments on a single command line:

$ let a=5+3 b=7+2
$ echo $a $b
8 9

When you refer to variables when doing arithmetic expansion with let or $(( )), the shell does not require a variable name to begin with a dollar sign ($). Nevertheless, it is a good practice to do so for consistency, because in most places you must precede a variable name with a dollar sign.
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Command substitution replaces a command with the output of that command. The preferred syntax for command substitution under bash is

$(command)

Under bash you can also use the following, older syntax:

'command'

The shell executes command within a subshell and replaces command, along with the surrounding punctuation, with standard output of command. Standard error of command is not affected.

In the following example, the shell executes pwd and substitutes the output of the command for the command and surrounding punctuation. Then the shell passes the output of the command, which is now an argument, to echo, which displays it.

$ echo $(pwd)
/home/max

The next script assigns the output of the pwd builtin to the variable where and displays a message containing the value of this variable:
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$ cat where
where=$(pwd)
echo "You are using the $where directory."
$ ./where
You are using the /home/zach directory.

Although it illustrates how to assign the output of a command to a variable, this example is not realistic. You can more directly display the output of pwd without using a variable:
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$ cat where2
echo "You are using the $(pwd) directory."
$ ./where2
You are using the /home/zach directory.

The following command uses find to locate files with the name README in the directory tree rooted at the working directory. This list of files is standard output of find and becomes the list of arguments to ls.
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$ ls -l $(find . -name README -print)

The next command line shows the older ‘command’ syntax:
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$ ls -l ‘find . -name README -print‘

One advantage of the newer syntax is that it avoids the rather arcane rules for token handling, quotation mark handling, and escaped back ticks within the old syntax. Another advantage of the new syntax is that it can be nested, unlike the old syntax. For example, you can produce a long listing of all README files whose size exceeds the size of ./README using the following command:
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$ ls -l $(find . -name README -size +$(echo $(cat ./README | wc -c)c ) -print )

Try giving this command after giving a set –x command (page 994) to see how bash expands it. If there is no README file, the command displays the output of ls –l.

For additional scripts that use command substitution, see pages 991, 1010, and 1050.


Tip: $(( versus $(
The symbols $(( constitute a single token. They introduce an arithmetic expression, not a command substitution. Thus, if you want to use a parenthesized subshell (page 344) within $(), you must put a SPACE between the $( and the following (.



Word Splitting

The results of parameter and variable expansion, command substitution, and arithmetic expansion are candidates for word splitting. Using each character of IFS (page 363) as a possible delimiter, bash splits these candidates into words or tokens. If IFS is unset, bash uses its default value (SPACE-TAB-NEWLINE). If IFS is null, bash does not split words.
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Pathname expansion (page 165), also called filename generation or globbing, is the process of interpreting ambiguous file references and substituting the appropriate list of filenames. Unless noglob (page 402) is set, the shell performs this function when it encounters an ambiguous file reference—a token containing any of the unquoted characters *, ?, [, or ]. If bash cannot locate any files that match the specified pattern, the token with the ambiguous file reference remains unchanged. The shell does not delete the token or replace it with a null string but rather passes it to the program as is (except see nullglob on page 402).

In the first echo command in the following example, the shell expands the ambiguous file reference tmp* and passes three tokens (tmp1, tmp2, and tmp3) to echo. The echo builtin displays the three filenames it was passed by the shell. After rm removes the three tmp* files, the shell finds no filenames that match tmp* when it tries to expand it. It then passes the unexpanded string to the echo builtin, which displays the string it was passed.

$ ls
tmp1 tmp2 tmp3
$ echo tmp*
tmp1 tmp2 tmp3
$ rm tmp*
$ echo tmp*
tmp*

A period that either starts a pathname or follows a slash (/) in a pathname must be matched explicitly unless you have set dotglob (page 401). The option nocaseglob (page 402) causes ambiguous file references to match filenames without regard to case.
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Putting double quotation marks around an argument causes the shell to suppress pathname and all other kinds of expansion except parameter and variable expansion. Putting single quotation marks around an argument suppresses all types of expansion. The second echo command in the following example shows the variable $max between double quotation marks, which allow variable expansion. As a result the shell expands the variable to its value: sonar. This expansion does not occur in the third echo command, which uses single quotation marks. Because neither single nor double quotation marks allow pathname expansion, the last two commands display the unexpanded argument tmp*.

$ echo tmp* $max
tmp1 tmp2 tmp3 sonar
$ echo "tmp* $max"
tmp* sonar
$ echo 'tmp* $max'
tmp* $max

The shell distinguishes between the value of a variable and a reference to the variable and does not expand ambiguous file references if they occur in the value of a variable. As a consequence you can assign to a variable a value that includes special characters, such as an asterisk (*).

Levels of expansion

In the next example, the working directory has three files whose names begin with letter. When you assign the value letter* to the variable var, the shell does not expand the ambiguous file reference because it occurs in the value of a variable (in the assignment statement for the variable). No quotation marks surround the string letter*; context alone prevents the expansion. After the assignment the set builtin (with the help of grep) shows the value of var to be letter*.

$ ls letter*
letter1  letter2  letter3
$ var=letter*
$ set | grep var
var='letter*'
$ echo '$var'
$var
$ echo "$var"
letter*
$ echo $var
letter1 letter2 letter3

The three echo commands demonstrate three levels of expansion. When $var is quoted with single quotation marks, the shell performs no expansion and passes the character string $var to echo, which displays it. With double quotation marks, the shell performs variable expansion only and substitutes the value of the var variable for its name, preceded by a dollar sign. No pathname expansion is performed on this command because double quotation marks suppress it. In the final command, the shell, without the limitations of quotation marks, performs variable substitution and then pathname expansion before passing the arguments to echo.

Process Substitution

The Bourne Again Shell can replace filename arguments with processes. An argument with the syntax <(command) causes command to be executed and the output to be written to a named pipe (FIFO). The shell replaces that argument with the name of the pipe. If that argument is then used as the name of an input file during processing, the output of command is read. Similarly an argument with the syntax >(command) is replaced by the name of a pipe that command reads as standard input.

The following example uses sort (page 239) with the –m (merge, which works correctly only if the input files are already sorted) option to combine two word lists into a single list. Each word list is generated by a pipeline that extracts words matching a pattern from a file and sorts the words in that list.

Click here to view code image

$ sort -m -f <(grep "[^A-Z]..$" memo1 | sort) <(grep ".*aba.*" memo2 |sort)

Quote Removal

After bash finishes with the preceding list, it performs quote removal. This process removes from the command line single quotation marks, double quotation marks, and backslashes that are not a result of an expansion.

Chapter Summary

The shell is both a command interpreter and a programming language. As a command interpreter, it executes commands you enter in response to its prompt. As a programming language, it executes commands from files called shell scripts. When you start a shell, it typically runs one or more startup files.

Running a shell script

When the file holding a shell script is in the working directory, there are three basic ways to execute the shell script from the command line.

1. Type the simple filename of the file that holds the script.

2. Type an absolute or relative pathname, including the simple filename preceded by ./.

3. Type bash followed by the name of the file.

Technique 1 requires the working directory to be in the PATH variable. Techniques 1 and 2 require you to have execute and read permission for the file holding the script. Technique 3 requires you to have read permission for the file holding the script.

Job control

A job is another name for a process running a pipeline (which can be a simple command). You can bring a job running in the background into the foreground using the fg builtin. You can put a foreground job into the background using the bg builtin, provided you first suspend the job by pressing the suspend key (typically CONTROL-Z). Use the jobs builtin to display the list of jobs that are running in the background or are suspended.

Variables

The shell allows you to define variables. You can declare and initialize a variable by assigning a value to it; you can remove a variable declaration using unset. Shell variables are local to the process they are defined in. Environment variables are global and are placed in the environment using the export builtin so they are available to child processes. Variables you declare are called user-created variables. The shell defines keyword variables. Within a shell script you can work with the positional (command-line) parameters the script was called with.

Locale

Locale specifies the way locale-aware programs display certain kinds of data, such as times and dates, money and other numeric values, telephone numbers, and measurements. It can also specify collating sequence and printer paper size.

Process

Each process is the execution of a single command and has a unique identification (PID) number. When you give the shell a command, it forks a new (child) process to execute the command (unless the command is built into the shell). While the child process is running, the shell is in a state called sleep. By ending a command line with an ampersand (&), you can run a child process in the background and bypass the sleep state so the shell prompt returns immediately after you press RETURN. Each command in a shell script forks a separate process, each of which might in turn fork other processes. When a process terminates, it returns its exit status to its parent process. An exit status of zero signifies success; a nonzero value signifies failure.

History

The history mechanism maintains a list of recently issued command lines called events, which provides a way to reexecute previous commands quickly. There are several ways to work with the history list; one of the easiest is to use a command-line editor.

Command-line editors

When using an interactive Bourne Again Shell, you can edit a command line and commands from the history list, using either of the Bourne Again Shell’s command-line editors (vim or emacs). When you use the vim command-line editor, you start in Input mode, unlike with the stand-alone version of vim. You can switch between Command and Input modes. The emacs editor is modeless and distinguishes commands from editor input by recognizing control characters as commands.

Aliases

An alias is a name the shell translates into another name or command. Aliases allow you to define new commands by substituting a string for the first token of a simple command.

Functions

A shell function is a series of commands that, unlike a shell script, is parsed prior to being stored in memory. As a consequence shell functions run faster than shell scripts. Shell scripts are parsed at runtime and are stored on disk. A function can be defined on the command line or within a shell script. If you want the function definition to remain in effect across login sessions, you can define it in a startup file. Like functions in many programming languages, a shell function is called by giving its name followed by any arguments.

Shell features

There are several ways to customize the shell’s behavior. You can use options on the command line when you call bash. You can also use the bash set and shopt builtins to turn features on and off.

Command-line expansion

When it processes a command line, the Bourne Again Shell replaces some words with expanded text. Most types of command-line expansion are invoked by the appearance of a special character within a word (for example, the leading dollar sign that denotes a variable). Table 9-6 on page 366 lists these special characters. The expansions take place in a specific order. Following the history and alias expansions, the common expansions are parameter and variable expansion, command substitution, and pathname expansion. Surrounding a word with double quotation marks suppresses all types of expansion except parameter and variable expansion. Single quotation marks suppress all types of expansion, as does quoting (escaping) a special character by preceding it with a backslash.

Exercises

1. Explain the following unexpected result:

Click here to view code image

$ whereis date
date: /bin/date ...
$ echo $PATH
.:/usr/local/bin:/usr/bin:/bin
$ cat > date
echo "This is my own version of date."
$ ./date
Tue May 21 11:45:49 PDT 2013

2. What are two ways you can execute a shell script when you do not have execute permission for the file containing the script? Can you execute a shell script if you do not have read permission for the file containing the script?

3. What is the purpose of the PATH variable?

a. Set the PATH variable and place it in the environment so it causes the shell to search the following directories in order:

• /usr/local/bin

• /usr/bin

• /bin

• /usr/kerberos/bin

• The bin directory in your home directory

• The working directory

b. If there is an executable file named doit in /usr/bin and another file with the same name in your ~/bin directory, which one will be executed?

c. If your PATH variable is not set to search the working directory, how can you execute a program located there?

d. Which command can you use to add the directory /usr/games to the end of the list of directories in PATH?

4. Assume you have made the following assignment:

$ person=zach

Give the output of each of the following commands.

a. echo $person

b. echo '$person'

c. echo "$person"

5. The following shell script adds entries to a file named journal-file in your home directory. This script helps you keep track of phone conversations and meetings.

Click here to view code image

$ cat journal
# journal: add journal entries to the file
# $HOME/journal-file


file=$HOME/journal-file
date >> $file
echo -n "Enter name of person or group: "
read name
echo "$name" >> $file
echo >> $file
cat >> $file
echo "----------------------------------------------------" >>
$file
echo >> $file

a. What do you have to do to the script to be able to execute it?

b. Why does the script use the read builtin the first time it accepts input from the terminal and the cat utility the second time?

6. Assume the /home/zach/grants/biblios and /home/zach/biblios directories exist. Specify Zach’s working directory after he executes each sequence of commands. Explain what happens in each case.

a.

$ pwd
/home/zach/grants
$ CDPATH=$(pwd)
$ cd
$ cd biblios

b.

$ pwd
/home/zach/grants
$ CDPATH=$(pwd)
$ cd $HOME/biblios

7. Name two ways you can identify the PID number of the login shell.

8. Enter the following command:

$ sleep 30 | cat /etc/services

Is there any output from sleep? Where does cat get its input from? What has to happen before the shell will display a prompt?

Advanced Exercises

9. Write a sequence of commands or a script that demonstrates variable expansion occurs before pathname expansion.

10. Write a shell script that outputs the name of the shell executing it.

11. Explain the behavior of the following shell script:

$ cat quote_demo
twoliner="This is line 1.
This is line 2."
echo "$twoliner"
echo $twoliner

a. How many arguments does each echo command see in this script? Explain.

b. Redefine the IFS shell variable so the output of the second echo is the same as the first.

12. Add the exit status of the previous command to your prompt so it behaves similarly to the following:

$ [0] ls xxx
ls: xxx: No such file or directory
$ [1]

13. The dirname utility treats its argument as a pathname and writes to standard output the path prefix—that is, everything up to but not including the last component:

$ dirname a/b/c/d
a/b/c

If you give dirname a simple filename (no / characters) as an argument, dirname writes a . to standard output:

$ dirname simple
.

Implement dirname as a bash function. Make sure it behaves sensibly when given such arguments as /.

14. Implement the basename utility, which writes the last component of its pathname argument to standard output, as a bash function. For example, given the pathname a/b/c/d, basename writes d to standard output:

$ basename a/b/c/d
d

15. The Linux basename utility has an optional second argument. If you give the command basename path suffix, basename removes the suffix and the prefix from path:

Click here to view code image

$ basename src/shellfiles/prog.bash .bash
prog
$ basename src/shellfiles/prog.bash .c
prog.bash

Add this feature to the function you wrote for exercise 14.


10. System Administration: Core Concepts


In This Chapter
Running Commands with root Privileges
Using su to Gain root Privileges
Using sudo to Gain root Privileges
The systemd init Daemon
Setting and Changing Runlevels
Configuring Daemons (Services)
Single-User Mode
Rescue an Installed System
X Window System
Textual Administration Utilities
SELinux
Setting Up a Server
Setting Up a chroot Jail
DHCP: Configures Network Interfaces
nsswitch.conf: Which Service to Look at First



Objectives

After reading this chapter you should be able to:

[image: ] Explain the need for and the responsibility of a privileged user (root)

[image: ] Gain root privileges using su and sudo

[image: ] Describe the startup sequence using systemd

[image: ] Manage which services start at boot time

[image: ] List four characteristics of a well-maintained system

[image: ] Start and stop services on a running system

[image: ] Boot into single-user mode for system maintenance

[image: ] Shut down a running system

[image: ] Secure a system by applying updates, monitoring logs, and controlling access to files using SELinux, setuid permission, and PAM

[image: ] Use system administration tools to monitor and maintain the system

[image: ] List common steps for installing, configuring, and securing a server

[image: ] Configure a system using a static IP address or using DHCP

The job of a system administrator is to keep one or more systems in a useful and convenient state for users. On a Linux system, the administrator and user might both be you, with you and the computer being separated by only a few feet. Alternately, the system administrator might be halfway around the world, supporting a network of systems, with you being one of thousands of users. Or a system administrator can be one person who works part-time taking care of a system and perhaps is also a user of the system. In some cases several administrators might work together full-time to keep many systems running.

A well-maintained system:

• Runs quickly enough so users do not get frustrated waiting for the system to respond or complete a task

• Has enough storage to accommodate the reasonable needs of users

• Provides a working environment appropriate to each user’s abilities and requirements

• Is secure from malicious and accidental acts altering its performance or compromising the security of the data it holds and exchanges with other systems

• Is backed up regularly, with recently backed-up files readily available to users

• Has recent copies of the software that users need to get their jobs done

• Is easier to administer than a poorly maintained system

In addition, a system administrator should be available to help users with all types of system-related problems—from logging in to obtaining and installing software updates to tracking down and fixing obscure network issues.

Part III of this book breaks system administration into nine chapters.

• Chapter 9 covers bash (Bourne Again Shell) to a depth that you can use it interactively to administer a system and begin to understand complex administration shell scripts.

• Chapter 10 covers the core concepts of system administration, including working with root (Superuser) privileges, system operation, configuration tools and other useful utilities, general information about setting up and securing a server (including a section on DHCP), and PAM.

• Chapter 11 covers files, directories, and filesystems from an administrator’s point of view.

• Chapter 12 covers installing software on the system, including the use of yum, BitTorrent, and curl.

• Chapter 13 discusses how to set up local and remote printers that use the CUPS printing system.

• Chapter 14 explains how to rebuild the Linux kernel and work with GRUB, the Linux boot loader.

• Chapter 15 covers additional system administrator tasks and tools, including setting up users and groups, backing up files, scheduling tasks, printing system reports, and general problem solving.

• Chapter 16 goes into detail about how to set up a LAN, including setting up and configuring network hardware and configuring software.

• Chapter 17 describes how to set up virtual machines locally (gnome-boxes, KVM/QEMU, and VMware) and in the cloud (AWS).

Because Linux is readily configurable and runs on a wide variety of platforms, this chapter cannot discuss every system configuration or every action you might have to take as a system administrator. Instead, this chapter seeks to familiarize you with the concepts you need to understand and the tools you will use to maintain a Linux system. Where it is not possible to go into depth about a subject, the chapter provides references to other sources.

This chapter assumes you are familiar with the following terms:

block device (page 1239)

daemon (page 1245)

device (page 1246)

device filename (page 1247)

disk partition (page 1247)

environment (page 1249)

filesystem (page 1250)

fork (page 1250)

kernel (page 1257)

login shell (page 1259)

mount (page 1261)

process (page 1267)

root filesystem (page 1271)

runlevel (page 1271)

signal (page 1273)

spawn (page 1274)

system console (page 1276)

X server (page 1281)


Tip: If there is a problem, check the log files
If something on the system is not working as expected, check the log files in /var/log. This directory holds many files and subdirectories. If you cannot connect to a server, also check the log files on the server.




Tip: If something does not work, see if the problem is caused by SELinux
If a server or other system software does not work properly, especially if it displays a permissions-related error message, the problem might lie with SELinux. To see whether SELinux is the cause of the problem, put SELinux in permissive mode and run the software again. If the problem goes away, you need to modify the SELinux policy. Remember to turn SELinux back on. See the tip on page 473 and refer to “Setting the Targeted Policy using system-config-selinux” on page 475.




Tip: If you cannot access a remote system, check the firewall
If a server does not appear to work or you cannot access a remote system, make sure the firewall is not the problem. On a non-production system, use systemctl to turn the firewall off (page 900) and see if the problem goes away. Then turn the firewall back on and open only the necessary port using firewall-cmd (page 906).



[image: ] Running Commands with root Privileges

Some commands can damage the filesystem or crash the operating system. Other commands can invade users’ privacy or make the system less secure. To keep a Linux system up and running as well as secure, most systems are configured not to permit ordinary users to execute some commands and access certain files. Linux provides several ways for a trusted user to execute these commands and access these files. A user running with these privileges is sometimes referred to as an administrator, privileged user, or Superuser.


Security: Administrator
During installation (page 68) and whenever you add or modify a user (pages 112 and 598), you have the opportunity to specify that user as an administrator. Two characteristics give an administrator special privileges. First, an administrator is a member of the wheel group (page 429) and as such can use sudo to authenticate using her password; she does not need to know the root password. Second, polkit (www.freedesktop.org/wiki/Software/polkit) is set up so that an administrator can do some kinds of administrative work on the desktop (e.g., updating software and adding a printer) without needing to enter a password.



[image: ] The Special Powers of a Privileged User

root privileges

A user running with root privileges has the following powers—and more.

• Some commands, such as those that add new users, partition hard drives, and change system configuration, can be executed only by a user working with root privileges. Such a user can configure tools, such as sudo, to give specific users permission to perform tasks that are normally reserved for a user running with root privileges.

• Read, write, and execute file access and directory access permissions do not affect a user with root privileges. A user with root privileges can read from, write to, and execute all files, as well as examine and work in all directories.

Exceptions to these privileges exist. For example, SELinux mandatory access can be configured to limit root access to a file. Also, a user working with root privileges cannot make sense of an encrypted file without possessing the key.

• Some restrictions and safeguards that are built into some commands do not apply to a user with root privileges. For example, a user with root privileges can change any user’s password without knowing the old password.


Security: Console security
Linux is not secure from a person who has physical access to the computer. Additional security measures, such as setting boot loader and BIOS passwords, can help secure the computer. However, if someone has physical access to the hardware, as system console users typically do, it is very difficult to secure a system from that user.



# prompt

When you are running with root privileges in a command-line environment, by convention the shell displays a special prompt to remind you of your status. By default, this prompt is (or ends with) a hashmark (#).


Caution: Least privilege
When you are working on any computer system, but especially when you are working as the system administrator (working with root privileges), perform any task while using the least privilege possible. When you can perform a task logged in as an ordinary user, do so. When you must run a command with root privileges, do as much as you can as an ordinary user, log in or use su or sudo so you have root privileges, complete the part of the task that has to be done with root privileges, and revert to being an ordinary user as soon as you can. Because you are more likely to make a mistake when you are rushing, this concept becomes even more important when you have less time to apply it.



[image: ] Gaining root Privileges

Classically a user gained root privileges by logging in as the user named root or by giving an su (substitute user) command and providing the root password. More recently the use of sudo has taken over this classic technique of gaining root privileges. With sudo, the user logs in as herself, gives an sudo command, and provides her own password (not the root password) to gain root privileges. “Advantages of sudo” on page 428 discusses some of the advantages of sudo.

Graphical environment

When an ordinary user executes a privileged command in a graphical environment, the system prompts for the root password or the user’s password, depending on how the system is set up.

Some distributions lock the root account by not assigning a root password. On these systems, you cannot gain root privileges using a technique that requires you to supply the root password unless you unlock the root account as explained on page 438. Fedora/RHEL assigns a root password when the system is installed, so you can use these techniques from the start.


Tip: There is a root account, but no root password
As installed, some systems (not Fedora/RHEL) lock the root account by not providing a root password. This setup prevents anyone from logging in to the root account (except when you bring the system up in single-user mode [page 450]). There is, however, a root account (a user with the username root—look at the first line in /etc/passwd). This account/user owns files (give the command ls –l /usr/bin) and runs processes (give the command ps –ef and look at the left column of the output). The root account is critical to the functioning of a Linux system.
When properly set up, the sudo utility enables you to run a command as though it had been run by a user logged in as root. This book uses the phrase working (or run) with root privileges to emphasize that, although you might not be logged in as root, when you use su or sudo you have the powers of the root user.



The following list describes some of the ways you can gain or grant root privileges. Some of these techniques depend on you supplying the password for the root account. Again, if the root account is locked, you cannot use these techniques unless you unlock the root account (set up a root password), as explained on page 438. Other techniques depend on the sudoers file being set up to allow you to gain root privileges (page 433). If this file is not set up in this manner, you cannot use these techniques.

• When you bring the system up in single-user/rescue mode (page 450), you log in as the user named root.

• You can give an su (substitute user) command while you are logged in as yourself. When you then provide the root password, you will be running with root privileges. See page 425.

• The sudo utility allows specified users to run selected commands with root privileges while they are logged in as themselves. You can set up sudo to allow certain users to perform specific tasks that require root privileges without granting these users systemwide root privileges. See page 428.

• Once the system is up and running in multiuser mode (page 452), you can log in as root. When you then supply the root password, you will be running with root privileges.

• Some programs ask for a password (either your password or the root password, depending on the command and the configuration of the system) when they start or when you ask them to perform certain tasks. When you provide a password, the program runs with root privileges. You stop running as a privileged user when you quit using the program. This setup keeps you from remaining logged in with root privileges when you do not need or intend to be.

[image: ] Setuid file

• Any user can create a setuid (set user ID) file. Setuid programs run on behalf of the owner of the file and have all the access privileges the owner has. While you are working with root privileges, you can change the permissions of a file owned by root to setuid. When an ordinary user executes a file that is owned by root and has setuid permissions, the program has effective root privileges. In other words, the program can do anything a program running with root privileges can do that the program normally does. The user’s privileges do not change. When the program finishes running, all user privileges are as they were before the program started. Setuid programs owned by root are both extremely powerful and extremely dangerous to system security, which is why a system contains very few of them. Examples of setuid programs that are owned by root include passwd, at, and crontab. For more information refer to “Setuid and Setgid Permissions” on page 196 and “Real UID Versus Effective UID” (next).

Logging in

The /etc/securetty file controls which terminals (ttys) a user can log in on as root.

Using the /etc/security/access.conf file, PAM controls the who, when, and how of logging in. Initially this file contains only comments. See page 476, the comments in the file, and the access.conf man page for details.


Security: root-owned setuid programs are extremely dangerous
Because root-owned setuid programs allow someone who does not know the root password and cannot use sudo to gain root privileges, they are tempting targets for a malicious user. Also, programming errors that make normal programs crash can become root exploits in setuid programs. A system should have as few of these programs as possible. You can disable setuid programs at the filesystem level by mounting a filesystem with the nosuid option (page 522). You can also use SELinux (page 472) to disable setuid programs. See page 458 for a find command that lists all setuid files on the local system. Future releases of Fedora/RHEL will remove most setuid files; see fedoraproject.org/wiki/Features/RemoveSETUID.




Security: Do not allow root access over the Internet
Prohibiting a user from logging in as root over a network is the default policy of Fedora/RHEL. The /etc/securetty file must contain the names of all devices you want a user to be able to log in on as root.
You can, however, log in as root over a network using ssh (page 685). As shipped by Fedora/RHEL, PAM configuration for ssh does not call the modules that use the securetty or access.conf configuration files. Also, in /etc/ssh/sshd_config, Fedora/RHEL sets PermitRootLogin to yes (it is set by default) to permit root to log in using ssh (page 705). For a more secure system, change PermitRootLogin to no.



[image: ] Real UID Versus Effective UID

UID and username

A UID (user ID) is the number the system associates with a username. UID 0 is typically associated with the username root. To speed things up, the kernel keeps track of a user by UID, not username. Most utilities display the associated username in place of a UID.

The kernel associates two UIDs with each process: a real UID and an effective UID. The third column of the /etc/passwd file (or NIS/LDAP) specifies your real UID. When you log in, your real UID is associated with the process running the login shell. Because you have done nothing to change it, the effective UID associated with the process running the login shell is the same as the real UID associated with that process.

process privilege

The kernel determines which privileges a process has based on that process’ effective UID. For example, when a process asks to open a file or execute a program, the kernel looks at the effective UID of the process to determine whether it is allowed to do so. When a user runs a setuid program (page 196), the program runs with the UID of the owner of the program, not the user running the program.

terminology: root privileges

When this book uses the phrase run with root privileges or gain root privileges, it means run with an effective UID of 0 (root).

[image: ] Using su to Gain root Privileges

When you install Fedora/RHEL, you assign a password to the root account. Thus you can use su to gain root privileges without any further setup.

The su (substitute user) utility can spawn a shell or execute a program with the identity and privileges (effective UID) of a specified user, including root:

• Follow su on the command line with the name of a user; if you are working with root privileges or if you know the user’s password, the newly spawned shell will take on the identity (effective UID) of that user.

• When you give an su command without an argument, su defaults to spawning a shell with root privileges (you have to supply the root password). That shell runs with an effective UID of 0 (root).

Spawning a root Shell

When you give an su command to work with root privileges, su spawns a new shell, which displays the # prompt. That shell runs with an effective UID of 0 (root). You can return to your normal status (and your former shell and prompt) by terminating this shell: Press CONTROL-D or give an exit command.

[image: ] who, whoami

The who utility, when called with the arguments am i, displays the real UID (translated to a username) of the process that called it. The whoami utility displays the effective UID (translated to a username) of the process that called it. As the following example shows, the su utility (the same is true for sudo) changes the effective UID of the process it spawns but leaves the real UID unchanged.

Click here to view code image

$ who am i
sam      pts/2        2013-06-12 13:43 (192.168.206.1)
$ whoami
sam
$ su
Password:
# who am i
sam      pts/2        2013-06-12 13:43 (192.168.206.1)
# whoami
root

[image: ] id

Giving an su command without any arguments changes your effective user and group IDs but makes minimal changes to the environment. For example, PATH has the same value as it did before you gave the su command. The id utility displays the effective UID and GID of the process that called it as well as the groups the process is associated with. In the following example, the information that starts with context pertains to SELinux:

Click here to view code image

$ pwd
/home/sam
$ echo $PATH
/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/sam/.local/bin:/home/sam/bin
$ id
uid=1000(sam) gid=1400(pubs) groups=1400(pubs),10(wheel) context=unconfined_u: ...
$ su
Password:
# pwd
/home/sam
# echo $PATH
/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/sam/.local/bin:/home/sam/bin
# id
uid=0(root) gid=0(root) groups=0(root) context=unconfined_u: ...
# exit
exit
$

When you give the command su – (you can use –l or ––login in place of the hyphen), su provides a root login shell: It is as though you logged in as root. Not only do the shell’s effective user and group IDs match those of root, but the environment is the same as when you log in as root. The login shell executes the appropriate startup files (page 329) before displaying a prompt, and the working directory is set to what it would be if you had logged in as root (/root). PATH is also set as though you had logged in as root. However, as who shows, the real UID of the new process is not changed from that of the parent process.

Click here to view code image

$ su -
Password:
# pwd
/root
# echo $PATH
/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/bin
# who am i
sam      pts/2        2013-06-12 13:43 (192.168.206.1)

Executing a Single Command

You can use su with the –c option to run a command with root privileges, returning to the original shell when the command finishes executing. In the following example, Sam tries to display the /etc/shadow file while working as himself, a nonprivileged user. The cat utility displays an error message. When he uses su to run cat to display the file, su prompts him for a password, he responds with the root password, and the command succeeds. The quotation marks are necessary because su –c takes the command it is to execute as a single argument.

Click here to view code image

$ cat /etc/shadow
cat: /etc/shadow: Permission denied


$ su -c 'cat /etc/shadow'
Password:
root:$6$il96HvSfmvep.m2F$2RI1LZ ... fYc3wYZFQ/:15861:0:99999:7:::
bin:*:15839:0:99999:7:::
daemon:*:15839:0:99999:7:::
adm:*:15839:0:99999:7:::
...

The next example first shows that Sam is not permitted to kill (page 465) a process. With the use of su –c and the root password, however, Sam is working with root privileges and is permitted to kill the process.

Click here to view code image

$ kill -15 4982
-bash: kill: (4982) - Operation not permitted
$ su -c "kill -15 4982"
Password:
$

The final example combines the – and –c options to show how to run a single command with root privileges in the root environment:

$ su -c pwd
Password:
/home/sam
$ su - -c pwd
Password:
/root


Security: Root privileges, PATH, and security
The fewer directories you keep in PATH when you are working with root privileges, the less likely you will be to execute an untrusted program while working with root privileges. If possible, keep only the default directories, along with /usr/bin and /usr/sbin, in root’s PATH. Never include the working directory in PATH (as . or : : anywhere in PATH, or : as the last element of PATH). For more information refer to “PATH: Where the Shell Looks for Programs” on page 359.



[image: ] Using sudo to Gain root Privileges

If sudo (www.sudo.ws) is not set up so you can use it, and a root password exists and you know what it is, see “Administrator and the wheel group” on the next page for instructions on setting up sudo so you can use it to gain root privileges.

Advantages of sudo

Using sudo rather than the root account for system administration offers many advantages.

• When you run sudo, it requests your password—not the root password—so you have to remember only one password.

• The sudo utility logs all commands it executes. This log can be useful for retracing your steps for system auditing and if you make a mistake.

• The sudo utility logs the username of a user who issues an sudo command. On systems with more than one administrator, this log tells you which users have issued sudo commands. Without sudo, you would not know which user issued a command while working with root privileges.

• The sudo utility allows implementation of a finer-grained security policy than does the use of su and the root account. Using sudo, you can enable specific users to execute specific commands—something you cannot do with the classic root account setup.

• Using sudo makes it harder for a malicious user to gain access to a system. When there is an unlocked root account, a malicious user knows the username of the account she wants to crack before she starts. When the root account is locked, the user has to determine the username and the password to break into a system.

• Managing root passwords over many systems is challenging. Remembering each system’s password is difficult without writing them down (and storing them in a safe), and then retrieving a password is time-consuming. Keeping track of which users know which root passwords is impossible. Using sudo, even for full root-shell access, makes the tasks of gaining root privileges on a large number of systems and tracking who can gain root privileges on each system much easier.

Security of sudo

Some users question whether sudo is less secure than su. Because both rely on passwords, they share the same strengths and weaknesses. If the password is compromised, the system is compromised. However, if the password of a user who is allowed by sudo to do one task is compromised, the entire system might not be at risk. Thus, if used properly, the finer granularity of sudo’s permissions structure can make it a more secure tool than su. Also, when sudo is used to invoke a single command, it is less likely that a user will be tempted to keep working with root privileges than if the user opens a root shell using su.

Using sudo might not always be the best, most secure way to set up a system. On a system used by a single user, there is not much difference between using sudo and carefully using su and a root password. In contrast, on a system with several users, and especially on a network of systems with central administration, sudo can be set up to be more secure than su.

Using sudo

Administrator and the wheel group

When you add or modify a user, you can specify that the user is an administrator by making the user a member of the wheel group. When you specify an account type of Administrator in the Users window (Figure 4-17, page 112), the user becomes a member of the wheel group. Based on the following line in the /etc/sudoers file, members of the wheel group can use sudo to gain root privileges:
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%wheel  ALL=(ALL)       ALL

To make a user a member of the wheel group, working with root privileges, run usermod with the –a and –G wheel options to add the user to the wheel group. Substitute a username for sam in the following example.
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# usermod -a -G wheel sam
# grep wheel /etc/group
wheel:x:10:root,sam

The grep command shows Sam as a member of the wheel group. See /etc/group on page 506 for more information on groups.

Timestamp

By default, sudo asks for your password (not the root password) the first time you run it. At that time, sudo sets your timestamp. After you supply a password, sudo will not prompt you again for a password for five minutes (by default), based on your timestamp.

Executing a Single Command

In the following example, Sam tries to set the system clock while working as himself, a nonprivileged user. The date utility displays an error message followed by the expanded version of the date Sam entered. When he uses sudo to run date to set the system clock, sudo prompts him for his password, and the command succeeds.
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$ date 12121500
date: cannot set date: Operation not permitted
Thu Dec 12 15:00:00 PST 2013


$ sudo date 12121500
[sudo] password for sam:
Thu Dec 12 15:00:00 PST 2013

Next Sam uses sudo to unmount a filesystem. Because he gives this command within five minutes of the previous sudo command, he does not need to supply a password:

$ sudo umount /music
$

Now Sam uses the –l option to check which commands sudo will allow him to run. Because the sudoers file is set up as explained in “Administrator and the wheel group,” on the previous page, he is allowed to run any command as any user.

Click here to view code image

$ sudo -l
...
User sam may run the following commands on this host:
     (ALL) ALL


Tip: Granting root privileges to edit a file
With the –e option, or when called as sudoedit, sudo edits with root privileges the file named by its argument. By default sudo uses the vi editor; see page 432 for instructions on how to specify a different editor.
Any user who can run commands with root privileges can use the –e option. To give other users permission to edit any file using root privileges, specify in the sudoers file that that user can execute the command sudoedit. For more information refer to “User Privilege Specifications” on page 433.
Calling an editor in this manner runs the editor in the user’s environment, maintaining the concept of least privilege. The sudo utility first copies the file to be edited to a temporary file that is owned by the user. If the file does not exist, sudo creates a new file that is owned by the user. Once the user has finished editing the file, sudo copies it back in place of the original file (maintaining the original permissions).



Spawning a root Shell

When you have several commands you need to run with root privileges, it might be easier to spawn a root shell, give the commands without having to type sudo in front of each one, and exit from the shell. This technique defeats some of the safeguards built into sudo, so use it carefully and remember to return to a nonroot shell as soon as possible. See the caution on least privilege on page 423. Use the sudo –i option (page 432) to spawn a root shell:
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$ pwd
/home/sam
$ sudo -i
# id
uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys) ...
# pwd
/root
# exit
logout
$

In this example, sudo spawns a root shell, which displays a # prompt to remind Sam that he is running with root privileges. The id utility displays the effective UID of the user running the shell. The exit command (you can also use CONTROL-D) terminates the root shell, returning Sam to his normal status and his former shell and prompt.

sudo’s environment

The pwd builtin in the preceding example shows one aspect of the modified environment created by the –i option. This option spawns a root login shell (a shell with the same environment as a user logging in as root would have) and executes root’s startup files (page 329). Before issuing the sudo –i command, the pwd builtin shows /home/sam as Sam’s working directory; after the command, it shows /root, root’s home directory, as the working directory. Use the –s option (page 432) to spawn a root shell without modifying the environment. When you call sudo without an option, it runs the command you specify in an unmodified environment. To demonstrate this feature, the following example calls sudo without an option to run pwd. The working directory of a command run in this manner does not change.

$ pwd
/home/sam
$ sudo pwd
/home/sam

Redirecting output

The following command fails because although the shell that sudo spawns executes ls with root privileges, the nonprivileged shell that the user is running redirects the output. The user’s shell does not have permission to write to /root.

Click here to view code image

$ sudo ls > /root/ls.sam
-bash: /root/ls.sam: Permission denied

There are several ways around this problem. The easiest is to pass the whole command line to a shell running under sudo:

Click here to view code image

$ sudo bash -c "ls > /root/ls.sam"

The bash –c option spawns a shell that executes the string following the option and then terminates. The sudo utility runs the spawned shell with root privileges. You must quote the string to prevent the nonprivileged shell from interpreting special characters. You can also spawn a root shell using sudo –i, execute the command, and exit from the privileged shell. (See the preceding section.)


Optional
Another way to deal with the issue of redirecting output of a command run by sudo is to use tee (page 162):
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$ ls | sudo tee /root/ls.sam
...
This command line sends standard output of ls through sudo to tee, which copies its standard input to the file named by its argument and to standard output. If you do not want to display the output, you can have the nonprivileged shell redirect the output to /dev/null (page 503). The next example uses this technique to do away with the displayed output and uses the –a option to tee to append to the file instead of overwriting it:
Click here to view code image
$ ls | sudo tee -a /root/ls.sam > /dev/null



Options

You can use command-line options to control how sudo runs a command. Following is the syntax of an sudo command line:

sudo [options] [command]

where options is one or more options and command is the command you want to execute. Without the –u option, sudo runs command with root privileges. Some of the more common options follow; see the sudo man page for a complete list.

–b

(background) Runs command in the background.

–e

(edit) With this option, command is a filename and not a command. This option causes sudo to edit the file named command with root privileges using the editor named by the SUDO_EDITOR, VISUAL, or EDITOR environment variable. Default is the vi editor. Alternately, you can use the sudoedit utility without any options. Using this technique, the editor does not run with root privileges. See the tip on page 430.

–i

(initial login environment) Spawns the shell that is specified for root (or another user specified by –u) in /etc/passwd, running root’s (or the other user’s) startup files, with some exceptions (e.g., TERM is not changed). See “Spawning a root Shell” on page 426 for an example.

–k

(kill) Resets the timestamp (page 429) of the user running the command, which means the user must enter her password the next time she runs sudo.

–l

(list commands) Lists the commands the user who is running sudo is allowed to run on the local system. Does not take a command.

–s

(shell) Spawns a new root (or another user specified by –u) shell as specified in the /etc/passwd file. Similar to –i but does not change the environment. Does not take a command.

–u user

Runs command with the privileges of user. Without this option, sudo runs command with root privileges.

[image: ] sudoers: Configuring sudo

As installed, sudo is not as secure and robust as it can be if you configure it carefully. The sudo configuration file is /etc/sudoers. You can edit this file to give specific users the ability to run only certain commands with root privileges as opposed to any commands. You can also limit these users to running commands only with certain options or arguments. Or you can set up sudo so a specific user cannot use a specific option or argument when running a command with root privileges.

The best way to edit sudoers is to use visudo by giving the command: su -c visudo or sudo visudo. The visudo utility locks, edits, and checks the grammar of the sudoers file. By default, visudo calls the vi editor. You can set the VISUAL or EDITOR environment variable to cause visudo to call a different editor. The following command causes visudo to use the nano editor (page 270):
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$ export EDITOR=$(which nano)

Replace nano with the textual editor of your choice. Put this command in a startup file (page 329) to set this variable each time you log in.


Caution: Always use visudo to edit the sudoers file
A syntax error in the sudoers file can prevent you from using sudo to gain root privileges. If you edit this file directly (without using visudo), you will not know that you introduced a syntax error until you find that you cannot use sudo. The visudo utility checks the syntax of sudoers before it allows you to exit. If it finds an error, it gives you the choice of fixing the error, exiting without saving the changes to the file, or saving the changes and exiting. The last choice is usually a poor one, so visudo marks it with (DANGER!).



In the sudoers file, comments, which start with a hashmark (#), can appear anywhere on a line. In addition to comments, this file holds three types of entries: user privilege specifications, aliases, and defaults. Each of these entries occupies a line. You can continue a line by terminating it with a backslash (\).

User Privilege Specifications

The format of a line that specifies user privileges is as follows (the whitespace around the equal sign is optional). In each case,

user_list host_list = [(runas_list)] command_list

• The user_list specifies the user(s) this specification line applies to. This list can contain usernames, groups (prefixed with %), and user aliases (next section). You can use the builtin alias ALL to cause the line to apply to all users.

• The host_list specifies the host(s) this specification line applies to. This list can contain one or more hostnames, IP addresses, or host aliases (next section). You can use the builtin alias ALL to cause the line to apply to all systems that refer to this sudoers file.

• The runas_list specifies the user(s) the commands in the command_list can be run as when sudo is called with the –u option (page 432). This list can contain usernames, groups (prefixed with %), and runas aliases (next section). It must be enclosed within parentheses. Without runas_list, sudo assumes root. You can use the builtin alias ALL to cause the line to apply to all usernames and groups.

• The command_list specifies the utilities this specification line applies to. This comma-separated list can contain names of utilities, names of directories holding utilities, and command aliases (next section). All names must be absolute pathnames; directory names must end with a slash (/). Precede a command with an exclamation point (!) to exclude that command. You can use the builtin alias ALL to cause the line to apply to all commands.

Including the string sudoedit in the command_list gives users in the user_list permission to edit files using root privileges. See the tip on page 430 for more information.

If you follow a command in the command_list with two adjacent double quotation marks (""), the user will not be able to specify any command-line arguments, including options to that command. Alternately, you can specify arguments, including wildcards, to limit the arguments a user is allowed to specify with that command.

Examples

The following user privilege specification allows Sam to use sudo to mount and unmount filesystems (run mount and umount with root privileges) on all systems (as specified by ALL) that refer to the sudoers file containing this specification:
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sam     ALL=(root) /bin/mount, /bin/umount

The (root) runas_list is optional. If you omit it, sudo allows the user to run the commands in the command_list with root privileges. In the following example, Sam takes advantage of these permissions. He cannot run umount directly; instead, he must call sudo to run it.
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$ whoami
sam
$ umount /music
umount: only root can unmount /dev/sdb7 from /music
$ sudo umount /music
[sudo] password for sam:
$

If you replace the line in sudoers described above with the following line, Sam is not allowed to unmount /p03, although he can still unmount any other filesystem and can mount any filesystem:
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sam     ALL=(root) /bin/mount, /bin/umount, !/bin/umount /p03

The result of the preceding line in sudoers is shown next. The sudo utility does not prompt for a password because Sam has entered his password within the last five minutes.

Click here to view code image

$ sudo umount /p03
Sorry, user sam is not allowed to execute '/bin/umount /p03' as root on localhost.

The following line limits Sam to mounting and unmounting filesystems mounted on /p01, /p02, /p03, and /p04:
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sam     ALL= /bin/mount /p0[1-4], /bin/umount /p0[1-4]

The following commands show the result:
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$ sudo umount /music
Sorry, user sam is not allowed to execute '/bin/umount /music' as root on localhost.
$ sudo umount /p03
$

Administrator: using the wheel group

As explained under “Administrator and the wheel group” on page 429, the following lines in sudoers allow users who are members of the wheel group (administrators) to use sudo to gain root privileges:
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## Allows people in group wheel to run all commands
%wheel  ALL=(ALL)       ALL

This user privilege specification applies to all systems (as indicated by the ALL to the left of the equal sign). As the comment indicates, this line allows members of the wheel group (specified by preceding the name of the group with a percent sign: %wheel) to run any command (the rightmost ALL) as any user (the ALL within parentheses). When you call it without the –u option, the sudo utility runs the command you specify with root privileges, which is what sudo is used for most of the time.

If you modified the preceding line in sudoers as follows, it would allow members of the wheel group to run any command as any user with one exception: They would not be allowed to run passwd to change the root password (although they could gain root privileges and edit it manually).
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%wheel ALL=(ALL) ALL, !/usr/bin/passwd root


Optional
In the %wheel ALL=(ALL) ALL line in /etc/sudoers, if you replaced (ALL) with (root) or if you omitted (ALL), you would still be able to run any command with root privileges. You would not, however, be able to use the –u option to run a command as another user. Typically, when you can have root privileges, this limitation is not an issue. Working as a user other than root allows you to use the least privilege possible to accomplish a task, which is a good idea.
For example, if you are in the wheel group, the default entry in the sudoers file allows you to give the following command to create and edit a file in Sam’s home directory. Because you are working as Sam, he will own the file and be able to read from and write to it.
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$ sudo -u sam vi ~sam/reminder
$ ls -l ~sam/reminder
-rw-r--r--. 1 sam pubs 15 03-09 15:29 /home/sam/reminder



Aliases

An alias enables you to rename and/or group users, hosts, or commands. Following is the format of an alias definition:

alias_type alias_name = alias_list

where alias_type is the type of alias (User_Alias, Runas_Alias, Host_Alias, Cmnd_Alias), alias_name is the name of the alias (by convention all uppercase), and alias_list is a comma-separated list of one or more elements that make up the alias. Preceding an element of an alias with an exclamation point (!) negates it.

User_Alias

The alias_list for a user alias is the same as the user_list for a user privilege specification (previous section). The following lines from a sudoers file define three user aliases: OFFICE, ADMIN, and ADMIN2. The alias_list that defines the first alias includes the usernames zach, sam, and sls; the second includes two usernames and members of the admin group; and the third includes all members of the admin group except Sam.
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User_Alias      OFFICE = zach, sam, sls
User_Alias      ADMIN = max, zach, %admin
User_Alias      ADMIN2 = %admin, !sam

Runas_Alias

The alias_list for a runas alias is the same as the runas_list for a user privilege specification (previous section). The following SM runas alias includes the usernames sam and sls:
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Runas_Alias     SM = sam, sls

Host_Alias

Host aliases are meaningful only when the sudoers file is referenced by sudo running on more than one system. The alias_list for a host alias is the same as the host_list for a user privilege specification (previous section). The following line defines the LCL alias to include the systems named guava and plum:
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Host_Alias      LCL = guava, plum

If you want to use fully qualified hostnames (hosta.example.com instead of just hosta) in this list, you must set the fqdn flag (next section). However, doing so might slow the performance of sudo.

Cmnd_Alias

The alias_list for a command alias is the same as the command_list for a user privilege specification (previous section). The following command alias includes three files and by including a directory (denoted by its trailing /), incorporates all the files in that directory:
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Cmnd_Alias      BASIC = /bin/cat, /usr/bin/vi, /bin/df, /usr/local/safe/

Defaults (Options)

You can change configuration options from their default values by using the Defaults keyword. Most values in this list are flags that are implicitly Boolean (can either be on or off) or strings. You turn on a flag by naming it on a Defaults line, and you turn it off by preceding it with a !. The following line in the sudoers file turns off the lecture and fqdn flags and turns on tty_tickets:

Click here to view code image

Defaults        !lecture,tty_tickets,!fqdn

This section lists some common flags; see the sudoers man page for a complete list.

env_reset

Causes sudo to reset the environment variables to contain the LOGNAME, SHELL, USER, USERNAME, MAIL, and SUDO_* variables only. Default is on. See the sudoers man page for more information.

fqdn

(fully qualified domain name) Performs DNS lookups on FQDNs (page 1250) in the sudoers file. When this flag is set, you can use FQDNs in the sudoers file, but doing so might negatively affect sudo’s performance, especially if DNS is not working. When this flag is set, you must use the local host’s official DNS name, not an alias. If hostname returns an FQDN, you do not need to set this flag. Default is on.

insults

Displays mild, humorous insults when a user enters a wrong password. Default is off. See also passwd_tries.

lecture=freq

Controls when sudo displays a reminder message before the password prompt. Possible values of freq are never, once, and always. Specifying !lecture is the same as specifying a freq of never. Default is once.

mail_always

Sends email to the mailto user each time a user runs sudo. Default is off.

mail_badpass

Sends email to the mailto user when a user enters an incorrect password while running sudo. Default is off.

mail_no_host

Sends email to the mailto user when a user whose username is in the sudoers file but who does not have permission to run commands on the local host runs sudo. Default is off.

mail_no_perms

Sends email to the mailto user when a user whose username is in the sudoers file but who does not have permission to run the requested command runs sudo. Default is off.

mail_no_user

Sends email to the mailto user when a user whose username is not in the sudoers file runs sudo. Default is on.

mailsub=subj

(mail subject) Changes the default email subject for warning and error messages from the default *** SECURITY information for %h *** to subj. The sudo utility expands %h within subj to the local system’s hostname. Place subj between quotation marks if it contains shell special characters.

mailto=eadd

Sends sudo warning and error messages to eadd (an email address; default is root). Place eadd between quotation marks if it contains shell special characters.

passwd_timeout=mins

The mins is the number of minutes before a sudo password prompt times out. A value of 0 (zero) indicates the password does not time out. Default is 5.

passwd_tries=num

The num is the number of times the user can enter an incorrect password in response to the sudo password prompt before sudo quits. Default is 3. See also insults and lecture.

rootpw

Causes sudo to accept only the root password in response to its prompt. Because sudo issues the same prompt whether it is asking for your password or the root password, turning this flag on might confuse users. Default is off, causing sudo to accept the password of the user running sudo.

shell_noargs

Causes sudo, when called without any arguments, to spawn a root shell without changing the environment. Default is off. This option causes the same behavior as the sudo –s option.

timestamp_timeout=mins

The mins is the number of minutes that the sudo timestamp (page 429) is valid. Set mins to –1 to cause the timestamp to be valid forever; set to 0 (zero) to cause sudo to always prompt for a password. Default is 5.

tty_tickets

Causes sudo to authenticate users on a per-tty basis, not a per-user basis. Default is on.

umask=val

The val is the umask (page 469) that sudo uses to run the command that the user specifies. Set val to 0777 to preserve the user’s umask value. Default is 0022.

Locking the root Account (Removing the root Password)

If you decide you want to lock the root account, give the command su –c 'passwd –l root'. This command renders the encrypted password in /etc/shadow invalid by prepending two exclamation points (!!) to it. You can unlock the account again by removing the exclamation points or by giving the command shown in the following example.

Unlocking the root account

If you decide you want to unlock the root account after locking it, give the following command. This command assumes you can use sudo to gain root privileges and unlocks the root account by assigning a password to it:
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$ sudo passwd root
[sudo] password for sam:
Changing password for user root.
New password:
Retype new password:
passwd: all authentication tokens updated successfully.
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The init daemon is the system and service manager for Linux. As explained on page 374, it is the first true process Linux starts when it boots and, as such, has a PID of 1 and is the ancestor of all processes. The init daemon has been around since the early days of UNIX, and many people have worked to improve it. The first Linux init daemon was based on the UNIX System V init daemon and is referred to as SysVinit (System V init daemon).

Because SysVinit does not deal well with modern hardware, including hotplug (page 516) devices, USB hard and flash drives, and network-mounted filesystems, Fedora 15 replaced it with the systemd init daemon, which is described in this section. Several other replacements for SysVinit are also available. Ubuntu uses Upstart (upstart.ubuntu.com), Solaris uses SMF (Service Management Facility), and MacOS uses launchd.

The name systemd comprises system, which systemd manages, followed by d. Under UNIX/Linux, daemon names frequently end in d: systemd is the system daemon. At boot time, systemd renames itself init, so you will not see a process named systemd. However, init is simply a link to systemd:
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$ ls -l /sbin/init
lrwxrwxrwx. 1 root root 22 05-28 12:17 /sbin/init -> ../lib/systemd/systemd

The name is also a play on words with System D, a reference to the French débrouillard (to untangle) or démerder. System D is a manner of responding to challenges that requires fast thinking, adapting, and improvising.

The systemd init daemon is a drop-in replacement for SysVinit; most of the administration tools that worked with SysVinit and Upstart work with systemd. Although systemd is relatively new, most of the user interfaces pertinent to administrators will remain stable (www.freedesktop.org/wiki/Software/systemd/InterfaceStabilityPromise).

More Information

Local

Use apropos to list man pages that pertain to systemd (apropos systemd). Some of the most interesting of these are systemd, systemctl, systemd.unit, and systemd.special.

Web

systemd home page: www.freedesktop.org/wiki/Software/systemd

Fedora systemd home page: fedoraproject.org/wiki/Systemd

SysVinit to systemd conversion notes: fedoraproject.org/wiki/SysVinit_to_Systemd_Cheatsheet

Blog about systemd by its creator, Lennart Poettering: 0pointer.de/blog/projects/systemd.html

systemd compatibility with SysV: www.freedesktop.org/wiki/Software/systemd/Incompatibilities

systemd stability promise: www.freedesktop.org/wiki/Software/systemd/InterfaceStabilityPromise

cgroups (control groups): www.kernel.org/doc/Documentation/cgroups/cgroups.txt

Service Units and Target Units

The systemd init daemon is based on the concept of units, each of which has a name and type. Typically information about a unit is stored in a file that has the same name as the unit (e.g., dbus.service). The types of units are service, socket, device, mount, automount, target, snapshot, timer, swap, and path. This section discusses service and target units, which are critical to controlling daemons and runlevel under systemd.

Service unit

A service unit refers to a daemon (service) that systemd controls, including those controlled natively by systemd and those controlled by systemd via SysVinit init scripts. The systemd init daemon controls almost all services natively.

Target unit

A target unit groups other units. Of concern in this section are targets that control the system runlevel. By default, Fedora activates graphical.target, which brings the system to a runlevel that equates to what was formerly called runlevel 5 (multiuser graphical mode). Activating multi-user.target brings the system to what was formerly called runlevel 3 (multiuser textual mode). Table 10-1 on page 449 lists all predefined target units (runlevels).
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Table 10-1 Runlevels (target units)

Terminology: server, service, daemon

A daemon, such as atd or cupsd, provides a service that runs on a server. The daemon itself is also sometimes referred to as a server. These three terms can be used interchangeably.

Runlevels

The systemd init daemon does not support runlevels the way SysVinit did. It supports target units, which parallel runlevels but are different. To ease the transition, this book continues to use the term runlevel to refer to target units. One difference between SysVinit runlevels and systemd target units is that the former can be changed only when the system changes runlevels whereas the latter can be activated by any of a large group of triggers. Another difference is that a systemd-based system can activate more than one target unit at a time, allowing the system to be in more than one “runlevel” at a time. For example, graphical.target pulls in multi-user.target so they are both active at the same time.


Tip: systemd runlevels differ from SysVinit runlevels
For consistency and clarity during the transition from SysVinit to systemd, this book refers to systemd target units as runlevels. Target units are not true runlevels, but they perform a function similar to the function performed by SysVinit runlevels.
A systemd-based system can activate more than one target unit at a time, allowing the system to be in more than one “runlevel” at a time. A system running SysVinit can be in only one runlevel at a time.



Wants and Requires

Under systemd, the terms wants and requires specify units that are to be activated when the unit that wants or requires the other unit is activated. A unit that requires another unit will not start if the other unit is not available. Wants is similar to requires, except a unit that wants another unit will not fail if the wanted unit is not available.

Displaying Properties

The following systemctl show command displays the Requires properties of the graphical.target unit. It shows that graphical.target requires multi-user.target:
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$ systemctl show --property "Requires" graphical.target
Requires=multi-user.target

This relationship causes systemd not to start graphical.target if multi-user.target is not available. It means graphical.target requires units that multi-user.target requires and wants units that multi-user.target wants. Because of this relationship, multi-user.target (runlevel) is active at the same time graphical.target (runlevel) is active.

You can also use the systemctl show command to display the Wants properties of a target:
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$ systemctl show --property "Wants" multi-user.target
Wants=vmtoolsd.service abrt-xorg.service rpcbind.service ...
lines 1-1/1 (END) q

The list is long. Although systemctl passes the output through a pager, it runs off the right edge of the screen. When the command displays (END), press q to return to the shell prompt. Sending the output through the fmt text formatter with a line-length specification of 10 displays the list one service per line:
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$ systemctl show --property "Wants" multi-user.target | fmt -10
Wants=vmtoolsd.service
abrt-xorg.service
rpcbind.service
remote-fs.target
sm-client.service
sssd.service
...

To see whether a target wants a specific service, send the output of the previous command through grep:
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$ systemctl show --property "Wants" multi-user.target | fmt -10 | grep atd
Wants=atd.service

The output shows that multi-user.target wants the atd.service service. Because graphical.target requires multi-user.target and multi-user.target wants atd.service, systemd will start atd.service when the system enters the runlevel defined by graphical.target.

/etc/systemd/system Hierarchy: Controls Services and the Persistent Runlevel

The services wanted by a runlevel target appear in directories named *.wants under the /etc/systemd/system directory:
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$ ls -ld /etc/systemd/system/*.wants
...
drwxr-xr-x. 2 root root 4096 06-04 19:29 /etc/systemd/system/graphical.target.wants
drwxr-xr-x. 2 root root 4096 06-05 19:44 /etc/systemd/system/multi-user.target.wants
...

The following command lists the runlevel targets that want atd.service:
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$ ls /etc/systemd/system/*.wants/atd.service
/etc/systemd/system/multi-user.target.wants/atd.service

As explained in the previous section, you can also display this information using the systemctl show command.

The directory hierarchy with its root at /etc/systemd/system controls the persistent runlevel of the system. That is, this directory hierarchy specifies which daemons will be started when the system boots or otherwise changes runlevel or when the daemon is activated for another reason.

All service unit files are kept in the /lib/systemd/system directory. All plain files in the /etc/systemd/system hierarchy are links to files in the /usr/lib/systemd/system or/lib/systemd/system hierarchy. For example, atd.service shown in the preceding example is a link to the appropriate service unit file in /usr/lib/systemd/system:
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$ ls -l /etc/systemd/system/multi-user.target.wants/atd.service
lrwxrwxrwx. 1 root root 35 07-02 12:56 /etc/systemd/system/multi-user.target.wants/atd.service -> /usr/lib/systemd/system/atd.service

The service unit file provides systemd with information it needs to start the service and specifies the system runlevel target that wants the service:
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$ cat /lib/systemd/system/atd.service
[Unit]
Description=Job spooling tools
After=syslog.target systemd-user-sessions.service


[Service]
EnvironmentFile=/etc/sysconfig/atd
ExecStart=/usr/sbin/atd -f $OPTS


[Install]
WantedBy=multi-user.target

When you instruct systemd to start a service when the system boots (make the service persistent), it places a link to the service file in the directory specified by WantedBy in the service file. Continuing with the example, systemd places a link to atd.service in the multi-user.target.wants directory as shown previously. When you instruct systemd to not start a service when the system boots, it removes the link. “Setting the Persistent State of a Daemon” on page 445 explains how to use systemctl to make these changes.

The persistent (default) runlevel is also controlled by a link:
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$ ls -l /etc/systemd/system/default.target
lrwxrwxrwx. 1 root root 36 06-04 19:34 /etc/systemd/system/default.target ->
/lib/systemd/system/graphical.target

See “Setting the Persistent Runlevel” on page 444 for more information.

Custom Service Files

As explained in the previous section, files in the /etc/systemd/system directory hierarchy are symbolic links to files in the /lib/systemd/system directory hierarchy. The systemd init daemon treats files in the /etc/systemd/system directory hierarchy and files in the /lib/systemd/system directory hierarchy the same way, with files in /etc/systemd/system overriding files with the same name in /lib/systemd/system. An important difference between these directory hierarchies is that /lib/systemd/system is managed by yum/RPM while /etc/systemd/system is managed by the system administrator.

Put custom service files in the /etc/systemd/system hierarchy. If you want to modify a service file, copy it from the /lib/systemd/system hierarchy to the /etc/systemd/system hierarchy and edit the copy. The custom file in the /etc/systemd/system hierarchy will not be overwritten by yum/RPM and will take precedence over a file with the same name in the /lib/systemd/system hierarchy.

Determining Whether systemd Runs a Daemon Natively

To ease migration from SysVinit to systemd and to provide compatibility with software intended for other distributions, systemd can control daemons via SysVinit scripts (page 448). You can use the systemctl status command to determine whether systemd is controlling a daemon natively or via a SysVinit script. Following, systemctl displays the status of cups and network:
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$ systemctl status cups.service
cups.service - CUPS Printing Service
   Loaded: loaded (/usr/lib/systemd/system/cups.service; enabled)
   Active: active (running) since Wed 2013-06-05 17:29:38 PDT; 2h 30min ago


$ systemctl status network.service
network.service - LSB: Bring up/down networking
   Loaded: loaded (/etc/rc.d/init.d/network)
   Active: inactive (dead)

The systemctl utility does not require a period and unit type (.service in the preceding example) following a unit name (cups and network in the preceding example). The lines that start with Loaded name the file controlling each daemon (service). The cups daemon is controlled by /usr/lib/systemd/system/cups.service. The location of the file (the /usr/lib/systemd hierarchy) and its filename extension (.service) indicate systemd is running the daemon natively. The network daemon is controlled by /etc/rc.d/init.d/network. The location of the file (the init.d directory) and the lack of a filename extension indicate systemd is running the daemon via a SysVinit script. See fedoraproject.org/wiki/User:Johannbg/QA/Systemd/compatability for a list of services that have been ported to systemd (and are run natively by systemd).

[image: ] service

Although it is deprecated, you can use service to display information similar to that displayed by systemctl status. However, service does not accept a period and unit type.
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$ service cups status
Redirecting to /bin/systemctl status  cups.service
cups.service - CUPS Printing Service
   Loaded: loaded (/usr/lib/systemd/system/cups.service; enabled)
   Active: active (running) since Wed 2013-06-05 17:29:38 PDT; 2h 30min ago
...


$ service network status
Configured devices:
lo Wired_connection_1 ens33
Currently active devices:
lo ens33

Setting and Changing Runlevels

The runlevel specifies which daemons are running and which interfaces are available on a system. See “Runlevels” on page 440 and Table 10-1 on page 449 for more information. This section describes how to set the persistent (default) runlevel (the runlevel the system boots to) and how to change the current runlevel.

[image: ] Setting the Persistent Runlevel

Under systemd no true runlevels exist; see “Runlevels” on page 449. For example, the default runlevel under Fedora is graphical.target and has an alternative name of runlevel5.target. Under SysVinit this runlevel is referred to as runlevel 5 (multiuser graphical mode). The /etc/systemd/system/default.target file is a link to the file that specifies the target the system will boot to by default:
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$ ls -l /etc/systemd/system/default.target
lrwxrwxrwx. 1 root root 36 06-04 19:34 /etc/systemd/system/default.target ->
/lib/systemd/system/graphical.target

The following command shows runlevel5.target is a link to graphical.target:
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$ ls -l /lib/systemd/system/runlevel5.target
lrwxrwxrwx. 1 root root 16 06-04 20:02 /lib/systemd/system/runlevel5.target ->
graphical.target

The multi-user.target file (and the link to it, runlevel3.target) causes the system to boot to the multiuser runlevel (multiuser textual mode; SysVinit runlevel 3). The following command replaces the link shown in the previous example and will cause the system to enter multiuser textual mode each time it is booted. This command does not change the current runlevel. (Newer versions of systemd use the command systemctl set-default target, where target is replaced with the new runlevel target, in place of the following ln command.)
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# ln -sf /lib/systemd/system/multi-user.target /etc/systemd/system/default.target

The ln –s (symbolic) option creates a symbolic link, and the –f (force) option overwrites any existing file.

The systemctl list-units command with the ––type=target option lists all active target units. Before rebooting the system, this command shows that both graphical.target and multi-user.target are active.
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$ systemctl list-units --type=target | egrep 'multi-user|graphical'
graphical.target    loaded active active Graphical Interface
multi-user.target   loaded active active Multi-User System

After giving the ln command and rebooting the system, graphical.target is no longer active but multi-user.target is:

Click here to view code image

$ systemctl list-units --type=target | egrep 'multi-user|graphical'
multi-user.target   loaded active active Multi-User System

See page 452 for instructions on how to boot to a specific runlevel using target units.
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The systemctl isolate command changes the current runlevel of the system. The following command changes the runlevel to multiuser graphical mode (graphical.target). When the system is rebooted, it will return to the default runlevel as specified by the link at /etc/systemd/system/default.target.
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# systemctl isolate graphical.target

After a moment systemctl shows that, again, both graphical.target and multi-user.target are active:
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$ systemctl list-units --type=target | egrep 'multi-user|graphical'
graphical.target    loaded active active Graphical Interface
multi-user.target   loaded active active Multi-User System

The preceding examples were run from an ssh login. If you give these commands from a terminal emulator running on the console, the system will log you out each time it changes runlevels.

[image: ] Configuring Daemons (Services)

Two states are important when you consider a daemon: its current state and its persistent state (the state it will be in after the system is booted). Possible states are running and stopped. When you install a package that includes a daemon, the daemon is stopped and is not set up to start when the system is booted.

chkconfig and service

The systemctl utility controls the current and persistent states of daemons that run natively under systemd. The service and chkconfig utilities originally controlled daemons that run under SysVinit and were upgraded to control daemons that run under Upstart. Now these utilities have been retrofitted to control daemons that run under systemd, which they do by calling systemctl. You can still use service to control the current state of a daemon and chkconfig to control the persistent state of a daemon.

The next sections describe the systemctl commands that control daemons.

Setting the Persistent State of a Daemon

The systemctl disable command causes a daemon not to start when the system is booted. This command has no effect on the current state of the daemon. You do not need to specify the .service part of the service name.
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# systemctl disable atd.service
rm '/etc/systemd/system/multi-user.target.wants/atd.service'

The preceding command removes the link that causes systemd to start atd when the system enters multi-user runlevel and, by inheritance, graphical runlevel. See “/etc/systemd/system Hierarchy: Controls Services and the Persistent Runlevel” on page 441 for a discussion of these links.

The following commands each verify that the atd daemon will not start when the system boots. The first command shows no links in the *.wants directories for atd.service. The second uses the systemctl is-enabled command, which returns disabled.
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$ ls /etc/systemd/system/*.wants/atd.service
ls: cannot access /etc/systemd/system/*.wants/atd.service: No such file or directory


$ systemctl is-enabled atd.service
disabled

The systemctl enable command causes a daemon to start when the system is booted. This command has no effect on the current state of the daemon. The following command creates the link that causes systemd to start atd when the system enters multiuser textual mode and, by inheritance, multiuser graphical mode.
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# systemctl enable atd.service
ln -s '/usr/lib/systemd/system/atd.service' '/etc/systemd/system/multi-user.target.wants/atd.service'

As in the preceding example, the next two commands check whether the daemon will start when the system is booted.
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$ ls /etc/systemd/system/*.wants/atd.service
/etc/systemd/system/multi-user.target.wants/atd.service


$ systemctl is-enabled atd.service
enabled

Changing the Current State of a Daemon

The systemctl stop command immediately stops a daemon from running. This command has no effect on whether the daemon starts when the system is booted. The following command works on the atd daemon, which is run natively by systemd. It will also work on a daemon systemd controls via a SysVinit script. You do not need to specify the .service part of the service name.

Click here to view code image

# systemctl stop atd.service

The preceding command stops the atd daemon and displays no output. The following commands each verify that the atd daemon is not running.
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$ systemctl status atd.service
atd.service - Job spooling tools
   Loaded: loaded (/usr/lib/systemd/system/atd.service; enabled)
   Active: inactive (dead) since Wed 2013-07-24 18:03:18 PDT; 53s ago
 Main PID: 404 (code=exited, status=0/SUCCESS)
   CGroup: name=systemd:/system/atd.service


Jul 24 18:03:18 guava.example.com systemd[1]: Stopping Job spooling tools...
Jul 24 18:03:18 guava.example.com systemd[1]: Stopped Job spooling tools.


$ systemctl is-active atd.service
inactive

The systemctl status command shows an Active status of inactive (dead). The systemctl is-active command displays a status of inactive. You can also use ps –ef | grep atd to determine whether the daemon is running.

The systemctl start command immediately starts a daemon running. This command has no effect on whether the daemon starts when the system is booted.
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# systemctl start atd.service

The next two commands each show the daemon is running.
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$ systemctl status atd.service
atd.service - Job spooling tools
   Loaded: loaded (/usr/lib/systemd/system/atd.service; enabled)
   Active: active (running) since Wed 2013-07-24 18:06:55 PDT; 41s ago
 Main PID: 2010 (atd)
   CGroup: name=systemd:/system/atd.service
           |+2010 /usr/sbin/atd -f


Jul 24 18:06:55 guava.example.com systemd[1]: Started Job spooling tools.


$ systemctl is-active atd.service
active

[image: ] system-config-services: Configures Services

The system-config-services utility (system-config-services package) displays the Service Configuration window (Figure 10-1). Open this window by giving the command system-config-services from an Enter a Command window (ALT-F2) or a terminal emulator. This utility uses a GUI to provide the functionality of the systemctl start and stop commands (see “Changing the Current State of a Daemon” on page 446) as well as the enable and disable commands (see “Setting the Persistent State of a Daemon” on page 445). It turns system services on and off immediately, and it controls which services are started when the system boots.
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Figure 10-1 The Service Configuration window

The left side of the Service Configuration window displays a scrollable list of services (daemons). Scroll to and highlight the service you want to work with; the right side of the window displays a description of the service. Click the buttons on the toolbar to start (triangle), stop (square), enable (plugged in plug), or disable (unplugged plug) the highlighted service. The Start and Stop buttons turn the service on or off immediately; the Enable and Disable buttons specify whether the service will run the next time the system boots.


Optional
[image: ] SysVinit (rc) Scripts: Start and Stop System Services
rc scripts
The SysVinit daemon is driven by init (initialization) scripts. These scripts, also called rc (run command) scripts, are shell scripts located in the /etc/rc.d/init.d directory. A symbolic link at /etc/init.d points to /etc/rc.d/init.d. The scripts are run via symbolic links in the /etc/rc.d/rcn.d directories, where n is the runlevel the system is entering.

Tip: Most of the files in the /etc/rc.d/rcn.d and /etc/rc.d/init.d directories are gone
Under systemd, Linux uses targets with the names of runlevels to aid migration and provide compatibility with software for other distributions (see Table 10-1). Most of the files in the /etc/rc.d/rcn.d and /etc/rc.d/init.d directories have gone away; they have been replaced by systemd service files.


The /etc/rc.d/rcn.d directories contain scripts whose names begin with K and scripts whose names begin with S. When entering a new runlevel, each K (kill) script is executed with an argument of stop, and then each S (start) script is executed with an argument of start. Each of the K files is run in numerical order. The S files are run in similar fashion. This arrangement allows the person who sets up these files to control which services are stopped and which are started, and in what order, whenever the system enters a given runlevel. Using scripts with start and stop arguments promotes flexibility because it allows one script to both start and kill a process, depending on which argument it is called with.
You can use systemctl (page 445) or system-config-services (previous page) to run SysVinit scripts.



System Operation

This section covers the basics of how the system functions and can help you make intelligent decisions as a system administrator. It is a guide to bringing a system up and keeping it running day to day.

Runlevels

As described on page 440, systemd has done away with traditional runlevels although vestiges remain. Table 10-1 lists the runlevels (target units) as they exist under systemd.

Default (persistent) runlevel

By default, systems boot to multiuser graphical mode (graphical.target). See “Setting the Persistent Runlevel” on page 444 for instructions on how to change this default.

runlevel

The runlevel utility (runlevel man page) displays the previous and current runlevels. This utility is a transitional tool; it provides compatibility with SysVinit. In the following example, the N indicates the system does not know which was the previous runlevel, and the 5 indicates the system is in multiuser graphical mode.

$ runlevel
N 5

who

The who utility with the –r option also displays the current runlevel:
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$ who -r
          run-level 5  2013-07-21 14:41
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The telinit utility (telinit man page) allows a user working with root privileges to bring the system down, reboot the system, or change between runlevels. The telinit utility is a transitional tool; it provides compatibility with SysVinit and calls systemctl. The format of a telinit command is

telinit runlevel

where runlevel is one of the runlevels described in Table 10-1.
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Booting a system is the process of reading the Linux kernel (page 1258) into system memory and starting it running. Refer to “GRUB: The Linux Boot Loader” on page 590 for more information on the initial steps of bringing a system up.


Tip: List the kernel boot messages
To save a list of kernel boot messages, run dmesg immediately after booting the system and logging in:
$ dmesg > dmesg.boot
This command saves the kernel messages in a file named dmesg.boot. This list can be educational; it can also be useful when you are having a problem with the boot process. For more information see page 595.
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As the last step of the boot procedure, Linux starts the systemd init daemon (page 438) as PID number 1. This daemon is the first genuine process to run after booting and is the parent of all system processes.

Reinstalling the MBR

If the MBR (master boot record) is overwritten, the system will not boot; you might need to regenerate and rewrite the MBR as explained on page 456.

Single-User Mode

When the system is in single-user mode, only the system console is enabled. You can run programs from the console in single-user mode just as you would from any terminal in multiuser mode with two differences: You cannot run graphical programs (because you are working in textual mode) and few of the system daemons are running.

With the system in single-user/rescue mode, you can perform system maintenance that requires filesystems to be unmounted or that requires just a quiet system—no one except you using it, so no user programs interfere with disk maintenance and backup programs. The classical UNIX term for this state is quiescent. You can often boot to single-user mode when the system will not boot normally, allowing you to change or replace configuration files, check and repair partitions using fsck (page 525), rewrite boot information (page 456), and more.
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This section explains how to bring a system up to single-user/rescue mode by booting from the hard disk and giving GRUB the appropriate instructions.

Displaying the GRUB menu

The first step in bringing a system up in single-user mode from the hard disk is to display the GRUB menu (Figure 10-2). Boot the system normally (turn on the power or reboot the system). The GRUB menu will be hidden or displayed. Either way, if you hold down the SPACE bar as the system is booting, GRUB displays its menu and stops booting the system. As the system is initially configured, you must press a key as the system starts to boot or, after a few seconds, it will boot normally.
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Figure 10-2 The GRUB menu

Selecting single-user/rescue mode

Unless you have modified the GRUB setup (page 591), the GRUB menu starts with a few lines similar to the following:
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Fedora (3.9.9-301.fc19.x86_64) 19 (Schrödinger's Cat)
Fedora, with Linux 3.9.5-301.fc19.x86_64
Fedora, with Linux 0-rescue-40b9b79ed60f47c5b31224f23b76e2e0

Typically the first line is highlighted.


Tip: Single-user/rescue mode versus rescuing an installed system
When you bring a system up in single-user/rescue mode, it boots from the hard disk and displays a bash prompt. This section explains how to bring a system up in single-user/rescue mode.
When you bring a system up to rescue an installed system, you boot from an Install or Network Image and select Rescue installed system from the Troubleshooting menu as explained on page 456.



Editing the GRUB menu

With the GRUB menu displayed, follow these instructions to bring the system up in single-user/rescue mode:

1. Highlight the kernel you want to boot—GRUB highlights the default kernel when it displays its menu.

2. Press e to edit to the GRUB boot command line for the highlighted kernel.

3. Use the DOWN ARROW key to move the cursor as far down as it will go and then use the UP ARROW key to move it up two lines. The cursor will be at the beginning of the kernel line (the line that begins with eight SPACEs followed by the word linux). This line is long and wraps several times.

4. Use the RIGHT ARROW key to move the cursor until it is just past the first argument following linux; it will be just before the word root=. Enter SPACE single SPACE and press CONTROL-X to boot the system using the modified kernel line. After a few moments, the system displays
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Give root password for maintenance
(or type Control-D to continue):

5. Enter the root password; Linux displays a shell root prompt (#).

Booting to a target unit

The system is running in rescue.target (single-user) mode and you are logged in as root. In place of single in step number 4 on the previous page, you can specify one of the target units from Table 10-1 on page 449 (e.g., systemd.unit=rescue.target also boots the system to rescue mode).

[image: ] Going to Graphical Multiuser Mode

Graphical multiuser mode (the old runlevel 5) is the default state for a system. In this mode all appropriate filesystems are mounted, and users can log in from all connected terminals, dial-up lines, and network connections. All support services and daemons are enabled and running. When the system is in multiuser mode, it displays a graphical login screen on the console.

If you booted to single-user mode to fix something, give a reboot command, which reboots the system starting with the BIOS. If the system entered single-user mode automatically to allow you to repair the filesystem, give an exit command that causes the system to continue booting: systemd brings the system to the default runlevel—usually multiuser graphical mode. Alternately, you can give the following command while working with root privileges to bring the system to multiuser graphical mode, even if that is not the default mode:
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# systemctl isolate graphical.target

Logging In

Textual login: init, agetty, and login

With a textual login, the system uses systemd, agetty, and login to allow a user to log in; login uses PAM modules (page 476) to authenticate a user. When you enter your username, agetty establishes the characteristics of the terminal. It then overlays itself with a login process and passes to the login process whatever you entered in response to the login: prompt. One authentication technique uses PAM: The login process consults the /etc/passwd file to see whether any username there matches the username you entered. Next, PAM examines the /etc/shadow file to see whether a password is associated with the username. If it is, login prompts you for a password; if not, it continues without requiring a password. When your username requires a password, login verifies the password you enter by checking the /etc/shadow file again. If either your username or your password is not correct, login displays Login incorrect, pauses, and prompts you to log in again.

By default, all passwords in the /etc/shadow file are hashed using the 512-bit SHA2 (page 1272) hash function. When you log in, the login process hashes the password you type at the prompt and compares it to the hashed password in /etc/shadow. If the two passwords match, you are authenticated. See page 136 for more information on selecting a secure password.

With NIS or LDAP, login compares the username and password with the information in the appropriate naming service instead of (or in addition to) the passwd and shadow files. If the system is configured to use both methods (/etc/passwd and NIS/LDAP), it checks the /etc/nsswitch.conf file (page 495) to see in which order it should consult them.
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By default, with a graphical login the systemd daemon spawns gdm (GNOME display manager) on the first free virtual terminal, providing features similar to those offered by agetty and login. The gdm utility starts an X server and presents a login window. The gdm display manager then uses PAM to authenticate the user and runs the scripts in the /etc/gdm/PreSession directory. These scripts launch the user’s session.

PAM

PAM (page 476)—the Pluggable Authentication Module facility—gives you greater control over user logins than the /etc/passwd and /etc/shadow files do. Using PAM, you can specify multiple levels of authentication, mutually exclusive authentication methods, or parallel methods, each of which is by itself sufficient to grant access to the system. For example, you can have different authentication methods for console logins and for ssh logins. Similarly, you can require modem users to authenticate themselves using two or more methods (such as a smartcard or badge reader and a password). PAM modules also provide security technology vendors with a convenient way to interface their hardware or software products with a system.

Initializing the session

When both the username and the password are correct, login or the scripts in PreSession consult the appropriate services to initialize the user and group IDs, establish the user’s home directory, and determine which shell or desktop manager the user works with.

The login utility and PreSession scripts assign values to variables and look in the /etc/group file (page 506) to identify the groups the user belongs to. When login has finished its work, it overlays itself with the login shell, which inherits the variables set by login. In a graphical environment, the PreSession scripts start the desktop manager.

During a textual login, the login shell assigns values to additional shell variables and executes the commands in the system startup files /etc/profile and /etc/bashrc. Some systems have other system startup files as well. Although the actions performed by these scripts are system dependent, they typically display the contents of the /etc/motd (message of the day) and /etc/issue files, let you know if you have email, and set umask (page 469), the file-creation mask.

Along with executing the system startup commands, the shell executes the commands from the personal startup files in the user’s home directory. These scripts are described on page 329. Because the shell executes personal startup files after the system startup files, a sophisticated user can override any variables or conventions that were established by the system. A new user, by contrast, can remain uninvolved in these matters.

Logging Out

With a shell prompt displayed in a textual environment, you can either execute a program or exit from the shell. If you exit from the shell, the process running the shell dies, and the parent process wakes up. When the shell is a child of another shell, the parent shell wakes up and displays a prompt. Exiting from a login shell causes the operating system to send systemd a signal that one of its children has died. Upon receiving this signal, systemd takes appropriate action. In the case of a process controlling a line for a terminal, systemd calls the appropriate tty service, which then respawns agetty so another user can log in. When you exit from a GUI, the GNOME display manager, gdm, displays a Login screen.
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Textual

The reboot, halt, and poweroff systemctl commands perform the tasks needed to bring the system down safely. These utilities can restart the system (reboot), prepare the system to be turned off (halt), and, on most hardware, power down the system (poweroff).

From the console, any user can run these commands without authentication as long as no other user is logged in on the system. From a remote login, any user can run these commands but must first authenticate with an administrator’s (page 422) password; systemctl uses sudo to authenticate. A user running with root privileges can always run these commands without further authentication. The following example shows Sam, working as himself remotely and providing his password, shutting down the system.
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$ systemctl poweroff
==== AUTHENTICATING FOR org.freedesktop.login1.power-off ===
Authentication is required for powering off the system.
Multiple identities can be used for authentication:
 1.  Sam the Great (sam)
 2.  Max Wild (max)
Choose identity to authenticate as (1-2): 1
Password:
==== AUTHENTICATION COMPLETE ===

The legacy reboot, shutdown, halt, and poweroff utilities call systemctl.

Graphical

Bring the system down by clicking your name or Live System User at the upper-right corner of the screen, clicking Power Off from the menu GNOME displays, and then clicking the button labeled Power Off from the small window GNOME displays.

CONTROL-ALT-DEL: Reboots the System

In a textual environment, pressing the CONTROL-ALT-DEL keys simultaneously (also referred to as the three-finger salute or the Vulcan death grip) on the console causes systemctl to reboot the system. In a graphical environment, the X Window System traps this key set and GNOME displays the Power Off dialog box.

[image: ] Going to Single-User Mode

The following steps describe a method of manually bringing the system down to single-user mode. In some cases it might be easier to simply reboot the system and bring it up in single-user mode; see page 450. Before starting, make sure you give other users enough warning before switching to single-user mode; otherwise, they might lose the data they are working on. Because going from multiuser to single-user mode can affect other users, you must work with root privileges to perform these tasks.

1. Give the command touch /etc/nologin to prevent users from logging on as you bring the system down. See the nologin man page for more information.

2. Use wall (see the wall man page) to warn everyone who is using the system to log out.

3. If you are sharing files via NFS, use exportfs –ua to disable network access to the shared filesystems. (Use exportfs without an argument to see which filesystems are being shared.)

4. Confirm no critical processes are running in the background (e.g., an unattended compile).

5. Give the command systemctl isolate rescue.target (page 445) to bring the system down to single-user mode. After a few moments, the system displays
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Give root password for maintenance
(or type Control-D to continue):

When you type the root password, bash displays the root prompt (#). The system does not run most services in rescue mode. The systemctl or runlevel utilities can confirm the current runlevel.

6. Use umount –a to unmount all mounted devices that are not in use. Use mount without an argument to make sure no devices other than root (/) are mounted before continuing. Alternately, you can perform maintenance tasks that do not require devices to be unmounted.

Turning the Power Off

Once the system is in single-user mode, give the command systemctl poweroff to bring the system down. If the system does not power off by itself, turn the power off when prompted to do so or when the system starts rebooting.

Crash

A crash occurs when the system stops suddenly or fails unexpectedly. A crash might result from software or hardware problems or from a loss of power. As a running system loses power, it might behave in erratic or unpredictable ways. In a fraction of a second, some components are supplied with enough voltage; others are not. Buffers are not flushed, corrupt data might be written to hard disks, and so on. IDE and SATA drives do not behave as predictably as SCSI drives under these circumstances. After a crash, you must bring the operating system up carefully to minimize possible damage to the filesystems. On many occasions, little or no damage will have occurred.

Repairing a Filesystem

Although the filesystems are checked automatically during the boot process if needed, you will have to check them manually if a problem cannot be repaired automatically. By default, when fsck cannot repair a filesystem automatically at boot time, Linux enters single-user mode so you can run fsck manually. If necessary, you can explicitly boot the system to single-user mode (page 450). Do not mount any devices other than root, which Linux mounts automatically.

With the system in single-user mode, give a mount command to make sure none of the local filesystems you want to check are mounted. Then run fsck (page 525) on these filesystems, repairing them as needed. Make note of any ordinary files or directories that you repair (and can identify), and inform their owners that these files might not be complete or correct. Look in the lost+found directory (page 502) in each filesystem for missing files. After successfully running fsck, if the system entered single-user mode automatically, type exit to exit from the single-user shell and resume booting the system; otherwise, give a reboot command.


Caution: Back up a badly damaged filesystem before running fsck on it
When a filesystem is badly broken, fsck sometimes makes the situation worse while trying to repair it. In these cases, it might be possible to recover more data by copying the readable data from the broken filesystem before attempting to repair it. When a damaged filesystem holds important data, use dd (dd man page) to make a full binary backup of an unmounted filesystem before attempting to repair it using fsck.



If files are not correct or are missing altogether, you might have to re-create them from a backup copy of the filesystem. For more information refer to “Backing Up Files” on page 602.

[image: ] Reinstalling the MBR

To reinstall the MBR, as is necessary when it gets overwritten by a Windows installation, boot the system from an Install or Network Image and select Troubleshooting[image: ]Rescue a Fedora system. Then mount the system image as described in “Rescue an Installed System” below and run grub2-mkconfig (page 593) to regenerate the grub.cfg file and grub2-install (page 594) to install it on the appropriate device:
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# chroot /mnt/sysimage
# grub2-mkconfig -o /boot/grub2/grub.cfg
# grub2-install /dev/sda

Exit from the rescue shell and reboot the system.

When the System Does Not Boot

When a system will not boot from the hard disk, boot the system to rescue an installed system (next) or single-user/rescue mode (page 450). If the system comes up, run fsck (page 525) on the root filesystem on the hard disk and try booting from the hard disk again. If the system still does not boot, you might have to regenerate the grub.cfg file and reinstall the master boot record (previous).

Rescue an Installed System

When you rescue an installed system you can fix a system that does not boot normally: You can change or replace configuration files, check and repair partitions using fsck (page 525), rewrite boot information, and more. To rescue an installed system, boot the system from an Install or Network Image and select Troubleshooting from the Install Image Boot menu (Figure 3-4, page 61) and Rescue a Fedora system from the Troubleshooting menu (Figure 3-5, page 61). When the system comes up it displays the pseudographical Rescue screen (Figure 10-3).
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Figure 10-3 The Rescue screen

This screen gives you the choice between having the system look for and mount an existing Linux installation, and simply displaying a shell prompt. Because it is not a true graphical screen, the mouse does not work on the Rescue screen. Use TAB to move the highlight between buttons and SPACE to select the highlighted button.

Select Continue or Read-Only to have the system search for an existing system; select Skip to not have it search. If you have the system search and it finds an existing system, Continue then mounts the system in read-write mode; Read-Only mounts it read-only. If the mount is successful, the next two screens tell you that the existing system was mounted under /mnt/sysimage. Select OK two times. The next screen allows you to start a shell, run a diagnostic, or reboot. Use the ARROW keys to highlight Start shell and press RETURN.

With the existing installation mounted, once the system displays a shell prompt (similar to bash-4.2#), you can give the command chroot /mnt/sysimage to access the existing installation as it would be if you had booted normally, with the existing installation’s root directory available as / (root). See page 487 for more information on chroot. At this point you can reinstall the MBR if necessary (prevous page). If you choose not to mount the existing installation, you are running a rescue system with standard tools mounted in standard locations (/usr/bin, /usr/sbin, and so on). You can fix or mount partitions from the local installation. When you exit from the rescue shell, you can reboot the system. Remove the installation medium if you want to boot from the hard drive.

Avoiding a Trojan Horse

A Trojan horse is a program, usually embedded in or masquerading as another program. The program does something destructive and/or disruptive to a system while appearing to be benign. Because of the way it is disguised, a user typically runs it without realizing what he is doing. As an example, you could store the following script in an executable file named mkfs:
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while true
    do
    echo 'Good Morning Mr. Jones. How are you? Ha Ha Ha.' > /dev/console
    done

If you are working with root privileges when you run this command, it will continuously write a message to the console. If the programmer were malicious, it could do worse. The only thing missing in this plot is access permissions.

A malicious user could implement this Trojan horse by changing root’s PATH variable to include a publicly writable directory at the start of the PATH string. (The catch is that you need to be able to write to /etc/profile or /root/.bash_profile—where the PATH variable is set for root—and only a user working with root privileges can do that.) Then you would need to put the bogus mkfs program file in that directory. Because the fraudulent version appears in a directory mentioned earlier than the real one in PATH, the shell would run it rather than the real version. Thus, the next time a user working with root privileges tries to run mkfs, the fraudulent version would run.

Trojan horses that lie in wait for and take advantage of the misspellings most people make are among the most insidious types. For example, you might type sl instead of ls. Because you do not regularly execute a utility named sl and you might not remember typing the command sl, it is more difficult to track down this type of Trojan horse than one that takes the name of a more familiar utility.

A good way to help prevent the execution of a Trojan horse is to make sure your PATH variable does not contain a single colon (:) at the beginning or end of the PATH string or a period (.) or double colon (::) anywhere in the PATH string. This precaution helps ensure that you will not execute a file in the working directory by accident.

To check for a possible Trojan horse, examine the filesystem periodically for files with setuid (page 196) permission. The following command lists these files:

[image: ] Listing setuid files
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# find / -perm /4000 -exec ls -lh {} \; 2> /dev/null
...
-rwsr-xr-x. 1 root root 53K Jun 11 11:48 /usr/bin/crontab
-rwsr-xr-x. 1 root root 32K Jun 13 02:48 /usr/bin/su
-rwsr-xr-x. 1 root root 23K May 29 07:52 /usr/bin/pkexec
-rwsr-xr-x. 1 root root 28K Jun 21 17:51 /usr/bin/passwd
-rws--x--x. 1 root root 24K Jun 13 02:48 /usr/bin/chsh
---s--x--x. 1 root root 124K Feb 28 04:55 /usr/bin/sudo
-rwsr-xr-x. 1 root root 44K Jun 13 02:48 /usr/bin/mount
-rwsr-xr-x. 1 root root 37K Mar 19 12:59 /usr/bin/newgrp
-rwsr-xr-x. 1 root root 77K Mar 19 12:59 /usr/bin/gpasswd
...

This command uses find (page 229) to locate all files that have their setuid bit set (mode 4000). The slash preceding the mode causes find to report on any file that has this bit set, regardless of how the other bits are set. The output sent to standard error is redirected to /dev/null so it does not clutter the screen.
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You can display all files with setgid permission (page 196) by substituting 2000 for 4000 in the preceding command.

Run software only from sources you trust

Another way a Trojan horse can enter a system is via a tainted ~/.bashrc (page 502) file. A bogus sudo command or alias in this file can capture a user’s password, which might then be used to gain root privileges. Because a user has write permission to this file, any program the user executes can easily modify it. The best way to prevent this type of Trojan horse from entering a system is to run software only from sources you trust.

You can set up a program, such as AIDE (Advanced Intrusion Detection Environment; aide package), that will take a snapshot of the system and periodically check files for changes. For more information see aide.sourceforge.net.

[image: ] X Window System

When you start an X Window System (graphical) session, you set up a client/server environment. One process, called the X server, displays a desktop and windows under X. Each application program and utility that makes a request of the X server is a client of that server. Examples of X clients include xterm, Compiz, gnome-calculator, and such general applications as word processing and spreadsheet programs. A typical request from a client is to display an image or open a window.


Tip: The roles of X client and server might be counterintuitive
The terms client and server, when referring to X, have the opposite meanings of how you might think of them intuitively: The server runs the mouse, keyboard, and display; the application program is the client.
This disparity becomes even more apparent when you run an application program on a remote system. You might think of the system running the program as the server and the system providing the display as the client, but in fact it is the other way around. With X, the system providing the display is the server, and the system running the program is the client.



Events

The server also monitors keyboard and mouse actions (events) and passes them to the appropriate client. For example, when you click the border of a window, the server sends this event to the window manager (client). Characters you type into a terminal emulation window are sent to that terminal emulator (client). The client takes appropriate action when it receives an event—for example, making a window active or displaying the typed characters on the server.

Separating the physical control of the display (the server) from the processes needing access to the display (the client) makes it possible to run the server on one computer and the client on another computer. Most of the time, this book discusses running the X server and client applications on a single system. “Remote Computing and Local Displays” on the next page describes using X in a distributed environment.


Optional
You can run xev (X event) by giving the command xev from a terminal emulator window and then watch the information flow from the client to the server and back again. This utility opens the Event Tester window, which has a box in it. The X server sends the client (xev) events each time anything happens, such as moving the mouse pointer, clicking a mouse button, moving the mouse pointer into the box, typing, or resizing the window. The xev utility displays information about each event in the window you opened it from. You can use xev as an educational tool: Start it and see how much information is processed each time you move the mouse. Close the Event Tester window to exit from xev.



This section provides basic information about starting and configuring X from the command line. For more information see the Xserver man page and the man pages listed at the bottom of the Xserver man page.

Starting X from a Character-Based Display

Once you have logged in on a virtual console (page 121), you can start an X Window System server by using startx. See “Setting the Persistent Runlevel” on page 444 for instructions on setting Fedora to boot to single-user/rescue mode (specify a target of rescue.target) where it displays a textual interface. When you run startx, the X server displays an X screen, using the first available virtual console. The following command causes startx to run in the background so you can switch back to this virtual console and give additional commands:

$ startx &

Remote Computing and Local Displays

Typically the X server and the X client run on the same machine. To identify a remote X server (display) an X client (application) is to use, you can either set a global shell variable or use a command-line option. Before you can connect to a remote X server, you must make these changes on the server:

1. Turn off the Xorg –nolisten tcp option (next).

2. Run xhost to give the client permission to connect to the X server (next page).

3. Open TCP port 6000 (page 906).

Unless you have a reason to leave these features off, turn them back on when you finish with the examples in this section—leaving them off weakens system security. These tasks must be performed on the X server because the features protect the server. You do not have to prepare the client. The examples in this section assume the server is named plum and the client is named guava.

[image: ] The Xorg –nolisten tcp Option

As Fedora/RHEL is installed, the X server starts with the –nolisten tcp option, which protects the X server by preventing TCP connections to the X server. To connect to a remote X server, you must turn this option off on the server. To turn it off, while working with root privileges edit the file named /etc/gdm/custom.conf and add the following line just below [security]:
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max@plum:~$ cat /etc/gdm/custom.conf
[security]
DisallowTCP=false

To effect this change, restart the X server and gdm (GNOME display manager) by giving the following command while working with root privileges.
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# systemctl restart gdm.service

Use the command ps –ef | grep Xorg to display the options the X server is running with. See library.gnome.org/admin/gdm/3.0/configuration.html.en#daemonconfig for more information.


Security: Security and the Xorg –nolisten tcp option
In a production environment, if you need to place an X server and the clients on different systems, it is best to forward (tunnel) X over ssh. This setup provides a secure, encrypted connection. The method described in this section is useful on local, secure networks and for understanding how X works. See “Forwarding X11” on page 707 for information on setting up ssh so it forwards X.
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As installed, xhost protects each user’s X server. A user who wants to grant access to his X server needs to run xhost. Assume Max is logged in on the system named plum and wants to allow a user on guava to use his display (X server). Max runs this command:
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max@plum:~$ xhost +guava
guava being added to access control list
max@plum:~$ xhost
access control enabled, only authorized clients can connect
INET:guava
...

Without any arguments, xhost describes its state. In the preceding example, INET indicates an IPv4 connection. If Max wants to allow all systems to access his display, he can give the following command:
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$ xhost +
access control disabled, clients can connect from any host


Security: Security and xhost
Giving a remote system access to your display using xhost means any user on the remote system can watch everything you type in a terminal emulation window, including passwords. For this reason, some software packages, such as the Tcl/Tk development system (www.tcl.tk), restrict their own capabilities when xhost permits remote access to the X server. If you are concerned about security or want to take full advantage of systems such as Tcl/Tk, use a safer means of granting remote access to your X session. See the xauth man page for information about a more secure replacement for xhost.



If you frequently work with other users via a network, you might find it convenient to add an xhost line to your .bash_profile file (page 330)—but see the tip on the previous page regarding security and xhost. Be selective in granting access to your X display using xhost; if another system has access to your display, you might find your work frequently interrupted.
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The most common method of identifying a display is to use the DISPLAY shell environment variable to hold the X server ID string. This locally unique identification string holds the screen number of a display:

$ echo $DISPLAY
:0

The format of the complete (globally unique) ID string for a display is

[hostname]:display-number[.screen-number]

where hostname is the name of the system running the X server, display-number is the number of the logical (physical) display (0 unless multiple monitors or graphical terminals are attached to the system, or if you are running X over ssh), and screen-number is the logical number of the (virtual) terminal (0 unless you are running multiple instances of X). When you are working with a single physical screen, you can shorten the identification string. For example, you can use plum:0.0 or plum:0 to identify the only physical display on the system named plum. When the X server and the X clients are running on the same system, you can shorten this identification string even further to :0.0 or :0. An ssh connection shows DISPLAY as localhost:10.0. You might have to connect using ssh –X to see this value. See “X11 forwarding” on page 687 for information on setting up ssh so it forwards X.


Tip: When you change the value of DISPLAY
When you change the value of the DISPLAY variable, all X programs send their output to the new display named by DISPLAY.



If DISPLAY is empty or not set, the screen you are working from is not running X. An application (the X client) uses the value of the DISPLAY variable to determine which display, keyboard, and mouse (collectively, the X server) to use. One way to run an X application, such as gnome-calculator, on the local system but have it use the X display on a remote system is to change the value of the DISPLAY variable on the client system so it identifies the remote X server.
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sam@guava:~$ export DISPLAY=plum:0.0
sam@guava:~$ gnome-calculator &

The preceding example shows Sam running gnome-calculator with the default X server running on the system named plum. After setting the DISPLAY variable to the ID of the plum server, all X programs (clients) Sam starts use plum as their server (i.e., output appears on plum’s display and input comes from plum’s keyboard and mouse). Try running xterm in place of gnome-calculator and see which keyboard it accepts input from. If this example generates an error, refer to the two preceding sections, which explain how to set up the server to allow a remote system to connect to it.

The ––display Option

For a single command, you can usually specify the X server on the command line:
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sam@guava:~$ gnome-calculator --display plum:0.0

Many X programs accept the ––display option. Those that do not accept this option send their output to the display specified by the DISPLAY variable.

Stopping the X Server

How you terminate a window manager depends on which window manager is running and how it is configured. If X stops responding, switch to a virtual terminal, log in from another terminal or a remote system, or use ssh to access the system. Then kill (page 465) the process running Xorg.

Remapping Mouse Buttons (CLI)

Throughout this book, each description of a mouse click refers to the button by its position (left, middle, or right, with left implied when no button is specified) because the position of a mouse button is more intuitive than an arbitrary name or number. X numbers buttons starting at the left and continuing with the mouse wheel. The buttons on a three-button mouse are numbered 1 (left), 2 (middle), and 3 (right). A mouse wheel, if present, is numbered 4 (rolling it up) and 5 (rolling it down). Clicking the wheel is equivalent to clicking the middle mouse button. The buttons on a two-button mouse are 1 (left) and 2 (right).

If you are right-handed, you can conveniently press the left mouse button with your index finger; X programs take advantage of this fact by relying on button 1 for the most common operations. If you are left-handed, your index finger rests most conveniently on button 2 or 3 (the right button on a two- or three-button mouse).

“Left-handed mouse” on page 110 describes how to use a GUI to change a mouse between right-handed and left-handed, causing X to swap the functions of the left and right buttons. You can also change how X interprets the mouse buttons using xmodmap. If you are left-handed and using a three-button mouse with a wheel, the following command causes X to interpret the right button as button 1 and the left button as button 3:
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$ xmodmap -e 'pointer = 3 2 1 4 5'
Warning: Only changing the first 5 of 24 buttons.

The warning says that xmodmap is not changing the settings of the last 19 buttons, which is fine. Omit the 4 and 5 if the mouse does not have a wheel. The following command works for a two-button mouse without a wheel:
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$ xmodmap -e 'pointer = 2 1'

Use the xmodmap –pp option to display all the buttons X has defined for the mouse and how those buttons are mapped. After making the changes described above for the mouse with a wheel, xmodmap shows the following mapping.
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$ xmodmap -pp
There are 24 pointer buttons defined.


Physical        Button
      Button          Code
         1              3
         2              2
         3              1
         4              4
         5              5
         6              6
         7              7
...

Changing the order of the first three buttons is critical to making the mouse suitable for a left-handed user. When you remap the mouse buttons, remember to reinterpret the descriptions in this book accordingly. When this book asks you to click the left button or does not specify which button to click, use the right button, and vice versa.

System Administration Tools

This section describes a few of the textual (command-line) tools that can help you be an efficient and thorough system administrator. Some are simply mentioned here and are described in detail elsewhere in the book. It also presents a list of graphical administration tools available under Fedora/RHEL. You can learn more about these tools by reading the appropriate man or info pages.

Textual Administration Utilities

blkid: Displays Block Device Information

The blkid utility, which must be run with root privileges, displays the label, UUID value, and filesystem type for block devices:
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# blkid
/dev/sda1: UUID="c07cf9ea-df3c-42a6-8bca-38dbc154a52c" TYPE="ext4"
/dev/sda2: UUID="KyxKaK-k5W1-uljD-sbxD-2X75-M67C-fkkpn1" TYPE="LVM2_member"
/dev/mapper/fedora-swap: UUID="ca3835a5-5789-4aa0-a114-1a1783606d87" TYPE="swap"
/dev/mapper/fedora-root: UUID="10f4196d-b561-4830-a603-8eb98e5704c0" TYPE="ext4"
/dev/mapper/fedora-home: UUID="5d5391fe-252a-4a06-a117-aadc81994057" TYPE="ext4"

chsh: Changes the Login Shell for a User

The chsh utility changes the login shell for a user. When you call chsh without an argument, you change your login shell. When an ordinary user changes his login shell with chsh, he must specify an installed shell that is listed in the file /etc/shells, exactly as it is listed there; chsh rejects other entries. When working with root privileges, you can change any user’s shell to any value by calling chsh with the username as an argument. The chsh ––list-shells command displays the list of available shells. In the following example, a user working with root privileges changes Sam’s shell to tcsh:
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# chsh sam
Changing shell for sam.
New shell [/bin/bash]: /bin/tcsh
Shell changed.

See page 329 for more information.

clear: Clears the Screen

The clear utility clears the screen. You can also use CONTROL-L from bash to clear the screen. The value of the environment variable TERM (page 1153) determines how to clear the screen.

dmesg: Displays System Messages

The dmesg utility displays recent system log messages (the kernel ring buffer; page 595).

e2label: Works with Volume Labels

The e2label utility displays or creates a volume label on an ext2, ext3, or ext4 filesystem. You must run this utility with root privileges. An e2label command has the following format:

e2label device [newlabel]

where device is the name of the device (e.g., /dev/hda2, /dev/sdb1, /dev/sr0) you want to work with. When you include the optional newlabel parameter, e2label changes the label on device to newlabel. Without this parameter, e2label displays the label. You can also create a volume label using the –L option of tune2fs (page 526). See also blkid on the previous page.

[image: ] kill: Sends a Signal to a Process

The kill builtin sends a signal to a process. This signal might or might not terminate (kill) the process, depending on which signal it is and how the process is designed. Refer to “trap: Catches a Signal” on page 1047 for a discussion of the various signals and their interaction with a process. Running kill is definitely not the first method to try when a process needs to be aborted. See also killall (page 467) and pkill (page 468).

Usually a user can kill a process by working in another window or by logging in on another terminal. Sometimes, however, you might have to work with root privileges to kill a process for a user. To kill a process, you need to know its PID. The ps utility can provide this information once you determine the name of the program the user is running and/or the username of the user. The top utility (page 612) can also be helpful in finding and killing a runaway process (use the top k command).


Caution: kill: Use the kill signal (–KILL or –9) as a method of last resort
When you do need to use kill, send the termination signal (kill –TERM or kill –15) first. Only if the termination signal does not work should you attempt to use the kill signal (kill –KILL or kill – 9).
Because of its inherent dangers, using a kill signal is a method of last resort, especially when you are working with root privileges. One kill command issued while working with root privileges can bring the system down without warning. The kill signal can also cause the target program to corrupt its configuration or state.
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In the following example, Sam complains that gnome-calculator is stuck and that he cannot do anything from the gnome-calculator window—not even close it. A more experienced user could open another window and kill the process, but in this case you kill it for Sam. You use ps to produce a long list of all processes and a pipeline to send standard output of ls to grep to find which one is running gnome-calculator:
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$ ps -ef | grep gnome-calculator
sam       3730  2424  0 14:07 ?        00:00:00 gnome-calculator
sam       3766  3568  0 14:14 pts/3    00:00:00 grep gnome-calculator

If several people are running gnome-calculator, look in the left column to find the correct username so you can kill the correct process.

pgrep

You can also use the pgrep utility to list all processes owned by Sam with the string calc in the name of the program the process is running:

$ pgrep -u sam -l calc
3730 gnome-calculato

Now that you know Sam’s process running gnome-calculator has a PID of 3730, you can use kill to terminate it. The safest way to do so is to log in as Sam (perhaps you could allow him to log in for you or su to sam [su sam] if you are logged in as root) and give any of the following commands (all of which send a termination signal to process 3730):

$ kill 3730

or

$ kill -15 3730

or

$ kill –TERM 3730

Only if this command fails should you send the kill signal:

$ kill –KILL 3730

The –KILL option instructs kill to send a SIGKILL signal, which the process cannot ignore. Although you can give the same command while you are working with root privileges, a typing mistake in this situation can have much more far-reaching consequences than if you make the same mistake while you are working as a nonprivileged user. A nonprivileged user can kill only her own processes, whereas a user with root privileges can kill any process, including system processes.

As a compromise between speed and safety, you can combine the su or sudo and kill utilities by using the su –c or the sudo –u option. The following command runs the kill command with the identity of Sam (Sam’s privileges):

Click here to view code image

# su sam -c "kill -TERM 3730"

or

Click here to view code image

$ sudo -u sam kill -TERM 3730

See also killall (next) and pkill (next page).

[image: ] killall: Kills a Command

The killall utility is similar to kill (previous) but uses a command name instead of a PID number. Give the following command to kill all your processes that are running gnome-calculator or vi:

Click here to view code image

$ killall gnome-calculator vi

Running this command while working with root privileges kills all processes running gnome-calculator or vi. See also kill (page 465) and pkill (next page).

lshw: Displays Hardware Information

The lshw utility (lshw package) lists system hardware. This utility provides complete information only when run with root privileges. Use the –short option to display a brief listing. See page 636 for more information.

[image: ] mkfs: Creates a Filesystem

The mkfs utility creates a new filesystem on a device, destroying all data on the device as it does so. This utility is a front end for many utilities, each of which builds a different type of filesystem. By default, mkfs builds an ext2 filesystem and works on a hard disk partition. Although it can take many options and arguments, you can use mkfs simply as

# mkfs device

where device is the name of the device (e.g., /dev/hda2, /dev/sdb1, /dev/sr0) you want to make a filesystem on. Use the –t option to specify a type of filesystem. For example, the following command creates an ext4 filesystem on /dev/sda2:

# mkfs -t ext4 /dev/sda2

pidof: Displays PID Numbers of Commands

The pidof utility displays the PID number of each process running the command you specify:
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$ pidof httpd
567 566 565 564 563 562 561 560 553

If it is difficult to find the right process, try using top. Refer to the man pages for these utilities for more information, including lists of options.

ping: Sends a Packet to a Remote System

The ping utility sends packets to a remote system. This utility determines whether you can reach a remote system through the network and tells you how long it takes to exchange messages with the remote system. Refer to “ping: Tests a Network Connection” on page 305.

[image: ] pkill: Kills a Command

The pkill utility, which has a syntax similar to pgrep, kills a process based on the command line that initiated the process. The next command sends a termination signal to all processes owned by username sam that have the string calc in the command line that started the process.

$ pkill -u sam calc

Caution dictates that you give the same command using pgrep (page 466) in place of pkill before attempting to kill a process.

reset (link to tset): Resets a Terminal

The reset utility, which is a link to tset, resets terminal characteristics. The value of the TERM environment variable (page 1153) determines how the screen will be reset. The screen is cleared, the kill and interrupt characters are set to their default values, and character echo is turned on. When given from a graphical terminal emulator, this command also changes the size of the window to its default. The reset utility is useful for restoring the screen to a sane state after it has been corrupted, such as after attempting to cat a binary file. In this sense, it is similar to an stty sane command.

setserial: Works with a Serial Port

The setserial utility (setserial package) gets and sets serial port information. When run with root privileges, this utility can configure a serial port. It does not configure the hardware. The following command sets the input address of /dev/ttys0 to 0x100, the interrupt (IRQ) to 5, and the baud rate to 115,000 baud:
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# setserial /dev/ttys0 port 0x100 irq 5 spd_vhi

You can also use setserial to check the configuration of a serial port:

Click here to view code image

# setserial /dev/ttys0
/dev/ttyS0, UART: 16550A, Port: 0x0100, IRQ: 5, Flags: spd_vhi

Normally the system calls setserial as it is booting if a serial port needs custom configuration.

stat: Displays Information About a File or Filesystem

The stat utility displays information about a file or filesystem. Giving the –f (filesystem) option followed by the mount point for a filesystem displays information about the filesystem, including the maximum number of characters allowed in a filename (Namelen in the following example). See the stat man page for more information.
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$ stat -f /dev/sda
  File: "/dev/sda"
    ID: 0        Namelen: 255     Type: tmpfs
Block size: 4096       Fundamental block size: 4096
Blocks: Total: 127271     Free: 127207     Available: 127207
Inodes: Total: 127271     Free: 126600

[image: ] umask: Specifies the File Permission Mask

The umask shell builtin specifies the mask the system uses to set up access permissions when it creates a file. A umask command has the following format:

umask [mask]

where mask is a three- or four-digit octal number or a symbolic value such as you would use with chmod (page 193). A mask that you specify using octal numbers specifies the permissions that are not allowed; the digits correspond to the permissions for the owner of the file, members of the group the file is associated with, and everyone else. Because mask specifies the permissions that are not allowed, the system uses binary arithmetic to subtract each of the three digits from 7 when you create a file. If the file is an ordinary file (and not a directory file), the system then removes execute permissions from the file. The result is three or four octal numbers that specify the access permissions for the file (the numbers you would use with chmod).

You must use binary or octal arithmetic when performing permissions calculations. To calculate file permissions given a umask value, subtract the umask value from octal 777. For example, assume a umask value of 003:
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 777    starting permissions for calculation
–003    subtract umask value
774    resulting permissions for a directory
111    remove execute permissions
664    resulting permissions for an ordinary file

To calculate permissions for a directory, umask subtracts the umask value from 777: In the example where umask has a value of 003, octal 7 minus octal 0 equals octal 7 (for two positions). Octal 7 minus octal 3 equals octal 4. Or using binary arithmetic, 111 – 011 = 100. The result is that the system gives permissions of 774 (rwxrwxr––) to a directory.

To calculate permissions for an ordinary file, the system changes the execute bit (001 binary) to 0 for each position. If the execute bit is not set, the system does not change the execute bit. In the example, removing the execute bit from octal 7 yields octal 6 (removing 001 from 111 yields 110; two positions). Octal 4 remains octal 4 because the execute bit is not set (the 001 bit is not set in 100, so it remains 100). The result is that the system gives permissions of 664 (rw–rw–r––) to an ordinary file.

The following commands set the file-creation mask and display the mask and its effect when you create a file and a directory. The mask of 022, when subtracted from 777, gives permissions of 755 (rwxr–xr–x) for a directory. For an ordinary file, the system subtracts execute permissions from 755 yielding permissions of 644 (rw–r––r––).
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$ umask 022
$ umask
0022
$ touch afile
$ mkdir adirectory
$ ls -ld afile adirectory
drwxr-xr-x. 2 sam pubs 4096 07-25 14:39 adirectory/
-rw-r--r--. 1 sam pubs    0 07-25 14:39 afile

A mask that you specify using symbolic values specifies the permissions that are allowed. The next example sets the same mask using symbolic values. The –S option displays the mask symbolically:

$ umask u=rwx,g=rx,o=rx
$ umask
0022
$ umask -S
u=rwx,g=rx,o=rx

[image: ] uname: Displays System Information

The uname utility displays information about the system. Without arguments, it displays the name of the operating system (Linux). The –r (release) option displays the kernel release (e.g., 3.10.3-300.fc19.x86_64). The –a (all) option displays the operating system name, hostname, kernel release, release date of the operating system, and type of hardware you are using:
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$ uname -a
Linux guava.example.com 3.9.9-302.fc19.x86_64 #1 SMP Sat Jul 6 13:41:07 UTC 2013 x86_64 x86_64 x86_64 GNU/Linux

Graphical Configuration Tools

The Fedora/RHEL graphical configuration tools bring up graphical displays when called from a GUI; some display a textual interface when called from a command line in a non-GUI environment. In general, these tools, which are listed in Table 10-2, are simple to use and require little explanation beyond what the tool presents. Some have Help selections on their toolbars. Most do not have man pages, but some have a useful ––help option. Many of the older tools have been replaced by the gnome-control-center (the Settings window; page 107).
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Table 10-2 Graphical configuration tools

SELinux

Traditional Linux security, called DAC (Discretionary Access Control), is based on users and groups. ACLs (page 198) implement DAC and can achieve fine-grained control over which users and processes can access files and how they can access them. Fine-grained access control is particularly important on servers, which often hold programs that require root privileges to run. The problem is that under DAC, the owner of a file has control over the permissions to the file, which is not always ideal.

SELinux (Security-Enhanced Linux), developed by the NSA (U.S. National Security Agency), implements MAC (Mandatory Access Control) in the Linux kernel. MAC, which is under the control of the system administrator, enforces security policies that limit what a user or program can do. It defines a security policy that controls some or all objects, such as files, devices, sockets, and ports, and some or all subjects, such as processes. Using SELinux, you can grant a process only those permissions it needs to be functional, following the principle of least privilege (page 423). Users are assigned roles that determine the primary function of the user. SELinux roles are conceptually similar to groups, except under SELinux, a user must actively switch between permitted roles. MAC is an important tool for limiting security threats that come from user errors, software flaws, and malicious users. The kernel checks MAC rules after it checks DAC rules; either can deny access.


Tip: DAC versus MAC: who has the final say?
Both DAC (Discretionary Access Control) and MAC (Mandatory Access Control) are effective at controlling access. The difference is that DAC is under the control of the user who owns a file and is therefore more easily subverted than is MAC, which is under the control of the system administrator. The kernel checks MAC rules after it checks DAC rules; either can deny access.



Modes

SELinux can be in one of three modes (states):

• Enforcing/Active—The default state, wherein SELinux security policy is enforced. A user or program can do only that which is permitted by the security policy.

• Permissive/Warn—The diagnostic state, wherein SELinux sends warning messages to a log but does not enforce the security policy. You can use the log to build a security policy that matches your requirements.

• Disabled—SELinux does not enforce a security policy nor does it issue warnings because no policy is loaded.

Running SELinux in permissive or enforcing state is estimated to degrade system performance between 0 and 7 percent, depending on tuning and usage. If you are unsure whether to use SELinux, selecting permissive state allows you to change to disabled or enforcing state easily at a later date.

Policies

SELinux implements one of the following policies:

• Targeted—Applies SELinux MAC controls only to certain (targeted) processes (default).

• MLS—Multilevel Security protection for servers.

• Minimum—Protects virtual machines only.

This section discusses the targeted policy. With this policy, daemons and system processes that do not have a specified policy are controlled by traditional Linux DACs.


Tip: Is SELinux causing a problem?
If a server or other system software does not work when you set it up, improper SELinux configuration may be the cause of the problem. Many services include instructions for secure use with SELinux (e.g., smb.conf) or have a man page in the selinux-policy-devel package (e.g., after you install the package, give the command man 8 httpd_selinux). You can also check /var/log/audit/audit.log if you suspect the SELinux policy needs to be adjusted.



More Information

Web

NSA: www.nsa.gov/research/selinux/docs.shtml

Fedora SELinux Wiki: fedoraproject.org/wiki/SELinux

SELinux Project: selinuxproject.org

SELinux HOWTO: wiki.centos.org/HowTos/SELinux

Warning about disabling SELinux: stopdisablingselinux.com

Fedora SELinux mailing list: admin.fedoraproject.org/mailman/listinfo/selinux


Tip: Turning off SELinux
There are two ways to disable SELinux. You can either modify the /etc/selinux/config file so it includes the line SELINUX=disabled and reboot the system, or you can use system-config-selinux (as explained on page 475). However, see stopdisablingselinux.com.
If there is a chance you will want to enable SELinux in the future, putting SELinux in permissive mode is a better choice than disabling it. This strategy allows you to turn on SELinux more quickly when you decide to use it.



config: The SELinux Configuration File

The /etc/selinux/config file, which has a link at /etc/sysconfig/selinux, controls the state of SELinux on the local system. Although you can modify this file, it might be more straightforward to work with system-config-selinux (next page). In the following example, the policy is set to targeted, but that setting is of no consequence because SELinux is disabled:
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$ cat /etc/selinux/config
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
#     enforcing - SELinux security policy is enforced.
#     permissive - SELinux prints warnings instead of enforcing.
#     disabled - No SELinux policy is loaded.
SELINUX=disabled
# SELINUXTYPE= can take one of these two values:
#     targeted - Targeted processes are protected,
#     minimum - Modification of targeted policy. Only selected processes are protected.
#     mls - Multi Level Security protection.
SELINUXTYPE=targeted

To put SELinux in enforcing mode, change the line containing the SELINUX assignment to SELINUX=enforcing. Similarly, you can change the policy by setting SELINUXTYPE. The change takes effect when the system reboots.


Tip: If you will use SELinux in the future
If you will use SELinux in the future but not now, turn it on when you install Linux and run it in permissive state with the policy set to the policy you will eventually use. Permissive state writes the required extended information to inodes, but it does not stop you from doing anything on the system.
If you turn on SELinux after it has been disabled, when you reboot the system SELinux has to add extended attributes to the files in the filesystem. This process can take a long time on a large filesystem. If you are never going to use SELinux, disable it.



getenforce, setenforce, and sestatus: Work with SELinux

The getenforce and setenforce utilities report on and temporarily set the SELinux state. The sestatus utility displays a summary of SELinux on the local system:
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# getenforce
Enforcing


# setenforce permissive


# sestatus
SELinux status:                 enabled
SELinuxfs mount:                /sys/fs/selinux
SELinux root directory:         /etc/selinux
Loaded policy name:             targeted
Current mode:                   permissive
Mode from config file:          permissive
Policy MLS status:              enabled
Policy deny_unknown status:     allowed
Max kernel policy version:      28

Setting the Targeted Policy Using system-config-selinux

The system-config-selinux utility (policycoreutils-gui package) displays the SELinux Administration window (Figure 10-4), which controls SELinux. Open this window by giving the command system-config-selinux from an Enter a Command window (ALT-F2) or a terminal emulator.
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Figure 10-4 The SELinux Administration window

With Status highlighted on the left side of the SELinux Administration window, choose Enforcing (default), Permissive, or Disabled from the drop-down list labeled System Default Enforcing Mode. The mode you choose becomes effective next time the system boots. You can use the drop-down list labeled Current Enforcing Mode to change between Enforcing and Permissive modes immediately. When you change the mode using this list, the system resumes the default mode when you reboot it.

To modify the SELinux policy, highlight Boolean on the left side of the SELinux Administration window and scroll through the list of modules. For example, the SpamAssassin (page 753) module has two policies: Allow spamd to read/write user home directories and Allow user spamassassin clients to use the network.

The first of these policies has a tick in the check box in the column labeled Active (on the left), so SELinux allows the SpamAssassin daemon (spamd) to read from and write to the home directories of users. The second of these policies does not have a tick in the check box in the column labeled Active, so SELinux does not allow user SpamAssassin clients to use the network. Add or remove ticks in these check boxes to turn on or off these policies.

To find Booleans that pertain to NFS, type nfs in the text box labeled Filter and press RETURN. The SELinux Administration window displays all Booleans with the string nfs in their descriptions. The modules with ticks in the column labeled Active are in use.

The last item on the left side of the SELinux Administration window, Process Domain, allows you put a single module into permissive mode as needed. This selection avoids putting the entire system into permissive mode when just one or two modules are not working properly with the system in enforcing mode.

PAM

PAM (Linux-PAM or Linux Pluggable Authentication Modules) allows a system administrator to determine how applications use authentication (page 1238) to verify the identity of a user. PAM provides shared libraries of modules (located in /lib64/security or /lib/security) that, when called by an application, authenticate a user. The configuration files kept in the /etc/pam.d directory determine the method of authentication and contain a list (i.e., stack) of calls to the modules. PAM might also use other files, such as /etc/passwd, when necessary. The term “Pluggable” in PAM’s name refers to the ease with which you can add and remove modules from an authentication stack.

The configuration files stored in /etc/pam.d describe the authentication procedure for each application. These files usually have names that are the same as or similar to the names of the applications that they authenticate for. For example, authentication for the login utility is configured in /etc/pam.d/login. The name of the file is the name of the PAM service that the file configures. Occasionally one file might serve two programs. PAM accepts only lowercase letters in the names of files in the /etc/pam.d directory.

Authentication stack

The files in /etc/pam.d list the set of modules to be used for each application to perform each task. Each such set of the modules is called an authentication stack or simply a stack. PAM calls the modules one at a time in order, going from the top of the stack (the first module listed in the configuration file) to the bottom. Each module reports success or failure back to PAM. When all stacks of modules (with some exceptions) within a configuration file have been called, the PAM library reports success or failure back to the application.

Instead of building the authentication code into each application, PAM provides shared libraries that keep the authentication code separate from the application code. The techniques of authenticating users stay the same from application to application. In this way PAM enables a system administrator to change the authentication mechanism for a given application without modifying the application.

PAM provides authentication for a variety of system-entry services (such as login, ftp, su, and sudo). You can take advantage of its ability to stack authentication modules to integrate system-entry services with different authentication mechanisms, such as RSA, DCE, Kerberos, and smartcards.

From login to using su or sudo to shutting the system down, whenever you are asked for a password (or not asked for a password because the system trusts you are who you say you are), PAM makes it possible for the system administrator to configure the authentication process. It also makes the configuration process essentially the same for all applications that use PAM for authentication.


Caution: Do not create /etc/pam.conf
You might have encountered PAM on other systems where all configuration is arranged in a single file (/etc/pam.conf). This file does not exist on Fedora/RHEL systems. Instead, the /etc/pam.d directory contains individual configuration files, one per application that uses PAM. This setup makes it easy to install and uninstall applications that use PAM because you do not have to modify the /etc/pam.conf file each time. If you create a /etc/pam.conf file on a system that does not use this file, the PAM configuration might become confused. Do not use PAM documentation from a different system. Also, the requisite control flag is not available on some systems that support PAM.



Error messages

PAM warns you about errors it encounters, logging them to /var/log/messages or /var/log/secure. Review these files if you are trying to figure out why a changed PAM file is not working properly. To prevent a malicious user from seeing information about PAM, PAM sends error messages to a file rather than to the screen.

More Information

Local

Linux-PAM System Administrators’ Guide: /usr/share/doc/pam-1.1.6/html/Linux-PAM_SAG.html

pam man page

PAM modules: apropos pam_ lists man pages describing PAM modules

Web

Description: www.netbsd.org/docs/guide/en/chap-pam.html

HOWTO

User Authentication HOWTO

Configuration Files, Module Types, and Control Flags

Login module

Following is an example of a PAM configuration file. Comment lines begin with a hashmark (#).
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$ cat /etc/pam.d/login
#%PAM-1.0
auth [user_unknown=ignore success=ok ignore=ignore default=bad] pam_securetty.so
auth       substack     system-auth
auth       include      postlogin
account    required     pam_nologin.so
account    include      system-auth
password   include      system-auth
# pam_selinux.so close should be the first session rule
session    required     pam_selinux.so close
session    required     pam_loginuid.so
session    optional     pam_console.so
# pam_selinux.so open should only be followed by sessions to be executed in the user context
session    required     pam_selinux.so open
session    required     pam_namespace.so
session    optional     pam_keyinit.so force revoke
session    include      system-auth
session    include      postlogin
-session   optional     pam_ck_connector.so

The first line is a special comment; it will become significant only if another PAM format is released. Do not use #% other than in the first line of the preceding example.

The rest of the lines tell PAM to do something as part of the authentication process. The first word on each line is a module type indicator: account, auth, password, or session (Table 10-3). The second is a control flag (Table 10-4) that indicates the action PAM should take if authentication fails. The rest of the line contains the name of a PAM module (located in /lib64/security or /lib/security) and any arguments for that module. The PAM library itself uses the /etc/pam.d files to determine which modules to delegate work to. Lines that have a control flag of include include the file named in the third field.
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Table 10-3 Module type indicators
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Table 10-4 Control flag keywords

You can use one of the control flag keywords listed in Table 10-4 to set the control flags.

PAM uses each of the module types as requested by the application. That is, the application asks PAM separately to authenticate, check account status, manage sessions, and change the password. PAM uses one or more modules from the /lib64/security or /lib/security directory to accomplish each of these tasks.

Example

Part of the login service’s authentication stack follows:

Click here to view code image

$ cat /etc/pam.d/login
auth [user_unknown=ignore success=ok ignore=ignore default=bad] pam_securetty.so
auth       include      system-auth
account    required     pam_nologin.so
...

The login utility first asks for a username and then calls PAM to run this stack to authenticate the user. Refer to Table 10-3 and Table 10-4.

1. PAM first calls pam_securetty (secure tty; pam_securetty man page) as an auth (authentication) module to make sure the root user logs in only from an allowed terminal. This module looks at the /etc/securetty file for a list of terminals that the user named root is allowed to log in from. Thus PAM implements the longtime UNIX practice of not allowing root to use telnet to log in on the system (telnet uses login for authentication). This technique is not used but could be added to the sshd, vsftpd, and other PAM configuration files.

Within the brackets ([]) in the control flag field are value=action pairs. When the module returns value, PAM evaluates action. In the example, when the module returns user_unknown, the result of running the module is ignored, and when the module returns success, the user is allowed to continue authentication. See the pam_securetty man page for details.

The pam_securetty module is required to succeed if the authentication stack is to succeed. The pam_securetty module reports failure only if someone is trying to log in as root from an unauthorized terminal. Otherwise (if the username being authenticated is not root or if the username is root and the login attempt is being made from a secure terminal), the pam_securetty module reports success.

Success and failure within PAM are opaque concepts that apply only to PAM. They do not equate to “true” and “false” as used elsewhere in the operating system.

2. Next, PAM includes the /etc/pam.d/system-auth file (system-auth man page). This file provides a common interface with which to call PAM.

3. The pam_nologin module (pam_nologin man page) makes sure that if the /etc/nologin file exists, only the root user is allowed to log in. (That is, the pam_nologin module reports success only if /etc/nologin does not exist or if the root user is logging in.) Thus, when a shutdown has been scheduled to occur in the near future, the system keeps users from logging in, only to have the system shut down moments later.

The account module type works like the auth module type but is called after the user has been authenticated; it acts as an additional security check or requirement that must be met for a user to gain access to the system. For example, account modules might enforce a policy that a user can log in only during business hours or check whether a password has expired.

The session module type sets up and tears down the session (perhaps mounting and unmounting the user’s home directory). One common session module is the pam_console module, which sets the system up especially for users who log in at the physical console, rather than remotely. A local user is able to access the flash and DVD drives, the sound card, and sometimes other devices as defined by the system administrator.

The password module type is a bit unusual: All modules in the stack are called once and told to get all information they need to store the password to persistent memory, such as a disk, but not actually to store it. If it determines that it cannot or should not store the password, a module reports failure. If all password modules in the stack report success, they are called a second time and told to store to persistent memory the password they obtained on the first pass. The password module is responsible for updating the authentication information (i.e., changing the user’s password).

Any one module can act as more than one module type; many modules can act as all four module types. For example, pam_unix can be called as an auth module to check a username and password against the passwd and shadow files, as an account module to check password expiration, as a password module to update a password (i.e., if login prompts with your password has expired, enter a new password), or as a session module to record login and logout timestamps for wtmp (for use with the last utility).

Modifying the PAM Configuration


Caution: Do not lock yourself out of the system
Editing PAM configuration files correctly requires careful attention. It is easy to lock yourself out of the system with a mistake. To avoid this problem, keep backup copies of the PAM configuration files you edit, test every change thoroughly, and make sure you can still log in after the change is installed. Keep a root shell open (use su or sudo –i) until you have finished testing. If a change fails and you cannot log in, use the root shell to replace the newly edited files with the backup copies.



Some UNIX systems require that a user be a member of the wheel group to use the su command. Although Fedora/RHEL is not configured this way by default, PAM allows you to change this behavior by editing the /etc/pam.d/su file:
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$ cat /etc/pam.d/su
...
# Uncomment the following line to implicitly trust users in the "wheel" group.
#auth           sufficient      pam_wheel.so trust use_uid
# Uncomment the following line to require a user to be in the "wheel" group.
#auth           required        pam_wheel.so use_uid
...

The lines of the su module contain comments that include the lines necessary to permit only users who are in the wheel group to use su (required) and to permit members of the wheel group to run su without supplying a password (sufficient). Uncomment one of these lines when you want the system to follow one of these rules.

Setting Up a Server

This section discusses issues you might need to address when setting up a server: how to write configuration files; how to specify hosts and subnets; how to use rpcbind, rpcinfo, and TCP wrappers (hosts.allow and hosts.deny); and how to set up a chroot jail. Chapters 13 and 18–26 cover setting up specific servers; Chapter 16 discusses setting up a LAN.

Standard Rules in Configuration Files

Most configuration files, which are typically named *.conf, rely on the following conventions:

• Blank lines are ignored.

• A # anywhere on a line starts a comment that continues to the end of the line. Comments are ignored.

• When a name contains a SPACE, you must quote the SPACE by preceding it with a backslash (\) or by enclosing the entire name within single or double quotation marks.

• To make long lines easier to read and edit, you can break them into several shorter lines. To break a line, insert a backslash (\) immediately followed by a NEWLINE (press RETURN in a text editor). When you insert the NEWLINE before or after a SPACE, you can indent the following line to make it easier to read. Do not break lines in this manner while editing on a Windows machine, as the NEWLINEs might not be properly escaped (Windows uses a RETURN-LINEFEED combination to end lines).

Configuration files that do not follow these conventions are noted in the text.

Specifying Clients

Table 10-5 shows some common ways to specify a host or a subnet. In most cases you can specify multiple hosts or subnets by separating their specifications with SPACEs.
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Table 10-5 Specifying a client

Examples

Each of the following examples specifies one or more systems:
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Specifying a Subnet

When you set up a server, you frequently need to specify which clients are allowed to connect to it. Sometimes it is convenient to specify a range of IP addresses, called a subnet. The discussion on page 298 explains what a subnet is and how to use a network mask to specify a subnet. Usually you can specify a subnet as

n.n.n.n/m.m.m.m

or

n.n.n.n/maskbits

where n.n.n.n is the base IP address and the subnet is represented by m.m.m.m (the network mask) or maskbits (the number of bits used for the network mask). For example, 192.168.0.1/255.255.255.0 represents the same subnet as 192.168.0.1/24. In binary, decimal 255.255.255.0 is represented by 24 ones followed by 8 zeros. The /24 is shorthand for a network mask with 24 ones. Each line in Table 10-6 presents two notations for the same subnet, followed by the range of IP addresses the subnet includes.
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Table 10-6 Different ways to represent a subnet

rpcinfo: Displays Information About rpcbind

The rpcinfo utility (rpcbind package) displays information about programs registered with rpcbind and makes RPC calls to programs to see whether they are alive. For more information on rpcbind, refer to “RPC Network Services” on page 317. The rpcinfo utility takes the following options and arguments:

Syntax

rpcinfo –p [host]

rpcinfo [–n port] [–u | –t] host program [version]

rpcinfo –b | –d program version

–b

(broadcast) Makes an RPC broadcast to version of program and lists hosts that respond.

–d

(delete) Removes local RPC registration for version of program. Available to a user running with root privileges only.

–n

(port number) With –t or –u, uses the port numbered port instead of the port number specified by rpcbind.

–p

(probe) Lists all RPC programs registered, with rpcbind on host or on the local system when you do not specify host.

–t

(TCP) Makes a TCP RPC call to version (if specified) of program on host and reports whether it receives a response.

–u

(UDP) Makes a UDP RPC call to version (if specified) of program on host and reports whether it receives a response.

Examples

The following command displays the RPC programs registered with the rpcbind daemon on the system named plum. If you get a No route to host error make sure the firewall on the remote system allows inbound traffic on TCP port 111.
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$ rpcinfo -p plum
   program vers proto   port  service
    100000    4   tcp    111  portmapper
    100000    3   tcp    111  portmapper
...
    100021    1   udp  44202  nlockmgr
    100021    3   udp  44202  nlockmgr
...
    100003    2   tcp   2049  nfs
    100003    3   tcp   2049  nfs
...

Use the –u option to display a list of versions of a daemon, such as nfs, registered on a remote system (plum):
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$ rpcinfo -u plum nfs
program 100003 version 2 ready and waiting
program 100003 version 3 ready and waiting
program 100003 version 4 ready and waiting

Specify localhost to display a list of versions of a daemon registered on the local system:
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$ rpcinfo -u localhost ypbind
program 100007 version 1 ready and waiting
program 100007 version 2 ready and waiting

Locking down rpcbind

Because the rpcbind daemon holds information about which servers are running on the local system and which port each server is running on, only trusted systems should have access to this information. One way to ensure only selected systems have access to rpcbind is to lock it down in the /etc/hosts.allow and /etc/hosts.deny files (below). Put the following line in hosts.deny to prevent all systems from using rpcbind on the local (server) system:

rpcbind: ALL

Alternately you can block TCP port 111 using firewall-cmd (page 906). Test this setup from a remote system by giving the following command:
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$ rpcinfo -p hostname
rpcinfo: can't contact portmapper: RPC: Authentication error; ...

Replace hostname with the name of the remote system that you changed the hosts.deny file on. The change is usually immediate; in most cases you do not need to restart rpcbind.

Next add the following line to the hosts.allow file on the server system:

rpcbind: host-IP

where host-IP is the IP address of the trusted, remote system that you gave the preceding rpcinfo command from. Use only IP addresses with rpcbind in hosts.allow; do not use system names that rpcbind could get stuck trying to resolve. If you give the same command, rpcinfo should display a list of the servers that RPC knows about, including rpcbind. See page 776 for more examples.


Security: Set the clocks
The rpcbind daemon relies on the client and the server clocks being synchronized. A simple DoS attack (page 1248) can be initiated by setting the server clock to the wrong time.



Securing a Server

Two ways you can secure a server are by using TCP wrappers and by setting up a chroot jail. This section describes both techniques. Alternately, you can use firewall-cmd (page 906) to secure a system. A firewall covers protocols such as httpd that are not protected by libwrap, which is required for TCP wrappers.
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Follow these guidelines when you open a local system to access from remote systems:

• Open the local system only to systems you want to allow to access it.

• Allow each remote system to access only the data you want it to access.

• Allow each remote system to access data only in the appropriate manner (readonly, read/write, write only).
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As part of the client/server model, TCP wrappers, which can be used for any daemon that is linked against libwrap, relies on the /etc/hosts.allow and /etc/hosts.deny files as the basis of a simple access control list. This access control language defines rules that selectively allow clients to access server daemons on a local system based on the client’s address and the daemon the client tries to access. The output of ldd shows that one of the shared library dependencies of sshd is libwrap:
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$ ldd /usr/sbin/sshd | grep libwrap
       libwrap.so.0 => /lib64/libwrap.so.0 (0x00007fe99c955000)

[image: ] hosts.allow and hosts.deny

Each line in the hosts.allow and hosts.deny files has the following format:

daemon_list : client_list [: command]

where daemon_list is a comma-separated list of one or more server daemons (e.g., rpcbind, vsftpd, sshd), client_list is a comma-separated list of one or more clients (see Table 10-5 on page 482), and the optional command is the command that is executed when a client from client_list tries to access a server daemon from daemon_list.

When a client requests a connection to a server, the hosts.allow and hosts.deny files on the server system are consulted in the following order until a match is found:

1. If the daemon/client pair matches a line in hosts.allow, access is granted.

2. If the daemon/client pair matches a line in hosts.deny, access is denied.

3. If there is no match in hosts.allow or hosts.deny, access is granted.

The first match determines whether the client is allowed to access the server. When either hosts.allow or hosts.deny does not exist, it is as though that file were empty. Although not recommended, you can allow access to all daemons for all clients by removing both files.

Examples

For a more secure system, put the following line in hosts.deny to block all access:
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$ cat /etc/hosts.deny
...
ALL : ALL : echo '%c tried to connect to %d and was blocked' >> /var/log/tcpwrappers.log

This line prevents any client from connecting to any service, unless specifically permitted to do so in hosts.allow. When this rule is matched, it adds a line to the file named /var/log/tcpwrappers.log. The %c expands to client information, and the %d expands to the name of the daemon the client attempted to connect to.

With the preceding hosts.deny file in place, you can include lines in hosts.allow that explicitly allow access to certain services and systems. For example, the following hosts.allow file allows any client to connect to the OpenSSH daemon (ssh, scp, sftp) but allows telnet connections only from the same network as the local system and users on the 192.168. subnet:
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$ cat /etc/hosts.allow
sshd: ALL
in.telnet: LOCAL
in.telnet: 192.168.* 127.0.0.1
...

The first line allows connection from any system (ALL) to sshd. The second line allows connection from any system in the same domain as the server (LOCAL). The third line matches any system whose IP address starts with 192.168. as well as the local system.

Setting Up a chroot Jail

On early UNIX systems, the root directory was a fixed point in the filesystem. On modern UNIX variants, including Linux, you can define the root directory on a per-process basis. The chroot utility allows you to run a process with a root directory other than /.

The root directory appears at the top of the directory hierarchy and has no parent. Thus a process cannot access files above the root directory because none exist. If, for example, you run a program (process) and specify its root directory as /home/sam/jail, the program would have no concept of any files in /home/sam or above: jail is the program’s root directory and is labeled / (not jail).

By creating an artificial root directory, frequently called a (chroot) jail, you prevent a program from accessing, executing, or modifying—possibly maliciously—files outside the directory hierarchy starting at its root. You must set up a chroot jail properly to increase security: If you do not set up the chroot jail correctly, you can make it easier for a malicious user to gain access to a system than if there were no chroot jail.

Using chroot

Creating a chroot jail is simple: Working with root privileges, give the command /usr/sbin/chroot directory. The directory becomes the root directory, and the process attempts to run the default shell. Working with root privileges, the following command sets up a chroot jail in the (existing) /home/sam/jail directory running bash (/usr/bin/bash):
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# /usr/sbin/chroot /home/sam/jail /usr/bin/bash
/usr/sbin/chroot: failed to run command '/usr/bin/bash': No such file or directory

This example sets up a chroot jail, but when the system attempts to run the bash shell, the operation fails. Once the jail is set up, the directory that was named jail takes on the name of the root directory, /. As a consequence, chroot cannot find the file identified by the pathname /usr/bin/bash. In this situation the chroot jail works correctly but is not useful.

Getting a chroot jail to work the way you want is more complicated. To have the preceding example run bash in a chroot jail, create a usr/bin directory in jail (/home/sam/jail/usr/bin) and copy /usr/bin/bash to this directory. Because the bash binary is dynamically linked to shared libraries, you need to copy these libraries into jail as well. The libraries go in lib64 (64-bit system) or lib (32-bit system).
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The next example creates the necessary directories, copies bash, uses ldd to display the shared library dependencies of bash, and copies the necessary libraries to lib64. The linux-vdso.so.1 file is a DSO (dynamically shared object) provided by the kernel to speed system calls; you do not need to copy it.
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$ pwd
/home/sam/jail
$ mkdir -p usr/bin lib64
$ cp /usr/bin/bash usr/bin
$ ldd usr/bin/bash
    linux-vdso.so.1 =>  (0x00007fffe3f26000)
    libtinfo.so.5 => /lib64/libtinfo.so.5 (0x00007fdb3b7f1000)
    libdl.so.2 => /lib64/libdl.so.2 (0x00007fdb3b5ed000)
    libc.so.6 => /lib64/libc.so.6 (0x00007fdb3b22c000)
    /lib64/ld-linux-x86-64.so.2 (0x00007fdb3ba2d000)


$ cp /lib64/{libtinfo.so.5,libdl.so.2,libc.so.6,ld-linux-x86-64.so.2} lib64

Now start the chroot jail again. Although all the setup can be done by an ordinary user, you must work with root privileges to run chroot:
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$ su
Password:
# /usr/sbin/chroot /home/sam/jail /usr/bin/bash
bash-4.2# pwd
/
bash-4.2# ls
bash: ls: command not found
bash-4.2#

This time chroot finds and starts bash, which displays its default prompt (bash-4.2#). The pwd command works because it is a shell builtin (page 170). However, bash cannot find the ls utility because it is not in the chroot jail. You can copy /bin/ls and its libraries into the jail if you want users in the jail to be able to use ls. An exit command allows you to escape from the jail.

To set up a useful chroot jail, first determine which utilities the users of the chroot jail need. Then copy the appropriate binaries and their libraries into the jail. Alternately, you can build static copies of the binaries and put them in the jail without installing separate libraries. (The statically linked binaries are considerably larger than their dynamic counterparts. The size of the base system with bash and the core utilities exceeds 50 megabytes.) You can find the source code for most common utilities in the bash and coreutils SRPM (source rpm) packages.

The chroot utility fails unless you run it with root privileges. The result of running chroot with root privileges is a root shell (a shell with root privileges) running inside a chroot jail. Because a user with root privileges can break out of a chroot jail, it is imperative that you run a program in the chroot jail with reduced privileges (i.e., privileges other than those of root).

There are several ways to reduce the privileges of a user. For example, you can put su or sudo in the jail and then start a shell or a daemon inside the jail, using one of these programs to reduce the privileges of the user working in the jail. A command such as the following starts a shell with reduced privileges inside the jail:
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# /usr/sbin/chroot jailpath /usr/bin/su user -c /usr/bin/bash

where jailpath is the pathname of the jail directory, and user is the username under whose privileges the shell runs. The problem with this scenario is that sudo and su, as compiled for Fedora/RHEL, call PAM. To run one of these utilities you need to put all of PAM, including its libraries and configuration files, in the jail, along with sudo (or su) and the /etc/passwd file. Alternately, you can recompile su or sudo. The source code calls PAM, however, so you would need to modify the source so it does not call PAM. Either one of these techniques is time consuming and introduces complexities that can lead to an unsecure jail.

The following C program1 runs a program with reduced privileges in a chroot jail. Because this program obtains the UID and GID of the user you specify on the command line before calling chroot(), you do not need to put /etc/passwd in the jail. The program reduces the privileges of the specified program to those of the specified user. This program is presented as a simple solution to the preceding issues so you can experiment with a chroot jail and better understand how it works.

1. Thanks to David Chisnall and the Étoilé Project (etoileos.com) for the uchroot.c program.
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$ cat uchroot.c


/* See svn.gna.org/viewcvs/etoile/trunk/Etoile/LiveCD/uchroot.c for terms of use. */


#include <stdio.h>
#include <stdlib.h>
#include <pwd.h>


int main(int argc, char * argv[])
{
        if(argc < 4)
        {
                printf("Usage: %s {username} {directory} {program} [arguments]\n", argv[0]);
                return 1;
        }
        /* Parse arguments */
        struct passwd * pass = getpwnam(argv[1]);
        if(pass == NULL)
        {
                printf("Unknown user %s\n", argv[1]);
                return 2;
        }
        /* Set the required UID */
        chdir(argv[2]);
        if(chroot(argv[2])
                ||
                setgid(pass->pw_gid)
                ||
                setuid(pass->pw_uid))
        {
                printf("%s must be run as root.  Current uid=%d, euid=%d\n",
                                argv[0],
                                (int)getuid(),
                                (int)geteuid()
                                );
                return 3;
        }
        return execv(argv[3], argv + 3);
}

The first of the following commands compiles uchroot.c using cc (gcc package), creating an executable file named uchroot. Subsequent commands move uchroot to /usr/local/bin and give it appropriate ownership.
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$ cc -o uchroot uchroot.c
$ su
password:
# mv uchroot /usr/local/bin
# chown root:root /usr/local/bin/uchroot
# exit
$ ls -l /usr/local/bin/uchroot
-rwxr-xr-x. 1 root root 8924 07-26 14:24 /usr/local/bin/uchroot

Using the setup from earlier in this section, give the following command to run a shell with the privileges of the user sam inside a chroot jail:
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# /usr/local/bin/uchroot sam /home/sam/jail /usr/bin/bash


Tip: Keeping multiple chroot jails
If you plan to deploy multiple chroot jails, it is a good idea to keep a clean copy of the bin and lib directories somewhere other than in one of the active jails.



Running a Service in a chroot Jail

Running a shell inside a jail has limited usefulness. In reality, you are more likely to want to run a specific service inside the jail. To run a service inside a jail, make sure all files needed by that service are inside the jail. Using uchroot, the format of a command to start a service in a chroot jail is
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# /usr/local/bin/uchroot user jailpath daemonname

where jailpath is the pathname of the jail directory, user is the username that runs the daemon, and daemonname is the pathname (inside the jail) of the daemon that provides the service.

Some servers are already set up to take advantage of chroot jails. For example, you can set up DNS so that named runs in a jail (page 883), and the vsftpd FTP server can automatically start chroot jails for clients (page 729).

Security Considerations

Some services need to be run by a user or process with root privileges but release their root privileges once started (Apache, Procmail, and vsftpd are examples). If you are running such a service, you do not need to use uchroot or put su or sudo inside the jail.

A process run with root privileges can potentially escape from a chroot jail. For this reason, you should reduce privileges before starting a program running inside the jail. Also, be careful about which setuid (page 196) binaries you allow inside a jail—a security hole in one of them could compromise the security of the jail. In addition, make sure the user cannot access executable files that he uploads to the jail.

[image: ] DHCP: Configures Network Interfaces

Instead of storing network configuration information in local files on each system, DHCP (Dynamic Host Configuration Protocol) enables client systems to retrieve the necessary network configuration information from a DHCP server each time they connect to the network. A DHCP server assigns IP addresses from a pool of addresses to clients as needed. Assigned addresses are typically temporary but need not be.

This technique has several advantages over storing network configuration information in local files:

• A new user can set up an Internet connection without having to deal with IP addresses, netmasks, DNS addresses, and other technical details. An experienced user can set up a connection more quickly.

• DHCP facilitates assignment and management of IP addresses and related network information by centralizing the process on a server. A system administrator can configure new systems, including laptops that connect to the network from different locations, to use DHCP; DHCP then assigns IP addresses only when each system connects to the network. The pool of IP addresses is managed as a group on the DHCP server.

• DHCP facilitates the use of IP addresses by more than one system, reducing the total number of IP addresses needed. This conservation of addresses is important because the Internet has run out of IPv4 addresses. Although a particular IP address can be used by only one system at a time, many end-user systems require addresses only occasionally, when they connect to the Internet. By reusing IP addresses, DHCP has lengthened the life of the IPv4 protocol.

DHCP is particularly useful for an administrator who is responsible for maintaining a large number of systems because new systems no longer need to be set up with unique configuration information.

How DHCP Works

Using dhclient, the client contacts the server daemon, dhcpd, to obtain the IP address, netmask, broadcast address, nameserver address, and other networking parameters. In turn, the server provides a lease on the IP address to the client. The client can request the specific terms of the lease, including its duration; the server can limit these terms. While connected to the network, a client typically requests extensions of its lease as necessary so its IP address remains the same. This lease might expire once the client is disconnected from the network, with the server giving the client a new IP address when it requests a new lease. You can also set up a DHCP server to provide static IP addresses for specific clients (refer to “Static Versus Dynamic IP Addresses” on page 298).

When you start Fedora/RHEL, the system runs a DHCP client, connects to a DHCP server if it can find one, and configures its network interface.

DHCP Client

A DHCP client requests network configuration parameters from the DHCP server and uses those parameters to configure its network interface.

Prerequisites

Make sure the following package is installed:

• dhclient

dhclient: The DHCP Client

When a DHCP client system connects to the network, dhclient requests a lease from the DHCP server and configures the client’s network interface(s). Once a DHCP client has requested and established a lease, it stores the lease information in a file named dhclient-*-interface.lease, which resides in the /var/lib/NetworkManager directory. The interface is the name of the interface the client uses, such as eth0. The system uses this information to reestablish a lease when either the server or the client needs to reboot. The DHCP client configuration file, /etc/dhcp/dhclient.conf, is required only for custom configurations. The /usr/share/doc/dhclient* directory holds a well-commented dhclient.conf file.

The following dhclient.conf file specifies a single interface, ens33:
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$ cat /etc/dhcp/dhclient.conf
interface "ens33"
{
send dhcp-client-identifier 1:xx:xx:xx:xx:xx:xx;
send dhcp-lease-time 86400;
}

In the preceding file, the 1 in the dhcp-client-identifier specifies an Ethernet network and xx:xx:xx:xx:xx:xx is the MAC address (page 1259) of the device controlling that interface. See page 494 for instructions on how to determine the MAC address of a device. The dhcp-lease-time is the duration, in seconds, of the lease on the IP address. While the client is connected to the network, dhclient automatically renews the lease each time half of the lease time is up. A lease time of 86,400 seconds (one day) is a reasonable choice for a workstation.

DHCP Server

A DHCP server maintains a list of IP addresses and other configuration parameters. Clients request network configuration parameters from the server. The DHCP server does not ship with a working configuration. See the /usr/share/doc/dhcp*/*example files for sample dhcpd.conf files that include a lot of documentation.

Prerequisites

Install the following package:

• dhcp

Enable and start dhcpd

Run systemctl to cause the dhcpd service (dhcpd daemon) to start each time the system enters multiuser mode and then start the dhcpd service. Use the systemctl status command to make sure the service is running.
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# systemctl enable dhcpd.service
# systemctl start dhcpd.service

After modifying dhcpd configuration files, give the second command again, replacing start with restart to cause dhcpd to reread those files.

dhcpd: The DHCP Daemon

A simple DHCP server (dhcpd) allows you to add clients to a network without maintaining a list of assigned IP addresses. A simple network, such as a home-based LAN sharing an Internet connection, can use DHCP to assign a dynamic IP address to almost all nodes. The exceptions are servers and routers, which must be at known network locations if clients are to find them. If servers and routers are configured without DHCP, you can specify a simple DHCP server configuration in /etc/dhcp/dhcpd.conf:
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$ cat /etc/dhcp/dhcpd.conf
default-lease-time 600;
max-lease-time 86400;


option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;
option routers 192.168.1.1;
option domain-name-servers 192.168.1.1;
option domain-name "example.com";


subnet 192.168.1.0 netmask 255.255.255.0 {
   range 192.168.1.2 192.168.1.200;
}

By default, dhcpd serves requests on all nonbroadcast network interfaces.

The preceding configuration file specifies a LAN where both the router and the DNS server are located on 192.168.1.1. The default-lease-time specifies the number of seconds the dynamic IP lease will remain valid if the client does not specify a duration. The max-lease-time is the maximum time allowed for a lease.

The information in the option lines is sent to each client when it connects. The names following the word option specify what the following argument represents. For example, the option broadcast-address line specifies the broadcast address of the network. The routers and domain-name-servers options can be followed by multiple values separated by commas.

The subnet section includes a range line that specifies the range of IP addresses the DHCP server can assign. In the case of multiple subnets, you can define options, such as subnet-mask, inside the subnet section. Options defined outside all subnet sections are global and apply to all subnets.

The preceding configuration file assigns addresses in the range from 192.168.1.2 to 192.168.1.200. The DHCP server starts at the bottom of this range and attempts to assign a new IP address to each new client. Once the DHCP server reaches the top of the range, it starts reassigning IP addresses that have been used in the past but are not currently in use. If you have fewer systems than IP addresses, the IP address of each system should remain fairly constant. Two systems cannot use the same IP address at the same time.

Once you have configured a DHCP server, restart it using systemctl (previous page). When the server is running, clients configured to obtain an IP address from the server using DHCP should be able to do so. See the /usr/share/doc/dhcp*/*example files for sample dhcpd.conf files.

Static IP Addresses

As mentioned earlier, routers and servers typically require static IP addresses. Although you can manually configure IP addresses for these systems, it might be more convenient to have the DHCP server provide them with static IP addresses. See page 641 if you want to configure a system to use a static IP address without using DHCP.

When a system that requires a specific static IP address connects to the network and contacts the DHCP server, the server needs a way to identify the system so it can assign the proper IP address to that system. The DHCP server uses the MAC address (page 1259) of the system’s NIC (network interface card) as an identifier. When you set up the server, you must know the MAC address of each system that requires a static IP address.

Determining a MAC address

The ip utility displays the MAC addresses of the Ethernet cards in a system. In the following example, the MAC address is the colon-separated series of hexadecimal number pairs following link/ether:
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$ ip link show ens33
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode DEFAULT qlen 1000
    link/ether 00:0c:29:13:f4:35 brd ff:ff:ff:ff:ff:ff

Run ip on each system that requires a static IP address. Once you have determined the MAC addresses of these systems, you can add a host section to the /etc/dhcp/ dhcpd.conf file for each one, instructing the DHCP server to assign a specific address to that system. The following host section assigns the address 192.168.1.1 to the system with the MAC address of BA:DF:00:DF:C0:FF:
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$ cat /etc/dhcp/dhcpd.conf
...
host router {
   hardware ethernet BA:DF:00:DF:C0:FF;
   fixed-address 192.168.1.1;
   option host-name router;
}

The name following host is used internally by dhcpd. The name specified after option host-name is passed to the client and can be a hostname or an FQDN. After making changes to dhcpd.conf, restart dhcpd using systemctl (previous page).
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Once NIS and DNS were introduced, finding user and system information was no longer a simple matter of searching a local file. When once you looked in /etc/passwd to get user information and in /etc/hosts to find system address information, now you can use several methods to obtain this type of information. The /etc/nsswitch.conf (name service switch configuration) file specifies which methods to use and the order in which to use them when looking for a certain type of information. You can also specify which action the system should take based on whether a method succeeds or fails.

Syntax

Each line in nsswitch.conf specifies how to search for a piece of information, such as a user’s password. A line in nsswitch.conf has the following syntax:

info:                       method [[action]] [method [[action]]...]

where info is the type of information the line describes, method is the method used to find the information, and action is the response to the return status of the preceding method. The action is enclosed within square brackets.

When called upon to supply information that nsswitch.conf describes, the system examines the line with the appropriate info field. It uses the methods specified on this line, starting with the method on the left. By default, when it finds the desired information, the system stops searching. Without an action specification, when a method fails to return a result, the system tries the next action. It is possible for the search to end without finding the requested information.

Information

The nsswitch.conf file commonly controls searches for usernames, passwords, host IP addresses, and group information. The following list describes most of the types of information (info in the syntax given earlier) that nsswitch.conf controls searches for:
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Methods

Following is a list of the methods that nsswitch.conf uses to search for information (method in the syntax shown on the previous page). For each type of information, you can specify one or more of the following methods:2

2. Other, less commonly used methods also exist. See the default /etc/nsswitch.conf file and the nsswitch.conf man page for more information. Although NIS+ belongs in this list, it is not implemented as a Linux server and is not discussed in this book.
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Search Order

The information provided by two or more methods might overlap: For example, both files and nis might provide password information for the same user. With overlapping information, you need to consider which method you want to be authoritative (take precedence) and then place that method at the left of the list of methods.

The default nsswitch.conf file lists methods without actions, assuming no overlap (which is normal). In this case, the order is not critical: When one method fails, the system goes to the next one and all that is lost is a little time. Order becomes critical when you use actions between methods or when overlapping entries differ.

The first of the following lines from nsswitch.conf causes the system to search for password information in /etc/passwd and if that fails, to use NIS to find the information. If the user you are looking for is listed in both places, the information in the local file is used and is considered authoritative. The second line uses NIS to find an IP address given a hostname; if that fails, it searches /etc/hosts; if that fails, it checks with DNS to find the information.

passwd         files nis
hosts          nis files dns

Action Items

Each method can optionally be followed by an action item that specifies what to do if the method succeeds or fails. An action item has the following format:

[[!]STATUS=action]

where the opening and closing square brackets are part of the format and do not indicate that the contents are optional; STATUS (uppercase by convention) is the status being tested for; and action is the action to be taken if STATUS matches the status returned by the preceding method. The leading exclamation point (!) is optional and negates the status.

STATUS

STATUS might have any of the following values:

NOTFOUND—The method worked, but the value being searched for was not found. The default action is continue.

SUCCESS—The method worked, and the value being searched for was found; no error was returned. The default action is return.

TRYAGAIN—The method failed because it was temporarily unavailable. For example, a file might be locked or a server overloaded. The default action is continue.

UNAVAIL—The method failed because it is permanently unavailable. For example, the required file might not be accessible or the required server might be down. The default action is continue.

action

There are two possible values for action:

return—Returns to the calling routine with or without a value.

continue—Continues with the next method. Any returned value is overwritten by a value found by a subsequent method.

Example

The following line from nsswitch.conf causes the system first to use DNS to search for the IP address of a given host. The action item following the DNS method tests whether the status returned by the method is not (!) UNAVAIL.
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hosts          dns [!UNAVAIL=return] files

The system takes the action associated with the STATUS (return) if the DNS method does not return UNAVAIL (!UNAVAIL)—that is, if DNS returns SUCCESS, NOTFOUND, or TRYAGAIN. As a consequence, the following method (files) is used only when the DNS server is unavailable. If the DNS server is not unavailable (read the two negatives as “is available”), the search returns the domain name or reports that the domain name was not found. The search uses the files method (checks the local /etc/hosts file) only if the server is not available.

compat Method: ± in passwd, group, and shadow Files

You can put special codes in the /etc/passwd, /etc/group, and /etc/shadow files that cause the system, when you specify the compat method in nsswitch.conf, to combine and modify entries in the local files and the NIS maps. That is, a plus sign (+) at the beginning of a line in one of these files adds NIS information; a minus sign (–) removes information.

For example, to use these codes in the passwd file, specify passwd: compat in the nsswitch.conf file. The system then goes through the passwd file in order, adding or removing the appropriate NIS entries when it reaches each line that starts with a + or –.

Although you can put a plus sign at the end of the passwd file, specify passwd: compat in nsswitch.conf to search the local passwd file, and then go through the NIS map, it is more efficient to put passwd: file nis in nsswitch.conf and not modify the passwd file.

Getting Help

Fedora/RHEL comes with extensive documentation (pages 113 and 128). Fedora maintains a page that points to many useful support documents at docs.fedoraproject.org; fedoraproject.org/en/get-help has links to ask.fedoraproject.org, email lists, and IRC chatrooms; Red Hat maintains a similar page at access.redhat.com and keeps documentation at access.redhat.com/docs. Although some sections of these Red Hat sites require an account to access, anyone can get an account for free. You can also find help on the Linux SIG site (formerly SAGE; www.usenix.org/lisa). The Internet is another rich source of information on managing a Linux system; refer to Appendix B (page 1149) and to the author’s home page (www.sobell.com) for pointers to useful sites.

You need not act as a Fedora/RHEL system administrator in isolation; a large community of Fedora/RHEL experts is willing to assist you in getting the most out of a Linux system. Of course, you will get better help if you have already tried to solve a problem yourself by reading the available documentation. If you are unable to solve a problem by consulting the documentation, a well-thought-out question posed to the appropriate newsgroup (such as comp.os.linux.misc) or mailing list can often generate useful information. Be sure to describe the problem accurately and identify the system carefully. Include information about the version of Fedora/RHEL running on the system and any software packages and hardware you think relate to the problem. The newsgroup comp.os.linux.answers contains postings of solutions to common problems and periodic postings of the most up-to-date versions of FAQs and HOWTO documents. See www.catb.org/~esr/faqs/smart-questions.html for a helpful paper by Eric S. Raymond and Rick Moen titled “How to Ask Questions the Smart Way.”

Chapter Summary

A system administrator is someone who keeps the system in a useful and convenient state for its users. Much of the work you do as the system administrator will require you to work with root privileges. A user with these privileges (sometimes referred to as Superuser) has extensive systemwide powers that normal users do not have. A user with root privileges can read from and write to almost any file and can execute programs that ordinary users are not permitted to execute.

The system administrator controls system operation, including configuring the system; booting up; running systemctl to set up services; working in single-user, multiuser, and rescue modes; bringing the system down; and handling system crashes. Fedora/RHEL provides both graphical and textual configuration tools.

When you bring the system up in single-user mode, only the system console is functional. While working in single-user mode, you can back up files and use fsck to check the integrity of filesystems before you mount them. The systemctl utility can bring the system to its default multiuser state. With the system running in multiuser mode, you can still perform many administration tasks, such as adding users and printers.

When you install a Fedora/RHEL system, you specify a password for the root account. You use this password to gain root privileges, either by logging in as the user named root or by using su and providing the root password. Alternately, you can configure sudo, which grants root privileges based on your password. A system that does not have a root password and that relies on sudo to escalate permissions can be more secure than one with a root password.

The systemd init daemon, which replaces the traditional System V init daemon (SysVinit), is event based: It can start and stop services upon receiving information that something on the system has changed (an event). Events include adding devices to and removing them from the system as well as bringing the system up and shutting it down. The systemctl utility works with systemd and can turn services on and off and alter their persistent state (i.e., whether they come up when the system boots).

You can use TCP wrappers to control who can use which system services by editing the hosts.allow and hosts.deny files in the /etc directory. Setting up a chroot jail limits the portion of the filesystem a user sees, so it can help control the damage a malicious user can do.

You can set up a DHCP server so you do not have to configure each system on a network manually. DHCP can provide both static and dynamic IP addresses. Whether a system uses NIS, DNS, local files, or a combination (and in which order) as a source of information is determined by /etc/nsswitch.conf. Linux-PAM enables you to maintain fine-grained control over who can access the system, how they can access it, and what they can do.

Exercises

1. How does single-user mode differ from multiuser mode?

2. How would you communicate each of the following messages?

a. The system is coming down tomorrow at 6:00 in the evening for periodic maintenance.

b. The system is coming down in five minutes.

c. Zach’s jobs are slowing the system down drastically, and he should postpone them.

d. Zach’s wife just had a baby girl.

3. What do the letters of the su command stand for? (Hint: It is not Superuser.) What can you do using su besides give yourself root privileges? How would you log in as Zach if you did not know his password but knew the root password? How would you establish the same environment that Zach has when he first logs in?

4. How would you allow a user to execute a specific, privileged command without giving the user the root password or permission to use sudo to run any command with root privileges?

5. How do you kill process 1648? How do you kill all processes running kmail? In which instances do you need to work with root privileges?

6. How can you disable SELinux?

7. Develop a strategy for coming up with a password that an intruder would not be likely to guess but that you will be able to remember.

Advanced Exercises

8. Give the command:

$ /usr/sbin/fuser -uv /

What does the output list? Why is it so long? Give the same command while working with root privileges (or ask the system administrator to do so and email you the results). How does this list differ from the first? Why is it different?

9. When it puts files in a lost+found directory, fsck has lost the directory information for the files and thus has lost the names of the files. Each file is given a new name, which is the same as the inode number for the file:
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$ ls –l lost+found
–rw–r––r–– 1 max pubs 110 06-10 10:55 51262

How can you identify these files and restore them?

10. Take a look at /usr/bin/lesspipe.sh. Explain its purpose and describe six ways it works.

11. Why are root-owned setuid shell scripts inherently unsafe?

12. When a user logs in, you would like the system to first check the local /etc/passwd file for a username and then check NIS. How do you implement this strategy?

13. Some older kernels contain a vulnerability that allows a local user to gain root privileges. Explain how this kind of vulnerability negates the value of a chroot jail.


11. Files, Directories, and Filesystems


In This Chapter
Important Files and Directories
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fsck: Checks Filesystem Integrity
The XFS Filesystem



Objectives

After reading this chapter you should be able to:

[image: ] List four important directories and describe their uses

[image: ] List common system startup configuration files and describe their uses

[image: ] List typical network configuration files and describe their uses

[image: ] List common login configuration files and describe their uses

[image: ] List a few device filenames and describe their uses

[image: ] Define the seven types of files found on the system

[image: ] Describe several filesystem types found on a Linux system

[image: ] View, check, tune, mount, and unmount local filesystems

Filesystems hold directories of files. These structures store user data and system data that are the basis of users’ work on the system and the system’s existence. This chapter discusses important files and directories, various types of files and ways to work with them, and the use and maintenance of filesystems.

Important Files and Directories

This section details the files most commonly used to administer the system. For a more general list of files, refer to “Important Standard Directories and Files” on page 189.

lost+found

Holds preallocated disk blocks of directories that fsck uses to store pointers to unlinked files (files that have lost their directory [and therefore filename] information). Having these blocks available ensures that fsck does not have to allocate data blocks during recovery, a process that could further damage a corrupted filesystem. See page 525 for more information on fsck. However, fsck will allocate blocks if they do not exist.

Each ext2, ext3, and ext4 filesystem contains a lost+found directory in the filesystem’s root directory. If, for example, a filesystem is mounted at /home, there will be a /home/lost+found directory. There is always a /lost+found directory. These directories are normally created by mkfs when it writes an ext2/ext3/ext4 filesystem to a partition. Although rarely necessary, you can create a lost+found directory manually using mklost+found.

[image: ] ~/.bash_profile

Contains an individual user’s login shell (page 1259) initialization script. The shell executes the commands in this file in the same environment as the shell each time a user logs in. (For information about executing a shell script in this manner, refer to the discussion of the . [dot] command on page 332.) The file must be located in a user’s home directory. It is not run from terminal emulator windows because you do not log in in those windows.

The default Fedora/RHEL .bash_profile file executes the commands in ~/.bashrc.

You can use .bash_profile to specify the editor you want to use, run stty to establish the terminal characteristics, set up aliases, and perform other housekeeping functions when a user logs in.

A simple .bash_profile file that sets EDITOR to vi and CONTROL-H as the erase key follows:

$ cat .bash_profile
export EDITOR=$(which vi)
stty erase '^h'

Using command substitution and which vi sets EDITOR to the absolute pathname of the vi editor. For more information refer to “Startup Files” on page 329.

[image: ] ~/.bashrc

Contains an individual user’s interactive, nonlogin shell initialization script. The shell executes the commands in this file in the same environment as the (new) shell each time a user creates a new interactive shell, including when a user opens a terminal emulator window. (For information about executing a shell script in this manner, refer to the discussion of the . [dot] command on page 332.) The .bashrc script differs from .bash_profile in that it is executed each time a new shell is spawned, not just when a user logs in. The default Fedora/RHEL .bash_profile file executes the commands in ~/.bashrc so that these commands are executed when a user logs in. For more information refer to “Startup Files” on page 329.

[image: ] /dev

Contains files representing pseudodevices and physical devices that might be attached to the system. The /dev/sda device was traditionally the first SCSI disk; now it is the first drive, including IDE, SATA, and USB drives. Other similar drives are named /dev/sdb, /dev/sdc, etc.

These names, such as /dev/sda, represent the order of the devices on the bus the devices are connected to, not the devices themselves. For example, if you swap the data cables on the disks referred to as /dev/sda and /dev/sdb, the drive’s designations will change. Similarly, if you remove the device referred to as /dev/sda, the device that was referred to as /dev/sdb will now be referred to as /dev/sda. See /dev/disk/by-uuid (below) for a way to refer to specific devices and not to their order on the bus.

/dev/disk/by-path

Holds symbolic links to local devices. The names of the devices in this directory identify the devices. Each entry points to the device in /dev that it refers to (sr0 is the CD/DVD drive).
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$ ls -l /dev/disk/by-path
lrwxrwxrwx. 1 root root  9 06-05 17:29 pci-0000:00:10.0-scsi-0:0:0:0 -> ../../sda
lrwxrwxrwx. 1 root root 10 06-05 17:29 pci-0000:00:10.0-scsi-0:0:0:0-part1 -> ../../sda1
lrwxrwxrwx. 1 root root 10 06-05 17:29 pci-0000:00:10.0-scsi-0:0:0:0-part2 -> ../../sda2

/dev/disk/by-uuid

Holds symbolic links to local devices. The names of the devices in this directory consist of the UUID (page 1280) numbers of the devices. Each entry points to the device in /dev that it refers to. See page 524 for more information. The dm in the partition names stands for device mapper, which is used by LVM (page 44).
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$ ls -l /dev/disk/by-uuid
lrwxrwxrwx. 1 root root 10 06-05 17:29 24908841-6308-4304-a52f-c1a76c69bd57 -> ../../sda1
lrwxrwxrwx. 1 root root 10 06-05 17:29 2d9ea1c9-bfbb-4302-b715-1b258c946c55 -> ../../dm-1
lrwxrwxrwx. 1 root root 10 06-05 17:29 cfd3669e-b888-4691-bf54-e229c16eba06 -> ../../dm-0

/dev/null

Also called a bit bucket. Output sent to this file disappears. The /dev/null file is a device file. Input you redirect to come from this file appears as null values, creating an empty file. You can create an empty file named nothing by giving one of the following commands:

$ cat /dev/null > nothing
$ cp /dev/null nothing

or, without explicitly using /dev/null,

$ > nothing

The last command redirects the output of a null command to the file with the same result as the previous commands. You can use any of these commands to truncate an existing file to zero length without changing its permissions. You can also use /dev/null to get rid of output you do not want:

$ grep portable * 2> /dev/null

This command displays all lines in all files in the working directory that contain the string portable. Any output to standard error (page 333), such as a permission or directory error, is discarded, while output to standard output appears on the screen. See also page 158.

/dev/pts

A hook into the Linux kernel. This pseudofilesystem is part of the pseudoterminal support. Pseudoterminals are used by remote login programs, such as ssh and telnet, as well as xterm and other graphical terminal emulators. The following sequence of commands demonstrates that Sam is logged in on /dev/pts/1. After using tty to verify the pseudoterminal he is logged in on and using ls to show that this pseudoterminal exists, Sam redirects the output of an echo command to /dev/pts/1, whereupon the output appears on his screen:

$ tty
/dev/pts/1
$ ls /dev/pts
0  1  2  ptmx
$ echo Hi there > /dev/pts/1
Hi there

/dev/random and /dev/urandom

Interfaces to the kernel’s random number generator. You can use either file with dd to create a file filled with pseudorandom bytes. However, if there is not enough entropy, urandom can generate potentially inferior results (although for most purposes the difference is irrelevant). Following is an example:
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$ dd if=/dev/urandom of=randfile bs=1 count=100
100+0 records in
100+0 records out
100 bytes (100 B) copied, 0.000884387 seconds, 113 kB/s

The preceding command reads from /dev/urandom and writes to the file named randfile. The block size is 1, and the count is 100; thus randfile is 100 bytes long. For bytes that are more random, you can read from /dev/random. See the urandom and random man pages for more information.


Tip: Using random can cause the system to hang
Reading from /dev/random can cause the system to hang for a long time if there is not enough entropy. This problem is common on virtual systems. You can create entropy and free the system by moving the mouse, typing on the keyboard, or copying files. Alternately, you can read from /dev/urandom.




Optional
Wiping a file
You can use a similar technique to wipe data from a file before deleting it, making it almost impossible to recover data from the deleted file. You might want to wipe a file for security reasons.
In the following example, ls shows the size of the file named secret. Using a block size of 1 and a count corresponding to the number of bytes in secret, dd wipes the file. The conv=notrunc argument ensures that dd writes over the data in the file and not another (erroneous) place on the disk.
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$ ls -l secret
-rw-r--r--. 1 sam pubs 5733 01-27 13:12 secret
$ dd if=/dev/urandom of=secret bs=1 count=5733 conv=notrunc
5733+0 records in
5733+0 records out
5733 bytes (5.7 kB) copied, 0.0358146 seconds, 160 kB/s
$ rm secret
For added security, run sync to flush the disk buffers after running dd and repeat the two commands several times before deleting the file. Alternately you can use shred (page 223) to wipe a file. See wipe.sourceforge.net for more information about wiping files.



/dev/shm

Implements shared memory, which provides an efficient way for processes to share information.

/dev/zero

Input you take from this file contains an infinite string of zeros (numerical zeros, not ASCII zeros). You can fill a file (e.g., a swap file; page 513) or overwrite a file with zeros with a command such as the following:
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$ dd if=/dev/zero of=zeros bs=1024 count=10
10+0 records in
10+0 records out
10240 bytes (10 kB) copied, 0.000160263 seconds, 63.9 MB/s


$ od -c zeros
0000000  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0  \0
*
0024000

The od utility shows the contents of the new file.

If you try to fill a file with zeros using /dev/null, you fill the partition in which you are working:
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$ cp /dev/zero bigzero
cp: error writing 'bigzero': No space left on device
cp: failed to extend ‘bigzero’: No space left on device
$ rm bigzero
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Holds machine–local system configuration files.

/etc/aliases

Used by the mail delivery system to hold aliases for users. Edit this file to suit local needs. For more information refer to /etc/aliases on page 746.

/etc/alternatives

Holds symbolic links so you can call a utility by a name other than that of the file that holds the utility. For example, when you give the command cancel, the shell calls cancel.cups using the following links:
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$ ls -l /usr/bin/cancel
lrwxrwxrwx. 1 root root 30 06-04 19:31 /usr/bin/cancel -> /etc/alternatives/print-cancel
$ ls -l /etc/alternatives/print-cancel
lrwxrwxrwx. 1 root root 20 06-04 19:31 /etc/alternatives/print-cancel -> /usr/bin/cancel.cups

The alternatives directory also allows a utility to appear in more than one directory and can ease an administrator’s learning curve by providing familiar commands to do similar tasks (e.g., mailq can call sendmail or postfix commands depending on which server is being used).

In addition, this directory allows you to call one utility by several names. Although the alternatives directory does not allow developers to do anything they could not do without it, it provides an orderly way to keep and update these links. Use whereis (page 255) to find all links to a utility.

[image: ] /etc/at.allow, /etc/at.deny, /etc/cron.allow, and /etc/cron.deny

By default, users can use the at and crontab utilities. The at.allow and cron.allow files list the users who are allowed to use at and crontab, respectively. The at.deny and cron.deny files specify users who are not permitted to use the corresponding utilities. As Fedora/RHEL is configured, an empty at.deny file and the absence of an at.allow file allows anyone to use at; the absence of cron.allow and an empty cron.deny file allows anyone to use crontab. To prevent anyone except a user running with root privileges from using at, remove the at.deny file. To prevent anyone except a user running with root privileges from using crontab, create a cron.allow file with the single entry root. For more information on crontab, refer to “Scheduling Tasks” on page 607.

/etc/default

A directory that holds files that set default values for system services and utilities such as NFS and useradd. Look at the files in this directory for more information.

/etc/fstab

filesystem (mount) table—Contains a list of mountable devices as specified by the system administrator. See page 524 for more information.

[image: ] /etc/group

Groups allow users to share files or programs without giving all system users access to those files or programs. This scheme is useful when several users are working with files that are not public. The /etc/group file associates one or more usernames with each group (GID [group ID number]). Members of the group named wheel are administrators and can use sudo to gain root privileges; see “Administrator and the wheel group” on page 429 for a finer-grained way to control file access.

Each entry in the /etc/group file has four colon-separated fields that describe one group:

group-name:password:group-ID:login-name-list

The group-name is the name of the group. The password is an optional hashed (page 1252) password. This field frequently contains an x, indicating that group passwords are not used. The group-ID is a number, with 1–499 reserved for system accounts. The login-name-list is a comma-separated list of users who belong to the group. If an entry is too long to fit on one line, end the line with a backslash (\), which quotes the following RETURN, and continue the entry on the next line. A sample entry from a group file follows. The group is named pubs, has no password, and has a group ID of 1103:

pubs:x:1103:max,sam,zach,mark

You can use the groups utility to display the groups to which a user belongs:

$ groups sam
sam : sam pubs

Each user has a primary group, which is the group that user is assigned to in the /etc/passwd file. By default, Fedora/RHEL has user private groups: Each user’s primary group has the same name as the user. In addition, a user can belong to other groups, depending on which login-name-lists the user appears on in the /etc/group file. In effect, you simultaneously belong both to your primary group and to any groups you are assigned to in /etc/group. When you attempt to access a file you do not own, Linux checks whether you are a member of the group that has access to the file. If you are, you are subject to the group access permissions for the file. If you are not a member of the group that has access to the file and you do not own the file, you are subject to the public access permissions for the file.

When you create a file, Linux assigns it to your primary group. Refer to page 600 for information on using system-config-users to work with groups.

[image: ] /etc/hostname

Holds the name of the system. Use hostnamectl (page 219) to change the hostname of a system. See page 300 for more information on hostnames.

[image: ] /etc/hosts

Stores the names, IP addresses, and optionally aliases of other systems. Typically, this file holds the hostname and IP address of the local system. It also holds a special entry for localhost. This entry supports the loopback service, which allows the local system to talk to itself (e.g., for RPC services). The IP address of the loopback service is always 127.0.0.1 (IPv4) or ::1 (IPv6), while 127.0.1.1 names the local system. See page 300 for more information. Following is a simple /etc/hosts file:

Click here to view code image

$ cat /etc/hosts
127.0.0.1   localhost localhost.localdomain localhost4 localhost4.localdomain4
::1         localhost localhost.localdomain localhost6 localhost6.localdomain6
127.0.1.1      tiny
192.168.0.9    jam
192.168.0.10   plum
192.168.0.12   dog
...

If you are not using NIS or DNS to look up hostnames (called hostname resolution), you must include in /etc/hosts all systems that the local system should be able to contact by hostname. (A system can always contact another system by using the IP address of the system.) The hosts entry in the /etc/nsswitch.conf file (page 495) controls the order in which hostname resolution services are checked.

/etc/hosts.allow /etc/hosts.deny

As part of the client/server model, TCP wrappers use these files for access control. See page 485 for more information.

/etc/init.d

A symbolic link to /etc/rc.d/init.d (page 448).

[image: ] /etc/inittab

initialization table—A system running systemd ignores this file.

/etc/motd

Contains the message of the day, which can be displayed each time someone logs in using a textual login. This file typically contains site policy and legal information. Keep this file short because users tend to see the message many times.

/etc/mtab

A symbolic link to the kernel mount table at /proc/self/mounts. When you call mount without any arguments, it consults this file and displays a list of mounted devices. Each time you (or systemd) call mount or umount, these utilities make the necessary changes to mtab. Although this is an ASCII text file, you should not edit it. See also /etc/fstab.

/etc/nsswitch.conf

Specifies whether a system uses NIS, DNS, local files, or a combination as the source of certain information and in which order it consults these services (page 495).

/etc/pam.d

Files in this directory specify the authentication methods used by PAM (page 476) applications.

[image: ] /etc/passwd

Describes users to the system. Do not edit this file directly; instead, use one of the utilities discussed in “Configuring User and Group Accounts” on page 598. Each line in passwd has seven colon-separated fields that describe one user:

login-name:password:user-ID:group-ID:info:directory:program

The login-name is the user’s username—the name you enter in response to the login: prompt or on a GUI login screen. The value of the password is the character x. The /etc/shadow file (page 511) stores the real password, which is hashed (page 1252). For security reasons, every account should have a password. By convention, disabled accounts have an asterisk (*) in this field.

The user-ID is a number, with 0 indicating the root account and 1–999 being reserved for system accounts. The group-ID identifies the user’s primary group. It is a number, with 0–999 being reserved for system accounts; see /etc/group (page 506). You can change these values and set maximum values in /etc/login.defs.

The info is information that various programs, such as accounting and email programs, use to identify the user further. Normally it contains at least the first and last names of the user. It is referred to as the GECOS (page 1251) field.

The directory is the absolute pathname of the user’s home directory. The program is the program that runs once the user logs in to a textual session. If program is not present, a value of /bin/bash is assumed. You can put /bin/tcsh here to log in using the TC Shell or /bin/zsh to log in using the Z Shell, assuming the shell you specify is installed. The chsh utility (page 464) changes this value.

The program is usually a shell, but it can be any program. The following line in the passwd file creates a “user” whose only purpose is to execute the who utility:
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who:x:1000:1000:execute who:/usr:/usr/bin/who

Logging in with who as a username causes the system to log you in, execute the who utility, and log you out. The output of who flashes by quickly because the new login prompt clears the screen immediately after who finishes running. This entry in the passwd file does not provide a shell, so you cannot stay logged in after who finishes executing.

This technique is useful for providing special accounts that might do only one thing. The ftp account, for example, enables anonymous FTP (page 713) access to an FTP server. Because no one logs in on this account, the shell is set to /bin/false (which returns a false exit status) or to /sbin/nologin (which does not permit a nonprivileged user to log in). When you put a message in /etc/nologin.txt, nologin displays that message (except it has the same problem as the output of who—it is removed so quickly it is hard to see).


Security: Do not replace a login shell with a shell script
Do not use shell scripts as replacements for shells in /etc/passwd. A user might be able to interrupt a shell script, giving him full shell access when you did not intend to do so. When installing a dummy shell, use a compiled program, not a shell script.



/etc/printcap

The printer capability database for LPD/LPR (page 556). It is not used with CUPS (Chapter 13), the Fedora/RHEL default printing system. This file describes system printers and is derived from 4.3BSD UNIX.
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Contain systemwide interactive shell initialization scripts for environment and startup programs. When you log in, the shell immediately executes the commands in /etc/profile. This script executes all the commands in all the files in the /etc/profile.d directory (next) that have a filename extension of .sh. Both profile and the files in profile.d are executed in the same environment as the shell. (For information on executing a shell script in this manner, refer to the discussion of the . [dot] command on page 332.) As the comments at the beginning of profile say, if you want to make a systemwide change to users’ environments, place a script with a filename extension of .sh in profile.d. Do not modify profile because it might be replaced when the system is updated; a file you create in profile.d will not be replaced.

The system administrator can create a file with a filename extension of .sh in profile.d to establish systemwide environment parameters that individual users can override in their ~/.bash_profile (page 502) files. For example, this file can set shell variables, execute utilities, set up aliases, and take care of other housekeeping tasks. Following is an example of a file in /etc/profile.d that displays the message of the day (the /etc/motd file), sets the file-creation mask (umask; page 469), and sets the interrupt character to CONTROL-C:

# cat /etc/profile.d/simple.sh
cat /etc/motd
umask 022
stty intr '^c'

See the /etc/profile file and the files in /etc/profile.d on the local system for more complex examples.

/etc/protocols

Provides protocol numbers, aliases, and brief definitions for DARPA Internet TCP/IP protocols. Do not modify this file.

/etc/rc.d

Holds SysVinit initialization scripts and links. See page 448 for more information.
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The resolver (page 854) configuration file; provides access to DNS. This file is built by NetworkManager (page 637) if it is running.

The following example shows the resolv.conf file for the example.com domain. A resolv.conf file usually contains at least two lines—a search line (optional) and a nameserver line:

$ cat /etc/resolv.conf
search example.com
nameserver 10.0.0.50
nameserver 10.0.0.51

The search keyword might be followed by a maximum of six domain names. The first domain is interpreted as the host’s local domain. These names are appended one at a time to all DNS queries, shortening the time needed to query local hosts. The domains are searched in order in the process of resolving hostnames that are not fully qualified. See FQDN on page 1250.

When you put search example.com in resolv.conf, any reference to a host within the example.com domain or a subdomain (such as marketing.example.com) can use the abbreviated form of the host. For example, instead of issuing the command ping speedy.marketing.example.com, you can use ping speedy.marketing; however, a trailing period causes DNS to assume the name is complete so it appends no suffix. The following line in resolv.conf causes the marketing subdomain to be searched first, followed by sales, and finally the entire example.com domain:

Click here to view code image

search marketing.example.com sales.example.com example.com

It is a good idea to put the most frequently used domain names first to try to outguess possible conflicts. If both speedy.marketing.example.com and speedy.example.com exist, for example, the order of the search determines which one is selected when you invoke DNS. Do not overuse this feature: The longer the search path, the more network DNS requests generated, and the slower the response. Three or four names are typically sufficient.

Up to a maximum of three nameserver lines indicate which systems the local system queries to resolve hostnames to IP addresses, and vice versa. These machines are consulted in the order they appear, with a timeout between queries. The first timeout is a few seconds; each subsequent timeout is twice as long as the previous one. The preceding file causes this system to query 10.0.0.50, followed by 10.0.0.51 when the first system does not answer within a few seconds. The resolv.conf file might be automatically updated when a PPP (Point-to-Point Protocol) or DHCP (Dynamic Host Configuration Protocol) controlled interface is activated.

/etc/rpc

Maps RPC services to RPC numbers. The three columns in this file show the name of the server for the RPC program, the RPC program number, and any aliases.
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Lists system services. The three columns in this file show the informal name of the service, the port number/protocol the service uses most frequently, and any aliases for the service. This file does not specify which services are running on the local system, nor does it map services to port numbers. The services file is used internally to map port numbers to services for display purposes; editing this file does not change which ports and protocols the local system uses.
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Contains SHA2 (page 1272) or MD5 (page 1260) hashed user passwords, depending on system configuration. Each entry occupies one line composed of nine fields, separated by colons:

login-name:password:last-mod:min:max:warn:inactive:expire:flag

The login-name is the user’s username—the name that the user enters in response to the login: prompt or on a GUI login screen. The password is a hashed password that passwd puts in this file. New accounts that are not set up with a password are given a value of !, !!, or * in this field to prevent the user from logging in until you assign a password to that user (page 600).

The last-mod field indicates when the password was last modified. The min is the minimum number of days that must elapse before the password can be changed; the max is the maximum number of days before the password must be changed. The warn field specifies how much advance warning (in days) will be given to the user before the password expires. The account will be closed if the number of days between login sessions exceeds the number of days specified in the inactive field. The account will also be closed as of the date in the expire field. The last field in an entry, flag, is reserved for future use. You can use the Password Info tab in system-config-users (page 600) or chage to modify these fields.

The shadow password file must be owned by root and must not be publicly readable or writable. Setting ownership and permissions in this way makes it more difficult for someone to break into the system by identifying accounts without passwords or by using specialized programs that try to match hashed passwords.

A number of conventions exist for creating special shadow entries. An entry of *LK* or NP in the password field indicates locked or no password, respectively. No password is different from an empty password; no password implies that this is an administrative account that no one ever logs in on directly. Occasionally programs will run with the privileges of this account for system maintenance functions. These accounts are set up under the principle of least privilege (page 423).

Entries in the shadow file must appear in the same order as in the passwd file. There must be exactly one shadow entry for each passwd entry.

/etc/sysconfig

A directory containing a hierarchy of system configuration files. For more information refer to the /usr/share/doc/initscripts*/sysconfig.txt file.
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Describes the network setup for the local system.

[image: ] /proc

Provides a window into the Linux kernel. Through the /proc pseudofilesystem you can obtain information on any process running on the system, including its current state, memory usage, CPU usage, terminal association, parent, and group. You can extract information directly from the files in /proc. An example follows:
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$ sleep 1000 &
[1] 3104
$ cd /proc/3104
$ ls -l
dr-xr-xr-x. 2 sam pubs 0 04-09 14:00 attr
-r-------- 1 sam pubs 0 04-09 14:00 auxv
-r--r--r-- 1 sam pubs 0 04-09 14:00 cgroup
--w------- 1 sam pubs 0 04-09 14:00 clear_refs
-r--r--r-- 1 sam pubs 0 04-09 14:00 cmdline
-rw-r--r-- 1 sam pubs 0 04-09 14:00 coredump_filter
-r--r--r-- 1 sam pubs 0 04-09 14:00 cpuset
lrwxrwxrwx 1 sam pubs 0 04-09 14:00 cwd -> /home/sam
-r-------- 1 sam pubs 0 04-09 14:00 environ
lrwxrwxrwx 1 sam pubs 0 04-09 14:00 exe -> /bin/sleep
dr-x------ 2 sam pubs 0 04-09 14:00 fd
...
$ cat status
Name:   sleep
State:  S (sleeping)
Tgid:   3104
Pid:    3104
PPid:   1503
TracerPid:      0
Uid:    1000    1000    1000    1000
Gid:    1000    1000    1000    1000
FDSize: 256
Groups: 4 20 24 46 105 119 122 1000
VmPeak:     3232 kB
VmSize:     3232 kB
VmLck:         0 kB
...

In this example, bash creates a background process (PID 3104) for sleep. Next the user changes directories to the directory in /proc that has the same name as the PID of the background process (cd /proc/3104). This directory holds information about the process it is named for—the sleep process in the example. The ls –l command shows that some entries in this directory are links (cwd is a link to the directory the process was started from, and exe is a link to the executable file that this process is running) and some appear to be ordinary files. All appear to be empty. However, when you use cat to display one of these pseudofiles (status in the example), cat displays output. Obviously it is not an ordinary file.

You can also obtain information about the local system by examining pseudofiles in /proc. The following examples display information about the CPU and RAM (memory).

Click here to view code image

$ cat /proc/cpuinfo
processor       : 0
vendor_id       : GenuineIntel
cpu family      : 6
model           : 23
model name      : Intel(R) Core(TM)2 Quad CPU    Q9650  @ 3.00GHz
stepping        : 10
microcode       : 0xa0b
...
$ cat /proc/meminfo
MemTotal:        1012484 kB
MemFree:          221216 kB
Buffers:           14176 kB
Cached:           267940 kB
SwapCached:         2124 kB
Active:           215912 kB
Inactive:         412792 kB
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Swap space is used by the virtual memory subsystem of the kernel. When it runs low on real memory (RAM), the kernel writes memory pages from RAM to the swap space. Which pages are written and when they are written are controlled by finely tuned algorithms in the Linux kernel. When needed by running programs, the kernel brings these pages back into RAM—a technique called paging (page 1265). When a system is running very short on memory, an entire process might be paged out to disk.

Running an application that requires a large amount of virtual memory might result in the need for additional swap space. Swap space can be added and deleted from the system dynamically: If you run out of swap space, you can use mkswap to create a swap file and swapon to enable it. Normally the kernel uses a disk partition as swap space, but it can also use a file for this purpose. However, a disk partition provides much better performance than a file.

If you are creating a file as swap space, first use df to ensure the partition you are creating it in has adequate space for the file. The following commands first use dd and /dev/zero (page 505) to create an empty file (do not use cp because you might create a file with holes, which might not work) in the working directory. Next mkswap takes as an argument the name of the file created in the first step to set up the swap space. For security reasons, change the file so it cannot be read from or written to by anyone except a user with root privileges. Use swapon with the same argument to turn the swap file on; then use swapon –s to confirm the swap space is available. The final two commands turn off the swap file and remove it:
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# dd if=/dev/zero of=swapfile bs=1024 count=65536
65536+0 records in
65536+0 records out
67108864 bytes (67 MB) copied, 0.40442 s, 166 MB/s
# mkswap swapfile
Setting up swapspace version 1, size = 65532 KiB
no label, UUID=49ec7f5b-1391-4b24-bd0a-a07e55752666
# chmod 600 swapfile
# swapon swapfile
# swapon -s
Filename                                Type            Size    Used    Priority
/dev/dm-1                               partition       2031612 0       -1
/swapfile                               file            65532   0       -2
# swapoff swapfile
# rm swapfile
rm: remove regular file 'swapfile'? y
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A pseudofilesystem that was added in the Linux 2.6 kernel to make it easy for programs running in kernelspace, such as device drivers, to exchange information with programs running in userspace. See page 516 for more information.

/usr/libexec

Holds binary files that are not executed directly by a user.

/usr/share/magic

Most files begin with a unique identifier called a magic number. This file is a text database listing all known magic numbers on the system. When you use the file utility, it consults /usr/share/magic to determine the type of a file. Occasionally you might acquire a new tool that creates a new type of file that is unrecognized by the file utility. In this situation you need to update the /usr/share/magic file; refer to the magic man page for details. See also “magic number” on page 1259.
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Holds system log files, many of which are generated by syslogd (page 620). You can use a text display program such as less, tail, or cat, or the graphical program gnome-system-log (gnome-system-log package) to view the files in this directory. To run gnome-system-log, enter gnome-system-log from a terminal emulator or in an Enter a Command window (ALT-F2).
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Contains messages from daemons, the Linux kernel, and security programs. For example, you will find filesystem full warning messages, error messages from system daemons (e.g., NFS, ntpd, printer daemons), SCSI and IDE disk error messages, and more in messages. Check /var/log/messages periodically to keep informed about important system events. Much of the information displayed on the system console is also sent to messages. If the system experiences a problem and you cannot access the console, check this file for messages about the problem. See page 620 for information on syslogd, which generates many of these messages.

/var/log/secure

Holds messages from security-related programs such as su and the sshd daemon.

File Types

Linux supports many types of files. This section discusses the following types of files:

• Ordinary files, directories, links, and inodes (next)

• Symbolic links (page 515)

• Device special files (page 515)

• FIFO special files (named pipes) (page 516)

• Sockets (page 517)

• Block and character devices (page 518)

• Raw devices (page 518)

Ordinary Files, Directories, Links, and Inodes

Ordinary and directory files

An ordinary file stores user data, such as textual information, programs, or images, such as a jpeg or tiff file. A directory is a standard-format disk file that stores information, including names, about ordinary files and other directory files.

Inodes

An inode is a data structure (page 1245), stored on disk, that defines a file’s existence and is identified by an inode number. Use ls with the –i option to display the inode number of a file. An inode contains critical information about a file, such as the UID of the owner, where it is physically located on the disk, access mode, and how many hard links point to it. In addition, SELinux (page 472) stores extended information about files in inodes. Directory files, not inodes, hold filename information. This setup allows an inode to be associated with more than one filename and to be pointed to from more than one directory.

When you move (mv) a file, including a directory file, within a filesystem, you change the filename portion of the directory entry associated with the inode that describes the file. You do not create a new inode. If you move a file to another filesystem, mv first creates a new inode on the destination filesystem and then deletes the original inode. You can also use mv to move a directory recursively from one filesystem to another. In this case mv copies the directory and all the files in it and deletes the original directory and its contents.

Hard links

When you make an additional hard link (ln; page 204) to a file, you add a directory entry that points to the inode that describes the file. You do not create a new inode. It is not possible to create a hard link to a directory.

When you remove (rm) a file, you delete the directory entry that describes the file. When you remove the last hard link to a file, the operating system puts all blocks the inode pointed to back in the free list (the list of blocks that are available for use on the disk) and frees the inode to be used again.

The . and .. directory entries

Every directory contains at least two entries (. and ..). The . entry is a link to the directory itself. The .. entry is a link to the parent directory. In the case of the root directory, there is no parent; the .. entry is a link to the root directory itself.
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Because each filesystem has a separate set of inodes, you can create hard links to a file only from within the filesystem that holds that file. To get around this limitation, Linux provides symbolic links, which are files that point to other files. Files that are linked by a symbolic link do not share an inode. As a consequence, you can create a symbolic link to a file from any filesystem. You can also create a symbolic link to a directory, device, or other special file. For more information refer to “Symbolic Links” on page 206.

Device Special Files

Device special files (also called device files and special files) represent Linux kernel routines that provide access to an operating system feature. FIFO (first in, first out) special files allow unrelated programs to exchange information. Sockets allow unrelated processes on the same or different systems to exchange information. One type of socket, the UNIX domain socket, is a special file. Symbolic links are another type of special file.
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Device files include both block and character special files and represent device drivers that allow the system to communicate with peripheral devices, such as terminals, printers, and hard disks. By convention, device files appear in the /dev directory and its subdirectories. Each device file represents a device; hence, the system reads from and writes to the file to read from and write to the device it represents. The following example shows part of a listing for the /dev directory:
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$ ls -l /dev
crw-rw----. 1 root video    10, 175 01-25 12:17 agpgart
crw-------. 1 root root     10, 235 01-25 12:17 autofs
drwxr-xr-x. 2 root root         640 01-25 04:17 block
drwxr-xr-x. 2 root root          80 01-25 04:17 bsg
drwxr-xr-x. 3 root root          60 01-25 04:17 bus
lrwxrwxrwx. 1 root root           3 01-25 04:17 cdrom -> sr0
drwxr-xr-x. 2 root root        2760 01-25 12:17 char
crw-------. 1 root root      5,   1 01-25 12:17 console
lrwxrwxrwx. 1 root root          11 01-25 04:17 core -> /proc/kcore
...
brw-rw----. 1 root disk      8,   0 01-25 04:17 sda
brw-rw----. 1 root disk      8,   1 01-25 12:17 sda1
brw-rw----. 1 root disk      8,   2 01-25 04:17 sda2
...

The first character of each line is always –, b, c, d, l, or p, representing the file type—ordinary (plain), block, character, directory, symbolic link, or named pipe (next), respectively. The next nine characters identify the permissions for the file, followed by the number of hard links and the names of the owner and the group. Where the number of bytes in a file would appear for an ordinary or directory file, a device file shows major and minor device numbers (page 517) separated by a comma. The rest of the line is the same as for any other ls –l listing (page 191).
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The udev utility manages device naming dynamically. It replaces devfs and moves the device-naming functionality from the kernel to userspace. Because devices are added to and removed from a system infrequently, the performance penalty associated with this change is minimal. The benefit of the move is that a bug in udev cannot compromise or crash the kernel.
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The udev utility is part of the hotplug system (next). When a device is added to or removed from the system, the kernel creates a device name in the /sys pseudofilesystem and notifies hotplug of the event, which is received by udev. The udev utility then creates the device file, usually in the /dev directory, or removes the device file from the system. The udev utility can also rename network interfaces. See the page at www.kernel.org/pub/linux/utils/kernel/hotplug/udev.html for more information.
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The hotplug system allows you to plug a device into a running system and use it immediately. Although hotplug was available in the Linux 2.4 kernel, the 2.6 kernel integrates hotplug with the unified device driver model framework (the driver model core) so any bus can report an event when a device is added to or removed from the system. User software can be notified of the event so it can take appropriate action. See linux-hotplug.sourceforge.net for more information.

FIFO Special File (Named Pipe)

A FIFO special file, also called a named pipe, represents a pipe: You read from and write to the file to read from and write to the pipe. The term FIFO stands for first in, first out—the way any pipe works. In other words, the first information you put in one end is the first information that comes out the other end. When you use a pipeline on a command line to send the output of a program to the printer, the printer outputs the information in the same order that the program produced it and sent it to the pipeline.

Unless you are writing sophisticated programs, you will not be working with FIFO special files. However, programs use named pipes for interprocess communication. You can create a pipe using mkfifo:
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$ mkfifo AA
$ ls -l AA
prw-rw-r--. 1 sam pubs 0 01-27 17:55 AA

The p at the left end of the output indicates the file is a pipe.

Both UNIX and Linux systems have included pipes for many generations. Without named pipes, only processes that were children of the same ancestor could use pipes to exchange information. Using named pipes, any two processes on a single system can exchange information. When one program writes to a FIFO special file, another program can read from the same file. The programs do not have to run at the same time or be aware of each other’s activity. The operating system handles all buffering and information storage. This type of communication is termed asynchronous (async) because the programs on the opposite ends of the pipe do not have to be synchronized.

Sockets

Like FIFO special files, UNIX/Linux domain sockets allow asynchronous processes that are not children of the same ancestor to exchange information. These sockets are the central mechanism of the interprocess communication that forms the basis of the networking facility. They differ from TCP/IP sockets, which are not represented in the filesystem. When you use networking utilities, pairs of cooperating sockets manage the communication between the processes on the local system and the remote system. Sockets form the basis of such utilities as ssh and scp.

Major and Minor Device Numbers

A major device number points to a driver in the kernel that works with a class of hardware devices: terminal, printer, tape drive, hard disk, and so on. In the listing of the /dev directory on page 516, all the hard disk partitions have a major device number of 8.

A minor device number identifies a particular piece of hardware within a class. Although all hard disk partitions are grouped together by their major device number, each has a different minor device number (sda1 is 1, sda2 is 2, and so on). This setup allows one piece of software (the device driver) to service all similar hardware yet still be able to distinguish among different physical units.
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This section describes typical device drivers. Because device drivers can be changed to suit a particular purpose, the descriptions in this section do not pertain to every system.

Block device

A block device is an I/O (input/output) device that has the following characteristics:

• Able to perform random access reads

• Has a specific block size

• Handles only single blocks of data at a time

• Accepts only transactions that involve whole blocks of data

• Able to have a filesystem mounted on it

• Has the Linux kernel buffer its input and output

• Appears to the operating system as a series of blocks numbered from 0 through n – 1, where n is the number of blocks on the device

Block devices commonly found on a Linux system include hard disks, USB flash drives, CDs, and DVDs.

Character device

A character device is any device that is not a block device. Examples of character devices include printers, terminals, tape drives, and modems.

The device driver for a character device determines how a program reads from and writes to that device. For example, the device driver for a terminal allows a program to read the information you type on the terminal in two ways. First, a program can read single characters from a terminal in raw mode—that is, without the driver interpreting characters. (This mode has nothing to do with the raw device described next.) Alternately, a program can read one line at a time. When a program reads one line at a time, the driver handles the erase and kill characters so the program never sees typing mistakes that have been corrected. In this case, the program reads everything from the beginning of a line to the RETURN that ends a line; the number of characters in a line can vary.

Raw Devices

Device driver programs for block devices usually have two entry points so they can be used in two ways: as block devices or as character devices. The character device form of a block device is called a raw device. A raw device is characterized by

• Direct I/O (no buffering through the Linux kernel).

• One-to-one correspondence between system calls and hardware requests.

• Device-dependent restrictions on I/O.

fsck

An example of a utility that uses a raw device is fsck. It is more efficient for fsck to operate on the disk as a raw device rather than being restricted by the fixed size of blocks in the block device interface. Because it has full knowledge of the underlying filesystem structure, fsck can operate on the raw device using the largest possible units. When a filesystem is mounted, processes normally access the disk through the block device interface, which explains why it is important to allow fsck to modify only unmounted filesystems. On a mounted filesystem, there is the danger that while fsck is rearranging the underlying structure through the raw device, another process could change a disk block using the block device, resulting in a corrupted filesystem.

Filesystems

Table 11-1 lists some types of filesystems available under Linux.
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Table 11-1 Filesystems
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The mount utility connects directory hierarchies—typically filesystems—to the Linux directory hierarchy. These directory hierarchies can be on remote and local disks, CDs, DVDs, and USB flash drives. Linux can also mount virtual filesystems that have been built inside ordinary files, filesystems built for other operating systems, and the special /proc filesystem (page 512), which maps Linux kernel information to a pseudodirectory. This section covers mounting local filesystems; refer to page 801 for information on using NFS to mount remote directory hierarchies. See /dev on page 503 for information on device names.
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The mount point for the filesystem/directory hierarchy that you are mounting is a directory in the local filesystem. This directory must exist before you can mount a filesystem; its contents disappear as long as a filesystem is mounted on it and reappear when you unmount the filesystem. See page 38 for a discussion of mount points.

Without any arguments, mount lists the mounted filesystems, showing the physical device holding each filesystem, the mount point, the type of filesystem, and any options set when each filesystem was mounted. The mount utility gets this information from the /etc/mtab file (page 508), which is a link to /proc/self/mounts. On a system running systemd page 438, mount lists so many virtual filesystems it can be difficult to find the physical filesystems. Instead you can use findmnt with the –t (––types) option to display one type of filesystem such as ext4:
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$ findmnt -t ext4
TARGET  SOURCE                  FSTYPE OPTIONS
/        /dev/mapper/fedora-root ext4   rw,relatime,seclabel,data=ordered
|––/boot /dev/sda1               ext4   rw,relatime,seclabel,data=ordered

The first entry in the preceding example shows an LV mounted by the LVM (page 44) device mapper on / (root). As explained on page 40, the /boot partition cannot reside on an LV; it is mounted on /dev/sda1.


Caution: Do not mount anything on root (/)
Always mount network directory hierarchies and removable devices at least one level below the root level of the filesystem. The root filesystem is mounted on /; you cannot mount two filesystems in the same place. If you were to try to mount something on /, all files, directories, and filesystems that were under the root directory would no longer be available, and the system would crash.




Optional
An easy way to know when a filesystem is not mounted is to create a file named NOTMOUNTED in the directory that is the mount point. That way, ls shows NOTMOUNTED when the filesystem is not mounted, making it clear the filesystem is not mounted. When the filesystem is mounted, the NOTMOUNTED file is hidden and ls does not display its name.
Give the following touch command (you will probably need to work with root privileges) to create a file named NOTMOUNTED in the /p02 directory. You must give the command while the filesystem that gets mounted on /p02 is not mounted. Otherwise the file appears when the filesystem is mounted. The subsequent commands show ls displaying NOTMOUNTED while the filesystem is not mounted and displaying the files on the mounted filesystem.
Click here to view code image
$ su -c 'touch /p02/NOTMOUNTED'
$ ls /p02
NOTMOUNTED
$ su -c 'mount /p02'
$ ls /p02
memo1
...



When you add a line for a filesystem to the /etc/fstab file (page 506), you can mount that filesystem by giving the associated mount point or device name as the argument to mount. For example, the following command mounts a backup volume at /backup:

$ mount /backup

This command works because /etc/fstab contains the additional information needed to mount the file. A nonprivileged user is able to mount the file because of the user option.

Click here to view code image

/dev/sda7            /backup       ext4 user,noauto,rw 0 0

On the local system, the mount point and device name will differ from those in this example. You can specify a filesystem type of auto (in place of ext4) to cause the system to probe the filesystem to determine its type.You can also manually mount filesystems that do not appear in /etc/fstab. For example, you can mount a CD-ROM, filesystem type ISO9660 (page 1256), at /media/cd using the following command:

Click here to view code image

# mount –t iso9660 /dev/cdrom /media/cd

[image: ] Mount Options

The mount utility takes many options, which you can specify either on the command line or in the /etc/fstab file (page 524). For a complete list of mount options for local filesystems, see the mount man page; for remote directory hierarchies, see page 807 and the nfs man page.

The system mounts most filesystems specified in fstab when it boots. You can specify the noauto option to cause Linux not to mount a filesystem automatically.


Security: Mount removable devices with the nosuid option
Always mount removable devices with the nosuid option so a malicious user cannot, for example, put a setuid copy of bash on a disk and have a shell with root privileges. By default, Fedora/RHEL uses the nosuid option when mounting removable media. See page 806 for more information.



Unless you specify the user, users, or owner option, only a user running with root privileges can mount and unmount a filesystem. The user option allows any user to mount the filesystem, but the filesystem can be unmounted only by the user who mounted it; the users option allows any user to mount and unmount the filesystem. These options are frequently specified for CD, DVD, and USB flash drives. The owner option, which is used only under special circumstances, is similar to the user option except that the user mounting the device must own the device.

Three options can help ensure the security of the system when you allow nonprivileged users to mount filesystems. The noexec option prevents a user from running an executable file on the mounted filesystem, nosuid forces mounted setuid and setgid executable files to run with regular permissions (no effective user or group ID change) on the mounted filesystem (page 806), and nodev prevents the system from recognizing a device special file on the mounted filesystem (page 806). The user and users option imply all three of these options; owner implies nosuid and nodev.

[image: ] umount: Unmounts a Filesystem

The umount utility unmounts a filesystem as long as it does not contain any files or directories that are in use (open). For example, a logged-in user’s working directory cannot be on the filesystem you want to unmount. The next command unmounts the CD mounted earlier:

$ umount /media/cdrom

Unmount a USB flash drive or a remote (NFS) directory hierarchy the same way you would unmount a partition of a hard drive.

The umount utility consults /etc/fstab to get the necessary information and then unmounts the appropriate filesystem from its server. When a process has a file open on the filesystem you are trying to unmount, umount displays a message similar to the following:

umount: /home: device is busy


Tip: When you cannot unmount a device because it is in use
When a process has a file open on a device you need to unmount, use fuser to determine which process has the file open and to kill it. For example, when you want to unmount a CD, give the command fuser –ki /media/cdrom (substitute the mount point for the diskette on the local system for /media/cdrom). After checking with you, this command kills the process(es) using the CD. You can also use lsof (page 624) to find open files.



Use the –a option to umount to unmount all mounted filesystems that are not in use. You can never unmount the filesystem mounted at /. You can combine –a with the –t option to unmount filesystems of a given type (e.g., ext4 or nfs). For example, the following command unmounts all mounted nfs directory hierarchies that are not in use:

# umount -at nfs

[image: ] du: Displays Disk Usage Information

The du (disk usage) utility displays estimates of file space usage. It is commonly called with the –h (––human-readable) option which causes du to display file sizes in kilobytes, megabytes, and gigabytes instead of blocks and with the –s (––summarize) option which causes du to display a total for each of its directory arguments instead of displaying the size of each file in the directory. The first of the following examples shows du listing the sizes of each file in the /etc directory (without the –s option); the second uses the –s option to cause du to list the size of the /etc directory itself. When run without root privileges, the examples display an error message for each file the user is not permitted to read.

# du -h /etc | head -4
76K     /etc/logrotate.d
12K     /etc/highlight
4.0K    /etc/terminfo
8.0K    /etc/wpa_supplicant


# du -sh /etc
37M     /etc

[image: ] fstab: Keeps Track of Filesystems

The system administrator maintains the /etc/fstab file, which lists local and remote directory hierarchies, most of which the system mounts automatically when it boots. The fstab file has six columns; a hyphen is a placeholder for a column that has no value:

1. Name—The name, label, or UUID number of a local block device (page 518) or a pointer to a remote directory hierarchy. When you install the system, Fedora/RHEL uses UUID numbers for fixed devices (but not for LVs). Using UUID numbers in fstab during installation circumvents the need for consistent device naming. Because udev (page 516) manages device naming dynamically, the installer might not be aware, for example, that the first disk is not named /dev/hda1 but rather /dev/sda1, but it always knows the UUID number of a device. Using UUID numbers to identify devices also keeps partitions and mount points correctly correlated when you remove or exchange devices. When run with root privileges, blkid (page 464) displays device UUID numbers. See /dev/disk/by-uuid (page 503) for more information on UUID numbers. You can use the volume label of a local filesystem by using the form LABEL=xx, where xx is the volume label. For information on labeling devices, refer to e2label on page 465.

A remote directory hierarchy appears as hostname:pathname, where hostname is the name of the remote system that houses the filesystem, and pathname is the absolute pathname (on the remote system) of the directory that is to be mounted.

2. Mount point—The name of the directory file that the filesystem/directory hierarchy is to be mounted on. If it does not already exist, create this directory using mkdir. See pages 38 and 521.

3. Type—The type of filesystem/directory hierarchy that is to be mounted. Local filesystems are generally of type ext2, ext4, or iso9660, and remote directory hierarchies are of type nfs or cifs. Table 11-1 on page 519 lists filesystem types.

4. Mount options—A comma-separated list of mount options, such as whether the filesystem is mounted for reading and writing (rw, the default) or readonly (ro). See pages 522 and 807 and refer to the mount and nfs man pages for lists of options.

5. Dump—Previously used by dump to determine when to back up the filesystem.

6. Fsck—Specifies the order in which fsck checks filesystems. Root (/) should have a 1 in this column. Filesystems that are mounted to a directory just below the root directory should have a 2. Filesystems that are mounted on another mounted filesystem (other than root) should have a 3. For example, if local is a separate filesystem from /usr and is mounted on /usr (as /usr/local), then local should have a 3. Filesystems and directory hierarchies that do not need to be checked (for example, remotely mounted directory hierarchies and CDs/DVDs) should have a 0.

The following example shows a typical fstab file:
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# cat /etc/fstab
...
/dev/mapper/fedora-root                     /     ext4    defaults 1 1
UUID=24908841-6308-4304-a52f-c1a76c69bd57   /boot ext4    defaults 1 2
/dev/mapper/fedora-swap swap                      swap    defaults 0 0

See page 520 for information about mount and the types of devices it mounts.

[image: ] fsck: Checks Filesystem Integrity

The fsck (filesystem check) utility verifies the integrity of many types of filesystems and, if possible, repairs problems it finds. Use xfs_repair (page 528) to repair XFS filesystems. Because many filesystem repairs can destroy data, particularly on nonjournaling filesystems (page 1256), such as ext2, by default fsck asks you for confirmation before making each repair.


Caution: Do not run fsck on a mounted filesystem
Do not run fsck on a mounted filesystem. When you attempt to check a mounted filesystem, fsck warns you and asks whether you want to continue. Reply no. You can run fsck with the –N option on a mounted filesystem because it will not write to the filesystem; as a result, no harm can come from running it. See page 518 for more information.



When fsck repairs a damaged filesystem, it might find unlinked files: files that have lost their directory information. These files have no filenames. The fsck utility gives these files their inode numbers as names and stores them in the lost+found directory (page 502) in the filesystem that holds the file. You can use file (page 229) to determine the type of these files and less to view readable files. Because ls –l displays the name of the owner of these files, you can return them to their owners.

The following command checks all unmounted filesystems that are marked to be checked in /etc/fstab (page 524) except for the root filesystem:

# fsck -AR

The –A option causes fsck to check filesystems listed in fstab. When used with the –A option, the –R option causes fsck not to check the root filesystem. You can check a specific filesystem with a command similar to one of the following:

# fsck /home

or

# fsck /dev/sda1

[image: ] tune2fs: Changes Filesystem Parameters

The tune2fs utility displays and modifies filesystem parameters on ext2, ext3, and ext4 filesystems. This utility can also set up journaling on an ext2 filesystem, turning it into an ext3 filesystem. With the introduction of increasingly reliable hardware and software, systems tend to be rebooted less frequently, so it is important to check filesystems regularly. By default, fsck is run on each partition while the system is brought up, before the partition is mounted. (The checks scheduled by tune2fs are separate and scheduled differently from the checks that are done following a system crash or hard disk error [see the previous section].)

Depending on the flags, fsck might do nothing more than display a message saying the filesystem is clean. The larger the partition, the more time it takes to check it, assuming a nonjournaling filesystem. These checks are often unnecessary. The tune2fs utility helps you to find a happy medium between checking filesystems each time you reboot the system and never checking them. It does so by scheduling when fsck checks a filesystem (these checks occur only when the system is booted).1 You can use two scheduling patterns: time elapsed since the last check and number of mounts since the last check. The following command causes fsck to check /dev/sda1 after it has been mounted 8 times or after 15 days have elapsed since its last check, whichever happens first:

1. For systems whose purpose in life is to run continuously, this kind of scheduling does not work. You must develop a schedule that is not based on system reboots but rather on a clock. Each filesystem must be unmounted periodically, checked with fsck (preceding section), and then remounted.

Click here to view code image

# tune2fs -c 8 -i 15 /dev/sda1
tune2fs 1.42.7 (21-Jan-2013)
Setting maximal mount count to 8
Setting interval between checks to 1296000 seconds

A maximum mount count of –1 or 0 causes fsck and the kernel to ignore the mount count information. The next tune2fs command is similar but works on a different partition (an LV) and sets the current mount count to 4. When you do not specify a current mount count, it is set to zero:

Click here to view code image

# tune2fs -c 8 -i 15 -C 4 /dev/mapper/fedora-root
tune2fs 1.42.7 (21-Jan-2013)
Setting maximal mount count to 8
Setting current mount count to 4
Setting interval between checks to 1296000 seconds

The –l option lists a variety of information about the partition. You can combine this option with others.

Click here to view code image

# tune2fs -l /dev/mapper/fedora-root
tune2fs 1.42.7 (21-Jan-2013)
Filesystem volume name:   <none>
Last mounted on:          /
Filesystem UUID:          2d9ea1c9-bfbb-4302-b715-1b258c946c55
Filesystem magic number:  0xEF53
Filesystem revision #:    1 (dynamic)
Filesystem features:      has_journal ext_attr resize_inode dir_index
filetype needs_recovery extent flex_bg sparse_super large_file huge_file
uninit_bg dir_nlink extra_isize
Filesystem flags:         signed_directory_hash
Default mount options:    user_xattr acl
Filesystem state:         clean
Errors behavior:          Continue
Filesystem OS type:       Linux
Inode count:              2457600
Block count:              9824256
...
Last mount time:          Wed Jun  5 17:29:12 2013
Last write time:          Mon Jun 10 19:00:09 2013
Mount count:              4
Maximum mount count:      8
Last checked:             Tue Jun  4 19:27:35 2013
Check interval:           1296000 (2 weeks, 1 day)
...

Set the filesystem parameters on the local system so they are appropriate to the way you use it. When using the mount count to control when fsck checks filesystems, use the –C option to stagger the checks to ensure all checks do not occur at the same time. Always make sure new and upgraded filesystems have checks scheduled as you desire.

[image: ] ext2 to ext3

To change an ext2 filesystem to an ext3 filesystem, you must put a journal (page 1256) on the filesystem, and the kernel must support ext3 filesystems. Use the –j option to set up a journal on an unmounted filesystem:

Click here to view code image

# tune2fs -j /dev/sda1
tune2fs 1.42.7 (21-Jan-2013)
Creating journal inode: done
This filesystem will be automatically checked every 8 mounts or
15 days, whichever comes first.  Use tune2fs -c or -i to override.

Before you can use fstab (page 506) to mount the changed filesystem, you must modify its entry in the fstab file to reflect its new type. To do so, change the third column to ext3.

[image: ] ext3 to ext2

The following command changes an unmounted or readonly ext3 filesystem to an ext2 filesystem:

Click here to view code image

# tune2fs -O ^has_journal /dev/sda1
tune2fs 1.42.7 (21-Jan-2013)

Speeding lookups

The dir_index option, which is turned off by default, adds a balanced-tree binary hash lookup method for directories. This feature improves scalability of directories with large numbers of files, although it means that the hash needs to be updated each time a directory changes. Turn on using tune2fs –O dir_index and reboot to create the hash.

Refer to the tune2fs man page for more details.

The XFS Filesystem

XFS (xfs.org) is a high-performance, journaling, 64-bit filesystem created by Silicon Graphics, Inc. It supports filesystems as large as 64 exabytes (page 1249), containing files up to 8 exabytes in size, and directory structures with tens of millions of entries. XFS is the default filesystem under RHEL 7 (beta) and is available under Fedora.

Following is a list of XFS filesystem features:

• Defragmentation with filesystems mounted and active

• Expansion (growing the filesystem) with filesystems mounted and active

• Backup and restore facilities specific to XFS

• Improved filesystem performance, especially when reading and writing large files, provided by B+ trees that contain metadata that describe extents

• Parallel (simultaneous) I/O provided by allocation groups, allowing multiple application threads to perform I/O simultaneously, enhancing filesystem throughput on multiprocessor systems; throughput is even better when the filesystem spans multiple devices

• Metadata consistency and quick crash recovery ensured by metadata journaling

• Reduced fragmentation and reduced CPU usage provided by delayed allocation (allocate-on-flush) that causes the kernel to batch disk writes

• Multiple name/value pairs per file provided by extended attributes (xattr)

• Quota journaling speeds crash recovery

• Quotas for directory hierarchies provided by project quotas

mkfs.xfs

To create an XFS partition on a clean disk, first use parted (page 614) or gnome-disks (page 78) to create a partition (you may have to label the disk first), and then use mkfs.xfs to create a filesystem on the partition. The mkfs.xfs utility has many options; see the mkfs.xfs man page for details.
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# mkfs.xfs /dev/sdb1
meta-data=/dev/sdb1              isize=256    agcount=4, agsize=6103424 blks
         =                       sectsz=512   attr=2, projid32bit=0
data     =                       bsize=4096   blocks=24413696, imaxpct=25
         =                       sunit=0      swidth=0 blks
naming   =version 2              bsize=4096   ascii-ci=0
log      =internal log           bsize=4096   blocks=11920, version=2
         =                       sectsz=512   sunit=0 blks, lazy-count=1
realtime =none                   extsz=4096   blocks=0, rtextents=0

Once you have created an XFS filesystem, you can put an entry for it in fstab (page 524) and mount it (page 520) as you would any other type of filesystem. The following command mounts the XFS filesystem created above on the mount point named /myxfs.

# mount /dev/sdb1 /myxfs

xfs_repair

XFS has its own set of tools for working with XFS filesystems. Give the command apropos xfs to display a list of XFS utilities. The fsck (fsck.xfs) utility does nothing when run against an XFS filesystem; use xfs_repair in its place. A filesystem must not be mounted when you use xfs_repair to check or repair it. Run xfs_repair with the –n (no change) option to verify the integrity of a filesystem; run xfs_repair without an option to repair a filesystem. The following message explains that you must mount the XFS filesystem to play the changes stored in the log before you repair it. After mounting the filesystem, unmount it and run xfs_repair to repair the filesystem.
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# xfs_repair /dev/sdb1
Phase 1 - find and verify superblock...
Phase 2 - using internal log
- zero log...
ERROR: The filesystem has valuable metadata changes in a log which needs to
be replayed.  Mount the filesystem to replay the log, and unmount it before
re-running xfs_repair.  If you are unable to mount the filesystem, then use
the -L option to destroy the log and attempt a repair.
Note that destroying the log may cause corruption -- please attempt a mount
of the filesystem before doing this.


# mount /dev/sdb1 /myxfs
# umount /dev/sdb1
# xfs_check /dev/sdb1


# xfs_repair /dev/sdb1
Phase 1 - find and verify superblock...
Phase 2 - using internal log
        - zero log...
        - scan filesystem freespace and inode maps...
        - found root inode chunk
Phase 3 - for each AG...
        - scan and clear agi unlinked lists...
        - process known inodes and perform inode discovery...
        - agno = 0
        - agno = 1
        - agno = 2
        - agno = 3
        - process newly discovered inodes...
Phase 4 - check for duplicate blocks...
        - setting up duplicate extent list...
        - check for inodes claiming duplicate blocks...
        - agno = 0
        - agno = 1
        - agno = 2
        - agno = 3
Phase 5 - rebuild AG headers and trees...
        - reset superblock...
Phase 6 - check inode connectivity...
        - resetting contents of realtime bitmap and summary inodes
        - traversing filesystem ...
        - traversal finished ...
        - moving disconnected inodes to lost+found ...
Phase 7 - verify and correct link counts...
done

xfs_fsr

The xfs_fsr (filesystem reorganizer) utility improves the organization of a file on a mounted XFS filesystem. Give the command xfs_fsr followed by the name of the file you want to reorganize.

Chapter Summary

Filesystems hold directories of files. These structures store user data and system data that are the basis of users’ work on the system and the system’s existence. Linux supports many types of files, including ordinary files, directories, links, and special files. Special files provide access to operating system features. The kernel uses major and minor device numbers to identify classes of devices and specific devices within each class. Character and block devices represent I/O devices such as hard disks and printers. Inodes, which are identified by inode numbers, are stored on disk and define a file’s existence.

When the system comes up, the /etc/fstab file controls which filesystems are mounted and how they are mounted (readonly, read-write, and so on). After a system crash, filesystems are automatically verified and repaired if necessary by fsck. You can use tune2fs to force the system to cause fsck to verify a filesystem periodically when the system boots.

Exercises

1. What is the function of the /etc/hosts file? Which services can you use in place of or to supplement the hosts file?

2. What does the /etc/resolv.conf file do? What do the nameserver lines in this file do?

3. What is an inode? What happens to the inode when you move a file within a filesystem?

4. What does the .. entry in a directory point to? What does this entry point to in the root (/) directory?

5. What is a device file? Where are device files located?

6. What is a FIFO? What does FIFO stand for? What is another name for a FIFO? How does a FIFO work?

Advanced Exercises

7. Write a line for the /etc/fstab file that mounts the /dev/sdb1 ext4 filesystem on /extra with the following characteristics: The filesystem will not be mounted automatically when the system boots, and anyone can mount and unmount the filesystem.

8. Without using rm, how can you delete a file? (Hint: How do you rename a file?)

9. After burning an ISO image file named image.iso to a CD on /dev/hdc, how can you can verify the copy from the command line?

10. Why should /var reside on a separate partition from /usr?

11. Create a FIFO. Using the shell, demonstrate that two users can use this FIFO to communicate asynchronously.

12. How would you mount an ISO image so you could copy files from it without burning it to a CD?


12. Finding, Downloading, and Installing Software


In This Chapter
JumpStart: Installing and Removing Software Packages Using yum
Finding the Package That Holds an Application or File You Need
yum: Keeps the System Up-to-Date
yum Commands
yum.conf: Configures yum
BitTorrent
RPM: The RPM Package Manager
Keeping Software Up-to-Date
curl: Downloads Files Noninteractively



Objectives

After reading this chapter you should be able to:

[image: ] Explain the purpose of a software package, a package management system, and a software repository

[image: ] List the uses and benefits of yum

[image: ] Use yum to list installed and available packages

[image: ] Use yum to search for packages containing specific applications or utilities

[image: ] Use yum to install and remove a software package

[image: ] Use yum to update all software packages on the local system.

[image: ] Download large files with BitTorrent

[image: ] Use rpm to display information about a package and install software

[image: ] List common steps for installing non-RPM software from source

Introduction

Linux is based on millions of lines of code and includes thousands of programs. Each of these programs is updated periodically, and most depend on other programs or files to run. The source code for each program must be compiled for each processor architecture and each release of each Linux distribution. With the first releases of Linux, these tasks were done by hand. Over time, this process has been automated. This chapter explains how you can make your life easier by taking advantage of the facilities Fedora/RHEL provides for finding, installing, updating, and removing software.

[image: ] Software package

A software package, or simply package, is the collection of scripts, programs, files, and directories required to install and run an application, utility, server, or system software. A package also includes a list of other packages the package depends on (dependencies). Using software packages makes it easier to install, update, and uninstall software. A package contains either executable files or source code files. Executable files are precompiled for a specific processor architecture and operating system, whereas source files need to be compiled but will run on a wide range of machines and operating systems.

[image: ] PMS

A PMS, or package management system, is a set of utilities that allows you to install, upgrade, remove, and search software packages easily and in a consistent manner. It is based on a local database that holds information about each installed package, including its dependencies and version information.

One of the biggest advantages of a PMS is how easy it makes it to uninstall a package. If you compile from source, a make install command typically installs the files, but there is frequently no make uninstall command. A PMS keeps track of all the files that belong to a package. These files might be distributed among many directories throughout a system. This tracking allows you to remove all files belonging to a package with a single command. A PMS also enables you to query packages, a great troubleshooting tool that does not come with manual installation. When you manually install a package, you must obtain the source code (again, and in some cases the same version as you installed) to learn which files are a part of the package, what was done during installation, and how to remove the software.

[image: ] Software package formats

Software packages come in different formats. Fedora/RHEL and SUSE use RPM (RPM Package Manager; page 546). Ubuntu and Debian use dpkg (Debian package), which was the first Linux packaging system to incorporate dependency information. Other formats include the GNU Configure and Build System (page 550), and compressed tar. Formats such as compressed tar, which were popular before the introduction of RPM, are used less often today because they require more work on the part of the installer (you) and do not provide the dependency and compatibility checking RPM offers.

[image: ] yum

Early releases of Red Hat Linux did not include a tool for managing updates. Although RPM could install or upgrade individual software packages, it was up to the user to locate a package and any packages it was dependent on. When Terra Soft produced its Red Hat–based Linux distribution for the PowerPC, the company created the Yellow Dog Updater to fill this gap. This program has since been ported to other architectures and distributions. The result, named Yellow Dog Updater, Modified (yum; yum.baseurl.org), is included with Fedora/RHEL. This chapter covers many yum commands and features.

PackageKit

PackageKit (www.packagekit.org) is a front end for several PMSs, providing a uniform interface. Fedora, Kubuntu, and SUSE use PackageKit. The gnome-packagekit package holds graphical tools designed for the GNOME desktop; each of these tools is named gpk*.

Graphical interfaces

This chapter describes yum, which provides a textual interface. The yumex utility (yum extender; yumex package), which this book does not cover, provides a graphical interface to yum. The gpk-application utility, part of PackageKit (previous), also provides a way to work with software packages graphically.

Kernel source code

Chapter 14 discusses downloading, configuring, compiling, and installing kernel source code. See page 582 for an example of downloading kernel source code using yumdownloader.

[image: ] Repositories

The yum utility downloads package headers and packages from servers, called repositories, that can reside on the Internet, a DVD, or the local network. See page 542 for more information. If you need to distribute locally built packages to a group of systems, you might want to consider setting up a local repository.

Keeping software up-to-date

Of the many reasons to keep software up-to-date, one of the most important is security. Although you often hear about software-based security breaches after the fact, you rarely hear about the fixes that were available but never installed before the breach occurred. Timely installation of software updates is critical to system security. Linux open-source software is the ideal environment to find and fix bugs and make repaired software available quickly. When you keep a system and application software up-to-date, you keep abreast of bug fixes, new features, support for new hardware, speed enhancements, and more.

As shipped, Fedora/RHEL checks for updates daily, automatically installs security updates, and advises you when other updates are available. Use the Software Update Preferences window (page 116) to change these options.

Bug tracking

Fedora/RHEL uses Bugzilla (bugzilla.redhat.com), which belongs to a class of programs formally known as defect tracking systems, to track bugs. You can use Bugzilla to read about existing bugs and to report new ones. See page 552 for information on how Fedora/RHEL handles errata.

[image: ] JumpStart: Installing and Removing Software Packages Using yum

This section explains how to use yum to install packages on and remove packages from the local system. The yum utility provides a textual interface; see “Graphical interfaces” on page 533 if you want to use a GUI.


Tip: Work with root privileges when you install and remove packages
Because installing and removing packages involves writing to directories that only a user working with root privileges can write to, you must work with root privileges when you install and remove packages.



If you do not know the name of the package you want to install, see page 536. If you want yum to download a package that is not supported by Fedora/RHEL, you must add to the /etc/yum.repos.d directory (page 542) a file that specifies the repository that holds the package.

Before using yum to install a package, work with root privileges to give the command yum update (page 538) to update the local RPM installation database. By default, the system updates this database daily. Even so, it is a good idea to give this command periodically until you are sure the script is updating the database properly.

yum install

The following example calls yum to install the tcsh shell, which is part of the tcsh package. After yum determines what it needs to do, it asks for confirmation. Reply y if you want to continue or n to quit.

Click here to view code image

# yum install tcsh
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies
--> Running transaction check
---> Package tcsh.x86_64 0:6.18.01-2.fc19 will be installed
--> Finished Dependency Resolution
Dependencies Resolved


================================================================================
 Package     Arch          Version                 Repository              Size
================================================================================
Installing:
 tcsh        x86_64        6.18.01-2.fc19          updates-testing        336 k


Transaction Summary
================================================================================
Install  1 Package


Total download size: 336 k
Installed size: 658 k
Is this ok [y/d/N]: y
Downloading packages:
tcsh-6.18.01-2.fc19.x86_64.rpm                             | 336 kB   00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
  Installing : tcsh-6.18.01-2.fc19.x86_64                                   1/1
  Verifying  : tcsh-6.18.01-2.fc19.x86_64                                   1/1


Installed:
  tcsh.x86_64 0:6.18.01-2.fc19


Complete!


Tip: Installing a package group
Installing a package group installs a group of related packages. For example, the command yum group install virtualization installs the group of software packages needed to run virtualization programs. See page 540 for more information on groups.



Automatically installs dependencies

The next command installs the ypbind (NIS) package. Because this package depends on another package that is not installed (yp-tools), yum lists the package under Installing for dependencies and installs it automatically. The yum utility asks for confirmation before installing the packages.
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# yum install ypbind
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies
--> Running transaction check
---> Package ypbind.x86_64 3:1.37.1-3.fc19 will be installed
--> Processing Dependency: yp-tools for package: 3:ypbind-1.37.1-3.fc19.x86_64
--> Running transaction check
---> Package yp-tools.x86_64 0:2.14-1.fc19 will be installed
--> Finished Dependency Resolution


Dependencies Resolved


================================================================================
 Package          Arch           Version                   Repository      Size
================================================================================
Installing:
 ypbind           x86_64         3:1.37.1-3.fc19           fedora          62 k
Installing for dependencies:
 yp-tools         x86_64         2.14-1.fc19               fedora          79 k


Transaction Summary
================================================================================
Install  1 Package (+1 Dependent package)


Total download size: 141 k
Installed size: 299 k
Is this ok [y/d/N]: y
...

yum remove

You can also use yum to remove packages, using a similar syntax. The following example removes the tcsh package:
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# yum remove tcsh
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies
--> Running transaction check
---> Package tcsh.x86_64 0:6.18.01-2.fc19 will be erased
--> Finished Dependency Resolution


Dependencies Resolved


================================================================================
 Package     Arch          Version                Repository               Size
================================================================================
Removing:
 tcsh        x86_64        6.18.01-2.fc19         @updates-testing        658 k


Transaction Summary
================================================================================
Remove  1 Package


Installed size: 658 k
Is this ok [y/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
  Erasing    : tcsh-6.18.01-2.fc19.x86_64                                   1/1
  Verifying  : tcsh-6.18.01-2.fc19.x86_64                                   1/1


Removed:
  tcsh.x86_64 0:6.18.01-2.fc19


Complete!

Automatically removes dependencies

When yum removes a package, it also removes packages that are dependent on the package it is removing. The following example removes ypbind and its dependency, yp-tools.
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# yum remove ypbind
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies
--> Running transaction check
---> Package ypbind.x86_64 3:1.37.1-3.fc19 will be erased
--> Processing Dependency: ypbind for package: yp-tools-2.14-1.fc19.x86_64
--> Running transaction check
---> Package yp-tools.x86_64 0:2.14-1.fc19 will be erased
--> Finished Dependency Resolution


Dependencies Resolved


================================================================================
 Package          Arch           Version                  Repository       Size
================================================================================
Removing:
 ypbind           x86_64         3:1.37.1-3.fc19          @fedora          98 k
Removing for dependencies:
 yp-tools         x86_64         2.14-1.fc19              @fedora         201 k


Transaction Summary
================================================================================
Remove  1 Package (+1 Dependent package)


Installed size: 299 k
Is this ok [y/N]: y
...

[image: ] Finding the Package That Holds an Application or File You Need

You might know the name of an application, utility, or file you need but not know the name of the package that holds the file. This section describes several ways you can locate the package.


Tip: Finding a package with a name that sounds like...
The yum search command (next page) searches package names, descriptions, and summaries. The yum list command (next page) searches package names only.



Fedora package database

Visit admin.fedoraproject.org/pkgdb. After entering the string you are searching for in the text box labeled Search, click APPLICATIONS or PACKAGES to display software packages with the string you entered in their names or descriptions.

gpk-application

You can use gpk-application to search for packages by filename, program or application name, or package name. When you find the package you want, this program will install it.

yum whatprovides

You can also use yum to search repositories for a package that contains a specified file. For example, suppose you are compiling a program and get the following error message:

Click here to view code image

xv.h:174:22: error: X11/Xlib.h: No such file or directory

Following, the yum whatprovides (or just provides) command displays a list of packages that contain the file named Xlib.h in the X11 directory:

Click here to view code image

$ yum whatprovides "*X11/Xlib.h"
Loaded plugins: langpacks, refresh-packagekit
...
libX11-devel-1.5.99.902-1.fc19.i686 : Development files for libX11
Repo        : fedora
Matched from:
Filename    : /usr/include/X11/Xlib.h
...

The most likely candidate is the entry shown in the preceding example, which is the most generic. You can install this package using the following command:

# yum install libX11-devel

yum search

The yum search command searches for a string in the package description, summary, and name fields. The following example searches for packages that have the string vim in these fields:

Click here to view code image

$ yum search vim
Loaded plugins: langpacks, refresh-packagekit
updates-testing/19/x86_64/pkgtags                        | 301 kB     00:00
=============================== N/S matched: vim ===============================
apvlv.x86_64 : PDF viewer which behaves like Vim
drupal6-media_vimeo.noarch : Vimeo Video Module for Drupal6
eclipse-vrapper.noarch : Vim-like editing in Eclipse
...
vim-X11.x86_64 : The VIM version of the vi editor for the X Window System
vim-clustershell.noarch : VIM files for ClusterShell
vim-command-t.x86_64 : An extremely fast, intuitive mechanism for opening files
                     : in VIM
vim-common.x86_64 : The common files needed by any version of the VIM editor
vim-enhanced.x86_64 : A version of the VIM editor which includes recent
                    : enhancements
...

yum list

The yum list command searches for a package name field that matches a string. Specify list available without an argument to list all packages that can be installed from the yum repositories. The following example searches for packages whose name fields match the string *emacs*:
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$ yum list '*emacs*'
Loaded plugins: langpacks, presto, refresh-packagekit
Available Packages
clips-emacs.noarch                 6.30.0-0.3.20090722svn.fc15      fedora
coq-emacs.i686                     8.2pl1-1.fc12                    fedora
crm114-emacs.i686                  0-2.14.20100106.fc15             fedora
cvc3-emacs.noarch                  2.2-3.fc15                       fedora
cvc3-emacs-el.noarch               2.2-3.fc15                       fedora
cvc3-xemacs.noarch                 2.2-3.fc15                       fedora
cvc3-xemacs-el.noarch              2.2-3.fc15                       fedora
emacs.i686                         1:23.2-17.fc15                   fedora
...

[image: ] yum: Keeps the System Up-to-Date

This section continues to describe yum. It covers updating installed packages, yum commands and groups, downloading RPM package files, configuring yum, and adding a repository specification. Refer to yum.baseurl.org for more information.


Caution: Use FedUp, not yum, to upgrade to a new release
Using yum to upgrade a system from one release to another can be problematic and is not recommended; use FedUp instead (fedoraproject.org/wiki/FedUp).



[image: ] Updating Packages

In the following example, yum determines that two packages need to be updated and checks dependencies. By default, Fedora/RHEL notifies you when packages need to be updated. The yum update command, without additional parameters, updates all installed packages. It downloads package headers for installed packages, determines which packages need to be updated, prompts you to continue, and downloads and installs the updated packages.
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# yum update
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies
--> Running transaction check
---> Package gnome-terminal.x86_64 0:3.8.2-1.fc19 will be updated
---> Package gnome-terminal.x86_64 0:3.8.3-1.fc19 will be an update
---> Package libpcap.x86_64 14:1.3.0-4.fc19 will be updated
---> Package libpcap.x86_64 14:1.4.0-1.fc19 will be an update
--> Finished Dependency Resolution


Dependencies Resolved


================================================================================
 Package            Arch       Version                Repository           Size
================================================================================
Updating:
 gnome-terminal     x86_64     3.8.3-1.fc19           updates-testing     936 k
 libpcap            x86_64     14:1.4.0-1.fc19        updates-testing     131 k


Transaction Summary
================================================================================
Upgrade  2 Packages


Total download size: 1.0 M
Is this ok [y/d/N]: y
Downloading packages:
Delta RPMs reduced 1.0 M of updates to 223 k (79% saved)
(1/2): gnome-terminal-3.8.2-1.fc19_3.8.3-1.fc19.x86_64.drp | 177 kB   00:00
(2/2): libpcap-1.3.0-4.fc19_1.4.0-1.fc19.x86_64.drpm       |  45 kB   00:00
Finishing delta rebuilds of 2 package(s) (1.0 M)
--------------------------------------------------------------------------------
Total                                           183 kB/s | 223 kB     00:01
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
  Updating   : gnome-terminal-3.8.3-1.fc19.x86_64                           1/4
  Updating   : 14:libpcap-1.4.0-1.fc19.x86_64                               2/4
  Cleanup    : gnome-terminal-3.8.2-1.fc19.x86_64                           3/4
  Cleanup    : 14:libpcap-1.3.0-4.fc19.x86_64                               4/4
  Verifying  : 14:libpcap-1.4.0-1.fc19.x86_64                               1/4
  Verifying  : gnome-terminal-3.8.3-1.fc19.x86_64                           2/4
  Verifying  : gnome-terminal-3.8.2-1.fc19.x86_64                           3/4
  Verifying  : 14:libpcap-1.3.0-4.fc19.x86_64                               4/4


Updated:
  gnome-terminal.x86_64 0:3.8.3-1.fc19      libpcap.x86_64 14:1.4.0-1.fc19


Complete!

You can update specific packages by specifying the names of the packages on the command line following the word update. The yum check-update command (next) lists packages that can be updated.

yum Commands

This section describes a few commonly used yum commands. The yum help command and the yum man page yield complete lists.

check

Reports on problems in the local RPM database.

check-update

Lists packages that are installed on the local system and have updates available in the yum repositories.

clean all

Removes header files that yum uses for resolving dependencies. Also removes cached packages. However, because yum removes packages after they have been installed, typically no cached packages exist (see keepcache on page 541).

clean metadata

Removes the files yum uses to determine remote package availability. Using this command forces yum to download all metadata the next time you run it.

group list

Lists yum groups (next).

group info group

Lists information about the yum group named group (next).

group install group

Installs the packages in the yum group named group (next).

info word

Displays information about packages in the yum repositories named word. Specify word as "*word*" to search for word anywhere in the package name.

list word

Lists packages in the yum repositories whose name is word. Specify word as "*word*" to search for word anywhere in the package name. See page 537 for an example.

list available

Lists all packages that can be installed from the yum repositories. Use a pipeline and grep to search for packages (e.g., yum list available | grep samba).

provides

Same as whatprovides.

search word

Lists packages in the yum repositories that have word in their descriptions, summaries, or names. See page 537 for an example.

whatprovides word

Searches repositories and displays a list of packages that provides a feature or file that matches word. Specify word as "*word*" to search for word anywhere in a feature or filename. See page 537 for an example.

yum Package Groups

In addition to working with single packages, yum can work with groups of packages. The next example shows how to display a list of installed and available package groups:
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$ yum group list
Loaded plugins: langpacks, refresh-packagekit
There is no installed groups file.
Available environment groups:
   GNOME Desktop
   KDE Plasma Workspaces
   Xfce Desktop
...
Available Groups:
   3D Printing
   Administration Tools
   Authoring and Publishing
   Books and Guides
...
   Window Managers
Done

The command yum group info followed by the name of a package group displays information about the package group, including a description and a list of mandatory, default, and optional packages. A plus sign (+) before a package name indicates that the package will be installed with the package group; the absence of a plus sign indicates that you must install the package manually. The next example displays information about the Administration Tools package group. You must quote package group names that include SPACEs.
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$ yum group info "Administration Tools"
Loaded plugins: langpacks, refresh-packagekit
There is no installed groups file.


Group: Administration Tools
 Group-Id: admin-tools
 Description: This group is a collection of graphical administration tools for the
system, such as for managing user accounts and configuring system hardware.
 Default Packages:
   +authconfig-gtk
    gnome-disk-utility
    gnome-packagekit
    setroubleshoot
   +system-config-date
...
 Optional Packages:
   +apper
   +cacti
   +dbench
...

To install a package group, give the command yum group install followed by the name of the package group.

[image: ] Downloading RPM Package Files with yumdownloader

The yumdownloader utility (yum-utils package) locates and downloads—but does not install—RPM files. Because it does not install software, you do not need to work with root privileges to run it; you need only permission to write to the working directory.

The following example downloads the samba RPM file to the working directory:
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$ yumdownloader samba
$ yumdownloader samba
Loaded plugins: langpacks, refresh-packagekit
samba-4.0.6-3.fc19.x86_64.rpm                              | 523 kB   00:00

Downloading source files

You can use yumdownloader with the ––source option to download RPM source package files. The yumdownloader utility automatically enables the necessary source repositories. See page 582 for an example that downloads in the working directory the RPM file for the latest version of the kernel source code for the release installed on the local system. Without the ––source option, yumdownloader would have downloaded an executable RPM file. See page 549 for information on installing this type of file.

[image: ] yum.conf: Configures yum

You do not need to configure yum: As installed, it is ready to use. This section describes the yum configuration files for users who want to modify them. The primary configuration file, /etc/yum.conf, holds global settings. As distributed with Fedora/RHEL, files in the /etc/yum.repos.d directory define repositories. Following is the default yum.conf file:
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$ cat /etc/yum.conf
[main]
cachedir=/var/cache/yum/$basearch/$releasever
keepcache=0
debuglevel=2
logfile=/var/log/yum.log
exactarch=1
obsoletes=1
gpgcheck=1
plugins=1
installonly_limit=3
...
# PUT YOUR REPOS HERE OR IN separate files named file.repo
# in /etc/yum.repos.d

The section labeled [main] defines global configuration options. The cachedir specifies the directory where yum stores downloaded packages, although with keepcache set to 0, yum does not store these packages after installing them. The amount of information logged is specified by debuglevel, with a value of 10 producing the most information. The logfile specifies where yum keeps its log.

Setting exactarch to 1 causes yum to update packages only with packages of the same architecture, thereby preventing an i686 package from replacing an i386 package, for example. You can use retries to specify the number of times yum will try to retrieve a file before returning an error (the default is 10). Set this parameter to 0 to cause yum to continue trying forever.

Setting obsoletes to 1 causes yum to replace obsolete packages when updating packages; it has no effect when you install packages. When gpgcheck is set to 1, yum checks the GPG (page 1160) signatures on packages it installs. This check verifies the authenticity of the packages. Setting plugins to 1 enables yum plugins, which extend yum functionality. The metadata_expire parameter specifies the number of seconds (or minutes if the value is followed by m) that yum uses the metadata (about packages it downloads from the repository) before it downloads the information again. This parameter defaults to 6 hours.

Although the balance of the yum configuration information, which specifies the yum repositories, can appear in the yum.conf file, Fedora/RHEL puts this information in /etc/yum.repos.d.


Optional
Some packages should only be installed; they should not be updated. The parameter installonlypkgs in /etc/yum.conf identifies these packages. Packages related to the kernel default to installonlypkgs: Typically you do not want to update a kernel; you want to install a new one and keep the old one around in case you need it. The installonly_limit parameter specifies the number of versions of installonlypkgs packages that yum keeps. See the yum.conf man page for more information.



[image: ] yum Repositories

As noted in /etc/yum.conf, Fedora/RHEL stores information about each repository in a separate file in the /etc/yum.repos.d directory:
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$ ls /etc/yum.repos.d
fedora.repo  fedora-updates.repo  fedora-updates-testing.repo

A parameter set in one of these files overrides the same parameter set in the [main] section (in yum.conf). Each of these files contains a header, such as [fedora], which provides a unique name for the repository. The name of the file is generally similar to the repository name, with the addition of a fedora- prefix and a .repo filename extension. Commonly used repositories include fedora (held in the fedora.repo file), which contains the packages present on the installation medium (stable packages); updates (held in the fedora-updates.repo file), which contains updated versions of the stable packages; and updates-testing (held in the fedora-updates-testing.repo file), which contains updates that are not ready for release. This last repository is not enabled; do not enable it unless you are testing unstable packages. Never enable the updates-testing repository on a production system.


Optional
Each *.repo file includes specifications for several related repositories, which are usually disabled. For example, the fedora.repo file holds [fedora-debuginfo] and [fedora-source] in addition to [fedora]. You cannot download source files using yum. Instead, use yumdownloader (page 540) for this task.



The next example shows part of the fedora.repo file that specifies the parameters for the fedora repository:
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$ cat /etc/yum.repos.d/fedora.repo
[fedora]
name=Fedora $releasever - $basearch
failovermethod=priority
#baseurl=http://download.fedoraproject.org/pub/fedora/linux/releases/$releasever/Everything/$basearch/os/
mirrorlist=https://mirrors.fedoraproject.org/metalink?repo=fedora-$releasever&arch=$basearch
enabled=1
#metadata_expire=7d
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora-$basearch
...

Repository specification files

Each repository specification file contains the name of the repository enclosed in brackets ([]), a name, a failovermethod, a baseurl, and a mirrorlist. The name provides an informal name for the repository that yum displays. The failovermethod determines the order in which yum contacts an initial mirror site and additional mirror sites if the first one fails; priority selects the sites in the order in which they appear, while roundrobin selects sites randomly. The baseurl indicates the location of the main repository; it is commented out by default. The mirrorlist specifies the URL of a file that holds a list of baseurls, or mirrors of the main repository. Only baseurl or mirrorlist can be enabled at one time. These definitions use two variables: yum sets $basearch to the architecture of the system (e.g., i686) and $releasever to the version of the release (e.g., 15 for Fedora 15).

The repository described by the file is enabled (yum will use it) if enabled is set to 1 and is disabled if enabled is set to 0. The metadata_expire specifies how long yum considers metadata valid: After this amount of time, yum downloads fresh metadata. Default is six hours. As described earlier, gpgcheck determines whether yum checks GPG signatures on files it downloads. The gpgkey specifies the location of the GPG key. Refer to the yum.conf man page for more options.

Adding a repository

There are many repositories of software packages. For more information and a list of repositories, visit fedoraproject.org/wiki/Third_party_repositories. You can also search the Internet for fedora repositories. One of the most interesting of these sites is repos.fedorapeople.org. These sites provide repository specification files for their repositories. Add a repository to the local system by placing a repository specification file in the /etc/yum.repos.d directory but see the following security tip.


Security: Use repositories you trust
Be selective in which repositories you add to a system: When you add a repository, you are trusting the person who runs the repository not to put malicious software in packages you download. In addition, packages that are not supported by Fedora/RHEL can conflict with other packages and/or cause upgrades to fail.



BitTorrent

The easiest way to download a BitTorrent file is to click the torrent file object in a Web browser or in the Nautilus File Browser; this action opens a GUI running a transmission BitTorrent client. This section describes how BitTorrent works and explains how to download a BitTorrent file from the command line.

The BitTorrent protocol implements a hybrid client/server and P2P (page 1265) file transfer mechanism. BitTorrent efficiently distributes large amounts of static data, such as the Fedora/RHEL installation ISO images. It can replace protocols such as anonymous FTP, where client authentication is not required. Each BitTorrent client that downloads a file provides additional bandwidth for uploading the file, thereby reducing the load on the initial source. In general, BitTorrent downloads proceed faster than FTP downloads. Unlike protocols such as FTP, BitTorrent groups multiple files into a single package: a BitTorrent file.

Tracker, peer, seed, and swarm

BitTorrent, like other P2P systems, does not use a dedicated server. Instead, the functions of a server are performed by the tracker, peers, and seeds. The tracker is a server that allows clients to communicate with each other. Each client—called a peer when it has downloaded part of the BitTorrent file and a seed after it has downloaded the entire BitTorrent file—acts as an additional source for the BitTorrent file. Peers and seeds are collectively called a swarm. As with a P2P network, a member of a swarm uploads to other clients the sections of the BitTorrent file it has already downloaded. There is nothing special about a seed: It can be removed at any time after the torrent is available for download from other seeds.

The torrent

The first step in downloading a BitTorrent file is to locate or acquire the torrent, a file with the filename extension of .torrent. A torrent contains pertinent information (metadata) about the BitTorrent file to be downloaded, such as its size and the location of the tracker. You can obtain a torrent by accessing its URI, or you can acquire it via the Web, an email attachment, or other means. The BitTorrent client can then connect to the tracker to learn the locations of other members of the swarm it can download the BitTorrent file from.

Manners

After you have downloaded a BitTorrent file (the local system has become a seed), it is good manners to allow the local BitTorrent client to continue to run so peers (clients that have not downloaded the entire BitTorrent file) can upload at least as much information as you have downloaded.

Prerequisites

Use yum (page 534) to install the transmission-cli package. Put the following lines in the /etc/sysctl.conf file and reboot the system. Without these lines transmission-cli will work more slowly and display messages suggesting you add the lines to sysctl.conf.

$ cat /etc/sysctl.conf
net.core.rmem_max = 4194304
net.core.wmem_max = 1048576

transmission-cli: Downloading a BitTorrent File

The following example shows transmission-cli (www.transmissionbt.com) downloading a Fedora DVD ISO image. (Visit torrent.fedoraproject.org for a list of Fedora torrents you can download.) Depending on the speed of the Internet connection and the number of seeds, downloading a large BitTorrent file can take from hours to days. A torrent can download one or more files; the torrent specifies the filename(s) for the downloaded file(s) and, in the case of a multifile torrent, a directory to hold the files. The torrent in the example saves the BitTorrent files in the Fedora-19-x86_64-DVD directory in the working directory.

With a torrent in the working directory, enter a command such as the following, substituting the name of the torrent you want to use for the Fedora torrent:

Click here to view code image

$ transmission-cli Fedora-19-x86_64-DVD.torrent
[15:20:29.914] Transmission 2.77 (14031) started
[15:20:29.915] RPC Server: Adding address to whitelist: 127.0.0.1
[15:20:29.916] DHT: Generating new id
[15:20:30.021] Saved "/home/sam/.config/transmission/torrents/Fedora-19-x86_64-DVD.687077ec95f03111.torrent"
[15:20:30.021] Fedora-19-x86_64-DVD: Queued for verification
[15:20:30.022] Fedora-19-x86_64-DVD: Verifying torrent
[15:20:30.248] Port Forwarding (NAT-PMP): initnatpmp succeeded (0)
[15:20:30.248] Port Forwarding (NAT-PMP): sendpublicaddressrequest succeeded (2) Progress: 0.0%, dl
from 0 of 0 peers (0 kB/s), ul to 0 (0 kB/s) [None]
[15:20:38.258] Port Forwarding: State changed from "Not forwarded" to "Starting"
Progress: 0.0%, dl from 0 of 14 peers (0 kB/s), ul to 0 (0 kB/s) [None]
[15:20:49.001] Fedora-19-x86_64-DVD: Starting IPv4 DHT announce (poor, 9 nodes)
Progress: 1.1%, dl from 27 of 36 peers (2.45 MB/s), ul to 1 (123 kB/s) [0.03]
[15:21:23.157] DHT: Attempting bootstrap from dht.transmissionbt.com
[15:22:38.250] Port Forwarding: State changed from "Starting" to "???"
Progress: 14.1%, dl from 28 of 35 peers (2.10 MB/s), ul to 2 (40 kB/s) [0.02]

The transmission-cli utility displays messages about what it is doing. The lines that include the word Progress show how much of the BitTorrent file transmission-cli has downloaded, the number of peers and the total download speed, the number of clients it is uploading to, and the upload speed.

You can abort the download by pressing CONTROL-C. The download will automatically resume from where it left off when you download the same torrent to the same location again.


Caution: Make sure you have enough room to download the torrent
Some torrents are huge. Make sure the partition you are working in has enough room to hold the BitTorrent file you are downloading.



See the transmission-cli man page for a list of options. One of the most useful options is –u (––uplimit), which limits how much bandwidth in kilobytes per second the swarm can use while downloading the torrent from the local system (upstream bandwidth). Use –U (––no-uplimit) to place no limit on the bandwidth the swarm can use. The following command prevents BitTorrent from using more than 100 kilobytes per second of upstream bandwidth:
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$ transmission-cli -u 100 Fedora-xxxx.torrent

BitTorrent usually allows higher download rates for members of the swarm that upload more data, so it is to your advantage to increase this value if you have spare bandwidth. You need to leave enough free upstream bandwidth for the acknowledgment packets from your download to get through or the download will be very slow.

The name of the file or directory BitTorrent saves a file or files in is specified by the torrent. You can specify a different file or directory name by using the ––save_as option. The transmission-show utility displays the name the BitTorrent file will be saved as, the size of the file, the name of the torrent (metainfo file), and other information:
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$ transmission-show Fedora-19-x86_64-DVD.torrent
Name: Fedora-19-x86_64-DVD
File: Fedora-19-x86_64-DVD.torrent


GENERAL


Name: Fedora-19-x86_64-DVD
  Hash: 687077ec95f03111a0f7326e42ba518bb7161c29
  Created by:
  Created on: Mon May 27 20:08:14 2013
  Piece Count: 17113
  Piece Size: 256.0 KiB
  Total Size: 4.49 GB
  Privacy: Public torrent


TRACKERS


Tier #1
  http://torrent.fedoraproject.org:6969/announce


FILES


Fedora-19-x86_64-DVD/Fedora-19-x86_64-CHECKSUM (1.14 kB)
  Fedora-19-x86_64-DVD/Fedora-19-x86_64-DVD.iso (4.49 GB)

[image: ] RPM: The RPM Package Manager

RPM (RPM Package Manager; www.rpm.org) works only with software packages built for processing by RPM; it can download, install, uninstall, upgrade, query, and verify RPM packages. The files that hold these packages have a filename extension of .rpm. RPM uses the local RPM installation database to track the locations where software packages are installed, the versions of the installed packages, and the dependencies between the packages. RPM uses the Berkeley Database (Berkeley DB or BDB) and stores the database files in /var/lib/rpm. RPM forms the basis for yum: yum finds packages, downloads them from repositories, and then calls RPM to install/upgrade/remove the packages.

Source RPM packages are frequently found in a directory named SRPMS (source RPMs), whereas binary RPM packages usually reside in Packages. When you download binary packages, make sure they are relevant to the local operating system (both distribution and release—for example, Fedora 15).1 They should also be compiled for the appropriate processor architecture:

1. Many RPM packages run on releases and even distributions other than the ones they were compiled for. However, installing packages intended for other distributions can create problems.

Processor architectures

• i386 covers all Intel- and most AMD-based systems; the N and Z Series Atom processors are also based on this architecture.

• i586 covers Pentium-class or higher processors.

• i686 refers to Pentium II or better and includes MMX extensions.

• S390x is for IBM System/390.

• ia64 is for the Intel 64-bit Itanium (not compatible with x86_64)

• alpha is for the DEC/Compaq Alpha chip.

• ppc and ppc64 denotes the Power PC 32- and 64-bit processors.

• x86_64 is for Intel and AMD 64-bit processors (not Itanium); the 230 and 330 Series Atom processors are also based on this architecture.

• sparc covers the Sun Sparc processor.

noarch

The name of the rpm file contains almost all the necessary information. Packages marked noarch (“no architecture”) contain resources, such as images or scripts, that are run by an interpreter. You can install and run noarch packages on any architecture.

yumdownloader

See page 540 for instructions on using yumdownloader to download RPM package files.

[image: ] Querying Packages and Files

The following rpm command displays a list of one-line summaries of all packages installed on the system:
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$ rpm -qa
samba-common-4.0.9-1.fc19.x86_64
mythes-1.2.3-4.fc19.x86_64
gnome-themes-standard-3.8.4-1.fc19.x86_64
xorg-x11-drv-openchrome-0.3.3-1.fc19.x86_64
caribou-0.4.11-1.fc19.x86_64
gnome-shell-3.8.4-2.fc19.x86_64
gstreamer-plugins-good-0.10.31-9.fc19.x86_64
libnl-1.1-17.fc19.x86_64
gnome-shell-extension-window-list-3.8.4-1.fc19.noarch
...

The –q option queries the package database; the –a option specifies all packages. Without –a, –q takes the name of a package as an argument and displays information about that package only. For instance, rpm –q ypserv tells you whether the ypserv package is installed and, if so, which version is installed. Use the –ql options to list the files in a package.
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$ rpm -q ypserv
package ypserv is not installed


$ rpm -ql logrotate
/etc/cron.daily/logrotate
/etc/logrotate.conf
/etc/logrotate.d
/usr/sbin/logrotate
/usr/share/doc/logrotate-3.8.4
/usr/share/doc/logrotate-3.8.4/CHANGES
/usr/share/doc/logrotate-3.8.4/COPYING
/usr/share/man/man5/logrotate.conf.5.gz
/usr/share/man/man8/logrotate.8.gz
/var/lib/logrotate.status

With the –qi options, rpm displays information about a package:

Click here to view code image

$ rpm -qi logrotate
Name        : logrotate
Version     : 3.8.4
Release     : 1.fc19
Architecture: x86_64
Install Date: Tue 04 Jun 2013 07:29:46 PM PDT
Group       : System Environment/Base
Size        : 97523
License     : GPL+
Signature   : RSA/SHA256, Tue 30 Apr 2013 08:32:12 AM PDT, Key ID 07477e65fb4b18e6
Source RPM  : logrotate-3.8.4-1.fc19.src.rpm
Build Date  : Tue 30 Apr 2013 02:16:03 AM PDT
Build Host  : buildvm-07.phx2.fedoraproject.org
Relocations : (not relocatable)
Packager    : Fedora Project
Vendor      : Fedora Project
URL         : https://fedorahosted.org/logrotate/
Summary     : Rotates, compresses, removes and mails system log files
Description :
The logrotate utility is designed to simplify the administration of
log files on a system which generates a lot of log files.  Logrotate
allows for the automatic rotation compression, removal and mailing of
log files.  Logrotate can be set to handle a log file daily, weekly,
monthly or when the log file gets to a certain size.  Normally,
logrotate runs as a daily cron job.


Install the logrotate package if you need a utility to deal with the
log files on your system.

You can use the –qf options to determine which package a file belongs to; it works with installed packages only. Use the yum whatprovides command (page 537) to search repositories for the same information. The following command shows that more is part of the util-linux package:
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$ rpm -qf /bin/more
util-linux-2.23.1-2.fc19.x86_64

Include the –p option with other options to query an uninstalled RPM package file:
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$ ls ypser*
ypserv-2.31-2.fc19.x86_64.rpm


$ rpm -qip ypserv-2.31-2.fc19.x86_64.rpm
Name        : ypserv
Version     : 2.31
Release     : 2.fc19
...

[image: ] Installing, Upgrading, and Removing Packages

Although it is frequently easier to use yum or gpk-application, you can use rpm to download, install, upgrade, or remove a package. Run rpm with root privileges; although you can run rpm as a nonprivileged user, you will not have permission to write to the necessary directories during an install or uninstall, and the procedure will fail. During a query, you do not need to work with root privileges, so you can and should work as a nonprivileged user. Give the –U (upgrade) option, followed by the name of the file that contains the RPM version of the package you want to install. The –U option upgrades existing packages and installs new packages (as though you had used the –i option). For kernels, use –i (not –U) to leave the old kernel intact when you install a new kernel. Add the –v (verbose) option to display more information about what is happening and the –h (or ––hash) option to display hash marks as the package is unpacked and installed.

Installing a package

The following command installs the transmission-common package on the local system:
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# ls transmission-common*
transmission-common-2.80-2.fc19.x86_64.rpm


# rpm -Uvh transmission-common-2.80-2.fc19.x86_64.rpm
Preparing...                          ################################# [100%]
Updating / installing...
   1:transmission-common-2.80-2.fc19             ################################# [50%]
Cleaning up / removing...
   2:transmission-common-2.77-3.fc19             ################################# [100%]

When you install a package, the rpm file must be in the working directory, or you must use a pathname that points to the rpm file. If you specify an FTP or HTTP URL, rpm will download the package before installing it (but it will not download or install dependencies):
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# rpm -Uvh http://dl.fedoraproject.org/pub/fedora/linux/updates/19/i386/bind-9.9.3-5.P2.fc19.i686.rpm

Removing a package

The following command removes the samba package. You can give the command from any directory:
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# rpm -e samba
error: Failed dependencies:
        samba is needed by (installed) system-config-samba-1.2.100-1.fc19.noarch

When you run this command, rpm reports that another package, system-config-samba, is dependent on the samba package. To remove the samba package, you have two choices: You can ignore the dependency by including the rpm ––nodeps option or you can remove the dependent package and then remove the samba package.

# rpm -e system-config-samba
# rpm -e samba

If you remove the samba package without removing the package that is dependent on it, the utilities within the dependent package will not work. In the preceding example, the system-config-samba utility will not work.

When you use rpm to remove a package, rpm queries the package database to find the information it needs to uninstall the package and removes links, unloads device drivers, and stops daemons as necessary. Refer to the rpm man page for more rpm options.

Installing a Linux Kernel Binary

The following steps install a Linux kernel binary from an RPM package. If you simply want to install the latest kernel for the local system, give the command yum install kernel instead. Refer to Chapter 14 when you want to configure and rebuild a kernel from source files, rather than installing a new, prebuilt kernel binary.

1. Run rpm with the –i option to install the new kernel. Do not use the –U option: You are installing a new kernel that has a different name than the old kernel; you are not upgrading the existing kernel.

2. Make sure the new kernel works before you remove the old kernel. To verify the new kernel works, reboot the system using the new kernel. You might want to wait a while before removing the old kernel to make sure that no problems arise with the new one.

3. When you are satisfied with the new kernel, remove the old kernel using rpm with the –e option; you must specify the kernel version number. If necessary, you can manually remove an old kernel by removing files whose names contain the release number from /boot or / (root). Remove information about the old kernel from grub.conf (page 590). Removing the kernel manually is not recommended because it is too easy to miss a file and because it does not remove the kernel from the RPM database.

Installing Non-rpm Software

Most software that is not in RPM format comes with detailed instructions on how to configure, build (if necessary), and install it. Some binary distributions (those containing prebuilt executables that run on Fedora/RHEL) require you to unpack the software from the root directory (i.e., you must cd to / before unpacking it).

The /opt and /usr/local Directories

Some newer application packages include scripts that install themselves automatically into a directory hierarchy under /opt, with files in a /opt subdirectory that is named after the package and executables in /opt/bin or /opt/package/bin.

Other software packages allow you to choose where you unpack them. Because many different people develop software for Linux, there is no consistent method for installing it. As you acquire software, install it on the local system in as consistent and predictable a manner as possible. The standard Linux file structure has a directory hierarchy under /usr/local for binaries (/usr/local/bin), manual pages (/usr/local/man), and so forth. Because many GNU build tools search the /usr/local hierarchy by default and could find the wrong version of a utility if you install developer tools there, putting these tools in /opt is a good idea.

To prevent confusion later and to avoid overwriting or losing the software when you install standard software upgrades, avoid installing nonstandard software in standard system directories (such as /usr/bin). On a multiuser system, make sure users know where to find the local software and advise them whenever you install, change, or remove local tools.

GNU Configure and Build System

The GNU Configure and Build System makes it easy to build a program that is distributed as source code (see www.gnu.org/software/autoconf). This process requires a shell, make (make package), and gcc (the GNU C compiler; gcc package). You do not need to work with root privileges except to install the program.

The following example assumes you have downloaded the GNU which program (ftp.gnu.org/pub/gnu/which; page 255) to the working directory. First unpack and decompress the file and cd to the new directory:

$ tar -xvzf which-2.20.tar.gz
which-2.20/
which-2.20/EXAMPLES
which-2.20/posixstat.h
...
which-2.20/configure.ac
which-2.20/COPYING


$ cd which-2.20

After reading the README and INSTALL files and installing the gcc package, run the configure script, which gathers information about the local system and generates the Makefile file:
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$ ./configure
checking for a BSD-compatible install... /usr/bin/install -c
checking whether build environment is sane... yes
checking for a thread-safe mkdir -p... /bin/mkdir -p
checking for gawk... gawk
checking whether make sets $(MAKE)... yes
checking whether to enable maintainer-specific portions of Makefiles... no
...
config.status: creating Makefile
config.status: creating maintMakefile
config.status: creating tilde/Makefile
config.status: creating config.h
config.status: executing depfiles commands

Refer to the configure info page, specifically the ––prefix option, which causes the install phase to place the software in a directory other than /usr/local. For package-specific options enter the command configure ––help. Next, run make:
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$ make
make  all-recursive
make[1]: Entering directory `/home/sam/which-2.20'
Making all in tilde
make[2]: Entering directory `/home/sam/which-2.20/tilde'
source='tilde.c' object='tilde.o' libtool=no \
        DEPDIR=.deps depmode=pch /bin/bash ../depcomp \
        gcc -DHAVE_CONFIG_H -I. -I..     -g -O2 -c tilde.c
source='shell.c' object='shell.o' libtool=no \
        DEPDIR=.deps depmode=pch /bin/bash ../depcomp \
        gcc -DHAVE_CONFIG_H -I. -I..     -g -O2 -c shell.c
rm -f libtilde.a
ar cru libtilde.a tilde.o shell.o
...
source='which.c' object='which.o' libtool=no \
        DEPDIR=.deps depmode=pch /bin/bash ./depcomp \
        gcc -DHAVE_CONFIG_H -I.     -g -O2 -c which.c
gcc  -g -O2   -o which getopt.o getopt1.o bash.o which.o ./tilde/libtilde.a
make[2]: Leaving directory `/home/sam/which-2.20'
make[1]: Leaving directory `/home/sam/which-2.20'


$ ls which
which

After make finishes, the which executable is in the working directory. Some packages place the executable in a subdirectory. If you want to install it, give the following command while running with root privileges. By default this command installs which in /usr/local/bin so it is known to be the local version of which.
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$ su -c "make install"
Password:
make  install-recursive
make[1]: Entering directory `/home/sam/which-2.20'
Making install in tilde
make[2]: Entering directory `/home/sam/which-2.20/tilde'
make[3]: Entering directory `/home/sam/which-2.20/tilde'
...

You can complete the entire task with the following command line:
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$ su -c "./configure && make && make install"

The Boolean AND operator (&&) allows the execution of a subsequent command only if the previous step returned a successful exit status.

Keeping Software Up-to-Date

See page 533 for a discussion of why it is important to keep software up-to-date.

Bugs

A bug is an unwanted and unintended program property, especially one that causes the program to malfunction (definition courtesy of foldoc.org). Bugs have been around forever, in many types of systems, machinery, thinking, and so on. All sophisticated software contains bugs. Bugs in system software or application packages can cause the system to crash or programs not to run correctly. Security holes (a type of bug) can compromise the security of the system, allowing malicious users to read and write files, send mail to your contacts in your name, or destroy all data on the system, rendering the system useless.

Even if the engineers fixed all the bugs, there would still be feature requests as long as anyone used the software. Bugs, feature requests, and security holes are here to stay. Thus they must be properly tracked if developers are to fix the most dangerous/ important bugs first, users are to research and report bugs in a logical manner, and administrators are to apply the developers’ fixes quickly and easily.

Bug tracking

Early on, Netscape used an internal bug-tracking system named BugSplat. Later, after Netscape created Mozilla (mozilla.org) as an open-source browser project, the Mozilla team decided that it needed its own bug-tracking system. Netscape’s IS department wrote a very short-lived version of Bugzilla. Terry Weissman, who had been maintaining BugSplat, then wrote a new open-source version of Bugzilla in Tcl, rewriting it in Perl a couple of months later.

Bugzilla belongs to a class of programs formally known as defect-tracking systems, of which Bugzilla is preeminent. Almost all Linux developers use this tool to track problems and enhancement requests for their software. Fedora/RHEL uses Bugzilla to track bugs and bug fixes for its Linux distributions. To use Bugzilla, visit bugzilla.redhat.com.

Errata

As the Linux community, including Red Hat and the Fedora Project, finds and fixes operating system and software package bugs, including security holes, Red Hat and the Fedora Project generate RPM files (page 546) that contain the code that fixes the problems. When you upgrade a system software package, rpm renames modified configuration files with a .rpmsave extension. You must manually merge the changes you made to the original files into the new files. The easiest way to learn about, obtain, and install updates is to use yum.

The Fedora Announce List (admin.fedoraproject.org/mailman/listinfo/announce) holds information about Fedora updates. Under Fedora/RHEL, packagkitd via gpk-update-icon notifies you when updates are available.

curl: Downloads Files Noninteractively

The curl utility is a noninteractive, command-line utility that retrieves files from the Web using HTTP, HTTPS, or FTP. In the following example, curl downloads the Fedora Project home page, named index.html, to a file in the working directory with the same name.
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$ curl http://fedoraproject.org/index.html > index.html
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current
                                 Dload  Upload   Total   Spent    Left  Speed
100 23076  100 23076    0     0  71837      0 --:--:-- --:--:-- --:--:-- 72112

The curl ––continue (–c) option with an argument of – automatically continues an interrupted download. For example, if you decide to stop a download so you can run it in the background, you can continue it from where it left off with this option.

Chapter Summary

As a system administrator, you need to keep applications and system software current. Of the many reasons to keep the software on a system up-to-date, one of the most important is system security.

A PMS (package management system) is a set of utilities that allow you to install, upgrade, remove, and search software packages easily and in a consistent manner. It is based on a local database that holds information about each installed package, including its dependencies and version information. The development of the RPM PMS has made the process of adding and removing the software packages quite easy. You can use yum, a front end to RPM, to install and upgrade software packages. The yum utility is installed by default and is easy to configure and use.

In addition, you can use the rpm utility to install, uninstall, upgrade, query, and verify RPM packages. For packages distributed as source code, the GNU Configure and Build System makes it easy to build executable files.

BitTorrent is a handy tool for downloading large static data files such as the Fedora installation ISO images. BitTorrent can replace protocols such as anonymous FTP, where client authentication is not required.

Exercises

1. Which command installs the samba package? Which installs the Web Server package group?

2. Which command would you give to update all installed packages using yum?

3. Why would you build a package from its source code when a (binary) rpm file is available?

4. Suggest two advantages that rpm files have over source distributions.

Advanced Exercises

5. When you compile a package yourself, rather than from an rpm file, which directory hierarchy should you put it in?

6. What are some steps you should take before performing an upgrade on a mission-critical server? When should you use rpm –i instead of rpm –U?


13. Printing with CUPS
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Objectives

After reading this chapter you should be able to:

[image: ] Explain the purpose of a printing subsystem

[image: ] Describe the capabilities of CUPS

[image: ] Define IPP and explain its role with CUPS

[image: ] Use system-config-printer to install and manage local and remote printers

[image: ] Use the CUPS Web interface to install and manage local and remote printers

[image: ] Share local printers

[image: ] Print from a Windows system to a Linux printer

[image: ] Print from a Linux system to a Windows printer

[image: ] Use command-line tools to submit, list, and cancel print jobs

[image: ] Limit printing using quotas

A printing system handles the tasks involved in getting a print job from an application (or the command line) through the appropriate filters (page 1250) and into a queue for a suitable printer and then getting it printed. When a printer fails, the printing system can redirect jobs to other, similar printers.

Introduction

LPD and LPR

Originally, UNIX had two printing systems: the BSD LPD (Line Printer Daemon) and the System V LPR (Line Printer system). Linux adopted these systems at first, and both UNIX and Linux have seen modifications to and replacements for these systems. Today CUPS is the default printing system under Linux.

CUPS

CUPS (Common UNIX Printing System) is a cross-platform print server built around IPP (next). CUPS provides many printer drivers and can print different types of files, including PostScript. Because it is built on IPP and written to be portable, CUPS runs under many operating systems, including Linux and Windows. Other UNIX variants, including Mac OS X, use CUPS; recent versions of Windows include the ability to print to IPP printers. Thus CUPS is an ideal solution for printing in a heterogeneous environment. CUPS provides System V and BSD command-line interfaces and, in addition to IPP, supports LPD/LPR, HTTP, SMB, and JetDirect (socket) protocols, among others.

If the printer you are configuring is on an older Linux system or another UNIX-like operating system that does not run CUPS, the system probably runs LPD/LPR. Most devices that connect printers directly to a network support LPR/LPD; some support IPP.

IPP

The IPP project (Internet Printing Protocol; www.pwg.org/ipp) began in 1996, when Novell and several other companies designed a protocol for printing over the Internet. IPP enables users to

• Determine the capabilities of a printer.

• Submit jobs to a printer.

• Determine the status of a printer.

• Determine the status of a print job.

• Cancel a print job.

IPP is an HTTP-based client/server protocol in which the server side can be a print server or a network-capable stand-alone printer.

Network printers

Printers connected directly to a network are functionally equivalent to printers connected to a system running a print server: They listen on the same ports as systems running print servers, and they queue jobs.

Printers and queues

On a modern computing system, when you “send a job to the printer,” you add the job to the list of jobs waiting their turn to be printed on a printer. This list is called a print queue or simply a queue. The phrase configuring (or setting up) a printer is often used to mean configuring a (print) queue. This chapter uses these phrases interchangeably.

Configuration tools

This chapter explores two tools you can use to configure a print queue: system-config-printer (page 558) and the CUPS Web interface (page 565), with an emphasis on the former.

Using the CUPS Web interface is very similar to using system-config-printer; thus much of the discussion of system-config-printer applies to the CUPS Web interface. However, system-config-printer is a native application written in Python, not a Web interface.

Prerequisites

Make sure the following packages are installed (most are installed with the base Fedora/RHEL system):

• cups

• system-config-printer (optional)

• cups-pdf (optional; sets up a virtual PDF printer)

The CUPS Web interface requires an X server and a Web browser. Although it is a poor solution, a text Web browser such as elinks (elinks package) will work, too.

Enable and start cups

Run systemctl to cause the cups service (cupsd daemon) to start each time the system enters multiuser mode and then start the cups service. Use the systemctl status command to make sure the service is running.
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# systemctl enable cups.service
# systemctl start cups.service

After modifying cups configuration files, give the second command again, replacing start with restart to cause cups to reread those files.

More Information

Local

CUPS Documentation: With the CUPS Web interface up (page 567), point a local browser at localhost:631/help

Web

Information on printers and printing under Linux, including forums and articles: www.linuxfoundation.org/collaborate/workgroups/openprinting

A support database with details about many printers, including notes and driver information: www.openprinting.org/printers

CUPS home page: www.cups.org

IPP information: www.pwg.org/ipp

HOWTO

The SMB HOWTO has a section titled “Sharing a Windows Printer with Linux Machines.”

Notes

SELinux

When SELinux is set to use a targeted policy, CUPS is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy using system-config-selinux” on page 475.

Firewall

A CUPS server normally uses TCP port 631 and UDP port 631 for an IPP connection and TCP port 80 for an LPR/LPD connection. If the server accepts print jobs from remote systems and is running a firewall or is behind a firewall, you need to open one or both of these ports. Give the following commands to open the ports each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.
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# firewall-cmd --add-port=631/tcp
# firewall-cmd --permanent --add-port=631/tcp
# firewall-cmd --add-port=631/udp
# firewall-cmd --permanent --add-port=631/udp
# firewall-cmd --add-port=80/tcp
# firewall-cmd --permanent --add-port=80/tcp

PDF printer

You can set up a virtual PDF printer by installing the cups-pdf package, or you can set up this printer manually.
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In most cases, when you connect a printer to the local system and turn it on, the system displays a message as it install drivers. When the drivers are installed, the printer is ready for use. Two graphical tools allow you to add and modify printers as well as work with print jobs. You can use Printers from the Settings window (page 107) for most work with printers and system-config-printer (next) for more complex printer-related tasks. Use one of these tools to verify that the printer is installed, send a test page to the printer, and change the configuration of the printer.

[image: ] JumpStart I: Configuring a Printer Using system-config-printer

The Print Settings window (Figure 13-1) enables you to add, remove, and configure local and remote printers. Open this window by giving the command system-config-printer from an Enter a Command window (ALT-F2) or a terminal emulator. This JumpStart explains how to modify the configuration of an existing printer. See page 560 for instructions on how to set up a new printer.

[image: ]

Figure 13-1 The Print Settings window

Default printer

Highlight a printer in the Print Settings window and select menubar: Printer[image: ]Set as Default from the window menu to specify the highlighted printer as the default printer. If just one printer appears in the Print Settings window, it is the default printer; you do not have to set it up as such. The tick on the printer in Figure 13-1 indicates the default printer.

Server Settings

Select menubar: Server[image: ]Settings from the Print Settings window to display the Server Settings window. The top two check boxes in this window specify whether the local system publishes printers it shares (so remote systems can find the printers) and whether it allows printing from the Internet. If you elect to share printers, system-config-printer asks whether you want to adjust the firewall to allow incoming IPP connections. When you click Adjust Firewall, system-config-printer opens TCP port 631 and UDP port 631. You control whether a specific printer is shared from the Policies selection of the Printer Properties window (next).

Configuration Tabs

Double-click a printer in the Print Settings window or highlight a printer and select menubar: Printer[image: ]Properties to display the Printer Properties window (Figure 13-2) for that printer.
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Figure 13-2 The Printer Properties window

This section describes the six tabs found in the frame at the left side of the Printer Properties window. These tabs allow you to configure the printer you chose in the Print Settings window.

Settings

Figure 13-2 shows the Settings tab for a Brother printer. The text boxes labeled Description and Location hold information that can help users identify the printer. The system does not use this information; change it as you like. For example, it might be helpful to put the physical location of the printer, such as Sam’s Office, in the text box labeled Location. The text boxes labeled Device URI and Make and Model specify the location of the printer on the computer or network and type of the printer.

Policies

The Policies tab enables you to control printer state, sharing, and banners. Under the word State are check boxes labeled Enabled, Accepting jobs, and Shared. Table 13-1 describes the effects of putting ticks in the first two check boxes. Putting a tick in the check box labeled Shared shares the printer with other systems if the local system publishes shared printers (see “Server Settings” on the previous page). The Policies tab also controls whether the printer prints banners before and after jobs and what CUPS does when the printer reports an error.
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Table 13-1 Printer status

Access Control

The Access Control tab enables you to set the policy for printer access. By default, anyone can use the printer. To restrict access, you can create a blacklist of users who are not allowed to use it. Alternately, you can prohibit anyone from using the printer and then create a whitelist of users who are allowed to use it.

Printer Options

The Printer Options tab controls image quality, paper size and source (tray), and other generic printer options.

Job Options

The Job Options tab controls the number of copies, orientation (portrait or landscape), scaling, margins, and more. Options specified by an application sending a job to the printer override options you set in this tab. Scroll down to see all options.

Ink/Toner Levels

The Ink/Toner Levels tab reports on ink/toner (marker) levels and displays status messages.

[image: ] JumpStart II: Setting Up a Local or Remote Printer

This section describes how to set up three types of printers for local use: a printer attached to the local system, a printer hosted by another system, and a printer that resides on the local network (a network printer). For instructions on how to use the CUPS Web interface to perform the same tasks, see page 565.

To add a printer to the local system, click Add on the toolbar in the Print Settings window (Figure 13-1, page 558). The system-config-printer utility looks for printers attached to the system or the local network. It then asks whether you want to adjust the firewall so the local system can detect printers on the network and, when you click Adjust Firewall, displays the Select Device screen of the New Printer window (Figure 13-3).
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Figure 13-3 The New Printer window, Select Device screen I

To configure a printer, highlight the printer in the frame labeled Select Device. The system-config-printer utility displays a description of the printer you highlighted. Click the triangle to the left of Network Printer to display network printers.


Tip: Avoid repeated requests for authentication
When you run system-config-printer as a nonprivileged user it repeatedly asks you to authenticate yourself. To avoid that annoyance, run system-config-printer from a terminal emulator command line while working with root privileges by using the following command. You will need to supply the root password one time.
Click here to view code image
$ su -c system-config-printer



Specifying a URI

The easiest way to locate a remote printer that is not listed is to select Find Network Printer under Network Printer in the frame labeled Select Device. Then enter in the text box labeled Host the name of the host the printer is attached to (the server) or, for a network printer, the name of the printer. You can specify an IP address instead of a hostname. Click Find. If it finds a printer, system-config-printer displays the name of the printer under Network Printer and a description of the printer on the right side of the window (Figure 13-4). For IPP printers, system-config-printer displays a URI (page 1279), which is the printer’s location on the network; see page 568 for more information. The system-config-printer utility might offer you a choice of connection types; a CUPS printer is a better choice.
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Figure 13-4 The New Printer window, Select Device screen II

If the printer is not listed, select one of the first few entries (for a local printer) or one of the selections under Network Printer (for a remote printer) from the frame labeled Select Device; system-config-printer displays appropriate text boxes on the right side of the window. All selections under Network Printer require you to specify a host and a queue or port number to locate the printer on the network.

To specify the queue for an LPD/LPR printer, use the form printer-name; for an IPP printer, use the form ipp://hostname/printers/printer-name; for an HP JetDirect–compatible network printer, specify the printer-name and Port number. Replace hostname with the name of the host the printer is attached to (the server) and printer-name with the name of the printer on the server.

If you are unsure of the name of a printer, give the command lpstat –p on the server to display the names of all printers on that system. After selecting or specifying a printer, click the button labeled Verify (if present) to make sure the printer is accessible and then click Forward. The system-config-printer utility searches for the printer driver.

Next the utility might ask you which printer options you want to install. Specify the options and click Forward.

If system-config-printer displays the Choose Driver screen of the New Printer window (there are two Choose Driver screens, the first is shown in Figure 13-5), you can specify a printer make (a manufacturer such as Brother). Typically system-config-printer selects the make automatically. Alternately, you can specify a PPD file (page 568) or search for a driver to download. Click Forward.
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Figure 13-5 Selecting a printer make/manufacturer

The next screen (the second Choose Driver screen; Figure 13-6), which system-config-printer might not display, allows you to specify the model of the printer and select which driver you want to use (if more than one is available). A selection is usually highlighted automatically.
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Figure 13-6 Selecting a printer model and driver

The system-config-printer utility might display a screen showing installable (printer-specific) options. Generally you do not need to make changes to this screen. Click Forward.


Tip: If a printer is not listed...
If the printer you are configuring is not listed, you can select Generic (at the top of the list in the first Choose Driver screen) as the make of the printer and choose a type of generic printer from the list box labeled Models in the second Choose Driver screen. Choose PostScript from the list of drivers if the printer is PostScript-capable. Alternately, you can specify a PostScript printer such as the Apple Laser-Writer 12/640ps. (Select Apple from the first Choose Driver screen and 12/640ps from the second Choose Driver screen.) In both cases, select a PostScript driver from the list box labeled Drivers.
If the printer is not PostScript-capable, check whether the printer supports PCL; if it does, select another, similar PCL printer. If it does not support PCL, select Generic (at the top of the list in the first Choose Driver screen) and then choose text-only from the second Choose Driver screen; you will not be able to print graphics, but you should be able to print text.
Or you can check whether the printer can emulate another printer (i.e., if it has an emulation mode). If it can, check whether the manufacturer and model of the printer it can emulate are listed and set it up that way.
If all else fails, determine which listed printer is most similar to the one you are configuring and specify that printer. You can also try configuring the printer using the CUPS Web interface (page 565), which offers a different choice of models.



On the next screen (Describe Printer; Figure 13-7), you must specify a name for the printer; specifying the description and location is optional. The name of the printer must start with a letter and cannot contain SPACEs. If you use only one printer, the name you choose is not important. If you use two or more printers, the name should help users distinguish between them. CUPS uses the printer name as the name of the print queue on the local system. Click Apply.
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Figure 13-7 Specifying the name of the printer

At this point, the system-config-printer utility closes the New Printer window, asks whether you want to print a test page, and displays the new printer in the Print Settings window. If you have more than one print queue and want to set up the new print queue to be the default, highlight the printer and select menubar: Printer[image: ]Set As Default. You then have the option of setting the printer as the system-wide default or your personal default printer.

[image: ] Working with the CUPS Web Interface

The CUPS Web interface allows you to do the same things as system-config-printer (pages 558 and 560). Because the two interfaces are functionally similar, this section does not go into as much detail as the section on system-config-printer. This section describes how to configure/reconfigure for local use a printer attached to the local system, a printer hosted by another system, or a printer that resides on the local network (a network printer).

Username and password

At some point the CUPS Web interface asks for a username and password. Supply root and the root password.

Display the CUPS Web interface by pointing a Web browser at localhost:631 on the system on which you are configuring the printer (Figure 13-8).

[image: ]

Figure 13-8 The CUPS Home page


Security: Remote administration
When you provide a username and password to the CUPS Web interface, they are transmitted in cleartext over HTTP. The lack of encryption is a security issue when you are administrating printers over an unsecure network.



Clicking the Administration tab at the top of the page displays the Administration page. On this page click Add Printer (under the word Printers) to display the first Add Printer page. This page is functionally equivalent to the Select Device screen of the New Printer window displayed by system-config-printer (Figure 13-3, page 561).

Clicking the Printers tab at the top of the page displays a page that lists the configured printers. Clicking the name of the printer in the column labeled Queue Name displays a page that allows you to work with that printer and queue (Figure 13-9).
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Figure 13-9 A CUPS printer page

On the Printer page, select Print Test Page from the Maintenance drop-down list to test the printer. If you want to make this printer the default printer, select Set As Server Default from the Administration drop-down list.

[image: ] Configuring Printers

You can use the CUPS Web interface, the CUPS command-line interface, or the system-config-printer utility to manage printers and queues.

Modifying a Printer

“JumpStart II: Setting Up a Local or Remote Printer” (page 560) explains how to configure a printer using system-config-printer. “Working with the CUPS Web Interface” (page 565) discusses how to configure a printer using the CUPS Web interface.

This section explains how to use either of these tools to modify a printer that is already configured. In both cases, modifying a printer takes you through the same steps as setting up a printer, except the fields are filled in so you only need to modify the ones that need to be changed.

Using system-config-printer

Open the Print Settings window, select the printer whose configuration you want to modify, and proceed as explained on page 558. Reconfiguring an existing printer follows the same steps as installing a new printer.

Using the CUPS Web interface

Open the CUPS Web interface as explained on page 565. To modify a printer, click the Printers tab at the top of the page and then click the name of the printer you want to modify. The CUPS Web interface displays two drop-down lists near the top of the page: Administration and Maintenance (Figure 13-9). These lists allow you to work with the selected printer. The Administration drop-down list allows you to modify the printer; this selection takes you through the same steps as when you set up a new printer. From this list you can also delete and set default options for the printer as well as set the printer as the default printer and specify which users are allowed to use the printer. From the Maintenance drop-down list, you can print a test page and pause the printer. You can also reject, move, and cancel all jobs. In addition to these tasks, you might be able to reprint jobs.

The CUPS Web Interface

To connect to the CUPS Web interface (page 565), point a Web browser running on the local system at localhost:631. You must supply the username root and the root password to change a printer configuration using the CUPS Web interface.

This section describes two tasks: modifying jobs and setting up printer classes. You can also perform these tasks from the command line using lpadmin (page 569) or from system-config-printer (page 558) by selecting menu bar: Printer[image: ]View Print Queue or menu bar: Printer[image: ]Create class, respectively.

Jobs

Click the Jobs tab near the top of the page to display the Jobs page, which lists jobs in the print queues. From this page you can cancel print jobs and move them to other queues. Click Show Completed Jobs to display a list of recently completed jobs. In some cases, you can reprint completed jobs from this page. You can perform the same tasks from the Printer page.

Classes

CUPS allows you to organize similar printers into a group called a class. To clients, a class of printers appears as a single printer. For each class, you must specify a name; optionally, you can specify a location and description. A printer can belong to more than one class. CUPS prints jobs sent to a class on the first available printer in the class. For example, you might be able to divide your print jobs into black-and-white jobs and color jobs. If more than one printer can fulfill each of these roles, you can allow users to select a printer manually, or you can define two printer classes (black-and-white and color) and have users send their jobs to a certain class of printers. Place printers that are members of the same class physically close to each other so users can easily find their output.


Tip: Plan for the future
If you expect to add printers to the network, you might want to configure classes containing the existing printers when you set up the network. You can then add printers later without having to change printer configurations on client systems.



To define a class, first click the Administration tab at the top of the page and then click Add Class. At a minimum, you must enter a name for the class. You might also enter a description and location. The Members list displays the names of all CUPS printers and classes. Highlight the printers you want to be members of the class you are defining; hold SHIFT and click another printer to highlight more than one printer. To define a class that includes printers that are not adjacent in the list, define the class to have a single printer and then modify the class after you create it to add other printers. To modify existing classes, click Manage Classes in the Administration tab.

CUPS on the Command Line

In addition to using system-config-printer and the CUPS Web interface, you can control CUPS and manage print queues from the command line. This section describes the utilities that enable you to manage printers and print queues and establish printing quotas.

lpinfo: Displays Available Drivers

PPD files

The lpinfo utility provides information about the printer drivers and interfaces available to CUPS. The –m option displays the list of available PostScript Printer Definition (PPD) files/drivers.

Click here to view code image

$ lpinfo -m | head
foomatic:Alps-MD-1000-md2k.ppd Alps MD-1000 Foomatic/md2k
foomatic:Alps-MD-1000-ppmtomd.ppd Alps MD-1000 Foomatic/ppmtomd
foomatic:Alps-MD-1300-md1xMono.ppd Alps MD-1300 Foomatic/md1xMono
foomatic:Alps-MD-1300-md2k.ppd Alps MD-1300 Foomatic/md2k
foomatic:Alps-MD-1300-ppmtomd.ppd Alps MD-1300 Foomatic/ppmtomd
foomatic:Alps-MD-1500-md1xMono.ppd Alps MD-1500 Foomatic/md1xMono
foomatic:Alps-MD-1500-md2k.ppd Alps MD-1500 Foomatic/md2k
foomatic:Alps-MD-1500-ppmtomd.ppd Alps MD-1500 Foomatic/ppmtomd
foomatic:Alps-MD-2000-md2k.ppd Alps MD-2000 Foomatic/md2k
foomatic:Alps-MD-2000-ppmtomd.ppd Alps MD-2000 Foomatic/ppmtomd

URIs

CUPS uses URIs (page 561) to identify printer ports by type and location, just as a browser identifies documents by protocol and location. A parallel port has a URI with the format parallel:/dev/lp0; a remote LPD printer uses the format lpd://192.168.0.101, and a USB printer uses the format usb://Brother/HL-2140%20series. When run with root privileges, lpinfo with the –v option displays a list of available connections:

Click here to view code image

# lpinfo -v
network ipps
network ipp
network socket
network https
network http
network lpd
network beh
direct parallel:/dev/lp0
serial serial:/dev/ttyS0?baud=115200
serial serial:/dev/ttyS1?baud=115200
direct hp
network smb
direct hpfax
direct usb://Brother/HL-2140%20series?serial=L7J157453

The –v option to lpinfo does not display every possible network address for the socket, HTTP, IPP, LPD, and SMB protocols because there are more than 4 billion of these addresses in the IPv4 address space.

lpadmin: Configures Printers

You can use the lpadmin utility to add and remove printers from the system, modify printer configurations, and manage printer classes. This utility has three major options: –d (set the default printer), –x (remove a printer), and –p (add or modify a printer). The first two options are simple; examples follow the next subsection. Each of these three options takes the name of a printer as an argument. The name of the printer must start with a letter and cannot contain SPACEs.

Adding or Modifying a Printer

Add a printer or modify an existing printer by giving a command in the following format:

# lpadmin –p printer-name options

where printer-name is the name of the printer and options is a combination of options from the following list:

–c class

Adds the printer to the class class, creating the class if necessary.

–D info

The info is a string that describes the printer for the benefit of users; it has no meaning to the system. Enclose info within quotation marks if it contains SPACEs.

–E

Enables the printer, instructing CUPS to accept jobs into its print queue.

–L loc

The loc is a string that indicates the physical location of the printer (e.g., office, building, floor). It has no meaning to the system. Enclose loc within quotation marks if it contains SPACEs.

–m model

The model is the name of the PPD file (page 568) that describes the printer. Use lpinfo –m to display a list of installed PPD files. If you have a manufacturer-provided PPD file, copy it to /usr/share/cups/model. Use the –P option to specify the pathname of the file. Specifying –m postscript.ppd.gz, for example, is the same as specifying –P /usr/share/cups/model/postscript.ppd.gz.

–P file

The file is the absolute pathname of the PPD file (page 568) that describes the printer. Use lpinfo –m to display a list of installed PPD files. If you have a manufacturer-provided PPD file, copy it to /usr/share/cups/model. See –m for an alternate way to specify a PPD file.

–r class

Removes the printer from the class class. This option removes the class if, after removing the printer, the class would be empty.

–v URI

The URI is the device to which the printer is attached. Use lpinfo –v to list possible devices.

[image: ] Example lpadmin Commands

At a minimum, you need to provide a device and a model when you add a printer to the system. The following command adds a Brother HL-2140 printer to the system and enables it for use. This printer is connected locally to a USB port and is named HL2140.

Click here to view code image

# lpadmin -p HL2140 -E -v usb://Brother/HL-2140%20series -m Brother-HL-2140-hpijs-pcl5e.ppd

The printer information generated by the preceding command is stored in the /etc/cups/printers.conf file:

Click here to view code image

# cat /etc/cups/printers.conf
# Printer configuration file for CUPS v1.6.3
# Written by cupsd on 2013-07-30 20:07
# DO NOT EDIT THIS FILE WHEN CUPSD IS RUNNING
<DefaultPrinter HL-2140-series>
Info Brother HL-2140 series
Location guava
MakeModel Brother HL-2140 Foomatic/hpijs-pcl5e (recommended)
DeviceURI usb://Brother/HL-2140%20series
State Idle
StateTime 1302648023
Type 8433684
Product (HL-2140 series)
Filter application/vnd.cups-raw 0 -
Filter application/vnd.cups-postscript 100 foomatic-rip
Filter application/vnd.cups-pdf 0 foomatic-rip
Filter application/vnd.cups-command 0 commandtops
Accepting Yes
Shared Yes
JobSheets none none
QuotaPeriod 0
PageLimit 0
KLimit 0
OpPolicy default
ErrorPolicy stop-printer
</Printer>

The lpadmin command decompresses and copies the printer driver information from the /usr/share/cups/model/stcolor.ppd.gz file to /etc/cups/ppd. The resulting file is given the printer’s name: /etc/cups/ppd/HL-2140-series.ppd.

You can modify a printer configuration with lpadmin using the same options that you used to add it. When you specify the name of an existing printer, lpadmin modifies the printer rather than creating a new one.

The next command configures an HP LaserJet–compatible printer with a JetDirect interface that is connected directly to the LAN at 192.168.1.103 and names this printer HPLJ. Specifying socket in the protocol part of the URI instructs CUPS to use the JetDirect protocol, a proprietary protocol developed by HP for printers connected directly to a network.

Click here to view code image

# lpadmin -p HPLJ -E -v socket://192.168.1.103 -m laserjet.ppd.gz

The lpstat utility with the –d option displays the name of the default printer:

Click here to view code image

# lpstat -d
system default destination: MainPrinter

CUPS automatically makes the first printer you define the default printer. The following command makes HPLJ the default printer:

#lpstat -d HPLJ

The following command removes the configuration for the HL2140 printer:

#lpstat -x HL2140

Printing Quotas

CUPS provides rudimentary printing quotas. You can define two forms of quotas: page count and file size. File size quotas are almost meaningless because a small PostScript file can take a long time to interpret and can require a lot more ink to print than a large one. Page quotas are more useful, although their implementation is flawed. To determine the number of pages in a document, CUPS examines the PostScript input. If a job is submitted in the printer’s native language, such as PCL, CUPS bypasses this accounting mechanism. Also, if mpage is used to create a PostScript file with multiple pages printed on each sheet, CUPS counts each page in the original document, rather than each sheet of paper it prints on.

Use job-quota-period and either job-page-limit or job-k-limit to establish a quota for each user on a given printer. The job-quota-period option specifies the number of seconds that the quota remains valid. The following command establishes a quota of 20 pages per day per user for the printer named HPLJ:

Click here to view code image

#lpadmin -p HPLJ -o job-quota-period=86400 -o job-page-limit=20

The job-k-limit option works similarly but defines a file size limit in kilobytes. The limit is the total number of kilobytes that each user can print during the quota period. After a user has exceeded her quota, she will not be allowed to print until the next quota period.

[image: ] Managing Print Queues

When a printer is operating normally, it accepts jobs into its print queue and prints those jobs in the order in which they are received. You can give the command cupsreject followed by the name of a printer to cause a printer to not accept jobs into its print queue; enter the command cupsaccept to re-enable it. You can also use system-config-printer to control the print queue; refer to “Settings” on page 559. Two factors determine how a printer handles a job: if the printer is accepting jobs and if it is enabled. Table 13-1 on page 560 describes what happens with the various combinations of the two factors.

The utilities that change these factors are cupsdisable, cupsenable, cupsreject, and cupsaccept. Each utility takes the name of a printer as an argument. The following commands first disable and then enable the printer named HPLJ:

# cupsdisable HPLJ
# cupsenable HPLJ

The next commands cause HPLJ to reject and then accept jobs:

# cupsreject HPLJ
# cupsaccept HPLJ

[image: ] Sharing CUPS Printers

This section describes how to use textual tools to share local printers. Alternately, you can use system-config-printer (page 558) to share printers: Display the Server Settings window by selecting menubar: Server[image: ]Settings and put a tick in the check box labeled Publish shared printers connected to this system. Using this technique allows you to choose whether to share each printer.

IPP facilitates remote printing. The Listen directive in the CUPS configuration file, /etc/cups/cupsd.conf, specifies which IP address and port or which domain socket path CUPS binds to and accepts requests on. The Listen directive has the following format:

Listen IP:port | path

where IP is the IP address that CUPS accepts connections on, port is the port number that CUPS listens on for connections on IP, and path is the pathname of the domain socket CUPS uses to communicate with printers. CUPS typically uses port 631 and by default binds to localhost. Thus it accepts connections from the loopback service of the local system only. CUPS uses /var/run/cups/cups.sock, a local domain socket, to communicate with local printers. It can also use a Port directive to specify the port number it listens to for HTTP requests.

Click here to view code image

$ grep -i listen /etc/cups/cupsd.conf
# Only listen for connections from the local machine.
Listen localhost:631
Listen /var/run/cups/cups.sock

To allow other systems to connect to the CUPS server on the local system, you must instruct CUPS to bind to an IP address that the other systems can reach. First remove or comment out the Listen localhost:631 directive; leave the other Listen directive in place:

Click here to view code image

# Listen localhost:631
Listen /var/run/cups/cups.sock

In place of the commented-out Listen directive, use an access control list to permit only selected machines to connect to local printers. An access control list is defined inside a <Location> container (see page 948 for the Apache equivalent). The following example allows only the system at IP address 192.168.1.101 and the local system to print to the specified printer.

Click here to view code image

<Location />
Order Allow,Deny
# Allow access from the local system and 192.168.1.101
Allow from localhost
Allow from 192.168.1.101
# Uncomment the following to permit access from all local interfaces
# Allow @LOCAL
</Location>

The @LOCAL macro is internal to CUPS and specifies the local system. This macro accepts communication from any address that resolves to the local system. Specify Allow @LOCAL to share the printer with all local interfaces.

When you change cupsd.conf, you must restart the cupsd daemon (page 557).

The Order Allow,Deny directive denies print requests by default and allows requests from specified addresses. An Order Deny,Allow directive would allow access by default and denies access only to clients specified in Deny from directives. You can use domain names, including wildcards, and IP ranges with either wildcards or net-masks in Allow from and Deny from directives. These directives work the same way they do in Apache. For more information refer to “Order” on page 961.

With the Order Deny,Allow directive, Deny from specifies the only IP addresses CUPS does not accept connections from. When you use the Order Allow,Deny directive, Allow from specifies the only IP addresses CUPS accepts connections from.

After you restart cupsd, remote systems can print on the local system’s printers using the IP address and port number specified by the Listen directive. If the server is running a firewall, you need to allow remote systems to connect through it on port 631; see page 557. You might also need to modify the SELinux policy (page 475) depending on the system setup.

[image: ] Traditional UNIX Printing

Before the advent of GUIs and WYSIWYG (page 1281) word processors, UNIX users would create documents using an editor such as vi and a typesetting markup language such as TeX or nroff/troff, convert the resulting files to PostScript using an interpreter, and send the PostScript files to the printer using lpr (BSD) or lp (System V). Linux implements both BSD and System V command-line printing utilities for compatibility. However, these utilities are now wrappers around the equivalent functionality in CUPS rather than core components of the printing system. The corresponding utilities are functionally equivalent; use whichever you prefer (Table 13-2).
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Table 13-2[image: ] BSD and System V command-line print utilities

From the command line, you can print a text, PostScript, or PDF file using lp:

Click here to view code image

$ lp memo.txt
request id is MainPrinter-25 (1 file(s))

The preceding command adds memo.txt to the print queue of the default printer and assigns it job number 25. When this printer is available, it prints the file. You can specify a printer using the –d option:

Click here to view code image

$ lp -d HL2140 graph.ps
request id is HL2140-26 (1 file(s))

The lpr –P option is equivalent to the lp –d option.

Without arguments, lp and lpr send their standard input to the printer:

Click here to view code image

$ cat memo2.txt | lp
request id is MainPrinter-27 (1 file(s))

The lpq and lpstat commands display information about the print queue:

Click here to view code image

$ lpstat
MainPrinter-25         zach             13312    Sun Feb 23 18:28:38 2014
HL2140-26             zach              75776    Sun Feb 23 18:28:48 2014
MainPrinter-27         zach              8192    Sun Feb 23 18:28:57 2014

Use cancel or lprm to remove jobs from the print queue. By default, only the owner of a print job or a user working with root privileges can remove a job.

Click here to view code image

$ cancel 27
$ lpstat
MainPrinter-25         zach             13312    Sun Feb 23 18:28:38 2014
HL2140-26             zach             75776     Sun Feb 23 18:28:48 2014

While working with root privileges, give the command cancel –a or lprm – to remove all jobs from the print queues.

Printing from Windows

This section explains how to use printers on Linux CUPS servers from Windows machines. CUPS is easier to manage and can be made more secure than using Samba to print from Windows.

Printing Using CUPS

Modern versions of Windows (2000 and later) support IPP and as a result can communicate directly with CUPS. To use this feature, you must have CUPS configured on the Linux print server to allow remote IPP printing; you also need to create a new printer on the Windows system that points to the IP address of the Linux print server.

First set up the /etc/cups/cupsd.conf file to allow network printing from a client, as explained in “Sharing CUPS Printers” on page 572. Setting up CUPS to allow printing from a Windows machine is exactly the same as setting it up to allow printing from a Linux client system. If necessary, open the firewall as explained on page 557.

Windows XP

From Windows XP, go to Control Panel[image: ]Printers and Faxes and click Add Printer. Click Next in the introductory window and select A network printer or a printer attached to another computer. Click Next. Select Connect to a printer on the Internet or on a home or office network. Continue following the next paragraph at “Enter URL.”

Windows 7

From Windows 7, go to Control Panel[image: ]Devices and Printers and click Add a printer. Click Add a network, wireless, or Bluetooth printer. Assuming Windows does not find the printer, click The printer that I want isn’t listed. Click the radio button labeled Select a shared printer by name.

Enter URL

Enter the following information in the text box (under Windows XP it is labeled URL):

http://hostname:631/printers/printer-name

where hostname is the name or IP address of the Linux CUPS server system and printer-name is the name of the printer on that system. For example, for the printer named dog88 on the system named dog at IP address 192.168.0.12, you could enter http://dog:631/printers/dog88 or http://192.168.0.12:631/printers/dog88. If you use a hostname, it must be defined in the hosts file on the Windows machine. Click Next. Windows requests that you specify the manufacturer and model of the printer or provide a driver for the printer. If you supply a printer driver, use the Windows version of the driver.

After Windows copies some files, the printer appears in the Printers and Faxes/Devices and Printers window. Under Windows 7 you need to click through two more screens. Right-click the printer and select Set as Default Printer to make it the default printer. You can specify comments, a location, and other attributes of the printer by right-clicking the printer and selecting Properties or Printer Properties.

Printing Using Samba

This section assumes that Samba (page 827) is installed and working on the Linux system that controls the printer you want to use from Windows. Samba must be set up so that the Windows user who will be printing is mapped to a Linux user (including mapping the Windows guest user to the Linux user nobody). Make sure these users have Samba passwords. Refer to “Samba Users, User Maps, and Passwords” on page 829.

Windows supports printer sharing via SMB, which allows a printer to be shared transparently between Windows systems using the same mechanism as file sharing.

Samba allows Windows users to use printers connected to Linux systems just as they would use any other shared printers. Because all Linux printers traditionally appear to be PostScript printers, the Linux print server appears to share a PostScript printer. Windows does not include a generic PostScript printer driver. Instead, Windows users must select a printer driver for a PostScript printer. The Apple LaserWriter 12/640ps driver is a good choice.

When you use rpm to install Samba, it creates a directory named /var/spool/samba that is owned by the root account and that anyone can read from and write to. The sticky bit (page 1275) is set for this directory, allowing a Windows user who starts a print job as a Linux user to be able to delete that job, but denying users the ability to delete the print jobs of other users. Make sure this directory is in place and has the proper ownership and permissions:
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$ ls -ld /var/spool/samba
drwxrwxrwt. 2 root root 4096 02-03 15:23 /var/spool/samba

Uncomment following two lines in the [global] section of the /etc/samba/smb.conf file.

[global]
...
printing = cups
printcap name = cups

The printer’s share is listed in the [printers] section in smb.conf. In the following example, the path is the path Samba uses as a spool directory and is not a normal share path. The settings allow anyone, including guest, to use the printer. The [printers] section in the default smb.conf file has the following entries, which are appropriate for most setups:

Click here to view code image

[printers]
        comment = All Printers
        path = /var/spool/samba
        browseable = no
        guest ok = no
        writable = no
        printable = yes

Ideally each user who plans to print should have an account. Otherwise, when multiple users share the same account (e.g., the nobody account), they can delete one another’s print jobs.

Printing to Windows

CUPS views a printer on a Windows machine exactly the same way it views any other printer. The only difference is the URI you need to specify when connecting it. To configure a printer connected to a Windows machine, click the Administration tab in the CUPS Web interface and select Add Printer, just as you would for a local printer.

When you are asked to select the device, choose Windows Printer via SAMBA. Enter the URI of the printer in the following format:

smb://windows_system/printer_name

where windows_system can be an IP address or a hostname. After you have added the printer, you can use it as you would any other printer.

Alternately, you can use system-config-printer (page 558) to set up a Windows printer. When you choose to install a Windows printer, you can specify a URL as described previously, or you can click Browse. By default, this setup prompts the user if authentication is required; you can choose Set authentication details now if you prefer.

Chapter Summary

A printing system such as CUPS sets up printers. It also moves print jobs from an application or the command line through the appropriate filters and into a queue for a suitable printer and then prints those jobs.

CUPS is a cross-platform print server built around IPP (Internet Printing Protocol). It handles setting up and sending jobs through print queues. The easiest way to configure printers is using Printers from the Settings window or the Print Settings window (system-config-printer). You can also configure CUPS using the Web interface, which you can access by pointing a Web browser at localhost:631 on the system the printer is connected to. From the Web interface, you can configure print queues and modify print jobs in the queues.

You can use the traditional UNIX commands from a command line to send jobs to a printer (lpr/lp), display a print queue (lpq/lpstat), and remove jobs from a print queue (lprm/cancel). In addition, CUPS provides the lpinfo and lpadmin utilities, which allow you to configure printers from the command line.

CUPS and Samba enable you to print on a Linux printer from a Windows machine and vice versa.

Exercises

1. Which commands can you use from the command line to send a file to the default printer?

2. Which command would you give to cancel all print jobs on the system?

3. Which commands list your outstanding print jobs?

4. What is the purpose of sharing a Linux printer using Samba?

5. Name three printing protocols that CUPS supports. Which is the CUPS native protocol?

Advanced Exercises

6. Which command lists the installed printer drivers available to CUPS?

7. How would you send a text file to a printer connected to the first parallel port without using a print queue? Why is doing so a bad idea?

8. Assume you have a USB printer with a manufacturer-supplied PostScript printer definition file named newprinter.ppd. Which command would you use to add this printer to the system on the first USB port with the name USBPrinter?

9. How would you define a quota that allows each user to print up to 50 pages per week to the printer named LaserJet?

10. Define a set of access control rules for a <Location> container inside /etc/cups/cupsd.conf that would allow anyone to print to all printers as long as they were either on the local system or in the mydomain.com domain.


14. Building a Linux Kernel


In This Chapter
Downloading, Installing, and Prepping the Kernel Source Code
Configuring and Compiling the Linux Kernel
Installing the Kernel, Modules, and Associated Files
GRUB: The Linux Boot Loader
Configuring GRUB
grub2-mkconfig: Generates the grub.cfg File
grub2-install: Installs the MBR and GRUB Files
dmesg: Displays Kernel Messages



Objectives

After reading this chapter you should be able to:

[image: ] Download, install, and prep the kernel source code

[image: ] Choose kernel compile options

[image: ] Configure the system to use the newly compiled kernel

[image: ] Explain the purpose of the GRUB boot loader

[image: ] Modify the boot loader configuration

[image: ] Troubleshoot kernel messages using dmesg

After you have installed a system, you might want to reconfigure and build a new Linux kernel. Fedora/RHEL comes with a prebuilt kernel that simplifies the installation process. However, this kernel might not be properly configured for all system features. By configuring and building a new kernel, you can create one that is customized for a system and its unique needs. A customized kernel is typically smaller than a generic one. However, compiling and maintaining a custom kernel takes a lot of time and work.

Sometimes you do not need to build a new kernel. Instead, you can dynamically change many aspects of the installed kernel. Two ways to make these changes are by using boot command-line parameters (page 70) or by modifying /etc/sysctl.conf, which sysctl (next) reads when the system boots.

You can add the same parameters you use on the boot command line to /boot/grub2/grub.cfg or to its symbolic link, /etc/grub2.cfg. For example, acpi=off prevents acpid (the advanced configuration and power interface daemon) from starting. See page 70 for more information.

sysctl

The sysctl utility can modify kernel parameters while the system is running. This utility takes advantage of the facilities of /proc/sys, which defines the parameters that sysctl can modify.

The command sysctl –a displays a complete list of sysctl parameters. An example of displaying and changing the domainname kernel parameter follows. The double quotation marks are not required in this example, but you must quote any characters that would otherwise be interpreted by the shell. You must work with root privileges when you change a parameter.

Click here to view code image

$ sysctl kernel.domainname
kernel.domainname = (none)
$ su -c 'sysctl -w kernel.domainname="example.com"'
kernel.domainname = example.com
$ sysctl kernel.domainname
kernel.domainname = example.com


Caution: Have the installation medium handy when you build a new kernel
When you build a new Linux kernel to install a new version or to change the configuration of the existing version, make sure you have the installation medium handy. This disk allows you to reboot the system, even when you have destroyed the system software completely. Having this medium available can mean the difference between momentary panic and a full-scale nervous breakdown. Refer to “Rescue an Installed System” on page 456 for more information.




Tip: Secure Boot
On newer machines, Secure Boot might keep a custom kernel from booting. On these machines you need to disable Secure Boot or set up your own keys and sign the kernel with them. For more information visit both fedoraproject.org/wiki/Secureboot#Questions_and_Answers and jwboyer.livejournal.com/46149.html.



Before you can start building a new kernel, you must download, install, and prep the source code. You also need to build a configuration file that describes the new kernel you want to build. This chapter describes the steps involved in completing these tasks.

Downloading, Installing, and Prepping the Kernel Source Code

This section describes how to download kernel source code on the local system. If you want to download code that has not been customized (patched) by Fedora/RHEL, visit kernel.org/pub. This section also covers prepping and installing the kernel source code. See “Configuring and Compiling the Linux Kernel” on page 584 for information on how to proceed after you have downloaded, installed, and prepped the kernel source code.

Prerequisites

Install the following packages:

• rpmdevtools

• yum-utils (installed with the default system)

• ncurses-devel (used to configure the kernel using make menuconfig)

• libglade2-devel (used to configure the kernel using make gconfig)


Tip: Compiling a kernel takes a lot of disk space
Make sure you have enough disk space before you compile a kernel. When you compile a default kernel, it occupies approximately 3.5 gigabytes. This disk space must be available on the filesystem in which you compile the kernel.



More Information

Local

The kernel package includes the latest documentation, some of which might not be available in other documents. You might wish to review the README files included within the source code directories and the relevant files in the Documentation subdirectory.

Howto

Detailed, somewhat dated, generic guide to installing and configuring the Linux kernel: Linux Kernel-HOWTO

Web

Kernel source code: kernel.org

Secure Boot: fedoraproject.org/wiki/Secureboot#Questions_and_Answers and jwboyer.livejournal.com/46149.html

All builds of all packages for multiple architectures plus source code: koji.fedoraproject.org

Downloading the Source Code

rpmdev-setuptree

After you download the required packages (previous section), run rpmdev-setuptree. This utility sets up an SRPM build environment comprising an rpmbuild directory hierarchy in your home directory:

Click here to view code image

$ rpmdev-setuptree
$ ls rpmbuild
BUILD  RPMS  SOURCES  SPECS  SRPMS

After you compile the kernel, the five directories rpmdev-setuptree creates will hold files as follows: BUILD holds the results of compiling the kernel, RPMS holds compiled RPM files, SOURCES holds source and patch files, SPECS holds the kernel specification file, and SRPMS holds source RPM files, if any.


Caution: Do not work with root privileges
You do not need to—nor should you—work with root privileges for any portion of configuring or building the kernel except for installing software packages and installing the kernel (the last step). The kernel README file says, “Don’t take the name of root in vain.”
The sections on building, customizing, and installing the kernel use su –c when it is necessary to work with root privileges. This practice helps keep you from working with root privileges when you do not mean to. It also provides a better record for you to review in the shell history (page 376) should something go wrong. For more information on su –c, refer to “Executing a Single Command” on page 427.



[image: ] yumdownloader

The easiest way to download the updated kernel source code for the most recently released version of the kernel is to use yumdownloader. Work in and download the kernel source code RPM file to your home directory:
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$ cd
$ yumdownloader --source kernel
Loaded plugins: langpacks, refresh-packagekit
Enabling updates-source repository
Enabling fedora-source repository
...
kernel-3.9.8-300.fc19.src.rpm                        |  69 MB   00:27


Tip: About the examples in this section
The examples in this section show Sam, whose home directory is /home/sam (~sam), working with the kernel named kernel-3.9.8-300.fc19. When you build a kernel, you will probably work in your home directory, and the name of the kernel you work with will differ from the name of Sam’s kernel. Make the necessary substitutions as you follow the examples.



Installing the Source Code

yum-builddep

With the kernel source code RPM package file in your home directory, run yum-builddep to download and install the packages needed to build the source code package (dependencies). Because you are installing packages, you must work with root privileges. Replace sam and 3.9.8-300.fc19 in the following example with your username and the name of the kernel you are using to specify the location of the RPM file on the system.
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$ su -c 'yum-builddep ~sam/kernel-3.9.8-300.fc19.src.rpm'
Password:
Loaded plugins: langpacks, refresh-packagekit
Getting requirements for kernel-3.9.8-300.fc19.src
...
Install  15 Packages (+37 Dependent packages)


Total download size: 36 M
Installed size: 108 M
Is this ok [y/d/N]: y
...
Complete!

Finally, working from your home directory as a nonprivileged user, use rpm to install the kernel source code in the rpmbuild directory hierarchy in your home directory:
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$ rpm -Uvh kernel-3.9.8-300.fc19.src.rpm
   1:kernel                 warning: user mockbuild does not exist - using root
warning: group mockbuild does not exist - using root
warning: user mockbuild does not exist - using root
...
      1:kernel-3.9.8-300.fc19         ################################# [100%]

You can ignore errors, such as those shown above, about groups and users that do not exist.

Prepping the Source Code

The final step before you can work with the source code is to prep it. Prepping unpacks compressed files and applies patches. The following rpmbuild command uses the –bp option to prep the source code:
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$ cd /home/sam/rpmbuild/SPECS
$ rpmbuild -bp --target $(arch) kernel.spec
Building target platforms: x86_64
Building for target x86_64
Executing(%prep): /bin/sh -e /var/tmp/rpm-tmp.qVGqoc
+ umask 022
+ cd /home/sam/rpmbuild/BUILD
...

If rpmbuild cannot find a package it needs to prep the code, it displays a message such as the following:
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error: Failed build dependencies:
        elfutils-libelf-devel is needed by kernel-3.9.8-300.fc19.x86_64
        zlib-devel is needed by kernel-3.9.8-300.fc19.x86_64
        binutils-devel is needed by kernel-3.9.8-300.fc19.x86_64

In this case, install the needed packages (you might have to install different packages than those in the example):
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$ su -c 'yum install elfutils-libelf-devel zlib-devel binutils-devel'

After you install the packages, give the preceding rpmbuild command again. With the kernel source code installed and prepped on the local system, you can configure, compile, and install it.

Configuring and Compiling the Linux Kernel

This section describes how to configure and compile the kernel.


Tip: Where are the kernel source code and the kernel specification file?
After installing and prepping the source code as described in the previous section, Sam’s source code is in /home/sam/rpmbuild/BUILD/kernel-3.9.fc19/linux-3.9.8-300.fc19.x86_64/, and his kernel specification file is in /home/sam/rpmbuild/SPECS. Your source code will be in a similarly named directory (~/rpmbuild/BUILD/kernel*/linux*) and your kernel specification file will be in the directory named ~/rpmbuild/SPECS.
Most of the work in this section is done in the directory in which the source code is located (linux*). Labeling and installing the kernel is done in the SPECS directory.



Labeling the Kernel

To prevent overwriting existing kernel files and to identify various compilations of the kernel, you can change the buildid variable in the kernel.spec file. This variable is initially set to .local. Whatever value you assign to this variable is placed at the end of the kernel name and release number to identify the kernel. You can make note of patches applied to the kernel in this string to help people track down problems later. Use cd to change directories to ~/rpmbuild/SPECS, edit kernel.spec, and change local in the line

# % define buildid .local

to a value that identifies the kernel you are building. You must also remove the leading hash mark (#), the SPACE following the hash mark, and the SPACE between % and define:
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%define buildid .sam1307021000

.config: Configures the Kernel

Before you can compile the code and create a Linux kernel, you must decide on and specify which features you want the kernel to support. You can configure the kernel to support most features in one of two ways: by building the feature into the kernel or by specifying the feature as a loadable kernel module (page 589), which is loaded into the kernel only as needed. In deciding which method to use, you must weigh the size of the kernel against the time it takes to load a module. Make the kernel as small as possible while minimizing how often modules have to be loaded.

The .config file in the ~/rpmbuild/BUILD/kernel*/linux* directory controls which features the new kernel will support and how it will support them. The next section provides instructions for replacing an existing custom kernel. “Customizing a Kernel” on page 586 explains how to create a default version of the .config file if it does not exist and how to edit the file if it does exist.

Replacing a Custom Kernel

If you have already configured a custom kernel, you might want to replace it with a similarly configured, newer kernel. Each kernel potentially has new configuration options, however—which explains why it is poor practice to use an old .config file for compiling a new kernel. This section explains how to upgrade an existing .config file so it includes options that are new to the new kernel and maintains the existing configuration for the old options.

Work in the ~/rpmbuild/BUILD/kernel*/linux* directory. The system keeps a copy of the configuration file for the kernel the local system is running in /boot. The following command copies this file to .config in the working directory:
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$ pwd
/home/sam/rpmbuild/BUILD/kernel-3.9.fc19/linux-3.9.8-300.fc19.x86_64
$ cp /boot/config-$(uname -r) .config

In this command, the shell executes uname –r and uses command substitution (page 410) to replace $(uname –r) with the output of the command, which is the name of the release of the kernel running on the local system.

Next give the command make oldconfig to patch the .config file with options from the new kernel that are not present in the old kernel. This command displays each kernel option that is the same in the new and old kernels and automatically sets the state of the option in the new kernel the same way it was set in the old kernel. It stops when it finds an option that appears in the new kernel but not in the old kernel. It then displays a prompt, which is similar to [N/y/?] (NEW), showing possible responses and indicating that this option is new. The prompt shows the default response as an uppercase letter; you can type this letter (uppercase or lowercase) and press RETURN, or just press RETURN to select this response. In the example, the Tickless System option is new, and the default response is Y for yes, include the option in the new kernel. To select a nondefault response (n means no, do not include the option, and m means include the option as a module), you must type the letter and press RETURN. Enter ? followed by RETURN to display more information about the option.
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$ make oldconfig
scripts/kconfig/conf --oldconfig Kconfig
*
* Linux Kernel Configuration
*
*
* Code maturity level options
*
Prompt for development and/or incomplete code/drivers (EXPERIMENTAL) [Y/n/?] y
*
* General setup
*
Local version - append to kernel release (LOCALVERSION) []
Automatically append version information to version string (LOCALVERSION_AUTO) [N/y/?] n
...
*
* Processor type and features
*
Tickless System (Dynamic Ticks) (NO_HZ) [Y/n/?] (NEW) ? ?
This option enables a tickless system: timer interrupts will
only trigger on an as-needed basis both when the system is
busy and when the system is idle.


Tickless System (Dynamic Ticks) (NO_HZ) [Y/n/?] (NEW) ? RETURN
High Resolution Timer Support (HIGH_RES_TIMERS) [Y/n/?] y
Symmetric multi-processing support (SMP) [Y/n/?] y
Subarchitecture Type
> 1. PC-compatible (X86_PC)
  2. AMD Elan (X86_ELAN)
...
#
# configuration written to .config
#

Customizing a Kernel

The ~/rpmbuild/BUILD/kernel*/linux* directory and the configs subdirectory provide sample configuration files for various processors, multiple processors, and configurations. You might want to look at these files before you get started or use one of them as your starting point. To use one of these files, copy it to .config.

You can use one of three standard commands to build the .config file that configures a Linux kernel:

$ make config
$ make menuconfig
$ make gconfig

See “Prerequisites” on page 581 for a list of packages required to run all but the first of these commands.

If a .config file does not exist in the working directory, each of these commands except the first sets up a .config file that matches the kernel the local system is running and then allows you to modify that configuration. The commands can set up this .config file only if the configuration file for the locally running kernel is at /boot/config-$(uname –r). See the preceding section if you want to build a new kernel with a configuration similar to that of an existing kernel.

The make config command is the simplest of the three commands, uses a textual interface, and does not require additional software. It is, however, the most unforgiving and hardest to use of the configuration interfaces. The make menuconfig command uses a pseudographical interface and also displays a textual interface. The make gconfig command uses GTK+ (www.gtk.org) and displays a graphical interface.

Each command asks the same questions and produces the same result, given the same responses. The first and second commands work in character-based environments; the third command works in graphical environments. For many administrators working with a GUI, the third method is the easiest to use.

The make gconfig command displays the Linux Kernel Configuration window, which you can view in three configurations: single, split, or full view. Choose a view by clicking one of the three icons to the right of the save icon on the toolbar. Figure 14-1 shows the split view. In this view, the left frame shows the options and the top-right view lists the features for each option. The bottom-right view describes the highlighted option or feature. Figure 14-2 shows the full view.
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Figure 14-1 The Linux Kernel Configuration window, split view
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Figure 14-2 The Linux Kernel Configuration window, full view

At the far right of all views are four columns labeled N, M, Y, and Value. An N appears in the N column if the feature on that line is not being used. An M in the M column means the feature is included as a module. A Y in the Y column means the feature is compiled in the kernel. An underscore in any of these columns means that the value that would appear in that column is valid for the feature (e.g., an underscore in the column labeled M means that that feature can be included as a module, although it is not included as a module). The Value column holds the value of the feature (N, M, or Y).

In any view, you can double-click the check boxes and radio buttons next to the features to select or deselect that feature. An empty check box/radio button indicates that the feature is disabled, a tick indicates that it is to be compiled in the kernel, and a minus sign means that it is to be compiled as a module. With a choice highlighted, you can also press M for module, N for not included, and Y for compiled into the kernel. Select menubar: Options[image: ]Show All Options to display all options and features.

Go through the options and mark the features as you would like them to be configured in the new kernel. At any time during the configuration process, you can store the currently defined configuration to a file, load a configuration from a file, or exit with or without saving your changes. The selections to do so are available in menubar: File. When you are done, select menubar: File[image: ]Save and close the window.

Cleaning the Source Tree

After generating a .config file, but before compiling or recompiling the kernel, purge the source tree of all potentially stale *.o files using the following command:
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$ make clean
   CLEAN   arch/x86/boot/compressed
   CLEAN   arch/x86/boot
   CLEAN   arch/x86/kernel/acpi/realmode
   CLEAN   arch/x86/kernel/cpu
...
   CLEAN   Documentation/watchdog/src
   CLEAN   .tmp_versions
...

This command ensures that make correctly applies any numbering scheme you use when you compile the kernel.

Copying the Configuration File

Before compiling the kernel, you must copy the .config file you want to use to the directory you will compile the kernel in. This file must have a name that corresponds to the kernel in use on the local system (e.g., config-i686-generic):
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$ cp .config ~/rpmbuild/SOURCES/config-$(arch)-generic

Compiling a Kernel Image File and Loadable Modules

The next command compiles the kernel and modules. Compiling the kernel takes upwards of several hours, depending on the power of the system you are using.
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$ pwd
/home/sam/rpmbuild/SPECS
$ rpmbuild -bb --target $(arch) kernel.spec
Building target platforms: x86_64
Building for target x86_64
Executing(%prep): /bin/sh -e /var/tmp/rpm-tmp.0TbzHg
+ umask 022
+ cd /home/sam/rpmbuild/BUILD
...
Wrote: /home/sam/rpmbuild/RPMS/x86_64/kernel-debug-modules-extra-3.9.8-300.sam1307021000.fc19.x86_64.rpm
Wrote: /home/sam/rpmbuild/RPMS/x86_64/kernel-debug-debuginfo-3.9.8-300.sam1307021000.fc19.x86_64.rpm
 Executing(%clean): /bin/sh -e /var/tmp/rpm-tmp.zcobng
+ umask 022
+ cd /home/sam/rpmbuild/BUILD
+ cd kernel-3.9.fc19
+ rm -rf /home/sam/rpmbuild/BUILDROOT/kernel-3.9.8-300.sam1307021000.fc19.x86_64
+ exit 0

Using Loadable Kernel Modules

A loadable kernel module (page 1258) (sometimes called a module or loadable module) is an object file—part of the kernel—that is linked into the kernel at runtime. Modules can be inserted into and removed from a running kernel at almost any time (except when a module is being used). This ability gives the kernel the flexibility to be as small as possible at any given time. Modules are a good way to code some kernel features, including drivers that are not used continually (such as a tape driver). Module filenames end in .ko and are stored in subdirectories in /lib/modules. Under Fedora/RHEL, kernel modules are compiled along with the kernel as explained in the preceding section.

Table 14-1 lists some of the tools available to help you work with modules. Refer to the corresponding man pages for options and more information.
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Table 14-1 Tools for working with modules

Installing the Kernel, Modules, and Associated Files

The next step, which you must execute with root privileges, is to copy the compiled kernel, modules, and associated files to the appropriate directories—usually /boot and a subdirectory of /lib/modules. When you have a partition mounted at /boot, the files are kept in the root of this partition (/boot). Because you have created an RPM package, installing these files is quite easy. The following command installs the new kernel files from the rpmbuild directory hierarchy in Sam’s home directory into the proper directories:

Click here to view code image

$ su -c 'rpm -ivh /home/sam/rpmbuild/RPMS/x86_64/kernel-3.9.8-300.sam1307021000.fc19.x86_64.rpm'
Preparing...                          ################################# [100%]
Updating / installing...
    1:kernel-3.9.8-300.sam1307021000.fc################################# [100%]

Installing the kernel in this manner updates the grub.cfg (page 593) GRUB configuration file to include the new kernel.

Reboot

Reboot the system by clicking your name at the upper-right corner of the screen and selecting Shut Down and then selecting Restart. If you are working at the console, press CONTROL-ALT-DEL. You can also give a reboot command from the console, a character-based terminal, or a terminal emulator. When the system is rebooted, you can use uname to verify the new kernel is loaded:

Click here to view code image

$ uname -r
3.9.8-300.sam1307021000.fc19.x86_64

[image: ] GRUB: The Linux Boot Loader
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A boot loader is a very small program that the bootstrap (page 1240) process uses as it brings a computer from an off or reset state to a fully functional state. The boot loader frequently resides on the starting sectors of a hard disk called the MBR (master boot record).

GPT

In place of MBR you can set up GPT (GUID Partition Table) on a new system; changing an installed system from MBR to GPT is a destructive process. GPT has several advantages over MBR including the ability to work with disks larger than two terabytes. Linux and newer versions of Windows support GPT and it is the default for RHEV-H (Red Hat Enterprise Virtualization Hypervisor) machines. You must use parted (page 614) and not fdisk to manage partitions under GPT. For more information visit wiki.archlinux.org/index.php/GUID_Partition_Table.

[image: ] BIOS

The BIOS (page 1239), which is stored in an EEPROM (page 1248) on the system’s motherboard, gains control of a system when you turn on or reset the computer. After testing the hardware, the BIOS transfers control to the MBR, which usually passes control to the partition boot record. This transfer of control starts the boot loader, which is responsible for locating the operating system kernel (kept in the / or /boot directory), loading that kernel into memory, and starting it running. If you use a /boot directory, which might be mounted on a separate partition, this directory or partition must be present for the system to boot Linux. Refer to “Booting the System” on page 450 for more information on what happens from this point forward.

[image: ] LBA addressing mode and the /boot partition

All newer hard disks support LBA (logical block addressing) mode. LBA permits the /boot directory to appear anywhere on the hard disk. For LBA to work, it must be supported by the hard disk, the BIOS, and the operating system (GRUB in the case of Linux). Although GRUB supports LBA mode, some BIOSes do not. For this reason, it is a good idea to place the /boot directory in its own partition located near the beginning of the hard disk. With this setup, the root (/) filesystem can be anywhere on any hard drive that Linux can access regardless of LBA support. In some instances, without a separate /boot partition, the system might boot at first but then fail as you update the kernel and the kernel files move further from the beginning of the disk.

LVM

Systems that use LVM require a separate boot partition that is not an LV. For more information on LVM see page 44.

GRUB 2

Fedora 16 and RHEL 7 introduced GRUB 2 (Grand Unified Boot loader 2), which this book refers to simply as GRUB. This book refers to the first release as GRUB legacy. GRUB 2 is a complete rewrite of GRUB legacy; few of the configuration files are the same.

A product of the GNU Project, the GRUB loader conforms to the multiboot specification (page 1261), which allows it to load many free operating systems directly as well as to chain load (page 1241) proprietary operating systems. The GRUB loader can recognize various types of filesystems and kernel executable formats, allowing it to load an arbitrary operating system. When you boot the system, GRUB can display a menu of choices that is generated by the /boot/grub2/grub.cfg file (page 593). At this point you can modify a menu selection, choose which operating system or kernel to boot, or do nothing and allow GRUB to boot the default system.

When you install GRUB at the time you install Linux, the installation program configures GRUB automatically. See the grub2 info page and www.gnu.org/software/grub for more information on GRUB.

[image: ] Configuring GRUB

As mentioned earlier, GRUB 2 uses a different set of files than GRUB legacy. You control most of the frequently changed aspects of GRUB by editing the /etc/default/grub file (next) and running grub2-mkconfig, which generates the /boot/grub2/grub.cfg file (page 593). You can edit files in the /etc/grub.d directory (page 592) to perform advanced configuration of the GRUB menu. The grub.cfg file is comparable to the GRUB legacy /boot/grub/menu.lst file, but it is a poor idea to edit the grub.cfg file because it is generated by grub2-mkconfig and is usually overwritten by that utility.

/etc/default/grub: The Primary GRUB Configuration File

Changing the values of variables in the /etc/default/grub file allows you to modify many aspects of how the system boots and how GRUB displays its menu (Figure 10-2, page 451). In most cases, you can force GRUB to display its menu by holding down the SHIFT key as the system boots (page 450).

The effects of some of the variables you can set in the /etc/default/grub file depend on whether GRUB finds one or more than one bootable operating systems on the machine. Some variables do not need to be set. Toward this end, GRUB does not evaluate a line that begins with a hashmark (#; these lines are comments). Remove or add a hashmark to cause GRUB to evaluate or not evaluate an assignment, respectively.
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The /etc/default/grub file is shown following.

$ cat /etc/default/grub
GRUB_TIMEOUT=5
GRUB_DISTRIBUTOR="$(sed 's, release .*$,,g' /etc/system-release)"
GRUB_DEFAULT=saved
GRUB_DISABLE_SUBMENU=true
GRUB_TERMINAL_OUTPUT="console"
GRUB_CMDLINE_LINUX="rd.lvm.lv=fedora/swap rd.md=0 rd.dm=0 vconsole.keymap=us $([ -x /usr/sbin/rhcrashkernel-param ] && /usr/sbin/rhcrashkernel-param || :) rd.luks=0 vconsole.font=latarcyrheb-sun16 rd.lvm.lv=fedora/root rhgb quiet"
GRUB_DISABLE_RECOVERY="true"

You can assign values to the following variables:

GRUB_TIMEOUT=num

The num specifies the number of seconds GRUB waits before booting the system. Set num to –1 to cause GRUB to wait until the user selects a menu item. Setting num to 0 causes the SHIFT key to lose its effect: The user will not be able to display the GRUB menu before the system boots.

GRUB_DISTRIBUTOR=string

The string specifies the name of the distribution as displayed by GRUB. The string as supplied with Fedora is executable and is replaced with its output because it is enclosed within $(...) (command substitution; page 410):
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$(sed 's, release .*$,,g' /etc/system-release)

The sed command truncates everything following Fedora from the system-release file.

GRUB_DEFAULT=num | saved

The num specifies the ordinal number of the default menu entry. The default menu entry is the one GRUB boots if you do not select a different entry as GRUB boots the system. Menu entries are numbered starting with 0, so setting this variable to 0 specifies the first menu entry. Setting GRUB_DEFAULT to saved causes GRUB to boot the most recently booted menu entry.

GRUB_DISABLE_SUBMENU=true | false

When set to true, causes grub2-mkconfig not to generate submenu entries for the GRUB menu. Setting it to false causes submenu entries to be generated.

GRUB_TERMINAL_OUTPUT="console"

Specifies the terminal output device such as console or serial.

GRUB_CMDLINE_LINUX=string

GRUB appends string to the linux boot line that GRUB passes to the kernel when booting in both normal and single-user/rescue modes (page 450). As supplied with Fedora, the string is long, supplying Fedora the information it needs to boot. For more information refer to “Seeing What Is Going on” on page 59. You can also add boot command-line parameters to string; see page 451 for instructions on editing the GRUB menu. Separate each word from the next with a SPACE and, if string includes SPACEs, enclose string within double quotation marks.

GRUB_DISABLE_RECOVERY=true | false

When set to true, causes grub2-mkconfig not to generate recovery entries for the GRUB menu. Setting it to false causes recovery entries to be generated.

/etc/grub.d/*: GRUB Configuration Templates

The files in the /etc/grub.d directory determine many aspects of the GRUB menu. The grub2-mkconfig utility (next) processes these files in numerical order. See the README file in this directory for more information.

You can add files to this directory and modify the existing files, but it is not usually necessary to do so. Each of these files must be executable in order for grub2-mkconfig to process it.

As installed, the /etc/grub.d directory holds the following files:

00_header

Runs the initial GRUB setup and provides the header information that appears at the beginning of the grub.cfg file.

10_linux

Creates a menu entry for each kernel specified by a file named /boot/vmlinu[xz]–* or /vmlinu[xz]–*. If GRUB_DISABLE_RECOVERY is set to false or commented out, this file also creates a recovery menu entry for each of these kernels.

20_linux_xen

Configures the Xen kernel, which has a different initrd configuration from the Linux kernel.

20_ppc_terminfo

Configures a terminal for a PPC system.

30_os-prober

Creates menus for Linux and other operating systems located on partitions other than / and /boot.

40_custom

Accepts manual custom menu entries.

41_custom

Accepts automated custom menu entries.

grub2-mkconfig: Generates the grub.cfg File

The grub2-mkconfig utility is a shell script that generates output based on the contents of the /etc/default/grub file (page 591) and the files in the /etc/grub.d directory (prevous page). By default grub2-mkconfig sends its output to standard output. Typically this utility is run with the –o option sending the output to /boot/grub2/grub.cfg. A sample run of grub2-mkconfig is shown here:
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# grub2-mkconfig -o /boot/grub2/grub.cfg
Generating grub.cfg ...
Found linux image: /boot/vmlinuz-3.10.3-300.fc19.x86_64
Found initrd image: /boot/initramfs-3.10.3-300.fc19.x86_64.img
Found linux image: /boot/vmlinuz-3.9.9-302.fc19.x86_64
Found initrd image: /boot/initramfs-3.9.9-302.fc19.x86_64.img
Found linux image: /boot/vmlinuz-0-rescue-40b9b79ed60f47c5b31224f23b76e2e0
Found initrd image: /boot/initramfs-0-rescue-40b9b79ed60f47c5b31224f23b76e2e0.img
done

By default, grub2-mkconfig searches for Linux and other operating system kernel files and creates a menu entry (boot specification) in its output file for each kernel it finds. It also adds an initrd (initial RAM disk) line to grub.cfg for each file in /boot whose name starts with the string initramfs– and whose version number matches one of the kernel files it found. For example, if grub2-mkconfig finds the kernel file named vmlinuz-3.10.3-300.fc19.x86_64 in /boot and then finds initramfs-3.10.3-300.fc19.x86_64.img, it creates an initrd line for that RAM disk image file.

Listing installed kernel packages

Each time grub2-mkconfig runs, it searches for kernel files. If a kernel file is no longer present, it will no longer include a menu entry for that kernel. Similarly, if a new kernel file is present, it will include a menu entry for that kernel. You can remove a kernel’s menu entry by removing the kernel package, which removes the kernel files, and rerunning grub2-mkconfig.

The command uname –r displays the name of the kernel the system is running. The following commands display the name of the kernel the system is running and list the installed kernel packages. See page 547 for more information about using rpm to query packages.
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$ uname -r
3.10.3-300.fc19.x86_64


$ rpm -qa | grep kernel-3
kernel-3.9.9-301.fc19.x86_64
kernel-3.10.3-300.fc19.x86_64
kernel-3.9.9-302.fc19.x86_64

yum removes a kernel

The easiest way to remove a kernel package is to use the yum remove command. Substitute the name of the kernel package you want to remove for the one in the following example. The following command removes the first kernel package listed by the previous rpm command:
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# yum -y remove kernel-3.9.9-301.fc19.x86_64
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies
--> Running transaction check
---> Package kernel.x86_64 0:3.9.9-301.fc19 will be erased
...
Running transaction
   Erasing    : kernel-modules-extra-3.9.9-301.fc19.x86_64        1/2
   Erasing    : kernel-3.9.9-301.fc19.x86_64                      2/2
   Verifying  : kernel-modules-extra-3.9.9-301.fc19.x86_64        1/2
   Verifying  : kernel-3.9.9-301.fc19.x86_64                      2/2


Removed:
   kernel.x86_64 0:3.9.9-301.fc19


Dependency Removed:
   kernel-modules-extra.x86_64 0:3.9.9-301.fc19


Complete!

It is good practice to keep at least one known-good kernel in addition to the one the system is running. See page 535 for more information on the yum remove command.

[image: ] grub2-install: Installs the MBR and GRUB Files

The grub2-install utility installs the MBR (page 590) and the files GRUB needs to boot the system. This utility takes a single argument—the name of the device that is to hold the MBR. You can specify the device name as a GRUB device name (e.g., hd0) or a device filename (e.g., /dev/sda). The following example shows grub2-install installing files in the default location (/boot/grub) and the MBR on device /dev/sda:
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# grub2-install /dev/sda
Installation finished. No error reported.

See page 456 for instructions on how to reinstall the MBR.

[image: ] dmesg: Displays Kernel Messages

The dmesg utility displays the kernel-ring buffer, where the kernel stores messages. When the system boots, the kernel fills this buffer with messages related to hardware and module initialization. Messages in the kernel-ring buffer are often useful for diagnosing system problems.

When you run dmesg, it displays a lot of information. It is frequently easier to use a pipeline to send the output of dmesg through grep to find what you are looking for. For example, if you find that your hard disks are performing poorly, you can use dmesg to check whether they are running in DMA mode:
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$ dmesg | grep DMA
...
[    0.859219] ata1: PATA max UDMA/33 cmd 0x1f0 ctl 0x3f6 bmdma 0x10c0 irq 14
[    0.859220] ata2: PATA max UDMA/33 cmd 0x170 ctl 0x376 bmdma 0x10c8 irq 15
...

The preceding lines tell you which mode each ATA device is operating in. If you are having problems with the Ethernet connection, search the dmesg buffer for eth:
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$ dmesg | grep eth
[    5.509495] e1000 0000:02:01.0 eth0: (PCI:66MHz:32-bit) 00:0c:29:13:f4:35
[    5.509500] e1000 0000:02:01.0 eth0: Intel(R) PRO/1000 Network Connection
[    6.086764] systemd-udevd[314]: renamed network interface eth0 to ens33

If everything is working properly, dmesg displays the hardware configuration information for each network interface.

The –H (––human) option causes dmesg to send its output through a pager, display relative times in the left column, and display important messages in color. This option is useful when you want to scan dmesg output.

Chapter Summary

You can build a Linux kernel from the source code. Sometimes you do not need to build a kernel; instead, you can change many aspects of the kernel by using boot options in /etc/grub.cfg. You can dynamically change options by modifying /etc/sysctl.conf.

Before you can build a Linux kernel, you must download the kernel source files to the local system. After you have downloaded the source files, you need to install and prep the source code, configure and compile the kernel and the loadable modules, and install the kernel and loadable modules.

The GRUB boot loader is a small program that controls the process of bringing the system up. You must configure the boot loader so that it recognizes the new kernel.

The dmesg utility displays the kernel-ring buffer, where the kernel stores messages. You can use this utility to help diagnose boot-time problems.

Exercises

1. What is the purpose of the kernel?

2. How would you display a list of all loaded modules in the current kernel?

3. Which command would you give to upgrade the kernel from an rpm file, and how is this different from upgrading other packages?

4. How would you display information from the kernel about the hard disk on the first SATA channel?

5. The acpi=off kernel argument prevents acpid from starting. How would you use this argument?

6. What is a boot loader?

Advanced Exercises

7. How would you label the kernel before compiling it? Why would you want to label the kernel?

8. You have just installed an Adaptec SCSI card. How can you find out whether it has been recognized and which entry in /dev represents it?

9. When you install an experimental kernel for testing purposes, how do you instruct GRUB not to load it by default?

10. How would you obtain a list of all network-related kernel parameters?


15. Administration Tasks


In This Chapter
Configuring User and Group Accounts
Backing Up Files
Scheduling Tasks
System Reports
parted: Reports on and Partitions a Hard Disk
logrotate: Manages Log Files
rsyslogd: Logs System Messages
Solving Problems
Speeding Up the System
Keeping the System Secure
Disk Quota System



Objectives

After reading this chapter you should be able to:

[image: ] Add and manage user accounts using system-config-users

[image: ] Add and manage user accounts from the command line

[image: ] Back up files using tar and cpio

[image: ] Schedule tasks to be run in the future using crond, anacron, and at

[image: ] Monitor the system using various tools including vmstat and top

[image: ] Monitor and manage log files

[image: ] Manage disk partitions using parted

[image: ] Communicate with users

The system administrator has many responsibilities. This chapter discusses tasks not covered in Chapter 10, including configuring user and group accounts, backing up files, scheduling tasks, general problem solving, and using the system log daemon, rsyslogd.

Configuring User and Group Accounts

More than a username is required for a user to be able to log in on and use a system: A user must have the necessary files, directories, permissions, and usually a password to log in. At a minimum a user must have an entry in the /etc/passwd and /etc/shadow files and a home directory. The Settings [image: ] Users window (page 112) allows you to configure basic aspects of a user account. This section describes several additional ways you can work with user accounts. Refer to Chapter 21 if you want to run NIS to manage the passwd database.


Tip: Administrators and the wheel group
A member of the wheel group, called an administrator, is able to use her password to authenticate using sudo and does not need to know or use the root password for most administration tasks. Refer to “Administrator and the wheel group” on page 429 for more information.



[image: ] system-config-users: Manages User Accounts

The system-config-users utility (system-config-users package) displays the User Manager window and enables you to add, delete, and modify system users and groups. Open this window by giving the command system-config-users from an Enter a Command window (ALT-F2) or a terminal emulator. This window has two tabs: Users and Groups, where each tab displays information appropriate to its name. Figure 15-1 shows the Users tab.
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Figure 15-1 The User Manager window, Users tab


Tip: By default, system-config-users does not display system users and groups
By default, system-config-users does not display users with UIDs less than 1000 and groups with GIDs less than 1000. To display these users and groups, click menubar: Edit[image: ]Preferences and remove the tick from the check box labeled Hide system users and groups.



Authentication

Because you can use system-config-users to make changes to the system that affect other users, this utility asks you to authenticate yourself.

Search filter

The Search filter, located just below the toolbar, selects users or groups whose names match the string you enter in the text box labeled Search filter. The string can include wildcards. The string matches the beginning of a name. For example, *nob matches nobody and nfsnobody, whereas nob matches only nobody. After you enter the string, click Apply filter or press RETURN. If you have only a few users, you will not need to use the Search filter.

Adding a User

To add a user to the system, click the button on the toolbar labeled Add User. The User Manager window displays the Add New User window, which gathers much of the same information as the User Data tab of the User Properties window (Figure 15-2). Enter the information for the new user and click OK. After you create a user, you can modify information related to that user.

[image: ]

Figure 15-2 The User Properties window, User Data tab

[image: ] Modifying a User

To modify a user, highlight the user in the User Manager window and click Properties on the toolbar; the utility displays the User Properties window (Figure 15-2), which has four tabs. The User Data tab holds basic user information such as name and password. The Account Info tab allows you to specify an expiration date for the account and to lock the account so the user cannot log in locally. The Password Info tab allows you to turn on password expiration and specify various related parameters. In the Groups tab, you can specify which groups the user is a member of. Click OK when you are done making changes in this window.

[image: ] Working with Groups

Click the Groups tab in the User Manager window to work with groups. To create a group, click Add Group on the toolbar and specify the name of the group. To change the name of a group or to add or remove users from a group, highlight the group and click Properties on the toolbar. Click the appropriate tab, make the changes you want, and click OK. See page 506 for more information on groups. Refer to “Administrator and the wheel group” on page 429 for information about how being a member of the wheel group allows a user to use sudo to authenticate using his password (not the root password).

Help

To obtain assistance, click Help on the toolbar.

When you are done working with users and groups, close the window.

[image: ] Managing User Accounts from the Command Line

In addition to using the graphical User Manager window to manage user accounts, you can use the command-line tools described in this section.

[image: ] useradd: Adds a User Account

The useradd utility adds a user account to the system. By default, useradd assigns the next highest unused user ID to a new account and specifies bash as the user’s login shell. The following example adds entries to the /etc/passwd and /etc/shadow files, creates the user’s home directory (in /home), specifies the user’s group ID as 1105, and puts the user’s full name in the comment field in passwd. The group ID you specify must exist in /etc/group or the command will fail. Use groupadd (next page) to add a group.
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# useradd -g 1105 -c "Max W." max

[image: ] /etc/skel

The useradd utility puts a !! in the password field of the shadow file (page 511) to prevent the user from logging in until you use passwd to assign a password to that user (page 137). Based on the /etc/login.defs and /etc/default/useradd files, useradd creates a home directory for the new user. When doing so, it copies the contents of /etc/skel to that directory. For more information on adding user information, see the useradd man page.

[image: ] userdel: Removes a User Account

The userdel utility deletes a user account. If appropriate, back up the files belonging to the user before deleting them. The following command removes Max’s account. The –r (––remove) option causes the command to remove his home directory hierarchy:

# userdel --remove max

See the userdel man page for more information.

[image: ] usermod: Modifies a User Account

To turn off a user’s account temporarily, you can use usermod to change the expiration date for the account. Because it specifies that his account expired in the past (December 31, 2010), the following command prevents Max from logging in:

# usermod -e "12/31/10" max

[image: ] chage

You can also use chage to view and modify account expiry information. The –l (––list) option displays information about password expiration, and –E (––expiredate) changes the date an account expires. The following command has the same effect as the preceding one:

# chage -E "12/31/10" max

See the usermod and chage man pages for more information.

[image: ] groupadd: Adds a Group

Just as useradd adds a new user to the system, so groupadd adds a new group by adding an entry to /etc/group (page 506). The following example creates a group named pubs with a group ID of 1024:

# groupadd -g 1024 pubs

Unless you use the –g option to assign a group ID, the system picks the next available sequential number greater than 1000. The –o option allows the group ID to be non-unique, which allows you to assign multiple names to a group ID.

[image: ] groupdel and groupmod: Remove and Modify a Group

The analogue of userdel for groups is groupdel, which takes a group name as an argument. You can also use groupmod to change the name or group ID of a group, as in the following examples:
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# groupmod -g 1025 pubs
# groupmod -n manuals pubs

The first example changes the group ID number of the previously created pubs group. The second example renames the pubs group to manuals.


Caution: Changing group ID numbers
The groupmod utility does not change group numbers in /etc/passwd when you renumber a group. Instead, you must edit /etc/passwd and change the entries manually. If you change the number of a group, files that are associated with the group will no longer be associated with the group. Rather, they might be associated with no group or with another group with the old group ID number.



Backing Up Files

One of the most neglected tasks of system administration is making backup copies of files on a regular basis. The backup copies are vital in three instances: when the system malfunctions and files are lost, when a catastrophic disaster (fire, earthquake, and so on) occurs, and when a user or the system administrator deletes or corrupts a file by accident. Even when you set up RAID (page 42), you still need to back up files. Although RAID can provide fault tolerance (helpful in the event of disk failure), it does not help when a catastrophic disaster occurs or when a file is corrupted or removed accidentally. It is a good idea to have a written backup policy and to keep copies of backups offsite (in another building, at home, or at a different facility or campus) in a fireproof vault or safe.

The time to start thinking about backups is when you partition the disk. Refer to “Partitioning a Disk” on page 39. Make sure the capacity of the backup device and your partition sizes are comparable. Although you can back up a partition onto multiple volumes, it is easier not to—and it is much easier to restore data from a single volume.

You must back up filesystems regularly. Backup files are usually kept on magnetic tape, an external hard disk, or other removable media. Alternately, you can keep backup files on a remote system. How often and which files you back up depend on the system and your needs. Use this criterion when determining a backup schedule: If the system crashes, how much work are you willing to lose? Ideally you would back up all files on the system every few minutes so you would never lose more than a few minutes of work.

Of course, there is a tradeoff: How often are you willing to back up the files? The backup procedure typically slows the system for users, takes a certain amount of your time, and requires that you have and store the media holding the backup. Avoid backing up an active filesystem; the results might be inconsistent, and restoring from the backup might be impossible. This requirement is a function of the backup program and the filesystem you are backing up.

Another question is when to run the backup. Unless you plan to kick users off and bring the system down to single-user mode (not a user-friendly practice), you will want to perform this task when the machine is at its quietest. Depending on the use of the system, sometime in the middle of the night can work well. Then the backup is least likely to affect users, and the files are not likely to change as they are being read for backup.

A full backup makes copies of all files, regardless of when they were created or accessed. An incremental backup makes copies of those files that have been created or modified since the last (usually full) backup.

The more people using the system, the more often you should back up the filesystems. One popular schedule is to perform an incremental backup one or two times a day and a full backup one or two times a week.

Choosing a Backup Medium

If the local system is connected to a network, you can write backups to a drive on another system. This technique is often used with networked computers to avoid the cost of having a backup drive on each computer in the network and to simplify management of backing up many computers in a network. Although tapes are still used for backups, hard disks are being used more frequently. Backing up to a hard disk on a remote system is cost-effective, reliable, and practical. Because hard disks hold terabytes of data, using them simplifies the task of backing up the system, making it more likely that you will take care of this important task regularly. Other options for holding backups are writable CD/DVDs and USB flash drives. These devices, although not as cost-effective or able to store as much information as hard disk or tape systems, offer the benefit of convenience.

Backup Utilities

A number of utilities are available to help you back up a system, and most work with any media. Most Linux backup utilities are based on one of the archive programs—tar or cpio—and augment these basic programs with bookkeeping support for managing backups conveniently.

You can use any of the tar, cpio, or dump/restore utilities to construct full or partial backups of a system. Each utility constructs a large file that contains, or archives, other files. In addition to file contents, an archive includes header information for each file it holds. This header information can be used when extracting files from the archive to restore file permissions and modification dates. An archive file can be saved to disk, written to tape, or shipped across the network while it is being created.

In addition to helping you back up the system, these programs offer a convenient way to bundle files for distribution to other sites. The tar program is often used for this purpose, and some software packages available on the Internet are bundled as tar archive files.

amanda

The amanda (Advanced Maryland Automatic Network Disk Archiver) utility (www.amanda.org), which is one of the more popular backup systems, uses dump or tar and takes advantage of Samba to back up Windows systems. The amanda utility backs up a LAN of heterogeneous hosts to a hard disk or tape. Relevant software packages are amanda-client and amanda-server.
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The tar (tape archive) utility—see page 249 for an introduction—writes files to and retrieves files from an archive; it can compress this archive to conserve space. If you do not specify an archive device, tar writes to standard output and reads from standard input. With the –f (––file) option, tar uses the argument to –f as the name of the archive device. You can use this option to refer to a device on another system on the network. Although tar has many options, you need only a few in most situations. The following command displays a complete list of options:

$ tar ––help | less

Most options for tar can be given either in a short form (a single letter) or as a descriptive word. Descriptive-word options are preceded by two hyphens, as in ––help. Single-letter options can be combined into a single command-line argument and need not be preceded by a hyphen (for consistency with other utilities, it is good practice to use the hyphen anyway).

Although the following two commands look quite different, they specify the same tar options in the same order. The first version combines single-letter options into a single command-line argument; the second version uses descriptive words for the same options:
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# tar –ztvf /dev/st0
# tar ––gzip ––list ––verbose ––file /dev/st0

Both commands tell tar to generate a (v, verbose) table of contents (t, list) from the tape on /dev/st0 (f, file), using gzip (z, gzip) to decompress the files.

Unlike the original UNIX tar utility, when you specify an absolute pathname when you archive a file, the GNU version strips the leading / from the file pathname. Also, when it extracts files from a compressed archive, it decompresses them automatically. The first of the following commands shows tar compressing (j causes tar to compress using bzip2; page 245) and archiving some files from the /etc directory; it displays a message telling you it is stripping the leading /s. The second command extracts the files to the working directory. Because tar strips the leading / from each pathname, the files are not restored to their original locations in the root directory (/). The third command shows the extracted files in the working directory.

Click here to view code image

$ tar -cvjf etc.gtk /etc/gtk*
tar: Removing leading '/' from member names
/etc/gtk-2.0/
/etc/gtk-2.0/x86_64-redhat-linux-gnu/
/etc/gtk-2.0/x86_64-redhat-linux-gnu/gtk.immodules
/etc/gtk-2.0/gtkrc
/etc/gtk-3.0/
/etc/gtk-3.0/settings.ini


$ tar -xvf etc.gtk
etc/gtk-2.0/
etc/gtk-2.0/x86_64-redhat-linux-gnu/
etc/gtk-2.0/x86_64-redhat-linux-gnu/gtk.immodules
etc/gtk-2.0/gtkrc
etc/gtk-3.0/
etc/gtk-3.0/settings.ini


$ ls etc
gtk-2.0  gtk-3.0

You can use the –C option to cause tar to extract files to a directory other than the working directory. The argument to this option specifies the directory tar extracts the files to.

The options in Table 15-1 tell the tar program what to do. You must include exactly one of these options in a tar command. The –c, –t, and –x options are used most frequently.
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Table 15-1 tar options
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The cpio (copy in/out) program is similar to tar but can read and write archive files in various formats, including the one used by tar. Normally cpio reads the names of the files to add to the archive from standard input and produces the archive file as standard output. When extracting files from an archive, it reads the archive as standard input.

While tar takes the name of a directory as an argument and traverses the directory hierarchy recursively to archive the directory, cpio must be presented with each filename it is to archive. For example, the following commands each back up the /bin directory:
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$ tar cf bin.tar.bak /bin
$ find /bin -print | cpio -o > bin.cpio.bak

In the second command, find (page 229) sends a list of files in the /bin directory hierarchy to standard output; cpio reads this list from standard input and creates an archive of these files.

Another difference between these two utilities is that cpio does not strip the leading / from each pathname when it creates an archive. Restoring the cpio archive created in the preceding example will attempt to overwrite the files in /bin; it fails because the files in /bin are the same age as the files in the archive. Even if the files in the archive were newer, it would fail because the user does not have permission to overwrite the files in /bin.

As with tar, some options can be given in both a short, single-letter form and a more descriptive word form. However, unlike with tar, the syntax of the two forms in cpio differs when the option must be followed by additional information. In the short form, you must include a SPACE between the option and the additional information; with the word form, you must separate the two with an equal sign and no SPACEs.

Running cpio with the ––help option displays a complete list of options. See the next section for more examples of cpio.

Performing a Simple Backup

When you prepare to make a major change to a system, such as replacing a disk drive, upgrading to a new release, or updating the Linux kernel, it is a good idea to archive some or all of the files so you can restore any that become damaged if something goes wrong. For this type of backup, tar or cpio works well. For example, if you have a SCSI tape drive as device /dev/st0 (or it could be a hard disk at /dev/sda) that is capable of holding all the files on a single tape, you can use the following commands to construct a backup tape of the entire filesystem:

# cd /
# tar –cf /dev/st0 .

All the commands in this section start by using cd to change to the root directory so you are sure to back up the entire filesystem. The tar command then creates an archive (c) on the device /dev/st0 (f). To compress the archive, replace the preceding tar command with the following command, which uses j to call bzip2:

# tar –cjf /dev/st0 .

You can back up a system with a combination of find and cpio. The following commands create an output file and set the I/O block size to 5120 bytes (the default is 512 bytes):
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# cd /
# find . –depth | cpio –oB > /dev/st0

The next command restores the files in the /home directory from the preceding backup. The options extract files from an archive (–i) in verbose mode (–v), keeping the modification times (–m), and creating directories (–d) as needed. The asterisk is escaped (preceded by a backslash) so the shell does not expand it but rather passes it to cpio.
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# cd /
# cpio –ivmd /home/\* < /dev/st0

Although all the archive programs work well for simple backups, utilities such as amanda (page 603) provide more sophisticated backup and restore systems. For example, to determine whether a file is in an archive, you must read the entire archive. If the archive is split across several tapes, this process is particularly tiresome. More sophisticated utilities, including amanda, assist you in several ways, including keeping a table of contents of the files in a backup.

dump, restore

The dump utility (dump package) first appeared in UNIX version 6. It backs up either an entire ext2, ext3, or ext4 filesystem or only those files that have changed since a recent dump. The restore utility can then restore an entire filesystem, a directory hierarchy, or an individual file. Although it is available, not many people use this utility. Refer to dump.sourceforge.net and the dump and restore man pages for more information.


Tip: Exclude some directories from a backup
In practice, you will likely want to exclude some directories from the backup process. For example, not backing up /tmp or /var/tmp (or its link, /usr/tmp) can save room in the archive. Also, do not back up the files in proc. Because the /proc pseudofilesystem is not a true disk filesystem but rather a way for the Linux kernel to provide information about the operating system and system memory, you need not back up /proc; you cannot restore it later. Similarly, you do not need to back up filesystems that are mounted from disks on other systems on the network. Do not back up FIFOs; the results are unpredictable.



Scheduling Tasks

It is a good practice to schedule certain routine tasks to run automatically. For example, you might want to remove old core files once a week, summarize accounting data daily, and rotate system log files monthly.


Tip: crond stops for no one; try anacron
The crond daemon assumes the system is always running. A similar utility, anacron, does not make that assumption and is well suited to portable and home computers that are frequently turned off. The anacron utility takes its instructions from the /etc/anacrontab file unless you specify otherwise. It is enabled by default and is set up to catch any missed cron.daily, cron.weekly, and cron.monthly run-parts commands as described in the following sections. Refer to the anacron and anacrontab man pages for more information.
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The crond daemon (service) executes scheduled commands periodically. This daemon can execute commands at specific times on systems that are always running. The anacron utility executes scheduled commands when it is called. It works well on laptops and other systems that are not on all the time. The 0anacron script (page 609), which calls anacron, will not run commands when a system is running on batteries (i.e., not on AC).

SELinux

When SELinux is set to use a targeted policy, it protects the crond daemon. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.
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The crond daemon reads the commands it is to execute from crontab files. System crontab files are kept in the /etc/cron.d directory and in /etc/crontab. Users can use the crontab utility to set up personal crontab files in /var/spool/cron. (The term crontab has three meanings: It refers to a text file in a specific format [a crontab file; crontab(5) man page], it is the name of a utility [crontab; crontab(1) man page], and it is the name of a file [/etc/crontab].)

By default, Fedora/RHEL is set up with no restrictions on which users can have crond run commands in their personal crontab files. See cron.allow and cron.deny on page 506 for ways of restricting this access.

System crontab files

Crontab files specify how often crond is to run a command. Within these files, comments begin with a hashmark (#). Crontab files frequently include assignments to several environment variables: The SHELL and PATH environment variables are described on page 359; MAILTO determines which user receives output (via email) from jobs run by the file.

A line describing a job in a system crontab file, such as /etc/crontab, has the following format:

minute hour day-of-month month day-of-week user command

The first five fields indicate when crond will execute the command. The minute is the number of minutes after the start of the hour, the hour is the hour of the day based on a 24-hour clock, the day-of-month is a number from 1 to 31, and the day-of-week is a number from 0 to 7, with 0 and 7 indicating Sunday. An asterisk (*) substitutes for any value in a field. The user is the username or user ID of the user that the command will run as. Specify command as an absolute pathname to ensure crond executes the correct command.

Following are some examples:
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20 1 * * *    root      /usr/local/bin/checkit
25 9 17 * *   root      /usr/local/bin/monthly.check
40 23 * * 7   root      /usr/local/bin/sunday.check
10/* * * * *  root      /usr/local/bin/tenmin.check

All four lines run their commands with root privileges. The first line runs checkit every day at 1:20 AM. The second line runs monthly.check at 9:25 AM on day 17 of every month. The third line runs sunday.check at 11:40 PM every Sunday. The fourth line uses the step syntax to run tenmin.check every ten minutes; the 10/* is equivalent to 0,10,20,30,40,50. Enter the command man 5 crontab to obtain more information on crontab files.
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A user crontab file has the same format as a system crontab file except it does not include the user field because it always runs as the user who is running it. Users can work with their own crontab files by giving the command crontab followed by –l to list the file, –r to remove the file, or –e to edit the file. The –e option uses the vi editor by default; if you prefer, export (page 1032) and set the VISUAL or EDITOR environment variable to the textual editor of your choice. See the crontab man page for more information.
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The crond daemon looks for crontab files at /etc/crontab and in the /etc/cron.d directory. Following is the default /etc/crontab file, which does not run any jobs:
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$ cat /etc/crontab
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root


# For details see man 4 crontabs


# Example of job definition:
# .---------------- minute (0 - 59)
# |  .------------- hour (0 - 23)
# |  |  .---------- day of month (1 - 31)
# |  |  |  .------- month (1 - 12) OR jan,feb,mar,apr ...
# |  |  |  |  .---- day of week (0 - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri,sat
# |  |  |  |  |
# *  *  *  *  * user-name  command to be executed

/etc/cron.d/0hourly

Following is the default /etc/cron.d/0hourly crontab file:
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$ cat /etc/cron.d/0hourly
# Run the hourly jobs
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
01 * * * * root run-parts /etc/cron.hourly

run-parts

After setting some variables, this script executes run-parts with root privileges. The 01 * * * * at the beginning of the line causes crond to run the job one minute past the start of every hour. The run-parts utility runs the executable files in the directory named by its argument (/etc/cron.hourly). Output from the execution of these files is sent to the user named by MAILTO (root).

/etc/cron.hourly/0anacron

Following is the default /etc/cron.hourly/0anacron shell script:
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$ cat /etc/cron.hourly/0anacron
#!/bin/bash
# Check whether 0anacron was run today already
if test -r /var/spool/anacron/cron.daily; then
    day=`cat /var/spool/anacron/cron.daily`
fi
if [ `date +%Y%m%d` = "$day" ]; then
    exit 0;
fi


# Do not run jobs when on battery power
if test -x /usr/bin/on_ac_power; then
    /usr/bin/on_ac_power &> /dev/null
    if test $? -eq 1; then
    exit 0
    fi
fi
/usr/sbin/anacron -s

The anacron utility keeps track of the last time it ran each of its jobs so when it is called, it can tell which jobs need to be run. The /var/spool/anacron/cron.daily file holds the date anacron last ran the job with the jobID of cron.daily. The 0anacron script first tests to see if today’s date is the same as the one held by the cron.daily file. If it is, anacron has already run today, so the script exits. Next the script tests to see if the system is running on AC power. If it is not, the script exits. Thus, if the cron.daily job has not been run today and if the system is running on AC power, the script executes anacron. The –s option causes anacron to run its jobs serially (not all at once).

/etc/anacrontab

When anacron is run, it reads the commands it is to execute from the /etc/anacrontab file. This file is where the files in the /etc/cron.daily, /etc/cron.weekly, and /etc/cron.monthly directories get executed on a system running anacron. The anacrontab file specifies how often anacron is to run one or more jobs, but has a different syntax from a crontab file. Within the anacrontab file, comments begin with a hashmark (#). Several variables that establish the environment a job runs in can appear within the anacrontab file: The SHELL and PATH environment variables are described on page 359; MAILTO determines which user receives output (via email) from jobs; RANDOM_DELAY delays the start of jobs by a random number of minutes up to the value of this variable; and START_HOURS_RANGE specifies the hours during which anacron can start a job.

A job entry in the anacrontab file has the following format:

period delay jobID command

where the period is the frequency in days (how often) that anacron executes the command, the delay is the number of minutes after anacron starts that it executes the command, and the jobID is the name of the file in /var/spool/anacron that anacron uses to keep track of when it last executed the command.

Following is the default anacrontab file. Based on the value of the variable named START_HOURS_RANGE, anacron can start jobs in this file between 3 AM and 10 PM (3–22).
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$ cat /etc/anacrontab
# /etc/anacrontab: configuration file for anacron


# See anacron(8) and anacrontab(5) for details.


SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START_HOURS_RANGE=3-22


#period in days   delay in minutes   job-identifier   command
1       5       cron.daily              nice run-parts /etc/cron.daily
7       25      cron.weekly             nice run-parts /etc/cron.weekly
@monthly 45    cron.monthly            nice run-parts /etc/cron.monthly

The line that begins with 1 specifies the job with the jobID of cron.daily. This job is run once a day with a delay of 5 minutes. It runs nice, which executes run-parts (page 609) with a low priority; the job passes run-parts an argument of /etc/cron.daily. Similarly, the next line runs cron.weekly every seven days with a delay of 25 minutes. Because a month does not have a fixed number of days, the last line uses the @monthly macro to run cron.monthly once a month with a delay of 45 minutes.

As explained earlier, the crond daemon runs the shell scripts in the /etc/cron.hourly directory.

[image: ] at: Runs Occasional Tasks

Like the crond daemon, at runs a job sometime in the future. Unlike crond, at runs a job only once. For instance, you can schedule an at job that will reboot the system at 3:00 AM (when all users are probably logged off):
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# at 3am
at> systemctl reboot
at> <EOT>
job 3 at Wed Jul 31 03:00:00 2013

It is also possible to run an at job from within an at job. For instance, an at job might check for new patches every 18 days—something that would be more difficult with crond. See the at man page for more information.

By default, Fedora/RHEL is not set up with restrictions that prevent users from running at. See at.allow and at.deny on page 506 for more information.

System Reports

Many utilities report on one thing or another. The who, finger, ls, ps, and other utilities, for example, generate simple end-user reports. In some cases, these reports can help with system administration. This section describes utilities that generate more in-depth reports that can provide greater assistance with system administration tasks. Linux has many other report utilities, including sar (system activity report), iostat (input/output and CPU statistics), and mpstat (processor statistics), all part of the sysstat package; netstat (network report; net-tools package); and nfsstat (NFS statistics; nfs-utils package).

vmstat: Reports Virtual Memory Statistics

The vmstat utility (virtual memory statistics; procps-ng package) generates virtual memory information along with (limited) disk and CPU activity data. The following example shows virtual memory statistics at three-second intervals for seven iterations (from the arguments 3 7). The first line covers the time since the system was booted; each subsequent line covers the period since the previous line.
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$ vmstat 3 7
procs -----------memory---------- ---swap-- -----io---- --system-- ----cpu----
  r  b   swpd   free   buff  cache   si   so    bi    bo   in    cs us sy id wa
  0  2      0 684328  33924 219916    0    0   430   105 1052   134  2  4 86  8
  0  2      0 654632  34160 248840    0    0  4897  7683 1142   237  0  5  0 95
  0  3      0 623528  34224 279080    0    0  5056  8237 1094   178  0  4  0 95
  0  2      0 603176  34576 298936    0    0  3416   141 1161   255  0  4  0 96
  0  2      0 575912  34792 325616    0    0  4516  7267 1147   231  0  4  0 96
  1  2      0 549032  35164 351464    0    0  4429    77 1120   210  0  4  0 96
  0  2      0 523432  35448 376376    0    0  4173  6577 1135   234  0  4  0 95

The following list explains the column heads displayed by vmstat:

• procs Process information

[image: ] r           Number of waiting, runnable processes

[image: ] b          Number of blocked processes (in uninterruptable sleep)

• memory Memory information (in kilobytes)

[image: ] swpd          Used virtual memory

[image: ] free            Idle memory

[image: ] buff            Memory used as buffers

[image: ] cache         Memory used as cache

• swap System paging activity (in kilobytes per second)

[image: ] si          Memory swapped in from disk

[image: ] so         Memory swapped out to disk

• io System I/O activity (in blocks per second)

[image: ] bi         Blocks received from a block device

[image: ] bo        Blocks sent to a block device

• system (Values are per second)

[image: ] in         Interrupts (including the clock)

[image: ] cs         Context switches

• cpu Percentage of total CPU time spent in each of these states

[image: ] us         User (nonkernel)

[image: ] sy         System (kernel)

[image: ] id         Idle

[image: ] wa       Waiting for I/O

[image: ] st          Stolen from a virtual machine (only on virtual machines)

[image: ] top: Lists Processes Using the Most Resources

The top utility is a useful supplement to ps. At its simplest, top displays system information followed by the most CPU-intensive processes. The top utility updates itself periodically; type q to quit. Although you can use command-line options, the interactive commands are often more helpful. Refer to Table 15-2 and to the top man page for more information.
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Table 15-2 top: interactive commands
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$ top
top - 17:58:53 up 3 days,  4:20,  1 user,  load average: 2.16, 1.61, 0.83
Tasks: 167 total,   5 running, 162 sleeping,   0 stopped,   0 zombie
Cpu(s):  1.5%us,  0.5%sy, 1.3%ni, 96.0%id,  0.2%wa,  0.6%hi, 0.0%si, 0.0%st
Mem:   2076092k total,  1990652k used,    85440k free,    18416k buffers
Swap:  7815580k total,    34908k used,  7780672k free,  1330008k cached
  PID USER      PR  NI  VIRT  RES  SHR S %CPU %MEM    TIME+  COMMAND
31323 zach      25   0  9020 6960  396 R   63  0.3   0:17.58 bzip2
31327 zach      18   0  2092  596  492 R   57  0.0   0:00.92 cp
31311 root      15   0     0    0    0 S   16  0.0   0:00.38 pdflush
 6870 zach      27  12  331m 190m  37m R    2  9.4 198:42.98 firefox-bin
31303 root      15   0     0    0    0 S    2  0.0   0:00.42 pdflush
    1 root      15   0  2912 1808  488 S    0  0.1   0:01.55 systemd
...

The htop utility (htop package) is similar to top but it is pseudographical. Using htop, you can scroll vertically and horizontally, allowing you to view all processes and full command lines.

Maintaining the System

This section discusses several tools and concepts that are important to a system administrator. It covers setting the system clock, using parted to work with partitions on a hard disk, how to avoid creating problems, and how to solve system problems.

[image: ] timedatectl: Reports on and Sets the System Clock

The timedatectl utility, which is part of systemd (page 438), displays more information about the system clock than does date (page 218). You can also use it to set the system clock. Following, timedatectl sets the system clock and displays information about the system clock, time zone, NTP, and DST.
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# timedatectl set-time "2014-02-14 18:17:16"


# timedatectl
      Local time: Fri 2014-02-14 18:17:21 PST
  Universal time: Sat 2014-02-15 02:17:21 UTC
        RTC time: Sat 2014-02-15 02:17:21
        Timezone: America/Los_Angeles (PST, -0800)
     NTP enabled: n/a
NTP synchronized: no
 RTC in local TZ: no
      DST active: no
 Last DST change: DST ended at
                  Sun 2013-11-03 01:59:59 PDT
                  Sun 2013-11-03 01:00:00 PST
 Next DST change: DST begins (the clock jumps one hour forward) at
                  Sun 2014-03-09 01:59:59 PST
                  Sun 2014-03-09 03:00:00 PDT

[image: ] parted: Reports on and Partitions a Hard Disk

The parted (partition editor) utility reports on and manipulates hard disk partitions from the command line. The gnome-disks utility (page 78) allows you to perform the same tasks using a GUI. Following, the parted print command displays information about the partitions on the /dev/sda drive:
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# parted /dev/sda print
Model: ATA Hitachi HDS12345 (scsi)
Disk /dev/sda: 165GB
Sector size (logical/physical): 512B/512B
Partition Table: msdos
Disk Flags:


Number  Start   End     Size    Type      File system  Flags
1       32kB    1045MB  1045MB  primary   ext4         boot
2       1045MB  12GB    10GB    primary   ext4
3       12GB    22GB    10GB    primary   ext4
4       22GB    165GB   143GB   extended
5       22GB    23GB    1045MB  logical   linux-swap(v1)
6       23GB    41GB    18GB    logical   ext4
7       41GB    82GB    41GB    logical   ext4

Figure 15-3 graphically depicts the partitions shown in this example. The first few lines that parted displays present the model name, device name, device capacity, and the type of partition table on the device. Following that information, the print command displays the these columns:

• Number—The minor device number (page 517) of the device holding the partition. This number is the same as the last number in the device name. In the example, 5 corresponds to /dev/sda5.

• Start—The location on the disk where the partition starts. The parted utility specifies a location on the disk as the distance (in bytes) from the start of the disk. Thus partition 3 starts 12 gigabytes from the start of the disk.

• End—The location on the disk where the partition stops. Although parted shows partition 2 ending 12 gigabytes from the start of the disk and partition 3 starting at the same location, parted takes care that the partitions do not overlap at this single byte.

• Size—The size of the partition in kilobytes (kB), megabytes (MB), or gigabytes (GB).

• Type—The partition type: primary, extended, or logical. See Figure 15-3 and page 37 for information on partitions.

• File system—The filesystem type: ext2, ext3, ext4, fat32, linux-swap, and so on. See Table 11-1 on page 519 for a list of filesystem types.

• Flags—The flags that are turned on for the partition, including boot, raid, and lvm. In the example, partition 1 is bootable.
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Figure 15-3 The primary and extended partitions from the example

In the preceding example, partition 4 defines an extended partition that includes 143 gigabytes of the 165-gigabyte disk (Figure 15-3). You cannot make changes to an extended partition without affecting all logical partitions within it.


Caution: parted can destroy everything
Be as careful with parted as you would be with a utility that formats a hard disk. Changes you make with parted can easily result in the loss of large amounts of data. If you are using parted and have any question about what you are doing, quit with a q command before making any changes. When you enter a command, parted immediately makes the change you requested.



In addition to reporting on the layout and size of a hard disk, you can use parted interactively to modify the disk layout. Be extremely careful when using parted in this manner and always back up the system before starting to work with this utility. Changing the partition information (the partition table) on a disk can destroy the information on the disk. Read the parted info page before you attempt to modify a partition table.

To partition a disk, give the command parted followed by the name of the device you want to work with. In the following example, after starting parted, the user enters a help (or just h) command, which displays a list of parted commands:
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# parted /dev/sda
GNU Parted 3.1
Using /dev/sda
Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) help
  align-check TYPE N                        check partition N for TYPE(min|opt)
        alignment
  help [COMMAND]                           print general help, or help on COMMAND
  mklabel,mktable LABEL-TYPE               create a new disklabel (partition table)
  mkpart PART-TYPE [FS-TYPE] START END     make a partition
  name NUMBER NAME                         name partition NUMBER as NAME
  print [devices|free|list,all|NUMBER]     display the partition table, available
        devices, free space, all found partitions, or a particular partition
  quit                                     exit program
  rescue START END                         rescue a lost partition near START and END
  rm NUMBER                                delete partition NUMBER
  select DEVICE                            choose the device to edit
  disk_set FLAG STATE                      change the FLAG on selected device
  disk_toggle [FLAG]                       toggle the state of FLAG on selected device
  set NUMBER FLAG STATE                    change the FLAG on partition NUMBER
  toggle [NUMBER [FLAG]]                   toggle the state of FLAG on partition NUMBER
  unit UNIT                                set the default unit to UNIT
  version                                  display the version number and copyright information ...
(parted)

Follow the command help with the name of a parted command to display more information about that command. When you enter a print (or just p) command, parted displays current partition information, just as a print command on the command line does.

The parted utility will not allow you to set up overlapping partitions (except for logical partitions overlapping their containing extended partition). Similarly, it will not allow you to create a partition that starts at the very beginning of the disk (cylinder 0). Both of these situations can cause loss of data.

Following are guidelines to remember when defining a partition table for a disk. For more information refer to “Partitioning a Disk” on page 39.

• Do not delete or modify the partition that defines the extended partition unless you are willing to lose all data on all the logical partitions within the extended partition.

• If you put /boot on a separate partition, it is a good idea to put it at the beginning of the drive (partition 1) so there is no issue of Linux having to boot from a partition located too far into the drive. When you can afford the disk space, it is desirable to put each major filesystem on a separate partition. Many people choose to combine / (root), /var, and /usr into a single partition, which generally results in less wasted space but can on rare occasions cause problems. For more information refer to “Manual Partitioning: Planning Partitions” on page 39.

• Although parted can create some types of filesystems, it is typically easiest to use parted to create partitions and then use mkfs and mkswap to create filesystems on the partitions.

The following sequence of commands defines a 50-gigabyte, bootable, Linux partition as partition 1 on a clean disk:
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#  parted /dev/sdb
GNU Parted 3.1
Using /dev/sdb
Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) mkpart                              (create new partition)
Partition type?  primary/extended? primary   (select primary partition)
File system type?  [ext2]? ext4              (set up an ext4 filesystem)
Start? 1                                     (start at the beginning of the disk)
End? 50g                                     (specify a 50-gigabyte partition)
(parted) help set                            (use help to check the syntax of the set command)
  set NUMBER FLAG STATE                    change the FLAG on partition NUMBER


        NUMBER is the partition number used by Linux.  On MS-DOS disk labels, the
        primary partitions number from 1 to 4, logical partitions from 5 onwards.
        FLAG is one of: boot, root, swap, hidden, raid, lvm, lba, hp-service, palo, prep,
        msftres, bios_grub, atvrecv, diag, legacy_boot
        STATE is one of: on, off
(parted) set 1 boot on                       (turn on the boot flag on partition 1)
(parted) print                               (verify that the partition is correct)
Model: VMware, VMware Virtual S (scsi)
Disk /dev/sdb: 215GB
Sector size (logical/physical): 512B/512B
Partition Table: msdos
Disk Flags:


Number  Start   End     Size    Type     File system  Flags
 1      1049kB  50.0GB  50.0GB  primary               boot


(parted) quit
Information: You may need to update /etc/fstab.

When you specify a size within parted, you can use a suffix of k (kilobytes), m (megabytes), or g (gigabytes). After creating a partition, enter a print command to see where the partition ends. Perform this task before defining the next contiguous partition so you do not waste space. After setting up all the partitions, exit from parted using a quit command.

Next make a filesystem (mkfs, page 467) on each partition that is to hold a filesystem (not swap). Make all partitions, except swap, of type ext4, unless you have a reason to do otherwise. Use mkswap (page 513) to set up a swap area on a partition. You can use e2label (page 465) to label a partition.

logrotate: Manages Log Files

Rather than deleting or truncating log files, you might want to keep these files for a while in case you need to refer to them. The logrotate utility manages system log (and other) files automatically by rotating (page 1271), compressing, mailing, and removing each file as you specify. The logrotate utility is controlled by the /etc/logrotate.conf file, which sets default values and can optionally specify files to be rotated. Typically logrotate.conf has an include statement that points to utility-specific specification files in /etc/logrotate.d. Following is the default logrotate.conf file:
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$ cat /etc/logrotate.conf
# see "man logrotate" for details
# rotate log files weekly
weekly


# keep 4 weeks worth of backlogs
rotate 4


# create new (empty) log files after rotating old ones
create


# use date as a suffix of the rotated file
dateext


# uncomment this if you want your log files compressed
#compress


# RPM packages drop log rotation information into this directory
include /etc/logrotate.d


# no packages own wtmp and btmp -- we'll rotate them here
/var/log/wtmp {
    monthly
    create 0664 root utmp
        minsize 1M
    rotate 1
}


/var/log/btmp {
    missingok
    monthly
    create 0600 root utmp
    rotate 1
}


# system-specific logs may be also be configured here.

The logrotate.conf file sets default values for common parameters. Whenever logrotate reads another value for one of these parameters, it resets the default value. You have a choice of rotating files daily, weekly, or monthly. The number following the rotate keyword specifies the number of rotated log files you want to keep. The create keyword causes logrotate to create a new log file with the same name and attributes as the newly rotated log file. The dateext keyword causes logrotate to use the date as a filename extension. The compress keyword (commented out in the default file) causes log files to be compressed using gzip. The include keyword specifies the standard /etc/logrotate.d directory for program-specific logrotate specification files. When you install a program using rpm (page 548) or an rpm-based utility such as yum (Chapter 12), rpm puts the logrotate specification file in this directory.

The last sets of instructions in logrotate.conf take care of the /var/log/wtmp and /var/log/btmp log files (wtmp holds login records and btmp holds records of failed [bad] login attempts); you can view these files using who). The keyword missingok overrides the implicit default value of nomissingok for this file only. This keyword causes logrotate to continue without issuing an error message if the log file is missing. The keyword monthly overrides the default value of weekly for this file only. The create keyword is followed by the arguments establishing the permissions, owner, and group for the new file. Finally rotate establishes that one rotated log file should be kept.

The /etc/logrotate.d/httpd file is an example of a utility-specific logrotate specification file:
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$ cat /etc/logrotate.d/httpd
/var/log/httpd/*log {
    missingok
    notifempty
    sharedscripts
    delaycompress
    postrotate
        /bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true
    endscript
}

This file, which is installed by the httpd package install script and incorporated in /etc/logrotate.d because of the include statement in logrotate.conf, works with each of the files in /var/log/httpd that has a filename ending in log (*log). The notifempty keyword causes logrotate not to rotate the log file if it is empty, overriding the default action of rotating empty log files. The sharedscripts keyword causes logrotate to execute the command(s) in the prerotate and postrotate sections one time only—not one time for each log that is rotated. The delaycompress keyword causes logrotate to delay compression for one cycle. Although it does not appear in this example, the copy-truncate keyword causes logrotate to truncate the original log file immediately after it copies it. This keyword is useful for programs that cannot be instructed to close and reopen their log files because they might continue writing to the original file even after it has been moved. The logrotate utility executes the commands between prerotate and endscript before the rotation begins. Similarly, commands between postrotate and endscript are executed after the rotation is complete.

The logrotate utility works with a variety of keywords, many of which take arguments and have side effects. Refer to the logrotate man page for details.

[image: ] rsyslogd: Logs System Messages

Traditionally, UNIX programs sent log messages to standard error. If a more permanent log was required, the output was redirected to a file. Because of the limitations of this approach, 4.3BSD introduced the system log daemon (rsyslogd; www.rsyslog.com) now used by Linux. This daemon listens for log messages and stores them in the /var/log hierarchy. In addition to providing logging facilities, rsyslogd allows a single machine to serve as a log repository for a network and allows arbitrary programs to process specific log messages.
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The /etc/rsyslog.conf file stores configuration information for rsyslogd. Each line in this file contains one or more selectors and an action separated by whitespace. The selectors define the origin and type of the messages; the action specifies how rsyslogd processes the message. Sample lines from rsyslog.conf follow (a # begins a comment):
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# Log all kernel messages to the console.
kern.*                                          /dev/console
# Log all the mail messages in one place.
mail.*                                          -/var/log/maillog
# Log cron stuff
cron.*                                          /var/log/cron
# Everybody gets emergency messages
*.emerg                                         :omusrmsg:*
# Save boot messages also to boot.log
local7.*                                         /var/log/boot.log
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A selector is split into two parts, a facility and a priority, which are separated by a period. The facility indicates the origin of the message. For example, kern messages come from the kernel, and mail messages come from the mail subsystem. Following is a list of facility names used by rsyslogd and the systems that generate these messages:
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The priority indicates the severity of the message. The following list of the priority names and the conditions they represent appears in ascending priority order:

[image: ] Priorities
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A selector consisting of a single facility and priority, such as kern.info, causes the corresponding action to be applied to every message from that facility with that priority or higher (more urgent). Use .= to specify a single priority; for example, kern.=info applies the action to kernel messages of info priority. An exclamation point specifies that a priority is not matched. Thus kern.!info matches kernel messages with a priority lower than info, and kern.!=info matches kernel messages with a priority other than info.

A line with multiple selectors, separated by semicolons, applies the action if any of the selectors is matched. Each of the selectors on a line with multiple selectors constrains the match, with subsequent selectors frequently tightening the constraints. For example, the selectors mail.info;mail.!err match mail subsystem messages with debug, info, notice, or warning priorities.

You can replace either part of the selector with an asterisk to match anything. The keyword none in either part of the selector indicates no match is possible. The selector *.crit;kern.none matches all critical or higher-priority messages, except those from the kernel.
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The action specifies how rsyslogd processes a message that matches the selector. The simplest actions are ordinary files, which are specified by their absolute pathnames; rsyslogd appends messages to these files. Specify /dev/console to send messages to the system console. If you want a hardcopy record of messages, specify a device file that represents a dedicated printer. Precede a filename with a hyphen (–) to keep rsyslogd from writing each message to the file as it is generated (syncing). Doing so might improve performance, but you might lose data if the system crashes after the message is generated but before it gets written to a file.

You can write important messages to users’ terminals by specifying one or more usernames separated by commas. Very important messages can be written to every logged-in terminal by using an asterisk.

To forward messages to rsyslogd on a remote system, specify the name or IP address of the system preceded by @ (sends messages to UDP port 514) or @@ (sends messages to TCP port 514). It is a good idea to forward critical messages from the kernel to another system because these messages often precede a system crash and might not be saved to the local disk. The following line from rsyslog.conf sends critical kernel messages to plum:

kern.crit      @plum

On the remote system edit /etc/rsyslog.conf and one or both sets of the following lines depending on whether you want to use UDP or TCP. Do not remove the hash marks from the comments. After editing this file restart the rsyslogd daemon using rsyslog.service.
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# Provides UDP syslog reception
#$ModLoad imudp
#$UDPServerRun 514


# Provides TCP syslog reception
#$ModLoad imtcp
#$InputTCPServerRun 514

Solving Problems

As the system administrator, it is your responsibility to keep the system secure and running smoothly. When a user is having a problem, it usually falls to the administrator to help the user get back on track. This section suggests ways to keep users happy and the system functioning at peak performance.

Helping When a User Cannot Log In

When a user has trouble logging in on the system, the source might be a user error or a problem with the system software or hardware. The following steps can help determine where the problem is:
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• Check the log files in /var/log. The /var/log/messages file accumulates system errors, messages from daemon processes, and other important information. It might indicate the cause or more symptoms of a problem. Also check the system console. Occasionally messages about system problems that are not written to /var/log/messages (for instance, a full disk) are displayed on the system console.

• Determine whether only that one user or only that one user’s terminal/ workstation has a problem or if the problem is more widespread.

• Check that the user’s CAPS LOCK key is not on.

• Make sure the user’s home directory exists and corresponds to that user’s entry in the /etc/passwd file. Verify that the user owns her home directory and startup files and that they are readable (and, in the case of the user’s home directory, executable). Confirm that the entry for the user’s login shell in the /etc/passwd file is accurate and the shell exists as specified.

• Change the user’s password if there is a chance that he has forgotten it.

• Check the user’s startup files (.profile, .login, .bashrc, and so on). The user might have edited one of these files and introduced a syntax error that prevents login.

• Check the terminal or monitor data cable from where it plugs into the terminal to where it plugs into the computer (or as far as you can follow it). Try turning the terminal or monitor off and then turning it back on.

• When the problem appears to be widespread, check whether you can log in from the system console. Make sure the system is not in single-user mode. If you cannot log in, the system might have crashed; reboot it and perform any necessary recovery steps (the system usually does quite a bit automatically).

• Use df to check for full filesystems. If the /tmp filesystem or the user’s home directory is full, login sometimes fails in unexpected ways. In some cases you might be able to log in to a textual environment but not a graphical one. When applications that start when the user logs in cannot create temporary files or cannot update files in the user’s home directory, the login process itself might terminate.

• If the user is logging in over a network connection

[image: ] Restart the service the user is trying to use (e.g., ssh). See “Changing the Current State of a Daemon” on page 446.

[image: ] Make sure the system clocks on the two systems are synchronized. Clocks set to different times can cause login failures when using encrypted login methods such as HTTPS, ssh, LDAP, and especially kerberos.

[image: ] Make sure DNS is working properly. Some network services are particular about name resolution including reverse lookups (i.e., slow connections via ssh can be caused by a name resolution problem).

Speeding Up the System

When the system is running slowly for no apparent reason, perhaps a process did not exit when a user logged out. Symptoms of this problem include poor response time and a system load, as shown by w or uptime, greater than 1.0. Running top (page 612) is an excellent way to find rogue processes quickly. Use ps –ef to list all processes. One thing to look for in ps –ef output is a large number in the TIME column. For example, if a Firefox process has a TIME field greater than 100.0, this process has likely run amok. However, if the user is doing a lot of Java work and has not logged out for a long time, this value might be normal. Look at the STIME field to see when the process was started. If the process has been running for longer than the user has been logged in, it is a good candidate to be killed.

When a user gets stuck and leaves her terminal unattended without notifying anyone, it is convenient to kill (page 465) all processes owned by that user. If the user is running a GUI on the console, kill the process that started the desktop environment or the window manager itself. Processes to look for include gnome-session, startkde, or another process name that ends in wm. Usually the window manager is either the first or last thing to be run, and exiting from the window manager logs the user out. If killing the window manager does not work, try killing the X server process. This process is typically listed as /usr/bin/Xorg. If that fails, you can kill all processes owned by a user by giving the command kill –15 –1 or, equivalently, kill –TERM –1 while you are logged in as that user. Using –1 (one) in place of the process ID tells kill to send the signal to all processes that are owned by that user. For example, working as root you could enter the following command:

Click here to view code image

# su zach -c 'kill -TERM -1'

If this does not kill all processes (sometimes TERM does not kill a process), you can use the KILL signal (–9). The following line will definitely kill all processes owned by Zach and will not be friendly about it:
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# su zach -c 'kill -KILL -1'

If you do not include su zach –c, this command brings the system down.
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The lsof (list open files) utility displays the names of open files. Its options display only certain processes, only certain file descriptors of a process, or only certain network connections (network connections use file descriptors just as normal files do and lsof can show these as well). After you have identified a suspect process using ps –ef, enter the following command:

# lsof -s -p pid

Replace pid with the process ID of the suspect process; lsof displays a list of file descriptors that process pid has open. The –s option displays the sizes of all open files, and the –p option allows you to specify the PID number of the process of interest (lsof does not work if you combine these options). This size information is helpful in determining whether the process has a very large file open. If it does, contact the owner of the process or, if necessary, kill the process. The –rn option redisplays the output of lsof every n seconds.

Keeping a Machine Log

A machine log that includes the information shown in Table 15-3 can help you find and fix system problems. It it useful to note the time and date of each entry in the log. Avoid the temptation to keep the log only on the computer—it will be most useful to you when the system is down. Also keep email that details user problems. One strategy is to save this mail to a separate file or folder as you read it. Another approach is to set up a mail alias that users can send mail to when they have problems. This alias can then forward mail to you and also store a copy in an archive file. Following is an example of an entry in the /etc/aliases file (page 746) that sets up this type of alias:
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trouble: admin,/var/spool/mail/admin.archive
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Table 15-3 Machine log

Email sent to the trouble alias will be forwarded to the admin user as well as stored in the file /var/spool/mail/admin.archive.

Keeping the System Secure

No system with dial-in lines or public access to terminals is absolutely secure. Nevertheless, you can make a system as secure as possible by changing the passwords of the root password frequently and by choosing passwords that are difficult to guess. Do not tell anyone who does not absolutely need to know the root password. You can also encourage system users to choose difficult passwords and to change them periodically.
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This section contains a technical discussion of passwords; see “Password Security” on page 136 for a more practical discussion.

By default, passwords on Fedora/RHEL use MD5 (page 1260) hashing, which makes them more difficult to crack than passwords encrypted with DES (page 1159). Of course, it makes little difference how well encrypted your password is if you make it easy for someone to find out or guess what the password is. The system-config-authentication utility allows you to specify a local password hashing algorithm: Select the Advanced Options tab and make a selection from the drop-down box labeled Password Hashing Algorithm.

A password that is difficult to guess is one that someone else would not be likely to think you would have chosen. Do not use words from the dictionary (spelled forward or backward); names of relatives, pets, or friends; or words from a foreign language. A good strategy is to choose a couple of short words, include some punctuation (for example, put a ^ between them), mix the case, and replace some of the letters in the words with numbers. If it were not printed in this book, an example of a good password would be C&yGram5 (candygrams). Ideally you would use a random combination of ASCII characters, but that would be difficult to remember.

You can use one of several password-cracking programs to find users who have chosen poor passwords. These programs work by repeatedly hashing words from dictionaries, phrases, names, and other sources. If the hashed password matches the output of the program, then the program has found the password of the user. Two programs that crack passwords are crack (crack package) and john (John the Ripper; www.openwall.com/john; john package). These and many other programs and security tips are available from CERT (www.cert.org), which was originally called the Computer Emergency Response Team.

It takes a lot of computational power to crack a good password. Password-cracking programs generally start by looking at the character set comprising uppercase and lowercase letters and numbers. When you add symbols, they have to do more work to crack a password. Also, the longer the password, the more computational power it takes to crack. Make your password long enough so it will be harder to crack and short enough so you can remember it; 8–20 characters is usually a good length. Include a few symbols such as #, @, and %. If it takes too long to crack your password, the person or machine doing the dirty work might move on to easier accounts.
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Make sure no one except a user with root privileges can write to files containing programs that are owned by root and run in setuid mode (for example, passwd, su, and sudo; page 196). Also make sure users do not transfer programs that run in setuid mode and are owned by root onto the system by means of mounting tapes or disks. These programs can be used to circumvent system security. One technique that prevents users from having setuid files is to use the nosuid flag to mount, which you can set in the flags section in the fstab file. Refer to “Mount Options” on page 522.

BIOS

The BIOS in many machines gives you some degree of protection from an unauthorized person who tries to modify the BIOS or reboot the system. When you set up the BIOS, look for a section named Security. You can probably add a BIOS password. If you depend on the BIOS password, lock the computer case—it is usually a simple matter to reset the BIOS password by using a jumper on the motherboard.
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Users frequently email root and postmaster to communicate with the system administrator. If you do not forward root’s mail to yourself (/etc/aliases on page 746), remember to check root’s mail periodically. You will not receive reminders about mail that arrives for root when you use su to perform system administration tasks. However, you can use the command su –c 'mail –u root' to look at root’s mail.

Review the system log files regularly for evidence of problems. Some important files are /var/log/messages, where the operating system and some applications record errors; /var/log/secure, which holds messages pertaining to system security; /var/log/maillog, which contains errors from the mail system; and /var/log/cron, which contains messages from crond.

The logwatch utility (logwatch package) is a report writer that is written in Perl and sends email reports about log files. Installing the logwatch package creates the /etc/cron.daily/0logwatch file that runs this script daily and emails its output to root. Refer to the logwatch man page and to the script itself for more information.

Monitoring Disk Usage

Sooner or later you will probably start to run out of disk space. Do not fill up a partition; Linux can write to files significantly faster if at least 5 to 30 percent of the space in a partition remains free. Using more than the maximum optimal disk space in a partition can degrade system performance.

Fragmentation

As a filesystem becomes full, it can become fragmented. This is similar to the DOS concept of fragmentation but is not nearly as pronounced and is typically rare on modern Linux filesystems; by design Linux filesystems are resistant to fragmentation. If you keep filesystems from running near full capacity, you might never need to worry about fragmentation. If there is no space on a filesystem, you cannot write to it at all.

To check for filesystem fragmentation, unmount the filesystem and run fsck (page 525) on it; use the –f option on ext2, ext3, and ext4 filesystems. The output of fsck includes a percent fragmentation figure for the filesystem. You can defragment a filesystem by backing it up; using mkfs (page 467) to make a clean, empty image; and then restoring the filesystem. Which utility you use to perform the backup and restore—dump/restore, tar, cpio, or a third-party backup program—is not important.

Reports

Linux provides several programs that report on who is using how much disk space on which filesystems. Refer to the du, quota, and df man pages and the –size option in the find utility man page. In addition to these utilities, you can use the disk quota system (page 629) to manage disk space.

Four strategies to increase the amount of free space on a filesystem are to compress files, delete files, grow LVM-based filesystems, and condense directories. This section contains some ideas on ways to maintain a filesystem so it does not become overloaded.

Files that grow quickly

Some files, such as log files and temporary files, inevitably grow over time. Core dump files, for example, take up substantial space and are rarely needed. Also, users occasionally run programs that accidentally generate huge files. As the system administrator, you must review these files periodically so they do not get out of hand.

If a filesystem is running out of space quickly (that is, over a period of an hour rather than weeks or months), first figure out why it is running out of space. Use a ps –ef command to determine if a user has created a runaway process that is creating a huge file. When evaluating the output of ps, look for a process that has consumed a large amount of CPU time. If such a process is running and creating a large file, the file will continue to grow as you free up space. If you remove the huge file, the space it occupied will not be freed until the process terminates, so you need to kill the process. Try to contact the user running the process and ask him to kill it. If you cannot contact the user, use root privileges to kill the process yourself. Refer to kill on page 465 for more information.
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You can also truncate a large log file rather than remove it, although you can better deal with this recurring situation using logrotate (page 618). For example, if the /var/log/messages file has become very large because a system daemon is misconfigured, you can use /dev/null to truncate it:
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# cp /dev/null /var/log/messages

or
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# cat /dev/null > /var/log/messages

or, without spawning a new process,

# : > /var/log/messages

If you remove /var/log/messages, you have to restart the rsyslogd daemon. If you do not restart rsyslogd, the space on the filesystem will not be released.

When no single process is consuming the disk space but capacity has instead been used up gradually, locate unneeded files and delete them. You can archive these files by using cpio, dump, or tar before you delete them. You can safely remove most files named core that have not been accessed for several days. The following command line performs this function without removing necessary files named core (such as /dev/core):
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# find / -type f -name core | xargs file | grep 'B core file' | sed 's/:ELF.*//g' | xargs rm -f

The find command lists all ordinary files named core and sends its output to xargs (page 260), which runs file on each of the files in the list. The file utility displays a string that includes B core file for files created as the result of a core dump. These files need to be removed. The grep command filters out from file any lines that do not contain this string. Finally sed removes everything following the colon so that all that is left on the line is the pathname of the core file; xargs then removes the file.

To free up more disk space, look through the /tmp and /var/tmp directories for old temporary files and remove them. Keep track of disk usage in /var/mail, /var/spool, and /var/log.

Removing Unused Space from Directories

A directory that contains too many filenames is inefficient. The point at which a directory on an ext2, ext3, or ext4 filesystem becomes inefficient varies, depending partly on the length of the filenames it contains. Best practice is to keep directories relatively small. Having fewer than several hundred files (or directories) in a directory is generally a good idea, and having more than several thousand is generally a bad idea. Additionally, Linux uses a caching mechanism for frequently accessed files that speeds the process of locating an inode from a filename. This caching mechanism works only on filenames of up to 30 characters in length, so avoid giving frequently accessed files extremely long filenames.

When a directory becomes too large, you can usually break it into several smaller directories by moving its contents to those new directories. Make sure you remove the original directory after you have moved its contents.

Because Linux directories do not shrink automatically, removing a file from a directory does not shrink the directory, even though it frees up space on the disk. To remove unused space and make a directory smaller, you must copy or move all the files to a new directory and remove the original directory.

The following procedure removes unused directory space. First remove all unneeded files from the large directory. Then create a new, empty directory. Next move or copy all remaining files from the old large directory to the new empty directory. Remember to copy hidden files. Finally delete the old directory and rename the new directory.

Click here to view code image

# mkdir /home/max/new
# mv /home/max/large/* /home/max/large/.[A-z]* /home/max/new
# rmdir /home/max/large
# mv /home/max/new /home/max/large


Optional
[image: ] Disk Quota System
The disk quota system (quota package) limits the disk space and number of files owned by individual users. You can choose to limit each user’s disk space, the number of files each user can own, or both. Each resource that is limited has a lower limit and an upper limit. The user can exceed the lower limit, or quota, although a warning is given each time the user logs in when he is above the quota. After a certain number of warnings (one warning per day; the number of days is set by the system administrator), the system behaves as if the user had reached the upper limit. When the upper limit is reached or the user has received the specified number of warnings, the user will not be allowed to create any more files or use any more disk space. The user’s only recourse at that point is to remove files.
[image: ] quota and repquota
Users can review their usage and limits with the quota utility. A user running with root privileges can use repquota to display quota information on multiple users. You can turn on quotas only if the filesystem is mounted with the usrquota and/or grpquota options (ext3 and ext4 filesystems).
[image: ] edquota and quotaon
First you must decide which filesystems to limit and how to allocate space among users. Typically only filesystems that contain users’ home directories, such as /home, are limited. Use the edquota utility to set the quotas and then use quotaon to start the quota system. You will probably want to put a quotaon command in a startup file so the quota system will be enabled when you bring up the system (page 448). Unmounting a filesystem automatically disables the quota system for that filesystem.



Chapter Summary

The system-config-users utility adds new users and groups to the system and modifies existing users’ accounts. You can also use the equivalent command-line tools (useradd, usermod, userdel, chage, groupadd, and groupmod) to work with user accounts.

Backing up files on the system is a critical but often-overlooked part of system administration. Linux includes the tar, cpio, dump, and restore utilities to back up and restore files. You can also use more sophisticated packages such as amanda and various commercial products.

The system scheduling daemon, crond, periodically executes scheduled tasks. You can schedule tasks using crontab, anacrontab, and at.

System reports present information on the health of the system. Two useful tools that generate these reports are vmstat, which details virtual memory, I/O, and CPU usage, and top, which reports on how the system is performing from moment to moment and can help you figure out what might be slowing it down.

Another aspect of system administration is solving problems. Linux includes several tools that can help track down system problems. One of the most important of these tools is rsyslogd, the system log daemon. Using /etc/rsyslog.conf, you can control which error messages appear on the console or a user’s terminal, which are sent to a remote system, and which go to one of several log files.

Exercises

1. How would you list all the processes running vi?

2. How would you use kill to log Max off the system?

3. From the command line, how would you create a user named John Doe who has the username jd and who belongs to group 65535?

4. Which problem does logrotate solve? Which is the primary configuration file for logrotate?

5. Give a command that creates a gzip compressed tar backup of the /usr filesystem on /dev/sdg. Which command would you use to make the same backup using bzip2? Using cpio?

Advanced Exercises

6. If the system is less responsive than normal, what is a good first step in figuring out where the problem is?

7. A process stores its PID number in a file named process.pid. Write a command line that terminates this process.

8. Working with root privileges, you are planning to delete some files but want to make sure that the wildcard expression you use is correct. Suggest two ways you could make sure you delete the correct files.


16. Configuring and Monitoring a LAN


In This Chapter
Setting Up the Hardware
Routers
NIC: Network Interface Card
Configuring the Systems
NetworkManager: Configures Network Connections
Configuring a Static IP Address for a Wired NIC
Setting Up Servers
Introduction to Cacti



Objectives

After reading this chapter you should be able to:

[image: ] List and describe the uses of each hardware component of wired and wireless LANs

[image: ] Determine which network interface card is installed in the local Linux system

[image: ] List the software settings required to communicate on a network

[image: ] Use NetworkManager to configure the system to use static network settings

[image: ] List several types of network services and their uses

[image: ] Monitor devices on the network using Cacti

Networks allow computers to communicate and share resources. A LAN (local area network; page 284) connects computers at one site, such as an office, a home, or library, and can allow the connected computers to share an Internet connection, files, and a printer. Smart homes make extensive use of networks. Of course, one of the most important reasons to set up a LAN is to allow systems to communicate while users enjoy multiplayer games.

This chapter covers the two aspects of configuring a LAN: setting up the hardware and configuring the software. It is not necessarily organized in the order you will perform the tasks involved in setting up a particular LAN. Instead, read the chapter through, figure out how you will set up your LAN, and then read the parts of the chapter in the order appropriate to your setup. The final section discusses how to monitor devices on a network using Cacti.

More Information

Web

Router operating systems: www.smoothwall.org, www.pfsense.com, m0n0.ch/wall

NetworkManager: projects.gnome.org/NetworkManager

Wireless NIC drivers: wireless.kernel.org/en/users/Drivers

PCI vendors, devices, and ID numbers: pciids.sourceforge.net/pci.ids and www.pcidatabase.com/reports.php?type=tab-delimeted.

NdisWrapper: sourceforge.net/projects/ndiswrapper

Cacti: cacti.net, cacti.net/additional_scripts.php

Cacti manual: cacti.net/downloads/docs/html

Cacti forums: forums.cacti.net

Cacti plugins and extensions: cacti.net/additional_scripts.php

RRDtool: oss.oetiker.ch/rrdtool

SNMP: www.net-snmp.org

Hardware compatibility list: hardware.redhat.com

Time zone list: php.net/date.timezone

HOWTOs

Linux Wireless LAN HOWTO: www.hpl.hp.com/personal/Jean_Tourrilhes/Linux

Wireless HOWTO

Linux Hardware Compatibility HOWTO

Setting Up the Hardware

Each system, or node, on a LAN must have a NIC (network interface card), and each system must connect to a central switch (or hub if it is an older setup). If the LAN is connected to another network, such as the Internet, it must also have a router.

Connecting the Computers

Computers are connected to a network using cables (wired; page 285) or radio waves (wireless or Wi-Fi, page 287). The cables can connect to a variety of devices, some of which are described in this section. See “LAN: Local Area Network” on page 284 for an explanation of cables and definitions of hub, switch, and router.

In the simple star network shown in Figure 16-1, four computers are connected to a single hub or switch. Assume computers 1 and 2 are communicating at the same time as computers 3 and 4. With a hub (page 285), each conversation is limited to a maximum of half the network bandwidth. With a switch (page 285), each conversation can theoretically use the full network bandwidth.

[image: ]

Figure 16-1 A simple star network

WAP (wireless access point)

A WAP (wireless access point) connects a wireless network to a wired one. Typically a WAP acts as a transparent bridge, forwarding packets between the two networks as if they were one. If you connect multiple WAPs in different locations to the same wired network, wireless clients can roam transparently between the WAPs.

Wireless networks do not require a hub or switch, although a WAP can optionally fill the role of a switch. In a wireless network, the bandwidth is shared among all nodes within range of one another; the maximum speed is limited by the slowest node.

Routers

A router (page 287) connects a LAN to another network, such as the Internet. A router can perform additional functions, the most common of which is allowing several systems to share a single Internet connection and IP address (NAT; page 910). With NAT, the packets from all systems on the LAN appear to come from a single IP address; the router passes return packets to the correct system. A router can also provide firewall services.

You have several choices for routers:

• A simple hardware router is relatively cheap and does most of the things required by a small network.

• You can set up a Fedora/RHEL system as a router. The Linux kernel can use firewalld (page 898) or iptables (page 908) to implement a firewall to help protect a system.

• The DSL or cable modem supplied by an ISP is a router and can also function as a firewall.

• You can use a special-purpose distribution/operating system tailored for use as a router. For example, Smoothwall (www.smoothwall.org), pfSense (www.pfsense.com), Shorewall (shorewall.net), redWall (www.redwall-firewall.com), and m0n0wall (m0n0.ch/wall) provide browser-based configurations in the style of a hardware router.

NIC: Network Interface Card

The NIC for a system can be built into the motherboard or it can be a separate Ethernet card (wired or wireless).

Supported NICs

Linux supports most wired and many wireless Ethernet NICs. For a list of drivers for wireless NICs, visit wireless.kernel.org/en/users/Drivers.

Unsupported wireless NICs

If a wireless network card is not supported under Linux directly, you might be able to get it to work with NdisWrapper (sourceforge.net/projects/ndiswrapper), which uses Win32 drivers. NdisWrapper is a kernel module that provides a subset of the Windows network driver API. No Fedora/RHEL package contains this program.

Wireless bridge

An alternative to a wireless NIC is a wireless bridge. A wireless bridge forwards packets between wired and wireless interfaces, eliminating the need for wireless drivers. This simple device has an Ethernet port that plugs into a NIC and an 802.11 (wireless) controller. Although carrying a bridge around is usually not feasible for mobile users, a wireless bridge is an easy way to migrate a desktop computer to a wireless configuration.

Ad hoc and infrastructure modes

Wireless networks operate in either ad hoc or infrastructure mode. In ad hoc mode, individual nodes in the network communicate directly with one another. In infrastructure mode, nodes communicate via a WAP (previous page). Infrastructure mode is generally more reliable if the wireless LAN must communicate with a wired LAN.

If you do not want to use a WAP, it might be possible to set up a wireless bridge so it acts as a WAP. Consult the NIC/driver documentation for more information.

Tools

This section describes four tools you can use to examine system hardware.

[image: ] lspci: Lists PCI Information

PCI (Peripheral Component Interconnect) devices include network, sound, video, and TV tuner cards; modems; USB ports; and disk controllers. For information about PCI vendors, devices, and ID numbers visit pciids.sourceforge.net/pci.ids and www.pcidatabase.com/reports.php?type=tab-delimeted. The lspci utility (pciutils package) lists PCI device information:

Click here to view code image

$ lspci
00:00.0 Host bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX Host bridge (rev 01)
00:01.0 PCI bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX AGP bridge (rev 01)
00:07.0 ISA bridge: Intel Corporation 82371AB/EB/MB PIIX4 ISA (rev 08)
00:07.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev 01)
00:07.3 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 08)
00:07.7 System peripheral: VMware Virtual Machine Communication Interface (rev 10)
00:0f.0 VGA compatible controller: VMware SVGA II Adapter
00:10.0 SCSI controller: LSI Logic / Symbios Logic 53c1030 PCI-X Fusion-MPT Dual Ultra320 SCSI (rev 01)
00:11.0 PCI bridge: VMware PCI bridge (rev 02)
...
02:00.0 USB controller: VMware USB1.1 UHCI Controller
02:01.0 Ethernet controller: Intel Corporation 82545EM Gigabit Ethernet Controller (Copper) (rev 01)
02:02.0 Multimedia audio controller: Ensoniq ES1371 [AudioPCI-97] (rev 02)
02:03.0 USB controller: VMware USB2 EHCI Controller

With the –v option, lspci is more verbose. You can use the –vv or –vvv option to display even more information.

Click here to view code image

$ lspci -v | head -14
00:00.0 Host bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX Host bridge (rev 01)
    Subsystem: VMware Virtual Machine Chipset
    Flags: bus master, medium devsel, latency 0
    Kernel driver in use: agpgart-intel


00:01.0 PCI bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX AGP bridge (rev 01) (prog-if 00 [Normal decode])
    Flags: bus master, 66MHz, medium devsel, latency 0
    Bus: primary=00, secondary=01, subordinate=01, sec-latency=64


00:07.0 ISA bridge: Intel Corporation 82371AB/EB/MB PIIX4 ISA (rev 08)
    Subsystem: VMware Virtual Machine Chipset
    Flags: bus master, medium devsel, latency 0


00:07.1 IDE interface: Intel Corp 82371AB/EB/MB PIIX4 IDE (rev 01) (prog-if 8a [Master SecP PriP])

[image: ] lsblk: Lists Block Device Information

The lsblk utility (util-linux package) lists block devices in a tree format that shows which filesystems are mounted on each device.

Click here to view code image

$ lsblk
NAME            MAJ:MIN RM   SIZE RO TYPE MOUNTPOINT
sda               8:0    0   200G  0 disk
+-sda1            8:1    0   500M  0 part /boot
+-sda2            8:2    0 199.5G  0 part
  +-fedora-swap 253:0    0     2G  0 lvm  [SWAP]
  +-fedora-root 253:1    0    50G  0 lvm  /
  +-fedora-home 253:2    0 147.5G  0 lvm  /home
sr0              11:0    1  1024M  0 rom

[image: ] lshw: Lists Hardware Information

The lshw utility (lshw package) lists information about the hardware configuration of the local system. Run this utility with root privileges to display a more detailed report. The –short option displays a brief report.

Click here to view code image

# lshw -short
H/W path           Device      Class       Description
======================================================
                               system      VMware Virtual Platform ()
/0                             bus         440BX Desktop Reference Platform
/0/0                           memory      87KiB BIOS
/0/4                           processor   Intel(R) Core(TM)2 Quad CPU    Q9650  @ 3.00GHz
/0/4/54                        memory      16KiB L1 cache
/0/4/55                        memory      6MiB L2 cache
/0/5                           processor   CPU
...
/0/100                         bridge      440BX/ZX/DX - 82443BX/ZX/DX Host bridge
/0/100/1                       bridge      440BX/ZX/DX - 82443BX/ZX/DX AGP bridge
/0/100/7                       bridge      82371AB/EB/MB PIIX4 ISA
/0/100/7.1                     storage     82371AB/EB/MB PIIX4 IDE
/0/100/7.3                     bridge      82371AB/EB/MB PIIX4 ACPI
/0/100/7.7                     generic     Virtual Machine Communication Interface
/0/100/f                       display     SVGA II Adapter
/0/100/10          scsi2       storage     53c1030 PCI-X Fusion-MPT Dual Ultra320 SCSI
/0/100/10/0.0.0    /dev/sda    disk        214GB SCSI Disk
/0/100/10/0.0.0/1  /dev/sda1   volume      500MiB EXT4 volume
/0/100/10/0.0.0/2  /dev/sda2   volume      199GiB Linux LVM Physical Volume partition
/0/100/11                      bridge      PCI bridge
/0/100/11/0                    bus         USB1.1 UHCI Controller
/0/100/11/1        ens33       network     82545EM Gigabit Ethernet Controller (Copper)
/0/100/11/2                    multimedia  ES1371 [AudioPCI-97]
/0/100/11/3                    bus         USB2 EHCI Controller
...

[image: ] lsusb: Lists USB Devices

The lsusb utility (usbutils package) displays information about USBs and USB devices. Use the –v (––verbose) option to display additional information.

Click here to view code image

$ lsusb
Bus 002 Device 002: ID 0e0f:0003 VMware, Inc. Virtual Mouse
Bus 002 Device 003: ID 0e0f:0002 VMware, Inc. Virtual USB Hub
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
Bus 002 Device 004: ID 04f9:0033 Brother Industries, Ltd

[image: ] Configuring the Systems

After the hardware is in place, each system must be configured so it knows about the NIC that connects it to the network. Normally the system detects and configures new hardware automatically when you install Fedora/RHEL or the first time you boot it after you install a NIC. You can use NetworkManager (next page) to augment the information Fedora/RHEL collects or to set up things differently: For a server, you might want to assign a static IP address to the NIC and not use DHCP (page 641).

System information

In addition to information about the NIC, each system needs to be configured with:

• The system’s IP address (page 1256)

• The netmask (network mask or subnet mask) for the system’s address (page 483)

• The IP address of the router or gateway (page 633)

• The IP addresses of the nameservers (DNS addresses—specify two or three for more reliable network connections) unless you specify IP addresses in the /etc/hosts file (page 507)

• The system’s hostname (set when you install Linux or run hostnamectl [page 219])

If a DHCP server (page 491) distributes network configuration information to systems on the LAN, you do not need to specify the preceding information on each system. Instead, you just specify that the system is using DHCP to obtain this information (which Fedora/RHEL does by default). You must specify this information when you set up the DHCP server.

[image: ] Private address space

When you set up a LAN, the IP addresses of the systems on the LAN are generally not made public on the Internet. Special IP addresses, which are part of the private address space defined by IANA (page 1254), are reserved for private use and are appropriate to use on a LAN (Table 16-1). Unless you have been assigned IP addresses for the systems on the LAN, choose addresses from the private address space.

[image: ]

Table 16-1 Private IP ranges (defined in RFC 1918)

[image: ] NetworkManager: Configures Network Connections

By default, the NetworkManager daemon (projects.gnome.org/NetworkManager) configures and manages the network. When it detects a new wired or wireless connection, NetworkManager starts the appropriate interface. For a wireless connection, it prompts for and stores keys and passwords. It also detects new hardware—for example, when you plug a USB wireless adapter into the system.

NetworkManager applet

The NetworkManager applet appears toward the right end of the Top panel. It appears as an outline of a monitor when the system is using a wired connection and as a series of radiating curves when the system is using a wireless connection (Figure 16-2). Exactly what appears when you click the NetworkManager applet depends on the system hardware and the items you have previously set up.

[image: ]

Figure 16-2 The NetworkManager applet on the Top panel

The NetworkManager Applet Menu

Right- or left-click the NetworkManager applet to display the NetworkManager applet menu that allows you to turn on/off wired networking and, if available, wireless networking (Wi-Fi). With wireless networking turned on, this menu also displays a list of available wireless networks (Figure 16-3). Click the switch adjacent to Wired or Wi-Fi to enable or disable the respective service.

[image: ]

Figure 16-3 The NetworkManager applet menu

With wireless networking turned on, click the name of a wireless network (under the word Wi-Fi) to connect to that network. The NetworkManager applet shows activity while it connects to the new network. It then prompts for a password if one is required and displays the wireless applet (Figure 16-2). Normally NetworkManager uses DHCP (page 491) to set up the network automatically so you do not have to open the Network window.

The Network Window

Selecting Network Settings from the NetworkManager menu displays the Network window (Figure 16-4), which allows you to modify the configuration of wired and wireless NICs. Alternately, you can open this window from the Settings window (page 107) or by giving the command gnome-control-center network from an Enter a Command window (ALT-F2) or a terminal emulator.

[image: ]

Figure 16-4 The Network window showing a Wired NIC

The frame on the left side of the Network window holds a list of the available types of networks. The list matches the list in the NetworkManager menu and can include Wired and Wi-Fi. When you click the plus sign (+) at the bottom of the this list, the Network window gives you the choice of which type of NIC you want to add (VPN, bond, bridge, or VLAN). However, this step is not normally necessary because NetworkManager configures NICs automatically. See “Identity” on the next page for a method of naming multiple NICs of the same type. Click the minus sign (–) to remove a NIC (if NetworkManager permits you to do so).

See page 643 if you want to modify the connection of a wireless NIC. To modify the configuration of a wired NIC, highlight the description of the connection you want to modify (Wired) and click the gear at the lower-right of the window; NetworkManager displays a window named for the type of connection (i.e., Wired; Figure 16-5).
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Figure 16-5 The Wired window, Details screen

The Wired/Wi-Fi Window

The Wired window (Figure 16-5) holds a list of screens in the frame on the left. Click an item in the list to display the corresponding screen. The Wi-Fi window (Figure 16-8, page 643) holds the same list. You can change most of the items in these screens. The list includes

• Details—Lists connection information including IP, MAC, and DNS addresses. You cannot make changes in this screen.

• Security—For a wired connection, displays and allows you to turn on/off and modify 802.1x PNAC (port-based Network Access Control). For a Wi-Fi connection, displays the type of security (e.g., WEP, WPA) and password.

• Identity—Displays the name, MAC address, and other information that identifies the connection. If multiple NICs of the same type exist, this screen allows you to assign a different name to each one.

• IPv4—Displays IPv4 connection information including DHCP, network addresses, DNS addresses, and routes.

• IPv6—Displays IPv6 connection information including network addresses, DNS addresses, and routes.

• Reset—Allows you to reset or forget the connection.

The next sections describe how to use this window to set up a NIC with a static IP address and how to set up a W-Fi NIC. When you are finished making changes in these screens, click Apply.

Configuring a Static IP Address for a Wired NIC

By default, DHCP (page 491) assigns a dynamic IP address to a NIC, so the IP address might not stay the same over time. To make the server easy for clients to find on the Internet, it must have the same IP address all the time (a static IP address). See page 298 for information on static IP addresses and page 494 if you want to set up a static IP address using DHCP.

This section describes how to configure a static IPv4 address that does not use DHCP. You can perform the same task by editing the appropriate configuration file in /etc/sysconfig/network-scripts (e.g., ifcfg-ens33); see the sample file on the next page.

First, select Wired in the Network window. If there is more than one connection, highlight the one you want to configure. When you click the gear at the lower-right, NetworkManager displays the Details screen of the Wired window (Figure 16-5).

IPv4

If you are setting up an IPv4 address, select IPv4 (Figure 16-6); for an IPv6 address, select IPv6. Make sure the switch at the upper-right (across from IPv4) is set to ON. Select Manual from the drop-down list just below the switch. Enter the IP address of the NIC, the netmask, and the IP address of the gateway (router) for the connection you are setting up.
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Figure 16-6 The Wired window, IPv4 screen

Set the switch across from DNS to OFF if you want to configure DNS manually. Enter the IP address of the DNS server in the text box labeled Server. Click the plus sign (+) just below the text box to add additional DNS servers. Click the trash can at the right of a text box to remove an entry. These actions set the values of IPADDR0, PREFIX0, GATEWAY0, and DNS1 in /etc/sysconfig/network-scripts/ifcfg* (below). With no entries in the Routes section, NetworkManager sets up default routes (DEFROUTE=yes). A tick in the check box labeled Use this connection only for resources on its network limits connections to the local network.

Identity

The Identity screen has two important check boxes. A tick in the check box labeled Connect automatically causes the system to bring up the connection when it boots and sets ONBOOT=yes in ifcfg*. Without a tick you must bring up the connection manually.

A tick in the check box labeled Make available to other users causes the connection to be available to all users and to be up even when the user who set up the connection is not logged in. Without a tick, the connection is up only when the user who set up the connection is logged in. Typically you want a tick in this check box.

Activating changes

When you are finished, click Apply to update the configuration files.Turn the interface off and then on again to make the changes active.

Next is the ifcfg* file that results from running NetworkManager and following the preceding instructions. For more information about this type of file, see /usr/share/doc/initscripts-*/sysconfig.txt.

Click here to view code image

$ cat /etc/sysconfig/network-scripts/ifcfg-Wired_connection_1
HWADDR=00:0C:29:13:F4:35
TYPE=Ethernet
BOOTPROTO=none
IPADDR0=192.168.206.180
PREFIX0=24
GATEWAY0=192.168.206.2
DNS1=192.168.206.2
DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=no
NAME="Wired connection 1"
UUID=d4511286-79bb-4e53-9cfc-6cfbf54ff475
ONBOOT=yes

nmcli

You can use the nmcli utility to control NetworkManager from the command line. See the nmcli man page for more information.

system-config-network

The system-config-network utility (system-config-network package) presents a simple, pseudographical window you can use to configure a device or DNS from the command line.

Wireless Settings

It is usually easier to configure a wireless connection using the NetworkManager applet menu (Figure 16-3, page 638) than using the Settings window. To use the Settings window, click Wi-Fi on the left side of the Network window (Figure 16-7); NetworkManager displays a list of wireless networks on the right. Click the gear in the line with name of the network you want to set up; if there is no gear, click the name of the network.
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Figure 16-7 The Network window showing a Wi-Fi NIC

If you click the name of the network, NetworkManager might ask for a password. You do not need to enter a password at this time to set up the connection: Even if you click Cancel in the authentication window, NetworkManager will add a gear to the name of the network. Click the gear.

Setting up a wireless connection is similar to setting up a wired connection (page 641) except for the Security screen (Figure 16-8). In this screen select the type of security you want to use from the drop-down list labeled Security and enter the connection password in the text box labeled Password. Click Apply. See “Activating changes” on page 642.
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Figure 16-8 The Wi-Fi Secuity screen

Setting Up Servers

Setting up local clients and servers can make a LAN both easier to use and more useful. The following list briefly describes some clients and servers, and it references the pages that describe each in detail.

Firewall

Although not a server, a firewall is an important part of a LAN. See Chapter 25 for more information.

LDAP

LDAP is a database server that can hold names and addresses, authentication information, and other types of data. It can provide a uniform login regardless of which system you log in on. See page 786 for more information.

NIS

The NIS authentication server is covered on page 779 and the client on page 773. NIS is often combined with home directories that are mounted using NFS. Although still popular, NIS is at the end of its life: If you are setting up a new system, choose LDAP over NIS.

NFS

NFS allows you to share directory hierarchies. Sharing directories using NFS requires that the server export the directory hierarchy (page 814) and that clients mount the directory hierarchy (page 806).

Using NFS, you can store all home directories on one system and mount them from other systems as needed. This configuration works well with LDAP login authentication. With this setup, it can be convenient to create a world-writable directory—for example, /home/shared—that users can use to exchange files. If you set the sticky bit (page 1275) on this directory (chmod 1777 /home/shared), users can delete only files they created. If you do not set the sticky bit, any user can delete any file.

OpenSSH

OpenSSH tools include ssh (logs in on a remote system; page 693) and scp (copies files to and from a remote system; page 695). You can also set up automatic logins using OpenSSH: If you set up a shared home directory using NFS, each user’s ~/.ssh directory (page 688) is the same on each system; a user who sets up a personal authentication key (page 700) will be able to use OpenSSH tools between systems without entering a password. See page 700 for information on how to set up an OpenSSH server. You can use the ssh and scp clients as installed—you do not have to set them up.

DNS cache

Setting up a local DNS cache can reduce the traffic between the LAN and the Internet and can improve response times. For more information refer to “JumpStart I: Setting Up a DNS Cache” on page 866.

DHCP

DHCP enables a client system to retrieve network configuration information from a server each time it connects to a network. See page 491 for more information.

Samba

Samba allows Linux systems to participate in a Windows network, sharing directories and printers, and accessing those directories and printers shared by Windows systems. Samba includes a special share for accessing users’ home directories. For more information on the [homes] share see page 840.

You can also use Samba to set up a shared directory similar to the one described under “NFS.” To share a Linux directory with Windows computers, the value of Workgroup in /etc/samba/smb.conf must be the same as that of the Windows workgroup (frequently MSHOME or WORKGROUP by default). Place the following code in smb.conf (page 841):

Click here to view code image

[public]
   comment = Public file space
   path = /home/shared
   read only = no
   public = yes
   browseable = yes

By default, SELinux will not allow you to share your home directory. Use system-config-selinux (page 475) to activate the samba_enable_home_dirs Boolean if you want to allow sharing. Any Windows or Mac user can access this share, which can be used to exchange files between users and among Linux, Mac, and Windows systems.

Introduction to Cacti

Cacti (cacti.net) is a network monitoring tool that graphs system and network information over time (time-series data) and provides a comprehensive Web interface for browsing and examining the ongoing performance of the devices on a network.

For example, Cacti can monitor the network traffic passing through the network ports on local servers and the switch and router ports on the local network. Cacti graphs provide information on traffic levels on the various parts of the network. When the network is slow, for example, you can refer to the historical graphs and see if anything out of the ordinary has occurred. In addition to network traffic levels, Cacti can collect data on CPU usage, disk space usage, page views on a Web server, and almost any other data points available on the local network.

Cacti collects baseline (typical) data over time. You can use that information to gain insight into the ongoing behavior of a system and network, and to help resolve problems. The information can even predict what might happen in the future (e.g., when a disk is likely to become full).

Cacti periodically polls devices on a network for the data it needs, and stores the data in RRD files for use with RRDtool (round-robin database tool; oss.oetiker.ch/rrdtool). The Cacti Web interface allows you to browse a list of devices and graphs and see visual representations of device activity over time.

Cacti builds on the lessons learned from tools such as MRTG (oss.oetiker.ch/mrtg; page 975) and Cricket (sourceforge.net/projects/cricket). Each of these tools has the following characteristics:

• Periodically polls tracked devices for data. The tool most commonly used to collect this data is SNMP (Simple Network Management Protocol; www.net-snmp.org).

• Stores the data in an RRD file.

• Has a Web interface that allows you to examine graphs generated from the stored data. These graphs typically display daily, weekly, monthly, and yearly information.

Cacti’s configuration is performed through its Web interface, whereas MRTG and Cricket are configured by editing text files.

RRD files and RRDtool are the key to much of Cacti’s functionality. The Cacti Web site describes Cacti as “the complete RRDtool-based graphing solution.” RRD files store time-series data efficiently and, through the use of aggregation functions, make it easy to keep a lot of detail for recent time periods but progressively less detail as the data in the files ages. RRDtool easily generates both simple and complex graphs from RRD files.

Extending Cacti

Many extensions and plugins are available for Cacti. Once you are familiar with the basic use and operation of Cacti, visit cacti.net/additional_scripts.php for a partial list of these additions. Also visit the documentation and the user forums at the same site to obtain more information about Cacti and to learn how you can add functionality and support for different devices and data sources.

Configuring SNMP

To monitor data sources on a system, you must install and run the SNMP daemon on that system as explained under “Setting Up a Data Source” on page 652. Displaying the automatically generated default graphs based on the local system is a good way to check that Cacti is working. To do so you must install and run the SNMP daemon on the local system. However, see the tip on page 647.

Setting Up LAMP

Cacti is a LAMP (Linux, Apache, MariaDB/MySQL, PHP) application; you must install and configure these applications before you can configure Cacti. This section explains how to set up the software on the system running Cacti.

Notes

See page 1114 for an explanation of why MySQL is now MariaDB.

When you set up LAMP, you use the MariaDB/MySQL databases named mysql and cacti. Fedora/RHEL sets up the mysql database when you install the MySQL/ MariaDB server. You set up and populate the cacti database as explained under “Configuring MariaDB” on the next page.

The following database users must be set up. Each of these accounts should have a password:

• A user named root for the database named mysql. This user must be named root. The MariaDB installation script sets up this user.

• A user named cactiuser for the database named mysql. You can change this username, but as installed, Cacti is set up to use cactiuser.

• A Cacti administrative user for the database named cacti. As set up when you install Cacti, this user has the name admin and the password admin. You can set up additional Cacti user accounts.

As of this writing, Fedora/RHEL has Cacti 0.8.8a-8 in its repositories. Do not be misled by the pre-1.0 version number: Cacti is stable and in use on many systems.

Prerequisites

Install the following packages:

• cacti

• mariadb (page 1118)

• mariadb-server (page 1118)

• php (installed with cacti)

• httpd (Apache; page 931; installed with cacti)

• rrdtool (installed with cacti)

• net-snmp (optional; needed only to monitor the local system)

• net-snmp-utils (optional)

Firewall

If you want to work with Cacti from a browser on a system other than the one running Cacti, and the system running Cacti is running a firewall or is behind a firewall, you need to open TCP port 80 on the system running Cacti. Give the following commands to open the port each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.

Click here to view code image

# firewall-cmd --add-port=80/tcp
# firewall-cmd --permanent --add-port=80/tcp

SELinux

When SELinux is set to use a targeted policy, httpd on the system running Cacti is protected by SELinux. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.

Configuring MariaDB

Install MariaDB and run systemctl to enable and start the mysqld daemon as explained under “Installing a MariaDB Server and Client” on page 1118. Be sure to assign a password to the MariaDB user named root by using either or mysqladmin or mysql_secure_installation. For more help, see “Setting Up MariaDB” on page 1119.


Tip: Cacti does not create the default graphs automatically
A good way to make sure Cacti is working is by the presence of the automatically generated default graphs that are based on the device named localhost (the loopback network device). As of version 0.8.8a-8, a change in one of the Cacti installation files causes Cacti not to populate these graphs nor any graphs based on localhost. For a description of the change see the Web page at svn.cacti.net/viewvc/cacti/branches/0.8.8/install/index.php?r1=6952&r2=6953.
Make the following change before the first time you start Cacti if you want Cacti to populate the automatically generated default graphs and any graphs you create based on localhost. This change is not necessary if you are interested only in graphs based on devices you set up, including devices on the local system. For more information on setting up a device that Cacti will monitor, see “Adding a Device” on page 653.
The change involves adding a line to the file named /usr/share/cacti/install/index.php. As of Cacti version 0.8.8a-8, line 358 of this file is as follows (do not change this line):
Click here to view code image
db_execute("delete from version");
Add the following line just above the preceding one (both lines are indented using one TAB character):
repopulate_poller_cache();
Save the file and exit from the editor; continue with the installation and setup.



Create the cacti database

Next, issue the following commands to create a database named cacti, create a mysql database user named cactiuser, grant that user the necessary privileges, and assign a password to that user. Replace cactipassword in the following example with your choice of a password. Although the FLUSH PRIVILEGES statement is not required, it is good practice to include it.

Click here to view code image

# mysql -p
Enter password:
Welcome to the MariaDB monitor.  Commands end with ; or \g.
Your MariaDB connection id is 11
...
MariaDB [(none)]> CREATE DATABASE cacti;
Query OK, 1 row affected (0.00 sec)


MariaDB [(none)]> GRANT ALL ON cacti.*
    -> TO cactiuser@localhost
    -> IDENTIFIED BY 'cactipassword';
Query OK, 0 rows affected (0.00 sec)


MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)


MariaDB [(none)]> EXIT
Bye

Set up and populate the cacti database

Give the following command to set up and populate the database named cacti. When MariaDB prompts for a password, provide the password for the MariaDB user named root (not the MariaDB user named cactiuser).

Click here to view code image

# mysql -p cacti < /usr/share/doc/cacti*/cacti.sql
Enter password:

Edit db.php

Most of the information in the /etc/cacti/db.php file is correct as installed. Edit this file to change the value assigned to $database_password from cactiuser to the same value you used for cactipassword when you created the cacti database (the password for the MariaDB user named cactiuser). Do not change the value assigned to $database_username.

Click here to view code image

$database_type = "mysql";
$database_default = "cacti";
$database_hostname = "localhost";
$database_username = "cactiuser";
$database_password = "cactiuser";
$database_port = "3306";
$database_ssl = false;

Configuring Apache

Apache is installed when you install Cacti. Modify the httpd.conf file as explained on page 936; if you do not make this modification, Apache will display errors when it starts but will work anyway. Use systemctl to enable and start the httpd daemon (page 935). Cacti supplies the content.

Set the time zone

The /etc/php.ini file initializes many things including the time zone for Cacti. As installed, this file includes a commented-out example of how to set the time zone causing Cacti to use UTC by default. With this setup, Cacti might not appear to work at first because the times on the graphs will be wrong. Visit php.net/date.timezone, look up the name of the local time zone, and edit the time zone line in php.ini to include that name. If you are on the West Coast of the United States the time zone is America/Los_Angeles and the line will look like this:

Click here to view code image

date.timezone = America/Los_Angeles

Make sure to remove the semicolon from the beginning of the line. Reload the httpd daemon (page 935).


Tip: Cacti initializes the time zone to UTC
With the time zone set to UTC, the times on the Cacti graphs will be wrong in most parts of the world. This error can lead an administrator to thinking Cacti is not working because no data is displayed for the current time. To avoid this problem set the time zone as explained in the preceding section.



Apache accessibility

The /etc/httpd/conf.d/cacti.conf file controls the location and accessibility of Cacti on the Apache server. By default, Cacti is available as 127.0.0.1/cacti (based on the Alias statement), and only a user on 127.0.0.1 (and not localhost) can access Cacti.

No change is required to follow the example in this section. Modify the <Directory> container near the top of cacti.conf to allow access from other systems. The following change allows access from 127.0.0.1 and the remote system at 192.168.206.181 (assuming the host system is running httpd version 2.4):

Click here to view code image

<Directory /usr/share/cacti/>
        <IfModule mod_authz_core.c>
                # httpd 2.4
                Require host localhost
                Require ip 192.168.206.181
        </IfModule>
...
</Directory>

Reload the httpd daemon (page 935). See “Alias” (page 953), “<Directory>” (page 945), and “Require” (page 961) for more information.

Enabling the Cacti Poller

Enable the Cacti poller by removing the hash mark from the left end of the line in the /etc/cron.d/cacti crontab file. The */5 entry in this file causes crond to execute the script every five minutes. For more information refer to “Crontab Files” on page 607.

Click here to view code image

$ cat /etc/cron.d/cacti
*/5 * * * * cacti /usr/bin/php /usr/share/cacti/poller.php > /dev/null 2>&1

Configuring Cacti

After starting or restarting Apache, point a Web browser on the system running Cacti at 127.0.0.1/cacti; Apache redirects the browser to the Cacti installation page at 127.0.0.1/cacti/install and displays the first Cacti Installation Guide screen. Click Next.

Confirm the information on the second Cacti Installation Guide screen (Figure 16-9) and click Next.

[image: ]

Figure 16-9 The second Cacti Installation Guide screen

The next screen displays several pathnames and information about which versions of Net-SNMP and RRDtool are installed. Review this information and click Finish.

Next Cacti displays the User Login screen. Log in with the username admin and the password admin. Cacti then forces you to change the password for the cacti database user named admin. After you change the password, Cacti displays the main Console screen (Figure 16-10). The name of the screen appears just below the Console tab at the upper-left of the screen.
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Figure 16-10 The Cacti main Console screen

Basic Cacti Administration

By default, Cacti collects data from localhost (the system it is installed on). After a few poller cycles have passed (approximately 15 minutes after you added the crond job for Cacti and started the snmpd daemon), Cacti will display this information. You must install snmpd on the local system and follow the instructions in the tip on page 647 if you want to monitor the local system.


Tip: You must install snmpd on the local system to monitor the local system
You must install, configure, enable, and start snmpd on the local system, just as you would on a remote system, if you want to monitor the local system. For more information refer to “Setting Up a Data Source” on the next page. Also see the tip on page 647.



From the main Console screen, click View your new graphs or click the Graphs tab at the top of the screen. At the left of the screen, click the triangle to the left of the words Default tree; Cacti displays Host: Localhost below these words. Click Host: Localhost; Cacti displays the default graphs in tree mode for localhost (Figure 16-11).
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Figure 16-11 Default graphs for localhost

Cacti creates graphs for the following data sources: memory usage, load average, logged-in users, and number of processes. When you click one of the graphs, Cacti displays a page with four graphs for the data source you clicked: daily, weekly, monthly, and yearly. These graphs will mostly be blank until Cacti collects sufficient data to fill them.

To store the data it collects and to display graphs, Cacti uses RRDtool. Cacti graphs show more detail over short time spans and less detail (averaged, or otherwise aggregated) over longer time spans.

To zoom in on a graph, click the magnifying glass icon on the right side of a graph; Cacti displays a single graph, and the mouse pointer changes to a cross hairs. Drag the cross hairs horizontally over the part of the graph that represents the time period you are interested in. In response, Cacti regenerates the graph for that time period.

You can control the graphs using the tabs along the upper-right of the screen. The Settings tab allows you to set your preferences for displaying graphs; the Tree View tab displays a hierarchy of graphs, allowing you to select the devices or graphs you are interested in; the List View tab displays a list of all available graphs; and the Preview tab displays small previews of all available graphs. In addition, each of these tabs provides a filter at the top of the screen that allows you to display a subset of graphs.

The Cacti Console Tab

Clicking the Console tab displays the main Console screen (Figure 16-10, page 650) from which you can manage Cacti. The main Console screen has a menu on the left side and shows the pathname of the screen it is displaying just below the Console tab. At the upper-right of the screen is the name of the user (admin) and a button labeled Logout.

Setting Up a Data Source

You can set up any device that runs SNMP as a data source that Cacti can monitor and report on. This section explains how to set up the local system or a remote system on the local network as a data source and how to set up Cacti to monitor that source.

Prerequisites

Install the following packages on the system that Cacti will monitor. You must install and configure these packages on the local system if you want to monitor the local system; they are not installed with the cacti package.

• net-snmp

• net-snmp-utils (optional)

Firewall

The snmpd daemon, which runs on systems monitored by Cacti, uses UDP port 161. If the monitored system is running a firewall or is behind a firewall, you need to open this port. Give the following commands to open the port each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.

Click here to view code image

# firewall-cmd --add-port=161/udp
# firewall-cmd --permanent --add-port=161/udp

SELinux

When SELinux is set to use a targeted policy, snmpd on the systems being monitored is protected by SELinux. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.

snmpd.conf

The /etc/snmp/snmpd.conf file controls the snmpd daemon. Save the installed snmpd.conf file so you can refer to it later. Set up the following snmpd.conf file, which sets the SNMP community to public and allows queries from localhost and 192.168.206.180 (the system running Cacti; replace this address with that of the local Cacti server):

Click here to view code image

$ cat /etc/snmp/snmpd.conf
rocommunity public localhost
rocommunity public 192.168.206.180

/etc/default/snmpd

Under Ubuntu and other Debian-based systems, the /etc/default/snmpd file controls various aspects of the snmpd daemon. (Fedora/RHEL systems do not use this file.) For example, this file specifies which address(es) snmpd listens for queries on. You must edit the following line, which specifies the options snmpd is run with, if you want snmpd to listen for queries from a remote system:
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$ cat /etc/default/snmpd
...
SNMPDOPTS='-Lsd -Lf /dev/null -u snmp -g snmp -I -smux -p /var/run/snmpd.pid 127.0.0.1'
...

Change the 127.0.0.1 to the IP address of the local system, as this is the address the system running Cacti will query the local system on. If you do not make this change, the local system will not respond to snmpd queries from a remote system.

Enable and start snmpd

Run systemctl to cause the snmpd service (snmpd daemon) to start each time the system enters multiuser mode and then start the snmpd service. Use the systemctl status command to make sure the service is running.

Click here to view code image

# systemctl enable snmpd.service
# systemctl start snmpd.service

Adding a Device

In the Web browser connected to Cacti, click the Console tab and select Configuration[image: ]Settings and then click the General tab and select Version 1 from the drop-down list labeled SNMP Version (not SNMP Utility Version). By default, SNMP runs with community set to public; do not change this setting unless you have reason to do so. Click Save.

Next select Management[image: ]Devices and click the word Add (it is small) at the upper-right of the screen. Alternately, you can select Create[image: ]New Graphs and then click Create New Host. Cacti displays a screen that allows you to specify a new device (Figure 16-12).
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Figure 16-12 Adding a new device

If you have set the SNMP Version as just explained (i.e., Version 1), the SNMP settings will appear as shown in Figure 16-12 (previous page). Fill in the text box labeled Description with an appropriate description of the system to be monitored. Enter the IP address or fully qualified domain name in the text box labeled Hostname. Select an appropriate item from the drop-down list labeled Host Template. The example uses Generic SNMP-enabled Host. Alternately, you can use Local Linux Machine. Make sure Downed Device Detection is set to SNMP Uptime and SNMP Version is set to Version 1. Click Create.

Cacti uses SNMP to collect information from the device. If all goes well, it will report Save Successful and display the information about the new system near the top of the screen (Figure 16-13).
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Figure 16-13 Information about the new device

Creating a graph

Click Create Graphs for this Host. Cacti displays the Create New Graph page, which holds a drop-down list labeled Create. Select a type of graph to create from the drop-down list (e.g., Unix—Load Average) and click Create. Cacti displays a message at the top of the screen that tells you which graphs it created (Figure 16-14). In some cases Cacti prompts for a Legend Color; accept the default and click Create. Repeat for each graph you want to create.
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Figure 16-14 A list of queries and data sources for the new device

Adding a node to the graph tree

Select Management[image: ]Graph Trees and click Add to add a node to the graph tree. Enter a name for the new node (e.g., Servers) and click Create.

Now click Add (on the right) to add a Tree Item, select Host from the drop-down list labeled Tree Item Type, select the host you just added (Cacti might add Host for you), and click Create.

Wait

Take a break for 10 or 15 minutes to allow Cacti to poll the new device a few times.

Displaying the graph

Click the Graphs tab. The name for the new node appears in the device tree on the left side of the screen. When you click the triangle that appears to the left of the node name, Cacti expands the tree and displays the node you just added. Click the node name to display the graphs for that device (Figure 16-15).
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Figure 16-15 Cacti graphs for new devices

You can now browse through the graphs that are being generated, choose time periods you are interested in, and learn more about the behavior of the devices and networks.

Chapter Summary

A LAN (local area network) connects computers at one site and can allow the connected computers to share an Internet connection, files, and a printer. Each system, or node, on a LAN must have a NIC (network interface card). NICs can be connected to the network via cables (wired) or radio waves (wireless or Wi-Fi).

An Ethernet-based LAN has a connection between each computer and a central hub or switch. A WAP (wireless access point) connects a wireless network to a wired one. If the LAN you are setting up is connected to another network, such as the Internet, the LAN requires a router. Some routers can perform several additional functions, the most common of which is NAT—allowing several systems to share a single Internet connection and IP address.

Each system on a LAN must have a wired or wireless NIC that can be built into the motherboard or can be a separate Ethernet card.

Several tools are useful when you are setting up a LAN. In particular, the Network-Manager applet menu and the Network window enable you to configure NICs.

You can configure the systems on the LAN to use LDAP as a login server so you do not have to set up accounts on each system. You can use NFS, which allows you to mount remote directory hierarchies, to set up a universal home directory. Samba is an important part of many LANs: It allows Linux systems to participate in a Windows network, sharing directories and printers and accessing those directories and printers shared by Windows systems.

Cacti is a network monitoring tool that graphs system and network information over time and provides a comprehensive Web interface for browsing and examining the ongoing performance of the devices on a network.

Exercises

1. What advantage does a switch have over a hub?

2. Which server would you set up to allow users to log in with the same username and password on all computers on a LAN?

3. Name two servers that allow you to share directories between systems.

4. What is a WAP, and what does it do?

5. What is the function of a router? What else do some routers do?

6. What does a wireless bridge do?

7. Which window can you use to configure a wireless NIC (rather than having it be configured automatically)?

8. What is the private address space? When would you use a private address?

Advanced Exercises

9. If you set a system’s network mask to 255.255.255.0, how many computers can you put on the network without using a router?

10. Which file stores information about which DNS servers the system uses?

11. What is LAMP? What is a LAMP application?

12. What is Cacti? How does it communicate the information it provides?


17. Setting Up Virtual Machines Locally and in the Cloud
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Objectives

After reading this chapter you should be able to:

[image: ] List three advantages of using a VM (virtual machine) over a physical machine

[image: ] Talk about the different VM solutions

[image: ] Use gnome-boxes to instantiate a VM

[image: ] Install KVM and instantiate a VM

[image: ] Install VMware Player and instantiate a VM

[image: ] Set up and log in on a system in the cloud using AWS

The cloud is a colloquial term that refers to a public or private system that provides access to hardware and/or software computing resources via a network. A virtual machine is a software/hardware emulation of a physical computer. By its nature, the cloud relies on virtual machines. This chapter covers both of these topics.

VMs (Virtual Machines)

A VM (virtual machine; also guest or domain) appears to the user and to the software running on it as a complete physical machine. It is, however, one of potentially many such VMs running on a single physical machine (the host or node). Just as a multitasking operating system allows you to run many programs on a single physical system, a hypervisor allows you to run many operating systems (VMs) on a single physical system.

The software that provides the virtualization is called a hypervisor. Each VM can run a different operating system from the other VMs. For example, on a single host you could have VMs running Windows 8, Ubuntu 13.10, Ubuntu 14.04, and Fedora 19. Some hypervisors can emulate architectures other than the local architecture. On these systems you can run operating systems under different architectures (e.g., i386, ia64, ppc64).

VMs provide many advantages over single, physical machines:

• Isolation—Each VM is isolated from the other VMs running on the same host: If one VM crashes or is compromised, the others are not affected.

• Security—When a single system running several servers is compromised, all servers are compromised. If each server is running on its own VM, only the compromised server is affected; other servers remain secure.

• Power consumption—Using VMs, a single powerful machine can replace many less powerful machines, thereby cutting power consumption.

• Development and support—Multiple VMs, each running a different version of an operating system and/or different operating system, can facilitate development and support of software designed to run in many environments. With this organization you can easily test a product in different environments before releasing it. Similarly, when a user submits a bug, you can reproduce the bug in the same environment it occurred in.

• Servers—In some cases, different servers require different versions of system libraries. In this instance, you can run each server on its own VM, all on a single physical machine.

• Testing—Using VMs, you can experiment with cutting-edge releases of operating systems and applications without concern for the base (stable) system, all on a single physical machine.

• Networks—You can set up and test networks of systems on a single physical machine.

• Sandboxes—A VM presents a sandbox—an area (system) you can work in without regard for the results of your work or for the need to clean up.

• Snapshots—You can take a snapshot of a VM and return the VM to the state it was in when you took the snapshot simply by reloading the VM from the snapshot.

• Forensics—An investigator can load data, take a snapshot, and repeatedly manipulate and examine the data, always able to return to the original data.

• Migration and duplication—You can migrate and copy VMs to other hosts quickly and easily.

• Dynamic resource allocation—You can easily change the resources a VM has access to, allowing you to dynamically alter resource allocation of several VMs on a single host.

When setting up a host to run VMs, keep in mind that each VM requires the same resources as a physical machine. Multiple VMs running on a single host require, at a minimum, the sum of the resources required by each of the VMs.

• Network I/O—Make sure the network I/O from all the VMs you are setting up on a host will not overload the network connection of the host.

• Disk I/O—Make sure the disk I/O from all the VMs you are setting up on a host will not overload the I/O capabilities of the local disks, SAN (page 1271), or NAS (page 1262).

• RAM—Allocate enough RAM so your VMs do not have to swap (page 1276), the same as you would for a physical system.

There are some situations in which virtualization does not give you an advantage. VMs do not give a physical machine more resources but they do allow you to make better use of existing resources. Following are cases in which virtualization might not be a good idea.

• Some software does not run well or at all under a VM.

• Some software is not supported when it is run under a VM.

• A server that uses most of a machine’s resources and is suffering from performance issues is not a good candidate for virtualization. The virtualized server will still use most of the system’s resources. It will only make things worse if you run additional VMs on the same host.

• Heavily used databases and Web servers can cause and suffer from resource contention and might not be good candidates for virtualization.

• VMs do not keep time accurately; they tend to suffer more from drift than physical systems. Systems that require accurate timekeeping, such as VoIP systems, might not be good candidates for virtualization.

• Graphics-intensive applications, especially those that make use of 3D graphics, might not work well when virtualized.

Implementations

libvirt

Many VM platforms, including QEMU, KVM, Xen, and VMware, can take advantage of on the libvirt1 library and management tool that provides a consistent interface to create, monitor, and control VMs. While libvirt is not usually required, it can make the job of an administrator easier.

Xen

Xen (www.cl.cam.ac.uk/research/srg/netos/xen, xenproject.org, and wiki.xen.org/ wiki/Fedora_Host_Installation), which was created at the University of Cambridge and is now being developed in the open-source community, is an open-source hypervisor. Xen introduces minimal performance overhead compared with running each of the operating systems natively.

VMware

VMware, Inc. (www.vmware.com) offers VMware Player, a free, downloadable, proprietary product you can install and run as an application under Fedora/RHEL. See page 671. VMware also offers ESXi, a hypervisor that runs directly on a machine (bare metal) without the need for an underlying operating system.

KVM

KVM (the Kernel-based Virtual Machine; www.linux-kvm.org) is an open-source hypervisor that runs as part of the Linux kernel. See page 663.

QEMU

QEMU (Quick EMUlator; wiki.QEMU.org), written by Fabrice Bellard, is an open-source hypervisor that runs as a user application with no CPU requirements. It can run code written for a different CPU than that of the host machine. See page 663.

GNOME Boxes

The gnome-boxes utility (live.gnome.org/Boxes) is a simple although powerful GUI front end to libvirt that is designed to be run by end users. See the next section.

VirtualBox

VirtualBox (www.virtualbox.org) is a VM developed by innotek GmbH, which was purchased by Sun Microsystems (now Oracle). It has been open source since version 4.

virt-manager

The virt-manager utility is a GUI front end to libvirt that manages VMs. It typically manages QEMU/KVM VMs, although it can manage many different types of VMs. See page 665.

gnome-boxes

The gnome-boxes utility, also called GNOME Boxes (live.gnome.org/Boxes), can connect to a VM or a remote system. It has a deceptively simple interface and can automatically detect VMs and perform an unattended installation of a VM running any one of several different operating systems. It is not as powerful as virt-manager (page 665), which is designed for use by a system administrator, but it is very easy to use and convenient if you want to test a system quickly or if you do not want to get involved in the details of setting up a VM. Both gnome-boxes and virt-manager use the libvirt library and QEMU. You might need to enable hardware virtualization in the BIOS before gnome-boxes will work; see “CPU” on the next page for more information.

1. Visit libvirt.org and access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Virtualization_Getting_Started_Guide/sec_libvirt-libvirt-tools.html.

ISO image file

Download an ISO image file of the operating system you want to install on the VM. See page 46 for instructions on downloading a Fedora ISO image file.

Give the following command from a terminal emulator to set up a VM running Fedora 19 from an ISO image file; gnome-boxes will display the Create a Box window shown in Figure 17-1.
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Figure 17-1 The gnome-boxes Create a Box window

Click here to view code image

$ gnome-boxes Fedora-19-x86_64-DVD.iso

For the simplest installation, leave the switch labeled Express Install set to ON, enter a password, and click Continue. The gnome-boxes utility displays a summary of the VM it will create. When you click Create, gnome-boxes begins to install Fedora. The gnome-boxes window shows the same things the console display shows when you install the operating system on a physical machine. Follow the instructions on page 59 to install the operating system.

You can also start gnome-boxes by giving the command gnome-boxes from an Enter a Command window (ALT-F2) or a terminal emulator. When you set the switch labeled Express Install to OFF or when you click Customize on the second Create a Box window, gnome-boxes allows you to customize the VM.

QEMU/KVM

QEMU (Quick EMUlator) is a flexible hypervisor that runs in userspace (page 1279). Because QEMU can emulate processors in software, you can use it to host guest operating systems running on a variety of processors. The KVM (Kernel-based Virtual Machine) kernel module allows a program running in userspace (e.g., QEMU) to take advantage of hardware virtualization features of processors including Intel, AMD, PPC, and ARM. See “CPU” below. When the host and guest architectures are the same, QEMU uses the KVM to provide hardware acceleration for VMs, allowing them to run more quickly and use fewer host resources.

Prerequisites

Host resources

A VM takes up about as much hard disk space and RAM as a native system; see “Requirements” on page 30 for information about how much space to allocate for a Fedora/RHEL system. Because a VM takes its resources from the host system, these resources must be available for each VM running simultaneously on a host. When it is not running, a VM does not use RAM or CPU resources but does occupy space on the hard disk.

CPU

QEMU/KVM can take advantage of the CPU virtualization extensions (hardware virtualization) available on most CPUs manufactured in the last few years. You might need to enable hardware virtualization in the BIOS (page 31) before you can use these extensions. Although QEMU/KVM does not require the host to have these extensions, a host without them will use software virtualization and run more slowly than a host with them. Run the following command on the host to see whether the CPU has these extensions. If the command does not produce any output, the CPU does not support hardware virtualization or hardware virtualization has not been enabled in the BIOS.

Click here to view code image

$ egrep '^flags.*(vmx|svm)' /proc/cpuinfo
flags  : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx lm constant_tsc arch_perfmon pebs bts rep_good nopl aperfmperf pni dtes64 monitor ds_cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm sse4_1 xsave lahf_lm dtherm tpr_shadow vnmi flexpriority
...

Packages

QEMU/KVM is contained in many packages. When installing a new system, select a Base Environment of Infrastructure Server and an Add On of Virtualization from the Software Selection screen (Figure 3-7, page 66). On an existing system, use the following command to install the virtualization group of software packages:

Click here to view code image

# yum -y group install virtualization

Enable and start libvirtd

Run systemctl to cause the libvirt-guests service (libvirtd daemon) to start each time the system enters multiuser mode and then start the libvirt-guests service. Use the systemctl status command to make sure the service is running.

Click here to view code image

# systemctl enable libvirt-guests.service
# systemctl start libvirt-guests.service

KVM kernel modules

The following command verifies that the KVM kernel modules are loaded:

Click here to view code image

$ lsmod | grep kvm
kvm_intel             137762  6
kvm                   439197  1 kvm_intel

If the preceding command does not list kvm_intel or kvm_amd, KVM is not configured properly. The system may not support hardware virtualization; see “CPU” (previous page).

Network

By default, libvirt creates a private network that VMs can use. This network uses a 192.168.x.x subnet. The host network cannot reach this subnet directly. However, the VMs can use the host as a gateway and connect to the network via that gateway. To allow VMs to be reached from outside this private network, you can use iptables DNAT rules to forward ports or you can set up a bridged network. For more information refer to “Connecting Several Servers to a Single Internet Connection” on page 928 and visit wiki.libvirt.org/page/Networking.

ISO image file

Download an ISO image file of the operating system you want to install on the VM. See page 46 for instructions on downloading a Fedora ISO image file.

virt-manager: Installing Fedora on QEMU/KVM

The virt-manager2 utility displays the Virtual Machine Manager window. Open this window by giving the command virt-manager from an Enter a Command window (ALT-F2) or a terminal emulator. A message about searching for a hypervisor will appear and then a dialog box will request authentication. Figure 17-2 shows two VMs running on the local system. When you first run virt-manager, this window will show no VMs, only localhost (QEMU).

2. Visit access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Virtualization_Tuning_and_Optimization_Guide/chap-Virtualization_Tuning_Optimization_Guide-Virt_Manager.html.
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Figure 17-2 Virtual Machine Manager window

To install a new VM, click the icon at the far left of the toolbar (the terminal with an arrow and a yellow star on it); virt-manager opens Step 1 of 5 of the New VM window (Figure 17-3).
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Figure 17-3 The New VM window, Step 1 of 5

This window allows you to specify the name of the VM and the location of the installation medium for the guest operating system. First, enter the name you want to assign to the VM in the text box labeled Name. Then, in the lower portion of the window, click a radio button to specify the source of the operating system you will install on the VM. This example uses a Fedora ISO image file. The other radio buttons allow you to perform a network installation or a network boot (PXE). You can also import an existing disk image. Click Forward.


Tip: Duplicating a VM
You can copy the image file of a VM that is shut down and, in Step 1 of 5, import that file as an existing disk image to create another, identical VM.



In the Step 2 of 5 window (Figure 17-4), click the radio button labeled Use CDROM or DVD and select a device from the drop-down list to specify one of these media. Because the example in this section uses an ISO image file, Figure 17-4 shows the radio button labeled Use ISO image selected. Enter the absolute pathname of the ISO image file in the text box below this radio button or click Browse to open the Locate ISO Media Volume window. To select a file on the local system, click Browse Local at the lower-left of the window, select the appropriate directory, highlight the ISO image file, and click Open. At the bottom of the Step 2 of 5 window are two drop-down lists that allow you to specify an operating system type (OS type) and version; virt-manager might select the version automatically. After specifying these items click Forward.
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Figure 17-4 The New VM window, Step 2 of 5

The next window, Step 3 of 5, has two spin boxes that allow you to specify how much memory (RAM) the VM will use and, if the host has multiple CPUs or a multicore processor, how many CPUs the VM will run on. After specifying these items click Forward.

The Step 4 of 5 window (Figure 17-5, next page) allows you to specify storage (disk space) for the VM. A VM that runs a live system does not need any storage. To specify storage make sure there is a tick in the check box labeled Enable storage for this virtual machine. By default, virt-manager allocates eight gigabytes of storage, which is enough for a system to experiment with. See page 31 for information on estimating hard disk storage needs. You can cause virt-manager to allocate space on the disk immediately or as needed (see the following tip). To specify a file on the local system that the VM will use for storage, click the radio button labeled Select managed or other existing storage. Then enter the absolute pathname of a new (nonexistent) ordinary file in the text box below this label either by entering the pathname in the text box or by clicking Browse and specifying the file in the resulting window. Click Forward.

[image: ]

Figure 17-5 The New VM window, Step 4 of 5


Tip: Allocate disk space all at once or as needed?
You can cause virt-manager to allocate space on the disk immediately or as needed. Allocating it immediately takes more time in the setup phase but makes the installation phase go more quickly. If you allocate storage as needed, you can run into problems if the local system runs out of disk space. On the other hand, allocating storage as needed allows you to specify a maximum amount of storage but use only what the VM needs.



The Step 5 of 5 window summarizes the selections you have made. Putting a tick in the check box labeled Customize configuration before install causes virt-manager to open the Details window before starting to install the operating system. You can also display this window after the operating system is installed. See page 670. The Advanced options section allows you to specify a network other than the default, specify a MAC address (page 296), and specify the type and architecture of the VM; virt-manager fills in these fields with appropriate values. You can specify an architecture other than that of the host. If the summary information looks accurate, click Finish.


Tip: Speed things up and lose portability
The Processor tab of the Details window has a plus sign (+) labeled Configuration. Click the plus sign to display a button labeled Copy host CPU configuration. Copying the host CPU configuration can improve performance by 20–30 percent but means you cannot migrate the VM to a host with a different CPU.



The virt-manager utility displays the Creating Virtual Machine window as it allocates disk storage and retrieves the installation image. If you chose to allocate all storage immediately and you are using a lot of storage, this step might take a while to complete.

When the VM starts booting from the ISO image file, virt-manager displays the Console window. This window is the console for the VM; it shows the same things the console display shows when you began installing the operating system on a physical machine. If the virt-manager window does not display the entire VM screen select main menu: View[image: ]Resize to VM from the Console window; virt-manger will enlarge the window. Follow the instructions on page 59 to install the operating system.


Tip: The Console window does not define the VM
You can close and open the Console window for a VM as you please without affecting the state of the VM. For example, if you close the Console window while you are installing Fedora, the installation proceeds as it would if you left the window open. When you open the Console window again, it will show the installation continuing (or waiting for input) as though you had never closed the window. The Virtual Machine Manager window works the same way: Closing it has no effect on the states of the VMs. However, you must shut down or save (suspend) VMs before shutting down the host.



The Console Window

To display the Console window for a VM from the Virtual Machine Manager window (Figure 17-2, page 665), double-click the VM icon (the picture of a monitor with a triangle/arrow in it) to the left of the name of the VM whose console you want to display. Alternately, you can use the virt-viewer command-line tool to display a Console window: Give the command virt-viewer followed by the name of the VM. Figure 17-6 shows the top of a Console window.
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Figure 17-6 The top of the Console window

The name of the Console window is the name of the VM followed by Virtual Machine. Selections on main menu: Virtual Machine drop-down menu allow you to control the state of the machine. Some of the same selections are available by right-clicking the VM icon in the Virtual Machine Manager window. Useful selections on this menu are

• Run—Boots the VM if it is off

• Restore—Restores a suspended VM

• Shut Down/Force Off—Powers off the VM; not a graceful shutdown, data might be lost

• Shut Down/Save—Suspends the VM to disk

Selections on the main menu: View drop-down menu allow you to display the Console or Details window, expand the Console window to fill the screen, resize the VM (useful when the window is bigger or smaller than the VM), and toggle the display of the toolbar.

The Details Window

Display the Details window for a VM by selecting main menu: View[image: ]Details from the Console window. Figure 17-7 shows the Overview tab of a Details window.
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Figure 17-7 The Details window

The Details window displays information about a VM. You can change some of the information with the VM running; to change other information (e.g., the name of the VM) the VM must be shut down. The Overview tab allows you to change the name and enter a description of the VM. The Processor and Memory tabs allow you to change the number of processors and the amount of RAM allocated to the VM, respectively. To speed up the VM, see the tip on page 668. The Performance tab displays graphs of VM performance.

virsh: Work with VMs on the Command Line

The virsh utility is a powerful tool for working with QEMU/KVM VMs from the command line. It has an extensive set of commands that allow you to create, manipulate, and display VMs. You can run it interactively or from the shell command line. The following command lists all the virsh commands by groups:

Click here to view code image

$ virsh help | less
Grouped commands:


Domain Management (help keyword 'domain'):
     attach-device                  attach device from an XML file
     attach-disk                    attach disk device
...

The preceding command lists the group of Domain Management commands first. The string help keyword 'domain' indicates you can display a complete list of this group of commands by giving the command virsh help domain. The next command lists all the virsh command groups:

Click here to view code image

$ virsh help | grep keyword
 Domain Management (help keyword 'domain'):
 Domain Monitoring (help keyword 'monitor'):
 Host and Hypervisor (help keyword 'host'):
 Interface (help keyword 'interface'):
 Network Filter (help keyword 'filter'):
 Networking (help keyword 'network'):
 Node Device (help keyword 'nodedev'):
 Secret (help keyword 'secret'):
 Snapshot (help keyword 'snapshot'):
 Storage Pool (help keyword 'pool'):
 Storage Volume (help keyword 'volume'):
 Virsh itself (help keyword 'virsh'):

The following command lists the VM created earlier in this section. You must run this command with root privileges because the VM was instantiated using root privileges.

Click here to view code image

$ su -c 'virsh list'
Password:
 Id    Name                           State
----------------------------------------------------
 2     pomelo                         running

You can run virsh interactively by giving the command virsh (or su –c virsh). See the virsh man page or use the virsh help facilities for more information.

VMware Player: Installing Fedora on VMware

VMware Player, which must be run on a GUI, is available for no cost for noncommercial applications. To download this application, visit www.vmware.com/products/player, scroll down to the section labeled “Free for Personal Use,” and click the highlighted word Download. Alternately, you can visit www.vmware.com/go/downloadplayer. Next, click the button labeled Download adjacent to the version you want to install. Generally you will install the version that corresponds to the operating system running on the host: Linux 32 bit, Linux 64 bit, or Windows. The Windows version works on both 32- and 64-bit versions of Windows. If you are given a choice, save the file.

Linux

Verify the file you downloaded is correct by comparing two SHA1 (page 1272) values. Give the command sha1sum VMware-Player*bundle to display the first SHA1 value. The second SHA1 value is on the VMware Web page, following SHA1SUM when you click Show Details below the name of the version of vmplayer you just downloaded. The two values must be identical.

The next section explains how to install VMware Player on a Linux system. See page 673 if you are installing it on a Windows system.

Installing VMware Player on a Linux System

You might need to enable hardware virtualization in the BIOS before VMware Player will work; see “CPU” on page 664 for more information. The file you downloaded, VMware-Player*bundle, is a shell script that installs VMware Player. After giving yourself execute permission to the file, run this script with root privileges; ignore any error messages.

Click here to view code image

$ chmod 755 VMware-Player*bundle


$ su -c ./VMware-Player*bundle
Password:
Extracting VMware Installer...done.

After a moment VMware displays a window holding a license agreement; click the radio button labeled I accept ... and click Next (you have to accept the license agreement twice). VMware displays several screens of questions; accept the default answers by clicking Next on each screen. Do not enter information on the screen that asks for a license key. Click the button labeled Install when it appears; VMware installs Player. When the installer displays Installation was successful, VMware Player is installed, but not ready to run. Click Close.

Downloading and Installing Utilities for Compiling the Kernel Modules

When you start vmplayer for the first time, and each time you install a new kernel, it compiles and loads some kernel modules. To do so, vmplayer requires kernel header files and utilities (e.g., gcc). Before running vmplayer, give the following command to download and install the files and utilities vmplayer requires to compile and load the kernel modules. You need to repeat this step each time you install a new kernel.

Click here to view code image

$ su -c 'yum -y install gcc binutils kernel-headers kernel-devel'

VMware Tools

The open-vm-tools package, installed by default, obviates the need for installing VMware Tools (page 676). Before running vmplayer, give the following command to make sure this package is installed on the local system.

Click here to view code image

$ su -c 'yum -y install open-vm-tools'

Running VMware Player

Now vmplayer is ready to build the kernel modules. Working as yourself (not a privileged user), give the command vmplayer; vmplayer displays the VMware Kernel Module Updater window while it is compiling and installing the kernel modules.

If necessary, accept the end-user license agreement. If you are given a chance to update the Player software, do so at your discretion. However, vmplayer might display a Software Updates window that has a button labeled Get More Information; this window links to a page on which you can purchase VMware Workstation. You do not need to purchase anything to run vmplayer. Player displays the VMware Player window, Welcome To VMware Player screen (Figure 17-8). Continue at “Installing Fedora on VMware Player.”
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Figure 17-8 VMware Player window, Welcome To VMware Player screen

Installing VMware Player on a Windows System

Once you have downloaded VMware Player, open Explorer and display the Downloads directory. Double-click the VMware-player*.exe file. Click Yes if you are asked whether you want to allow the program to make changes to the computer; Windows loads the VMware Player installation wizard. Click Next repeatedly until the button labeled Continue appears. Click Continue to start the installation. When the wizard displays Setup Wizard Complete, click Finish. If you are given a chance to update the software (Player), do so at your discretion.

Double-click the VMware Player icon on the desktop to start Player. Accept the license agreement; VMware Player displays the VMware Player window, Welcome To VMware Player screen (Figure 17-8).

Installing Fedora on VMware Player

Once you have installed VMware Player on either a Linux or Windows system, you can install an operating system on Player. This section explains how to install Fedora. You can install another operating system in a similar manner.

First, download the ISO image file for the version of Fedora you want to install. If the host is running a 64-bit operating system you can install either a 32- or 64-bit version of Fedora. If it is running a 32-bit operating system you can install only a 32-bit version. See page 46 for instructions on locating and downloading a Fedora ISO image file. You do not need to burn an installation image; you will install the operating system from the image file.

Creating a VM

This section uses the 32-bit live version of Fedora that has a filename of Fedora-Live-Desktop-i686-19-1.iso.

On the left side of the VMware Player window is a tab labeled Home. Additional tabs will appear for each VM you create. With multiple VMs, you can click these tabs to switch between VMs.

Click Create a New Virtual Machine. On the first New Virtual Machine Wizard screen, click the radio button labeled I will install the operating system later and click Next. This step is critical. On the second screen, click the radio button with the label appropriate to the operating system you are installing. To follow this example, click the radio button labeled Linux. The drop-down list labeled Version allows you to specify a distribution and number of bits. Select Fedora (implies 32-bit) or Fedora 64-bit depending on which version of Fedora you are installing. Click Next.

The third screen (Figure 17-9) allows you to specify the name of the VM and the location of the directory that holds the VM files. By default the name is the name of the distribution (Fedora) and the location is a directory that has the same name as the VM. Under Linux, this directory is a subdirectory of vmware which is a subdirectory of your home directory. Under Windows this directory is a subdirectory of Documents/Virtual Machines, which is a subdirectory of your home directory. In Figure 17-9, the name of the VM has been changed to F19a; Player has changed the default location to /home/sam/vmware/F19a. Click Next.
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Figure 17-9 New Virtual Machine Wizard window, Virtual Machine Name screen

The next screen allows you to specify a maximum disk size. By default, Player does not allocate disk space on the host when you create the VM, but rather allocates disk space as needed. See the tip on page 667. The 20-gigabyte default is good for a system to experiment with. Unless you have reason to do otherwise, accept the default of splitting the virtual disk into multiple files. Click Next.

On the next screen you can customize the hardware or you can wait until the following screen to do so. Click Finish. If the next screen holds information about installing the guest operating system and VMware Tools, click Close.

Player displays the VMware Player window again, this time with a tab for the VM you just created under the tab labeled Home on the left. In the example the tab is labeled F19a; click that tab to select the VM. On the right side of this window is a picture of the state of the VM; because it has not been started, the picture is blank. The two buttons on the bottom of the right side are labeled Play virtual machine and Edit virtual machine settings.

Installing the Operating System

You have created a VM without an operating system. The next step is to install Fedora (or another operating system) on the VM. To do so you must tell the VM which medium to boot from. It is as though you had a new physical computer: You have to put the installation medium (e.g., DVD or flash drive) with Fedora on it in the system before you boot the system.

Click Edit virtual machine settings; Player displays the Hardware tab of the Virtual Machine Settings window. On the left side, click CD/DVD(IDE); Player displays information about the virtual DVD drive on the right side of the window. Click the radio button labeled Use ISO image and then the button labeled Browse. Highlight the ISO image file (Fedora-Live-Desktop-i686-19-1.iso in the example) and click the button labeled Open. The window should look similar to the one shown in Figure 17-10. Click OK or Save; Player redisplays the VMware Player window.
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Figure 17-10 Virtual Machine Settings window, Hardware tab, CD/DVD selection

In the VMware Player window, click Play virtual machine. Player will boot the operating system you selected. Run the live system or install Fedora as explained in Chapter 3. Player might display a window asking whether you want to download and install VMware Tools. It is not necessary to install VMware Tools under Linux; see the next section. Under Windows, wait to install VMware Tools until after you have installed the full operating system as explained in the next section.

VMware Tools

VMware Tools is software that resides on the VM and improves its performance, functionality, and the ease with which it can be managed. For example, VMware Tools can improve graphics and mouse performance. It enables the VM and host to share folders, drag and drop, synchronize time, as well as copy and paste.

Linux

The Linux open-vm-tools package holds an open-source implementation of VMware Tools. Because VMware has merged the functionality of VMware Tools into the kernel and open-vm-tools, you do not need to install VMware Tools on a Linux system when open-vm-tools is installed.

Windows

With the guest operating system installed on the VM, select from the VMware menu Player: Manage[image: ]Install VMware Tools. Alternately, the VMware Player window might display a button labeled Install Tools; clicking this button performs the same function as making the menu selection. If you are prompted to download VMware Tools, do so.

Once the software is downloaded and ready to install, Windows asks whether you want to allow VMware to make changes to the computer; click Yes. You might need to supply the root password for the VM in order to install VMware Tools. Also, you might need to unmount the virtual DVD from the virtual DVD drive before you can install VMware Tools. If you are prompted with Disconnect anyway and override the lock? click Yes. When the Software Updates window displays All updates finished, click Close. VMware Tools is installed.

Cloud Computing

Cloud computing is the result of evolution and the combination of virtualization, networking, and powerful hardware. Cloud computing allows users to reap the benefits of these tools without knowing how to use each individually, needing only a lightweight system to access the cloud.

The cloud as a service

As an alternative to setting up the hardware and software to run a cloud, you can purchase a cloud computing platform as a service. Buying the service means the provider takes care of the infrastructure, software, and management (including scaling), and it is faster to set up and (frequently) cheaper to build than setting up and running your own cloud server.

OpenShift

OpenShift (www.openshift.com) is a cloud computing platform as a service from Red Hat. The open-source software that runs the service is named OpenShift Origin. OpenShift maintains the service and scales as needed.

AWS

AWS (Amazon Web Services) is a popular cloud computing platform as a service from Amazon. See the next section.

Eucalyptus

Eucalyptus (www.eucalyptus.com) produces open-source software for building cloud computing platforms. Because of its AWS compatibility, you can develop on Eucalyptus and migrate to AWS.

OpenStack

OpenStack (www.openstack.org) is a community-based collaboration of developers that produces open-source software for building cloud computing platforms.

AWS: Setting Up a Virtual System in the Cloud

This section explains how to start a virtual Linux system in the cloud using Amazon EC2 (Amazon Elastic Compute Cloud; aws.amazon.com/ec2). Although there are several open-source cloud platforms, this book covers AWS because it is very popular, easy to set up and use, inexpensive, and readily available.

The AWS system is complex and has many facets. This section briefly explains how to set up a very basic system. It does not go into detail about different services AWS offers and other types of systems you can set up. It is intended to get you started using AWS.

Because AWS allows you to create many virtual systems, each of these systems is referred to as an instance. You will be able to use ssh to connect to the instance you set up (Linux; Windows users use RDP). Amazon typically charges for the use of each instance and for storage, but offers a year of free (minimal) use to get users familiar with AWS.


Caution: Using AWS costs money
When you set up an AWS account as explained in this section, you must provide a credit card number. Amazon typically charges for the time you run an instance of a virtual machine and it charges for storage even when the virtual machine is not running.



Getting Started

To get started, visit aws.amazon.com/console. The AWS account username and password are different from your Amazon shopping account. Create a new account and log in or log in to an existing account. Select AWS Management Console; AWS displays the Amazon Web Services page.

Under Compute & Networking click EC2 Virtual Servers in the Cloud. To create an instance (a new VM in the cloud), click the button labeled Launch Instance. Amazon displays the Create a New Instance window. You can launch many different kinds of virtual systems from this window. This example creates a RHEL 6.4 64-bit system.


Tip: Fedora quick-launch images
Fedora provides quick-launch images you can use in place of those supplied by AWS. You can use these images to build a VM in the AWS cloud. Visit cloud.fedoraproject.org for more information.



Launching an Instance

Click the radio button labeled Classic Wizard at the left side of the page; AWS displays the Launch with the Classic Wizard window on the right (Figure 17-11). Click within this window to open the Request Instances Wizard window. Scroll through the list of operating systems. Click the radio button labeled 32 bit or 64 bit for the system you want. This example launces a 64-bit RHEL system. Click Select adjacent to the type of system you want to launch.

[image: ]

Figure 17-11 The Launch with the Classic Wizard window

When you click Select, AWS displays the Instance Details screen (this screen has many pages). You can accept the defaults (click Continue) on all the screens until you get to the screen that has a radio button labeled Create a new Key Pair. The key pair is used to encrypt the connection to the machine you set up; see “Public Key (Asymmetric) Encryption” on page 1157 for more information. Enter the name you want to use for the key pair in the text box labeled Enter a name for your key pair and click Create & Download your Key Pair. This example uses the name ec2.key. Save the key pair in the directory you will be working in. Amazon appends the filename extension .pem to the name you specified. After downloading the *.pem file, you must change its permissions so no one can write to it and only the owner (you) can read it. If the key pair is named ec2.key.pem, the following command changes its permissions appropriately.

$ chmod 400 ec2.key.pem

The next screen allows you to define a security group. By default AWS sets up a security group named quick-start-1 that has only port 22 open so you can log in to the machine using ssh. You do not need to change anything on this page; click Continue.

The final screen, named Review, displays information about the machine you are about to launch; click Launch.

Managing an Instance

After you click Launch, Amazon displays a message saying that your instances are now launching. Click View your instances in the Instances page; Amazon displays the Instances page (Figure 17-12). This page lists all the instances that you have created (and not terminated).

[image: ]

Figure 17-12 The Instances page showing the Actions drop-down menu

On the Instances page, put tick in the check box at left end of the instance you just launched (near the top of the page). The column labeled State tells you when the instance is running. Allow the mouse pointer to hover over the word empty in the column labeled Name and click the resulting pencil. Enter the name you want to assign to the system in the pop-up text box and click Save. This example uses the name sam4.

Click the Actions button at the top of the page to display a drop-down menu of items that allow you to control the instance (Figure 17-12). The items on that menu include

• Connect—Displays a window explaining how to connect to the instance you created, including the ssh command line you can use to connect to the instance.

• Terminate—Terminates the instance; you lose all information stored on the instance.

• Reboot—Reboots the instance.

• Stop—Shuts down the instance; the storage remains intact.

• Start—Boots the instance.

The lower portion of the page displays information about the instance. Make sure the tab labeled Description in the lower portion of the page is selected. When the instance is running, important information in the lower portion of the page includes

• Key Pair Name—The name of the key pair that allows you to log in on this instance.

• Public DNS—The URL of the instance; this URL allows you to connect to the instance (you might have to scroll down to see this entry).

• Security Groups—The firewall rules for the instance; click view rules; port 22 (ssh) should be open so you can connect to the instance.

Connecting to an Instance

Using the information in the bottom portion of the Instances page, you can construct an ssh command that will connect to the instance. In this example the filename of the key pair file is ec2.key.pem (it is in the working directory) and the Public DNS is ec2-54-244-133-141.us-west-2.compute.amazonaws.com. The default name of the user whose account you will connect to is ec2-user. The following command uses this information to connect to the instance; your information will be different. The –i option specifies the file that holds the private key for public key authentication.

Click here to view code image

$ ssh -i ec2.key.pem ec2-user@ec2-54-244-133-141.us-west-2.compute.amazonaws.com
The authenticity of host 'ec2-54-244-133-141.us-west-2.compute.amazonaws.com (54.244.133.141)' can't be established.
RSA key fingerprint is ef:73:ff:49:1c:dc:72:f9:8e:44:33:a4:ca:d5:16:96.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ec2-54-244-133-141.us-west-2.compute.amazonaws.com,54.244.133.141' (RSA) to the list of known hosts.
[ec2-user@ip-10-250-71-103 ~]$

The first time you connect to an instance and each time you restart an instance, ssh asks you to verify you are connecting to the right system (page 691).


Tip: AWS provides a new URL each time you start an instance
Each time you stop and restart an instance, AWS provides the instance with a new URL so you must use a slightly different command to connect to the instance. The Instance page (Figure 17-12) displays the URL of the instance on the line labeled Public DNS.




Caution: Leaving an instance running or stopped costs money
In any state except terminated, AWS charges you for an instance. When the instance is running you are charged for the instance and the volume (storage) it uses. When the instance is stopped, you pay for the volume only. When you terminate the instance AWS normally deletes the volume so you pay nothing. Terminate an instance using the Actions drop-down list and make sure the volume has been deleted.



Gaining root Privileges

The default RHEL system is set up without a root password—you must use sudo to gain root privileges. The /etc/sudoers file enables the ec2-user to execute any command without providing a password. See “Executing a Single Command” (page 430) and “Spawning a root Shell” (page 430) for more information. See page 600 for information on adding users.

Terminating an Instance

On the Instances page (Figure 17-12, page 679), click Actions and select Terminate to delete the instance you created. AWS asks you to confirm; click Yes, Terminate. Click EC2 Dashboard at the top of the left column; AWS displays the EC2 Dashboard. It may take a few minutes for the instance to terminate. When it does, this page should show 0 Running Instances and 0 Volumes.

Chapter Summary

A VM (virtual machine) appears to the user and to the software running on it as a complete physical machine. It is, however, one of potentially many such VMs running on a single physical machine (the host). Each VM is called a guest. The software that provides the virtualization is called a hypervisor.

Advantages VMs have over physical machines include isolation, security, lower power consumption, dynamic resource allocation, and easy migration and duplication. There are many implementations of VMs. This chapter discusses GNOME Boxes, KVM, QEMU, and VMware. The libvirt library and management tool provides a consistent interface to QEMU, KVM, and VMware.

GNOME Boxes has an easy-to-use interface and does not involve the user in details. It is not as powerful as virt-manager, which is designed for system administrators. Both of these tools are based on QEMU and can take advantage of libvirt. QEMU is a flexible hypervisor that runs in userspace and can emulate processors in software. KVM is a kernel module that allows a program running in userspace to take advantage of hardware virtualization. The virsh utility runs from the command line and allows you to create, manipulate, and display VMs. VMware Player is a proprietary VM that is available at no cost for noncommercial applications.

Cloud computing is the result of evolution and the combination of virtualization, networking, and powerful hardware. Cloud computing puts powerful VMs at remote locations; a user needs only a lightweight system to access the VMs over a network.

As an alternative to setting up the hardware and software to run a cloud, you can purchase a cloud computing platform as a service. Buying the service means the provider takes care of the infrastructure, software, and management, and it is faster to set up and (frequently) cheaper to build than setting up and running your own cloud server. Eucalyptus and OpenStack are popular open-source packages for building cloud computing platforms. OpenShift (Red Hat) and AWS (Amazon) provide cloud computing platforms as services.

Exercises

1. Does a VM require fewer resources than a physical machine?

2. What is KVM?

3. What is QEMU?

4. What is libvirt?

5. List three advantages VMs have over physical machines.

Advanced Exercises

6. What is the purpose of VMware Tools? Do you need to install VMware Tools when running vmplayer on a Linux system? Why or why not?

7. Is hardware virtualization supported on the local system?

8. What is the virt-manager utility?

9. What happens when you close the virt-manager console window of a running VM? What happens if you reboot the host system without first shutting down a VM?
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Objectives

After reading this chapter you should be able to:

[image: ] Explain the need for encrypted services

[image: ] Log in on a remote OpenSSH server system using ssh

[image: ] Copy files and directories to and from a remote system securely

[image: ] Set up an OpenSSH server

[image: ] Configure OpenSSH server options

[image: ] Set up a client/server so you do not need to use a password to log in using ssh or scp

[image: ] Enable trusted X11 tunneling between the client and the OpenSSH server

[image: ] Remove a known host record from the ~/.ssh/known_hosts file

[image: ] Enable trusted X11 forwarding

[image: ] List the uses of ssh tunneling (port forwarding)

OpenSSH is a suite of secure network connectivity tools that replaces telnet/telnetd, rcp, rsh/rshd, rlogin/rlogind, and ftp/ftpd. Unlike the tools they replace, OpenSSH tools encrypt all traffic, including passwords. In this way they can thwart malicious users who attempt to eavesdrop, hijack connections, and steal passwords.

This chapter covers the following OpenSSH tools:

• scp—Copies files to and from a remote system

• sftp—Copies files to and from a remote system (a secure replacement for ftp)

• ssh—Runs a command on or logs in on a remote system

• sshd—The OpenSSH daemon (runs on the server)

• ssh-keygen—Creates, manages, and converts RSA or DSA host/user authentication keys

Introduction to OpenSSH

Using public key encryption (page 1157), OpenSSH provides two levels of authentication: server and client/user. First the client verifies it is connected to the correct server. Then OpenSSH encrypts communication between the systems. When a secure, encrypted connection has been established, OpenSSH makes sure the user is authorized to log in on or copy files to and from the server. After verifying the system and user, OpenSSH allows different services to be passed through the connection. These services include interactive shell sessions (ssh), remote command execution (ssh), file copying (scp), FTP services (sftp), X11 client/server connections, and TCP/IP port tunneling.

SSH1 versus SSH2

SSH protocol version 2 (SSH2) is a complete rewrite of SSH protocol version 1 (SSH1) that offers improved security, performance, and portability. The two protocols are not compatible. Because SSH1 is being rapidly supplanted by SSH2 and because SSH1 is vulnerable to a man-in-the-middle attack (page 1160), this chapter does not discuss SSH1. Because version 2 is floating-point intensive, version 1 does have a place on systems without FPUs (floating-point units or accelerators), such as old 486SX systems. As installed, the OpenSSH tools supplied with Fedora/RHEL support both protocols; you need run only one server to communicate with systems using either protocol.

ssh

The ssh utility allows you to log in on a remote system over a network. You might choose to use a remote system to access a special-purpose application or to take advantage of a device that is available only on that system, or you might use a remote system because you know it is faster or less busy than the local system. While traveling, many businesspeople use ssh on a laptop to log in on a system at company headquarters. From a GUI you can use several systems simultaneously by logging in on each one from a different terminal emulator window.

X11 forwarding

When you turn on trusted X11 forwarding on an ssh client, it is a simple matter to run a graphical program over an ssh connection to a server that has X11 forwarding enabled: Run ssh from a terminal emulator running on an X11 server and give an X11 command such as gnome-calculator; the graphical output appears on the local display. For more information refer to “Forwarding X11” on page 707.

[image: ] How OpenSSH Works

When OpenSSH starts, it first establishes an encrypted connection and then authenticates the user. When these two tasks are complete, OpenSSH allows the two systems to send information back and forth.

keys

OpenSSH uses a host key pair and a session key to negotiate an encrypted session. The host key pair is a set of public/private keys that is established the first time the server system runs sshd (page 700). The session key is a symmetric key that the server and client share. For more information on keys see “Encryption” on page 1156.

The first time an OpenSSH client connects with an OpenSSH server, OpenSSH asks you to verify the client is connected to the correct server (see “First-time authentication” on page 691). This verification helps prevent a man-in-the-middle attack (page 1160). After verification, the client makes a copy of the server’s public host key. On subsequent connections, the client compares the key provided by the server with the original key it stored. Although this test is not foolproof, the next one is quite secure.

The client then generates a random key, which it encrypts with both the server’s public host key and the session key. The client sends this encrypted key to the server. The server, in turn, uses its private keys to decrypt the encrypted key. This process creates the session key, a key that is known only to the client and the server and is used to encrypt the rest of the session.

Files

OpenSSH clients and servers rely on many files. Global files are kept in /etc/ssh and user files in ~/.ssh. In this section, the first word in the description of each file indicates whether the client or the server uses the file.


Security: rhost authentication is a security risk
Although OpenSSH can get authentication information from /etc/hosts.equiv, /etc/shosts.equiv, ~/.rhosts, and ~/.shosts, this chapter does not cover the use of these files because they present security risks. The default settings in the /etc/ssh/sshd_config configuration file prevent their use.



/etc/ssh: Global Files

Global files listed in this section appear in the /etc/ssh directory. They affect all users, but a user can override them with files in her ~/.ssh directory.

moduli

client and server Contains key exchange information that OpenSSH uses to establish a secure connection. Do not modify this file.

ssh_config

client The global OpenSSH configuration file (page 698). Entries here can be overridden by entries in a user’s ~/.ssh/config file.

sshd_config

server The configuration file for sshd (page 704).

[image: ] ssh_host_dsa_key, ssh_host_dsa_key.pub

server SSH protocol version 2 DSA host keys. Both files should be owned by root. The ssh_host_dsa_key.pub public file should be readable by anyone but writable only by its owner (644 permissions). The ssh_host_dsa_key private file should not be readable or writable by anyone except its owner (600 permissions).

ssh_host_key, ssh_host_key.pub

server SSH protocol version 1 host keys. Both files should be owned by root. The ssh_host_key.pub public file should be readable by anyone but writable only by its owner (644 permissions). The ssh_host_key private file should not be readable or writable by anyone except its owner (600 permissions).

[image: ] ssh_host_rsa_key, ssh_host_rsa_key.pub

server SSH protocol version 2 RSA host keys. Both files should be owned by root. The ssh_host_rsa_key.pub public file should be readable by anyone but writable only by its owner (644 permissions). The ssh_host_rsa_key private file should not be readable or writable by anyone except its owner (600 permissions).

ssh_known_hosts

client Contains public RSA (by default) keys of hosts that users on the local system can connect to. This file contains information similar to that found in ~/.ssh/known_hosts but is set up by the administrator and is available to all users. This file should be owned by root and should be readable by anyone but writable only by its owner (644 permissions).

~/.ssh: User Files

OpenSSH creates the ~/.ssh directory and the known_hosts file therein automatically when a user connects to a remote system.

[image: ] authorized_keys

server Enables a user to log in on or copy files to and from another system without supplying a user login password (page 700). However, the user might need to supply a passphrase, depending on how the key was set up. No one except the owner should be able to write to this file.

config

client A user’s private OpenSSH configuration file (page 698). Entries here override those in /etc/ssh/ssh_config.

environment

server Contains assignment statements that define environment variables on a server when a user logs in using ssh.

[image: ] id_dsa id_dsa.pub

client User authentication DSA keys generated by ssh-keygen (page 701). Both files should be owned by the user in whose home directory they appear. The id_dsa.pub public file should be readable by anyone but writable only by its owner (644 permissions). The id_dsa private file should not be readable or writable by anyone except its owner (600 permissions).

[image: ] id_rsa id_rsa.pub

client User authentication RSA keys generated by ssh-keygen (page 701). Both files should be owned by the user in whose home directory they appear. The id_rsa.pub public file should be readable by anyone but writable only by its owner (644 permissions). The id_rsa private file should not be readable or writable by anyone except its owner (600 permissions).

known_hosts

client Contains public RSA keys (by default) of hosts the user has connected to. OpenSSH automatically adds entries each time the user connects to a new server (page 690). Refer to “HostKeyAlgorithms” (page 699) for information on using DSA keys. If HashKnownHosts (page 699) is set to yes, the hostnames and addresses in this file are hashed to improve security.

More Information

Local

man pages: ssh, scp, sftp, ssh-keygen, ssh_config, sshd, sshd_config

Web

OpenSSH home page: www.openssh.com

Search on ssh to find various HOWTOs and other documents: tldp.org

Books

Implementing SSH: Strategies for Optimizing the Secure Shell by Dwivedi; John Wiley & Sons (October 2003)

SSH, The Secure Shell: The Definitive Guide by Barrett, Silverman, & Byrnes; O’Reilly Media (May 2005)
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This section covers setting up and using the ssh, scp, and sftp clients.

Prerequisites

Install the following package (both are installed by default):

• openssh

• openssh-clients

OpenSSH clients do not run a daemon so there is no service to set up.

JumpStart I: Using ssh and scp to Connect to an OpenSSH Server

The ssh and scp clients do not require setup beyond installing the requisite packages, although you can create and edit files that facilitate their use. To run a secure shell on or securely copy a file to or from a remote system, the following criteria must be met: The remote system must be running the OpenSSH daemon (sshd), you must have an account on the remote system, and the server must positively identify itself to the client.

ssh

The following example shows Zach using ssh to log in on the remote host named plum, running who, and finally giving an exit command to return to the shell on the local system. The who utility displays the hostname of the system Zach logged in from.

Click here to view code image

[zach@guava ~]$ ssh zach@plum
zach@plum's password:
Last login: Wed Jun 12 16:34:10 2013 from guava
[zach@plum ~]$ who am i
zach     pts/1        2013-06-12 16:38 (guava)
[zach@plum ~]$ exit
logout
Connection to plum closed.
[zach@guava ~]$

You can omit user@ (zach@ in the preceding example) from the command line if you want to log in as yourself and you have the same username on both systems. The first time you connect to a remote OpenSSH server, ssh or scp asks you to confirm that you are connected to the right system. Refer to “First-time authentication” on page 691.

scp

The following example uses scp to copy ty1 from the working directory on the local system to Zach’s home directory on plum:

Click here to view code image

$ scp ty1 zach@plum:
zach@plum's password:
ty1                                 100%   97KB  96.8KB/s   00:00

Remember to follow the system name with a colon (:). If you omit the colon, scp copies the file locally; in the example you would end up with a copy of ty1 named zach@plum.

[image: ] Configuring OpenSSH Clients

This section describes how to set up OpenSSH on the client side.

Recommended Settings

X11 forwarding

The configuration files provided by Fedora/RHEL establish a mostly secure system that might or might not meet your needs. One OpenSSH parameter you might want to change is ForwardX11Trusted, which is set to yes in the /etc/ssh/ssh_config configuration file (page 698). To increase security, and in some cases reduce usability, set ForwardX11Trusted to no. See page 707 for more information on X11 forwarding.

Server Authentication/Known Hosts

Two files list the hosts the local system has connected to and positively identified: ~/.ssh/known_hosts (user) and /etc/ssh/ssh_known_hosts (global). No one except the owner (root in the case of the second file) should be able to write to either of these files. No one except the owner should have any access to a ~/.ssh directory.

First-time authentication

When you connect to an OpenSSH server for the first time, the OpenSSH client prompts you to confirm that you are connected to the right system. This behavior is controlled by StrictHostKeyChecking (page 699). This check can help prevent a man-in-the-middle attack (page 1160):

Click here to view code image

The authenticity of host 'plum (192.168.206.181)' can't be established.
RSA key fingerprint is d1:9d:1b:5b:97:5c:80:e9:4b:41:9a:b7:bc:1a:ea:a1.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'plum,192.168.206.181' (RSA) to the list of
known hosts.

Before you respond to the preceding query, make sure you are logging in on the correct system and not on an imposter. If you are not sure, a telephone call to someone who logs in on that system locally can help verify that you are on the intended system. When you answer yes (you must spell it out), the client appends the server’s public host key (the single line in the /etc/ssh/ssh_host_rsa_key.pub or /etc/ssh/ssh_host_dsa_key.pub file on the server) to the user’s ~/.ssh/known_hosts file on the local system, creating the ~/.ssh directory if necessary. So that it can keep track of which line in known_hosts applies to which server, OpenSSH prepends the name of the server and the server’s IP address to the line.

When you subsequently use OpenSSH to connect to that server, the client verifies it is connected to the correct server by comparing this key to the one supplied by the server.

known_hosts

The ~/.ssh/known_hosts file uses one or two very long lines to identify each host it keeps track of. Each line starts with the hostname and IP address of the system the line corresponds to, followed by the type of encryption being used and the server’s public host key. When HashKnownHosts (page 699) is set to yes (the default is no), OpenSSH hashes the system name and address to improve security. Because HashKnownHosts hashes the hostname and IP address separately, OpenSSH puts two lines in known_hosts for each host. The following line (it is one logical line that wraps on to several physical lines) from known_hosts is used to connect to plum at 192.168.206.181 using RSA (page 1271) encryption:

Click here to view code image

$ cat ~/.ssh/known_hosts
plum,192.168.206.181 ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDbhLRVTfI
v9gy7oP+5T3HjZmrKt2q6ydyKmLlHNUjZFXM4hCdkJlpTfJ4wy260UAZBWvrBLP6N9k
...

You can use ssh-keygen with the –R option followed by the hostname to remove an entry, even a hashed one. Alternately, you can use a text editor to remove an entry. The –F option to ssh-keygen displays a line in a known_hosts file that corresponds to a specified system, even if the entry is hashed:

Click here to view code image

$ ssh-keygen -F plum
# Host plum found: line 1 type RSA
plum ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDbhLRVTfIv9gy7oP+5T3HjZmr
Kt2q6ydyKmLlHNUjZFXM4hCdkJlpTfJ4wy260UAZBWvrBLP6N9kYA+KRG1FyuwROUwXQ
...

[image: ] ssh_known_hosts

OpenSSH automatically stores keys from servers it has connected to in user-private files (~/.ssh/known_hosts). These files work only for the user whose directory they appear in. Working with root privileges and using a text editor, you can copy nonhashed lines from a user’s private list of known hosts to the public list in /etc/ssh/ssh_known_hosts to make a server known globally on the local system.

The following example shows how Sam puts the hashed entry from his known_hosts file into the global ssh_known_hosts file. First, working as himself, Sam sends the output of ssh-keygen through tail to strip off the Host plum found line and redirects the output to a file named tmp_known_hosts in his home directory. Next, working with root privileges, Sam appends the contents of the file he just created to /etc/ssh/ssh_known_hosts. This command creates this file if it does not exist. Finally, Sam returns to working as himself and removes the temporary file he created.

Click here to view code image

$ ssh-keygen -F plum | tail -1 > ~sam/tmp_known_hosts
$ su
Password:
# cat ~sam/tmp_known_hosts >> /etc/ssh/ssh_known_hosts
# exit
exit
$ rm ~/tmp_known_hosts

If, after a remote system’s public key is stored in one of the known-hosts files, the remote system supplies a different fingerprint when the systems connect, OpenSSH displays the following message and does not complete the connection:

Click here to view code image

@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@    WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!     @
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
f1:6f:ea:87:bb:1b:df:cd:e3:45:24:60:d3:25:b1:0a.
Please contact your system administrator.
Add correct host key in /home/sam/.ssh/known_hosts to get rid of this message.
Offending key in /home/sam/.ssh/known_hosts:1
RSA host key for plum has changed and you have requested strict checking.
Host key verification failed.

If you see this message, you might be the subject of a man-in-the-middle attack. More likely, however, something on the remote system has changed, causing it to supply a new fingerprint. Check with the remote system’s administrator. If all is well, remove the offending key from the specified file (the third line from the bottom in the preceding message points to the line you need to remove) and try connecting again. You can use ssh-keygen with the –R option followed by the name of a host to remove a hashed entry. You will be subject to first-time authentication (page 691) again as OpenSSH verifies you are connecting to the correct system. Follow the same steps as when you initially connected to the remote host.

[image: ] ssh: Logs in or Executes Commands on a Remote System

The format of an ssh command line is

ssh [options] [user@]host [command]

where host, the name of the OpenSSH server (the remote system) you want to connect to, is the only required argument. The host can be a local system name, the FQDN (page 1250) of a system on the Internet, or an IP address.

With the command ssh host, you log in on the remote system host with the same username you are using on the local system. The remote system displays a shell prompt, and you can run commands on host. Enter the command exit to close the connection to host and return to the local system’s prompt. Include user@ when you want to log in with a username other than the one you are using on the local system. Depending on how the server is set up, you might need to supply the password you use on the remote system.

When you include command, ssh logs in on host, executes command, closes the connection to host, and returns control to the local system. The remote system never displays a shell prompt.

Opening a remote shell

In the following example, Sam, who is logged in on guava, uses ssh to log in on plum, gives a uname command that shows the name and type of the system, and uses exit to close the connection to plum and return to the local system’s prompt:
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[sam@guava ~]$ ssh plum
sam@plum's password:
Last login: Wed Jun 12 16:55:47 2013 from guava
[sam@plum ~]$ uname -nm
plum x86_64
[sam@plum ~]$ exit
logout
Connection to plum closed.
[sam@guava ~]$

Running commands remotely

The following example uses ls to display a listing of the files in the memos directory on the remote system plum. The example assumes the user running the command (Sam) has a login on plum and that the memos directory is in Sam’s home directory on plum:

$ ssh plum ls memos
sam@plum's password:
memo.0921
memo.draft
$

When you run ssh, standard output of the command run on the remote system is passed to the local shell as though the command had been run on the local system. As with all shell commands, you must quote special characters you do not want the local shell to interpret.

In the next example, standard output of the ls command, which is run on the remote system, is sent to ls.out on the local system.

$ ssh plum ls memos > ls.out
sam@plum's password:
$ cat ls.out
memo.0921
memo.draft

In the preceding ssh command the redirect symbol (>) is not quoted, so it is interpreted by the local shell and creates the ls.out file on the local system.

The next command is similar, but the redirect symbol is quoted, so the local shell does not interpret it but passes it to the remote shell. The first command creates the ls.out2 file on the remote system, and the second command displays the file.

$ ssh plum 'ls memos > ls.out2'
sam@plum's password:
$ ssh plum cat ls.out2
sam@plum's password:
memo.0921
memo.draft

For the next example, assume the working directory on the local system holds a file named memo.new. You cannot remember whether this file contains certain changes or whether you made these changes to the file named memo.draft in the memos directory on plum. You could copy memo.draft to the local system and run diff (page 227) on the two files, but then you would have three similar copies of the file spread across two systems. If you are not careful about removing the old copies when you are done, you might just become confused again in a few days. Instead of copying the file, you can use ssh. This example shows that only the date line differs between the two files:
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$ ssh plum cat memos/memo.draft | diff memo.new -
sam@plum's password:
1c1
< Wed Jun 14 12:22:14 PDT 2013
---
> Wed Jun 12 17:05:51 PDT 2013

In the preceding example, the output of the cat command on plum is sent through a pipeline on the local system to diff (running on the local system), which compares the local file memos.new to standard input (–). The following command line has the same effect but causes diff to run on the remote system:
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$ cat memo.new | ssh plum diff - memos/memo.draft
sam@plum's password:
1c1
< Wed Jun 14 12:22:14 PDT 2013
---
> Wed Jun 12 17:05:51 PDT 2013

Standard output from diff on the remote system is sent to the local shell, which displays it on the screen (because it is not redirected).

Options

This section describes some of the options you can use with ssh.

–C

(compression) Enables compression (page 710). In the commercial version of ssh, –C disables compression and +C enables compression.

–f

(not foreground) Sends ssh to the background after asking for a password and before executing the command. Useful when you want to run the command in the background but must supply a password. Implies –n.

–i filename

(identity) Instructs ssh to read the private key from filename instead of ~/.ssh/id_dsa or ~/.ssh/id_rsa for automatic login (page 700). See page 680 for an example.

–L

Forwards a port on the local system to a remote system. For more information refer to “Tunneling/Port Forwarding” on page 707.

–l user

(login) Attempts to log in as user.

–n

(null) Redirects standard input to ssh to come from /dev/null. Required when running ssh in the background (–f option).

–o option

(option) Specifies option in the format used in configuration files (page 698).

–p

(port) Specifies the port on the remote host that the connection is made to. Using the host declaration (page 699) in the configuration file, you can specify a different port for each system you connect to.

–R

Forwards a port on the remote system to the local client. For more information refer to “Tunneling/Port Forwarding” on page 707.

–t

(tty) Allocates a pseudo-tty (terminal) to the ssh process on the remote system. Without this option, when you run a command on a remote system, ssh does not allocate a tty (terminal) to the process. Instead, it attaches standard input and standard output of the remote process to the ssh session—which is normally, but not always, what you want. This option forces ssh to allocate a tty on the remote system so programs that require a tty will work.

–v

(verbose) Displays debugging messages about the connection and transfer. Useful if things are not going as expected. Repeat this option up to a total of three times to increase verbosity.

–X

(X11) Turns on nontrusted X11 forwarding. This option is not necessary if you turn on nontrusted X11 forwarding in the configuration file. For more information refer to “Forwarding X11” on page 707.

–x

(X11) Turns off X11 forwarding.

–Y

(X11trusted) Turns on trusted X11 forwarding. This option is not necessary if you turn on trusted X11 forwarding in the configuration file. For more information refer to “Forwarding X11” on page 707.

scp: Copies Files to and from a Remote System

The scp (secure copy) utility copies an ordinary or directory file from one system to another over a network; both systems can be remote. This utility uses ssh to transfer files and employs the same authentication mechanism as ssh; thus it provides the same security as ssh. The scp utility asks for a password when one is required. The format of an scp command is

scp [[user@]from-host:]source-file [[user@]to-host:][destination-file]

where from-host is the name of the system you are copying files from and to-host is the system you are copying to. The from-host and to-host arguments can be local system names, FQDNs (page 1250) of systems on the Internet, or IP addresses. When you do not specify a host, scp assumes the local system. The user on either system defaults to the user on the local system who is giving the command; you can specify a different user with user@.

The source-file is the file you are copying, and the destination-file is the resulting copy. Make sure you have read permission for the file you are copying and write permission for the directory you are copying it into. You can specify plain or directory files as relative or absolute pathnames. (A relative pathname is relative to the specified directory or to the implicit user’s home directory.) When the source-file is a directory, you must use the –r option to copy its contents. When the destination-file is a directory, each of the source files maintains its simple filename. When the destination-file is missing, scp assumes the user’s home directory.

Suppose Sam has an alternate username, sls, on plum. In the following example, Sam uses scp to copy memo.txt from the home directory of his sls account on plum to the allmemos directory in the working directory on the local system. If allmemos were not the name of a directory, memo.txt would be copied to a file named allmemos in the working directory.
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[sam@guava ~]$ scp sls@plum:memo.txt allmemos
sls@plum's password:
memo.txt                                 100%   12KB  12.3KB/s   00:00

As the transfer progresses, the percentage and number of bytes transferred increase, and the time remaining decreases.


Tip: rsync is much more versatile than scp
The rsync utility is more configurable than scp and uses OpenSSH security by default. It has many options; the most commonly used are –a and –v. The –a option causes rsync to copy ordinary files and directories, preserving the ownership, group, permissions, and modification times associated with the files. It usually does no harm to specify the –a option and frequently helps. The –v option causes rsync to list files as it copies them. For example, Sam could have given the preceding command as
Click here to view code image
$ rsync -av sls@plum:memo.txt allmemos
sls@plum's password:
receiving incremental file list
memo.txt

sent 30 bytes  received 87495 bytes  19450.00 bytes/sec
total size is 87395  speedup is 1.00
The rsync utility is also smarter than scp. If the source and destination files exist, rsync copies only the parts of the source file that are different from the destination file. This feature can save a lot of time when copying large files with few changes, such as when making backups. The number following speedup in the output indicates how much rsync’s algorithm has speeded up the process of copying a file.



In the next example, Sam, while working from guava, copies the same file as in the previous example to the directory named old in his home directory on speedy. For this example to work, Sam must be able to use ssh to log in on speedy from plum without using a password. For more information refer to “Authorized Keys: Automatic Login” on page 700.
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[sam@guava ~]$ scp sls@plum:memo.txt speedy:old
sls@plum's password:

Options

This section describes some of the options you can use with scp.

–C

(compression) Enables compression (page 710).

–o option

(option) Specifies option in the format used in configuration files (discussed shortly).

–P port

(port) Connects to port port on the remote host. This option is uppercase for scp and in lowercase for ssh.

–p

(preserve) Preserves the modification and access times as well as the modes of the original file.

–q

(quiet) Does not display the progress information as scp copies a file.

–r

(recursive) Recursively copies a directory hierarchy (follows symbolic links).

–v

(verbose) Displays debugging messages about the connection and transfer. Useful if things are not going as expected.

sftp: A Secure FTP Client

As part of OpenSSH, Fedora/RHEL provides sftp, a secure alternative to ftp (page 713). Functionally the same as ftp, sftp maps ftp commands to OpenSSH commands. You can replace ftp with sftp when you are logging in on a server that is running the OpenSSH daemon, sshd. When you are connected to a system with sftp, enter the command ? to display a list of commands. For secure communication, use sftp or scp to perform all file transfers requiring authentication. Refer to the sftp man page for more information.

lftp

Fedora/RHEL also offers lftp, which is more sophisticated than sftp and supports sftp. The lftp utility provides a shell-like command syntax that has many features, including support for tab completion and the ability to run jobs in the background. Place the following .lftprc file in your home directory to ensure lftp uses OpenSSH to connect to a server.

$ cat ~/.lftprc
set default-protocol sftp

You can also use /etc/lftp.conf to configure lftp; see the lftp man page for more information.

~/.ssh/config and /etc/ssh/ssh_config Configuration Files

It is rarely necessary to modify OpenSSH client configuration files. For a given user there might be two configuration files: ~/.ssh/config (user) and /etc/ssh/ssh_config (global). These files are read in this order and, for a given parameter, the first one found is the one OpenSSH uses. A user can override a global parameter setting by setting the same parameter in her user configuration file. Parameters given on the ssh or scp command line take precedence over parameters set in either of these files.

For security, a user’s ~/.ssh/config file should be owned by the user in whose home directory it appears and should not be writable by anyone except the owner. This file is typically set to mode 600 as there is no reason for anyone except its owner to be able to read it.

Lines in the configuration files contain declarations. Each of these declarations starts with a keyword that is not case sensitive. Some keywords must be followed by whitespace and one or more case-sensitive arguments. You can use the Host keyword to cause declarations to apply to a specific system. A Host declaration applies to all the lines between it and the next Host declaration.

Following are some of the keywords and arguments you can specify:

CheckHostIP yes | no

Identifies a remote system using the IP address in addition to a hostname from the known_hosts file when set to yes. Set it to no to use a hostname only. Setting CheckHostIP to yes can improve system security. Default is yes.

ForwardX11 yes | no

When set to yes, automatically forwards X11 connections over a secure channel in nontrusted mode and sets the DISPLAY shell variable. Fedora/RHEL allows this keyword to default to no so X11 forwarding is not initially enabled. If ForwardX11Trusted is also set to yes, the connections are made in trusted mode. Alternately, you can use –X on the command line to redirect X11 connections in nontrusted mode. For X11 forwarding to work, you must also set X11Forwarding to yes in the /etc/ssh/sshd_config file on the server (page 706). For more information refer to “Forwarding X11” on page 707.

ForwardX11Trusted yes | no

Works in conjunction with ForwardX11, which must be set to yes for this keyword to have any effect. When this keyword is set to yes (as it is under Fedora/RHEL) and ForwardX11 is set to yes, this keyword gives remote X11 clients full access to the original (server) X11 display. Alternately, you can use –Y on the command line to redirect X11 connections in trusted mode. For X11 forwarding to work, X11Forwarding must also be set to yes in the /etc/ssh/sshd_config file on the server (page 706). Default value is no, but Fedora/RHEL sets this keyword to yes. For more information refer to “Forwarding X11” on page 707.

HashKnownHosts

Causes OpenSSH to hash hostnames and addresses in the ~/.ssh/known_hosts file when set to yes. When set to no, the hostnames and addresses are written in cleartext. Default is no. See page 691 for more information on the known_hosts file.

Host hostnames

Specifies that the following declarations, until the next Host declaration, apply only to hosts that hostnames matches. The hostnames is a whitespace-separated list that can include ? and * wildcards. A single * specifies all hosts. Without this keyword, all declarations apply to all hosts.

HostbasedAuthentication yes | no

Tries rhosts authentication when set to yes. For a more secure system, set to no. Default is no.

HostKeyAlgorithms algorithms

The algorithms is a comma-separated list of algorithms the client uses in order of preference. Choose algorithms from ssh-rsa or ssh-dss. Default is ssh-rsa,ssh-dss.

Port num

Causes OpenSSH to connect to the remote system on port num. Default is 22.

StrictHostKeyChecking yes | no | ask

Determines whether and how OpenSSH adds host keys to a user’s known_hosts file. Set this option to ask to ask whether to add a host key when connecting to a new system, set it to no to add a host key automatically, and set it to yes to require host keys to be added manually. The yes and ask arguments cause OpenSSH to refuse to connect to a system whose host key has changed. For a more secure system, set to yes or ask. Default is ask.

TCPKeepAlive yes | no

Periodically checks whether a connection is alive when set to yes. Checking causes the ssh or scp connection to be dropped when the server crashes or the connection dies for another reason, even if it is only temporary. This option tests the connection at the transport (TCP) layer (page 291). Setting this parameter to no causes the client not to check whether the connection is alive. Default is yes.

This declaration uses the TCP keepalive option, which is not encrypted and is susceptible to IP spoofing (page 1256). Refer to ClientAliveInterval on page 704 for a server-based nonspoofable alternative.

User name

Specifies a username to use when logging in on a system. You can specify a system with the Host declaration. This option means you do not have to enter a username on the command line when you are using a username that differs from your username on the local system.

VisualHostKey yes | no

Displays an ASCII art representation of the key of the remote system in addition to displaying the hexadecimal representation of the key when set to yes. When set to no, this declaration displays the hexadecimal key only. For more information refer to “Randomart” on page 702. Default is no.

Setting Up an OpenSSH Server (sshd)

This section describes how to set up an OpenSSH server.

Prerequisites

Install the following packages (both are installed by default):

• openssh

• openssh-server

Check sshd is running

A new Fedora/RHEL system boots with sshd installed and running. Use the systemctl status command to make sure the service is running.
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# systemctl status sshd.service

After modifying sshd configuration files, give the command again, replacing status with reload to cause sshd to reread those files.

When the system is booted just after it is installed, the sshd daemon is started and automatically creates host key files (page 687) in /etc/ssh. OpenSSH uses the files it creates to identify the server.

Notes

Firewall

An OpenSSH server normally uses TCP port 22. Under Fedora/RHEL, this port is open when the system is installed. If the OpenSSH server system is running a firewall, this port must be open.

SELinux

When SELinux is set to use a targeted policy, sshd is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 476.

JumpStart II: Starting an OpenSSH Server

By default, the sshd server is installed and running when you first boot a Fedora/RHEL system (page 700). You can look in /var/log/secure and /var/log/messages or give the command systemctl status sshd.service to make sure everything is working properly.

Recommended Settings

The configuration files provided by Fedora/RHEL establish a mostly secure system that might or might not meet your needs. The Fedora/RHEL /etc/ssh/sshd_config file turns on X11 forwarding (page 707). It is important to set PermitRootLogin (page 705) to no, which prevents a known-name, privileged account from being exposed to the outside world with only password protection.

[image: ] Authorized Keys: Automatic Login

You can configure OpenSSH so you do not have to enter a password each time you connect to a server (remote system). To set up this feature, you need to generate a personal authentication key on the client (local system), place the public part of the key on the server, and keep the private part of the key on the client. When you connect to the server, it issues a challenge based on the public part of the key. OpenSSH then uses the private part of the key to respond to this challenge. If the client provides the appropriate response, the server logs you in.

The first step in setting up an automatic login is to generate your personal authentication keys. First check whether these authentication keys already exist on the local system (client) by looking in ~/.ssh for either id_dsa and id_dsa.pub or id_rsa and id_rsa.pub. If one of these pairs of files is present, skip the next step (do not create a new key).

[image: ] ssh-keygen

On the client, the ssh-keygen utility creates the public and private parts of an RSA key. The key’s randomart image is a visual representation of the public key; see page 702.
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$ ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/sam/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/sam/.ssh/id_rsa.
Your public key has been saved in /home/sam/.ssh/id_rsa.pub.
The key fingerprint is:
23:8f:99:2e:43:36:93:ed:c6:38:fe:4d:04:61:27:28 sam@guava
The key's randomart image is:
+--[ RSA 2048]----+
|     .+ .        |
|  E .. +         |
|   .  .          |
|       .         |
|     o. S        |
|    * .B .       |
|   o *+ o        |
|    =.+o         |
|   ..*o .        |
+-----------------+

Replace rsa with dsa to generate DSA keys. In this example, the user pressed RETURN in response to each query. You have the option of specifying a passphrase (10–30 characters is a good length) to encrypt the private part of the key. There is no way to recover a lost passphrase. See the security tip on page 703 for more information about the passphrase.

[image: ] id_rsa and id_rsa.pub

The ssh-keygen utility generates two keys: a private key or identification in ~/.ssh/id_rsa and a public key in ~/.ssh/id_rsa.pub. No one except the owner should be able to write to either of these files, and only the owner should be able to read from the private key file.

You can display the local server’s RSA key fingerprint using ssh-keygen:
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$ ssh-keygen -lf /etc/ssh/ssh_host_rsa_key.pub
2048 d1:9d:1b:5b:97:5c:80:e9:4b:41:9a:b7:bc:1a:ea:a1 /etc/ssh/ssh_host_rsa_key.pub (RSA)

Or you can display the fingerprint of the public key you just created:
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$ ssh-keygen -lf ~/.ssh/id_rsa.pub
2048 23:8f:99:2e:43:36:93:ed:c6:38:fe:4d:04:61:27:28 /home/sam/.ssh/id_rsa.pub sam@plum (RSA)

ssh-copy-id

To log in on or copy files to and from another system without supplying a password, you must copy the ~/.ssh/id_rsa.pub from the client (local system) to a file named ~/.ssh/authorized_keys on the server (remote system). The ssh-copy-id utility creates the ~/.ssh directory on the server if necessary, copies id_rsa.pub, and makes sure permissions are correct. The following example shows Sam setting up automatic login on the system named plum:
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$ ssh-copy-id sam@plum
sam@plum's password:
...
Number of key(s) added: 1


Now try logging into the machine, with:   "ssh 'sam@plum'"
and check to make sure that only the key(s) you wanted were added.


$ ssh sam@plum
$

Sam must supply his password to copy the file to plum. After running ssh-copy-id, Sam can log in on plum without providing a password. To make the server even more secure, disable password authentication (see the adjacent tip).


Security: Use a personal authentication key instead of a password
Using a personal authentication key is more secure than using a password. When you turn off password authentication, brute force authentication attacks become very unlikely.
Disable password authentication by setting PasswordAuthentication to no in /etc/ssh/sshd_config (remove the # from the beginning of the PasswordAuthentication line and change the yes to no; page 705).



Randomart

The randomart image of a system is an experimental OpenSSH ASCII visualization of the system’s host key. This image is displayed by OpenSSH utilities, including ssh, scp, and ssh-keygen. Its display is controlled by the VisualHostKey keyword in the ssh_config file (page 699). With this keyword set to yes, OpenSSH displays a system’s randomart image when you connect:
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$ ssh plum
Host key fingerprint is 0b:90:12:02:97:fb:93:6e:d4:14:f8:e0:ac:f3:26:36
+--[ RSA 2048]----+
|+ o. .           |
| o..o..          |
|  .+oo .         |
|  ..o.o          |
|   o +. S        |
|  o = .. .       |
|   = .  .        |
|  E =            |
| . =             |
+-----------------+


sam@plum's password:
...

The randomart image renders a system’s host key in a visual format that can be easier to recall than a host key fingerprint (see the preceding example). Making it easier for a user to detect a change in the fingerprint can mean that a user will be aware when he is connecting to a system other than the one he intended to connect to.

[image: ] ssh-agent: Holds Your Private Keys


Security: Personal key encryption, passphrase, and ssh-agent
The private part of your personal authentication key is kept in a file that only you can read. When you set up automatic login on a remote system, any user who has access to your account on the local system also has access to your account on the remote system because that user can read the private part of your personal key. Thus, if a malicious user compromises your account or the root account on the local system, that user then has access to your account on the remote system.
Encrypting the private part of your personal key protects the key and, therefore, restricts access to the remote system should someone compromise your local account. However, if you encrypt your personal key, you must supply the passphrase you used to encrypt the key each time you use the key, negating the benefit of not having to type a password when logging in on the remote system.
You can use ssh-agent to remember the private part of your personal key for the duration of a session; you supply your passphrase once, at the beginning of the session.




Security: Storing private keys on a removable medium
You can store the private keys on a removable medium, such as a USB flash drive, and use your ~/.ssh directory as the mount point for the filesystem stored on this drive. You might want to encrypt these keys with a passphrase in case you lose the flash drive.



When you use ssh-keygen to generate a public/private key pair, you have the option of specifying a passphrase. If you specify a passphrase, you must supply that passphrase each time you use the key. The result is, when you set up a key pair to avoid specifying your password when you log in on a remote system using ssh, you end up supplying the passphrase instead.

The ssh-agent utility allows you to use a passphrase with your personal key while entering the key one time, at the beginning of each session. When you log out, ssh-agent forgets the key. Because Fedora/RHEL is set up with ssh-agent enabled for X sessions, it is very easy to use in a graphical environment. It is also easy to set up in a textual environment.

If you are running a textual session (not within a terminal emulator window), you must give the following command to enable ssh-agent. If you are running a graphical session, skip this step (ssh-agent is set up in the files in /etc/X11/xinit/xinitrc).

$ eval $(ssh-agent -s)
Agent pid 9882

[image: ] ssh-add

Once ssh-agent is enabled, use ssh-add to specify the passphrase for a key pair:
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$ ssh-add ~/.ssh/id_rsa
Enter passphrase for /home/sam/.ssh/id_rsa:
Identity added: /home/sam/.ssh/id_rsa (/home/sam/.ssh/id_rsa)

If you omit the argument to ssh-add, it adds a passphrase for each of the ~/.ssh/id_rsa, ~/.ssh/id_dsa, and ~/.ssh/identity files that exist.

With this setup, you can use ssh to work on a remote system without supplying a login password and by supplying your passphrase one time per session.

Command-Line Options

Command-line options override declarations in the configuration files. Following are descriptions of some of the more useful sshd options.

–D

(noDetach) Keeps sshd in the foreground. Useful for debugging; implied by –d.

–d

(debug) Sets debug mode so that sshd sends debugging messages to the system log and the server stays in the foreground (implies –D). You can specify this option a maximum of three times to increase the verbosity of the output. See also –e. (The ssh client uses –v for debugging; page 695.)

–e

(error) Sends output to standard error, not to the system log. Useful with –d.

–f file

Specifies file as the configuration file instead of /etc/ssh/sshd_config.

–t

(test) Checks the configuration file syntax and the sanity of the key files.

/etc/ssh/sshd_config Configuration File

Lines in the /etc/ssh/sshd_config configuration file contain declarations. Each of these declarations starts with a keyword that is not case sensitive. Some keywords must be followed by whitespace and one or more case-sensitive arguments. You must reload the sshd server before these changes will take effect.

AllowUsers userlist

The userlist is a SPACE-separated list of usernames that specifies which users are allowed to log in using sshd. This list can include * and ? wildcards. You can specify a user as user or user@host. If you use the second format, make sure you specify the host as returned by hostname. Without this declaration, any user who can log in locally can log in using an OpenSSH client. Does not work with numeric user IDs.

ClientAliveCountMax n

The n specifies the number of client-alive messages that can be sent without receiving a response before sshd disconnects from the client. See ClientAliveInterval. Default is 3.

ClientAliveInterval n

Sends a message through the encrypted channel after n seconds of not receiving a message from the client. See ClientAliveCountMax. The default is 0, meaning that no messages are sent.

This declaration passes messages over the encrypted channel (application layer; page 291) and is not susceptible to IP spoofing (page 1256). It differs from TCPKeepAlive, which uses the TCP keepalive option (transport layer; page 291) and is susceptible to IP spoofing.

DenyUsers userlist

The userlist is a SPACE-separated list of usernames that specifies users who are not allowed to log in using sshd. This list can include * and ? wildcards. You can specify a user as user or user@host. If you use the second format, make sure you specify the host as returned by hostname. Does not work with numeric user IDs.

ForceCommand command

Executes command, ignoring commands specified by the client and commands in the optional ~/.ssh/ssh/rc file.

HostbasedAuthentication yes | no

Tries rhosts and /etc/hosts.equiv authentication when set to yes. For a more secure system, set this declaration to no. Default is no.

IgnoreRhosts yes | no

Ignores .rhosts and .shosts files for authentication. Does not affect the use of /etc/hosts.equiv and /etc/ssh/shosts.equiv files for authentication. For a more secure system, set this declaration to yes. Default is yes.

LoginGraceTime n

Waits n seconds for a user to log in on the server before disconnecting. A value of 0 means there is no time limit. Default is 120 seconds.

LogLevel val

Specifies how detailed the log messages are. Choose val from QUIET, FATAL, ERROR, INFO, and VERBOSE. Default is INFO.

PasswordAuthentication yes | no

Permits a user to use a password for authentication. For a more secure system, set up automatic login (page 700) and set this declaration to no. Default is yes.

PermitEmptyPasswords yes | no

Permits a user to log in on an account that has an empty password. Default is no.

PermitRootLogin yes | without-password | forced-commands-only | no

Permits root to log in using an OpenSSH client. Default is yes.

Setting this declaration to yes allows a user to log in as a privileged user by suppling the root password. This setup allows the root password to be sent over the network, although it is encrypted, so it is not a big security risk. It also requires all users connecting as a privileged user to know the root password.

Setting this declaration to no does not allow root to authenticate directly; privilege must come from sudo or su after a user has logged in. Given the number of brute-force attacks on a typical system connected to the Internet, this is a good choice.

Setting this declaration to without-password means the only way for a user to authenticate as root is by using an authorized key (page 700). This choice eliminates the need for a group of people to know the root password. However, one user must be able to run with root privileges so new keys can be added as needed.

Setting this declaration to forced-commands works with an authorized key but forces a specific command after authentication instead of starting an interactive shell. The command is specified by ForceCommand (above).

PermitUserEnvironment yes | no

Permits a user to modify the environment he logs in to on the remote system. Default is no. See environment on page 688.

Port num

Specifies that the sshd server listen on port num. It might improve security to change num to a nonstandard port. Default is 22.

StrictModes yes | no

Checks modes and ownership of the user’s home directory and files. Login fails for users other than the owner if the directories and/or files can be written to by anyone other than the owner. For a more secure system, set this declaration to yes. Default is yes.

SyslogFacility val

Specifies the facility name (page 620) sshd uses when logging messages. Set val to daemon, user, auth, authpriv, local0, local1, local2, local3, local4, local5, local6, or local7. Default is auth.

TCPKeepAlive yes | no

Periodically checks whether a connection is alive when set to yes. Checking causes the ssh or scp connection to be dropped when the client crashes or the connection dies for another reason, even if it is only temporary. Setting this parameter to no causes the server not to check whether the connection is alive. Default is yes.

This declaration tests the connection at the transport (TCP) layer (page 291). It uses the TCP keepalive option, which is not encrypted and is susceptible to IP spoofing (page 1256). Refer to ClientAliveInterval (page 704) for a nonspoofable alternative.

X11Forwarding yes | no

Allows X11 forwarding when set to yes. For trusted X11 forwarding to work, the ForwardX11 or the ForwardX11Trusted declaration must also be set to yes in either the ~/.ssh/config or /etc/ssh/ssh_config client configuration file (page 698). The default is no, but Fedora/RHEL sets X11Forwarding to yes. For more information refer to “Forwarding X11” on page 707.

Troubleshooting

Log files

There are several places to look for clues when you have a problem connecting with ssh or scp. First look for sshd entries in /var/log/secure and /var/log/messages on the server. Following are messages you might see when you are using an AllowUsers declaration but have not included the user who is trying to log in (page 704). The messages that are marked pam_unix originate with PAM (page 476).

Click here to view code image

# grep sshd /var/log/secure | tail -6
guava sshd[10244]: Server listening on :: port 22.
guava sshd[10248]: User sam from 172.16.192.150 not allowed because not listed in AllowUsers
guava sshd[10249]: input_userauth_request: invalid user sam
guava sshd[10248]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser=
rhost=192.168.206.181 user=sam
guava sshd[10248]: Failed password for invalid user sam from 192.168.206.181 port 59088 ssh2
guava sshd[10249]: Connection closed by 192.168.206.181

Check the configuration file

You can use the sshd –t option to check the syntax of the server configuration file.

Debug the client

If entries in these files do not help solve the problem, try connecting with the –v option (either ssh or scp—the results should be the same). OpenSSH displays a lot of debugging messages, one of which might help you figure out what the problem is. You can use a maximum of three –v options to increase the number of messages that OpenSSH displays.

Click here to view code image

$ ssh -v plum
OpenSSH_6.2p1, OpenSSL 1.0.1e-fips 11 Feb 2013
debug1: Reading configuration data /etc/ssh/ssh_config
debug1: /etc/ssh/ssh_config line 50: Applying options for *
debug1: Connecting to plum [192.168.206.181] port 22.
debug1: Connection established.
debug1: identity file /home/sam/.ssh/id_rsa type 1
debug1: identity file /home/sam/.ssh/id_rsa-cert type -1


...
debug1: Host 'plum' is known and matches the RSA host key.
debug1: Found key in /home/sam/.ssh/known_hosts:1
debug1: ssh_rsa_verify: signature correct
...
debug1: Authentications that can continue: publickey,gssapi-keyex,gssapi-with-mic,password
...
debug1: Next authentication method: publickey
debug1: Offering public key: /home/sam/.ssh/id_rsa
debug1: Authentications that can continue: publickey,gssapi-keyex,gssapi-with-mic,password
debug1: Trying private key: /home/sam/.ssh/id_dsa
debug1: Next authentication method: password
sam@plum's password:

Debug the server

You can debug from the server side by giving the command /usr/sbin/sshd –de while working with root privileges. The server will run in the foreground, and its display might help you solve the problem.

[image: ] Tunneling/Port Forwarding

The ssh utility can forward a port (port forwarding; page 1266) through the encrypted connection it establishes. Because the data sent across the forwarded port uses the encrypted ssh connection as its data link layer (page 291), the term tunneling (page 1278) is applied to this type of connection: “The connection is tunneled through ssh.” You can secure protocols—including POP, X, IMAP, VNC, and WWW—by tunneling them through ssh.

Forwarding X11

The ssh utility makes it easy to tunnel the X11 protocol. For X11 tunneling to work, you must enable it on both the server and the client, and the client must be running the X Window System.

Server

On the ssh server, enable X11 forwarding by setting the X11Forwarding declaration (page 706) to yes (the default) in the /etc/ssh/sshd_config file.

Trusted Client

On a client, enable trusted X11 forwarding by setting the ForwardX11 (default is no; page 698) and ForwardX11Trusted (default is no, but set to yes as installed; page 698) declarations to yes in the /etc/ssh/ssh_config or ~/.ssh/config file. Alternately, you can specify the –Y option (page 695) on the command line to start the client in trusted mode.

When you enable X11 forwarding on a client, the client connects as a trusted client, which means the client trusts the server and is given full access to the X11 display. With full access to the X11 display, in some situations a client might be able to modify other clients of the X11 display. Make a trusted connection only when you trust the remote system. (You do not want someone tampering with your client.) If this concept is confusing, see the tip “The roles of X client and server might be counterintuitive” on page 459.

Nontrusted Client

On a client, enable nontrusted X11 forwarding by setting the ForwardX11 (default is no; page 698) declaration to yes and the ForwardX11Trusted (default is no, but set to yes as installed; page 698) declaration to no in the /etc/ssh/ssh_config or ~/.ssh/config file. Alternately, you can specify the –X option (page 695) on the command line to start the client in nontrusted mode.

A nontrusted client is given limited access to the X11 display and cannot modify other clients of the X11 display. Few clients work properly when they are run in nontrusted mode. If you are running an X11 client in nontrusted mode and encounter problems, try running in trusted mode (assuming you trust the remote system). Fedora/RHEL sets up ssh clients to run in trusted mode.

Running ssh

With X11 forwarding turned on, ssh tunnels the X11 protocol, setting the DISPLAY environment variable on the system it connects to and forwarding the required port. Typically you will be running from a GUI, which usually means that you are using ssh in a terminal emulator window to connect to a remote system. When you give an X11 command from an ssh prompt, OpenSSH creates a new secure channel that carries the X11 data, and the graphical output from the X11 program appears on the screen. Typically you will need to start the client in trusted mode.

[sam@guava ~]$ ssh plum
[sam@plum ~]$ echo $DISPLAY
localhost:10.0

By default, ssh uses X Window System display numbers 10 and higher (port numbers 6010 and higher) for forwarded X sessions. After you connect to a remote system using ssh, you can give a command to run an X application. The application will then run on the remote system with its display appearing on the local system, such that it appears to run locally.

Port Forwarding

You can forward arbitrary ports using the –L and –R options. The –L option forwards a local port to a remote system, so a program that tries to connect to the forwarded port on the local system transparently connects to the remote system. The –R option does the reverse: It forwards remote ports to the local system. The –N option, which prevents ssh from executing remote commands, is generally used with –L and –R. When you specify –N, ssh works only as a private network to forward ports. An ssh command line using the –L or –R option has the following format:

$ ssh –N –L | –R local-port:remote-host:remote-port target

where local-port is the number of the local port that is being forwarded to or from remote-host, remote-host is the name or IP address of the system that local-port gets forwarded to or from, remote-port is the number of the port on remote-host that is being forwarded from or to the local system, and target is the name or IP address of the system ssh connects to.

As an example, assume there is a POP mail client on the local system and that the POP server is on a remote network, on a system named pophost. POP is not a secure protocol; passwords are sent in cleartext each time the client connects to the server. You can make it more secure by tunneling POP through ssh (POP-3 connects on port 110; port 1550 is an arbitrary port on the local system):

Click here to view code image

$ ssh -N -L 1550:pophost:110 pophost

After giving the preceding command, you can point the POP client at localhost:1550. The connection between the client and the server will then be encrypted. (When you set up an account on the POP client, specify the location of the server as localhost, port 1550; details vary with different mail clients.)

Firewalls

In the preceding example, remote-host and target were the same system. However, the system specified for port forwarding (remote-host) does not have to be the same as the destination of the ssh connection (target). As an example, assume the POP server is behind a firewall and you cannot connect to it via ssh. If you can connect to the firewall via the Internet using ssh, you can encrypt the part of the connection over the Internet:

Click here to view code image

$ ssh -N -L 1550:pophost:110 firewall

Here remote-host (the system receiving the port forwarding) is pophost, and target (the system that ssh connects to) is firewall.

You can also use ssh when you are behind a firewall (that is running sshd) and want to forward a port into your system without modifying the firewall settings:

Click here to view code image

$ ssh -R 1678:localhost:80 firewall

The preceding command forwards connections from the outside to port 1678 on the firewall to the local Web server. Forwarding connections in this manner allows you to use a Web browser to connect to port 1678 on the firewall when you connect to the Web server on the local system. This setup would be useful if you ran a Webmail program (page 758) on the local system because it would allow you to check your mail from anywhere using an Internet connection.

Compression

Compression, which is enabled with the –C option, can speed up communication over a low-bandwidth connection. This option is commonly used with port forwarding. Compression can increase latency to an extent that might not be desirable for an X session forwarded over a high-bandwidth connection.

Chapter Summary

OpenSSH is a suite of secure network connectivity tools that encrypts all traffic, including passwords, thereby helping to thwart malicious users who might otherwise eavesdrop, hijack connections, and steal passwords. The sshd server daemon accepts connections from clients including ssh (runs a command on or logs in on another system), scp (copies files to and from another system), and sftp (securely replaces ftp). Helper programs including ssh-keygen (creates, manages, and converts authentication keys), ssh-agent (manages keys during a session), and ssh-add (works with ssh-agent) create and manage authentication keys.

To ensure secure communications, when an OpenSSH client opens a connection, it verifies that it is connected to the correct server. Then OpenSSH encrypts communication between the systems. Finally, OpenSSH makes sure the user is authorized to log in on or copy files to and from the server. You can secure many protocols—including POP, X, IMAP, VNC, and WWW—by tunneling them through ssh.

When it is properly set up, OpenSSH also enables secure X11 forwarding. With this feature, you can run securely a graphical program on a remote system and have the display appear on the local system.

Exercises

1. What is the difference between the scp and sftp utilities?

2. How can you use ssh to find out who is logged in on a remote system?

3. How would you use scp to copy your ~/.bashrc file from the system named plum to the local system?

4. How would you use ssh to run xterm on plum and show the display on the local system?

5. What problem can enabling compression present when you are using ssh to run remote X applications on a local display?

6. When you try to connect to a remote system using an OpenSSH client and you see a message warning you that the remote host identification has changed, what has happened? What should you do?

Advanced Exercises

7. Which scp command would you use to copy your home directory from plum to the local system?

8. Which single command could you give to log in as root on the remote system named plum, if plum has remote root logins disabled?

9. How could you use ssh to compare the contents of the ~/memos directories on plum and the local system?

10. How would you use rsync with OpenSSH authentication to copy the memos12 file from the working directory on the local system to your home directory on plum? How would you copy the memos directory from the working directory on the local system to your home directory on plum and cause rsync to display each file as it copied the file?
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Objectives

After reading this chapter you should be able to:

[image: ] Download files from and upload files to an FTP server

[image: ] Download files from an anonymous FTP server

[image: ] Automate FTP logins using a .netrc file

[image: ] Explain the difference between binary and ASCII transfers

[image: ] Install and configure the vsftpd server

FTP

FTP (File Transfer Protocol) is a method of downloading files from and uploading files to another system using TCP/IP over a network. FTP is the name of a client/server protocol (FTP) and a client utility (ftp) that invokes the protocol. In addition to the original ftp utility, there are many textual and graphical FTP client programs, including most browsers, that run under many different operating systems. There are also many FTP server programs.

Introduction to FTP

This chapter starts with an introduction to FTP that discusses security, describes types of FTP connections, and presents a list of FTP clients. The first JumpStart section covers basic ftp commands and includes a tutorial on using the ftp client. Next is a section that presents more details of ftp. The final section describes how to set up a vsftpd FTP server.

History

First implemented under 4.2BSD, FTP has played an essential role in the propagation of Linux; this protocol/program is frequently used to distribute free software.

FTP site

The term FTP site refers to an FTP server that is connected to a network, usually the Internet. FTP sites can be public, allowing anonymous users to log in and download software and documentation. In contrast, private FTP sites require you to log in with a username and password. Some sites allow you to upload programs.

ftp and vsftpd

Although most FTP clients are similar, the servers differ quite a bit. This chapter describes the ftp client with references to sftp, a secure FTP client. It also covers the vsftpd (very secure FTP daemon) server that Fedora/RHEL uses internally and offers as part of its distribution.

ftp utility

The ftp utility is a user interface to FTP, a standard protocol used to transfer files between systems that communicate over a network.

Security

FTP is not a secure protocol: All usernames and passwords exchanged in setting up an FTP connection are sent in cleartext, data exchanged over an FTP connection is not encrypted, and the connection is subject to hijacking. Given these facts, FTP is best used for downloading public files. In most cases, the OpenSSH clients, ssh (page 693), scp (page 695), and sftp (page 697), offer secure alternatives to FTP.


Security: Use FTP only to download public information
FTP is not secure. The sftp utility provides better security for all FTP functions other than allowing anonymous users to download information. Because sftp uses an encrypted connection, user passwords and data cannot be sniffed when you use this utility. You can replace all instances of ftp in this chapter with sftp because sftp uses the same commands as ftp. See page 697 for more information on sftp.



The vsftpd server does not make usernames, passwords, data, and connections more secure. However, it is secure in that a malicious user finds it more difficult to compromise directly the system running it, even if vsftpd is poorly implemented. One feature that makes vsftpd more secure than ftpd is the fact that it does not run with root privileges. See also “Security” on page 725.

FTP Connections

FTP uses two connections: one for control (you establish this connection when you log in on an FTP server) and one for data transfer (FTP sets up this connection when you ask it to transfer a file). An FTP server listens for incoming connections on port 21 by default and handles user authentication and file exchange.

Passive versus active connections

A client can ask an FTP server to establish either a PASV (passive—the default) or a PORT (active) connection for data transfer. Some servers are limited to one type of connection. The difference between a passive and an active FTP connection lies in whether the client or the server initiates the data connection. In passive mode, the client initiates the connection to the server (on port 20 by default); in active mode, the server initiates the connection (there is no default port; see “Connection Parameters” on page 734 for the parameters that determine which ports a server uses). Neither approach is inherently more secure than the other. Passive connections are more common because a client using NAT (page 910) can connect to a passive server and it is simpler to program a scalable passive server.

FTP Clients

ftp

Fedora/RHEL supplies several FTP clients, including ftp (an older version of the BSD ftp utility). This section discusses ftp because it is commonly used and most other FTP clients, including sftp and lftp, provide a superset of ftp commands.

sftp

Part of the OpenSSH suite, sftp (openssh-clients package) is a secure and functionally equivalent alternative to ftp. The sftp utility is not a true FTP client—it does not understand the FTP protocol. It maps ftp commands to OpenSSH commands. See page 697 for more information.

lftp

The lftp utility (lftp package) provides the same security as sftp but offers more features. See the lftp man page for more information.

gftp

The gftp utility (gftp package) is a graphical client that works with FTP, SSH, and HTTP servers. This client has many useful features, including the ability to resume an interrupted file transfer. See www.gftp.org and freshmeat.net/projects/gftp for more information.

ncftp

The ncftp utility (ncftp package) is a textual client that offers many more features than ftp, including filename completion and command-line editing. For details see www.ncftp.com and freshmeat.net/projects/ncftp.

More Information

Local

Type help or ? at an ftp> prompt to display a list of commands. Follow the ? with a SPACE and an ftp command to display information about that command.

Files: /usr/share/doc/vsftpd-*

man pages: ftp, sftp, lftp, netrc, vsftpd.conf

Web

vsftpd home page: security.appspot.com/vsftpd.html

HOWTO

FTP mini-HOWTO

Notes

A Linux system running ftp can exchange files with any of the many operating systems that support FTP. Many sites offer archives of free information on an FTP server, although for many it is just an alternative to an easier-to-access Web site (see, for example, ftp://ftp.ibiblio.org/pub/Linux and http://www.ibiblio.org/software/linux). Most browsers can connect to and download files from FTP servers.

The ftp utility makes no assumptions about filesystem nomenclature or structure because you can use ftp to exchange files with non-UNIX/Linux systems (which might use different filenaming conventions).

Running the ftp and sftp FTP Clients

This section describes how to use the ftp and sftp FTP clients. The commands covered here work with both utilities.

Prerequisites

Install the following packages:

• openssh-clients (installed by default; contains sftp)

• ftp

There is no service to start for ftp or sftp clients.

JumpStart I: Downloading Files Using ftp

This JumpStart section is broken into two parts: a description of the basic commands and a tutorial session that shows a user working with ftp.

Basic Commands

Give the command

$ ftp hostname

where hostname is the name of the FTP server you want to connect to. If you have an account on the server, log in with your username and password. If it is a public system, log in as the user anonymous (or ftp) and give your email address as your password. Use the ls and cd ftp commands on the server as you would use the corresponding utilities from a shell. The command get file copies file from the server to the local system, put file copies file from the local system to the server, status displays information about the FTP connection, and help displays a list of commands.

The preceding commands, except for status, are also available in sftp, lftp, and ncftp.

Tutorial Session

Following are two ftp sessions wherein Sam transfers files from and to a vsftpd server named plum. When Sam gives the command ftp plum, the local ftp client connects to the server, which asks for a username and password. Because he is logged in on his local system as sam, ftp suggests that Sam log in on plum as sam. To log in as sam, he could just press RETURN. Because his username on plum is sls, however, he types sls in response to the Name (plum:sam): prompt. After Sam responds to the Password: prompt with his normal system password, the vsftpd server greets him and informs him that it is Using binary mode to transfer files. With ftp in binary mode, Sam can transfer ASCII and binary files (page 720).

Connect and log in

Click here to view code image

$ ftp plum
Connected to plum (192.168.206.181).
220 (vsFTPd 3.0.2)
Name (plum:sam): sls
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.

After logging in, Sam uses the ftp ls command to see what is in his remote working directory, which is his home directory on plum. Then he cds to the memos directory and displays the files there.

ls and cd

Click here to view code image

ftp> ls
227 Entering Passive Mode (192,168,206,181,246,88).
150 Here comes the directory listing.
drwxr-xr-x    2 1001     1001         4096 Jun 13 17:17 expenses
drwxr-xr-x    2 1001     1001         4096 Jun 13 17:19 memos
drwxr-xr-x    2 1001     1001         4096 Jun 13 17:17 tech
226 Directory send OK.


ftp> cd memos
250 Directory successfully changed.


ftp> ls
227 Entering Passive Mode (192,168,206,181,254,97).
150 Here comes the directory listing.
-rw-r--r--    1 1001     1001        79915 Jun 13 17:19 memo.0514
-rw-r--r--    1 1001     1001        74069 Jun 13 17:19 memo.0628
-rw-r--r--    1 1001     1001        37489 Jun 13 17:19 memo.0905
-rw-r--r--    1 1001     1001        85699 Jun 13 17:18 memo.0921
-rw-r--r--    1 1001     1001        55181 Jun 13 17:18 memo.1102
226 Directory send OK.

Next Sam uses the ftp get command to copy memo.1102 from the server to the local system. His use of binary mode ensures that he will get a good copy of the file regardless of whether it is binary or ASCII. The server confirms that the file was copied successfully and reports on its size and the time required to copy it. Sam then copies the local file memo.1114 to the remote system. This file is copied into his remote working directory, memos.

get and put

Click here to view code image

ftp> get memo.1102
local: memo.1102 remote: memo.1102
227 Entering Passive Mode (192,168,206,181,122,35).
150 Opening BINARY mode data connection for memo.1102 (55181 bytes).
226 Transfer complete.
55181 bytes received in 0.000392 secs (140767.86 Kbytes/sec)


ftp> put memo.1114
local: memo.1114 remote: memo.1114
227 Entering Passive Mode (192,168,206,181,71,174).
150 Ok to send data.
226 Transfer complete.
25897 bytes sent in 0.00174 secs (14857.72 Kbytes/sec)

Now Sam decides he wants to copy all the files in the memo directory on plum to a new directory on his local system. He gives an ls command to make sure he will copy the right files, but ftp has timed out. Instead of exiting from ftp and giving another ftp command from the shell, he gives ftp an open plum command to reconnect to the server. After logging in, he uses the ftp cd command to change directories to memos on the server.

Timeout and open

Click here to view code image

ftp> ls
No control connection for command: Success
Passive mode refused.
ftp> open plum
Connected to plum (192.168.206.181).
220 (vsFTPd 3.0.2)
Name (plum:sam): sls
...
ftp> cd memos
250 Directory successfully changed.

Local cd (lcd)

At this point, Sam realizes he has not created the new directory to hold the files he wants to download. Giving an ftp mkdir command would create a new directory on the server, but Sam wants a new directory on the local system. He uses an exclamation point (!) followed by a mkdir memos.hold command to invoke a shell and run mkdir on the local system, thereby creating a directory named memos.hold in his working directory on the local system. (You can display the name of the working directory on the local system using !pwd.) Next, because Sam wants to copy files from the server to the memos.hold directory on his local system, he has to change his working directory on the local system. Giving the command !cd memos.hold will not accomplish what Sam wants to do because the exclamation point will spawn a new shell on the local system and the cd command would be effective only in the new shell, which is not the shell that ftp is running under. For this situation, ftp provides the lcd (local cd) command, which changes the working directory for ftp and reports on the new local working directory:

Click here to view code image

ftp> !mkdir memos.hold


ftp> lcd memos.hold
Local directory now /home/sam/memos.hold

Sam uses the ftp mget (multiple get) command followed by the asterisk (*) wildcard to copy all files from the remote memos directory to the memos.hold directory on the local system. When ftp prompts him for the first file, Sam realizes that he forgot to turn off the prompts, so he responds with n and presses CONTROL-C to stop copying files in response to the second prompt. The server checks whether he wants to continue with his mget command.

Next Sam gives the ftp prompt command, which toggles the prompt action (turns it off if it is on and turns it on if it is off). Now when he gives a mget * command, ftp copies the files without prompting him. After getting the desired files, Sam gives a quit command to close the connection with the server, exit from ftp, and return to the local shell prompt.

mget and prompt

Click here to view code image

ftp> mget *
mget memo.0514? n
mget memo.0628? CONTROL-C
Continue with mget? n


ftp> prompt
Interactive mode off.


ftp> mget *
local: memo.0514 remote: memo.0514
227 Entering Passive Mode (192,168,206,181,216,120).
150 Opening BINARY mode data connection for memo.0514 (79915 bytes).
226 Transfer complete.
79915 bytes received in 0.00188 secs (42485.38 Kbytes/sec)
local: memo.0628 remote: memo.0628
227 Entering Passive Mode (192,168,206,181,24,77).
150 Opening BINARY mode data connection for memo.0628 (74069 bytes).
226 Transfer complete.
74069 bytes received in 0.0114 secs (6518.44 Kbytes/sec)
...
150 Opening BINARY mode data connection for memo.1114 (25897 bytes).
226 Transfer complete.
25897 bytes received in 0.00107 secs (24293.62 Kbytes/sec)
ftp> quit
221 Goodbye.

Anonymous FTP

Many systems—most notably those from which you can download free software—allow you to log in as anonymous. Most systems that support anonymous logins accept the name ftp as an easier-to-spell and quicker-to-enter synonym for anonymous. An anonymous user is usually restricted to a portion of a filesystem set aside to hold files that are to be shared with remote users. When you log in as an anonymous user, the server prompts you to enter a password. Although the system accepts any password, by convention you are expected to supply your email address. Do not use an important address if you are logging into a public site because that address could receive spam based on this login.

Many systems that permit anonymous access store interesting files in the pub directory. Most browsers, such as Firefox, log in on an anonymous FTP site and transfer a file when you click on the filename.

Automatic Login

.netrc

You can store server-specific FTP username and password information so you do not have to enter it each time you visit an FTP site. Each line of ~/.netrc identifies a server. When you connect to an FTP server, ftp reads the ~/.netrc file to determine whether you have an automatic login set up for that server. The format of a line in ~/.netrc is

machine server login username password passwd

where server is the name of the server, username is your username, and passwd is your password on server. Replace machine with default on the last line of the file to specify a username and password for systems not listed in ~/.netrc. The default line is useful for logging in on anonymous servers. A sample ~/.netrc file follows:

Click here to view code image

$ cat ~/.netrc
machine plum login sls password mypassword
default login anonymous password sam@example.com

To protect the account information in .netrc, make it readable only by the user whose home directory it appears in. Refer to the netrc man page for more information.

Binary Versus ASCII Transfer Mode

The vsftpd FTP server can—but does not always—provide two modes to transfer files. Binary mode transfers always copy an exact, byte-for-byte image of a file and never change line endings. Transfer all binary files using binary mode. Unless you need to convert line endings, use binary mode to transfer ASCII files as well.

These descriptions do not apply to files created by word processors such as Word or LibreOffice because those programs generate binary files. The vsftpd server can map Linux line endings to Windows line endings as you upload files and Windows line endings to Linux line endings as you download files.

To use ASCII mode on an FTP server that allows it, give an ascii command (page 722) after you log in and set cr to ON (the default; page 723). If the server does not allow you to change line endings as you transfer a file, you can use the unix2dos (page 260) utility before or after you transfer a file in binary mode.

Security

To enhance security, by default vsftpd transfers every file in binary mode, even when it appears to be using ASCII mode. On the server side, you can enable real ASCII mode transfers by setting the ascii_upload_enable and ascii_download_enable parameters (page 732) to YES. With the server set to allow ASCII transfers, the client controls whether line endings are mapped by using the ascii, binary, and cr commands (page 722).

ftp Specifics

This section covers the details of using ftp.

Format

An ftp command line has the following format:

ftp [options] [ftp-server]

where options is one or more options from the list in the next section and ftp-server is the name or IP address of the FTP server you want to exchange files with. If you do not specify an ftp-server, you will need to use the ftp open command to connect to a server once ftp is running.

Command-Line Options

–g

(globbing) Turns off globbing. See glob (page 723).

–i

(interactive) Turns off prompts during file transfers with mget (page 722) and mput (page 722). See also prompt (page 723).

–n

(no automatic login) Disables automatic logins (page 720).

–v

(verbose) Tells you more about how ftp is working. Displays responses from the server and reports information on how quickly files are transferred. See also verbose (page 724).

ftp Commands

The ftp utility is interactive: After you start ftp, it prompts you to enter commands to set parameters or transfer files. You can abbreviate commands as long as the abbreviations are unique. Program help is available with the help command (page 724).

Shell Command

![command]

Without command, escapes to (spawns) a shell on the local system. Use CONTROL-D or exit to return to ftp when you are finished using the local shell. Follow the exclamation point with command to execute that command only; ftp will display an ftp> prompt when execution of the command finishes. Because the shell that ftp spawns with this command is a child of the shell that is running ftp, no changes you make in this shell are preserved when you return to ftp. Specifically, when you want to copy files to a local directory other than the directory that you started ftp from, you need to use the ftp lcd command to change the local working directory: Issuing a cd command in the spawned shell will not make the change you desire. See “Local cd (lcd)” on page 718 for an example.

Transfer Files

In the following descriptions, remote-file and local-file can be pathnames.

append local-file [remote-file]

Appends local-file to the file with the same name on the remote system or to remote-file if specified.

get remote-file [local-file]

Copies remote-file to the local system under the name local-file. Without local-file, ftp uses remote-file as the filename on the local system.

mget remote-file-list

(multiple get) Copies several files to the local system, with each file maintaining its original filename. You can name the remote files literally or use wildcards (see glob). Use prompt (page 723) to turn off the prompts during transfers.

mput local-file-list

(multiple put) Copies several files to the server, with each file maintaining its original filename. You can name the local files literally or use wildcards (see glob). Use prompt (page 723) to turn off the prompts during transfers.

newer remote-file [local-file]

If the modification time of remote-file is more recent than that of local-file or if local-file does not exist, copies remote-file to the local system under the name local-file. Without local-file, ftp uses remote-file as the filename on the local system. This command is similar to get but will not overwrite a newer file with an older one.

put local-file [remote-file]

Copies local-file to the remote system under the name remote-file. Without remote-file, ftp uses local-file as the filename on the remote system.

reget remote-file [local-file]

If local-file exists and is smaller than remote-file, assumes that a previous get of local-file was interrupted and continues from where the previous get left off. Without local-file, ftp uses remote-file as the filename on the local system. This command can save time when a get of a large file fails partway through the transfer.

Status

ascii

Sets the file transfer type to ASCII. The cr command must be ON for ascii to work (page 720).

binary

Sets the file transfer type to binary (page 720).

bye

Closes the connection to the server and terminates ftp. Same as quit.

case

Toggles and displays the case mapping status. The default is OFF. When it is ON, for get and mget commands, this command maps filenames that are all uppercase on the server to all lowercase on the local system.

close

Closes the connection to the server without exiting from ftp.

cr

(carriage RETURN) Toggles and displays the (carriage) RETURN stripping status. Effective only when the file transfer type is ascii. Set cr to ON (default) to remove RETURN characters from RETURN/LINEFEED line termination sequences used by Windows, yielding the standard Linux line termination of LINEFEED. Set cr to OFF to leave line endings unmapped (page 720).

debug [n]

Toggles/sets and displays the debugging status/level, where n is the debugging level. OFF or 0 (zero) is the default. When n > 0, ftp displays each command it sends to the server.

glob

Toggles and displays the filename expansion (page 165) status for mdelete (page 724), mget (page 722), and mput (page 722) commands.

hash

Toggles and displays the hashmark (#) display status. When it is ON, ftp displays one hashmark for each 1024-byte data block it transfers.

open [hostname]

Specifies hostname as the name of the server to connect to. Without hostname, prompts for the name of the server. This command is useful when a connection times out or otherwise fails. See page 718 for an example.

passive

Toggles between passive (PASV—the default) and active (PORT) transfer modes and displays the transfer mode. For more information refer to “Passive versus active connections” on page 715.

prompt

Toggles and displays the prompt status. When it is ON (default), mdelete (page 724), mget (page 722), and mput (page 722) ask for verification before transferring each file. Set prompt to OFF to turn off these prompts.

quit

Closes the connection to the server and terminates ftp. Same as bye.

umask [nnn]

Changes the umask (page 469) applied to files created on the server to nnn. Without nnn, displays the umask.

user [username] [password]

Prompts for or accepts the username and password that enable you to log in on the server. When you call it with the –n option, ftp prompts you for a username and password automatically. For more information refer to “Automatic Login” on page 720.

Directories

cd remote-directory

Changes the working directory on the server to remote-directory.

cdup

Changes the working directory on the server to the parent of the working directory.

lcd [local_directory]

(local change directory) Changes the working directory on the local system to local_directory. Without an argument, this command changes the working directory on the local system to your home directory (just as the cd shell builtin does without an argument). See “Local cd (lcd)” on page 718 for an example.

Files

chmod mode remote-file

Changes the access permissions of remote-file on the server to mode. See chmod on page 193 for more information on how to specify the mode.

delete remote-file

Removes remote-file from the server.

mdelete remote-file-list

(multiple delete) Deletes the files specified by remote-file-list from the server.

Display Information

?

(question mark) Same as help.

dir [remote-directory] [file]

Displays a listing of remote-directory from the server. When you do not specify remote-directory, displays the working directory. When you specify file, the listing is saved on the local system in a file named file.

help [command]

Displays information about command. Without command, displays a list of local ftp commands. Also ?.

ls [remote-directory] [file]

Similar to dir but produces a more concise listing from some servers. When you specify file, the listing is saved on the local system in a file named file.

pwd

Displays the pathname of the working directory on the server. Use !pwd to display the pathname of the local working directory.

rstatus

Displays ftp connection and status information for the local system (client).

status

Displays ftp connection and status information for the remote system (server).

verbose

Toggles and displays verbose mode, which displays responses from the server and reports how quickly files are transferred. The effect of this command is the same as specifying the –v option on the command line.

Setting Up an FTP Server (vsftpd)

This section explains how to set up an FTP server implemented by the vsftpd daemon as supplied by Fedora/RHEL.

Prerequisites

Install the following package:

• vsftpd

Enable and start vsftpd

Run systemctl to cause the vsftpd service (vsftpd daemon) to start each time the system enters multiuser mode and then start the vsftpd service. Use the systemctl status command to make sure the service is running.

Click here to view code image

$ su -c 'systemctl enable vsftpd.service'
$ su -c 'systemctl start vsftpd.service'

After modifying vsftpd configuration files, give the second command again, replacing start with restart to cause vsftpd to reread those files.

Notes

Security

The safest policy is not to allow users to authenticate against FTP: Instead, use FTP for anonymous access only. If you do allow local users to authenticate and upload files to the server, be sure to put local users in a chroot jail (page 729). Because FTP sends usernames and passwords in cleartext, a malicious user can easily sniff (page 1276) them. Armed with a username and password, the same user can impersonate a local user, upload a Trojan horse (page 1281), and compromise the system.

Firewall

An FTP server normally uses TCP port 21. If the server is running a firewall or is behind a firewall, you need to open this port. Give the following commands to open this port each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.
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$ su -c 'firewall-cmd --add-service=ftp'
$ su -c 'firewall-cmd --permanent --add-service=ftp'

SELinux

When SELinux is set to use a targeted policy, FTP is protected by SELinux. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 476.

JumpStart II: Starting a vsftpd FTP Server

By default, under Fedora/RHEL vsftpd allows local and anonymous users only to log in on the server; it does not set up a guest account. When someone logs in as an anonymous user, that person works in the /var/ftp directory and can download but not upload files. You do not have to configure anything.

Troubleshooting

First make sure the firewall and SELinux (both above) are set up to allow a user to log in and copy files using ftp. Also ensure that either listen or listen_ipv6, but not both, is set to YES (page 727). Next, make sure vsftpd is working by logging in from the server system. You can refer to the server as localhost or by using its hostname on the command line. Log in as a user and provide that user’s password:

Click here to view code image

$ ftp localhost
Trying ::1...
Connected to localhost (::1).
220 (vsFTPd 3.0.2)
Name (localhost:sam): sls
331 Please specify the password.
Password:
230 Login successful.
...

If you are not able to connect to the server, first make sure the server is running:

Click here to view code image

# systemctl status vsftpd.service
vsftpd.service - Vsftpd ftp daemon
   Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; disabled)
   Active: active (running) since Tue 2013-09-10 13:02:09 PDT; 58min ago
  Process: 9351 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=exited, status=0/SUCCESS)
 Main PID: 9352 (vsftpd)
   CGroup: name=systemd:/system/vsftpd.service
           ??9352 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf


Sep 10 13:02:09 guava.example.com systemd[1]: Started Vsftpd ftp daemon.

If you want to allow users to log in as anonymous or ftp, anonymous_enable must be set to YES in /etc/vsftpd/vsftpd.conf (it is by default; page 728). Restart the vsftpd daemon (page 724) if you change vsftpd.conf. Any password is acceptable with these login names.
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$ ftp localhost
Trying ::1...
Connected to localhost (::1).
220 (vsFTPd 3.0.2)
Name (localhost:sam): anonymous
331 Please specify the password.
Password:
230 Login successful.
...

Next check that permissions on /var/ftp, or the home directory of ftp as specified in /etc/passwd, are set to 755 and that the directory is not owned by ftp. If the ftp user can write to /var/ftp, connections will fail.
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$ ls -ld /var/ftp
drwxr-xr-x. 3 root root 4096 06-13 10:09 /var/ftp

Once you are able to log in from the local system, log in from another system—either one on the LAN or another system with access to the server. On the command line, use the hostname from within the LAN or the FQDN (page 1250) from outside the LAN. The dialog should appear the same as in the previous example. If you cannot log in from a system that is not on the LAN, use ping (page 305) to test the connection and then make sure the firewall is set up to allow FTP access. See “FTP Connections” on page 715 for a discussion of active and passive modes and the ports that each mode uses.

Configuring a vsftpd Server

The configuration file for vsftpd, /etc/vsftpd/vsftpd.conf, lists Boolean, numeric, and string name-value pairs of configuration parameters, called directives. Each name-value pair is joined by an equal sign with no SPACEs on either side. Fedora/RHEL provides a well-commented vsftpd.conf file that changes many of the compiled-in defaults. This section covers many of the parameters, noting their default values and their values as specified in the vsftpd.conf file supplied with Fedora/RHEL.

Set Boolean parameters to YES or NO and numeric parameters to a nonnegative integer. Octal numbers, which are useful for setting umask parameters, must have a leading 0 (zero). Numbers without a leading zero are treated as base 10 numbers. Following are examples of setting each type of parameter:
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anonymous_enable=YES
local_umask=022
xferlog_file=/var/log/vsftpd.log

Descriptions of the directives are broken into the following groups:

• Server setup (next)

• Logging in (next page)

• Working directory and the chroot jail (page 729)

• Downloading and uploading files (page 730)

• Messages (page 732)

• Display (page 733)

• Logs (page 734)

• Connection parameters (page 734)

• Miscellaneous (page 736)

• Other configuration files (page 737)

Server Setup

listen

YES accepts connections from IPv4 clients only. Either this parameter or listen_ipv6, but not both, must be set to YES.

Default: NO

Fedora/RHEL: NO

listen_ipv6

YES accepts connections from IPv6 clients. With listen_address unset or set to :: (“any” address), vsftpd accepts connections from both IPv4 and IPv6 clients. Either this parameter or listen, but not both, must be set to YES.

Default: NO

Fedora/RHEL: YES

listen_address

Specifies the IP address of the local interface that vsftpd listens on for incoming connections. When this parameter is not set, vsftpd uses the default network interface.

Default: none

listen_port

Specifies the port that vsftpd listens on for incoming connections.

Default: 21

max_clients

Specifies the maximum number of clients. Zero (0) indicates unlimited clients.

Default: 0

max_per_ip

Specifies the maximum number of clients from the same IP address. Zero (0) indicates unlimited clients from the same IP address.

Default: 0

Logging In

Three classes of users can log in on a vsftpd server: anonymous, local, and guest. The guest user is rarely used and is not covered in this chapter. A local user logs in using his system username and password. An anonymous user logs in using anonymous or ftp and his email address as a password. You can control whether each of these classes of users can log in on the server and what they can do once they log in. You can also specify what a local user can do on a per-user basis; for more information refer to user_config_dir on page 736.

Local Users

userlist_enable

The /etc/vsftpd/user_list file (page 737), or another file specified by userlist_file, contains a list of zero or more users. YES consults this list and takes action based on userlist_deny, either granting or denying users in the list permission to log in on the server. To prevent the transmission of cleartext passwords, access is denied immediately after the user enters her username. NO does not consult the list. Set to NO for a more secure system.

Default: NO

Fedora/RHEL: YES

userlist_deny

YES prevents users listed in /etc/vsftpd/user_list (page 737) from logging in on the server. NO allows only users listed in /etc/vsftpd/user_list to log in on the server. Use userlist_file to change the name of the file that this parameter consults. This parameter is checked only when userlist_enable is set to YES.

Default: YES

userlist_file

The name of the file consulted when userlist_enable is set to YES.

Default: /etc/vsftpd/user_list

local_enable

YES permits local users (users listed in /etc/passwd) to log in on the server.

Default: NO

Fedora/RHEL: YES

Anonymous Users

anonymous_enable

YES allows anonymous logins. NO disables anonymous logins.

Default: YES

no_anon_password

YES skips asking anonymous users for passwords.

Default: NO

deny_email_enable

YES checks whether the password (email address) that an anonymous user enters is listed in /etc/vsftpd.banned_emails or another file specified by banned_email_file. If it is, the user is not allowed to log in on the system. NO does not perform this check. Using firewall-cmd (page 906) to block specific hosts is generally more productive than using this parameter.

Default: NO

banned_email_file

The name of the file consulted when deny_email_enable is set to YES.

Default: /etc/vsftpd/banned_emails

The Working Directory and the chroot Jail

When a user logs in on a vsftpd server, standard filesystem access permissions control which directories and files the user can access and how the user can access them. Three basic parameters control a user who is logged in on a vsftpd server:

• The user ID (UID)

• The initial working directory

• The root directory

By default, the vsftpd server sets the UID of a local user to that user’s UID and sets the UID of an anonymous user to that of the user named ftp. A local user starts in her home directory and an anonymous user starts in /var/ftp.

By default, anonymous users are placed in a chroot jail for security; local users are not. For example, when an anonymous user logs in on a vsftpd server, his home directory is /var/ftp. All that user sees, however, is that his home directory is /. The user sees the directory at /var/ftp/upload as /upload. The user cannot see or work with, for example, the /home, /usr/local, or /tmp directory because the user is in a chroot jail. For more information refer to “Setting Up a chroot Jail” on page 487.

You can use the chroot_local_user parameter to put each local user in a chroot jail whose root is the user’s home directory. You can use chroot_list_enable to put selected local users in chroot jails.

chroot_list_enable

Upon login, YES checks whether a local user is listed in /etc/vsftpd/chroot_list (page 737) or another file specified by chroot_list_file.

When a user is in the list and chroot_local_user is set to NO, the user is put in a chroot jail in his home directory. Only users listed in /etc/vsftpd/chroot_list are put in chroot jails.

When a user is in the list and chroot_local_user is set to YES, that user is not put in a chroot jail. Users not listed in /etc/vsftpd/chroot_list are put in chroot jails.

Default: NO

chroot_local_user

See chroot_list_enable. Set to NO for a more open system but remember to add new users to the chroot_list_file as needed when you add users to the system. Set to YES for a more secure system. New users are automatically restricted unless you add them to chroot_list_file.

Default: NO

chroot_list_file

The name of the file consulted when chroot_list_enable is set to YES.

Default: /etc/vsftpd/chroot_list

passwd_chroot_enable

YES enables you to change the location of the chroot jail that the chroot_list_enable and chroot_local_user settings impose on a local user.

The location of the chroot jail can be moved up the directory structure by including a /./ within the home directory string for that user in /etc/passwd. This change has no effect on the standard system login, just as a cd . command has no effect on the working directory.

For example, changing the home directory field in /etc/passwd (page 508) for Sam from /home/sam to /home/./sam allows Sam to cd to /home after logging in using vsftpd. Given the proper permissions, Sam can now view files and collaborate with another user.

Default: NO

secure_chroot_dir

The name of an empty directory that is not writable by the user ftp. The vsftpd server uses this directory as a secure chroot jail when the user does not need access to the filesystem.

Default: /usr/share/empty

local_root

After a local user logs in on the server, this directory becomes the user’s working directory. No error results if the specified directory does not exist.

Default: none

Downloading and Uploading Files

By default, any user—whether local or anonymous—can download files from the vsftpd server, assuming proper filesystem access and permissions. The write_enable parameter must be set to YES (Fedora/RHEL sets it this way) to permit local users to upload files. The local_umask parameter defaults to 077, although Fedora/RHEL sets it to 022, giving uploaded files 644 permissions (page 191). These permissions allow users to download other users’ files. Change local_umask to 077 to allow only the user who created a file to download and overwrite it.

Security

Refer to “Security” on page 725 for information on the security hole that is created when you allow local users to upload files.

The following actions set up vsftpd to allow anonymous users to upload files:

1. Set write_enable (below) to YES. (Fedora/RHEL sets this parameter to YES.)

2. Create a directory under /var/ftp that an anonymous user can write to but not read from (mode 333). You do not want a malicious user to be able to see, download, modify, and upload a file that another user originally uploaded. The following commands create a /var/ftp/uploads directory that anyone can write to but no one can read from:
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# mkdir /var/ftp/uploads
# chmod 333 /var/ftp/uploads

Because of the security risk, vsftpd prevents anonymous connections when an anonymous user (ftp) can write to /var/ftp.

3. Set anon_upload_enable (page 732) to YES.

4. See the other parameters in this section.

Download/Upload for Local Users

local_umask

The umask (page 469) setting for local users.

Default: 077

Fedora/RHEL: 022

file_open_mode

Uploaded file permissions for local users. The umask (page 469) is applied to this value. Change to 0777 to make uploaded files executable.

Default: 0666

write_enable

YES permits users to create and delete files and directories (assuming appropriate filesystem permissions). NO prevents users from making changes to the filesystem.

Default: NO

Fedora/RHEL: YES

Anonymous Users

anon_mkdir_write_enable

YES permits an anonymous user to create new directories when write_enable is set to YES and the anonymous user has permission to write to the working directory.

Default: NO

anon_other_write_enable

YES grants an anonymous user write permission in addition to the permissions granted by anon_mkdir_write_enable and anon_upload_enable. For example, YES allows an anonymous user to delete and rename files, assuming she has permission to write to the working directory. For a more secure site, do not set this parameter to YES.

Default: NO

anon_root

After an anonymous user logs in on the server, this directory becomes the user’s working directory. No error results if the specified directory does not exist.

Default: none

anon_umask

The umask (page 469) setting for anonymous users. The default setting gives only anonymous users access to files uploaded by anonymous users; set this parameter to 022 to give everyone read access to these files.

Default: 077

anon_upload_enable

YES allows anonymous users to upload files when write_enable=YES and the anonymous user has permission to write to the directory.

Default: NO

anon_world_readable_only

YES limits the files that a user can download to those that are readable by the owner of the file, members of the group the file is associated with, and others. It might not be desirable to allow one anonymous user to download a file that another anonymous user uploaded. Setting this parameter to YES can avoid this scenario.

Default: YES

ascii_download_enable

YES allows a user to download files using ASCII mode (page 720). Setting this parameter to YES can create a security risk (page 720).

Default: NO

ascii_upload_enable

YES allows a user to upload files using ASCII mode (page 720).

Default: NO

chown_uploads

YES causes files uploaded by anonymous users to be owned by root (or another user specified by chown_username). To improve security, change chown_username to a name other than root if you set this parameter to YES.

Default: NO

chown_username

See chown_uploads.

Default: root

ftp_username

The username of anonymous users.

Default: ftp

nopriv_user

The name of the user with minimal privileges, as used by vsftpd. Because other programs use nobody, to enhance security you can replace nobody with the name of a dedicated user such as ftp.

Default: nobody

Messages

You can replace the standard greeting banner that vsftpd displays when a user logs in on the system (banner_file and ftpd_banner). You can also display a message each time a user enters a directory (dirmessage_enable and message_file). When you set dirmessage_enable=YES, each time a user enters a directory using cd, vsftpd displays the contents of the file in that directory named .message (or another file specified by message_file).

dirmessage_enable

YES displays .message or another file specified by message_file as an ftp user enters a new directory by giving a cd command.

Default: NO

Fedora/RHEL: YES

message_file

See dirmessage_enable.

Default: .message

banner_file

The absolute pathname of the file that is displayed when a user connects to the server. Overrides ftpd_banner.

Default: none

ftpd_banner

Overrides the standard vsftpd greeting banner displayed when a user connects to the server.

Default: none; uses standard vsftpd banner

Display

This section describes parameters that can improve security and performance by controlling how vsftpd displays information.

hide_ids

YES lists all users and groups in directory listings as ftp. NO lists the real owners.

Default: NO

setproctitle_enable

NO causes ps to display the process running vsftpd as vsftpd. YES causes ps to display what vsftpd is currently doing (uploading and so on). Set to NO for a more secure system.

Default: NO

text_userdb_names

NO improves performance by displaying numeric UIDs and GIDs in directory listings. YES displays names.

Default: NO

use_localtime

NO causes the ls, mls, and modtime FTP commands to display UTC (page 1279). YES causes these commands to display the local time.

Default: NO

ls_recurse_enable

YES permits users to give ls –R commands. Setting this parameter to YES might pose a security risk because giving an ls –R command at the top of a large directory hierarchy can consume a lot of system resources.

Default: NO

Logs

By default, logging is turned off. However, the vsftpd.conf file distributed with Fedora/RHEL turns it on. This section describes parameters that control the details and locations of logs.

A vsftpd server can generate logs in two formats: vsftpd and xferlog. The default vsftpd log format is more readable than xferlog format but cannot be processed by programs that generate statistical summaries of xferlog files. Search for xferlog on the Internet to obtain more information on this command.

log_ftp_protocol

YES logs FTP requests and responses in the default vsftpd log format, provided that xferlog_std_format is set to NO.

Default: NO

xferlog_enable

YES maintains a transfer log in /var/log/vsftpd.log (or another file specified by xferlog_file). NO does not create a log.

Default: NO

Fedora/RHEL: YES

xferlog_std_format

YES causes a transfer log (not covering connections) to be written in standard xferlog format, as used by wu-ftpd, as long as xferlog_file is explicitly set. If xferlog_std_format is set to YES and xferlog_file is not explicitly set, logging is turned off. Setting this parameter to NO causes vsftpd to generate logs in vsftpd log format, provided log_ftp_protocol is set to YES.

Default: NO

Fedora/RHEL: YES

xferlog_file

See xferlog_enable and xferlog_std_format.

Default: /var/log/xferlog

Connection Parameters

You can allow clients to establish passive and/or active connections (page 715). Setting timeouts and maximum transfer rates can improve server security and performance. This section describes parameters that control the types of connections that a client can establish, the length of time vsftpd will wait while establishing a connection, and the speeds of connections for different types of users.

Passive (PASV) Connections

pasv_enable

NO prevents the use of PASV connections.

Default: YES

pasv_promiscuous

NO causes PASV to perform a security check that ensures that the data and control connections originate from a single IP address. YES disables this check. Set to NO for a more secure system.

Default: NO

pasv_max_port

The highest port number vsftpd will allocate for a PASV data connection; useful in setting up a firewall.

Default: 0 (use any port)

pasv_min_port

The lowest port number vsftpd will allocate for a PASV data connection; useful in setting up a firewall.

Default: 0 (use any port)

pasv_address

Specifies an IP address other than the one used by the client to contact the server.

Default: none; the address is the one used by the client

Active (PORT) Connections

port_enable

NO prevents the use of PORT connections.

Default: YES

port_promiscuous

NO causes PORT to perform a security check that ensures that outgoing data connections connect only to the client. YES disables this check. Set to NO for a more secure system.

Default: NO

connect_from_port_20

YES specifies port 20 (ftp-data, a privileged port) on the server for PORT connections, as required by some clients. NO allows vsftpd to run with fewer privileges (on a nonprivileged port).

Default: NO

Fedora/RHEL: YES

ftp_data_port

With connect_from_port_20 set to NO, specifies the port that vsftpd uses for PORT connections.

Default: 20

Timeouts

accept_timeout

The number of seconds the server waits for a client to establish a PASV data connection.

Default: 60

connect_timeout

The number of seconds the server waits for a client to respond to a PORT data connection.

Default: 60

data_connection_timeout

The number of seconds the server waits for a stalled data transfer to resume before disconnecting.

Default: 300

idle_session_timeout

The number of seconds the server waits between FTP commands before disconnecting.

Default: 300

local_max_rate

For local users, the maximum data transfer rate in bytes per second. Zero (0) indicates no limit.

Default: 0

anon_max_rate

For anonymous users, the maximum data transfer rate in bytes per second. Zero (0) indicates no limit.

Default: 0

one_process_model

YES establishes one process per connection, which improves performance but degrades security. NO allows multiple processes per connection. Set to NO for a more secure system.

Default: NO

Miscellaneous

This section describes parameters not discussed elsewhere.

pam_service_name

The name of the PAM service used by vsftpd.

Default: ftp

Fedora/RHEL: vsftpd

rsa_cert_file

Specifies where the RSA certificate for SSL-encrypted connections is kept.

Default: /usr/share/ssl/certs/vsftpd.pem

rsa_private_key_file

Specifies where the RSA key for SSL-encrypted connections is kept.

Default: none

tcp_wrappers

YES causes incoming connections to use tcp_wrappers (page 485) if vsftpd was compiled with tcp_wrappers support. When tcp_wrappers sets the environment variable VSFTPD_LOAD_CONF, vsftpd loads the configuration file specified by this variable, allowing per-IP configuration.

Default: NO

Fedora/RHEL: YES

user_config_dir

Specifies a directory that contains files named for local users. Each of these files, which mimic vsftpd.conf, contains parameters that override, on a per-user basis, default parameters and parameters specified in vsftpd.conf. For example, assume user_config_dir is set to /etc/vsftpd/user_conf. Further suppose the default configuration file, /etc/vsftpd/vsftpd.conf, sets idlesession_timeout=300 and Sam’s individual configuration file, /etc/vsftpd/user_conf/sam, sets idlesession_timeout=1200. Then all users’ sessions except for Sam’s will time out after 300 seconds of inactivity. Sam’s sessions will time out after 1,200 seconds.

Default: none

Other Configuration Files

In addition to /etc/vsftpd/vsftpd.conf, the following files control the functioning of vsftpd. The directory hierarchy that user_config_dir points to is not included in this list because it has no default name.

/etc/vsftpd/ftpusers

Lists users, one per line, who are never allowed to log in on the FTP server, regardless of how userlist_enable (page 728) is set and regardless of the users listed in the user_list file. The default file lists root, bin, daemon, and others.

/etc/vsftpd/user_list

Lists either the only users who can log in on the server or the only users who are not allowed to log in on the server. The userlist_enable (page 728) parameter must be set to YES for vsftpd to examine the list of users in this file. Setting userlist_enable to YES and userlist_deny (page 728) to YES (or not setting it) prevents listed users from logging in on the server. Setting userlist_enable to YES and userlist_deny to NO permits only the listed users to log in on the server.

/etc/vsftpd/chroot_list

Depending on the chroot_list_enable (page 729) and chroot_local_user (page 730) settings, lists either users who are forced into a chroot jail in their home directories or users who are not placed in a chroot jail.

/var/log/xferlog

Log file. For more information refer to “Logs” on page 734.

Chapter Summary

File Transfer Protocol is a protocol for downloading files from and uploading files to another system over a network. FTP is the name of both a client/server protocol (FTP) and a client utility (ftp) that invokes this protocol. Because FTP is not a secure protocol, it should be used only to download public information. You can run the vsftpd FTP server in the restricted environment of a chroot jail to make it significantly less likely that a malicious user can compromise the system.

Many servers and clients implement the FTP protocol. The ftp utility is the original client implementation; sftp and lftp are secure implementations that use OpenSSH facilities to encrypt the connection. Although they do not understand the FTP protocol, they map ftp commands to OpenSSH commands. The vsftpd daemon is a secure FTP server; it better protects the server from malicious users than do other FTP servers.

Public FTP servers allow you to log in as anonymous or ftp. By convention, you supply your email address as a password when you log in as an anonymous user. Public servers frequently have interesting files in the pub directory.

FTP provides two modes of transferring files: binary and ASCII. It is safe to use binary mode to transfer all types of files, including ASCII files. If you transfer a binary file using ASCII mode, the transfer will fail.

Exercises

1. What changes does FTP make to an ASCII file when you download it in ASCII mode to a Windows machine from a Linux server? What changes are made when you download the file to a Mac?

2. What happens if you transfer an executable program file in ASCII mode?

3. When would ftp be a better choice than sftp?

4. How would you prevent a local user from logging in on a vsftpd server using her system username and password?

5. What advantage does sftp have over ftp?

6. What is the difference between cd and lcd in ftp?

Advanced Exercises

7. Why might you have problems connecting to an FTP server in PORT mode?

8. Why is it advantageous to run vsftpd in a chroot jail?

9. After downloading a file, you find that it does not match the MD5 checksum provided. Downloading the file again gives the same incorrect checksum. What have you done wrong and how would you fix it?


20. sendmail: Setting Up Mail Servers, Clients, and More


In This Chapter
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JumpStart I: Configuring sendmail on a Client
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Webmail
Setting Up an IMAP or POP3 Mail Server
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Objectives

After reading this chapter you should be able to:

[image: ] Explain what sendmail is

[image: ] Explain the purpose and give examples of an MUA, an MTA, and an MDA

[image: ] Describe the role of SMTP, IMAP, and POP

[image: ] Configure the local SMTP service to use a smarthost for outgoing mail

[image: ] Configure the local SMTP server to accept incoming mail, relay outgoing mail for specific hosts, and deliver mail directly to the remote systems

[image: ] Configure mail aliases and mail forwarding

[image: ] Install and configure SpamAssassin on a mail client and a mail server

[image: ] Install and configure a Webmail service (SquirrelMail)

[image: ] Setup a mailing list (Mailman)

[image: ] Install and configure an IMAP server (Dovecot)

[image: ] Describe the process and purpose of authenticated relaying

Sending and receiving email require three pieces of software. At each end, there is a client, called an MUA (mail user agent), which is a bridge between a user and the mail system. Common MUAs are Evolution, KMail, Thunderbird, mutt, and Outlook. When you send an email, the MUA hands it to an MTA (mail transfer agent, such as exim4 or sendmail), which transfers it to the destination server. At the destination, an MDA (mail delivery agent, such as procmail) puts the mail in the recipient’s mailbox file. On Linux systems, the MUA on the receiving system either reads the mailbox file or retrieves mail from a remote MUA or MTA, such as an ISP’s SMTP (Simple Mail Transfer Protocol) server, using POP (Post Office Protocol) or IMAP (Internet Message Access Protocol).

SMTP

Most Linux MUAs expect a local MTA such as sendmail to deliver outgoing email. On some systems, including those with a dial-up connection to the Internet, the MTA sends email to an ISP’s mail server. Because most MTAs use SMTP (Simple Mail Transfer Protocol) to deliver email, they are often referred to as SMTP servers.


Tip: You do not need to set up sendmail to send and receive email
Most MUAs can use POP or IMAP to receive email from an ISP’s server. These protocols do not require an MTA such as sendmail. As a consequence, you do not need to install or configure sendmail (or another MTA) to receive email. Although you still need SMTP to send email, the SMTP server can be at a remote location, such as your ISP. Thus you might not need to concern yourself with it either.



In the default Fedora setup, the sendmail MTA uses procmail as the local MDA. In turn, procmail writes email to the end of the recipient’s mailbox file. You can also use procmail to sort email according to a set of rules, either on a per-user basis or globally. The global filtering function is useful for systemwide filtering to detect spam and for other tasks, but the per-user feature is largely superfluous on a modern system. Traditional UNIX MUAs were simple programs that could not filter mail and thus delegated this function to MDAs such as procmail. Modern MUAs, by contrast, incorporate this functionality. Although by default RHEL uses postfix as the MTA, this chapter explains how to set up sendmail as the MTA.

[image: ] Introduction to sendmail

When the network that was to evolve into the Internet was first set up, it connected a few computers, each serving a large number of users and running several services. Each computer was capable of sending and receiving email and had a unique hostname, which was used as a destination for email.

Today the Internet has a large number of transient clients. Because these clients do not have fixed IP addresses or hostnames, they cannot receive email directly. Users on these systems usually maintain an account on an email server run by their employer or an ISP, and they collect email from this account using POP or IMAP. Unless you own a domain where you want to receive email, you will not need to set up sendmail to receive mail from nonlocal systems.

Outbound Email

When used as a server, sendmail accepts outbound email and directs it to the system it is addressed to (the destination system). This section describes the different ways you can set up sendmail to perform this task.

Accepting Email for Delivery

You can set up a sendmail server so it accepts outbound email from the local system only, from specified systems (such as a LAN), or from all systems. Accepting email from unknown systems makes it likely the server will propagate spam.

Delivering Email

Direct connection

You can set up a sendmail server so it connects directly to the SMTP server on nonlocal destination systems. This SMTP server then delivers the email. Typically, sendmail delivers local email directly.

Smarthost

Alternately, you can set up a sendmail server so it sends email bound for nonlocal systems to an SMTP server that relays the mail to its destination. This type of server is called a smarthost or SMTP relay.

Port 25

By default, SMTP uses port 25. Some Windows viruses use a simple, self-contained SMTP server to propagate themselves. As a partial defense against these types of viruses, some ISPs and larger organizations block all outgoing connections that originate or terminate on port 25, with the exception of connections to their own SMTP server (smarthost). Blocking this port prevents local systems from making a direct connection to send email. These organizations require you to use a smarthost for email bound for nonlocal systems.

Inbound Email

Although not typical, you can set up sendmail to accept email for a registered domain name as specified in the domain’s DNS MX record (page 859). However, most mail clients (MUAs) do not interact directly with sendmail to receive email. Instead, they use POP or IMAP—protocols that include features for managing mail folders, leaving messages on the server, and reading only the subject of an email without downloading the entire message. If you want to collect email from a system other than the one running the incoming mail server, you might need to set up a POP or IMAP server, as discussed on page 763.

[image: ] Alternatives to sendmail

Over the years, sendmail has grown to be enormously complex. Its complexity makes it challenging to configure if you want to set up something more than a simple mail server. Its size and complexity also add to its vulnerability. For optimal security, make sure you run the latest version of sendmail and always keep sendmail up-to-date. Or you might want to consider using one of the following alternatives.

[image: ] exim4

The default MTA under Ubuntu, exim4 (www.exim.org; exim package), was introduced in 1995 by the University of Cambridge. It can be configured in several different ways and includes many features other MTAs lack.

[image: ] Postfix

Postfix (www.postfix.org; postfix package) is an alternative MTA. Postfix is fast and easy to administer but is compatible enough with sendmail to not upset sendmail users. Postfix has a good reputation for ease of use and security and is a drop-in replacement for sendmail.

[image: ] Qmail

Qmail (www.qmail.org) is a direct competitor of Postfix and has the same objectives. By default, Qmail stores email using the maildir format as opposed to the mbox format that other MTAs use (page 745).

More Information

Web

sendmail: www.sendmail.org

exim4: www.exim.org, wiki.debian.org/PkgExim4

procmail: www.procmail.org

IMAP and POP3: www.dovecot.org, cyrusimap.org

SpamAssassin: spamassassin.apache.org, wiki.apache.org/spamassassin

Spam database: razor.sourceforge.net

Mailman: www.list.org

SquirrelMail: www.squirrelmail.org

Dovecot: www.dovecot.org

Postfix: www.postfix.org

Qmail: www.qmail.org

Local

Dovecot: /usr/share/doc/dovecot*

man pages: sendmail, aliases, makemap, spamassassin spamc spamd

SpamAssassin: /usr/share/doc/spamassassin*, give the following command:

Click here to view code image

$ perldoc Mail::SpamAssassin::Conf

[image: ] Setting Up a sendmail Mail Server

This section explains how to set up a sendmail mail server.

Prerequisites

Install the following packages:

• sendmail

• sendmail-cf (required to configure sendmail)

Restart sendmail

As installed, sendmail is active and enabled so it will run when the system is booted. After changing its configuration files, give the following command to restart sendmail, causing it to reread its configuration files:

Click here to view code image

# systemctl restart sendmail.service

Notes

Firewall

An SMTP server normally uses TCP port 25. If an SMTP server system that receives nonlocal mail is running a firewall, you need to open this port. Give the following commands to open the port each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.

Click here to view code image

$ su -c 'firewall-cmd --add-port=25/tcp'
$ su -c 'firewall-cmd --permanent --add-port=25/tcp'

cyrus

This chapter covers the IMAP and POP3 servers included in the dovecot package. Fedora/RHEL also provides IMAP and POP3 servers in the cyrus-imapd package.

FQDN

If the local system does not have an FQDN (page 1251), sendmail will start very slowly. As a consequence, the system might boot slowly. See /etc/hostname on page 507 for instructions on how to determine if the system has an FQDN and how to give the local system an FQDN.

[image: ] JumpStart I: Configuring sendmail on a Client


Tip: You might not need to configure sendmail to send email
With sendmail running, give the command described under “Test” on page 744. As long as sendmail can connect to port 25 outbound, you should not need to set up sendmail to use an SMTP relay as described in this section. If you receive the mail sent by the test, you can skip this section. However, see “FQDN,” above.



This JumpStart configures an outbound sendmail server. This server

• Uses a remote SMTP server—typically an ISP—to relay outbound email to its destination (a smarthost or SMTP relay).

• Sends to the SMTP server email originating from the local system only. It does not forward email originating from other systems.

• Does not handle inbound email. As is frequently the case, you need to use POP or IMAP to receive email.

Change sendmail.mc

To set up this server, you must edit /etc/mail/sendmail.mc and restart sendmail (page 742).

The dnl (page 749) at the start of the following line in sendmail.mc indicates that this line is a comment:

Click here to view code image

dnl define('SMART_HOST','smtp.your.provider')dnl

You can ignore the dnl at the end of the line. To specify a remote SMTP server, you must open sendmail.mc in an editor and change the preceding line, deleting dnl from the beginning of the line and replacing smtp.your.provider with the FQDN of your ISP’s SMTP server (obtain this name from your ISP). Be careful not to alter the back ticks (') and the single quotation marks (') in this line. If your ISP’s SMTP server is at smtp.myisp.com, you would change the line to

Click here to view code image

define('SMART_HOST','smtp.myisp.com')dnl


Tip: Do not alter the back ticks (') or the single quotation marks (')
Be careful not to alter the back ticks (') or the single quotation marks (') in any line in sendmail.mc. These symbols control the way the m4 preprocessor converts sendmail.mc to sendmail.cf; sendmail will not work properly if you do not preserve these symbols.



Restart sendmail so that it regenerates the sendmail.cf file from the sendmail.mc file you edited (page 742).

Test

Test sendmail with the following command:

Click here to view code image

$ echo "my sendmail test" | /usr/sbin/sendmail user@remote.host

Replace user@remote.host with an email address on another system where you receive email. You need to send email to a remote system to make sure that sendmail is relaying your email.

[image: ] JumpStart II: Configuring sendmail on a Server

If you want to receive inbound email sent to a registered domain that you own, you need to set up sendmail as an incoming mail server. This JumpStart describes how to set up such a server. This server

• Accepts outbound email from the local system only.

• Delivers outbound email directly to the recipient’s system, without using an SMTP relay (smarthost).

• Accepts inbound email from any system.

This server does not relay outbound email originating on other systems. Refer to “access: Sets Up a Relay Host” on page 752 if you want the local system to act as a relay. For this configuration to work, you must be able to make outbound connections from and receive inbound connections to port 25.

The line in sendmail.mc that limits sendmail to accepting inbound email from the local system only is

Click here to view code image

DAEMON_OPTIONS('Port=smtp,Addr=127.0.0.1, Name=MTA')dnl

To allow sendmail to accept inbound email from other systems, remove the parameter Addr=127.0.0.1, from the preceding line:

Click here to view code image

DAEMON_OPTIONS('Port=smtp, Name=MTA')dnl

By default, sendmail does not use a remote SMTP server to relay email, so there is nothing to change to cause sendmail to send email directly to recipients’ systems. (JumpStart I set up a SMART_HOST to relay email.)

Once you have restarted sendmail (page 742), it will accept mail addressed to the local system, as long as a DNS MX record (page 859) points at the local system. If you are not running a DNS server, you must ask your ISP to set up an MX record.

[image: ] Working with sendmail Messages

Outbound email

When you send email, the MUA passes the email to sendmail, which creates in the /var/spool/mqueue (mail queue) directory two files that hold the message while sendmail processes it. To create a unique filename for a particular piece of email, sendmail generates a random string and uses that string in filenames pertaining to the email. The sendmail daemon stores the body of the message in a file named df (data file) followed by the generated string. It stores the headers and envelope information in a file named qf (queue file) followed by the generated string.

If a delivery error occurs, sendmail creates a temporary copy of the message that it stores in a file whose name starts with tf (temporary file) and logs errors in a file whose name starts xf. Once an email has been sent successfully, sendmail removes all files pertaining to that email from the mqueue directory.

Mail addressed to the local system

By default, sendmail delivers email addressed to the local system to users’ files in the mail spool directory, /var/spool/mail, in mbox format. Within this directory, each user has a mail file named with the user’s username. Mail remains in these files until it is collected, typically by an MUA. Once an MUA collects the mail from the mail spool, the MUA stores the mail as directed by the user, usually in the user’s home directory.

Mail addressed to nonlocal systems

The scheme that sendmail uses to process email addressed to a nonlocal system depends on how it is configured: It can send the email to a smarthost, it can send the email to the system pointed to by the DNS MX record of the domain the email is addressed to, or it can refuse to send the email.

mbox versus maildir

The mbox format holds all messages for a user in a single file. To prevent corruption, a process must lock this file while it is adding messages to or deleting messages from the file; thus the MUA cannot delete a message at the same time the MTA is adding messages. A competing format, maildir, holds each message in a separate file. This format does not use locks, allowing an MUA to delete messages from a user at the same time as mail is delivered to the same user. In addition, the maildir format is better able to handle larger mailboxes. The downside is that the maildir format adds overhead when you are using a protocol such as IMAP to check messages. The dovecot package supports both mbox and maildir formats. Qmail (page 742), an alternative to sendmail, supports the maildir format only.

Mail Logs

The sendmail daemon stores log messages in /var/log/maillog. Other mail servers, such as Dovecot, might also log information to this file. Following is a sample log entry:

/var/log/maillog

Click here to view code image

# cat /var/log/maillog
...
Jun 18 11:55:46 guava sendmail[2159]: r5IItjl5002157: to=<mgs@sobell.com>,
ctladdr=<sam@guava.example.com> (1000/1400), delay=00:00:01, xdelay=00:00:01,
mailer=esmtp, pri=120315, relay=gmail-smtp-in.l.google.com. [74.125.129.27],
dsn=2.0.0, stat=Sent (OK 1371581746 o4si8984494pac.163 - gsmtp)

Each log entry starts with a timestamp, the name of the system sending the email, the name of the mail server (sendmail), and a unique identification number. The address of the recipient follows the to= label and the address of the sender follows ctladdr=. Additional fields provide the name of the mailer and the time it took to send the message. If a message is sent correctly, the stat= label is followed by Sent.

A message is marked Sent when sendmail sends it; Sent does not indicate the message has been delivered. If a message is not delivered because an error occurred farther down the line, the sender usually receives an email saying that it was not delivered and giving a reason why.

See the sendmail documentation for more information on log files. If you send and receive a lot of email, the maillog file can grow quite large. The logrotate (page 618) syslog entry archives and rotates these files regularly.

Aliases and Forwarding

You can use the aliases, ~/.forward (page 747), and virtusertable (page 753) files to forward email. Table 20-1 on page 753 compares the three files.

[image: ]

Table 20-1 Comparison of forwarding techniques

[image: ] /etc/aliases

Most of the time when you send email, it goes to a specific person; the recipient, user@system, maps to a real user on the specified system. Sometimes, however, you might want email to go to a class of users and not to a specific recipient. Examples of classes of users include postmaster, webmaster, root, and tech_support. Different users might receive this email at different times or the email might go to a group of users. You can use the /etc/aliases file to map local addresses and classes to local users, files, commands, and local as well as nonlocal addresses.

Each line in /etc/aliases contains the name of a local (pseudo)user, followed by a colon, whitespace, and a comma-separated list of destinations. The default installation includes a number of aliases that redirect messages for certain pseudousers to root. These have the form

adm:       root

Sending messages to the root account is a good way to make them easy to review. However, because root’s email is rarely checked, you might want to send copies to a real user. You can set up an alias to forward email to more than one user. The following line forwards mail sent to abuse on the local system to sam and max in addition to root:

abuse:     root, sam, max

It is common to forward mail sent to many special accounts to root. If Zach is to read mail sent and forwarded to root, you could fix each alias individually. Alternately, you can simply add the following line to the end of the aliases file (order does matter in this case). This line forwards to Zach all mail sent and forwarded to root:

...
root:      zach

You can create simple mailing lists with this type of alias. For example, the following alias sends copies of all email sent to admin on the local system to several users, including Zach, who is on a different system:

Click here to view code image

admin:     sam, helen, max, zach@example.com

You can direct email to a file by specifying an absolute pathname in place of a destination address. The following alias, which is quite popular among less conscientious system administrators, redirects email sent to complaints to /dev/null (page 503), where it disappears:

complaints:    /dev/null

You can also send email to standard input of a command by preceding the command with the pipeline character (|). This technique is commonly used by mailing list software such as Mailman (page 762). For each list it maintains, Mailman has entries, such as the following one for painting_class, in the aliases file:

Click here to view code image

painting_class:   "|/var/lib/mailman/mail/mailman post painting_class"

[image: ] newaliases

After you edit /etc/aliases, you must either run newaliases while you are working with root privileges or restart sendmail to re-create the /etc/aliases.db file that sendmail reads.

praliases

You can use praliases to list aliases currently loaded by sendmail:

# praliases | head -5
@:@
abuse:root
adm:root
amanda:root
daemon:root

[image: ] ~/.forward

Systemwide aliases are useful in many cases, but nonroot users cannot make or change them. Sometimes you might want to forward your own mail: Maybe you want mail from several systems to go to one address, or perhaps you want to forward your mail while you are working at another office. The ~/.forward file allows ordinary users to forward their email.

Lines in a .forward file are the same as the right column of the aliases file explained earlier in this section: Destinations are listed one per line and can be a local user, a remote email address, a filename, or a command preceded by the pipeline character (|).

Mail that you forward does not go to your local mailbox. If you want to forward mail and keep a copy in your local mailbox, you must specify your local username preceded by a backslash to prevent an infinite loop. The following example sends Sam’s email to himself on the local system and on the system at example.com:

$cat ~sam/.forward
sams@example.com
\sam

Related Programs

sendmail

The sendmail packages include several programs. The primary program, sendmail, reads from standard input and sends an email to the recipient specified by its argument. You can use sendmail from the command line to check that the mail delivery system is working and to email the output of scripts. See page 744 for an example. The command apropos sendmail displays a list of sendmail-related files and utilities.
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The mailq utility displays the status of the outgoing mail queue. When there are no messages in the queue, it reports the queue is empty. Unless they are transient, messages in the queue usually indicate a problem with the local or remote MTA configuration or a network problem.
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# mailq
/var/spool/mqueue is empty
                Total requests: 0

mailstats

The mailstats utility reports on the number and sizes of messages sendmail has sent and received since the date it displays on the first line:
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# mailstats
Statistics from Fri Dec 27 16:02:34 2013
M   msgsfr  bytes_from   msgsto    bytes_to  msgsrej msgsdis msgsqur  Mailer
0        0          0K    17181     103904K        0       0       0  prog
4   368386    4216614K   136456    1568314K    20616       0       0  esmtp
9   226151   26101362K   479025   12776528K     4590       0       0  local
====================================================================
T   594537   30317976K   632662   14448746K    25206       0       0
C   694638               499700               146185

In the preceding output, each mailer is identified by the first column, which displays the mailer number, and by the last column, which displays the name of the mailer. The second through fifth columns display the number and total sizes of messages sent and received by the mailer. The sixth, seventh, and eighth columns display the number of messages rejected, discarded, and quarantined, respectively. The row that starts with T lists the column totals, and the row that starts with C lists the number of TCP connections.

[image: ] Configuring sendmail

The sendmail configuration files reside in /etc/mail, where the primary configuration file is sendmail.cf. This directory contains other text configuration files, such as access, mailertable, and virtusertable. The sendmail daemon does not read these files but instead reads the corresponding *.db files in the same directory.

makemap

You can use makemap or give the command make from the /etc/mail directory to generate the *.db files, although this step is not usually necessary: When you restart sendmail (page 742), it automatically generates these files.

The sendmail.mc and sendmail.cf Files

The sendmail.cf file is not intended to be edited and contains a large warning to this effect:
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$ cat /etc/mail/sendmail.cf
...
######################################################################
#####
#####   DO NOT EDIT THIS FILE!  Only edit the source .mc file.
#####
######################################################################
...

Editing sendmail.mc and Generating sendmail.cf

The sendmail.cf file is generated from sendmail.mc using the m4 macro processor. It can be helpful to use a text editor that supports syntax highlighting, such as vim, to edit sendmail.mc.

dnl

Many of the lines in sendmail.mc start with dnl, which stands for delete to new line; this token causes m4 to delete from the dnl to the end of the line (the next NEWLINE character). Because m4 ignores anything on a line after a dnl instruction, you can use dnl to introduce comments; it works the same way as # does in a shell script.

Many of the lines in sendmail.mc end with dnl. Because NEWLINEs immediately follow these dnls, these dnls are superfluous; you can remove them if you like.

After you edit sendmail.mc, you need to regenerate sendmail.cf to make your changes take effect. Restarting the sendmail service regenerates sendmail.cf.

About sendmail.mc

Lines near the beginning of sendmail.mc provide basic configuration information:

Click here to view code image

include('/usr/share/sendmail-cf/m4/cf.m4')dnl
VERSIONID('setup for linux')dnl
OSTYPE('linux')dnl

The include statement tells m4 where to find the macro definition file it will use to process the rest of this file; it points to the file named cf.m4. The cf.m4 file contains other include statements that include parts of the sendmail configuration rule sets.

The VERSIONID statement defines a string that indicates the version of this configuration. You can change this string to include a brief comment about changes you have made to this file or other information. The value of this string is not significant to sendmail.

Do not change the OSTYPE statement unless you are migrating a sendmail.mc file from another operating system.

Other statements you might want to change are explained in the following sections and in the sendmail documentation.


Tip: Quoting m4 strings
The m4 macro processor, which converts sendmail.mc to sendmail.cf, requires strings to be preceded by a back tick (') and closed with a single quotation mark ('). Make sure not to change these characters when you edit the file or sendmail will not work properly.



Masquerading

Typically you want your email to appear to come from the user and the domain where you receive email; sometimes the outbound server is in a different domain than the inbound server. You can cause sendmail to alter outbound messages so that they appear to come from a user and/or domain other than the one they are sent from: In other words, you masquerade (page 1260) the message.

Several lines in sendmail.mc pertain to this type of masquerading. Each is commented out in the file distributed by Fedora/RHEL:
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dnl MASQUERADE_AS('mydomain.com')dnl
dnl MASQUERADE_DOMAIN(localhost)dnl
dnl FEATURE(masquerade_entire_domain)dnl

The MASQUERADE_AS statement causes email you send from the local system to appear to come from the specified domain (mydomain.com in the commented-out line). Remove the leading dnl and change mydomain.com to the domain name you want mail to appear to come from.

The MASQUERADE_DOMAIN statement causes email from the specified system or domain to be masqueraded, just as local email is. That is, email from the system specified in this statement is treated as though it came from the local system: It is changed so that it appears to come from the domain specified in the MASQUERADE_AS statement. Remove the leading dnl and change localhost to the name of the system or domain that sends the email you want to masquerade. If the name you specify has a leading period, it specifies a domain. If there is no leading period, the name specifies a system or host. The sendmail.mc file can include as many MASQUERADE_DOMAIN statements as necessary.

The masquerade_entire_domain feature statement causes sendmail also to masquerade subdomains of the domain specified in the MASQUERADE_DOMAIN statement. Remove the leading dnl to masquerade entire domains.

Accepting Email from Unknown Hosts

As configured by Fedora/RHEL, sendmail accepts email from domains it cannot resolve (and that might not exist). To turn this feature off and cut down the amount of spam you receive, add dnl to the beginning of the following line:
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FEATURE('accept_unresolvable_domains')dnl

When this feature is off, sendmail uses DNS to look up the domains of all email it receives. If it cannot resolve the domain, it rejects the email.

Setting Up a Backup Server

You can set up a backup mail server to hold email when the primary mail server experiences problems. For maximum coverage, the backup server should be on a different connection to the Internet from the primary server.

Setting up a backup server is easy. Just remove the leading dnl from the following line in the backup mail server’s sendmail.mc file:
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dnl FEATURE('relay_based_on_MX')dnl

DNS MX records (page 859) specify where email for a domain should be sent. You can have multiple MX records for a domain, each pointing to a different mail server. When a domain has multiple MX records, each record usually has a different priority; the priority is specified by a two-digit number, where lower numbers specify higher priorities.

When attempting to deliver email, an MTA first tries to deliver email to the highest-priority server. If that delivery attempt fails, it tries to deliver to a lower-priority server. If you activate the relay_based_on_MX feature and point a low-priority MX record at a secondary mail server, the mail server will accept email for the domain. The mail server will then forward email to the server identified by the highest-priority MX record for the domain when that server becomes available.

Other Files in /etc/mail

The /etc/mail directory holds most of the files that control sendmail. This section discusses three of those files: mailertable, access, and virtusertable.

mailertable: Forwards Email from One Domain to Another

When you run a mail server, you might want to send mail destined for one domain to a different location. The sendmail daemon uses the /etc/mail/mailertable file for this purpose. Each line in mailertable holds the name of a domain and a destination mailer separated by whitespace; when sendmail receives email for the specified domain, it forwards it to the mailer specified on the same line. Fedora/RHEL enables this feature by default: Put an entry in the mailertable file and restart sendmail to use it.

The following line in mailertable forwards email sent to tcorp.com to the mailer at plum.com:
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$ cat /etc/mail/mailertable
tcorp.com         smtp:[plum.com]

The square brackets in the example instruct sendmail not to use MX records but rather to send email directly to the SMTP server. Without the brackets, email could enter an infinite loop.

A period in front of a domain name acts as a wildcard and causes the name to match any domain that ends in the specified name. For example, .tcorp.com matches sales.tcorp.com, mktg.tcrop.com, and so on.

Restarting the sendmail service regenerates mailertable.db from mailertable.

access: Sets Up a Relay Host

On a LAN, you might want to set up a single server to process outbound mail, keeping local mail inside the network. A system that processes outbound mail for other systems is called a relay host. The /etc/mail/access file specifies which systems the local server relays email for. As configured by Fedora/RHEL, this file lists only the local system:

Click here to view code image

$ cat /etc/mail/access
...
# by default we allow relaying from localhost...
Connect:localhost.localdomain           RELAY
Connect:localhost                       RELAY
Connect:127.0.0.1                       RELAY

You can add systems to the list in access by adding an IP address followed by whitespace and the word RELAY. The following line adds the 192.168. subnet to the list of hosts the local system relays mail for:
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Connect:192.168.                        RELAY

Restarting the sendmail service regenerates access.db from access.

virtusertable: Serves Email to Multiple Domains

You can set up DNS MX records (page 859) so a single system serves email to multiple domains. On a system that serves mail to many domains, you need a way to sort the incoming mail so it goes to the correct places. The /etc/mail/virtusertable file can forward inbound email addressed to different domains (aliases cannot do this).

As sendmail is configured by Fedora/RHEL, virtusertable is enabled. You need to put forwarding instructions in the virtusertable file and restart sendmail to serve the specified domains. The virtusertable file is similar to the aliases file (page 746), except the left column contains full email addresses, not just local ones. Each line in virtusertable starts with the address the email was sent to, followed by whitespace and the address sendmail will forward the email to. As with aliases, the destination can be a local user, an email address, a file, or a pipeline symbol (|), followed by a command.

The following line from virtusertable forwards mail addressed to zach@tcorp.com to zcs, a local user:

zach@tcorp.com      zcs

You can also forward email for a user to a remote email address:
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sams@plum.com       sams@tcorp.com

You can forward all email destined for a domain to another domain without specifying each user individually. To forward email for every user at plum.com to tcorp.com, specify @plum.com as the first address on the line. When sendmail forwards email, it replaces the %1 in the destination address with the name of the recipient. The next line forwards all email addressed to plum.com to tcorp.com, keeping the original recipients’ names:

@plum.com      %1@tcorp.com

Finally you can specify that email intended for a specific user should be rejected by using the error namespace in the destination. The next example bounces email addressed to spam@tcorp.com with the message 5.7.0:550 Invalid address:
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spam@tcorp.com        error:5.7.0:550 Invalid address

.forward, aliases, and virtusertable

The .forward (page 747), aliases (page 746), and virtusertable files all do the same thing: They forward email addressed to one user to another user. They can also redirect email to a file or to serve as input to a program. The difference between them is scope and ownership; see Table 20-1.

SpamAssassin

Spam—or more correctly UCE (unsolicited commercial email)—accounts for more than three-fourths of all email. SpamAssassin evaluates each piece of incoming email and assigns it a number that indicates the likelihood that the email is spam. The higher the number, the more likely the email is spam. You can filter email based on its rating. SpamAssassin is effective as installed, but you can modify its configuration files to make it better fit your needs. See page 742 for sources of more information on SpamAssassin.

How SpamAssassin Works

spamc and spamd

SpamAssassin comprises the spamd daemon and the spamc client. Although it includes the spamassassin utility, the SpamAssassin documentation suggests using spamc and not spamassassin to filter mail because spamc is much quicker to load than spamassassin. While spamassassin works alone, spamc calls spamd. The spamd daemon spawns children; when spamd is running, ps displays several spamd child processes in addition to the parent spamd process:
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$ ps -ef | grep spam
root      2235     1  2 12:43 ?        00:00:01 /usr/bin/spamd --pidfile ...
root      2236  2235  0 12:43 ?        00:00:00 spamd child
root      2237  2235  0 12:43 ?        00:00:00 spamd child
sam       2241  1816  0 12:44 pts/1    00:00:00 grep --color=auto spam

The spamc utility is a filter: It reads each piece of email from standard input, sends the email to spamd for processing, and writes the modified email to standard output. The spamd daemon uses several techniques to identify spam:

• Header analysis—Checks for tricks people who send spam use to make you think email is legitimate.

• Text analysis—Checks the body of an email for characteristics of spam.

• Blacklists—Checks lists to see whether the sender is known for sending spam email.

• Database—Checks the signature of the message against Vipul’s Razor (razor.sourceforge.net), a spam-tracking database.

You can set up SpamAssassin on a mail server so it processes all email being delivered to local systems before it is sent to users (page 756). Alternately, individual users can run it from their mail clients (page 757). Either way, the local system must run spamd and each email message must be filtered through this daemon using spamc.

Prerequisites

Install the following packages:

• spamassassin

• procmail (runs SpamAssassin on a mail server; page 756)

Enable and start spamassassin

Run systemctl to cause the spamassassin service (spamd daemon) to start when the system enters multiuser mode and then start spamassassin. Use the systemctl status command to make sure the service is running.
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# systemctl enable spamassassin.service
# systemctl start spamassassin.service

Testing SpamAssassin

With spamd running, you can see how spamc works by sending it a string:
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$ echo "hi there" | spamc
X-Spam-Checker-Version: SpamAssassin 3.3.2 (2011-06-06) on guava.example.com
X-Spam-Flag: YES
X-Spam-Level: ******
X-Spam-Status: Yes, score=6.9 required=5.0 tests=EMPTY_MESSAGE,MISSING_DATE,
    MISSING_HEADERS,MISSING_MID,MISSING_SUBJECT,NO_HEADERS_MESSAGE,NO_RECEIVED,
    NO_RELAYS autolearn=no version=3.3.2
X-Spam-Report:
    * -0.0 NO_RELAYS Informational: message was not relayed via SMTP
    *  1.2 MISSING_HEADERS Missing To: header
    *  0.1 MISSING_MID Missing Message-Id: header
    *  1.8 MISSING_SUBJECT Missing Subject: header
    *  2.3 EMPTY_MESSAGE Message appears to have no textual parts and no
    *      Subject: text
    * -0.0 NO_RECEIVED Informational: message has no Received headers
    *  1.4 MISSING_DATE Missing Date: header
    *  0.0 NO_HEADERS_MESSAGE Message appears to be missing most RFC-822
    *      headers
hi there
Subject: [SPAM]
X-Spam-Prev-Subject: (nonexistent)

Of course, SpamAssassin complains because the string you gave it did not contain standard email headers. The logical line that starts with X-Spam-Status contains the heart of the report on the string hi there. First it says Yes (it considers the message to be spam). SpamAssassin uses a rating system that assigns a number of hits to a piece of email. If the email receives more than the required number of hits (5.0 by default), SpamAssassin marks it as spam. The string failed for many reasons that are enumerated on this status line. The reasons are detailed in the section labeled X-Spam-Report.

The following listing is from a real piece of spam processed by SpamAssassin. It received 24.5 hits, indicating that it is almost certainly spam.
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X-Spam-Status: Yes, hits=24.5 required=5.0
         tests=DATE_IN_FUTURE_06_12,INVALID_DATE_TZ_ABSURD,
               MSGID_OE_SPAM_4ZERO,MSGID_OUTLOOK_TIME,
               MSGID_SPAMSIGN_ZEROES,RCVD_IN_DSBL,RCVD_IN_NJABL,
               RCVD_IN_UNCONFIRMED_DSBL,REMOVE_PAGE,VACATION_SCAM,
               X_NJABL_OPEN_PROXY
         version=2.55


X-Spam-Level: ************************
X-Spam-Checker-Version: SpamAssassin 2.55 (1.174.2.19-2003-05-19-exp)
X-Spam-Report:   This mail is probably spam.  The original message has been attached
  along with this report, so you can recognize or block similar unwanted
  mail in future.  See http://spamassassin.org/tag/ for more details.
  Content preview:  Paradise SEX Island Awaits! Tropical 1 week vacations
  where anything goes! We have lots of WOMEN, SEX, ALCOHOL, ETC! Every
  man’s dream awaits on this island of pleasure. [...]
  Content analysis details:   (24.50 points, 5 required)
  MSGID_SPAMSIGN_ZEROES (4.3 points)  Message-Id generated by spam tool (zeroes variant)
  INVALID_DATE_TZ_ABSURD (4.3 points)  Invalid Date: header (timezone does not exist)
  MSGID_OE_SPAM_4ZERO (3.5 points)  Message-Id generated by spam tool (4-zeroes variant)
  VACATION_SCAM      (1.9 points)  BODY: Vacation Offers
  REMOVE_PAGE        (0.3 points)  URI: URL of page called “remove”
  MSGID_OUTLOOK_TIME (4.4 points)  Message-Id is fake (in Outlook Express format)
  DATE_IN_FUTURE_06_12 (1.3 points)  Date: is 6 to 12 hours after Received: date
  RCVD_IN_NJABL      (0.9 points)  RBL: Received via a relay in dnsbl.njabl.org
  [RBL check: found 94.99.190.200.dnsbl.njabl.org.]
  RCVD_IN_UNCONFIRMED_DSBL (0.5 points)  RBL: Received via a relay in unconfirmed.dsbl.org
  [RBL check: found 94.99.190.200.unconfirmed.dsbl.org.]
  X_NJABL_OPEN_PROXY (0.5 points)  RBL: NJABL: sender is proxy/relay/formmail/spam-source
  RCVD_IN_DSBL       (2.6 points)  RBL: Received via a relay in list.dsbl.org
  [RBL check: found 211.157.63.200.list.dsbl.org.]
X-Spam-Flag: YES
Subject: [SPAM] re: statement

Configuring SpamAssassin

SpamAssassin looks in many locations for configuration files; for details, refer to the spamassassin man page. The easiest configuration file to work with is /etc/mail/spamassassin/local.cf. You can edit this file to configure SpamAssassin globally. Users can override these global options and add their own options in the ~/.spamassassin/user_prefs file. You can put the options discussed in this section in either of these files.

For example, you can configure SpamAssassin to rewrite the Subject line of email it rates as spam. The rewrite_header keyword in the configuration files controls this behavior. The word Subject following this keyword tells SpamAssassin to rewrite Subject lines. Remove the # from the following line to turn on this behavior:
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# rewrite_header Subject *****SPAM*****

The required_score keyword specifies the minimum score a piece of email must receive before SpamAssassin considers it to be spam. The default is 5.00. Set the value of this keyword to a higher number to cause SpamAssassin to mark fewer pieces of email as spam.

required_score 5.00

Sometimes mail from addresses that should be marked as spam is not, or mail from addresses that should not be marked as spam is. Use the whitelist_from keyword to specify addresses that should never be marked as spam and blacklist_from to specify addresses that should always be marked as spam:
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whitelist_from sams@example.com
blacklist_from *@spammer.net

You can specify multiple addresses, separated by SPACEs, on the whitelist_from and blacklist_from lines. Each address can include wildcards. To whitelist everyone sending email from the example.com domain, use whitelist_from *@example.com. You can use multiple whitelist_from and blacklist_from lines.

Running SpamAssassin on a Mail Server

This section explains how to set up SpamAssassin on a mail server so it processes all email being delivered to local systems before it is sent to users. It shows how to use procmail as the MDA and have procmail send email through spamc.

First, make sure the MTA (sendmail) uses procmail as the MDA. The first two of the following lines in sendmail.mc specify the procmail path, command, and flags. The MAILER line defines procmail as the mailer. You should not have to make changes to these lines.
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define(`PROCMAIL_MAILER_PATH', `/usr/bin/procmail')dnl
FEATURE(local_procmail, `', `procmail -t -Y -a $h -d $u')dnl
MAILER(procmail)dnl

Also make sure the procmail package is installed on the server system. Next, if the /etc/procmailrc configuration file does not exist, create it so it is owned by root and has 644 permissions and the following contents. If it does exist, append the last two lines from the following file to it:

$ cat /etc/procmailrc
DROPPRIVS=yes
:0 fw
| /usr/bin/spamc

The first line of this file ensures that procmail runs with the least possible privileges. The next two lines implement a rule that uses a pipeline to send each user’s incoming email through spamc. The :0 tells procmail that a rule follows. The f flag indicates a filter; the w flag causes procmail to wait for the filter to complete and check the exit code. The last line specifies the /usr/bin/spamc utility as the filter.

With this file in place, all email the server receives for local delivery passes through SpamAssassin, which rates it according to the options in the global configuration file. Users with accounts on the server system can override the global SpamAssassin configuration settings in their ~/.spamassassin/user_prefs files.

When you run SpamAssassin on a server, you typically want to rate the email conservatively so fewer pieces of good email are marked as spam. Setting required_hits in the range of 6–10 is generally appropriate. Also, you do not want to remove any email automatically because you could prevent a user from getting a piece of nonspam email. When the server marks email as possibly being spam, users can manually or automatically filter the spam and decide what to do with it.

Using SpamAssassin with a Mail Client

Alternately, individual users can run it from their mail clients.

With the SpamAssassin (spamd) daemon running and the configuration files set up, you are ready to have SpamAssassin filter your email. To do so, you need to set up two rules in your mail client: The first passes each piece of email through SpamAssassin using spamc (page 753), and the second filters email based on whether the X-Spam-Flag line has a YES or NO on it.

This section explains how to set up Evolution to work with SpamAssassin. You can set up other mail clients similarly. Evolution is set up to work with SpamAssassin only when you use an IMAP server. With this setup, you must specify you want to use SpamAssassin in two places: Mail Preferences and Mail Accounts. If you have multiple accounts, you must specify each account you want to check for spam.

Open the Evolution Preferences window by selecting Evolution menubar: Edit[image: ]Preferences. Click the Mail Preferences icon and then the Junk tab. See Figure 20-1. Put a tick in the check box labeled Check custom headers for junk. Two custom header tests that work with SpamAssassin are installed by default. The first checks if X-Spam-Flag is set to YES; the second checks if X-Spam-Level is set to *****. One of these tests will return a true value if SpamAssassin has rated a piece of email as spam.

[image: ]

Figure 20-1 Evolution Preferences window

Next, display the Account Editor window by clicking the Mail Accounts icon in the Evolution Preferences window, highlighting the account you want to work with, and clicking Edit. In the Receiving Email tab the Server Type must be IMAP for these instructions to work. Click the Receiving Options tab (Figure 20-2). Under Options, put a tick in the check box labeled Apply filters to new messages in Inbox on this server. Click OK to close the Account Editor window. Click Close to close the Evolution Preferences window.
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Figure 20-2 Account Editor window, Receiving Options tab

SELinux

When SELinux is set to use a targeted policy, the SpamAssassin daemon, spamd, is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.

Additional Email Tools

This section covers Webmail and mailing lists. In addition, it discusses how to set up IMAP and POP3 servers.

Webmail

Traditionally you read email using a dedicated email client such as mail or Evolution. Recently it has become more common to use a Web application to read email. If you have an email account with a commercial provider such as Gmail, HotMail, or Yahoo! Mail, you use a Web browser to read email. Email read in this manner is called Webmail. Unlike email you read on a dedicated client, you can read Webmail from anywhere you can open a browser on the Internet: You can check your email from an Internet cafe or a friend’s computer, for example.

SquirrelMail

SquirrelMail provides Webmail services. It is written in PHP and supports the IMAP and SMTP protocols. For maximum compatibility across browsers, SquirrelMail renders pages in HTML 4.0 without the use of JavaScript.

SquirrelMail is modular, meaning you can easily add functionality using plugins. Plugins can allow you to share a calendar, for example, or give you the ability to change passwords using the Webmail interface. See the plugins section of the SquirrelMail Web site (www.squirrelmail.org) for more information.

To use SquirrelMail, you must run IMAP (page 763) because SquirrelMail uses IMAP to receive and authenticate email. You must also run Apache (Chapter 26) so a user can use a browser to connect to SquirrelMail.

Prerequisites

Install the following packages:

• squirrelmail

• httpd (page 935)

• sendmail (page 740)

• dovecot (page 763) or another IMAP server

Startup

You do not need to start SquirrelMail, nor do you have to open any ports for it. However, you need to configure, start, and open ports (if the server is running on a system with a firewall) for sendmail (page 743), IMAP (page 763), and Apache (page 936).

Configuration

The SquirrelMail files reside in /usr/share/squirrelmail. Create the following link to make SquirrelMail accessible from the Web:
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# ln -s /usr/share/squirrelmail /var/www/html/mail

Give the following commands to configure SquirrelMail:

Click here to view code image

# cd /usr/share/squirrelmail/config
# ./conf.pl
SquirrelMail Configuration : Read: config_default.php (1.4.0)
---------------------------------------------------------
Main Menu --
1.  Organization Preferences
2.  Server Settings
3.  Folder Defaults
4.  General Options
5.  Themes
6.  Address Books
7.  Message of the Day (MOTD)
8.  Plugins
9.  Database
10. Languages


D.  Set pre-defined settings for specific IMAP servers


C   Turn color on
S   Save data
Q   Quit


Command >>

This menu has multiple levels. When you select a setting (and not a submenu), conf.pl displays information that can help you decide how to answer the question it poses. Set the server’s domain name (number 1 on the Server Settings page) and the name of the IMAP server you are using (D on the main menu). SquirrelMail provides several themes; if you do not like the way SquirrelMail looks, choose another theme from Themes (number 5). When you are finished making changes, exit from conf.pl. Run conf.pl whenever you want to change the configuration of SquirrelMail.

SquirrelMail provides a Web page that tests its configuration. Point a browser on the server at localhost/mail/src/configtest.php. Replace localhost with the IP address or FQDN of the server to view the page from another system. SquirrelMail checks its configuration and displays the results on this page. Figure 20-3 shows that SquirrelMail cannot connect to the IMAP server on the local system, probably because IMAP has not been installed.

[image: ]

Figure 20-3 SquirrelMail running a configuration test

Logging in

Point a Web browser at localhost/mail or localhost/mail/src/login.php to display the SquirrelMail login page (Figure 20-4). Replace localhost with the IP address or FQDN of the server to view the page from another system. Enter the username and password of a user who has an account on the server system.

[image: ]

Figure 20-4 SquirrelMail login page

Mailing Lists

A mailing list can be an asset if you regularly send email to the same large group of people. It offers several advantages over listing numerous recipients in the To or Cc field of an email or sending the same email individually to many people:

• Anonymity—None of the recipients of the email can see the addresses of the other recipients.

• Archiving—Email sent to the list is stored in a central location where list members or the public, as specified by the list administrator, can browse through it.

• Access control—You can specify who can send email to the list.

• Consistency—When you send mail to a group of people using To or Cc, it is easy to forget people who want to be on the list and to erroneously include people who want to be off the list.

• Efficiency—A mailing list application spreads email transmissions over time so it does not overload the mail server.

Mailman

Mailman, the GNU list manager, is written mostly in Python and manages email discussions and email newsletter lists. Because it is integrated with the Web, Mailman makes it easy for users to manage their accounts and for administrators to manage lists. For more information, see the Mailman home page (www.list.org) and, once you have installed Mailman, the files in the /usr/share/doc/mailman* directory.

Prerequisites

Install the mailman package and an MTA such as sendmail (page 742). To use the Web interface you must install Apache (page 935).

Mailman site list

Give the following newlist command to create a site list, substituting the name of your mailing site for painting_class. You must also create a site list named mailman (substitute mailman for painting_class); otherwise Mailman will not start.

Click here to view code image

# /usr/lib/mailman/bin/newlist
Enter the name of the list: painting_class
Enter the email of the person running the list: helen@example.com
Initial painting_class password:
To finish creating your mailing list, you must edit your /etc/aliases (or equivalent) file
by adding the following lines, and possibly running the 'newaliases' program:


## painting_class mailing list
painting_class:              "|/usr/lib/mailman/mail/mailman post painting_class"
painting_class-admin:        "|/usr/lib/mailman/mail/mailman admin painting_class"
painting_class-bounces:      "|/usr/lib/mailman/mail/mailman bounces painting_class"
painting_class-confirm:      "|/usr/lib/mailman/mail/mailman confirm painting_class"
painting_class-join:         "|/usr/lib/mailman/mail/mailman join painting_class"
painting_class-leave:        "|/usr/lib/mailman/mail/mailman leave painting_class"
painting_class-owner:        "|/usr/lib/mailman/mail/mailman owner painting_class"
painting_class-request:      "|/usr/lib/mailman/mail/mailman request painting_class"
painting_class-subscribe:    "|/usr/lib/mailman/mail/mailman subscribe painting_class"
painting_class-unsubscribe:  "|/usr/lib/mailman/mail/mailman unsubscribe painting_class"


Hit enter to notify painting_class owner...

Before users on the list can receive email, you need to copy the lines generated by newlist (the ones that start with the name of the new mailing site) to the end of /etc/aliases (page 746) and run newaliases (page 747).


Tip: You must create a site list named mailman
You must use the newlist utility to create a site list named mailman in addition to the site lists you want to set up. If you do not create this site list, you will not be able to start Mailman.



mm_cfg.py

The main Mailman configuration file is /etc/mailman/mm_cfg.py. When you install Mailman, it assigns the value of fqdn to DEFAULT_EMAIL_HOST (the default domain for mailing lists) and DEFAULT_URL_HOST (the default Web server for Mailman) in this file. Change the values assigned to these variables as needed, making sure to enclose the values within single quotation marks, and start or restart Mailman. The following example uses www.example.com as the default Web server and mail.example.com as the default mail server:

Click here to view code image

# grep '^DEFAULT' /etc/mailman/mm_cfg.py
DEFAULT_URL_HOST   = 'www.example.com'
DEFAULT_EMAIL_HOST = 'mail.example.com'

mailman configuration file

You can configure many aspects of Mailman mailing lists by modifying the file named /etc/mailman/sitelist.cfg. See the comments in this file for more information.

Enable and start mailman

After setting up the mailman site list and a site list of your choice, run systemctl to start the mailman service when the system enters multiuser mode and then start the mailman service. Use the systemctl status command to make sure the service is running.

Click here to view code image

# systemctl enable mailman.service
# systemctl start mailman.service

After modifying any Mailman configuration files or adding a new site list, give the second command again, replacing start with restart to cause Mailman to reread its configuration files. Remember also to start sendmail and Apache as needed.

Web interface

You must modify the last line of the /etc/httpd/conf.d/mailman.conf file before the Mailman Web interface will work. Remove the leading hashmark (#) and change the domain name to that of the host for the Web interface as previously established in mm_cfg.py:
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# tail -1 /etc/httpd/conf.d/mailman.conf
RedirectMatch ^/mailman[/]*$ http://www.example.com/mailman/listinfo

Restart Apache. Assuming the host for the Web interface is example.com, anyone can point a browser at example.com/mailman to display a list of available mailing lists. Click the name of a mailing list to display a page that allows you to view the list’s archives, send a message, or subscribe to the list. At the bottom of the page is a link to the administrative interface for the list.

If Mailman says there are no publicly-advertised Mailman mailing lists, add the following line to mm_cfg.py and restart Mailman.

VIRTUAL_HOST_OVERVIEW = Off

Setting Up an IMAP or POP3 Mail Server

Dovecot

IMAP (Internet Message Access Protocol) and POP (Post Office Protocol) allow users to retrieve and manipulate email remotely. This section explains how to set up servers for these protocols. Dovecot (www.dovecot.org and wiki.dovecot.org) implements these protocols. After you install Dovecot, see /usr/share/doc/dovecot* for more information.

Prerequisites

Install the dovecot package. The rpm installation script creates the self-signed certificates dovecot requires in the files named /etc/pki/dovecot/certs/dovecot.pem and /etc/pki/dovecot/private/dovecot.pem. Typically, you do not need to modify the dovecot configuration file (/etc/dovecot/dovecot.conf).

Enable and start dovecot

Run systemctl to cause dovecot to start when the system enters multiuser mode and then start dovecot. Use the systemctl status command to make sure the service is running.
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# systemctl enable dovecot.service
# systemctl start dovecot.service

After modifying a dovecot configuration file, give the same command, replacing start with restart, to cause dovecot to reread its configuration files.

Authenticated Relaying

If you travel with a portable computer such as a laptop, you might connect to the Internet through a different connection at each location where you work. Perhaps you travel for work, or maybe you just bring your laptop home at night.

This section does not apply if you always dial in to the network through your ISP. In that case, you are always connected to your ISP’s network and it is as though you never moved your computer.

On a laptop you do not use a local instance of sendmail to send email. Instead, you use SMTP to connect to an ISP or to a company’s SMTP server (a smarthost), which then relays your outgoing mail. To avoid relaying email for anyone, including malicious users who would send spam, SMTP servers restrict who they relay email for, based on IP address. By implementing authenticated relaying, you can cause the SMTP server to authenticate, based on user identification. In addition, SMTP can encrypt communication when you send mail from your email client and use an SMTP server.

An authenticated relay provides several advantages over a plain connection:

• You can send email from any Internet connection.

• The secure connection makes it more difficult to intercept email as it traverses the Internet.

• The outgoing mail server requires authentication, preventing it from being used for spam.

You set up authenticated relaying by creating an SSL certificate or using an existing one, enabling SSL in sendmail, and telling your email client to connect to the SMTP server using SSL. If you have an SSL certificate from a company such as VeriSign, you can skip the next section in which you create a self-signed certificate.

Creating a Self-Signed Certificate for sendmail

The default location for SSL certificates is /etc/pki/tls/certs (PKI stands for public key infrastructure). Working with root privileges, give the command make sendmail.pem in this directory to generate the required certificates. Apache uses a similar procedure for creating a certificate (page 970).
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# cd /etc/pki/tls/certs
# make sendmail.pem
...
Generating a 2048 bit RSA private key
....................................+++
...................................................................+++
writing new private key to '/tmp/openssl.snxDrO'
-----
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [XX]:US
State or Province Name (full name) []:California
Locality Name (eg, city) [Default City]:San Francisco
Organization Name (eg, company) [Default Company Ltd]:Sobell Associates Inc.
Organizational Unit Name (eg, section) []:
Common Name (eg, your name or your server's hostname) []:sobell.com
Email Address []:mgs@sobell.com

..............++++++

You can enter any information you wish in the certificate.

Enabling SSL in sendmail

Once you have a certificate, instruct sendmail to use it by uncommenting (removing the leading dnl from) the following lines in sendmail.mc:
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TRUST_AUTH_MECH('EXTERNAL DIGEST-MD5 CRAM-MD5 LOGIN PLAIN')dnl
define('confAUTH_MECHANISMS', 'EXTERNAL GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN PLAIN')dnl

These lines specify the authentication mechanisms.

Next, uncomment the following lines in sendmail.mc to tell sendmail where the certificate is:

Click here to view code image

define(`confCACERT_PATH', `/etc/pki/tls/certs')dnl
define(`confCACERT', `/etc/pki/tls/certs/ca-bundle.crt')dnl
define(`confSERVER_CERT', `/etc/pki/tls/certs/sendmail.pem')dnl
define(`confSERVER_KEY', `/etc/pki/tls/certs/sendmail.pem')dnl

Encrypted connections are made in one of two ways: SSL (simpler) or TLS. SSL requires a dedicated port and has the client and the server negotiate a secure connection and continue the transaction as if the connection were not encrypted. TLS has the client connect to the server using an insecure connection and then issue a STARTTLS command to negotiate a secure connection. TLS runs over the same port as an unencrypted connection. Because many clients support only SSL, it is a good idea to instruct sendmail to listen on the SMTPS port. The final line you must uncomment in sendmail.mc instructs sendmail to listen on the SMTPS (SMTP secure) port:
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DAEMON_OPTIONS('Port=smtps, Name=TLSMTA, M=s')dnl

Enabling SSL in the Mail Client

Enabling SSL in a mail client is usually quite simple. For example, Evolution provides the Edit[image: ]Preferences[image: ]Mail Accounts[image: ]Edit[image: ]Receiving Email[image: ]Security[image: ]Encryption Method combo box that allows you to choose the type of encryption you want to use: No encryption, STARTTLS encryption, or SSL on a dedicated port. There is a similar combo box under the Sending Email tab. Alternately, you can specify the type of encryption you want to use when you set up Evolution.

Chapter Summary

The sendmail daemon is an MTA (mail transfer agent). When you send a message, sendmail works with other software to get the email to the proper recipients. You can set up sendmail to send email to an SMTP server that then relays the email to its destination or you can have sendmail send email directly to the SMTP servers for the domains receiving the email. By default, sendmail stores incoming messages in the mail spool directory, /var/spool/mail.

The sendmail.cf file controls many aspects of how sendmail works. If you edit this file, restart the sendmail service to regenerate sendmail.cf. The system administrator can use the /etc/aliases file and ordinary users can use ~/.forward files to reroute email to one or more local or remote addresses, to files, or as input to programs.

You can use a program such as SpamAssassin to grade and mark email as to the likelihood of it being spam. You can then decide what to do with the marked email: You can look at each piece of potential spam and decide where to put it, or you can have your MUA automatically put potential spam in a special mailbox for spam.

Other programs that can help with email include SquirrelMail, which provides Webmail services, and Mailman, which provides mailing list support. IMAP (Internet Message Access Protocol) and POP (Post Office Protocol) allow users to retrieve and manipulate email remotely. The Dovecot system provides IMAP and POP servers.

Exercises

1. By default, email addressed to system goes to root. How would you also save a copy in /var/logs/systemmail?

2. How would Max store a copy of his email in ~/mbox and send a copy to max@example.com?

3. If your firewall allowed only the machine with the IP address 192.168.1.1 to send email outside the network, how would you instruct the local copy of sendmail to use this server as a relay?

4. What does dnl stand for in the m4 macro language? What are dnl commands used for?

5. SpamAssassin is installed on your mail server, with the threshold set to an unusually low value of 3, resulting in a lot of false positives. What rule could you give to your mail client to allow it to identify spam with a score of 5 or higher?

6. Describe the software and protocols used when Max sends an email to Sam on a remote Linux system.

Advanced Exercises

7. Your company’s current mail server runs on a commercial UNIX server, and you are planning to migrate it to Linux. After copying the configuration files across to the Linux system, you find that it does not work. What might you have forgotten to change?

8. Assume a script stores certain information in a variable named RESULT. What line could you put in the script that would send the contents of RESULT to the email address specified by the first argument on the command line?

9. Give a simple way of reading your email that does not involve the use of an MUA.

10. If you accidentally delete the /etc/aliases file, how could you easily re-create it (assuming that you had not restarted sendmail)?


21. NIS and LDAP


In This Chapter
How NIS Works
Running an NIS Client
yppasswd: Changes NIS Passwords
Setting Up an NIS Server
yppasswdd: The NIS Password Update Daemon
LDAP
Setting Up an LDAP Server
Tools for Working with LDAP



Objectives

After reading this chapter you should be able to:

[image: ] Describe the architecture and use of NIS

[image: ] List advantages and disadvantages of NIS

[image: ] Install an NIS server using static port assignments

[image: ] Port existing local users to an NIS server

[image: ] Configure a client to use the NIS server for authentication

[image: ] Describe the architecture and use of LDAP

[image: ] List advantages and disadvantages of LDAP

[image: ] Install and configure an OpenLDAP server to hold contact information

[image: ] Determine required and optional attributes from a published schema

[image: ] Create an LDIF file to add, modify, or delete an entry

[image: ] Query an LDAP server with multiple clients

NIS (Network Information Service) simplifies the maintenance of common administrative files by keeping them in a central database and having clients contact the database server to retrieve information from the database. Developed by Sun Microsystems, NIS is an example of the client/server paradigm.

Just as DNS addresses the problem of keeping multiple copies of /etc/hosts files up-to-date, so NIS deals with the issue of keeping system-independent configuration files (such as /etc/passwd) current. Most networks today are heterogeneous (page 1253); even though they run different varieties of UNIX or Linux, they have certain common attributes, such as a passwd file.

An LDAP (Lightweight Directory Access Protocol) directory can hold many types of information, including names and addresses, lists of network services, and authentication data. Another example of the client/server paradigm, LDAP is appropriate for any type of relatively static, structured information where fast lookups are required. Many types of clients are set up to communicate with LDAP servers, including email clients, browsers, and authentication servers.

Introduction to NIS

A primary goal of a LAN administrator is to make the network transparent to users. One aspect of this transparency is presenting users with similar environments, including usernames and passwords, when they log in on different machines. From the administrator’s perspective, the information that supports a user’s environment should not be replicated but rather should be kept in a central location and distributed as required. NIS simplifies this task.

As with DNS, users need not be aware that NIS is managing system configuration files. Setting up and maintaining NIS databases are tasks for the system administrator; individual users and users on single-user Linux systems rarely need to work directly with NIS.

Yellow Pages

NIS used to be called the Yellow Pages, and some people still refer to it by this name. Sun renamed the service because another corporation holds the trademark to the Yellow Pages name. The names of NIS utilities and files, however, are reminiscent of the old name: ypcat displays and ypmatch searches an NIS file, and the server daemon is named ypserv.

How NIS Works

No encryption

NIS does not encrypt data it transfers over the network—it transfers data as plaintext.

NIS domain

NIS makes a common set of information available to systems on a network. The network, referred to as an NIS domain, is characterized by each system having the same NIS domain name (different than a DNS domain name [page 1247]). Technically an NIS domain is a set of NIS maps (database files).

Master and slave servers

Each NIS domain must have exactly one master server; larger networks might have slave servers. Each slave server holds a copy of the NIS database from the master server. The need for slave servers is based on the size of the NIS domain and the reliability of the systems and network. A system can belong to only one NIS domain at a time.

When a client determines that a server is down or is not responding fast enough, it selects another server, as specified in the configuration file. If it cannot reach a server, the ypbind NIS client daemon terminates with an error.

nsswitch.conf

Whether a system uses NIS, DNS, local files, or a combination of these as the source of certain information, and in which order, is determined by the /etc/nsswitch.conf file (page 495). When it needs information from the NIS database, a client requests the information from the NIS server. For example, when a user attempts to log in, the client system might authenticate the user with username and password information from the NIS server.

You can configure nsswitch.conf to cause /etc/passwd to override NIS password information for the local system. When you do not export the root account to NIS (and you should not), this setup allows you to have a unique root password for each system.

Source files

Under Fedora/RHEL, NIS derives the information it offers—such as usernames, passwords, and local system names and IP addresses—from local ASCII configuration files such as /etc/passwd and /etc/hosts. These files are called source files or master files. (Some administrators avoid confusion by using different files to hold local configuration information and NIS source information.) An NIS server can include information from one or more of the following source files:

[image: ]

The information that NIS offers is based on files that change from time to time. NIS is responsible for making the updated information available in a timely manner to all systems in the NIS domain.

NIS maps

Before NIS can store the information contained in a source file, it must be converted to a dbm (page 1246) format file called a map. Each map is indexed on one field (column). Records (rows) from a map can be retrieved by specifying a value from the indexed field. Some files generate two maps, each indexed on a different field. For example, the /etc/passwd file generates two maps: one indexed by username, the other indexed by UID. These maps are named passwd.byname and passwd.byuid, respectively.


Optional
NIS maps correspond to C library functions. The getpwnam() and getpwuid() functions obtain username and UID information, respectively, from /etc/passwd on non-NIS systems. On NIS systems, these functions place RPC calls to the NIS server in a process that is transparent to the application calling the function.



Map names

The names of the maps NIS uses correspond to the files in the /var/yp/nisdomainname directory on the master server, where nisdomainname is the name of the NIS domain. The examples in this chapter use the NIS domain named mgs:
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$ ls /var/yp/mgs
group.bygid   mail.aliases   protocols.byname    services.byname
group.byname  netid.byname   protocols.bynumber  services.byservicename
hosts.byaddr  passwd.byname  rpc.byname          ypservers
hosts.byname  passwd.byuid   rpc.bynumber

Map nicknames

To make it easier to refer to NIS maps, you can assign nicknames to them. The /var/yp/nicknames file on clients holds a list of commonly used nicknames:
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$ cat /var/yp/nicknames
passwd          passwd.byname
group           group.byname
networks        networks.byaddr
hosts           hosts.byname
protocols       protocols.bynumber
services        services.byname
aliases         mail.aliases
ethers          ethers.byname

You can also use the command ypcat –x to display the list of nicknames. Each line in nicknames contains a nickname followed by whitespace and the name of the map corresponding to the nickname. You can add, remove, or modify nicknames by changing the nicknames file.

Displaying maps

The ypcat and ypmatch utilities display information from the NIS maps on the server. Using the nickname passwd, the following command, which you can run on any NIS client in the local domain, displays the information contained in the passwd.byname map:
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$ ypcat passwd
sam:$6$ ... pjqI.:1000:1400:Sam the Great:/home/sam:/bin/bash
sls:$6$ ... whe00:1001:1001:Sam sls:/home/sls:/bin/bash
...

By default, NIS stores passwords only for users with UIDs greater than or equal to 500 (see MINUID on page 783). Thus ypcat does not display lines for root, bin, and other system entries. You can display password information for a single user with ypmatch:
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$ ypmatch sam passwd
sam:$6$ ... pjqI.:1000:1400:Sam the Great:/home/sam:/bin/bash

You can retrieve the same information by filtering the output of ypcat through grep, but ypmatch is more efficient because it searches the map directly, using a single process. The ypmatch utility works on the key for the map only. To match members of the group or other fields not in a map, such as the GECOS (page 1251) field in passwd, you need to use ypcat and grep:
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$ ypcat passwd | grep Great
sam:$6$ ... pjqI.:1000:1400:Sam the Great:/home/sam:/bin/bash

Terminology

This chapter uses the following definitions:

• NIS source files—The ASCII files that NIS obtains information from

• NIS maps—The dbm-format files created from NIS source files

• NIS database—The collection of NIS maps

More Information

Local

man pages: domainname, makedbm, netgroup, revnetgroup, ypbind, ypcat, ypinit, ypmatch, yppasswd, yppoll, yppush, ypset, ypserv, ypserv.conf, ypwhich, ypxfr, ypxfrd (Some of these are available only on a server or client.)

Web

www.linux-nis.org

NIS-HOWTO

Running an NIS Client

This section explains how to set up an NIS client on the local system.

Prerequisites

Install the following packages:

• ypbind

• yp-tools (installed automatically with ypbind)

• rpcbind (installed automatically with the system)

No server

If there is no NIS server for the NIS client to bind to when you start an NIS client or boot the system, the client spends several minutes trying to find a server and then fails.

Check rpcbind is running

A new Fedora/RHEL system boots with rpcbind installed and running. Use the systemctl status command to make sure the service is running.
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# systemctl status rpcbind.service

Enable and start ypbind

After you have configured ypbind, run systemctl to cause the ypbind service to start each time the system enters multiuser mode and then start the ypbind service. This service will fail to start (sometimes after a long wait) if it cannot connect to an NIS server. Use the systemctl status command to make sure the service is running or to display error messages if it fails to start.
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# systemctl enable ypbind.service
# systemctl start ypbind.service

Notes

If there is no NIS server for the local system’s NIS domain, you need to set one up (page 779). If there is an NIS server, you need to know the name of the NIS domain the system belongs to and the name or IP address of one or more NIS servers for the NIS domain.

An NIS client can run on the same system as an NIS server.

SELinux

When SELinux is set to use a targeted policy, NIS is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.

Configuring an NIS Client

This section explains how to set up and start an NIS client.

/etc/sysconfig/network: Specifies the NIS Domain Name


Tip: A DNS domain name is different from an NIS domain name
The DNS domain name is used throughout the Internet to refer to a group of systems. DNS maps these names to IP addresses to enable systems to communicate with one another.
The NIS domain name is used strictly to identify systems that share an NIS server and is normally not seen or used by users and other programs. Although some administrators use one name as both a DNS domain name and an NIS domain name, this practice can degrade security.



Add the following line to the /etc/sysconfig/network file to specify the NIS domain name of the local system:

NISDOMAIN=nisdomainname

The nisdomainname is the name of the NIS domain the local system belongs to. The ypbind and ypserv services execute the network file and set the name of the system’s NIS domain. You can use the nisdomainname utility to set or view the NIS domain name, but setting it in this manner does not maintain the name when the system is rebooted:
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# nisdomainname
nisdomainname: Local domain name not set
# nisdomainname mgs
# nisdomainname
mgs


Tip: To avoid confusion, use nisdomainname, not domainname
The domainname and nisdomainname utilities do the same thing: They display or set the system’s NIS domain name. Use nisdomainname to avoid confusion when you are also working with DNS domain names.




Tip: You must set the local system’s NIS domain name
If you do not set the local system’s NIS domain name, when you start ypbind, it logs an error and quits.



/etc/yp.conf: Specifies an NIS Server

Edit /etc/yp.conf to specify one or more NIS servers (masters and/or slaves). As explained by comments in the file, you can use one of three formats to specify each server:

domain nisdomain server server_name

domain nisdomain broadcast (do not use)

ypserver server_name

where nisdomain is the name of the NIS domain that the local (client) system belongs to and server_name is the hostname of the NIS server that the local system queries. It is best to specify server_name as an IP address or a hostname from /etc/hosts. If you specify a hostname that requires a DNS lookup and DNS is down, NIS will not find the server. The second format puts ypbind in broadcast mode and is less secure than the first and third formats because it exposes the system to rogue servers by broadcasting a request for a server to identify itself.

Following is a simple yp.conf file for a client in the mgs domain with a server at 192.168.206.181:
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$ cat /etc/yp.conf
domain mgs server 192.168.206.181

You can use multiple lines to specify multiple servers for one or more domains. Specifying multiple servers for a single domain allows the system to change to another server when its current server is slow or down.

When you specify more than one NIS domain, you must set the system’s NIS domain name before starting ypbind so the client queries the proper server. Specifying the NIS domain name in /etc/sysconfig/network before starting the ypbind service takes care of this issue (page 774).

Start ypbind

The ypbind daemon is ypbind-mt renamed—that is, a newer, multithreaded version of the older ypbind daemon. Enable and start ypbind as explained on page 773.

Troubleshooting the Client

After starting ypbind, use nisdomainname to make sure the correct NIS domain name is set. Refer to page 774 if you need to set the NIS domain name. Next use ypwhich to check whether the system is set up to connect to the proper server; the name of this server is set in /etc/yp.conf (page 775):

$ ypwhich
plum

Use rpcinfo to make sure the NIS server is up and running (replace plum with the name of the server that ypwhich returned):
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$ rpcinfo -u plum ypserv
program 100004 version 1 ready and waiting
program 100004 version 2 ready and waiting

After starting ypbind, check that it is registered with rpcbind:

Click here to view code image

$ rpcinfo -u localhost ypbind
program 100007 version 1 ready and waiting
program 100007 version 2 ready and waiting

If rpcinfo does not report that ypbind is ready and waiting, check that ypbind is running (message is from a Fedora system, REHL provides a different message):
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$ systemctl status ypbind.service
ypbind.service - NIS/YP (Network Information Service) Clients to NIS Domain Binder
   Loaded: loaded (/usr/lib/systemd/system/ypbind.service; enabled)
   Active: active (running) since Tue 2013-06-25 11:14:33 PDT; 3min 3s ago
  Process: 33952 ExecStartPost=/usr/libexec/ypbind-post-waitbind (code=exited, status=0/SUCCESS)
  Process: 33943 ExecStartPre=/usr/sbin/setsebool allow_ypbind=1 (code=exited, status=0/SUCCESS)
  Process: 33940 ExecStartPre=/usr/libexec/ypbind-pre-setdomain (code=exited, status=0/SUCCESS)
 Main PID: 33947 (ypbind)
   Status: "Processing requests..."
   CGroup: name=systemd:/system/ypbind.service
           +-33947 /usr/sbin/ypbind -n


Jun 25 11:14:32 guava systemd[1]: Starting NIS/YP Clients to NIS Domain Binder...
Jun 25 11:14:33 guava ypbind[33953]: Binding NIS service
Jun 25 11:14:33 guava ypbind[33957]: Binding took 0 seconds
Jun 25 11:14:33 guava ypbind[33961]: NIS domain: mgs, NIS server: plum
Jun 25 11:14:33 guava systemd[1]: Started NIS/YP Clients to NIS Domain Binder.

If NIS still does not work properly, use service to stop the ypbind daemon and then start it manually with debugging turned on:
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# systemctl stop ypbind


# ypbind -debug
34003: parsing config file
34003: Trying entry: domain mgs server 192.168.206.181
34003: parsed domain 'mgs' server '192.168.206.181'
34003: add_server() domain: mgs, host: 192.168.206.181, slot: 0
34003: [Welcome to ypbind-mt, version 1.37.1]


34003: ping interval is 20 seconds


34003: rebind interval is 900 seconds


34005: NetworkManager is running.
34005: Network is available.
34005: Switch to online mode
34005: Going online, reloading config file.
34005: parsing config file
34005: Trying entry: domain mgs server 192.168.206.181
34005: parsed domain 'mgs' server '192.168.206.181'
34005: add_server() domain: mgs, host: 192.168.206.181, slot: 0
34005: ping host '192.168.206.181', domain 'mgs'
34005: Answer for domain 'mgs' from server '192.168.206.181'
34005: interface: org.freedesktop.DBus, object path: /org/freedesktop/DBus,
        method: NameAcquired
34006: ping host '192.168.206.181', domain 'mgs'
34006: Entry for mgs unchanged, skipping writeout
34006: Answer for domain 'mgs' from server '192.168.206.181'
34006: Pinging all active servers.
34006: Pinging all active servers.
...

The –debug option keeps ypbind in the foreground and causes it to send error messages and debugging output to standard error. Use CONTROL-C to stop ypbind when it is running in the foreground.

yppasswd: Changes NIS Passwords

The yppasswd utility—not to be confused with the yppasswdd daemon (two d’s; page 785) that runs on the NIS server—replaces the functionality of passwd on clients when you use NIS for passwords. Where passwd changes password information in the /etc/shadow file on the local system, yppasswd changes password information in the /etc/shadow file on the NIS master server and in the NIS shadow.byname map. Optionally, yppasswd can also change user information in the /etc/passwd file and the passwd.byname map.

The yppasswd utility changes the way you log in on all systems in the NIS domain that use NIS to authenticate passwords. It cannot change root and system passwords; by default, NIS does not store passwords of users with UIDs less than 500. You have to use passwd to change these users’ passwords locally.

To use yppasswd, the yppasswdd daemon must be running on the NIS master server.

passwd Versus yppasswd

When a user who is authenticated using NIS passwords runs passwd to change her password, all appears to work properly, yet the user’s password is not changed: The user needs to use yppasswd. The root and system accounts, in contrast, must use passwd to change their passwords. A common solution to this problem is first to rename passwd—for example, to rootpasswd—and then to change its permissions so only a user working with root privileges can execute it.1 Second, create a link to yppasswd named passwd. You must work with root privileges when you make these changes.

1. The passwd utility has setuid permission with read and execute permissions for all users and read, write, and execute permissions for root. If, after changing its name and permissions, you want to restore its original name and permissions, first change its name and then give the command chmod 4755 /usr/bin/passwd. You must work with root privileges to make these changes.
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# ls -l /usr/bin/passwd
-rwsr-xr-x. 1 root root 27856 06-21 17:51 /usr/bin/passwd
# mv /usr/bin/passwd /usr/bin/rootpasswd
# chmod 700 /usr/bin/rootpasswd
# ln -s /usr/bin/yppasswd /usr/bin/passwd
# ls -l /usr/bin/{yppasswd,passwd,rootpasswd}
lrwxrwxrwx. 1 root root    17 06-24 19:38 /usr/bin/passwd -> /usr/bin/yppasswd
-rwx------. 1 root root 27856 06-21 17:51 /usr/bin/rootpasswd
-rwxr-xr-x. 3 root root 24336 05-07 05:57 /usr/bin/yppasswd

With this setup, a nonroot user changing his password using passwd will run yppasswd, which is appropriate. If root or a system account user runs passwd (really yppasswd), yppasswd displays an error that reminds the administrator to run rootpasswd.

Modifying User Information

As long as the yppasswdd daemon is running on the NIS master server, a user can use the yppasswd utility from an NIS client to change her NIS password while a user running with root privileges can change any user’s password (except that of root or a system account). A user can also use yppasswd to change his login shell and GECOS (page 1251) information if the yppasswdd daemon is set up to permit these changes. Refer to “yppasswdd: The NIS Password Update Daemon” on page 785 for information on how to configure yppasswdd to permit users to change these values. Use the –p option with yppasswd to change the password, –f to change GECOS information, and –l to change the login shell:
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$ yppasswd -f
Changing NIS account information for sam on plum.
Please enter password:


Changing full name for sam on plum.
To accept the default, simply press return. To enter an empty
field, type the word "none".
Name [Sam the Great]: Sam-in-Fact
Location []:
Office Phone []:
Home Phone []:


The GECOS information has been changed on plum.


$ ypmatch sam passwd
sam:$6$ ... pjqI.:1000:1400:Sam-in-Fact:/home/sam:/bin/bash

If yppasswd does not work and the server system is running a firewall, refer to “Firewall” on page 780.

Adding and Removing Users

There are several ways to add and remove users from the NIS passwd map. The simplest approach is to keep the /etc/passwd file on the NIS master server synchronized with the passwd map. You can keep these files synchronized by first making changes to the passwd file using standard tools such as useradd and userdel, or their graphical counterparts, and then running ypinit (page 784) to update the map.

Setting Up an NIS Server

This section explains how to install and configure an NIS server.

Prerequisites

Decide on an NIS domain name (page 774) and install the following packages:

• ypserv

• rpcbind (installed by default)

Check rpcbind is running

A new Fedora/RHEL system boots with rpcbind installed and running. Use the systemctl status command to make sure the service is running.
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# systemctl status rpcbind.service

After modifying rpcbind configuration files, give the second command again, replacing status with restart to cause rpcbind to reread those files.

Enable and start ypserv

Run systemctl to cause the ypserv service to start each time the system enters multiuser mode and then start the ypserv service. Use the systemctl status command to make sure the service is running.
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# systemctl enable ypserv.service
# systemctl start ypserv.service

After modifying ypserv configuration files, give the second command again, replacing start with restart to cause ypserv to reread those files.

Enable and start ypxfrd

The ypxfrd map server service speeds up the process of copying large NIS databases from the master server to slaves. It allows slaves to copy the maps, thereby avoiding the need for each slave to copy the raw data and then compile the maps. When an NIS slave receives a message from the server saying there is a new map, it starts ypxfr, which reads the map from the server.

On the master server only, run systemctl to cause the ypxfrd service to start each time the system enters multiuser mode and then start the ypxfrd service. Use the systemctl status command to make sure the service is running.
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# systemctl enable ypxfrd.service
# systemctl start ypxfrd.service

After modifying ypxfrd configuration files, give the second command again, replacing start with restart to cause ypxfrd to reread those files.

Enable and start yppasswdd

In addition, on the master server only, run systemctl to cause the NIS password update service, yppasswdd (page 785), to start each time the system enters multiuser mode and then start the yppasswdd service. This service will not start if the NIS domain name has not been set (page 774). Use the systemctl status command to make sure the service is running.
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# systemctl enable yppasswdd.service
# systemctl start yppasswdd.service

After modifying yppasswdd configuration files, give the second command again, replacing start with restart to cause yppasswdd to reread those files. A message saying can not bind UDP usually indicates SELinux is blocking the attempt to bind.

Notes

An NIS client can run on the same system as an NIS server.

There must be only one master server for each domain.

You can run multiple NIS domain servers (for different domains) on a single system.

An NIS server serves the NIS domains listed in /var/yp. For a more secure system, remove the maps directories from /var/yp when disabling an NIS server.

SELinux

When SELinux is set to use a targeted policy, NIS is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.

Firewall

The NIS server (ypserv), the map server daemon (ypxfrd), and the NIS password daemon (yppasswdd) use rpcbind (page 483) to choose which ports they accept queries on. The rpcbind server uses port 111 and hands out a random unused port below 1024 when a service, such as ypserv, requests a port. Having ypserv, ypxfrd, and yppasswdd use random port numbers makes it difficult to set up a firewall on an NIS server. You can specify ports by editing the /etc/sysconfig/network file and adding the lines shown following (choose any unused ports less than 1024; see page 786 for instructions on specifying a port for yppasswdd):

# cat /etc/sysconfig/network
...
YPSERV_ARGS='--port 114'
YPXFRD_ARGS='--port 116'

If an NIS server system is running a firewall or is behind a firewall, you need to open these ports. Follow the instructions on page 908 to use firewall-cmd to open the ports you specified (both TCP and UDP) in the Ports tab. You must also open TCP and UDP ports 111 for rpcbind. Be sure to change both the Runtime and Permanent Configurations.

Configuring the Server

This section explains how to configure an NIS server.

Specify the System’s NIS Domain Name

Specify the system’s NIS domain name as explained on page 774.

/etc/ypserv.conf: Configures the NIS Server

The /etc/ypserv.sconf file, which holds NIS server configuration information, specifies options and access rules. Options specify server options and have the following format:

option: value

Options

Following is a list of options and their default values:

files

Specifies the maximum number of map files that ypserv caches. Set to 0 to turn off caching. The default is 30.

trusted_master

On a slave server, the name/IP address of the master server from which the slave accepts new maps. The default is no master server, meaning no new maps are accepted.

xfer_check_port

YES (default) requires the master server to run on a privileged port (page 1267). NO allows the master server to run on any port.

Access Rules

Access rules, which specify which hosts and domains can access which maps, have the following format:

host:domain:map:security

where host and domain specify the IP address and NIS domain this rule applies to; map is the name of the map this rule applies to; and security is either none (always allow access), port (allow access from a privileged port), or deny (never allow access).

The following lines appear in the ypserv.conf file supplied with Fedora/RHEL:
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$ cat /etc/ypserv.conf
...
# Not everybody should see the shadow passwords, not secure, since
# under MSDOG everbody is root and can access ports < 1024 !!!
*                          : *       : shadow.byname    : port
*                          : *       : passwd.adjunct.byname : port
...
# *                        : *       : *                     : none

These lines restrict the shadow.byname and passwd.adjunct.byname (the passwd map with shadow [asterisk] entries) maps to access from ports numbered less than 1024. However, anyone using a DOS or early Windows system on the network can read the maps because they can access ports numbered less than 1024. If you uncomment it, the last line allows access to the other maps from any port on any host.

The following example describes a LAN with some addresses you want to grant NIS access from and some that you do not; perhaps you have a wireless segment or some public network connections you do not want to expose to NIS. You can list the systems or an IP subnet that you want to grant access to in ypserv.conf. Anyone logging in on another IP address will then be denied NIS services. The following line from ypserv.conf grants access to anyone logging in from an IP address in the range of 192.168.0.1 to 192.168.0.255 (specified as 192.168.0.1 with a network mask [page 483] of /24):
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$ cat /etc/ypserv.conf
...
  192.168.0.1/24 : * : * : none

/var/yp/securenets: Enhances Security

To enhance system security, you can create the /var/yp/securenets file, which prevents unauthorized systems from sending RPC requests to the NIS server and retrieving NIS maps. Notably securenets prevents unauthorized users from retrieving the shadow map, which contains encrypted passwords. When securenets does not exist or is empty, an NIS server accepts requests from any system.

Each line of securenets lists a netmask and an IP address. NIS accepts requests from systems whose IP addresses are specified in securenets; it ignores and logs requests from other addresses. You must include the (local) server system as localhost (127.0.0.1) in securenets. A simple securenets file follows:
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$ cat /var/yp/securenets
# you must accept requests from localhost
255.255.255.255         127.0.0.1
#
# accept requests from IP addresses 192.168.0.1 - 192.168.0.62
255.255.255.192         192.168.0.0
#
# accept requests from IP addresses starting with 192.168.14
255.255.255.0           192.168.14.0

/var/yp/Makefile: Creates Maps

The make utility, which is controlled by /var/yp/Makefile, uses makedbm to create the NIS maps that hold the information distributed by NIS. When you run ypinit (page 784) on the master server, ypinit calls make: You do not need to run make manually.

Edit /var/yp/Makefile to set options and specify which maps to create. The following sections discuss /var/yp/Makefile in more detail.

Variables

Following is a list of variables you can set in /var/yp/Makefile. The values following Fedora/RHEL are the values set in the file distributed by Fedora/RHEL.

B

Do not change.

Fedora/RHEL: not set

NOPUSH

Specifies that ypserv is not to copy (push) maps to slave servers. Set to TRUE if you do not have any slave NIS servers; set to FALSE to cause NIS to copy maps to slave servers.

Fedora/RHEL: TRUE

YPPUSH_ARGS

Specifies arguments to yppush to use when it copies maps to slave servers.

MINUID, MINGID

Specify the lowest UID and GID numbers, respectively, to include in NIS maps. In the /etc/passwd and /etc/group files, lower ID numbers belong to root and system accounts and groups. To enhance security, NIS does not distribute password and group information about these users and groups. Set MINUID to the lowest UID number you want to include in the NIS maps and set MINGID to the lowest GID number you want to include.

Fedora/RHEL: 500/500

NFSNOBODYUID, NFSNOBODYGID

Specify the UID and GID, respectively, of the user named nfsnobody. NIS does not export values for this user. Set to 0 to export maps for nfsnobody.

Fedora/RHEL: 65534/65534

MERGE_PASSWD, MERGE_GROUP

When set to TRUE, merge the /etc/shadow and /etc/passwd files in the passwd map and the /etc/gshadow and /etc/group files in the group map, enabling shadow user passwords and group passwords.

Fedora/RHEL: TRUE/TRUE

File Locations

The next sections of /var/yp/Makefile specify standard file locations; you do not normally need to change these entries. This part of the makefile is broken into the following groups:

Commands—Locates gawk and make and sets a value for umask (page 469)

Source directories—Locates directories that contain NIS source files

NIS source files—Locates NIS source files used to build the NIS database

Servers—Locates the file that lists NIS servers

The all: Target

The all: target in /var/yp/Makefile specifies the maps that make is to build for NIS:
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all:  passwd group hosts rpc services netid protocols mail \
        # netgrp shadow publickey networks ethers bootparams printcap \
        # amd.home auto.master auto.home auto.local passwd.adjunct \
        # timezone locale netmasks

The first line of the all: target lists the maps that make builds by default. This line starts with the word all, followed by a colon (:) and a TAB. Because each of the first three lines of the all: target ends with a backslash, each of the four physical lines in the all: target is part of one long logical line. The last three physical lines are commented out. Uncomment lines and delete or move map names until the list matches your needs.

As your needs change, you can edit the all: target in Makefile and run make in the /var/yp directory to modify the list of maps distributed by NIS.

Start the Servers

Start or restart the master server (ypserv) and then the slave servers after completing the preceding steps. See page 779 for details.

ypinit: Builds or Imports the Maps

The ypinit utility builds or imports and then installs the NIS database. On the master server, ypinit gathers information from the passwd, group, hosts, networks, services, protocols, netgroup, and rpc files in /etc and builds the database. On a slave server, ypinit copies the database from the master server.

You must run ypinit by giving its absolute pathname (/usr/lib64/yp/ypinit or /usr/lib/yp/ypinit). Use the –m option to create the domain subdirectory under /var/yp and build the maps that go in it on the master server; use the –s master option on slave servers to import maps from the master server named master. In the following example, ypinit asks for the name of each of the slave servers; it already has the name of the master server because this command is run on the system running the master server (plum in the example). Terminate the list with CONTROL-D on a line by itself. After you respond to the query about the list of servers being correct, ypinit builds the ypservers map and calls make with /var/yp/Makefile, which builds the maps specified in Makefile. On 32-bit systems use /usr/lib/yp/ypinit –m in place of the command in the example.
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# /usr/lib64/yp/ypinit -m


At this point, we have to construct a list of the hosts which will run NIS
servers.  plum is in the list of NIS server hosts.  Please continue to add
the names for the other hosts, one per line.  When you are done with the
list, type a <control D>.
        next host to add:  plum
        next host to add:  CONTROL-D
       The current list of NIS servers looks like this:
plum


Is this correct?  [y/n: y]  y
We need a few minutes to build the databases...
Building /var/yp/mgs/ypservers...
Running /var/yp/Makefile...
gmake[1]: Entering directory `/var/yp/mgs'
Updating passwd.byname...
Updating passwd.byuid...
Updating group.byname...
Updating group.bygid...
Updating hosts.byname...
Updating hosts.byaddr...
Updating rpc.byname...
Updating rpc.bynumber...
Updating services.byname...
Updating services.byservicename...
Updating netid.byname...
Updating protocols.bynumber...
Updating protocols.byname...
Updating mail.aliases...
gmake[1]: Leaving directory '/var/yp/mgs'


plum has been set up as a NIS master server.


Now you can run ypinit -s plum on all slave server.

After running ypinit, you must restart the server (page 779).

Troubleshooting the Server

This section suggests some ways to troubleshoot an NIS server. See “Troubleshooting the Client” on page 776 for techniques you can use to troubleshoot an NIS client.

From the server, check that ypserv is connected to rpcbind:
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$ rpcinfo -p | grep ypserv
    100004    2   udp    114  ypserv
    100004    1   udp    114  ypserv
    100004    2   tcp    114  ypserv
    100004    1   tcp    114  ypserv

Again from the server system, make sure the NIS server is up and running:
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$ rpcinfo -u localhost ypserv
program 100004 version 1 ready and waiting
program 100004 version 2 ready and waiting

If the server is not working properly, use systemctl to stop the NIS server. Then start ypserv manually in the foreground with debugging turned on:
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# systemctl stop ypserv.service
# ypserv --debug
[ypserv (ypserv) 2.31]


WARNING: no securenets file found!
ypserv.conf: files: 30
ypserv.conf: xfr_check_port: 1
ypserv.conf: 0.0.0.0/0.0.0.0:*:shadow.byname:2
ypserv.conf: 0.0.0.0/0.0.0.0:*:passwd.adjunct.byname:2
...

The ––debug option keeps ypserv in the foreground and causes it to send error messages and debugging output to standard error. Press CONTROL-C to stop ypserv when it is running in the foreground.

yppasswdd: The NIS Password Update Daemon

The NIS password update daemon, yppasswdd, runs on the master server only; it is not necessary to run it on slave servers. If the master server is down and you try to change your password from a client, yppasswd displays an error message. When a user runs yppasswd (page 777) on a client, this utility exchanges information with the yppasswdd daemon to update the user’s password (and optionally other) information in the NIS shadow (and optionally passwd) map and in the /etc/shadow (and optionally /etc/passwd) file on the NIS master server. Password change requests are sent to syslogd (page 620).

If the server system is running a firewall, open a port for yppasswdd. Refer to “Firewall” on page 780.

Start yppasswdd

Start yppasswdd as explained on page 779.

Allow GECOS and Login Shell Modification

As shipped, yppasswdd does not allow users to change their login shell or GECOS (page 1251) information. You can change these settings with options on the command line when you start yppasswdd or, more conveniently, by modifying the /etc/sysconfig/yppasswdd configuration file. The –e chfn option to yppasswdd allows users to change their GECOS information; –e chsh allows users to change their login shell. When you set the options in /etc/sysconfig/yppasswdd, these values are set automatically each time yppasswdd is run. The following example causes yppasswdd to accept calls on port 112 and allows users to change both their GECOS information and their login shell:
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# cat /etc/sysconfig/yppasswdd
...
YPPASSWDD_ARGS='--port 112 -e chfn -e chsh'

[image: ] LDAP

LDAP (Lightweight Directory Access Protocol) is an alternative to the older X.500 DAP (Directory Access Protocol). It runs over TCP/IP and is network aware, standards-based, and available on many platforms. A client queries an LDAP server, specifying the data it wants. For example, a query could ask for the first names and email addresses of all people with a last name of Smith who live in San Francisco.

Directory

Because LDAP is designed to work with data that does not change frequently, the server holds a search and read optimized database, called a directory. LDAP clients query and update this directory.

In addition to name and address information, an LDAP directory can hold lists of network services. Or, other services can use it for authentication. LDAP is appropriate for any kind of relatively static structured information where fast lookups are required. Many types of clients are set up to communicate with LDAP servers, including LDAP-specific clients (page 795), email clients, and authentication servers.

OpenLDAP

Fedora/RHEL provides the OpenLDAP (www.openldap.org) implementation of LDAP. OpenLDAP uses the Sleepycat Berkeley Database (Berkeley DB, or BDB, now owned by Oracle), which meets the needs of an LDAP database. It supports distributed architecture, replication, and encryption. BDB differs from a relational database (RDBMS) in that instead of holding information in rows and columns, BDB implements an LDAP directory as a hierarchical data structure that groups information with similar attributes. This chapter describes OpenLDAP.

In addition to BDB, Fedora/RHEL supplies HDB (Hash Database), which is based on BDB but which organizes data in a true hierarchical fashion. HDB provides faster writes than does BDB. It also supports subtree renaming, which allows subtrees to be moved efficiently within a database.

Dynamic configuration

Before the release of version 2.3, OpenLDAP had to be statically configured. This setup was problematic for users with large databases: Each time the configuration was modified, the LDAP daemon had to be restarted, which took a long time. OpenLDAP version 2.3 introduced run-time (dynamic or online) configuration. This setup allows the configuration to be modified without restarting the LDAP daemon. Although the current release (2.4) still allows static configuration, the future points toward dynamic configuration, which is what this chapter describes.

Fedora/RHEL Directory Servers

In addition to OpenLDAP, Fedora provides the 389 Directory Server (389-ds package) and RHEL provides the Red Hat Directory Server, both of which are LDAP servers. For more information see the references on the next page.

Entries and attributes

An entry (a node in the LDAP directory hierarchy, or a container) is the basic unit of information in an LDAP directory. Each entry holds one or more attributes. Each attribute has a name (an attribute type or description) and one or more values. Attribute names come from a standard schema that is held in files in the /etc/openldap/schema directory. This schema is standard across many implementations of LDAP, enabling LDAP clients to obtain data from many LDAP servers. Although it is not usually necessary or advisable, you can augment or modify the standard schema.

DN and RDN

A DN (Distinguished Name) uniquely identifies each entry in an LDAP directory. A DN comprises an RDN (Relative Distinguished Name), which is constructed from one or more attributes in the entry, followed by the DN of the parent entry. Because a DN can change (e.g., a woman might change her last name), and because a consistent, unique identifier is sometimes required, the server assigns a UUID (page 1280) to each entry.

DSE and DC

The DSE (DSA-Specific Entry) is the root (also called the base, suffix, or top-level) entry in an LDAP directory. (DSA stands for Directory System Agent.) The DSE is defined in the file named olcDatabase={3}hdb.ldif. Frequently, the DSE and the domain name are the same. LDAP defines a domain name in terms of its component parts. The following line defines the DSE comprising the DC brillserve and the DC com:
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# grep brillserve /etc/openldap/slapd.d/cn=config/olcDatabase={3}hdb.ldif
olcSuffix: dc=brillserve,dc=com
...

LDIF and CN

The LDAP directory specified by the example DSE could contain the following entry, which is specified in LDIF (LDAP Data Interchange Format; see the ldif man page for more information):
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dn: cn=Sam the Great,dc=brillserve,dc=com
cn: Sam the Great
cn: the great
objectClass: inetOrgPerson
mail: sam@brillserve.com
givenName: Sam
sn: the Great
displayName: Sam the Great
telephoneNumber: 888 888 8888
homePhone: 111 111 1111
initials: SLS

Each line except the first specifies an attribute. The word on each line preceding the colon is the attribute name. Following the colon and a SPACE is the attribute value. The first line in this example specifies the DN of the entry. The attribute value used in the RDN is a CN (Common Name) from the entry: Sam the Great. This second-level entry is a child of the top-level entry; thus the DN of the parent entry is the DN of the top-level entry (dc=brillserve,dc=com). You can uniquely identify this entry by its DN: cn=Sam the Great,dc=brillserve,dc=com.

Because this entry defines two CNs, a search for Sam the Great or the Great will return this entry. This entry also defines a given name, a surname (sn), an email address (mail), and other attributes.

objectClass attribute

Entries inherit object class attributes from their parents. In addition, each entry must have at least one objectClass attribute. Each objectClass value must be a class defined in the schema. The schema specifies both mandatory and optional (allowed) attributes for an object class. For example, the following entry in the schema defines the object class named person. The MUST and MAY lines specify which attributes the person object class requires (sn [surname] and cn; attribute names are separated by a dollar sign) and which attributes are optional (userPassword, telephoneNumber, seeAlso, and description).
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$ cat /etc/openldap/schema/core.schema
...
objectclass ( 2.5.6.6 NAME 'person'
        DESC 'RFC2256: a person'
        SUP top STRUCTURAL
        MUST ( sn $ cn )
        MAY ( userPassword $ telephoneNumber $ seeAlso $ description ) )
...

Abbreviations

The following list summarizes the abbreviations covered in this section.
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More Information

Local

man pages: ldap.conf, ldapmodify, ldapsearch, ldif, slapd, slapd.conf, slappasswd

Web

LDAP home page: www.openldap.org

Administrator’s Guide: www.openldap.org/doc/admin24

389 Directory Server home page: directory.fedoraproject.org

Red Hat Directory Server manuals: access.redhat.com/site/documentation/Red_Hat_Directory_Server (these manuals apply to both the Fedora and Red Hat Directory Servers)

OpenLDAP Faq-O-Matic: www.openldap.org/faq

book: www.zytrax.com/books/ldap

gq: sourceforge.net/projects/gqclient

HOWTO

LDAP Linux HOWTO

Setting Up an LDAP Server

This section explains how to set up an LDAP server.

Prerequisites

Install the following packages:

• openldap-clients

• openldap-servers

Enable and start slapd

Run systemctl to cause the LDAP daemon, slapd (stand-alone LDAP daemon—the abbreviation does not quite work), to start each time the system enters multiuser mode and then start the slapd service. Use the systemctl status command to make sure the service is running. Do not confuse ldap and slapd in the names of utilities, services, and scripts.
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# systemctl enable slapd.service
# systemctl start slapd.service

After modifying slapd configuration files, give the second command again, replacing start with restart to cause slapd to reread those files.

Loading the internal schema

Fedora/RHEL does not load the internal LDAP schema when you install the openldap-servers package. You must perform this task manually before you can create a database. Working with root privileges, give the following command to load the schema. This command uses ldapadd to process each file in the /etc/openldap/schema directory that has a filename extension of .ldif. It uses an interactive for...in control structure (page 995).
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# for file in /etc/openldap/schema/*.ldif
> do
> ldapadd -Y EXTERNAL -H ldapi:/// -f $file
> done
SASL/EXTERNAL authentication started
SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0
adding new entry "cn=collective,cn=schema,cn=config"


SASL/EXTERNAL authentication started
SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0
adding new entry "cn=corba,cn=schema,cn=config"
...

Notes

Downloading example files

You can download the files necessary to set up and run the LDAP server described in this section from www.sobell.com/RH7/code/chapter_21.

Firewall

A slapd LDAP server normally uses TCP port 389, which is not encrypted. If you are using LDAP for authentication, use LDAP over SSL on port 636. If the server is running a firewall or is behind a firewall, you need to open one of these ports. Give the following commands to open port 389 each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd. Replace 389 with 636 to open port 636 instead of 389.
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$ su -c 'firewall-cmd --add-port=389/tcp'
$ su -c 'firewall-cmd --permanent --add-port=389/tcp'

Step-by-Step Setup

This section lists the steps involved in setting up an LDAP server at the brillserve.com domain. When you set up an LDAP server, substitute the domain name of the server you are setting up for brillserve.com in the examples. The example in this section is quite simple; you will probably need different entries in the directory you set up.

To experiment with and learn about LDAP, set up and run locally the example server described in this section. Although the example uses brillserve.com, when working from the server system you can refer to the LDAP server as localhost.

Configure the Server

Load the internal LDAP schema as described on the previous page.

Next, set up an LDAP database, the brillserve DC, and the lpadmin CN. You can download the db.ldif file as explained under “Downloading example files” (previous page).
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$ cat db.ldif
dn: olcDatabase=hdb,cn=config
objectClass: olcDatabaseConfig
objectClass: olcHdbConfig
olcDatabase: hdb
olcDbDirectory: /var/lib/ldap
olcAccess: {0}to attrs=userPassword,shadowLastChange by self write by anonymous
    auth by dn="cn=ldapadmin,dc=brillserve,dc=com" write by * none
olcAccess: {1}to dn.base="" by * read
olcAccess: {2}to * by self write by dn="cn=ldapadmin,dc=brillserve,dc=com" write
    by * read olcLastMod: TRUE
olcDbCheckpoint: 512 30
olcDbConfig: {0}set_cachesize 0 2097152 0
olcDbConfig: {1}set_lk_max_objects 1500
olcDbConfig: {2}set_lk_max_locks 1500
olcDbConfig: {3}set_lk_max_lockers 1500
olcDbIndex: objectClass eq
#
# Set up brillserve admin with password
olcSuffix: dc=brillserve,dc=com
olcRootDN: cn=ldapadmin,dc=brillserve,dc=com
olcRootPW: porcupine

The first part of the db.ldif file sets up the LDAP database. The olcSuffix line (third from last in db.ldif) defines the DSE (page 787). The olcRootDN line establishes the user (the LDAP administrator) who can read any information from and write any information to the LDAP directory. The value on this line is the DN for this user. The RDN is the name of the LDAP administrator; the DN includes the DN of the parent node (the DSE as specified on the olcSuffix line). In this example, the name of this user is ldapadmin (specified on the next to last line of db.ldif). This user is an LDAP user and does not need to exist as a user on the system (i.e., the user does not need to be listed in /etc/passwd). The olcRootPW (last) line sets up a password for the LDAP administrator. This example sets up porcupine as a cleartext password; in a real-world setup it is more secure to use an encrypted password (explained shortly).

The following command, run with root privileges, uses ldapadd to add the entries in db.ldif to the database.
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$ su -c 'ldapadd -Y EXTERNAL -H ldapi:/// -f db.ldif'
Password:
SASL/EXTERNAL authentication started
SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
SASL SSF: 0
adding new entry "olcDatabase=hdb,cn=config"

If you will be administrating LDAP over a network, use an encrypted password. First use slappasswd to encrypt a password:
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# slappasswd
New password:
Re-enter new password:
{SSHA}7h060/qgeUrXl/Tsqy8OlTbGYBOXdc/+

Then copy the output of slappasswd to a new olcRootPW line in db.ldif:
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olcRootPW: {SSHA}7h060/qgeUrXl/Tsqy8OlTbGYBOXdc/+

Start and Test the Server

Start the slapd daemon as explained on page 789. Then test the server with the following query:
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$ ldapsearch -x -s base namingContexts
# extended LDIF
#
# LDAPv3
# base <> (default) with scope baseObject
# filter: (objectclass=*)
# requesting: namingContexts
#


#
dn:
namingContexts: dc=my-domain,dc=com
namingContexts: dc=brillserve,dc=com


# search result
search: 2
result: 0 Success


# numResponses: 2
# numEntries: 1

The –x on the command line specifies simple authentication, –s base specifies the scope of the search as the base object, and namingContexts is the attribute you are searching for. The output of this command should look similar to that shown in the preceding example. The namingContexts returned by the search should be the same as the DSE you specified when you configured the server. The dc=my-domain,dc=com entry is a DSE that the server package sets up.

Add Entries to the Directory

You can use many tools, both graphical and textual, to add information to and query an LDAP directory. This section explains how to use the ldapmodify command-line utility to set up an employee LDAP directory. See page 795 for descriptions of other tools.

When you specify the following file on an ldapmodify command line, ldapmodify adds a second-level entry (one below the DSE entry) to the directory:
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$ cat AA.ldif
dn: dc=brillserve,dc=com
changetype: add
objectClass: dcObject
objectClass: organization
dc: brillserve
organizationName: ZBrill Associates Inc.
description: root

The first line of AA.ldif specifies the root DN for the entry you are adding. The changetype instruction tells ldapmodify to add the entry to the directory. You can omit this instruction if you use the –a option on the ldapmodify command line or if you use the ldapadd utility in place of ldapmodify. The objectClass lines specify the object classes this entry belongs to. The line that starts with dc specifies the DC (domain component). The organizationName specifies the name of the organization this entry is part of while the description describes the entry. You can put as many entries in a file as you like, but each must be separated from the next by a blank line. For clarity, the examples in this section show one entry per file.

The following command modifies the LDAP directory based on the AA.ldif file. The ldif filename extension is commonly used but is not required for files holding LDIF entries.
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$ ldapmodify -xD "cn=ldapadmin,dc=brillserve,dc=com" -w porcupine -f AA.ldif
adding new entry "dc=brillserve,dc=com"

The –x option causes the server to use simple authentication. The argument following –D specifies the DN of the LDAP administrator of the directory the command is to work with (specified in db.com on page 790). By specifying this user, this argument also specifies the DSE of the LDAP directory. (The DN of the parent of the LDAP administrator’s entry specifies the DSE.) The argument following –w is the password for the LDAP administrator. For better security, use –W to cause ldapmodify to prompt for this password. The name of the input file follows the –f option. The ldapmodify utility reports the DN of the new entry.

The ldapsearch utility displays all entries in the LDAP directory in LDIF format. The –LLL option causes ldapsearch to display a minimal amount of information; use fewer Ls to display more information. After executing the preceding command, there is one entry:
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$ ldapsearch -x -LLL -b dc=brillserve,dc=com
dn: dc=brillserve,dc=com
objectClass: dcObject
objectClass: organization
dc: brillserve
o: ZBrill Associates Inc.
description: root

The o attribute name is an abbreviation for organizationName.

The next file adds to the LDAP directory the object class organizationalUnit named employees (ou=employees). The DN is ou=employees followed by the DSE:
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$ cat BB.ldif
dn: ou=employees,dc=brillserve,dc=com
changetype: add
objectClass: organizationalUnit
ou: employees


$ ldapmodify -xD "cn=ldapadmin,dc=brillserve,dc=com" -w porcupine -f BB.ldif
adding new entry "ou=employees,dc=brillserve,dc=com"

With this object class in place, you can add employees to the LDAP directory. The following file adds an employee:
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$ cat CC.ldif
dn: cn=Zach Brill,ou=employees,dc=brillserve,dc=com
changetype: add
cn: Zach Brill
cn: brillserve
objectClass: inetOrgPerson
mail: zbrill@brillserve.com
givenName: Zach
surname: Brill
displayName: Zach Brill
telephoneNumber: 999 999 9999
homePhone: 000 000 0000
initials: ZCB


$ ldapmodify -xD "cn=ldapadmin,dc=brillserve,dc=com" -w porcupine -f CC.ldif
adding new entry "cn=Zach Brill,ou=employees,dc=brillserve,dc=com"

Now ldapsearch shows the employee you just added:
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$ ldapsearch -x -LLL -b dc=brillserve,dc=com
dn: dc=brillserve,dc=com
objectClass: dcObject
...
dn: cn=Zach Brill,ou=employees,dc=brillserve,dc=com
cn: Zach Brill
cn: brillserve
objectClass: inetOrgPerson
mail: zbrill@brillserve.com
givenName: Zach
sn: Brill
displayName: Zach Brill
telephoneNumber: 999 999 9999
homePhone: 000 000 0000
initials: ZCB

The DN shows that the new employee is at the third level of the directory structure: The first level is dc=brillserve,dc=com; ou=employees,dc=brillserve,dc=com is at the second level; and cn=Zach Brill,ou=employees,dc=brillserve,dc=com, the employee, is at the third level.

The following example adds another employee at the third level:
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$ cat DD.ldif
dn: cn=Sam the Great,ou=employees,dc=brillserve,dc=com
changetype: add
cn: Sam the Great
cn: the great
objectClass: inetOrgPerson
mail: sam@brillserve.com
givenName: Sam
surname: the Great
displayName: Sam the Great
telephoneNumber: 888 888 8888
homePhone: 111 111 1111
initials: SLS


$ ldapmodify -xD "cn=ldapadmin,dc=brillserve,dc=com" -w porcupine -f DD.ldif
adding new entry "cn=Sam the Great,ou=employees,dc=brillserve,dc=com"

The next example uses the ldapmodify modify instruction to replace the mail attribute value and add a title attribute for the employee named Sam the Great. The hyphen on a line by itself separates multiple modifications in a single file. Because the file specifies Sam’s DN, the server knows which entry to modify.
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$ cat EE.ldif
dn: cn=Sam the Great,ou=employees,dc=brillserve,dc=com
changetype: modify
replace: mail
mail: sls@brillserve.com
-
add: title
title: CTO


$ ldapmodify -xD "cn=ldapadmin,dc=brillserve,dc=com" -w porcupine -f EE.ldif
modifying entry "cn=Sam the Great,ou=employees,dc=brillserve,dc=com"

You can use ldapsearch to verify the change. The final example deletes Sam from the LDAP directory:
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$ cat FF.ldif
dn: cn=Sam the Great,ou=employees,dc=brillserve,dc=com
changetype: delete


$ ldapmodify -xD "cn=ldapadmin,dc=brillserve,dc=com" -w porcupine -f FF.ldif
deleting entry "cn=Sam the Great,ou=employees,dc=brillserve,dc=com"

Tools for Working with LDAP

You can use a variety of tools to work with LDAP. For example, most email clients are able to retrieve data from an LDAP database.

Evolution Mail

This section explains how to use Evolution (Mail) to retrieve data from the example LDAP database created earlier. Evolution must be configured on the local system before you can follow the example in this section. If you just want to experiment with Evolution, you can set it up with an email address such as user@localhost. If you are running KDE, you can use KAddressBook, which is integrated into many KDE tools, including Kontact.

Open the Mail-Evolution window by giving the command evolution from a terminal emulator or an Enter a Command window (ALT-F2). To query an LDAP database, select menubar: File[image: ]New[image: ]Address Book. Evolution displays a small New Address Book window. Select On LDAP Servers from the drop-down list labeled Type. Evolution displays the Connecting to LDAP tab of the New Address Book window (Figure 21-1).
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Figure 21-1 The New Address Book window, Connecting to LDAP tab

Connecting to LDAP tab

On LDAP Servers appears in the drop-down list labeled Type. Enter the name Evolution Mail will use to refer to this LDAP directory in the text box labeled Name; the example uses employees. Enter the FQDN of the LDAP server in the text box labeled Server. If you are experimenting on the local system, enter localhost in this box. If appropriate, change the value in the text box labeled Port. To follow the example in this chapter, select None from the drop-down list labeled Encryption.

In the section labeled Authentication, select Using distinguished name (DN) from the drop-down list labeled Method. Enter the DN of the LDAP administrator in the text box labeled Username (the example uses cn=ldapadmin,dc=brillserve,dc=com).

Using LDAP tab

Next, click the tab labeled Using LDAP (Figure 21-2). Click Find Possible Search Bases. If all is working properly, Evolution will display an entry in the drop-down list labeled Search Base. Select the DN of the directory you want to use (the example uses dc=brillserve,dc=com). Select Subtree from the drop-down list labeled Search Scope to enable searches at all levels of the directory. Click OK.
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Figure 21-2 The New Address Book window, Using LDAP tab

Next click the Contacts button at the lower-left corner of the Mail-Evolution window. On LDAP Servers appears at the left side of the window. If the name of the address book you specified (employees in the example) does not appear below On LDAP servers, click the triangle to the left of this label. Then click the name of the address book you want to work with. Evolution prompts for the LDAP administrator password. Enter the password (porcupine in the example) and click OK. Evolution highlights the name of the address book; you can now search the LDAP database.

Enter the name of an entry in the text box labeled Search at the upper-right corner of the window and press RETURN. Evolution displays the entry. Figure 21-3 shows the result of following the example in this chapter and entering Zach in the Search text box.
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Figure 21-3 Contacts, Evolution window

gq: An LDAP Client (Fedora)

The gq utility (sourceforge.net/projects/gqclient; gq package) is a graphical (GTK+-based) LDAP client you can use to display and modify entries. Open the GQ window by giving the command gq from a terminal emulator or an Enter a Command window (ALT-F2). Before you can work with gq, you must specify the DN for the administrator. Select menubar: File[image: ]Preferences, click the Servers tab, highlight the server (localhost in the example), click Edit, click the Connections tab, and enter the DN for the administrator (cn=ldapadmin,dc=brillserve,dc=com in the example) in the text box labeled Bind DN. Click Close twice.

Click the Browse tab and click the plus signs (+) to the left of entries to display successive levels. Click a CN entry to display information about that CN. Figure 21-4 (next page) shows gq displaying an entry from the example LDAP directory.
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Figure 21-4 Using gq to browse an LDAP directory

You can also use gq for browsing the schema: Click the Schema tab and select the server from the left side of the window (localhost in Figure 21-5, next page). Click the plus sign (+) to the left of objectClasses and then click an object class to view information about that object class, including a list of required and optional attributes.
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Figure 21-5 The gq Schema tab

Chapter Summary

NIS (Network Information Service) simplifies the management of common administrative files by maintaining them in a central database and having clients contact the database server to retrieve information from the database. The network that NIS serves is called an NIS domain. Each NIS domain has one master server; larger networks might have slave servers.

NIS derives the information it offers from local configuration files, such as /etc/passwd and /etc/hosts. These files are called source files or master files. Before NIS can store the information contained in a source file, it must be converted to dbm-format files, called maps. The ypcat and ypmatch utilities display information from NIS maps.

The yppasswd utility replaces the functionality of passwd on clients when you use NIS to authenticate passwords. The /etc/ypserv.conf file, which holds NIS server configuration information, specifies options and access rules for the NIS server. To enhance system security, you can create a /var/yp/securenets file, which prevents unauthorized systems from retrieving NIS maps.

An LDAP (Lightweight Directory Access Protocol) server holds a search- and read-optimized database, called a directory. LDAP clients, such as email clients, query and update this directory. In addition, authentication servers can use an LDAP directory to authenticate users.

Fedora/RHEL provides the OpenLDAP implementation of LDAP. OpenLDAP uses the Sleepycat Berkeley Database, which supports distributed architecture, replication, and encryption.

Exercises

1. What is the difference between the passwd and yppasswd utilities?

2. How would you prevent NIS from exporting the root user and other system users to clients?

3. How would you make NIS user information override local user information on client systems?

4. Why does the /etc/passwd file need two NIS maps?

5. How does an LDAP directory differ from a relational database system?

6. What is the basic unit of information in an LDAP directory? What is the structure of an attribute?

Advanced Exercises

7. How can you use NIS to mirror the functionality of a private DNS server for a small network? Why should NIS not be used this way on a large network?

8. How can you determine whether the working directory is the home directory of an NIS user?

9. a. What advantage does NIS provide when you use it with NFS?

b. Suggest a way to implement NIS maps so they can be indexed on more than one field.

10. Where is the LDAP device object class defined? Which of its attributes are mandatory and which are optional?

11. How would you determine the longer name for the l (lowercase “el”) LDAP object class?


22. NFS: Sharing Directory Hierarchies


In This Chapter
Running an NFS Client
JumpStart I: Mounting a Remote Directory Hierarchy
Improving Performance
Setting Up an NFS Server
JumpStart II: Configuring an NFS Server Using system-config-nfs (Fedora)
Manually Exporting a Directory Hierarchy
Troubleshooting
automount: Mounts Directory Hierarchies on Demand



Objectives

After reading this chapter you should be able to:

[image: ] Describe the use, history, and architecture of NFS

[image: ] Mount remote NFS shares

[image: ] Configure an NFS server to share directories with specific clients

[image: ] Troubleshoot mount failures

[image: ] Set up automount to mount directories on demand

The NFS (Network Filesystem) protocol, a UNIX de facto standard developed by Sun Microsystems, allows a server to share selected local directory hierarchies with client systems on a heterogeneous network. NFS runs on UNIX, DOS, Windows, VMS, Linux, and more. Files on the remote computer (the server) appear as if they are present on the local system (the client). Most of the time, the physical location of a file is irrelevant to an NFS user; all standard Linux utilities work with NFS remote files the same way as they operate with local files.

NFS reduces storage needs and system administration workload. As an example, each system in a company traditionally holds its own copy of an application program. To upgrade the program, the administrator needs to upgrade it on each system. NFS allows you to store a copy of a program on a single system and give other users access to it over the network. This scenario minimizes storage requirements by reducing the number of locations that need to maintain the same data. In addition to boosting efficiency, NFS gives users on the network access to the same data (not just application programs), thereby improving data consistency and reliability. By consolidating data, it reduces administrative overhead and provides a convenience to users.

NFS has been pejoratively referred to as the Nightmare Filesystem, but NFSv4 has fixed many of the shortcomings of NFSv3. NFSv4

• Performs well over high-latency, low-bandwidth Internet connections.

• Because it uses a single port, NFSv4 is much easier to set up with firewalls and NAT than NFSv3 was.

• Has strong, built-in security.

• Has lock and mount protocols integrated into the NFS protocol.

• Handles client and server crashes better than NFSv3 because it provides stateful operations.

• Improves performance by making extensive use of caching on the client.

• Supports ACLs (Access Control Lists).

AUTH_SYS authentication

NFSv4 supports AUTH_SYS authentication, the standard method of authentication under NFSv3. Because AUTH_SYS uses UIDs and GIDs to authenticate users, it is easy to crack. NFSv4 uses AUTH_SYS security by default. See the sec option (page 816) for more information.

RPCSEC_GSS authentication

NFSv4 also supports the newer RPCSEC_GSS (see the rpc.gssd man page and www.citi.umich.edu/projects/nfsv4/gssd), which provides secure authentication as well as verification and encryption. RPCSEC_GSS is based on GSS-API (Generic Security Services Application Programming Interface; www.faqs.org/faqs/kerberos-faq/general/section-84.html) and can use Kerberos 5 (best for enterprise or LAN use) and LIBKEY (based on SPKM-3; best for Internet use) among other authentication protocols.

This chapter describes setting up an NFSv4 client and server using AUTH_SYS authentication, the Fedora/RHEL default mode.

Introduction to NFS

Figure 22-1 shows the flow of data in a typical NFS client/server setup. An NFS directory hierarchy appears to users and application programs as just another directory hierarchy. By looking at it, you cannot tell a given directory holds a remotely mounted NFS directory hierarchy and not a local filesystem. The NFS server translates commands from the client into operations on the server’s filesystem.
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Figure 22-1 Flow of data in a typical NFS client/server setup

Diskless systems

In many computer facilities, user files are stored on a central fileserver equipped with many large-capacity disk drives and devices that quickly and easily make backup copies of the data. A diskless system boots from a fileserver (netboots—discussed next), a DVD, or a USB flash drive and loads system software from a fileserver. The Linux Terminal Server Project (LTSP.org) Web site says it all: “Linux makes a great platform for deploying diskless workstations that boot from a network server. The LTSP is all about running thin client computers in a Linux environment.” Because a diskless workstation does not require a lot of computing power, you can give older, retired computers a second life by using them as diskless systems.

Netboot/PXE

You can netboot (page 1262) systems that are appropriately set up. Fedora/RHEL includes TFTP (Trivial File Transfer Protocol; tftp-server package) that you can use to set up a PXE (Preboot Execution Environment) boot server for Intel systems. Non-Intel architectures have historically included netboot capabilities, which Fedora/RHEL also supports. In addition, you can build the Linux kernel so it mounts root (/) using NFS. Given the many ways to set up a system, the one you choose depends on what you want to do. See the Remote-Boot mini-HOWTO for more information.

Dataless systems

Another type of Linux system is a dataless system, in which the client has a disk but stores no user data (only Linux and the applications are kept on the disk). Setting up this type of system is a matter of choosing which directory hierarchies are mounted remotely.

[image: ] df: shows where directory hierarchies are mounted

The df utility displays a list of the directory hierarchies available on the system, along with the amount of disk space, free and used, on each. The –h (human) option makes the output more intelligible. Device names in the left column that are prepended with hostname: specify directory hierarchies that are available through NFS.

Click here to view code image

[zach@guava ~]$ cd; pwd


[zach@guava ~]$ df -h
Filesystem               Size  Used Avail Use% Mounted on
/dev/mapper/fedora-root   37G  3.8G   32G  11% /
...
/dev/sda1                477M   99M  354M  22% /boot
plum:/home/zach           37G  3.8G   32G  11% /home/zach

When Zach logs in on guava, his home directory, /home/zach, is on the remote system plum. Using NFS, the /home/zach directory hierarchy on plum is mounted on guava as /home/zach. Any files in the zach directory on guava are hidden while the zach directory from plum is mounted; they reappear when the directory is unmounted. The / filesystem is local to guava.

The df –T option adds a Type column to the display. The following output shows the directory mounted at /home/zach is an nfs4 directory hierarchy; / and /boot are local ext4 filesystems.

Click here to view code image

$ df -hT
Filesystem              Type      Size  Used Avail Use% Mounted on
/dev/mapper/fedora-root ext4       37G  3.8G   32G  11% /
...
/dev/sda1               ext4      477M   99M  354M  22% /boot
plum:/home/zach         nfs4       37G  3.8G   32G  11% /home/zach

The df –t option displays a single filesystem type. With an argument of nfs4 it displays NFS directory hierarchies:

Click here to view code image

$ df -ht nfs4
Filesystem       Size  Used Avail Use% Mounted on
plum:/home/zach   37G  3.8G   32G  11% /home/zach

Security

By default, an NFS server uses AUTH_SYS (page 803) authentication, which is based on the trusted-host paradigm (page 302) and has all the security shortcomings that plague other services based on this paradigm. In addition, in this mode NFS file transfers are not encrypted. Because of these issues, you should implement NFS on a single LAN segment only, where you can be (reasonably) sure systems on the LAN segment are what they claim to be. Make sure a firewall blocks NFS traffic from outside the LAN and never use NFS over the Internet. To improve security, make sure UIDs and GIDs are the same on the server and clients (page 817).

Alternately, you can use RPCSEC_GSS (page 803) authentication, one of the new security features available under NFSv4. RPCSEC_GSS provides authentication, verification, and encryption. This chapter does not cover setting up an NFS server that uses RPCSEC_GSS authentication.

More Information

Web

NFSv4 secure installation tutorial: nfsv4.bullopensource.org/doc/kerberosnfs/krbnfs_howto_v3.pdf

NFS: nfs.sourceforge.net, www.citi.umich.edu/projects/nfsv4, wiki.linux-nfs.org

GSS-API: www.faqs.org/faqs/kerberos-faq/general/section-84.html

PXE boot server tutorial (TFTP): alteeve.ca/w/Setting_Up_a_PXE_Server_in_Fedora

Local

man pages: autofs (sections 5 and 8), automount, auto.master, exportfs, exports, mountstats, nfs (especially see SECURITY CONSIDERATIONS), rpc.idmapd, rpc.gssd, rpc.mountd, rpc.nfsd, and showmount

HOWTO

NFS-HOWTO: nfs.sourceforge.net/nfs-howto

Book

NFS Illustrated by Callaghan, Addison-Wesley (January 2000)

Running an NFS Client

This section describes how to set up an NFS client, mount remote directory hierarchies, and improve NFS performance. See page 819 for a list of error messages and troubleshooting tips.

Prerequisites

Install the following packages:

• nfs-utils (installed by default)

• rpcbind (installed by default; not needed with NFSv4)

Check rpcbind is running

A new Fedora/RHEL system boots with rpcbind installed and running; For NFSv3 only (not NFSv4) rpcbind must be running before you can start the nfs service. Use the systemctl status command to make sure rpcbind is running.

Click here to view code image

# systemctl status rpcbind.service

JumpStart I: Mounting a Remote Directory Hierarchy

To set up an NFS client, mount the remote directory hierarchy the same way you mount a local directory hierarchy (page 520).

The following examples show two ways to mount a remote directory hierarchy, assuming dog is on the same network as the local system and is sharing /home and /export with the local system. The /export directory on dog holds two directory hierarchies you want to mount: /export/progs and /export/oracle. The example mounts dog’s /home directory on /dog.home on the local system, /export/progs on /apps, and /export/oracle on /oracle.

First run mkdir on the local (client) system to create the directories that are the mount points for the remote directory hierarchies:
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# mkdir /dog.home /apps /oracle

You can mount any directory hierarchy from an exported directory hierarchy. In this example, dog exports /export and the local system mounts /export/progs and /export/oracle. The following commands manually mount the directory hierarchies one time:
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# mount dog:/home /dog.home
# mount -o ro,nosuid dog:/export/progs /apps
# mount -o ro dog:/export/oracle /oracle

By default, directory hierarchies are mounted read-write, assuming the NFS server is exporting them with read-write permissions. The first of the preceding commands mounts the /home directory hierarchy from dog on the local directory /dog.home. The second and third commands use the –o ro option to force a readonly mount. The second command adds the nosuid option, which forces setuid (page 196) executables in the mounted directory hierarchy to run with regular permissions on the local system.

nosuid option

If a user has the ability to run a setuid program, that user has the power of a user with root privileges. This ability should be limited. Unless you know a user will need to run a program with setuid permissions from a mounted directory hierarchy, always mount a directory hierarchy with the nosuid option. For example, you would need to mount a directory hierarchy with setuid privileges when the root partition of a diskless workstation is mounted using NFS.

nodev option

Mounting a device file creates another potential security hole. Although the best policy is not to mount untrustworthy directory hierarchies, it is not always possible to implement this policy. Unless a user needs to use a device on a mounted directory hierarchy, mount directory hierarchies with the nodev option, which prevents character and block special files (page 518) on the mounted directory hierarchy from being used as devices.
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If you mount directory hierarchies frequently, you can add entries for the directory hierarchies to the /etc/fstab file (page 811). (Alternately, you can use automount; see page 821.) The following /etc/fstab entries mount the same directory hierarchies as in the previous example at the same time that the system mounts the local filesystems:
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$ cat /etc/fstab
...
dog:/home           /dog.home     nfs4   rw          0  0
dog:/export/progs   /apps         nfs4   ro,nosuid   0  0
dog:/export/oracle  /oracle       nfs4   ro          0  0

A file mounted using NFS is always of type nfs4 on the local system, regardless of what type it is on the remote system. Typically you do not run fsck on or back up an NFS directory hierarchy. The entries in the third, fifth, and sixth columns of fstab are usually nfs (filesystem type), 0 (do not back up this directory hierarchy with dump [page 606]), and 0 (do not run fsck [page 525] on this directory hierarchy). The options for mounting an NFS directory hierarchy differ from those for mounting an ext4 or other type of filesystem. See the section on mount (next) for details.

Unmounting directory hierarchies

Use umount to unmount a remote directory hierarchy the same way you unmount a local filesystem (page 523).

[image: ] mount: Mounts a Directory Hierarchy

The mount utility (page 520) associates a directory hierarchy with a mount point (a directory). You can use mount to mount an NFS (remote) directory hierarchy. This section describes some mount options. It lists default options first, followed by nondefault options (enclosed in parentheses). You can use these options on the command line or set them in /etc/fstab (page 811). For a complete list of options, refer to the mount and nfs man pages.

Following are two examples of mounting a remote directory hierarchy. Both mount the /home/public directory from the system plum on the /plum.public mount point on the local system. When called without arguments, mount displays a list of mounted filesystems, including the options the filesystem is mounted with.

The first mount command mounts the remote directory without specifying options. The output from the second mount command, which lists the mounted filesystems, is sent through a pipeline to grep, which displays the single (very long) logical line that provides information about the remotely mounted directory. All the options, starting with rw (read-write) are defaults or are specified by mount.
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# mount plum:/home/public /plum.public
# mount | grep plum
plum:/home/public on /plum.public type nfs4
(rw,relatime,vers=4.0,rsize=131072,wsize=131072,namlen=255,hard,proto=tcp,port=0,timeo=60
0,retrans=2,sec=sys,clientaddr=192.168.206.180,local_lock=none,addr=192.168.206.181)
# umount /plum.public

The next mount command mounts the remote directory specifying the noac option (–o noac; next). The output from the second mount command shows the addition of the noac option. When you specify noac, mount adds the acregmin, acregmax, acdirmin, and acdirmax options (all next) and sets them to 0.
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# mount -o noac plum:/home/public /plum.public
# mount | grep plum
plum:/home/public on /plum.public type nfs4 (rw,relatime,sync,vers=4.0,rsize=131072,wsize=131072,namlen=255,acregmin=0,acregmax=0,acd
irmin=0,acdirmax=0,hard,noac,proto=tcp,port=0,timeo=600,retrans=2,sec=sys,clientaddr=192.
168.206.180,local_lock=none,addr=192.168.206.181)

Attribute Caching

A file’s inode (page 515) stores file attributes that provide information about a file, such as file modification time, size, links, and owner. File attributes do not include the data stored in a file. Typically file attributes do not change very often for an ordinary file; they change even less often for a directory file. Even the size attribute does not change with every write instruction: When a client is writing to an NFS-mounted file, several write instructions might be given before the data is transferred to the server. In addition, many file accesses, such as that performed by ls, are readonly operations and, therefore, do not change the file’s attributes or its contents. Thus a client can cache attributes and avoid costly network reads.

The kernel uses the modification time of the file to determine when its cache is out-of-date. If the time the attribute cache was saved is later than the modification time of the file itself, the data in the cache is current. The server must periodically refresh the attribute cache of an NFS-mounted file to determine whether another process has modified the file. This period is specified as a minimum and maximum number of seconds for ordinary and directory files. Following is a list of options that affect attribute caching:

ac (noac)

(attribute cache) Permits attribute caching. The noac option disables attribute caching. Although noac slows the server, it avoids stale attributes when two NFS clients actively write to a common directory hierarchy. See the example in the preceding section that shows that when you specify noac, mount sets each of the following four options to 0, which in effect specifies that attributes will not be cached. Default is ac.

acdirmax=n

(attribute cache directory file maximum) The n is the number of seconds, at a maximum, that NFS waits before refreshing directory file attributes. Default is 60 seconds.

acdirmin=n

(attribute cache directory file minimum) The n is the number of seconds, at a minimum, that NFS waits before refreshing directory file attributes. Default is 30 seconds.

acregmax=n

(attribute cache regular file maximum) The n is the number of seconds, at a maximum, that NFS waits before refreshing regular file attributes. Default is 60 seconds.

acregmin=n

(attribute cache regular file minimum) The n is the number of seconds, at a minimum, that NFS waits before refreshing regular file attributes. Default is 3 seconds.

actimeo=n

(attribute cache timeout) Sets acregmin, acregmax, acdirmin, and acdirmax to n seconds. Without this option, each individual option takes on its assigned or default value.

Error Handling

The following options control what NFS does when the server does not respond or when an I/O error occurs. To allow for a mount point located on a mounted device, a missing mount point is treated as a timeout.

fg (bg)

(foreground) Exits with an error status if a foreground NFS mount fails. The bg (background) option retries failed NFS mount attempts in the background. Default is fg.

hard (soft)

With the hard option, NFS retries indefinitely when an NFS request times out. With the soft option, NFS retries the connection retrans times and then reports an I/O error to the calling program. In general, it is not advisable to use soft. As the mount man page says of soft, “Usually it just causes lots of trouble.” For more information refer to “Improving Performance” on page 810. Default is hard.

retrans=n

(retransmission value) NFS generates a server not responding message after n timeouts. NFS continues trying after n timeouts if hard is set and fails if soft is set. Default is 3.

retry=n

(retry value) The number of minutes that NFS retries a mount operation before giving up. Set to 0 to cause mount to exit immediately if it fails. Default is 2 minutes for foreground mounts (fg) and 10,000 minutes for background mounts (bg).

timeo=n

(timeout value) The n is the number of tenths of a second NFS waits for a response before retransmitting. For NFS over TCP, the default is 600 (60 seconds). See the nfs man page for information about the defaults used by NFS over UDP. On a busy network, in case of a slow server, or when the request passes through multiple routers, increasing this value might improve performance. See “Timeouts” on the next page for more information.

Miscellaneous Options

Following are additional useful options:

lock (nolock)

Permits NFS locking. The nolock option disables NFS locking and is useful with older servers that do not support NFS locking. Default is lock.

nfsvers=n

The n specifies the NFS version number used to contact the NFS server (2, 3, or 4). The mount fails if the server does not support the specified version. By default, the client negotiates the version number, starting with 4, followed by 3 and then 2.

port=n

The n specifies the number of the port used to connect to the NFS server. A 0 causes NFS to query rpcbind on the server to determine the port number. When this option is not specified, NFS uses port 2049.

rsize=n

(read block size) The n specifies the maximum number of bytes read at one time from an NFS server. Refer to “Improving Performance.” Default is negotiated by the client and server and is the largest both can support.

wsize=n

(write block size) The n specifies the maximum number of bytes written at one time to an NFS server. Refer to “Improving Performance.” Default is negotiated by the client and server and is the largest both can support.

udp

Uses UDP for an NFS mount. Default is tcp.

tcp

Uses TCP for an NFS mount. Default is tcp.

Improving Performance

hard/soft

Several parameters can affect the performance of NFS, especially over slow connections such as a line with a lot of traffic or a line controlled by a modem. If you have a slow connection, make sure hard (default; page 809) is set so timeouts do not abort program execution.

Block size

One of the easiest ways to improve NFS performance is to increase the block size—that is, the number of bytes NFS transfers at a time. Try not specifying rsize and wsize (previous) so the client and server set these options to their maximum values. Experiment until you find the optimal block size. Unmount and mount the directory hierarchy each time you change an option. See the Linux NFS-HOWTO at nfs.sourceforge.net/nfs-howto for more information on testing different block sizes.

Timeouts

NFS waits the amount of time specified by the timeo (timeout; page 809) option for a response to a transmission. If it does not receive a response in this amount of time, NFS sends another transmission. The second transmission uses bandwidth that, over a slow connection, might slow things down even more. You might be able to increase performance by increasing timeo.

You can test the speed of a connection with the size of packets you are sending (rsize and wsize; both above) by using ping with the –s (size) option. The –c (count) option specifies the number of transmissions ping sends.
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$ ping -s 4096 -c 4 plum
PING plum (192.168.206.181) 4096(4124) bytes of data.
4104 bytes from plum (192.168.206.181): icmp_seq=1 ttl=64 time=0.460 ms
4104 bytes from plum (192.168.206.181): icmp_seq=2 ttl=64 time=0.319 ms
4104 bytes from plum (192.168.206.181): icmp_seq=3 ttl=64 time=0.372 ms
4104 bytes from plum (192.168.206.181): icmp_seq=4 ttl=64 time=0.347 ms


--- plum ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3000ms
rtt min/avg/max/mdev = 0.319/0.374/0.460/0.056 ms

The preceding example uses a packet size of 4096 bytes and shows a fast average packet round-trip time of about one-half of a millisecond. Over a modem line, you can expect times of several seconds. If the connection is dealing with other traffic, the time will be even longer. Run the test during a period of heavy traffic. Try increasing timeo to three or four times the average round-trip time (to allow for unusually bad network conditions, such as when the connection is made) and see whether performance improves. Remember that the timeo value is given in tenths of a second (100 milliseconds = one-tenth of a second).
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The /etc/fstab file (page 524) lists directory hierarchies that the system might mount automatically as it comes up. You can use the options discussed in the preceding sections on the command line or in the fstab file.

The following line from the fstab file on guava mounts the /home/public directory from plum on the /plum.public mount point on guava:
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plum:/home/public   /plum.public    nfs4     rsize=8192,wsize=8192  0 0

A mount point should be an empty, local directory. (Files in a mount point are hidden when a directory hierarchy is mounted on it.) The type of a filesystem mounted using NFS is always nfs4, regardless of its type on its local system. You can increase the rsize and wsize options to improve performance. Refer to “Improving Performance” on page 810.

The next example from fstab mounts a filesystem from dog:
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dog:/export       /dog.export       nfs4     timeo=50,hard          0 0

Because the local system connects to dog over a slow connection, timeo is increased to 5 seconds (50-tenths of a second). Refer to “Timeouts” on page 810. In addition, hard is set to make sure NFS keeps trying to communicate with the server after a major timeout. Refer to hard/soft on page 810.

The final example from fstab shows a remote-mounted home directory. Because dog is a local server and is connected via a reliable, high-speed connection, timeo is decreased and rsize and wsize are increased substantially:
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dog:/home          /dog.home      nfs4 timeo=4,rsize=16384,wsize=16384 0 0

Setting Up an NFS Server

Prerequisites

Install the following packages:

• nfs-utils (installed by default)

• rpcbind (installed by default; not needed for NFSv4)

• system-config-nfs (Fedora; optional)

Check rpcbind is running

A new Fedora/RHEL system boots with rpcbind installed and running; For NFSv3 only (not NFSv4) rpcbind must be running before you can start the nfs service. Use the systemctl status command to make sure rpcbind is running.
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$ systemctl status rpcbind.service

Enable and start nfs

Run systemctl to cause the nfs service to start each time the system enters multiuser mode and then start the nfs service. Use the systemctl status command to make sure the service is running.
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# systemctl enable nfs-server.service
# systemctl start nfs-server.service

After modifying nfs configuration files, give the second command again, replacing start with reload to cause nfs to reread those files.

Notes

Troubleshooting

See page 819 for a list of error messages and troubleshooting tips.

SELinux

When SELinux is set to use a targeted policy, NFS is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 476.

Firewall

When NFSv4 is using AUTH_SYS authentication, as it does by default, it uses port 2049. When NFS is using rpcbind to assign a port, which NFSv4 does not do by default, it uses port 111. If the NFS server system is running a firewall or is behind a firewall, you must open one or both of these ports. Give the following commands to open the ports each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.
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# firewall-cmd --add-port=2049/tcp
# firewall-cmd --permanent --add-port=2049/tcp
# firewall-cmd --add-port=2049/udp
# firewall-cmd --permanent --add-port=2049/udp
# firewall-cmd --add-port=111/tcp # not usually needed
# firewall-cmd --permanent --add-port=111/tcp # not usually needed
# firewall-cmd --add-port=111/udp # not usually needed
# firewall-cmd --permanent --add-port=111/udp # not usually needed

Security

NFSv3 (and not NFSv4) uses TCP wrappers to control client access to the server. As explained on page 486, you can set up /etc/hosts.allow and /etc/hosts.deny files to specify which clients can contact rpc.mountd on the server and thereby use NFSv3. The name of the daemon to use in these files is mountd.

JumpStart II: Configuring an NFS Server Using system-config-nfs (Fedora)

Open the NFS Server Configuration window (Figure 22-2) by giving the command system-config-nfs from an Enter a Command window (ALT-F2) or a terminal emulator. From this window you can generate an /etc/exports file, which is almost all there is to setting up an NFS server. If the system is running a firewall, see “Firewall” in the preceding section. The system-config-nfs utility allows you to specify which directory hierarchies you want to share and how they are shared using NFS. Each exported hierarchy is called a share.
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Figure 22-2 NFS Server Configuration window

To add a share, click Add on the toolbar. To modify a share, highlight the share and click Properties on the toolbar. Clicking Add displays the Add NFS Share window; clicking Properties displays the Edit NFS Share window. These windows are identical except for their titles.

The Add/Edit NFS Share window has three tabs: Basic, General Options, and User Access. On the Basic tab (Figure 22-3) you can specify the pathname of the root of the shared directory hierarchy, the names or IP addresses of the systems (clients) the hierarchy will be shared with, and whether users from the specified systems will be able to write to the shared files.
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Figure 22-3 Edit NFS Share window

The selections in the other two tabs correspond to options you can specify in the /etc/exports file. Following is a list of the check box descriptions in these tabs and the option each corresponds to:

General Options tab

Allow connections from ports 1024 and higher: insecure (page 816)

Allow insecure file locking: no_auth_nlm or insecure_locks (page 815)

Disable subtree checking: no_subtree_check (page 816)

Sync write operations on request: sync (page 816)

Force sync of write operations immediately: no_wdelay (page 816)

Hide filesystems beneath: nohide (page 816)

Export only if mounted: mountpoint (page 816)

User Access tab

Treat remote root user as local root: no_root_squash (page 817)

Treat all client users as anonymous users: all_squash (page 817)

Local user ID for anonymous users: anonuid (page 818)

Local group ID for anonymous users: anongid (page 818)

After making the changes you want, click OK to close the Add/Edit NFS Share window and click OK again to close the NFS Server Configuration window. There is no need to restart any daemons.

Manually Exporting a Directory Hierarchy

Exporting a directory hierarchy makes the directory hierarchy available for mounting by designated systems via a network. “Exported” does not mean “mounted”: When a directory hierarchy is exported, it is placed in the list of directory hierarchies that can be mounted by other systems. An exported directory hierarchy might be mounted (or not) at any given time.


Tip: Exporting symbolic links and device files
When you export a directory hierarchy that contains a symbolic link, make sure the object of the link is available on the client (remote) system. If the object of the link does not exist on a client system, you must export and mount it along with the exported link. Otherwise, the link will not point to the same file it points to on the server.
A device file refers to a Linux kernel interface. When you export a device file, you export that interface. If the client system does not have the same type of device available, the exported device will not work. To improve security on a client, you can use mount’s nodev option (page 806) to prevent device files on mounted directory hierarchies from being used as devices.



Exported partition holding a mount point

A mounted directory hierarchy whose mount point is within an exported partition is not exported with the exported partition. You need to explicitly export each mounted directory hierarchy you want exported, even if it resides within an already exported directory hierarchy. For example, assume two directory hierarchies, /opt/apps and /opt/apps/oracle, reside on two partitions. You must export each directory hierarchy explicitly, even though oracle is a subdirectory of apps. Most other subdirectories and files are exported automatically. See also mountpoint and nohide, both on page 816.

/etc/exports: Holds a List of Exported Directory Hierarchies

The /etc/exports file is the ACL (access control list) for exported directory hierarchies that NFS clients can mount; it is the only file you need to edit to set up an NFS server. The exportfs utility (page 818) reads this file when it updates the files in /var/lib/nfs (page 818), which the kernel uses to keep its mount table current. The exports file controls the following NFS characteristics:

• Which clients can access the server (see also “Security” on page 805)

• Which directory hierarchies on the server each client can access

• How each client can access each directory hierarchy

• How client usernames are mapped to server usernames

• Various NFS parameters

Each line in the exports file has the following format:

export-point client1(option-list) [client2(option-list) ... ]

where export-point is the absolute pathname of the root directory of the directory hierarchy to be exported. The client1-n are the names or IP addresses of one or more clients, separated by SPACEs, that are allowed to mount the export-point. The option-list is a comma-separated list of options (next) that applies to the preceding client; it must not contain any SPACEs. There must not be any SPACE between each client name and the open parenthesis that starts the option-list.

You can either use system-config-nfs (page 812) to make changes to exports or edit this file manually. The following exports file gives the system at 192.168.206.180 read-write access to /home/public and /home/zach:
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$ cat /etc/exports
/home/public   192.168.206.180(rw,sync)
/home/zach     192.168.206.180(rw,sync)

The specified directories are on the local server. In each case, access is implicitly granted for the directory hierarchy rooted at the exported directory. You can specify IP addresses or hostnames and you can specify more than one client system on a line. By default, directory hierarchies are exported in readonly mode.

General Options

The left column of this section lists default options, followed by nondefault options enclosed in parentheses. Refer to the exports man page for more information.

auth_nlm (no_auth_nlm) or secure_locks (insecure_locks)

Setting the auth_nlm or secure_locks option (these two options are the same) causes the server to require authentication of lock requests. Use no_auth_nlm for older clients when you find that only files that anyone can read can be locked. Default is auth_nlm.

mountpoint[=path]

Allows a directory to be exported only if it has been mounted. This option prevents a mount point that does not have a directory hierarchy mounted on it from being exported and prevents the underlying mount point from being exported. Also mp.

nohide (hide)

When a server exports two directory hierarchies, one of which is mounted on the other, the hide option requires a client to mount both directory hierarchies explicitly to access both. When the second (child) directory hierarchy is not explicitly mounted, its mount point appears as an empty directory and the directory hierarchy is hidden. The nohide option causes the underlying second directory hierarchy to appear when it is not explicitly mounted, but this option does not work in all cases. See “Exported partition holding a mount point” on page 814. Default is nohide.

ro (rw)

(readonly) The ro option permits only read requests on an NFS directory hierarchy. Use rw to permit read and write requests. Default is ro.

secure (insecure)

The secure option requires NFS requests to originate on a privileged port (page 1267) so a program running without root privileges cannot mount a directory hierarchy. This option does not guarantee a secure connection. Default is secure.

no_subtree_check (subtree_check)

The subtree_check option checks subtrees for valid files. Assume you have an exported directory hierarchy that has its root below the root of the filesystem that holds it (that is, an exported subdirectory of a filesystem). When the NFS server receives a request for a file in that directory hierarchy, it performs a subtree check to confirm the file is in the exported directory hierarchy.

Subtree checking can cause problems with files that are renamed while opened and, when no_root_squash is used, files that only a process running with root privileges can access. The no_subtree_check option disables subtree checking and can improve reliability in some cases.

For example, you might need to disable subtree checking for home directories. Home directories are frequently subtrees (of /home), are written to often, and can have files within them frequently renamed. You would probably not need to disable subtree checking for directory hierarchies that contain files that are mostly read, such as /usr. Default is no_subtree_check.

sec=mode

The mode is the type of RPCGSS security to use to access files on this mount point and can be sys (AUTH_SYS), krb5, krb5i, krb5p, lkey, lkeyi, lkeyp, spkm, spkmi, or spkmp. Refer to SECURITY CONSIDERATIONS in the nfs man page for more information. Default is sys.

sync (async)

(synchronize) The sync option specifies that the server should reply to requests only after disk changes made by the request are written to disk. The async option specifies that the server does not have to wait for information to be written to disk and can improve performance, albeit at the cost of possible data corruption if the server crashes or the connection is interrupted. Default is sync.

wdelay (no_wdelay)

(write delay) The wdelay option causes the server to delay committing write requests when it anticipates that another, related request will follow, thereby improving performance by committing multiple write requests within a single operation. The no_wdelay option does not delay committing write requests and can improve performance when the server receives multiple, small, unrelated requests. Default is wdelay.

User ID Mapping Options

Each user has a UID number and a primary GID number on the server. The /etc/passwd and /etc/group files on the server might map these numbers to names. When a user on a client makes a request of an NFS server, the server uses these numbers to identify the user on the client, raising several issues:

• The user might not have the same ID numbers on both systems. As a consequence, the user might have owner access to files of another user and not have owner access to his own files (see “NIS and NFS” [below] for a solution).

• You might not want a user with root privileges on the client system to have owner access to root-owned files on the server.

• You might not want a remote user to have owner access to some important system files that are not owned by root (such as those owned by bin).

Owner access to a file means the remote user can execute or—worse—modify the file. NFS gives you two ways to deal with these cases:

• You can use the root_squash option to map the ID number of the root account on a client to the nfsnobody user (UID 65534) on the server.

• You can use the all_squash option to map all NFS users on the client to nfsnobody (UID 65534) on the server.

The /etc/passwd file shows that nfsnobody has a UID and GID of 65534. Use the anonuid and anongid options to override these values.

NIS and NFS

When you use NIS (page 769) for user authorization, users automatically have the same UIDs on both systems. If you are using NFS on a large network, it is a good idea to use a directory service such as NIS or LDAP (page 786) for authorization. Without such a service, you must synchronize the passwd files on all systems manually.

root_squash (no_root_squash)

The root_squash option maps requests from root on a client so they appear to come from the UID for nfsnobody (UID 65534), a nonprivileged user on the server, or as specified by anonuid. This option does not affect other sensitive UIDs such as bin. The no_root_squash option turns off this mapping so requests from root appear to come from root. Default is root_squash.

no_all_squash (all_squash)

The no_all_squash option does not change the mapping of users on clients making requests of the NFS server. The all_squash option maps requests from all users—not just root—on client systems to appear to come from the UID for nfsnobody (UID 65534), a nonprivileged user on the server, or as specified by anonuid. This option is useful for controlling access to exported public FTP, news, and other directories. Default is no_all_squash.


Security: Critical files in NFS-mounted directories should be owned by root
Despite the mapping done by the root_squash option, a user with root privileges on a client system can use sudo or su to assume the identity of any user on the system and then access that user’s files on the server. Thus, without resorting to all_squash, you can protect only files owned by root on an NFS server. Make sure that root—and not bin or another user—owns and is the only user who can modify or delete critical files within any NFS-mounted directory hierarchy.
Taking this precaution does not completely protect the system against an attacker with root privileges, but it can help thwart an attack from a less experienced malicious user.



anonuid=un and anongid=gn

Set the UID or the GID of the anonymous account to un or gn, respectively. NFS uses these accounts when it does not recognize an incoming UID or GID and when it is instructed to do so by root_squash or all_squash. Both options default to nfsnobody (UID 65534).

Where the System Keeps NFS Mount Information

A server holds several lists of directory hierarchies it can export. The list that you as a system administrator work with is /etc/exports. This section describes the important files and pseudofiles that NFS works with. The following discussion assumes that the server, plum, is exporting the /home/public and /home/zach directory hierarchies.

/var/lib/nfs/etab

(export table) On the server, /var/lib/nfs/etab holds a list of the directory hierarchies that are exported (can be mounted but are not necessarily mounted at the moment) and the options they are exported with:
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$ cat /var/lib/nfs/etab
/home/zach 192.168.206.180(rw,sync,wdelay,hide,nocrossmnt,secure,root_s
quash,no_all_squash,no_subtree_check,secure_locks,acl,anonuid=65534,ano
ngid=65534,sec=sys,rw,root_squash,no_all_squash)


/home/public 192.168.206.180(rw,sync,wdelay,hide,nocrossmnt,secure,root
_squash,no_all_squash,no_subtree_check,secure_locks,acl,anonuid=65534,a
nongid=65534,sec=sys,rw,root_squash,no_all_squash)

The preceding output shows that 192.168.206.180 can mount /home/zach and /home/public. The etab file is initialized from /etc/exports when the system is brought up, read by mountd when a client asks to mount a directory hierarchy, and modified by exportfs (page 818) as the list of exported directory hierarchies changes. The /proc/fs/nfsd/exports pseudofile holds similar information.

exportfs: Maintains the List of Exported Directory Hierarchies

The exportfs utility maintains the /var/lib/nfs/etab file (above). When mountd is called, it checks this file to see if it is allowed to mount the requested directory hierarchy. Typically exportfs is called with simple options and modifies the etab file based on changes in /etc/exports. When called with client and directory arguments, it can add to or remove the directory hierarchies specified by those arguments from the list kept in etab, without reference to the exports file. An exportfs command has the following format:

exportfs [options] [client:dir ...]

where options is one or more options (next), client is the name of the system that dir is exported to, and dir is the absolute pathname of the directory at the root of the directory hierarchy being exported. Without any arguments, exportfs reports which directory hierarchies are exported to which systems:
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# exportfs
/home/public  192.168.206.180
/home/zach    192.168.206.180

The system executes the following command when it starts the nfsd daemon. This command reexports the entries in /etc/exports and removes invalid entries from /var/lib/nfs/etab so etab is synchronized with /etc/exports:

# exportfs -r

Options

–a

(all) Exports directory hierarchies specified in /etc/exports. This option does not unexport entries you have removed from exports (that is, it does not remove invalid entries from /var/lib/nfs/etab); use –r to perform this task.

–f

(flush) Removes everything from the kernel’s export table.

–i

(ignore) Ignores /etc/exports; uses what is specified on the command line only.

–o

(options) Specifies options. You can specify options following –o the same way you do in the exports file. For example, exportfs –i –o ro dog:/home/sam exports /home/sam on the local system to dog for readonly access.

–r

(reexport) Synchronizes /var/lib/nfs/etab with /etc/exports, removing invalid entries from /var/lib/nfs/etab.

–u

(unexport) Makes an exported directory hierarchy no longer exported. If a directory hierarchy is mounted when you unexport it, users see the message Stale NFS file handle when they try to access the directory hierarchy from a remote system.

–v

(verbose) Provides more information. Displays export options when you use exportfs to display export information.

Troubleshooting

This section describes NFS error messages and what you can do to fix the problems they report on. It also suggests some ways to test an NFS server.

Error Messages

Sometimes a client might lose access to files on an NFS server. For example, a network problem or a remote system crash might make these files temporarily unavailable. If you try to access a remote file in these circumstances, you will get an error message, such as NFS server xxx not responding. When the local system can contact the server again, NFS will display another message, such as NFS server xxx OK. A stable network and server (or not using NFS) is the best defense against this problem.

The mount: RPC: Program not registered message might mean NFS is not running on the server. Start the nfsd and rpcbind daemons on the server.

The Stale NFS filehandle message appears when a file that is opened on a client is removed, renamed, or replaced. Try remounting the directory hierarchy.

Testing the Server

From the server, run systemctl. If all is well, the system displays something similar to the following:
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# systemctl status nfs.service
nfs-server.service - NFS Server
     Loaded: loaded (/usr/lib/systemd/system/nfs-server.service; disabled)
     Active: active (exited) since Tue 2013-06-25 19:22:31 PDT; 26s ago
   Process: 1972 ExecStartPost=/usr/lib/nfs-utils/scripts/nfs-server.postconfig (code=exited,
                status=0/SUCCESS)
   Process: 1955 ExecStart=/usr/sbin/rpc.nfsd $RPCNFSDARGS $RPCNFSDCOUNT (code=exited, status=0/SUCCESS)
   Process: 1947 ExecStartPre=/usr/sbin/exportfs -r (code=exited, status=0/SUCCESS)
   Process: 1940 ExecStartPre=/usr/lib/nfs-utils/scripts/nfs-server.preconfig (code=exited,
                 status=0/SUCCESS)


Jun 25 19:22:31 plum systemd[1]: Starting NFS Server...
Jun 25 19:22:31 plum systemd[1]: Started NFS Server.

Also check that mountd is running:
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$ ps -ef | grep mountd
root      2110     1  0 18:31 ?        00:00:00 /usr/sbin/rpc.mountd

Next, from the server, use rpcinfo to make sure NFS is registered with rpcbind:
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$ rpcinfo -p localhost | grep nfs
    100003    2   tcp   2049  nfs
    100003    3   tcp   2049  nfs
    100003    4   tcp   2049  nfs
    100227    2   tcp   2049  nfs_acl
    100227    3   tcp   2049  nfs_acl
    100003    2   udp   2049  nfs
    100003    3   udp   2049  nfs
    100003    4   udp   2049  nfs
    100227    2   udp   2049  nfs_acl
    100227    3   udp   2049  nfs_acl

Repeat the preceding command from the client, replacing localhost with the name of the server. The results should be the same.

If you get a permission denied message, check that

• You have not specified rw access in /etc/exports when the client has only read permission to the directory hierarchy.

• You have specified the directory hierarchy and client correctly in /etc/exports.

• You have not edited /etc/exports since you last ran exportfs –r.

• You are not trying to export a directory hierarchy and a subdirectory of that hierarchy. From the client you can mount a directory hierarchy and a subdirectory of that hierarchy separately, but you cannot export both from the server. Export the higher-level directory only.

Finally, try mounting directory hierarchies from remote systems and verify access.

automount: Mounts Directory Hierarchies on Demand

In a distributed computing environment, when you log in on any system on the network, all your files—including startup scripts—are available. All systems are also commonly able to mount all directory hierarchies on all servers: Whichever system you log in on, your home directory is waiting for you.

As an example, assume /home/zach is a remote directory hierarchy that is mounted on demand. When Zach logs in or when you issue the command ls /home/zach, autofs goes to work: It looks in the /etc/auto.misc map, finds /home/zach is a key that says to mount plum:/home/zach, and mounts the remote directory hierarchy. Once the directory hierarchy is mounted, ls displays the list of files in that directory.

NIS and LDAP

The automount maps can be stored on NIS and LDAP servers in addition to the local filesystem. Unless you change the automount entry in the /etc/nsswitch.conf file (page 495), the automount daemon will look for maps as files on the local system.

Prerequisites

Install the following package:

• autofs

Enable and start autofs

Run systemctl to cause the autofs service (automount daemon) to start each time the system enters multiuser mode and then start the autofs service. Use the systemctl status command to make sure the service is running.
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# systemctl enable autofs.service
# systemctl start autofs.service

After modifying autofs configuration files, give the second command again, replacing start with restart to cause autofs to reread those files.

autofs: Automatically Mounted Directory Hierarchies

An autofs directory hierarchy is like any other directory hierarchy but remains unmounted until it is needed, at which time the system mounts it automatically (demand mounting). The system unmounts an autofs directory hierarchy when it is no longer needed—by default, after five minutes of inactivity. Automatically mounted directory hierarchies are an important part of managing a large collection of systems in a consistent way. The automount daemon is particularly useful when an installation includes a large number of servers or a large number of directory hierarchies. It also helps to remove server-server dependencies (next).

Server-server dependency

When you boot a system that uses traditional fstab-based mounts and an NFS server is down, the system can take a long time to come up as it waits for the server to time out. Similarly, when you have two servers, each mounting directory hierarchies from the other, and both systems are down, both might hang as they are brought up while each tries to mount a directory hierarchy from the other. This situation is called a server–server dependency. The automount facility gets around these issues by mounting a directory hierarchy from another system only when a process tries to access it.

When a process attempts to access one of the files within an unmounted autofs directory hierarchy, the kernel notifies the automount daemon, which mounts the directory hierarchy. You must give a command, such as cd /home/zach, that accesses the autofs mount point (in this case /home/zach) to create the demand that causes automount to mount the autofs directory hierarchy; only then can the system display or use the autofs directory hierarchy. Before you issue this cd command, zach does not appear in /home.

The main file that controls the behavior of automount is /etc/auto.master. Each line in this file describes a mount point and refers to an autofs map that specifies the directory that is to be mounted on the mount point. A simple example follows:
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$ cat /etc/auto.master
/-      /etc/auto.misc --timeout=60
/plum   /etc/auto.plum

Mount point

The auto.master file has three columns. The first column names the parent of the autofs mount point—the location where the autofs directory hierarchy is to be mounted. A /– in the first column means the mount point is the root directory.

Map files

The second column names the file, called a map file, that stores supplemental configuration information. The optional third column holds autofs options for the map entry. In the preceding example, the first line sets the timeout (the length of time a directory stays mounted when it is not in use) to 60 seconds; the default timeout is 600 seconds. You can change autofs default values in /etc/sysconfig/autofs.

Although the map files can have any names, one is traditionally named auto.misc. Following are the two map files specified in the preceding auto.master file:
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$ cat /etc/auto.misc
/music          -fstype=ext4    :/dev/mapper/fedora-music
/home/zach      -fstype=nfs4    plum:/home/zach


$ cat /etc/auto.plum
public          -fstype=nfs4 plum:/home/public

Relative mount point

The first column of a map file holds the absolute or relative autofs mount point. A pathname other than /– appearing in the first column of auto.master specifies a relative autofs mount point. A relative mount point is appended to the corresponding autofs mount point from column 1 of the auto.master. In this example, public (from auto.plum) is appended to /plum (from auto.master) to form /plum/public.

Absolute mount point

A /– appearing in the first column of auto.master specifies an absolute autofs mount point. In this example, auto.master specifies /– as the mount point for the auto.misc map file, so the mount points specified in this map file are absolute and are specified entirely in an auto.misc map file. The auto.misc file specifies the autofs mount points /music and /home/zach.

The second column holds autofs options, and the third column shows the server and directory hierarchy to be mounted.

The auto.misc file specifies a local filesystem (/dev/mapper/vg_guava-music; an LV (page 44) and a remote NFS directory (plum:/home/zach). You can identify a local directory hierarchy by the absence of a system name before the colon and usually the ext4 filesystem type. A system name appears before the colon of a remote directory hierarchy filesystem and the filesystem type is always nfs4.

Before the new setup can work, you must restart the autofs service (page 821). This process creates the directories that hold the mount points if necessary.

The following example starts with the automount daemon (autofs service) not running. The first ls command shows that the /music and /plum directories are empty. The next command, run with root privileges, starts the autofs service. Now when you list /music, autofs mounts it and ls displays its contents. The /plum listing shows nothing: It is not an autofs mount point.
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$ ls /music /plum
/music:


/plum:


$ su -c 'systemctl start autofs.service'


$ ls /music /plum
/music:
lost+found  mp3  ogg


/plum:

When you give an ls command and specify the mount point (/plum/public), automount mounts it and ls displays its contents. Once public is mounted on /plum, ls /plum shows the public directory is in place.

$ ls /plum/public
memos  personal
$ ls /plum
public

A df command shows the remotely mounted directory hierarchy and the locally mounted filesystem:
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$ df -h
Filesystem               Size  Used Avail Use% Mounted on
...
plum:/home/public         37G  3.8G   32G  11% /plum/public
/dev/mapper/fedora-music   7G  2.4G    4G  34% /music

Chapter Summary

NFS allows a server to share selected local directory hierarchies with client systems on a heterogeneous network, thereby reducing storage needs and administrative overhead. NFS defines a client/server relationship in which a server provides directory hierarchies that clients can mount.

On the server, the /etc/exports file lists the directory hierarchies that the system exports. Each line in exports specifies a directory hierarchy and the client systems that are allowed to mount it, including options for each client (readonly, read-write, and so on). An exportfs –r command causes NFS to reread this file.

From a client, a mount command mounts an exported NFS directory hierarchy. Alternately, you can put an entry in /etc/fstab to have the system automatically mount the directory hierarchy when it mounts the local filesystems.

Automatically mounted directory hierarchies help manage large groups of systems containing many servers and directory hierarchies in a consistent way and can help remove server–server dependencies. The automount daemon automatically mounts autofs directory hierarchies when they are needed and unmounts them when they are no longer needed.

Exercises

1. What are three reasons to use NFS?

2. Which command would you give to mount on the local system the /home directory hierarchy that resides on the file server named plum? Assume the mounted directory hierarchy will appear as /plum.home on the local system. How would you mount the same directory hierarchy if it resided on the fileserver at 192.168.1.1? How would you unmount /home?

3. How would you list the mount points on the remote server named plum that the local client named guava can mount?

4. Which command line lists the currently mounted NFS directory hierarchies?

5. What does the /etc/fstab file do?

6. From a server, how would you allow readonly access to /opt for any system in example.com?

Advanced Exercises

7. When is it a good idea to disable attribute caching?

8. Describe the difference between the root_squash and all_squash options in /etc/exports.

9. Why does the secure option in /etc/exports not really provide any security?

10. Some diskless workstations use NFS as swap space. Why is this approach useful? What is the downside?

11. NFS maps users on the client to users on the server. Explain why this mapping is a security risk.

12. What does the mount nosuid option do? Why would you want to use this option?


23. Samba: Linux and Windows File and Printer Sharing
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Objectives

After reading this chapter you should be able to:

[image: ] Describe the use, history, and components of Samba

[image: ] List capabilities of the Samba server

[image: ] Use a variety of Samba client tools

[image: ] Describe Samba authentication methods

[image: ] Configure a Samba share for local accounts

[image: ] Troubleshoot Samba connections

Samba is a suite of programs that enables UNIX-like operating systems, including Linux, Solaris, FreeBSD, and Mac OS X, to share files and printers with other operating systems, such as OS/2 and Windows, as both a server and a client.

As a server, Samba shares Linux files and printers with Windows systems. As a client, Samba gives Linux users access to files and printers on Windows systems. Its ability to share files across operating systems makes Samba an ideal tool in a heterogeneous computing environment.

Refer to pages 574 and 576 for information about printing to and from a Windows machine using CUPS and Samba.

Introduction to Samba

This chapter starts by providing a list of Samba tools followed by some basic information about Samba. The section on Samba clients explains how to use Samba to work with files and printers on a remote system. The next section describes three ways to configure a Samba server. First, a JumpStart section explains how to use the system-config-samba GUI (Fedora only) to set up a Samba server. The next sections cover using a text editor to edit Samba configuration files. The final section, “Troubleshooting” on page 846, offers tips on what to do when Samba does not work properly.

Table 23-1 lists some of the utilities and daemons that make up the Samba suite of programs. See the samba man page for a complete list.
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Table 23-1 Samba utilities and daemons

More Information

Web

Samba: www.samba.org (mailing lists, documentation, downloads, and more)

HOWTO

Unofficial Samba HOWTO: www.oregontechsupport.com/samba.

Notes

Client firewall

The Samba clients normally use UDP ports 137 and 138. If the client is running a firewall or is behind a firewall, you need to open these ports. Give the following commands to open the ports each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.
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# firewall-cmd --add-port=137/udp
# firewall-cmd --permanent --add-port=137/udp
# firewall-cmd --add-port=138/udp
# firewall-cmd --permanent --add-port=138/udp

Share

Under Samba and Windows, an exported directory hierarchy is called a share.

Mapping a share

The Samba/Windows term mapping a share is equivalent to the Linux term mounting a directory hierarchy.

Samba

The name Samba is derived from SMB (page 1273), the protocol that is the native method of file and printer sharing for Windows. Also CIFS (next).

CIFS

CIFS (page 1242) is an Internet filesystem protocol based on SMB (previous). The terms SMB and CIFS are used interchangeably.

Printing

Using CUPS to print on a printer connected to a Linux system is easier and can be made more secure than using Samba to print from Windows. For more information refer to “Printing from Windows” on page 574.

Troubleshooting

If the server does not work properly, see “Troubleshooting” on page 846.

Samba Users, User Maps, and Passwords

Authentication

For a Windows user to access Samba services on a Linux system, the user must provide a Windows username and a Samba password. In some cases, Windows supplies the username and password for you. Alternately, you can log in as the user named guest (the Anonymous user; next page). It is also possible to authenticate using other methods. For example, Samba can use LDAP (page 1257) or PAM (page 476) instead of the default password file. Refer to the Samba documentation for more information on authentication methods.

Windows users

The username supplied by Windows must be the same as a Linux username or must map to a Linux username (see “User maps,” below).

Samba users

A Samba user must have the same name as a Linux user (the username must appear in /etc/passwd). You can use pdbedit (page 831) to display Samba users.

Samba passwords

By default, under Fedora/RHEL Samba uses Samba passwords to authenticate users. As installed, no Samba passwords exist. You can use smbpasswd (page 831) to work with Samba passwords. Each Samba user, except for nobody, must have a Samba password. See the next page for more information.

Linux passwords

By default, Linux passwords are different from Samba passwords.

No password

By default, a Windows user logging in without a password logs in as the Samba/Linux user nobody (the Anonymous user); you do not have to add this user as a Samba user. You need to add users and passwords for all other users who want to access shares on the Samba server

The user named guest

When the guest ok (page 845) parameter in the smb.conf configuration file (page 839) is set to YES and guest account (page 842) is set to nobody (default), Samba gives a Windows user logging in as guest the privileges of the Linux user named nobody. This user does not need to supply a password. The Samba user named nobody does not need to exist, but the user named nobody must appear in the /etc/passwd file. This user is referred to as the Anonymous user.

User maps

You can create a file, called a user map, that maps Windows usernames to Linux usernames. The username map (page 843) parameter in the smb.conf configuration file (page 839) specifies the location of this file. The default Samba configuration does not specify a user map. See page 838 for a sample username map parameter.

A user map can map Windows usernames to Linux usernames and/or map multiple Windows usernames to a single Linux username to facilitate file sharing. Each line in a user map file starts with a server (Linux) username, followed by a SPACE, an equal sign, another SPACE, and one or more SPACE-separated client (Windows) usernames. An asterisk (*) on the client side matches any client username. Following is an example file:
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$ cat /etc/samba/smbusers
# Unix_name = SMB_name1 SMB_name2 ...
root = administrator admin
nobody = guest pcguest smbguest

The first entry maps the two Windows usernames (administrator and admin) to the Linux username root. The second entry maps three Windows usernames to the Linux username nobody.

Add the following line to the file the username map parameter points to, creating the file if necessary, to map the Windows username sam to the Linux username sls:

sls = sam

After you add a user to this file, you must give the user a password using smbpasswd (next). When Sam logs in as sam, Samba now maps sam to sls and looks up sls in the Samba password database. Assuming Sam provides the correct password, he logs in on the Samba server as sls.

smbpasswd and pdbedit: Work with Samba Users and Passwords

Samba passwords

Samba can use Linux passwords or Samba passwords to authenticate users. The passdb backend (page 842) parameter in the smb.conf (page 839) configuration file controls which type of passwords Samba uses. Setting passdb backend to tdbsam (default) causes Samba to use Samba passwords. Samba stores the passwords in a Trivial Database (tdb.sourceforge.net). Setting passdb backend to smbpasswd causes Samba to use Linux passwords that are stored in the text file named /etc/samba/smbpasswd. This section discusses how to use smbpasswd to work with Samba passwords and how to use pdbedit to display Samba users.

pdbedit

With the –L option, pdbedit displays a list of Samba users; when you install Samba, no Samba users are defined:

# pdbedit -L
#

The Samba user named nobody does not have to exist for the Windows user named guest to log in as the Anonymous user. See “The user named guest” in the preceding section for more information.

Adding a Samba user and password

As installed, no users have Samba passwords (there are no Samba users). You can add Samba users and optionally passwords only for users listed in /etc/passwd. Working with root privileges, use smbpasswd with the –a option to add a Samba user and password for a Linux user (a user listed in /etc/passwd):

# smbpasswd -a sam
New SMB password:
Retype new SMB password:
Added user sam.

The pdbedit utility shows the Samba user you just added, although it does not display password information:

# pdbedit -L
sam:1000:Sam the Great

Changing your own Samba password

Once a user has a Samba password, he can use smbpasswd without any arguments to change his password. The smbpasswd utility will display a nondescriptive error message if the new password is too simple or if the two passwords you enter do not match.

Click here to view code image

$ smbpasswd
Old SMB password:
New SMB password:
Retype new SMB password:
Password changed for user sam

If a user has different usernames on the Linux and Windows systems, you must map the Windows username to a Linux username (see “User maps” on page 830). Except for the Windows user specified by the guest account (page 842), make sure all Linux users who will log in using Samba have Samba passwords.

Running Samba Clients

To run a Samba client under Linux you need to install a package and open a couple of ports on the client firewall. No Samba daemon runs on a client. Samba clients run on Linux and Windows. Under Linux you can use smbtree (page 832) to display shares, smbclient (page 833) to connect to shares in a manner similar to ftp, browse shares using Nautilus (page 833), and mount shares (page 834). Under Windows you can browse (page 835) and map (mount; page 835) shares.

Prerequisites

Install the following packages:

• samba-client (installed by default)

• samba-common (installed by default)

The samba-client package has no daemon, and therefore you do not have to run systemctl when you install it.

Firewall

Open the client firewall as explained on page 829.

Usernames and passwords

You might have to set up a user and password on the server. For more information refer to “Samba Users, User Maps, and Passwords” on page 829.

Working with Shares from Linux

Samba enables you to view and work with files on a server system from a Linux system (client). This section discusses several ways of accessing Windows files from Linux.

smbtree: Displays Shares

The smbtree utility displays a hierarchical diagram of available shares. Unless you use the –N option, smbtree prompts you for a password; use the –N option or do not enter a password (just press RETURN) if you want to browse shares that are visible to the Anonymous user (browseable). The password allows you to view restricted shares, such as a user’s home directory in the [homes] share. Following is sample output from smbtree:
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$ smbtree -N
MGS
    \\PLUM           Samba Server Version 4.0.6
        \\PLUM\HL-2140-series Brother HL-2140 series
        \\PLUM\tmp            Temporary directory
        \\PLUM\IPC$           IPC Service (Samba Server Version 4.0.6)

In the preceding output, MGS is the name of the workgroup and PLUM is the name of the Samba server. Workgroup and machine names are always shown in uppercase letters. If smbtree does not display output, set the workgroup (page 841) and wins server (page 845) parameters in smb.conf. Refer to the smbtree man page for more information.

smbclient: Connects to Shares

The smbclient utility functions similarly to ftp (page 713) and connects to a share. However, smbclient uses Linux-style forward slashes (/) as path separators rather than Windows-style backslashes (\). As with smbtree, entering a password allows you to view restricted shares. The –N option prevents smbclient from requesting a password. The next example connects to a restricted share on PLUM:
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$ smbclient //plum/sam
Enter sam's password: password RETURN
Domain=[MGS] OS=[Unix] Server=[Samba 4.0.6]
smb: \> ls
  .                                 D        0  Thu Jun 27 15:19:19 2013
  ..                                D        0  Fri Jun 21 05:52:24 2013
  .bashrc                           H      124  Mon Mar 11 12:53:01 2013
  .config                          DH        0  Mon Jun 17 13:24:13 2013
  .bash_profile                     H      193  Mon Mar 11 12:53:01 2013
...
  .local                           DH        0  Tue Jun 11 19:30:00 2013
  .mozilla                         DH        0  Tue Jun  4 19:28:00 2013


37645 blocks of size 1048576. 31993 blocks available
smb: \>

You can use most ftp commands from smbclient. Refer to “Tutorial Session” on page 717 for examples of ftp commands. Alternately, give the command help to display a list of commands or help followed by a command for information on a specific command:
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smb: \> help history
HELP history:
        displays the command history

Browsing Shares

Browsing shares using smbtree and smbclient is quite awkward compared with the ease of browsing a network from Windows; GNOME provides a more user-friendly alternative. Display a Nautilus File Browser window by entering nautilus from a terminal emulator or an Enter a Command window (ALT-F2). Select Connect to Server (on the left) to display a Connect to Server window. Enter smb:// followed by the name or IP address of the server in the text box labeled Server Address and click Connect to display Windows shares on the server. Or, follow the server name with the name of a user (e.g., smb://plum/sam) and click Connect. Nautilus displays a window that allows you to enter a domain (workgroup) and password for the user. Enter that information and click Connect to display that user’s directory.

Nautilus uses virtual filesystem add-ons, which are part of the desktop environment and not part of the native Linux system. As a consequence, only native GNOME applications can open files on remote shares; normal Linux programs cannot. For example, gedit can open files on remote shares; LibreOffice, mplayer, and xedit cannot.

[image: ] Mounting Shares

The mount utility (page 520) with a –t cifs option mounts a share as if it were a Linux directory hierarchy. See page 1242 for more information on the CIFS protocol. When you mount a share, you can write to the files on the share; you cannot write to files on a share using smbclient.

A mount command that mounts a share has the following syntax (you must run this command with root privileges):

mount -t cifs //host/share dir

where host is the name of the system the share is on, share is the name of the share you want to mount, and dir is the absolute pathname of the Linux directory you are mounting the share on (the mount point).

The following command, when run with root privileges, mounts on the /plum.sam directory the sam share on plum:
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# mount -t cifs //plum/sam /plum.sam -o username=sam
Password for sam@//plum/sam:  ****** RETURN
# ls /plum.sam
Desktop  Documents  Downloads  Music  Pictures  Public ...

Omit the username argument and provide a blank password to mount shares that are visible to an anonymous user.

Use the uid, file_mode, and dir_mode mount options with type cifs filesystems to establish ownership and permissions of mounted files:
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# mount -t cifs //plum/sam /plum.sam -o username=sam,uid=sam,file_mode=0644,dir_mode=0755

Permissions must be expressed as octal numbers preceded by a zero. For more information refer to the mount.cifs man page.

Credentials file

You can also store the username, password, and optionally the workgroup (domain) in a credentials file. To prevent another user from mounting this share, a credentials file should be owned by root and readable and writable only by a user working with root privileges (600 permissions). When you specify the credentials file in fstab (page 524), the share can be mounted automatically when the system is booted. Following is the credentials file for the share in the preceding example:
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# cat /etc/plum.sam.credentials
username=sam
password=password
domain=MGS


# ls -l /etc/plum.sam.credentials
-rw-------. 1 root root 40 06-27 17:38 /etc/plum.sam.credentials

The following command mounts this share using the credentials file:
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# mount -t cifs //plum/sam /plum.sam -o credentials=/etc/plum.sam.credentials

The following line in /etc/fstab would cause the share to be mounted when the system boots:
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//plum/sam      /plum.sam       cifs    defaults,credentials=/etc/plum.sam.credentials

Each share must have its own credentials file unless it uses the same login information as another share, in which case the files can use the same credentials file.

Working with Shares from Windows

This section describes how to access Linux (or Windows) directories from a Windows machine. You do not need to set up a Linux client to browse or map Linux shares from a Windows machine.

Browsing Shares

To access a share on a Samba server from Windows, open My Computer or Explorer on the Windows system, and in the text box labeled Address, enter \\ followed by the NetBIOS name (or just the hostname if you have not assigned a different NetBIOS name) of the Samba server. Windows then displays the share names of the directories the remote system is sharing. To view the shares on the Linux system named plum, for example, enter \\plum. From this window, you can view and, if permitted, browse the shares available on the remote system. If you set a share on the server so it is not browseable, you need to enter the path of the share using the format \\servername\sharename to display the share.

Mapping a Share

Another way to access a share on a Samba server from a Windows machine is by mapping (mounting) a share. Open My Computer or Explorer on the Windows system and click Map network drive at the top of the window or from one of the drop-down lists on the menubar (found on the Tools menu on many Windows machines). Windows displays the Map Network Drive window. Select an unused Windows drive letter from the list box labeled Drive and enter the Windows path to the share you want to map in the text box labeled Folder. (When you use system-config-samba [Fedora only] to create a share, the share has the same name as the name of the directory you are sharing.) The format of the windows path is \\hostname\sharename. For example, to map /tmp on plum to Windows drive J, assuming the share is named tmp, select J in the list box labeled Drive, enter \\plum\tmp in the text box labeled Folder, and click Finish. After supplying a username and password, you should be able to access the /tmp directory from plum as J (tmp) on the Windows machine. If you cannot map the drive, refer to “Troubleshooting” on page 846.

Setting Up a Samba Server

This section describes how to install and configure a Samba server using the system-config-samba GUI (Fedora only) and an editor to edit the configuration files.

Prerequisites

Install the following packages:

• samba

• system-config-samba (optional; Fedora only)

• samba-common (installed with samba)

Enable and start smb

Run systemctl to cause the smb service (smbd daemon) to start each time the system enters multiuser mode and then start the smb service. Use the systemctl status command to make sure the service is running.
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# systemctl enable smb.service
# systemctl start smb.service

Although it is not usually necessary, after modifying smb configuration files, you can give the second command again, replacing start with reload to cause smb to reread those files.

Enable and start nmb

Run systemctl to cause the nmb service (nmbd daemon) to start each time the system enters multiuser mode and then start the nmb service. Use the systemctl status command to make sure the service is running.
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# systemctl enable nmb.service
# systemctl start nmb.service

Although it is not usually necessary, after modifying nmb configuration files, you can give the second command again, replacing start with reload to cause nmb to reread those files.

Server firewall

The Samba server uses UDP ports 137 and 138 and TCP ports 139 and 445. If the server is running a firewall or is behind a firewall, you need to open these ports. Give the following commands to open the ports each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.
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# firewall-cmd --add-port=137/udp
# firewall-cmd --permanent --add-port=137/udp
# firewall-cmd --add-port=138/udp
# firewall-cmd --permanent --add-port=138/udp
# firewall-cmd --add-port=139/tcp
# firewall-cmd --permanent --add-port=139/tcp
# firewall-cmd --add-port=445/tcp
# firewall-cmd --permanent --add-port=445/tcp

SELinux

When SELinux is set to use a targeted policy, Samba is protected by SELinux. You can use system-config-selinux (page 475) to disable this protection if necessary. If you want to allow users to share their home directories, see “SELinux” on page 840. The smb.conf file has extensive notes on setting up SELinux for Samba.

Printers

The default smb.conf configuration file shares printers on the Samba server; no configuration is necessary.

Home directories

The default smb.conf configuration file shares home directories of users on the Samba server; no configuration is necessary.

Configuration

The /etc/sysconfig/samba file causes smbd and nmbd each to start with the –D option, causing the smbd and nmbd processes to run as daemons.

JumpStart: Configuring a Samba Server Using system-config-samba (Fedora)

The system-config-samba utility, which is not available under RHEL, can set up only basic features of a Samba server. It is, however, the best tool to use if you are not familiar with Samba and you want to set up a simple Samba server quickly. The system-config-samba utility performs three basic functions: configuring the server, configuring users, and setting up shares (directory hierarchies) that are exported to Windows machines.

To display the Samba Server Configuration window (Figure 23-1), enter system-config-samba from a terminal emulator or an Enter a Command window (ALT-F2).
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Figure 23-1 Samba Server Configuration window

Configure the server

Select menubar: Preferences[image: ]Server Settings to display the Server Settings window Basic tab (Figure 23-2). Change the workgroup to the one in use on the Windows machines. Change the description of the server if you like. Click the Security tab and make sure Authentication Mode is set to User; you do not need to specify an Authentication Server or a Kerberos Realm. If you are using Windows 98 or later, set Encrypt Passwords to Yes. When you specify a username in the Guest Account, anyone logging in on the Samba server as guest maps to that user’s ID. Click OK.
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Figure 23-2 Server Settings window, Basic tab

Add or modify Samba users

Select menubar: Preferences[image: ]Samba Users to display the Samba Users window (Figure 23-3). If the user you want to log in as is not listed in this window, click Add User. When you have the proper permissions, the Create New Samba User window displays a combo box labeled Unix Username that allows you to select a Linux user; otherwise, your username is displayed as the Unix Username. The Windows Username is the Windows username that you want to map to the specified Linux (UNIX) username. The Samba Password is the password this user or Windows enters to gain access to the Samba server.
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Figure 23-3 Samba Users window

If Sam’s username is sam on both the Linux and Windows systems, you would select sam from the Unix Username combo box and enter sam in the Windows Username text box. If his username were sls under Linux and sam under Windows, you would select sls from the Unix Username combo box and enter sam in the Windows Username text box. Finally you would enter Sam’s Windows password in the two Samba Password text boxes. Click OK to close the Create New Samba User window, then click OK to close the Samba Users window.

User map

If you are mapping a Windows username to a different Linux username, you must add the following username map (page 843) parameter to the [global] section of /etc/samba/smb.conf (page 839):
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username map = /etc/samba/smbusers

Without this line in smb.conf, Samba will not consult the user map file.

Linux shares

Next you need to add a share, which is the directory hierarchy you export from the server (Linux) system to the client (Windows) system. Click the plus sign (+) on the toolbar to display the Basic tab of the Create Samba Share window (Figure 23-4). In the text box labeled Folder, enter the absolute pathname of the directory you want to share (/tmp is an easy directory to practice with). Enter a description if you like. It can be useful to enter the Linux hostname and the pathname of the directory you are sharing here. Put a tick in the check box labeled Writable if you want to be able to write to the directory from the client machine; putting a tick in the check box labeled Visible allows the share to be seen (browsed) from the client machine. Click the Access tab and specify whether you want to limit access to specified users or whether you want to allow anyone to access this share. Click OK. Close the Samba Server Configuration window.
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Figure 23-4 Create Samba Share window, Basic tab

You should now be able to access the share from a Windows machine (page 835). There is no need to start or restart the Samba server.

Troubleshooting

If the server does not work properly, see “Troubleshooting” on page 846.


Tip: You do not need to restart Samba when you change smb.conf
Samba rereads its configuration files each time a client connects. Unless you change the security parameter (page 843), you do not need to restart Samba when you change smb.conf.



smb.conf: Manually Configuring a Samba Server

The /etc/samba/smb.conf file controls most aspects of how Samba works and is divided into sections. Each section begins with a line that holds some text between brackets ([...]). The text within the brackets identifies the section. Typical sections are
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smb.conf comments

As installed under Fedora/RHEL, the smb.conf sample configuration file contains extensive comments and commented-out examples. Comment lines start with either a hashmark (#) or a semicolon (;). The sample file uses hashmarks to begin lines that are intended to remain as comments. Semicolons begin lines you might want to mimic or use as is by removing the semicolons.

Basic smb.conf file

Following is a basic smb.conf file. It depends on default values for many parameters. To make the code clearer, important default values are written as comments beginning with a semicolon as they are in the default smb.conf file. To make the system more secure, change the default server string to eliminate the Samba version number; this value might aid hackers in penetrating the system. The hosts allow and hosts deny parameters are not required. When included, they prevent systems other than those listed from contacting the Samba server. If you uncomment these lines, replace 192.168.206.180 with the IP address of the system you want to allow to connect to the Samba server. You must open the firewall (page 836) and start the smb and nmb services (page 836) before a client can contact the server.
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$ cat /etc/samba/smb.conf
[global]
        workgroup = MGS
        server string = Samba Server Version %v
        log file = /var/log/samba/log.%m
        max log size = 50
;       hosts allow = 127.0.0.1, 192.168.206.180
;       hosts deny = ALL
;       security = user
;       encrypt passwords = YES
;       guest ok = NO
;       guest account = nobody


[homes]
        comment = Home Directories
        read only = NO
        browseable = NO


[tmp]
        comment = Temporary Directory
        path = /tmp
        read only = NO
        guest ok = YES
;       available = YES
;       browseable = YES

The [homes] share

The sample smb.conf file includes the [homes] share, which allows users to share their Linux home directories with a Windows machine. The default smb.conf file includes the same share. This share causes each user’s home directory to be shared with the specified parameters. The pathname of the share is /username; Sam’s share on plum would be /plum/sam. The default settings, which are used in the file shown above, prevent users other than the owners from browsing or accessing home directories while allowing logged-in owners full access.

SELinux

If the system is running SELinux with a targeted policy and you want to allow users to share their home directories as explained in this section, you must modify the SELinux policy to allow this access. You can use system-config-selinux (page 475) to allow this access: In the Boolean tab, samba module, put a tick mark adjacent to Allow samba to share users home directories.

Defining a share

The tmp share in the preceding smb.conf file enables a user on a Windows system to be able to read from and write to the /tmp directory on the server. The name of the share under Windows is tmp; the path under Linux is /tmp. Any Windows user who can log in on Samba, including guest, can read from and write to this directory, assuming the user’s Linux permissions allow it. To allow a user to log in on Samba, you must run smbpasswd (page 831). The browseable parameter, which defaults to YES, causes the share to appear as a share on the server. The Linux permissions that apply to a Windows user using Samba are the same permissions that apply to the Linux user that the Windows user logs in as or maps to.

Troubleshooting

Follow the steps in “Prerequisites” on page 836 and add users and passwords as necessary (page 831). From a Windows machine, you should now be able to access the share you just created (page 835). If the server does not work properly, see “Troubleshooting” on page 846.

Parameters in the smbd.conf File

The smb.conf man page lists all the parameters you can set in smb.conf. The following sections identify some of the parameters you might need to change.

Global Parameters

interfaces

A SPACE-separated list of networks Samba listens on. Specify as interface names (such as lo and eth0) or as IP address/net mask pairs (page 483).

Default: all active interfaces except 127.0.0.1

server string

The string the client (Windows) machine displays in various places. Within the string, Samba replaces %v with the Samba version number and %h with the hostname of the server. To make the system more secure, eliminate the Samba version number; this value might aid hackers in penetrating the system.

Default: Samba %v
Fedora/RHEL: Samba Server Version %v

workgroup

The workgroup the server belongs to. Set to the same workgroup as the Windows clients that use the server. This parameter controls the domain name that Samba uses when security (page 843) is set to DOMAIN.

Default: WORKGROUP
Fedora/RHEL: MYGROUP

Security Parameters

encrypt passwords

YES accepts only encrypted passwords from clients. Windows 98 and Windows NT 4.0 Service Pack 3 and later use encrypted passwords by default. This parameter uses smbpasswd to authenticate passwords unless you set security to SERVER or DOMAIN, in which case Samba authenticates using another server.

Default: YES

guest account

The username that is assigned to users logging in as guest or mapped to guest; applicable only when guest ok (page 845) is set to YES. This username should be present in /etc/passwd but should not be able to log in on the system. Typically guest account is assigned a value of nobody because the user nobody can access only files that any user can access. If you are using the nobody account for other purposes on the server system, set this parameter to a name other than nobody. See page 830 for more information.

Default: nobody

hosts allow

Analogous to the /etc/hosts.allow file (page 485); specifies hosts that are allowed to connect to the server. Overrides hosts specified in hosts deny. A good strategy is to specify ALL in hosts deny and to specify the hosts you want to grant access to in this file. Specify hosts in the same manner as in the hosts.allow file.

Default: none (all hosts permitted access)

hosts deny

Analogous to the /etc/hosts.deny file (page 485); specifies hosts that are not allowed to connect to the server. Overridden by hosts specified in hosts allow. If you specify ALL in this parameter, remember to include the local system (127.0.0.1) in hosts allow. Specify hosts in the same manner as in the hosts.deny file.

Default: none (no hosts excluded)

invalid users

Lists users who are not allowed to log in using Samba.

Default: none (all users are permitted to log in)

map to guest

Defines when a failed login is mapped to the guest account. Useful only when security (next page) is not set to SHARE or SERVER.

Never: Allows guest to log in only when the user explicitly provides guest as the username and a blank password.

Bad User: Treats any attempt to log in as a user who does not exist as a guest login. This parameter is a security risk because it allows a malicious user to retrieve a list of users on the system quickly.

Bad Password: Silently logs in as guest any user who incorrectly enters her password. This parameter might confuse a user when she mistypes her password and is unknowingly logged in as guest because she will suddenly see fewer shares than she is used to seeing.

Default: never

passdb backend

Specifies how Samba stores passwords. Set to ldapsam for LDAP, smbpasswd for Samba, or tdbsam for TDB (Trivial Database) password storage. See page 831 for instructions on using smbpasswd to change or add Samba passwords.

Default: tdbsam

passwd chat

The chat script Samba uses to converse with the program defined by passwd program (next). If this script is not followed, Samba does not change the password. Used only when unix password sync (page 843) is set to YES.

Default: *new*password* %n\n*new*password* %n\n *changed*

passwd program

The program Samba uses to set Linux passwords. Samba replaces %u with the user’s username.

Default: none

security

Specifies if and how clients transfer user and password information to the server. Choose one of the following:

USER: Causes Samba to require a username and password from Windows users when logging in on the Samba server. With this setting you can use

• username map (below) to map Samba usernames to Linux usernames

• encrypt passwords (page 841) to encrypt passwords (recommended)

• guest account (previous page) to map users to the guest account

SHARE: Causes Samba not to authenticate clients on a per-user basis. Instead, Samba uses the Windows 9x setup, in which each share can have an individual password for either read or full access. This option is not compatible with recent versions of Windows.

SERVER: Causes Samba to use another SMB server to validate usernames and passwords. If the remote validation fails, the local Samba server tries to validate usernames and passwords as though security were set to USER.

DOMAIN: Samba passes an encrypted password to a Windows NT domain controller for validation. The workgroup parameter (page 841) must be properly set in smb.conf for DOMAIN to work.

ADS: Instructs Samba to use an Active Directory server for authentication, allowing a Samba server to participate as a native Active Directory member. (Active Directory is the centralized information system that Windows 2000 and later use. It replaces Windows Domains, which was used by Windows NT and earlier.)

Default: USER

unix password sync

YES causes Samba to change a user’s Linux password when the associated user changes the encrypted Samba password.

Default: NO

username map

Points to a user map file that maps Windows usernames to Linux usernames. See “User maps” on page 830 for more information.

Default: no map

Logging Parameters

log file

The name of the Samba log file. Samba replaces %m with the name of the client system, allowing you to generate a separate log file for each client.

Default: none
Fedora/RHEL: /var/log/samba/log.%m

log level

Sets the log level, with 0 (zero) being off and higher numbers being more verbose.

Default: 0 (off)

max log size

An integer specifying the maximum size of the log file in kilobytes. A 0 (zero) specifies no limit. When a file reaches this size, Samba appends .old to the filename and starts a new log, deleting any old log file.

Default: 5000
Fedora/RHEL: 50

Browser Parameters

The domain master browser is the system responsible for maintaining the list of machines on a network used when browsing. SMB (page 1273) uses weighted elections every 11–15 minutes to determine which machine is the domain master browser.

Whether a Samba server wins this election depends on two parameters:

• Setting domain master to YES instructs the Samba server to enter the election.

• The os level determines how much weight the Samba server’s vote receives. The maximum setting for os level is 255, although setting it to 65 should ensure that the Samba server wins. NT Server series domain controllers—including Windows 2000, XP, and 2003—use an os level of 32.

domain master

YES causes nmbd to attempt to be the domain master browser. If a domain master browser exists, then local master browsers will forward copies of their browse lists to it. If there is no domain master browser, then browse queries might not be able to cross subnet boundaries. A Windows PDC (primary domain controller) will always try to become the domain master and might behave in unexpected ways if it fails. Refer to the preceding discussion for more information.

Default: AUTO

local master

YES causes nmbd to enter elections for the local master browser on a subnet. A local master browser stores a cache of the NetBIOS (page 1262) names of entities on the local subnet, allowing browsing. Windows machines automatically enter elections; for browsing to work, the network must have at least one Windows machine or one Samba server with local master set to YES. It is poor practice to set local master to NO. If you do not want a computer to act as a local master, set its os level to a lower number, allowing it to be used as the local master if all else fails.

Default: YES

os level

An integer that controls how much Samba advertises itself for browser elections and how likely nmbd is to become the local master browser for its workgroup. A higher number increases the chances of the local server becoming the local master browser. Refer to the discussion at the beginning of this section for more information.

Default: 20

preferred master

YES forces nmbd to hold an election for local master and enters the local system with a slight advantage. With domain master set to YES, this parameter helps ensure the local Samba server becomes the domain master. Setting this parameter to YES on more than one server causes the servers to compete to become master, generating a lot of network traffic and sometimes leading to unpredictable results. A Windows PDC automatically acts as if this parameter is set to YES.

Default: AUTO

Communication Parameters

dns proxy

When acting as a WINS server (page 1281), YES causes nmbd to use DNS if NetBIOS (page 1262) resolution fails.

Default: YES

socket options

Tunes the network parameters used when exchanging data with a client.

Default: TCP_NODELAY

wins server

The IP address of the WINS server nmbd should register with.

Default: not enabled

wins support

YES specifies nmbd is to act as a WINS server.

Default: NO

Share Parameters

Each of the following parameters can appear many times in smb.conf, once in each share definition.

available

YES specifies the share as active. Set this parameter to NO to disable the share but continue logging requests for it.

Default: YES

browseable

Determines whether the share can be browsed, for example, in Windows My Network Places.

Default: YES

Fedora/RHEL: varies

comment

A description of the share, shown when browsing the network from Windows.

Default: none

Fedora/RHEL: varies

guest ok

Allows a user who logs in as guest to access this share.

Default: NO

Fedora/RHEL: varies

path

The path of the directory being shared.

Default: none

Fedora/RHEL: various

read only

Does not allow write access. Use writable to allow read-write access.

Default: YES

Fedora/RHEL: various

Troubleshooting

Samba and Windows provide tools that can help troubleshoot a connection. This section discusses these tools and suggests other techniques that can help narrow down the problem when you cannot get Samba to work.

1. Restart the Samba daemons. Normally you do not need to restart these daemons after changing the smb.conf file. Make sure smbd and nmbd are running.

# systemctl reload smb
# systemctl reload nmb
# systemctl status smb
...
# systemctl status nmb
...

testparm

2. Run testparm to confirm that the smb.conf file is syntactically correct:

Click here to view code image

$ testparm
Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"
Processing section "[printers]"
Processing section "[tmp]"
Loaded services file OK.
Server role: ROLE_STANDALONE
Press enter to see a dump of your service definitions
...

You can ignore an error message about rlimit_max. If you misspell a keyword in smb.conf, you get an error such as the following:

Click here to view code image

$ testparm
Load smb config files from /etc/samba/smb.conf
Unknown parameter encountered: "workgruop"
Ignoring unknown parameter "workgruop"
...

Log files

3. Check the log files in /var/log/samba (page 843).

ping

4. Use ping (page 305) from both sides of the connection to make sure the network is up.

Firewall

5. Confirm the firewall on the server is not blocking the Samba connection on either the server or the client (page 836). The command firewall-cmd ––list-ports displays the open ports on the local system.

User

6. Make sure the user who is trying to log in exists as a Samba user. See pdbedit on page 831.

Password

7. Make sure you have set up a password for the Samba user who is trying to log in. See smbpasswd on page 831.

SELinux

8. You might need to modify the SELinux policy. See pages 836 and 840.

hosts allow

9. If you specify a value for hosts deny, be sure to specify values for hosts allow, including 127.0.0.1 so you can access Samba from the local system. See page 842 for more information.

net view

10. From a Windows command prompt, use net view to display a list of shares available from the server (plum in this example):

Click here to view code image

C:>net view \\plum
Shared resources at \\plum


Samba Server Version 4.0.6


Share name   Type   Used as  Comment


--------------------------------------------------------------
sam          Disk            Home Directories
tmp          Disk            Temporary Directory
The command completed successfully.

net use

11. Try to map (mount) the drive from a Windows command prompt. The following command attempts to mount the share named sam on plum as drive X:

Click here to view code image

C:>net use x: \\plum\sam
Enter the user name for 'plum': sam
Enter the password for plum:
The command completed successfully.

nmblookup

12. From the Samba server, use nmblookup (samba-client package) to query the nmbd server, using the special name __SAMBA__ for the server’s NetBIOS name. The –d 2 option turns the debugger on at level 2, which generates a moderate amount of output. The –B option specifies the server you are querying.

Click here to view code image

$ nmblookup -d 2 -B 127.0.0.1 __SAMBA__
...
querying __SAMBA__ on 127.0.0.1
Got a positive name query response from 127.0.0.1 ( 192.168.206.181 )
192.168.206.181 __SAMBA__<00>

The next example uses nmblookup, without setting the debug level, to query the local system for all NetBIOS names.

Click here to view code image

$ nmblookup -B 127.0.0.1 \*
querying * on 127.0.0.1
192.168.206.181 *<00>

To query for the master browser from the local server, run nmblookup with the –A option followed localhost or the name of the server:

Click here to view code image

$ nmblookup -A 127.0.0.1
Looking up status of 127.0.0.1
        PLUM            <00> -         B <ACTIVE>
        PLUM            <03> -         B <ACTIVE>
        PLUM            <20> -         B <ACTIVE>
        MGS             <00> - <GROUP> B <ACTIVE>
        MGS             <1e> - <GROUP> B <ACTIVE>


MAC Address = 00-00-00-00-00-00

smbclient

13. From the Samba server, use smbclient (samba-client package) with the –L option followed by the name of the server to generate a list of shares offered by the server. When you do not enter a password, smbclient displays shares available to the Anonymous user. When you enter a password, it also displays restricted shares including the [homes] share for the user.

Click here to view code image

$ smbclient -L localhost
Enter sam's password: RETURN  (do not enter a password)
Anonymous login successful
Domain=[MGS] OS=[Unix] Server=[Samba 4.0.6]


Sharename       Type      Comment
        ---------       ----      -------
        tmp             Disk      Temporary Directory
        IPC$            IPC       IPC Service (Samba Server Version 4.0.6)
Anonymous login successful
Domain=[MGS] OS=[Unix] Server=[Samba 4.0.6]


Server               Comment
        ---------            -------
        PEACH
        PLUM                 Samba Server Version 4.0.6


Workgroup            Master
        ---------            -------
        MGS                  PEACH

Chapter Summary

Samba is a suite of programs that enables a server to share directory hierarchies and printers with a client. Typically the server is a Linux system and the client is a Windows machine. A directory hierarchy or printer that Samba shares between server and client systems is called a share. To access a share on a Linux system, a Windows user must supply a username and password. Usernames must correspond to Linux usernames either directly or as mapped by the file that is pointed to by the username map parameter in smb.conf, often /etc/samba/smbusers. Samba passwords are generated by smbpasswd and kept in a Trivial Database named tdbsam. The main Samba configuration file is /etc/samba/smb.conf, which you can edit using system-config-samba (Fedora only) or a text editor.

From a Windows machine, you can access a share on a Samba server by opening a directory or Explorer window and, in the location text box near the top of the window, entering \\ followed by the name of the server. In response, Windows displays the shares on the server. You can work with these shares as though they were Windows files.

From a Linux system, you can use any of several Samba tools to access shares. These tools include smbtree (displays shares), smbclient (similar to ftp), and mount with the –t cifs option (mounts shares). In addition, you can enter nautilus from a terminal emulator or an Enter a Command window (ALT-F2) to browse shares.

Exercises

1. Which two daemons are part of the Samba suite? What does each do?

2. What steps are required for mapping a Windows user to a Linux user?

3. How can a system administrator add a Samba password for a new user?

4. What is the purpose of the [homes] share? Should this share be browseable? Why?

Advanced Exercises

5. Describe how Samba’s handling of users differs from that of NFS.

6. Which configuration changes would you need to apply to routers if you wanted to allow SMB/CIFS browsing across multiple subnets without configuring master browsers?

7. WINS resolution allows hosts to define their own names. Suggest a way to use Samba to assign names from a centralized list.


24. DNS/BIND: Tracking Domain Names and Addresses
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Objectives

After reading this chapter you should be able to:

[image: ] Explain what DNS does, how it is structured, and why it is necessary

[image: ] Describe the purpose of a resolver, forward and reverse name resolution, and an FQDN

[image: ] Describe the differences between an iterative query and a recursive query

[image: ] Use dig to determine the IP address and mail server address for a domain

[image: ] Describe each of the three types of DNS servers

[image: ] List the components of the named.conf configuration files and explain their purpose

[image: ] Describe the use and required components of a zone file

[image: ] Explain the use of several types of resource records

[image: ] Configure a DNS cache server

[image: ] Discuss security options within DNS including allow-transfer directives, views, chroot jails, and dnssec keys

DNS (Domain Name System) maps domain names to IP addresses, and vice versa. It reduces the need for humans to work with IP addresses, which, with the introduction of IPv6, are complex. The DNS specification defines a secure, general-purpose database that holds Internet host information. It also specifies a protocol that is used to exchange this information. Further, DNS defines library routines that implement the protocol. Finally, DNS provides a means for routing email. Under DNS, nameservers work with clients, called resolvers, to distribute host information in the form of resource records in a timely manner as needed.

This chapter describes BIND (Berkeley Internet Name Domain) version 9, a popular open-source implementation of DNS. Part of Fedora/RHEL, BIND includes the DNS server daemon (named), a DNS resolver library, and tools for working with DNS. Although DNS can be used for private networks, this chapter covers DNS as used by the Internet.

Introduction to DNS

You typically use DNS when you display a Web page. For example, to display Red Hat’s home page, you enter its name, www.redhat.com, in a browser; the browser then displays the page you want. You never enter or see the IP address for the displayed page. However, without the IP address, the browser could not display the page. DNS works behind the scenes to find the IP address when you enter the name in the browser. The DNS database is

• Hierarchical, so it provides quick responses to queries. DNS has a root, branches, and nodes.

• Distributed, so it offers fast access to servers. The DNS database is spread across thousands of systems worldwide; each system is referred to as a DNS server (or a domain server or nameserver).

• Replicated, to enhance reliability. Because many systems hold the same information, when some systems fail, DNS does not stop functioning.

As implemented, DNS is

• Secure, so your browser or email is directed to the correct location.

• Flexible, so it can adapt to new names, deleted names, and names whose information changes.

• Fast, so Internet connections are not delayed by slow DNS lookups.

History

The mapping that DNS does was originally handled statically in a /etc/hosts file (page 507) on each system on a network. Small LANs still make use of this file. As networks—specifically the Internet—grew, a dynamic mapping system was required. DNS was specified in 1983 and BIND became part of BSD in 1985. Today BIND is by far the most popular implementation of DNS.

Security

Historically BIND has not been very secure. Recently, however, developers have focused on improving the security of BIND. You might want to run BIND inside a chroot jail (page 883) or under SELinux (page 472) and use transaction signatures (TSIG, page 881) to improve security.

host and dig

The host and dig utilities (page 307) query DNS servers. When called without any options, the host utility is simpler, is easier to use, and returns less information than dig. The –v option causes host to display full RFC-format output. This chapter uses both tools to explore DNS.

Nodes, Domains, and Subdomains

Node

Each node in the hierarchical DNS database is called a domain and is labeled with a (domain) name. As with the Linux file structure, the node at the top of the DNS hierarchy is called the root node or root domain. While the Linux file structure separates the nodes (directory and ordinary files) with slashes (/) and labels the root node (directory) with a slash, the DNS structure uses periods in place of the file structure’s slashes (Figure 24-1).

[image: ]

Figure 24-1 The DNS domain structure (FQDNs are shown below hostnames.)

You read an absolute pathname in a Linux filesystem from left to right: It starts with the root directory (represented by /) at the left and, as you read to the right, describes the path to the file being identified (for example, /var/spool/cups). Unlike a Linux pathname, you read a DNS domain name from right to left: It starts with the root domain at the right (represented by a period [.]) and, as you read to the left, works its way down through the top-level and second-level domains to a subdomain or host. Frequently the name of the root domain (the period at the right) is omitted from a domain name.

Domain

The term domain refers both to a single node in the DNS domain structure and to a catenated, period-separated list (path) of domain names that describes the location of a domain.

FQDN

A fully qualified domain name (FQDN) is the DNS equivalent of a filesystem’s absolute pathname: It is a pointer that positively locates a domain on the Internet. Just as you (and Linux) can identify an absolute pathname by its leading slash (/) that represents the root directory, so an FQDN can be identified by its trailing period (.) that names the root domain (Figure 24-2).

[image: ]

Figure 24-2 A fully qualified domain name (FQDN)

[image: ] Resolver

The resolver comprises the routines that turn an unqualified domain name into an FQDN that is passed to DNS to be mapped to an IP address. The resolver can append several domains, one at a time, to an unqualified domain name, producing several FQDNs that it then passes, one at a time, to DNS. For each FQDN, DNS reports success (it found the FQDN and is returning the corresponding IP address) or failure (the FQDN does not exist).

The resolver always appends the root domain (.) to an unqualified domain name first, thereby allowing you to type www.sobell.com instead of www.sobell.com. (including the trailing period) in a browser. You can specify other domains for the resolver to try if the root domain fails. Put the domain names, in the order you want them tried, after the search keyword in /etc/resolv.conf (page 510). For example, if your search domains include sobell.com., then the domains wiki and wiki.sobell.com. will resolve to the same address.

Subdomains

Each node in the domain hierarchy is a domain. Each domain that has a parent (that is, every domain except the root domain) is also a subdomain, regardless of whether it has children. All subdomains can resolve to hosts—even those with children. For example, the sobell.com. domain resolves to the host that serves the Sobell Web site, without preventing its children—domains such as wiki.sobell.com—from resolving. The leftmost part of an FQDN is often called the hostname.

Hostnames

In the past, hostnames could contain only characters from the set a–z, A–Z, 0–9, and –. As of March 2004, however, hostnames can include various accents, umlauts, and so on (www.switch.ch/id/idn). DNS considers uppercase and lowercase letters to be the same (it is not case sensitive), so www.sobell.com is the same as WWW.sObEll.coM.

Zones

For administrative purposes, domains are grouped into zones that extend downward from a domain (Figure 24-3). A single DNS server is responsible for (holds the information required to resolve) all domains within a zone. The DNS server for a zone also holds pointers to DNS servers that are responsible for the zones immediately below the zone it is responsible for. Information about zones originates in zone files, one zone per file.

[image: ]

Figure 24-3 DNS structure showing zones

Root domain

The highest zone—the one containing the root domain—does not contain any hosts. Instead, this domain delegates to the DNS servers for the top-level domains (Figure 24-1, page 853).

Authority

Each zone has at least one authoritative DNS server. This server holds all information about the zone. A DNS query returns information about a domain and specifies which DNS server is authoritative for that domain.

DNS employs a hierarchical structure to keep track of names and authority. At the top or root of the structure is the root domain, which employs 13 authoritative nameservers. These are the only servers that are authoritative for the root and top-level domains.

Delegation of authority

When referring to DNS, the term delegation means delegation of authority. ICANN (Internet Corporation for Assigned Names and Numbers, www.icann.org) delegates authority to the root and top-level domains. In other words, ICANN says which servers are authoritative for these domains. Authority is delegated to each domain below the top-level domains by the authoritative server at the next-higher-level domain. ICANN is not authoritative for most second-level domains. For example, Sobell Associates is authoritative for the sobell.com domain. This scheme of delegating authority allows for local control over segments of the DNS database while making all segments available to the public.

Queries

There are two types of DNS queries: iterative and recursive.1

1. A third type of query is not covered in this book: inverse. An inverse query provides a domain name given a resource record. Reverse name resolution (page 862), not an inverse query, is used to query for a domain name given an IP address.

Iterative queries

An iterative query sends a domain name to a DNS server and asks the server to return either the IP address of the domain or the name of the DNS server that is authoritative for the domain or one of its parents: The server does not query other servers when seeking an answer. Nameservers typically send each other iterative queries.

Recursive queries

A recursive query sends a domain name to a DNS server and asks the server to return the IP address of the domain. The server might need to query other servers to get the answer.

Both iterative and recursive queries can fail. In case of failure, the server returns a message saying it is unable to locate the domain.

When a client, such as a browser, needs the IP address that corresponds to a domain name, the client queries a resolver. Most resolvers are quite simple and require a DNS server to do most of the work—that is, they send recursive queries. The resolver communicates with a single DNS server, which can perform multiple iterative queries in response to the resolver’s recursive query.

All DNS servers must answer iterative queries. DNS servers can also be set up to answer recursive queries. A DNS server that is not set up to answer recursive queries treats a recursive query as though it is an iterative query.

In Figure 24-4, the resolver on a client system is trying to discover the IP address of the server ftp.site1.example.com. on the network with the DNS layout shown in Figure 24-3 on page 855. The resolver on the client sends a recursive query to its primary DNS server. This server interrogates the root server and one additional server for each zone until it receives an answer, which it returns to the resolver on the client. In practice, the query would not start with the root server because most servers have the location of the authoritative nameserver for the com. domain stored in cache (memory).

[image: ]

Figure 24-4 A recursive query that starts several iterative queries to find the answer

Servers

There are three main types of DNS servers: primary (master), secondary (slave), and caching-only.

• A primary master server, also called a primary server or master server, is the authoritative server that holds the master copy of zone data. It copies information from the zone or master file, a local file that the server administrator maintains. For security and efficiency, a primary master server should provide iterative answers only. A primary master server that provides recursive answers is more easily subverted by a DoS attack (page 1248) than one that provides iterative answers only.

• Slave servers, also called secondary servers, are authoritative and copy zone information from the primary master server or another slave server. On some systems, when information on the primary master server changes, the primary master server notifies the slave servers. When a slave receives such a message, it uses a process called zone transfer to copy the new zone information from the master server to itself.

• DNS caches, also called caching-only servers, are not authoritative. These servers store answers to previous queries in cache (memory). When a DNS cache receives a query, it answers it from cache if it can. If the DNS cache does not have the answer in cache, it forwards the query to an authoritative server.


Security: Do not make a primary server also function as a DNS cache
It is possible—but for security reasons not recommended—for the same server to be the primary master server (authoritative) for some zones and a DNS cache for others. When the same server acts as both a DNS cache and a master server, if a malicious local user or malfunctioning resolver on the local network floods the DNS cache with more traffic than it can handle (a DoS attack), users might be prevented from accessing the public servers handled by the primary master server. Conversely, if the authoritative server is compromised, the attacker can subvert all traffic leaving the network.



Resource Records

Resource records store information about nodes (domains) in the DNS database and are kept in zone files (page 874). The zone that a resource record pertains to is defined by the zone file that contains the resource record. The zone is named in the named.conf file (page 872) that references the zone file.

A resource record has the following fields:

• Name—The domain name or IP address

• TTL—Time to live (not in all resource records; see page 1278)

• Class—Always IN for Internet (the only class supported by DNS)

• Type—Record type (discussed in the next section)

• Data—Varies with record type

If the Name field is missing, the resource record inherits the name from the previous resource record in the same file. If the Name field ends in a period (.), it specifies an FQDN; otherwise it is relative to the zone named in named.conf.

Cached resource records become out-of-date when the information in the record changes on the authoritative server. The TTL field indicates the maximum amount of time a server might keep a record in cache before checking whether a newer one is available. Typically the TTL is on the order of days. A TTL of 0 (zero) means that the resource record should not be cached.

More than 30 types of resource records exist, ranging from common types, such as address records that store the address of a host, to those that contain geographical information. The following paragraphs describe the types of resource records you are most likely to encounter.

A

IPv4 Address Maps a domain name to the IPv4 address of a host. There must be at least one address record for each domain; multiple address records can point to the same IP address. The Name field holds the domain name, which is assumed to be in the same zone as the domain. The Data field holds the IP address associated with the name. The following address resource record maps the ns domain in the zone to 192.168.0.1:

Click here to view code image

ns      IN      A       192.168.0.1

AAAA

IPv6 Address Maps a domain name to the IPv6 address of a host. The following address resource record maps the ns domain in the zone to an IPv6 address:

Click here to view code image

ns      IN      AAAA      2001:630:d0:131:a00:20ff:feb5:ef1e

CNAME

Canonical Name Maps an alias or nickname to a domain name. The Name field holds the alias or nickname; the Data field holds the official or canonical name. CNAME is useful for specifying an easy-to-remember name or multiple names for the same domain. It is also useful when a system changes names or IP addresses. In this case the alias can point to the real name that must resolve to an IP address.

When a query returns a CNAME, a client or DNS tool performs a DNS lookup on the domain name returned with the CNAME. It is acceptable to provide multiple CNAME records all pointing to the name that has the A record. The following resource record maps ftp in the zone to www.sam.net.:

Click here to view code image

ftp        IN      CNAME    www.sam.net.

MX

Mail Exchange Specifies a destination for mail addressed to the domain. MX records must always point to A (or AAAA) records. The Name field holds the domain name, which is assumed to be in the zone; the Data field holds the name of a mail server preceded by its priority. Unlike A records, MX records contain a priority number that allows mail delivery agents to fall back to a backup server if the primary server is down. Several mail servers can be ranked in priority order, where the lowest number has the highest priority. DNS selects randomly from among mail servers with the same priority. The following resource records forward mail sent to speedy in the zone first to mail in the zone and then, if that attempt fails, to mail.sam.net.. The value of speedy in the Name field on the second line is implicit.

Click here to view code image

speedy   IN      MX      10 mail
         IN      MX      20 mail.sam.net.

NS

Nameserver Specifies the name of the system that provides domain service (DNS records) for the domain. The Name field holds the domain name; the Data field holds the name of the DNS server. Each domain must have at least one NS record. DNS servers do not need to reside in the domain, and in fact, it is better if at least one does not. The system name ns is frequently used to specify a nameserver, but this name is not required and does not have any significance beyond assisting humans in identifying a nameserver. The following resource record specifies ns.max.net. as a nameserver for peach in the zone:

Click here to view code image

peach     IN      NS      ns.max.net.

PTR

Pointer Maps an IP address to a domain name and is used for reverse name resolution. The Name field holds the IP address; the Data field holds the domain name. Do not use PTR resource records with aliases. The following resource record maps 3 in a reverse zone (for example, 3 in the 0.168.192.in-addr.arpa zone is 192.168.0.3) to peach in the zone:

Click here to view code image

3       IN      PTR      peach

For more information refer to “Reverse Name Resolution” on page 862.

SOA

Start of Authority Designates the start of a zone. Each zone must have exactly one SOA record. An authoritative server maintains the SOA record for the zone it is authoritative for.

All zone files must have one SOA resource record, which must be the first resource record in the file. The Name field holds the name of the domain at the start of the zone. The Data field holds the name of the host the data was created on, the email address of the person responsible for the zone, and the following information, which must be enclosed within parentheses if the record does not fit on one line. If this information is enclosed within parentheses (and it usually is), the opening parenthesis must appear on the first physical line of the SOA record:

serial A value in the range 1 to 2,147,483,647. A change in this number indicates the zone data has changed. By convention, this field is set to the string yyyymmddnn (year, month, day, change number). Along with the date, the final two digits—that is, the change number—should be incremented each time you change the SOA record.

refresh The elapsed time after which the primary master server notifies slave (secondary) servers to refresh the record; the amount of time between updates.

retry The time to wait after a refresh fails before trying to refresh again.

expiry The elapsed time after which the zone is no longer authoritative and the root servers must be queried. The expiry applies to slave servers only.

minimum The negative caching (page 1262) TTL, which is the amount of time that a nonexistent domain error (NXDOMAIN) can be held in a slave server’s cache. A negative caching TTL is the same as a normal TTL except that it applies to domains that do not exist rather than to domains that do exist.

The $TTL directive (page 875) specifies the default zone TTL (the maximum amount of time data stays in a slave server’s cache). Jointly, the default zone TTL and the negative caching TTL encompass all types of replies the server can generate. If you will be adding subdomains or modifying existing domains frequently, set the negative caching TTL to a low number. A short TTL increases traffic to DNS for clients requesting domains that do not exist, but allows new domains to propagate quickly, albeit at the expense of increased traffic.

The following two SOA resource records are equivalent (the parentheses in the first record are optional because the record fits on one physical line):

Click here to view code image

@ IN SOA ns.zach.net. mgs@sobell.com. ( 2013111247 8H 2H 4W 1D )


@       IN      SOA      ns.zach.net. mgs@sobell.com. (
                                2013111247       ; serial
                                8H               ; refresh
                                2H               ; retry
                                4W               ; expire
                                1D )             ; minimum

The second format is more readable because of its layout and the comments. The at symbol (@) at the start of the SOA resource record stands for the zone name (also called the origin) as specified in the named.conf file. Because the named.conf file specifies the zone name to be zach.net, you could rewrite the first line as follows:

Click here to view code image

zach.net.    IN    SOA    ns.zach.net. mgs@sobell.com. (

The host utility returns something closer to the first format with each of the times specified in seconds:

Click here to view code image

$ host -t soa zach.net
zach.net. SOA ns.zach.net. mgs\@sobell.com. 03111 28800 7200 2419200 86400

TXT

Text Associates a character string with a domain. The Name field holds the domain name. The Data field can contain up to 256 characters and must be enclosed within quotation marks. TXT records can contain any arbitrary text value. As well as general information, they can be used for things such as public key distribution. Following is a TXT resource record that specifies a company name:

Click here to view code image

zach.net.    IN    TXT    "Sobell Associates Inc."

DNS Queries and Responses

Queries

A DNS query has three parts:

1. Name—Domain name, FQDN, or, for reverse name resolution, IP address

2. Type—Type of record requested (page 857)

3. Class—Always IN for Internet class

Cache

Most DNS servers store in cache memory the query responses from other DNS servers. When a DNS server receives a query, it first tries to resolve the query from its cache. If that attempt fails, the server might query other servers to get an answer. Because DNS uses cache, when you make a change to a DNS record, the change takes time—sometimes a matter of days—to propagate throughout the DNS hierarchy.

Responses

A DNS message sent in response to a query can hold the following records:

• Header record—Information about this message

• Query record—Repeats the query

• Answer records—Resource records that answer the query

• Authority records—Resource records for servers that have authority for the answers

• Additional records—Additional resource records, such as NS records

[image: ] dig

The dig and host utilities do not consult /etc/nsswitch.conf (page 495) to determine which server to query. The following example uses dig to query a DNS server. The +all option causes dig to query for all records.

Click here to view code image

$ dig +all google.com
...
;; QUESTION SECTION:
;google.com.                    IN      A


;; ANSWER SECTION:
google.com.             5       IN      A       74.125.19.147
google.com.             5       IN      A       74.125.19.99
google.com.             5       IN      A       74.125.19.103
google.com.             5       IN      A       74.125.19.104


;; AUTHORITY SECTION:
google.com.             5       IN      NS      ns3.google.com.
google.com.             5       IN      NS      ns4.google.com.
google.com.             5       IN      NS      ns1.google.com.
google.com.             5       IN      NS      ns2.google.com.


;; ADDITIONAL SECTION:
ns1.google.com.         5       IN      A       216.239.32.10
ns2.google.com.         5       IN      A       216.239.34.10
...

Reverse Name Resolution

In addition to normal or forward name resolution, DNS provides reverse name resolution (also referred to as inverse mapping or reverse mapping) so you can look up domain names given an IP address. Because resource records in the forward DNS database are indexed hierarchically by domain name, DNS cannot perform an efficient search by IP address on this database.

DNS implements reverse name resolution by means of special domains named in-addr.arpa (IPv4) and ip6.int (IPv6). Resource records in these domains have Name fields that hold IP addresses; the records are indexed hierarchically by IP address. The Data fields hold the FQDNs that correspond to these IP addresses.

Reverse name resolution can verify that someone is who he says he is or at least is from the domain he says he is from. In general, it allows a server to retrieve and record the domain names of the clients it provides services to. For example, legitimate mail contains the domain of the sender and the IP address of the sending machine. A mail server can verify the stated domain of a sender by checking the domain associated with the IP address. Reverse name resolution can also be used by anonymous FTP servers to verify that a domain specified in an email address used as a password is legitimate.

For example, to determine the domain name that corresponds to the IP address 209.132.183.42 in Figure 24-5, a resolver would query DNS for information about the domain named 42.183.132.209.in-addr.arpa.
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Figure 24-5 Reverse name resolution and the in-addr.arpa domain
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The following example uses dig to query DNS for the IP address that corresponds to www.sobell.com, which is 209.157.128.22. The second command line uses the dig utility to query the same IP address, reversed and appended with .in-addr.arpa (22.128.157.209.in-addr.arpa) to display a PTR resource record (page 859). The data portion of the resultant resource record is the domain name from the original query: www.sobell.com.

Click here to view code image

$ dig www.sobell.com
...
;; QUESTION SECTION:
;www.sobell.com.                    IN      A


;; ANSWER SECTION:
www.sobell.com.         2274    IN      A       209.157.128.22
...


$ dig 22.128.157.209.in-addr.arpa PTR
...
;; QUESTION SECTION:
;22.128.157.209.in-addr.arpa.   IN      PTR


;; ANSWER SECTION:
22.128.157.209.in-addr.arpa. 2244 IN    PTR     www.sobell.com.
...

Instead of reformatting the IP address as in the preceding example, you can use the –x option to dig to perform a reverse query:

Click here to view code image

$ dig -x 209.157.128.22
...
;; QUESTION SECTION:
;22.128.157.209.in-addr.arpa.   IN      PTR


;; ANSWER SECTION:
22.128.157.209.in-addr.arpa. 2204 IN    PTR     www.sobell.com.
...

Alternately, you can just use host:

Click here to view code image

$ host 209.157.128.22
22.128.157.209.in-addr.arpa domain name pointer www.sobell.com.

How DNS Works

Application programs do not issue DNS queries directly but rather use the gethostbyname() system call. How the system comes up with the corresponding IP address is transparent to the calling program. The gethostbyname() call examines the hosts line in /etc/nsswitch.conf (page 495) to determine which files it should examine and/or which services it should query and in what order to obtain the IP address corresponding to a domain name. When it needs to query DNS, the local system (i.e., the DNS client) queries the DNS database by calling the resolver library on the local system. This call returns the required information to the application program.

More Information

DNS for Rocket Scientists is an excellent site that makes good use of links to present information on DNS in a very digestible form. The same information is available in the Pro DNS and BIND book.

Local

Bind Administrator Reference Manual: /usr/share/doc/bind*/Bv9ARM.html or see “Using this JumpStart” on page 868.

Web

DNS for Rocket Scientists: www.zytrax.com/books/dns

BIND: www.isc.org/downloads/BIND

DNS security: www.sans.org/reading_room/whitepapers/dns/security-issues-dns_1069 (downloadable PDF file)

HOWTO

DNS HOWTO

Book

DNS & BIND, fifth edition, by Albitz & Liu, O’Reilly & Associates (June 2006)

Pro DNS and BIND, first edition, by Ron Aitchison, Apress (August 2005)

Setting Up a DNS Server

This section explains how to set up the simplest type of DNS server, a DNS cache. See page 885 for information on setting up other types of DNS servers.

Prerequisites

Install the following packages:

• bind

• bind-utils (installed by default)

• system-config-bind (Fedora), optional, page 867)

• named-chroot (optional, used to set up BIND to run in a chroot jail, page 883)


Tip: Before you set up a BIND server
Before you configure a BIND server, set up a static IP address for the server system. See “Configuring a Static IP Address for a Wired NIC” on page 641 for instructions.



Enable and start named

Run systemctl to cause the named service (named daemon) to start each time the system enters multiuser mode and then start the named service. Use the systemctl status command to make sure the service is running.

Click here to view code image

# systemctl enable named.service
# systemctl start named.service

After changing the BIND configuration on an active server, you can use reload in place of start to reload named configuration files without disturbing clients connected to the server. Although it will interrupt clients, restart generates better error messages than reload: After giving the command systemctl restart named, look in /var/log/messages for information about loading zone files, updated serial numbers, and so on.

Enable and start named-chroot

If you want to run named in a chroot jail as explained on page 883, run systemctl to cause the named-chroot service to start each time the system enters multiuser mode and then start the named-chroot service. Use the systemctl status command to make sure the service is running.

Click here to view code image

# systemctl enable named-chroot.service
# systemctl start named-chroot.service

Notes

Terms: DNS and named

The name of the DNS server is named. This chapter uses “DNS” and “named” interchangeably.

Firewall

A named server normally accepts queries on TCP and UDP port 53. If the server is running a firewall or is behind a firewall, you need to open these ports. Give the following commands to open the ports each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.
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# firewall-cmd --add-port=53/tcp
# firewall-cmd --permanent --add-port=53/tcp
# firewall-cmd --add-port=53/udp
# firewall-cmd --permanent --add-port=53/udp

SELinux

According to the Fedora/RHEL named man page, the default Fedora/RHEL SELinux policy for named is very secure and prevents known BIND security vulnerabilities from being exploited. This setup has some limitations, however. Refer to the named man page for more information.

If the system is running SELinux with a targeted policy and you want to modify the SELinux named settings, you must turn on one or more of the SELinux settings under the Name Service clause as displayed by system-config-selinux (page 475).

chroot jail

The named-chroot package sets up named to run in a chroot jail. With this package installed, all files that control BIND are located within this jail.

named options

See the comments in the /etc/sysconfig/named file for information about named options that you can set there. One of the most important of these options sets the value of the ROOTDIR variable that controls the location of the chroot jail (page 883) that BIND runs in.

named.conf

The Fedora/RHEL named daemon obtains configuration information from the file named /etc/named.conf (page 875).

Error messages

In some situations named generates error messages regarding files it cannot find. These messages generally appear in /var/log/messages. To eliminate these messages, you can try creating an empty file with the name specified in the log. For example, if named generates the message

Click here to view code image

managed-keys.bind failed: file not found

give these commands to create the file and make named the owner of the file:

Click here to view code image

# touch /var/named/managed-keys.bind
# chown named:named /var/named/managed-keys.bind

Restart named and see if it still generates the error. You can safely ignore the working directory is not writable error message.

[image: ] JumpStart I: Setting Up a DNS Cache

As explained earlier, a DNS cache is a bridge between a resolver and authoritative DNS servers: It is not authoritative but simply stores the results of its queries in memory. Most ISPs provide a DNS cache for the use of their customers. Setting up a local cache can reduce the traffic between the LAN and the outside world, thereby improving response times. While it is possible to set up a DNS cache on each system on a LAN, setting up a single DNS cache on a LAN prevents multiple systems on the LAN from having to query a remote server for the same information.

After installing BIND (the bind package), you have most of a caching-only nameserver ready to run. Refer to “Setting Up a DNS Cache” on page 875 for an explanation of which files this nameserver uses and how it works.

ifcfg-eth0 and resolv.conf

Before you start the DNS cache, set up a static IP address for the server system; see page 641 for instructions.

Next, modifty the /etc/sysconfig/network-scripts/ifcfg-eth0 file, or whichever ifcfg-* file the server uses, to make localhost (127.0.0.1) the primary nameserver. To do so, change the current primary nameserver to be the secondary nameserver. This change makes room for the local DNS cache to be the primary nameserver. To make this change, change the 1 to a 2 in the existing line that starts with DNS1 in the ifcfg-* file. If the file specifies additional nameservers, demote each (change DNS2 to DNS3, etc.) For example, if the ifcfg-eth0 file has the line DNS1=192.0.32.10, change it to DNS2=192.0.32.10. If no line with DNS1 exists, you do not have to change anything. In all cases, add the following line to the same file:

DNS1=127.0.0.1

This line tells the resolver to use the local system (localhost or 127.0.0.1) as the primary nameserver. To experiment with using the local system as the only nameserver, comment out other DNS lines in the ifcfg-* file by preceding each with a hashmark (#).

In some cases you might need to comment out the three lines that start with dnssec (put a hash mark [#] at the left end of the line) and add a forwarders line (page 873) that points to a remote DNS server in the options clause.

The last step is to start or restart the named service using systemctl (page 864). Restarting this service overwrites the /etc/resolv.conf file (page 510) with the new nameserver information.

Once you have started or restarted named, you can see the effect of the local cache by using dig to look up the IP address of a remote system:
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$ dig www.sobell.com
...
;; QUESTION SECTION:
;www.sobell.com.                        IN      A


;; ANSWER SECTION:
www.sobell.com.         14400   IN      CNAME   sobell.com.
sobell.com.             14400   IN      A       216.38.53.176
...
;; Query time: 84 msec
;; SERVER: 216.38.53.176#53(216.38.53.176)
;; WHEN: Fri Oct 18 13:36:21 2013
;; MSG SIZE  rcvd: 141

The fourth line from the bottom of the preceding example shows this query took 84 milliseconds (a little less than one-tenth of a second). The third line from the bottom of the same example shows the IP address of the DNS server that dig queried. When you run the same query again, it runs more quickly because the DNS cache has saved the information locally in memory. This time dig shows the time of the query as 1 millisecond and the DNS server as 127.0.0.1:

Click here to view code image

$ dig www.sobell.com
...
;; Query time: 1 msec
;; SERVER: 127.0.0.1#53(127.0.0.1)
;; WHEN: Fri Oct 18 13:36:23 2013
...


Tip: If the DNS cache does not improve the query time
If the DNS cache does not improve the query time, you might already be using a DNS cache provided by your ISP. Try specifying a different secondary nameserver in ifcfg-*. Alternately, you can try using a public DNS server; see the lists of servers at code.google.com/speed/public-dns, www.tech-faq.com/public-dns-servers.html, and www.opennicproject.org/publictier2servers.



JumpStart II: Setting Up a Domain Using system-config-bind (Fedora)

The BIND Configuration GUI window (Figure 24-6) enables you to set up a DNS server. To display this window, give the command system-config-bind from a terminal emulator or an Enter a Command window (ALT-F2).
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Figure 24-6 The BIND Configuration GUI window

If /etc/named.conf does not exist, system-config-bind displays a dialog box that informs you it is installing a default configuration. Click OK.


Tip: Using this JumpStart
The system-config-bind utility is a complex tool you might find helpful for setting up BIND. Run this utility and click Help[image: ]Manual on the menubar to display the Fedora/RHEL manual for this utility. Click Help[image: ]ISC ARM to display the BIND 9 Administrator Reference Manual. You might want to experiment with this utility after you have set up one of the servers described at the end of this chapter, as its configuration information might make more sense after you go through the process of manually configuring BIND.
This section explains how to use system-config-bind but does not go into detail about what each of the files and settings does; that information is covered elsewhere in this chapter.



Notes

Each zone file that system-config-bind creates has a filename extension of .db.

Because the windows displayed by system-config-bind contain a lot of information, you might find it helpful to expand or maximize these windows so that you can view the information more easily.

Using the BIND Configuration GUI Window

Right-click an object (line) in the BIND Configuration GUI window to display a pop-up context menu. This menu always has an Edit selection, which displays a window in which you can edit information pertaining to the object you clicked. You can display the same window by double-clicking the object or by highlighting the object and clicking Properties on the toolbar. This pop-up menu also always has an Add selection that displays a submenu with choices appropriate to the object you are working with. Figure 24-7 shows the pop-up menu for the DNS Server object along with the Add submenu.
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Figure 24-7 The BIND Configuration GUI window with a right-click menu

In the BIND Configuration GUI window, a plus sign (+) at the left end of a line indicates that the object holds other objects. Click a plus sign so that it turns into a minus sign (–) to expand an entry. Click a minus sign to collapse an entry.

Setting Up a Domain Server

Highlight DNS Server in the BIND Configuration GUI window and click New[image: ]Zone on the toolbar (or right-click and select Add[image: ]Zone) to add a new zone (page 855) and its associated nameserver. In response, system-config-bind displays the first New Zone window (Figure 24-8), which allows you to specify information about the zone you are setting up. With the Class combo box displaying IN Internet, click OK under this box.
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Figure 24-8 The first New Zone window

Next select the origin type from the combo box under Origin Type. The most common choices are Forward or IPV4 Reverse. Click OK under this box. Assuming you selected a forward zone, the Forward Zone Origin text box replaces the origin type information. Enter the domain name of the zone, including a trailing period, in the text box.

Finally select the type of zone you want to set up by clicking the combo box in the Zone Type frame. You can select from master, slave, forward, hint, and other types of zones. Refer to “Servers” on page 856 and type on page 874 for information on types of zones.

After you make your selections and click OK, system-config-bind displays the second New Zone window (Figure 24-9 on the next page). This window enables you to set up SOA information for the zone. Refer to “SOA” on page 859 for information about the fields in the SOA record, including the serial number and the various times (refresh intervals). In this window, the authoritative (primary) nameserver (page 856) defaults to the local system and the email address of the person responsible for the zone defaults to root on the local system. If you enter names that do not end with a period in these text boxes, system-config-bind appends the domain name of the zone to the name you have entered. Change the values in this window as necessary. All zone files that system-config-bind creates have a filename extension of .db by default. The default filename for the zone file is the name of the domain you are setting up with an extension of .db. Click OK to close the window when you are done making changes.
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Figure 24-9 The second New Zone window

After you add a new zone, the information about this zone appears in the BIND Configuration GUI window (Figure 24-6, page 867). Click Save on the toolbar to save the changes you made before you close the window.

To view information about the new zone, you can expand the object that holds the name of the new zone. You can further expand the Zone Authority Information and Name Server objects that appear when you expand the new zone object. Right-click any object to add to or modify the information in the object or to delete the object.

Adding Resource Records

You can add any of an extensive list of resource records to a domain. Right-click the object representing the domain you just added to display a pop-up menu. Slide the mouse pointer over Add to display the domain Add menu (Figure 24-10). The uppercase letters at the left end of each selection specify the type of resource record (page 857) the selection adds to the domain. Following are some of the choices available on this menu:
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Figure 24-10 The domain Add drop-down menu

• A                 IPv4 Address record (page 858)

• CNAME     Alias record (page 858)

• MX             Mail Exchange record (page 859)

• NS              Nameserver record (page 859)

• TXT            Text record (page 860)

To add a reverse zone (a PTR record [page 859]), add a new zone as before, but this time select IPv4 (or IPv6) Reverse as the origin type. For more information refer to “Reverse Name Resolution” on page 862.

Click Save when you are done, close the BIND Configuration GUI window, and start or restart the named daemon as explained on page 864.

Configuring a DNS Server

This section discusses the /etc/bind/named.conf file, zone files, implementation of a DNS cache, DNS glue records, transaction signatures (TSIGs), and running BIND in a chroot jail.

named.conf: The named Configuration File

Configuration information for named is kept in /etc/named.conf. By default, the zone files reside in /var/named. If you are running named in a chroot jail (page 883), these files are also available as /var/named/chroot/etc/named.conf and /var/named/chroot/var/named.

IP-list

In the descriptions in this section, IP-list is a semicolon-separated list of IP addresses, where each IP address is optionally followed by a slash and a network mask length (page 483). Prefix an IP-list with an exclamation point (!) to negate it. Builtin names you can use in IP-list include any, none, and localhost; these names must be enclosed within double quotation marks. The localhost builtin name refers to all IP addresses on the local system, not just 127.0.0.1.

Comments

Within named.conf, specify a comment by preceding it with a hashmark (#) as in a Perl or shell program, preceding it with a double slash (//) as in a C++ program, or enclosing it between /* and */ as in a C program. Within a zone file, a comment starts with a semicolon (;).

Included Files

An include statement within the named.conf file includes the file named as its argument as though its contents appeared inline in the named.conf file. The default named.conf file includes the /etc/named.rfc1912.zones and /etc/named.root.key files.

Options Clause

Option statements can appear in two sections of named.conf: Options and Zone. Option statements within the Options clause apply globally. When an option statement appears in a Zone clause, the option applies to the zone and, within that zone, overrides a corresponding global option.

An Options clause starts with the keyword options and continues with a pair of braces surrounding one or more statements. Following is a list of some option statements. Statements that can appear only in an Options clause and statements that cannot appear in a View clause (page 890) are so noted.

allow-query {IP-list}

Allows queries from IP-list only. Without this option, the server responds to all queries.

allow-recursion {IP-list}

Specifies systems for which this server will perform recursive queries (page 856). For systems not in IP-list, the server performs iterative queries only. Without this option, the server performs recursive queries for any system. This statement might be overridden by the recursion statement.

allow-transfer {IP-list}

Specifies systems that are allowed to perform zone transfers from this server. Specify an IP-list of "none" (include the quotation marks) to prevent zone transfers. For a more secure network, include only trusted systems in IP-list because systems on the list can obtain a list of all systems on the network.

directory path

Specifies the absolute pathname of the directory containing the zone files. Under Fedora/RHEL, this directory is initially /var/named. Relative pathnames specified in named.conf are relative to this directory. Options clause only; not in View clause.

forward ONLY|FIRST

ONLY forwards all queries and fails if it does not receive an answer. FIRST forwards all queries and, if a query does not receive an answer, attempts to find an answer using additional queries. Valid with the forwarders statement only.

forwarders {IP [port] [; ...]}

Specifies IP addresses and optionally port numbers that queries are forwarded to. See the forward statement.

notify YES|NO

YES sends a message to slave servers for the zone when zone information changes. Master servers only. See page 890.

recursion YES|NO

YES (default) provides recursive queries (page 856) if the client requests. NO provides iterative queries only (page 856). An answer is always returned if it appears in the server’s cache. This statement overrides allow-recursion statements. Options clause only.

Zone Clause

A Zone clause defines a zone and can include any of the statements listed for the Options clause except as noted. A Zone clause is introduced by the keyword zone, the name of the zone enclosed within double quotation marks, and the class (always IN). The body of the Zone clause consists of a pair of braces surrounding one or more Zone statements. See the listing of named.rfc1912.zones on page 877 for examples of Zone clauses. Following is a list of some Zone statements.

allow-update {IP-list}

Specifies systems that are allowed to update this zone dynamically. This statement might be useful when hosting a master DNS server for a domain owned by someone other than the local administrator because it allows a remote user to update the DNS entry without granting the user access to the server.

file filename

Specifies the zone file—the file that specifies the characteristics of the zone. The filename is relative to the directory specified by the directory statement in the Options clause. The file statement is mandatory for master and hint zones. Including it for slave zones is a good idea (see type).

masters (IP-list)

Specifies systems that a slave zone can use to update zone files. Slave zones only.

type ztype

Specifies the type of zone defined by this clause. Choose ztype from the following list:

• forward—Specifies a forward zone, which forwards queries directed to this zone. See the forward and/or forwarders statements in the Options clause.

• hint—Specifies a hint zone. A hint zone lists root servers that the local server queries when it starts and when it cannot find an answer in its cache.

• master—Specifies the local system as a primary master server (page 856) for this zone.

• slave—Specifies the local system as a slave server (page 856) for this zone.

Zone Files

Zone files define zone characteristics. The name of the zone is typically specified in named.conf. In contrast to named.conf, zone files use periods at the ends of domain names. See page 878 for example zone files. To improve security, master and hint zone files should be kept in /var/named, which is owned by root and is not writable by processes running with a UID of named. Slave zone files should be kept in /var/named/slaves, which is owned by named and is writable by processes running with a UID of named. This configuration enables SELinux to offer better security. When you set up a chroot jail, the slaves directory is not put in the jail. Both of these setups ensure that master and hint zone files cannot be updated by dynamic DNS updates or by zone transfers. See the named man page for more information.

Time Formats

All times in BIND files are given in seconds, unless they are followed by one of these letters (uppercase or lowercase): S (seconds), M (minutes), H (hours), D (days), or W (weeks). You can combine formats. For example, the time 2h25m30s means 2 hours, 25 minutes, and 30 seconds and is the same as 8,730 seconds.

Domain Qualification

An unqualified domain in a zone file is assumed to be in the current zone (the zone defined by the zone file and named by the named.conf file that refers to the zone file). The name zach in the zone file for myzone.com, for example, would be expanded to the FQDN zach.myzone.com.. Use an FQDN (include the trailing period) to specify a domain that is not in the current zone. Any name that does not end with a period is regarded as a subdomain of the current zone.

Zone Name

Within a zone file, an at sign (@) is replaced with the zone name specified by the $ORIGIN directive (next). If there is no $ORIGIN directive in the zone file, an at sign is replaced with the zone name specified by the Zone clause in the named.conf file that refers to the zone file. For documentation and clarity, it is common practice to put an $ORIGIN directive near the top of all zone files, even if the $ORIGIN matches the zone name in named.conf. The zone name is also referred to as the origin.

Zone File Directives

The following directives can appear within a zone file. Each directive is identified by a leading dollar sign. The $TTL directive is mandatory and must be the first entry in a zone file.

$TTL

Defines the default time to live for all resource records in the zone. This directive must appear in a zone file before any resource records it applies to. Any resource record can include a TTL value that overrides this value, except for the resource record in the root zone (.).

$ORIGIN

Changes the zone name from that specified in the named.conf file. This name, or the zone name if this directive does not appear in the zone file, replaces an @ sign in the Name field of a resource record.

$INCLUDE

Includes a file as though it were part of the zone file. The scope of an $ORIGIN directive within an included file is the included file. That is, an $ORIGIN directive within an included file does not affect the file that holds the $INCLUDE directive.

Setting Up a DNS Cache

You install a DNS cache (also called a resolving, caching nameserver) when you install the bind package. The section “JumpStart I: Setting Up a DNS Cache” (page 866) explains how to run this server. This section describes how the files provided by Fedora/RHEL implement this server.

named.conf: The named Configuration File

The default /etc/named.conf file follows.
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# cat /etc/named.conf//
// named.conf
//
// Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
// server as a caching only nameserver (as a localhost DNS resolver only).
//
// See /usr/share/doc/bind*/sample/ for example named configuration files.
//


options {
         listen-on port 53 { 127.0.0.1; };
         listen-on-v6 port 53 { ::1; };
         directory       "/var/named";
         dump-file       "/var/named/data/cache_dump.db";
         statistics-file "/var/named/data/named_stats.txt";
         memstatistics-file "/var/named/data/named_mem_stats.txt";
         allow-query     { localhost; };
         recursion yes;


dnssec-enable yes;
         dnssec-validation yes;
         dnssec-lookaside auto;


/* Path to ISC DLV key */
         bindkeys-file "/etc/named.iscdlv.key";


managed-keys-directory "/var/named/dynamic";
};


logging {
         channel default_debug {
                 file "data/named.run";
                 severity dynamic;
        };
};


zone "." IN {
        type hint;
        file "named.ca";
};


include "/etc/named.rfc1912.zones";
include "/etc/named.root.key";

Options clause

The first two lines of the Options clause instruct named to listen on port 53 (the default named port) on the local system for incoming queries. The directory statement specifies the directory that all relative pathnames in this file are relative to. Specifically, the files named in the Zone clauses (of the included named.rfc1912.zones file) are in the /var/named directory. If you are running named in a chroot jail, this directory is located under /var/named/chroot (page 883). The file also specifies the locations of the dump-file (cache dump), statistics-file (statistics file), and memstatistics-file (memory statistics file). The allow-query statement specifies the IP addresses that are allowed to query the server. This file specifies that only localhost can query the server. The recursion statement specifies that this server perform recursive queries. The dnssec statements implement DNSSEC (DNS Security Extensions), which adds security to DNS.

Logging section

The Logging section causes debugging messages to be sent to data/named.run. For more information refer to “Logging” on page 887.

Zone clause

The Zone clause specifies the hint zone, whose name is a period. This zone specifies that when the server starts or when it does not know which server to query, it should look in the /var/named/named.ca (ca stands for cache) file to find the addresses of authoritative servers for the root domain.

Include statement

The include statements incorporate /etc/named.rfc1912.zones (specifies additional zones; next section) and /etc/named.root.key (provides the DNS key for the root zone) as though they were present in this file.

named.rfc1912.zones: The Zone Configuration File

The /etc/named.rfc1912.zones file, which the named.conf file incorporates with an include statement, holds five Zone clauses. The comments in this file are out-of-date.
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# cat /etc/named.rfc1912.zones
// named.rfc1912.zones:
//
// Provided by Red Hat caching-nameserver package
//
// ISC BIND named zone configuration for zones recommended by
// RFC 1912 section 4.1 : localhost TLDs and address zones
// and http://www.ietf.org/internet-drafts/draft-ietf-dnsop-default-local-zones-02.txt
// (c)2007 R W Franks
//
// See /usr/share/doc/bind*/sample/ for example named configuration files.
//


zone "localhost.localdomain" IN {
        type master;
        file "named.localhost";
        allow-update { none; };
};


zone "localhost" IN {
        type master;
        file "named.localhost";
        allow-update { none; };
};


zone "1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa" IN {
        type master;
        file "named.loopback";
        allow-update { none; };
};


zone "1.0.0.127.in-addr.arpa" IN {
        type master;
        file "named.loopback";
        allow-update { none; };
};


zone "0.in-addr.arpa" IN {
        type master;
        file "named.empty";
        allow-update { none; };
};

Zone clauses

Each of the five Zone clauses has an allow-update statement that specifies dynamic updates of the zone are not allowed. All filenames in the named.rfc1912.zones file are relative to /var/named, the directory specified by the directory statement in the Options section of named.conf.

• localhost.localdomain—Specifies that localhost.localdomain points to 127.0.0.1, preventing the local server from looking upstream for this information.

• localhost—Sets up the normal server on the local system.

• 1.0 ... 0.0.ip6.arpa—Sets up IPv6 reverse name resolution.

• 1.0.0.127.in-addr.arpa—Sets up IPv4 reverse name resolution.

• 0.in-addr.arpa—Specifies that IP addresses that start with 0 have their reverse lookup handled by the local server, preventing the local server from looking upstream for this information.

Zone Files

There are four zone files in /var/named:

The root zone: named.ca

The hint zone file, named.ca (named cache), is an edited copy of the output of a query of the root domain (dig +bufsize=1200 +norec @a.root-servers.net). This information does not change frequently. See ftp://ftp.internic.net/domain/named.cache for more information. The named.ca file specifies authoritative servers for the root domain. The DNS server initializes its cache from this file and can determine an authoritative server for any domain from this information.

The root zone is required only for servers that answer recursive queries: If a server responds to recursive queries, it needs to perform a series of iterative queries starting at the root domain. Without the root domain hint file, it would not know where to find the root domain servers.
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# cat /var/named/named.ca
; <<>> DiG 9.9.2-P1-RedHat-9.9.2-6.P1.fc18 <<>> +bufsize=1200 +norec @a.root-servers.net
; (2 servers found)
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25828
;; flags: qr aa; QUERY: 1, ANSWER: 13, AUTHORITY: 0, ADDITIONAL: 23


;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; QUESTION SECTION:
;.                              IN      NS


;; ANSWER SECTION:
.                       518400  IN      NS      a.root-servers.net.
.                       518400  IN      NS      b.root-servers.net.
.                       518400  IN      NS      d.root-servers.net.
...
 ;; ADDITIONAL SECTION:
a.root-servers.net.     3600000 IN      A       198.41.0.4
a.root-servers.net.     3600000 IN      AAAA    2001:503:ba3e::2:30
b.root-servers.net.     3600000 IN      A       192.228.79.201
c.root-servers.net.     3600000 IN      A       192.33.4.12
d.root-servers.net.     3600000 IN      A       199.7.91.13
...
;; Query time: 78 msec
;; SERVER: 198.41.0.4#53(198.41.0.4)
;; WHEN: Mon Jan 28 15:33:31 2013
;; MSG SIZE  rcvd: 699

named.empty

Click here to view code image

# cat /var/named/named.empty
$TTL 3H
@   IN     SOA     @ rname.invalid. (
                              0       ; serial
                              1D      ; refresh
                              1H      ; retry
                              1W      ; expire
                              3H )    ; minimum
           NS      @
           A       127.0.0.1
           AAAA    ::1

named.localhost

The named.localhost zone file defines the localhost zone, the normal server on the local system. It starts with a $TTL directive and holds four resource records: SOA, NS, A, and AAAA. The $TTL directive in the following file specifies that the default time to live for the resource records specified in this file is one day (1D):
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# cat /var/named/named.localhost
$TTL 1D
@   IN     SOA     @ rname.invalid. (
                              0          ; serial
                              1D         ; refresh
                              1H         ; retry
                              1W         ; expire
                              3H )       ; minimum
            NS     @
            A      127.0.0.1
            AAAA   ::1

As explained earlier, the @ stands for the origin (the name of the zone), which is localhost, as specified in named.rfc1912.zones. The last three lines are the NS resource record that specifies the nameserver for the zone as localhost (@), the A resource record that specifies the IPv4 address of the host as 127.0.0.1, and the AAAA resource record that specifies the IPv6 address of the host as ::1. Because these three records have blank Name fields, each inherits this value from the preceding resource record—in this case, @.

named.loopback

The named.loopback zone file provides information about the 1.0.0.127.in-addr.arpa reverse lookup zone and the equivalent IPv6 zone. It follows the same pattern as the localhost zone file, with one exception: In addition to the A resource record, this file has a PTR record that provides the name the zone associates with the IP address (localhost):
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# cat /var/named/named.loopback
$TTL   1D
@      IN      SOA    @ rname.invalid. (
                             0               ; serial
                             1D              ; refresh
                             1H              ; retry
                             1W              ; expire
                             3H )            ; minimum
       NS      @
       A       127.0.0.1
       AAAA    ::1
       PTR     localhost.

Once named is started (page 864), you can use the tests described under “Troubleshooting” on page 884 to make sure the server is working.

DNS Glue Records

It is common practice to put the nameserver for a zone inside the zone it serves. For example, you might put the nameserver for the zone starting at site1.example.com (Figure 24-3, page 855) in ns.site1.example.com. When a DNS cache tries to resolve www.site1.example.com, the authoritative server for example.com gives it the NS record pointing to ns.site1.example.com. In an attempt to resolve ns.site1.example.com, the DNS cache again queries the authoritative server for example.com, which points back to ns.site1.example.com. This loop does not allow ns.site1.example.com to be resolved.

The simplest solution to this problem is to prohibit any nameserver from residing inside the zone it points to. Because every zone is a child of the root zone, this solution means every domain would be served by the root server and would not scale at all.

A better solution is to use glue records. A glue record is an A record for a nameserver that is returned in addition to the NS record when an NS query is performed. Because the A record provides an IP address for the nameserver, it does not need to be resolved and does not create the problematic loop.

The nameserver setup for google.com illustrates the use of glue records. When you query for NS records for google.com, DNS returns four NS records. In addition, it returns four A records that provide the IP addresses for hosts that the NS records point to:
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$ dig -t NS google.com
...
;; QUESTION SECTION:
;google.com.                    IN      NS


;; ANSWER SECTION:
google.com.             5       IN      NS      ns4.google.com.
google.com.             5       IN      NS      ns1.google.com.
google.com.             5       IN      NS      ns2.google.com.
google.com.             5       IN      NS      ns3.google.com.


;; ADDITIONAL SECTION:
ns4.google.com.         5       IN      A       216.239.38.10
ns1.google.com.         5       IN      A       216.239.32.10
ns2.google.com.         5       IN      A       216.239.34.10
ns3.google.com.         5       IN      A       216.239.36.10
...

You can create a glue record by providing an A record for the nameserver inside the delegating domain’s zone file:
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site1.example.com               IN      NS      ns.site1.example.com
ns.site1.example.com            IN      A       1.2.3.4

TSIGs: Transaction Signatures

Interaction between DNS components is based on the query–response model: One part queries another and receives a reply. Traditionally a server determines whether and how to reply to a query based on the client’s IP address. IP spoofing (page 1256) is relatively easy to carry out, making this situation less than ideal. Recent versions of BIND support transaction signatures (TSIGs), which allow two systems to establish a trust relationship by using a shared secret key.

TSIGs provide an additional layer of authentication between master and slave servers for a zone. When a slave server is located at a different site than the master server (as it should be), a malicious person operating a router between the sites can spoof the IP address of the master server and change the DNS data on the slave (a man-in-the-middle scenario). With TSIGs, this person would need to know the secret key to change the DNS data on the slave.

Creating a Secret Key


Tip: If dnssec-keygen hangs
Running dnssec-keygen can cause the system to hang for a long time if there is not enough entropy. This problem is common on virtual systems. You can create entropy and free the system by moving the mouse, typing on the keyboard, or copying files. Alternately, you can read from /dev/urandom (page 504):
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$ dnssec-keygen -r /dev/urandom -a hmac-md5 -b 512 -n HOST keyname

A secret key is an encoded string of up to 512 bits. The dnssec-keygen utility, which is included with BIND, generates this key. The following command, which might take a while to run, generates a 512-bit random key using MD5, a one-way hash function (page 1264):
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$ dnssec-keygen -a hmac-md5 -b 512 -n HOST keyname
Kkeyname.+157+47586

In the preceding command, replace keyname with a string that is unique yet meaningful. This command creates a key in a file whose name is similar to the string Kkeyname.+157+47586.private, where keyname is replaced by the name of the key, +157 indicates the algorithm used, and +47586 is a hash of the key. If you run the same command again, the hash part will be different.

The key file is not used directly. Use cat with an argument of the private filename to display the algorithm and key information you will need in the next step:
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$ cat Kkeyname.+157+47586.private
Private-key-format: v1.3
Algorithm: 157 (HMAC_MD5)
Key: uNPDouqVwR7fvo/zFyjkqKbQhcTd6Prm...
...

Using the Shared Secret

The next step is to tell the nameservers about the shared secret by inserting the following code in the /etc/named.conf file on both servers. This code is a top-level clause in named.conf; insert it following the Options clause:
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key keyname {
    algorithm "hmac-md5";
    secret "uNPDouqVwR7fvo/zFyjkqKbQhcTd6Prm...";
};

The keyname is the name of the key you created. The algorithm is the string that appears within parentheses in the output of cat, above. The secret is the string that follows Key: in the output of cat. You must enclose each string within double quotation marks. Be careful when you copy the key; although it is long, you must not break it into multiple lines.

Because key names are unique, you can insert any number of Key clauses into named.conf. To keep the key a secret, make sure users other than root cannot read it: Either give named.conf permissions such that no one except root has access to it or put the key in a file that only root can read and incorporate it in named.conf using an include statement.

Once both servers know about the key, use a server statement in named.conf to tell them when to use it:
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server 1.2.3.4 {
# 1.2.3.4 is the IP address of the other server using this key
    keys {
        "keyname";
    };
};

Each server must have a Server clause, each containing the IP address of the other server. The servers will now communicate with each other only if they first authenticate each other using the secret key.

Running BIND in a chroot Jail

To increase security, you can run BIND in a chroot jail. See page 487 for information about the security advantages of, and ways to set up, a chroot jail. See also the note about SELinux on page 865 and the named man page for information about BIND, SELinux, and chroot jails. When you start the named-chroot service (page 865; part of the named-chroot package), it sets up BIND to run in a chroot jail, creating a directory named /var/named/chroot that takes the place of the root directory (/) for all BIND files.

While named-chroot and named are running, all files that control BIND are mounted (available) in two places. For example, the /var/named directory is also mounted at /var/named/chroot/var/named:
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# ls -li /var/named /var/named/chroot/var/named
2102980 drwxr-x---. 7 root  named 4096 06-28 16:08 chroot
2102072 drwxrwx---. 2 named named 4096 06-28 16:17 data
2102968 drwxrwx---. 2 named named 4096 06-28 16:22 dynamic
2102971 -rw-r-----. 1 root  named 2076 01-28 06:38 named.ca
2102972 -rw-r-----. 1 root  named  152 2009-12-15  named.empty
2102973 -rw-r-----. 1 root  named  152 2007-06-21  named.localhost
2102974 -rw-r-----. 1 root  named  168 2009-12-15  named.loopback
2102975 drwxrwx---. 2 named named 4096 06-05 01:31 slaves


/var/named/chroot/var/named:
2102980 drwxr-x---. 7 root  named 4096 06-28 16:08 chroot
2102072 drwxrwx---. 2 named named 4096 06-28 16:17 data
2102968 drwxrwx---. 2 named named 4096 06-28 16:22 dynamic
2102971 -rw-r-----. 1 root  named 2076 01-28 06:38 named.ca
2102972 -rw-r-----. 1 root  named  152 2009-12-15  named.empty
2102973 -rw-r-----. 1 root  named  152 2007-06-21  named.localhost
2102974 -rw-r-----. 1 root  named  168 2009-12-15  named.loopback
2102975 drwxrwx---. 2 named named 4096 06-05 01:31 slaves

Similarly, /etc/named.conf is also mounted at /var/named/chroot/etc/named.conf:
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# ls -li /etc/named.conf /var/named/chroot/etc/named.conf
1969014 -rw-r-----. 1 root named 1540 05-03 03:26 /etc/named.conf
1969014 -rw-r-----. 1 root named 1540 05-03 03:26 /var/named/chroot/etc/named.conf

When you stop the named-chroot service, it unmounts the second copy of the files:
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# systemctl stop named-chroot.service
# ls -li /etc/named.conf /var/named/chroot/etc/named.conf
ls: cannot access /var/named/chroot/etc/named.conf: No such file or directory
1969014 -rw-r-----. 1 root named 1540 05-03 03:26 /etc/named.conf


Optional
The named-chroot service uses the mount ––bind option to remount part of a directory hierarchy (which can be a single file) in another location. This option allows you to do what you cannot do with hard links: access a directory hierarchy from another location in a filesystem. It also bypasses some of the limitations of symbolic links, including permissions issues. However, it does not create another link to a file—see the preceding listing for named.conf: The links count (page 192) to each file is 1. See the mount man page for more information.



Troubleshooting

When you start a DNS cache, the /var/log/messages file contains lines similar to the following:
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# cat /var/log/messages
...
17:00:51 guava systemd[1]: Starting Berkeley Internet Name Domain (DNS)...
17:00:52 guava named-checkconf[2003]: zone localhost.localdomain/IN: loaded serial 0
17:00:52 guava named-checkconf[2003]: zone localhost/IN: loaded serial 0
17:00:52 guava named-checkconf[2003]: zone 1.0.0.127.in-addr.arpa/IN: loaded serial 0
17:00:52 guava named-checkconf[2003]: zone 0.in-addr.arpa/IN: loaded serial 0
17:00:52 guava named[2008]: starting BIND 9.9.3-rl.156.01-P1-RedHat-...P1.fc19 -u named
17:00:52 guava named[2008]: adjusted limit on open files from 4096 to 1048576
17:00:52 guava named[2008]: found 1 CPU, using 1 worker thread
17:00:52 guava named[2008]: using 1 UDP listener per interface
17:00:52 guava named[2008]: using up to 4096 sockets
17:00:52 guava named[2008]: loading configuration from '/etc/named.conf'
17:00:52 guava named[2008]: reading built-in trusted keys from '/etc/named.iscdlv.key'
17:00:52 guava named[2008]: using default UDP/IPv4 port range: [1024, 65535]
17:00:52 guava named[2008]: using default UDP/IPv6 port range: [1024, 65535]
17:00:52 guava named[2008]: listening on IPv4 interface lo, 127.0.0.1#53
17:00:52 guava named[2008]: listening on IPv6 interface lo, ::1#53
17:00:52 guava named[2008]: generating session key for dynamic DNS
17:00:52 guava named[2008]: sizing zone task pool based on 6 zones
17:00:52 guava named[2008]: using built-in DLV key for view _default
17:00:52 guava named[2008]: automatic empty zone: 125.100.IN-ADDR.ARPA
17:00:52 guava named[2008]: automatic empty zone: 126.100.IN-ADDR.ARPA
17:00:52 guava named[2008]: automatic empty zone: 255.255.255.255.IN-ADDR.ARPA
17:00:52 guava named[2008]: automatic empty zone: D.F.IP6.ARPA
17:00:52 guava named[2008]: automatic empty zone: 8.E.F.IP6.ARPA
17:00:52 guava named[2008]: automatic empty zone: 9.E.F.IP6.ARPA
17:00:52 guava named[2008]: automatic empty zone: A.E.F.IP6.ARPA
17:00:52 guava named[2008]: automatic empty zone: B.E.F.IP6.ARPA
17:00:52 guava named[2008]: automatic empty zone: 8.B.D.0.1.0.0.2.IP6.ARPA
17:00:52 guava named[2008]: command channel listening on 127.0.0.1#953
17:00:52 guava named[2008]: command channel listening on ::1#953
17:00:52 guava named[2008]: managed-keys-zone: journal is out of date: removing journal
17:00:52 guava named[2008]: managed-keys-zone: loaded serial 3
17:00:52 guava named[2008]: zone 0.in-addr.arpa/IN: loaded serial 0
17:00:52 guava named[2008]: zone 1.0.0.127.in-addr.arpa/IN: loaded serial 0
17:00:52 guava named[2008]: zone localhost.localdomain/IN: loaded serial 0
17:00:52 guava named[2008]: zone localhost/IN: loaded serial 0
17:00:52 guava named[2008]: all zones loaded
17:00:52 guava systemd[1]: Started Berkeley Internet Name Domain (DNS).
17:00:52 guava named[2008]: running

When you create or update DNS information, you can use dig or host to test whether the server works as planned. The most useful part of the output from dig is usually the answer section, which gives the nameserver’s reply to your query:
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$ dig example.com
...
;; ANSWER SECTION:
example.com.            172800  IN      A       192.0.32.10
...

The preceding output shows that the example.com domain has a single A record that points to 192.0.32.10. The TTL of this record, which tells you how long the record can be held in cache, is 172,800 seconds (two days). You can also use dig to query other record types by using the –t option followed by the type of record you want to query for (–t works with host, too):
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$ dig -t MX tldp.com
...
;; ANSWER SECTION:
tldp.com.   5       IN      MX      0 mx1.sub5.homie.mail.dreamhost.com.
tldp.com.   5       IN      MX      0 mx2.sub5.homie.mail.dreamhost.com.
...

If you query for a domain that does not exist, dig returns the SOA record for the authority section of the highest-level domain in your query that does exist:
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$ dig domaindoesnotexist.info
...
;; AUTHORITY SECTION:
info.     900  IN  SOA  a0.info.afilias-nst.info. noc.afilias-nst.info. ...
...

Because it tells you the last zone that was queried correctly, this information can be useful in tracing faults.

TSIGs

If two servers using TSIGs (page 881) fail to communicate, confirm the system clock is set to the same time on both servers. The TSIG authentication mechanism is dependent on the current time. If the clocks on the two servers are not synchronized, TSIG will fail. Consider setting up NTP (page 1264) on the servers to prevent this problem.

Setting Up Different Types of DNS Servers

This section describes how to set up a full-functioned nameserver, a slave server, and a split-horizon server.

A Full-Functioned Nameserver

Because the IP addresses used in this example are part of the private address space (page 1267), you can copy the example and run the server without affecting global DNS. Also, to prevent contamination of the global DNS, each zone has the notify option set to NO. When you build a nameserver that is integrated with the Internet, you will want to use IP addresses that are unique to your installation. You might want to change the settings of the notify statements.

named.conf

The named.conf file in this example limits the IP addresses that named answers queries from and sets up logging.

Click here to view code image

$ cat /etc/named.conf
options {
    directory "/var/named";
    allow-query {127.0.0.1; 192.168.0.0/24;};};


zone "." IN {
    type   hint;
    file   "named.ca";};


zone "0.168.192.in-addr.arpa" IN {
    type   master;
    file   "named.local";
    notify NO;
};


zone "sam.net" IN {
    type   master;
    file   "sam.net";
    notify NO;
};


logging{
    channel "misc" {
        file "/var/log/bind/misc.log" versions 4 size 4m;
        print-time YES;
        print-severity YES;
        print-category YES;
    };
    channel "query" {
        file "/var/log/bind/query.log" versions 4 size 4m;
        print-time YES;
        print-severity NO;
        print-category NO;
    };
    category default {
        "misc";
    };
    category queries {
        "query";
    };
};

The allow-query statement in the Options clause specifies the IP addresses of systems the server answers queries from. You must include the local system as 127.0.0.1 if it will be querying the server. The server is authoritative for the zone sam.net; the zone file for sam.net is /var/named/sam.net.

Logging

Logging is turned on by the Logging clause. Logging is separate from named messages, which go to syslogd. The Logging clause in the preceding example opens two logging channels: one that logs information to /var/log/bind/misc.log and one that logs information to /var/log/bind/query.log. When either of these logs grows to 4 megabytes (size 4m in the file statement), it is renamed by appending .1 to its filename and a new log is started. The numbers at the ends of other, similarly named logs are incremented. Any log that would have a larger number than that specified by the versions keyword (4 in the example) is removed. See logrotate (page 618) for another way to maintain log files.

The print statements determine whether the time, severity, and category of the information are sent to the log; specify each as YES or NO. The category determines what information is logged to the channel. In the previous example, default information is sent to the misc channel and queries are sent to the query channel. Refer to the named.conf man page for more choices.

named.local

The origin for the reverse zone file (named.local) is 0.168.192.in-addr.arpa (as specified in the Zone clause that refers to this file in named.). Following the SOA and NS resource records, the first three PTR resource records equate address 1 in the subnet 0.168.192.in-addr.arpa (192.168.0.1) with the names gw.sam.net., www.sam.net., and ftp.sam.net., respectively. The next three PTR records equate 192.168.0.3 with mark.sam.net., 192.168.0.4 with mail.sam.net., and 192.168.0.6 with ns.sam.net..
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$ cat named.local
; zone "0.168.192.in-addr.arpa"
;
$TTL    3D
@       IN    SOA     ns.sam.net. mgs@sobell.com. (
                             2005110501     ; serial
                             8H             ; refresh
                             2H             ; retry
                             4W             ; expire
                             1D)            ; minimum
         IN   NS      ns.sam.net.
1        IN   PTR     gw.sam.net.
3        IN   PTR     mark.sam.net.
4        IN   PTR     mail.sam.net.
6        IN   PTR     ns.sam.net.

sam.net

The zone file for sam.net takes advantage of many BIND features and includes TXT (page 860), CNAME (page 858), and MX (page 859) resource records. When you query for resource records, named returns the TXT resource record along with the records you requested. The first of the two NS records specifies an unqualified name (ns) to which BIND appends the zone name (sam.net), yielding an FQDN of ns.sam.net. The second nameserver is specified with an FQDN name that BIND does not alter. The MX records specify mail servers in a similar manner and include a priority number at the start of the Data field, where lower numbers indicate preferred servers.
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$ cat sam.net
; zone "sam.net"
;
$TTL   3D
@      IN      SOA     ns.sam.net. mgs@sobell.com. (
                              2013110501         ; serial
                              8H                 ; refresh
                              2H                 ; retry
                              4W                 ; expire
                              1D )               ; minimum


TXT     "Sobell Associates Inc."
               NS      ns         ; Nameserver address (unqualified)
               NS      ns.max.net.; Nameserver address (qualified)
               MX      10 mail    ; Mail exchange (primary/unqualified)
               MX      20 mail.max.net.; Mail exchange (2nd/qualified)


localhost IN   A       127.0.0.1


www    IN      CNAME   ns
ftp    IN      CNAME   ns


gw     IN      A       192.168.0.1
               TXT     "Router"


ns     IN      A       192.168.0.6
               MX      10 mail
               MX      20 mail.max.net.


mark   IN      A       192.168.0.3
               MX      10 mail
               MX      20 mail.max.net.
               TXT     "MGS"


mail   IN      A       192.168.0.4
               MX      10 mail
               MX      20 mail.max.net.

Some resource records have a value in the Name field; those without a name inherit the name from the previous resource record. In a similar manner, the previous resource record might have an inherited name value, and so on. The five resource records following the SOA resource record inherit the @, or zone name, from the SOA resource record. These resource records pertain to the zone as a whole. In the preceding example, the first TXT resource record inherits its name from the SOA resource record; it is the TXT resource record for the sam.net zone (give the command host –t TXT sam.net to display the TXT resource record).

Following these five resource records are resource records that pertain to a domain within the zone. For example, the MX resource records that follow the A resource record with the Name field set to mark are resource records for the mark.sam.net. domain.

The A resource record for localhost is followed by two CNAME resource records that specify www(.sam.net.) and ftp(.sam.net.) as aliases for the nameserver ns.sam.net.. For example, a user connecting to ftp.sam.net will connect to 192.168.0.6. The resource records named gw, ns, mark, and mail are resource records for domains within the sam.net zone.

Log files

Before restarting named, create the directory for the log files and give it permissions and ownership as shown below. If you are running named in a chroot jail, create the bind directory in /var/named/chroot/var/log.
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# mkdir /var/log/bind
# chmod 744 /var/log/bind
# chown named /var/log/bind
# ls -ld /var/log/bind
drwxr--r--. 2 named root 4096 10-19 14:43 /var/log/bind

With the log directory in place, named.conf in /etc (or in /var/named/chroot/etc if you are running named in a chroot jail), named.ca, named.local, and sam.net zone files in /var/named (or in /var/named/chroot/var/named if you are running named in a chroot jail), restart named and check the log files. The file /var/log/messages should show something like the following:
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# cat /var/log/messages
...
15:11:40 guava named[9824]: starting BIND 9.9.3-rl.156.01-P1-RedHat-...P1.fc19 -u named
...
15:11:40 guava named[9824]: loading configuration from '/etc/named.conf'
15:11:40 guava named[9824]: using default UDP/IPv4 port range: [1024, 65535]
15:11:40 guava named[9824]: using default UDP/IPv6 port range: [1024, 65535]
15:11:40 guava named[9824]: listening on IPv4 interface lo, 127.0.0.1#53
...
15:11:40 guava named[9824]: command channel listening on 127.0.0.1#953
15:11:40 guava named[9824]: command channel listening on ::1#953
15:11:40 guava named[9824]: the working directory is not writable

You can safely ignore the working directory is not writable error message. The misc.log file might show errors that do not appear in the messages file:
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# cat /var/log/bind/misc.log
15:11:40.594 general: info: zone 0.168.192.in-addr.arpa/IN: loaded serial 2013110501
15:11:40.596 general: info: zone sam.net/IN: loaded serial 2013110501
15:11:40.596 general: info: managed-keys-zone ./IN: loaded serial 0
15:11:40.600 general: notice: running

See “Error messages” on page 865 if named generates an error message.

A Slave Server

To set up a slave server, copy the /etc/named.conf file from the master server to the slave server, replacing the type master statement with type slave and adding a masters { 1.2.3.4; }; directive. Remove any zones the slave server will not be acting as a slave for, including the root (.) zone, if the slave server will not respond to recursive queries. If necessary, create the /var/log/bind directory for log files as explained at the end of the previous section.

notify statement

Slave servers copy zone information from the primary master server or another slave server. The notify statement specifies whether you want a master server to notify slave servers when information on the master server changes. Set the (global) value of notify in the Options clause or set it within a Zone clause, which overrides a global setting for a given zone. The format is

notify YES | NO | EXPLICIT

YES causes the master server to notify all slaves listed in NS resource records for the zone as well as servers at IP addresses listed in an also-notify statement. When you set notify to EXPLICIT, the server notifies servers listed in the also-notify statement only. NO turns off notification.

When you start named, it copies the zone files to /var/named. If you specify notify YES on the master server, the zone files on the slave server will be updated each time you change the serial field of the SOA resource record in a zone. You must manually distribute changes to /etc/named.conf and included files.

A Split Horizon (DMZ) Server

Assume you want to set up a LAN that provides all of its systems and services to local users on internal systems, which might be behind a firewall, but only certain public services—such as Web, FTP, and mail—to Internet (public) users. A split horizon (also called DMZ) DNS server takes care of this situation by treating queries from internal systems differently from queries from public systems (systems on the Internet).

View clauses

BIND 9 introduced View clauses in named.conf. View clauses facilitate the implementation of a split DNS server. Each view provides a different perspective of the DNS namespace to a group of clients. When there is no View clause, all zones specified in named.conf are part of the implicit default view.

Assume an office has several systems on a LAN and public Web, FTP, DNS, and mail servers. The single connection to the Internet is NATed (page 1262), so it is shared by the local systems and the servers. The system connected directly to the Internet is a router, firewall, and server. This scenario takes advantage of the View clauses in named.conf and supports separate secondary nameservers for local and public users. Although public users need access to the DNS server as the authority on the domain that supports the servers, they do not require the DNS server to support recursive queries. Not supporting recursion for public users limits the load on the DNS server and the Internet connection. For security reasons, public users must not have access to information about local systems other than the servers. Local users should have access to information about local systems and should be able to use the DNS server recursively.

Figure 24-11 shows that the server responds differently to queries from the LAN and from the Internet.
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Figure 24-11 A split horizon DNS server

The firewall-config (page 900) or firewall-cmd utility (page 906) controls which ports on which systems users on internal and external systems can access. DNS controls which systems are advertised to which users.

The named.conf file has four clauses: an Options clause, two View clauses, and a Logging clause. The Options clause specifies that the zone files be located in the /var/named directory. The View clauses specify the characteristics and zones that a resolver is given access to, which depend on the resolver’s address. One zone is for use by the LAN/local users; the other is used by Internet/public users. The Logging clause sets up the misc2.log file for default messages; you must create a /var/log/bind directory as explained under “Log files” (page 889).

There are several ways to specify which clients see a view. The following named.conf file uses match-clients statements:
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$ cat /etc/named.conf
options {
    directory "/var/named";
}; //end options


view "local" IN {                    // start local view
match-clients { 127.0.0.1; 192.168.0.0/24;};
recursion YES;


zone"zach.net" IN {
    type   master;
    file   "local.net";
    notify YES;
};


zone "0.168.192.in-addr.arpa" IN {
     type   master;
     file   "named.local";
     notify YES;
};


zone "." IN {
    type   hint;
    file   "named.ca";
};


};                                    // end local view


view "public" IN {                    // start public view
match-clients { "any";};
recursion NO;


zone"zach.net" IN {
    type   master;
    file   "public.net";
    notify YES;
};


zone "0.168.192.in-addr.arpa" IN {
    type   master;
    file   "named.public";
    notify YES;
};


zone "." IN {
    type   hint;
    file   "named.ca";
};


};                                        // end public view


logging{
    channel "misc" {
        file "/var/log/bind/misc2.log" versions 2 size 1m;
        print-time YES;
        print-severity YES;
        print-category YES;
    };
    category default {
        "misc";
    };
};                                     //end logging

The ordering of View clauses within named.conf is critical because the view that is presented to a client is the first view that the client matches. The preceding named.conf file holds two View clauses: one for local users and one for public users, in that order. Local users are defined to be those on the 192.168.0.0/24 subnet or localhost (127.0.0.1); public users are defined to be any users. If you reversed the order of the View clauses, all users—including local users—would get the view intended for the public and no users would see the local view.

Many statements from the Options clause can be used within View clauses, where they override statements in the (global) Options clause. The recursion statement, which can appear within an Options clause, appears in each View clause. This named.conf file sets up a server that provides recursive answers to queries that originate locally and iterative answers to queries from the public. This setup provides quick, complete answers to local users, limiting the network and processor bandwidth that is devoted to other users while continuing to provide authoritative name service for the local servers.

To make named.conf easier to understand and maintain, zones in different View clauses can have the same name but different zone files. Both the local and public View clauses in the example have zones named zach.net: The public zach.net zone file is named public.net and the local one is named local.net.

The Logging clause is described on page 887.

The zone files defining zach.net are similar to the ones in the previous examples; the public file is a subset of the local one. Following the SOA resource record in both files is a TXT, two NS, and two MX resource records. Next are three CNAME resource records that direct queries addressed to www.zach.net, ftp.zach.net, and mail.zach.net to the system named ns.zach.net. The next four resource records specify two nameserver addresses and two mail servers for the ns.zach.net domain.

The final four resource records appear in the local zach.net zone file and not in the public zone file; they are address (A) resource records for local systems. Instead of keeping this information in /etc/hosts files on each system, you can keep it on the DNS server, where it can be updated easily. When you use DNS instead of /etc/hosts, you must change the hosts line in /etc/nsswitch.conf (page 495) accordingly.
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$ cat local.net
; zach.net local zone file
;
$TTL    3D
@       IN     SOA    ns.zach.net. mgs@sobell.com. (
                              201311118          ; serial
                              8H                 ; refresh
                              2H                 ; retry
                              4W                 ; expire
                              1D )               ; minimum


IN     TXT    “Sobell Associates Inc.”
        IN     NS     ns         ; Nameserver address (unqualified)
        IN     NS     ns.speedy.net.; Nameserver address (qualified)
        IN     MX     10 mail    ; Mail exchange (primary/unqualified)
        IN     MX     20 mail.max.net.; Mail exchange (2nd/qualified)
ns      IN     A      192.168.0.1
mail    IN     A      192.168.0.2


www     IN     CNAME  mail
ftp     IN     CNAME  mail
gw      IN     CNAME  ns


speedy  IN     A      192.168.0.5
grape   IN     A      192.168.0.3
potato  IN     A      192.168.0.4
peach   IN     A      192.168.0.6

The public version of the zach.net zone file follows:
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$ cat public.net
; zach.net public zone file
;
$TTL    3D
@       IN     SOA    ns.zach.net. mgs@sobell.com. (
                              201311118      ; serial
                              8H             ; refresh
                              2H             ; retry
                              4W             ; expire
                              1D )           ; minimum


IN     TXT    “Sobell Associates Inc.”
        IN     NS     ns         ; Nameserver address (unqualified)
        IN     NS     ns.speedy.net.; Nameserver address (qualified)


IN     MX     10 mail; Mail exchange (primary/unqualified)
        IN     MX     20 mail.max.net.              ; Mail exchange (2nd/qualified)


www     IN     CNAME  mail
ftp     IN     CNAME  mail
gw      IN     CNAME  ns


ns      IN     A      192.168.0.1
mail    IN     A      192.168.0.2

Here there are two reverse zone files, each of which starts with SOA and NS resource records, followed by PTR resource records for each of the names of the servers. The local version of this file also lists the names of the local systems:
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$ cat named.local
;"0.168.192.in-addr.arpa" reverse zone file
;
$TTL   3D
@      IN      SOA    ns.zach.net. mgs@sobell.com. (
                             2013110501      ; serial
                             8H              ; refresh
                             2H              ; retry
                             4W              ; expire
                             1D)             ; minimum
       IN      NS     ns.zach.net.
       IN      NS     ns.speedy.net.
1      IN      PTR    ns.zach.net.
2      IN      PTR    mail.zach.net.
3      IN      PTR    grape.zach.net.
4      IN      PTR    potato.zach.net.
5      IN      PTR    speedy.zach.net.
6      IN      PTR    peach.zach.net.

$ cat named.public
;"0.168.192.in-addr.arpa" reverse zone file
;
$TTL   3D
@      IN      SOA    ns.zach.net. mgs@sobell.com. (
                             2013110501      ; serial
                             8H              ; refresh
                             2H              ; retry
                             4W              ; expire
                             1D)             ; minimum
       IN      NS     ns.zach.net.
       IN      NS     ns.speedy.net.
1      IN      PTR    ns.zach.net.
2      IN      PTR    mail.zach.net.

Chapter Summary

DNS maps domain names to IP addresses, and vice versa. It is implemented as a hierarchical, distributed, and replicated database on the Internet. You can improve the security of BIND, which implements DNS, by running it inside a chroot jail and using transaction signatures (TSIGs) and SELinux.

When a program on the local system needs to look up an IP address that corresponds to a domain name, it calls the resolver. The resolver queries the local DNS cache, if available, and then queries DNS servers on the LAN or Internet. There are two types of queries: iterative and recursive. When a server responds to an iterative query, it returns whatever information it has at hand; it does not query other servers. Recursive queries cause a server to query other servers if necessary to respond with an answer.

There are three types of servers. Master servers, which hold the master copy of zone data, are authoritative for a zone. Slave servers are also authoritative and copy their data from a master server or other slave servers. DNS caches are not authoritative and either answer queries from cache or forward queries to another server.

The DNS database holds resource records for domains. Many types of resource records exist, including A (address), MX (mail exchange), NS (nameserver), PTR (pointer for performing reverse name resolution), and SOA (start of authority, which describes the zone).

Exercises

1. What kind of server responds to recursive queries? How does this server work?

2. What kind of DNS record is likely to be returned when a Web browser tries to resolve the domain part of a URI?

3. What are MX resource records for?

4. How would you find the IP address of example.com from the command line?

5. How would you instruct a Linux system to use the local network’s DNS cache, located at 192.168.1.254, or the ISP’s DNS cache, located at 1.2.3.4, if the LAN nameserver is unavailable?

6. How would you instruct a DNS server to respond only to queries from the 137.44.* IP range?

7. How might a resolver attempt to find the IP address of the example domain?

Advanced Exercises

8. How would you set up a private domain name hierarchy that does not include any of the official InterNIC-assigned domain names?

9. Which part of DNS is most vulnerable to an attack from a malicious user and why?

10. It is often irritating to have to wait for DNS records to update around the world when you change DNS entries. You could prevent this delay by setting the TTL to a small number. Why is setting the TTL to a small number a bad idea?

11. Outline a method by which DNS could be used to support encryption.


25. firewalld and iptables: Setting Up a Firewall
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Objectives

After reading this chapter you should be able to:

[image: ] Explain how the firewalld and iptables services differ

[image: ] Configure a basic firewall using firewall-config

[image: ] Configure a basic firewall using firewall-cmd

[image: ] Describe the purpose of firewalld zones

[image: ] Explain the difference between the runtime and permanent configurations

[image: ] Configure NAT so several clients on a LAN can use a single Internet connection

The firewalld Service

iptables

The firewalld service (which uses the firewalld daemon) is replacing the iptables service. As contrasted with the iptables service, the firewalld service does not need to be reloaded with every change; it accepts changes to the firewall while it is running. Reloading the iptables service frequently breaks established connections. Nowhere is this problem more evident than with virtualization because the firewall changes each time a VM is brought up or down. The libvirt library (page 662) now uses firewalld to adjust the firewall as needed.

A firewall set up under firewalld must be managed directly by the firewalld daemon so that the state in the daemon and the state in the kernel remain in sync. Thus you cannot use iptables commands to add rules to a firewall controlled by firewalld.

The firewalld daemon introduces a level of abstraction that makes setting up a firewall simpler and more intuitive. Instead of writing firewall rules as iptables requires, with firewalld you use firewall-config (GUI) or firewall-cmd (CLI) to set up a firewall.

The firewalld daemon is managed by systemd (page 438) using the firewalld.service unit. It is started before networking so that it can immediately protect the network when the network is brought up.

netfilter

Running in kernelspace (page 1257), netfilter is a set of tables that hold rules the kernel uses to control network packet filtering. To be useful, netfilter requires a front end. The firewalld front end runs in userspace (page 1279) and enables an administrator to set up a firewall (just as iptables does).

[image: ] D-BUS

D-BUS (www.freedesktop.org/wiki/Software/dbus) is an IPC (interprocess communication system), also called a message bus system, that allows applications and processes to talk with one another and request services over a bus. The dbus service (which runs dbus-daemon) notifies processes of events (e.g., when a new device is added or when a user logs in).

The firewalld daemon has a D-BUS interface that allows it to communicate with processes. Applications, daemons, and administrators can enable/disable a firewalld feature using D-BUS. These features can include opening ports, forwarding ports or packets, and performing more advanced tasks.

firewalld Configuration

This section describes some aspects of the firewalld configuration.

Runtime Versus Permanent Configuration

When you set up or change a firewall feature, you can do so in the runtime configuration, which causes the change to be made immediately on the running system. Or you can make the change in the permanent (persistent) configuration, which takes effect when the firewall is reloaded or when the system is rebooted.

Zones

A (network) zone defines a level of trust for a network connection. For example, you might have one zone for a LAN and one for the Internet. On a laptop the zone might change depending on whether the computer is using a public Wi-Fi network or a wired connection at work. Table 25-1 lists the default set of zones.
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Table 25-1 The firewalld zones

public zone

The default zone is public and is the only zone this chapter discusses.

Services

A service is a combination of one or more ports and protocols (TCP or UDP). For example, the SSH service uses TCP port 22. Optionally, a service can include a destination address.

Lockdown Whitelist

The primary authentication mechanism that firewalld uses is called polkit (www.freedesktop.org/wiki/Software/polkit). By default, the firewalld lockdown whitelist is off and does not affect what or who can modify the firewall. When it is on, firewalld uses this whitelist in addition to polkit and only applications running with a (SELinux) context specified in the lockdown whitelist, and commands and users specified in this list, are permitted to modify the firewall. As initially set up, only NetworkManager (page 637), libvirt (page 662), and a user/process running with root privileges are on this whitelist.

User Interfaces

You can use one of two interfaces to set up firewalld: the firewall-config GUI (next) or the firewall-cmd CLI (page 906). Other processes communicate with firewalld using D-BUS. Some desktops also display the firewall-applet (firewall-applet package) that you can use to work with firewalld. As of this writing, GNOME 3 does not display this applet properly so you cannot use firewall-applet with GNOME 3.

Prerequisites

Install the following packages (both are installed by default):

• firewalld

• firewall-config

Check firewalld is running

A new Fedora/RHEL system boots with firewalld installed and running. Use the systemctl status command to make sure the service is running. The following output shows firewalld running normally. If firewalld is not running, the Active line will show inactive (dead).
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$ systemctl status firewalld.service
firewalld.service - firewalld - dynamic firewall daemon
   Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled)
   Active: active (running) since Thu 2013-08-15 14:33:00 PDT; 6 days ago
 Main PID: 374 (firewalld)
   CGroup: name=systemd:/system/firewalld.service
           +-374 /usr/bin/python /usr/sbin/firewalld --nofork --nopid


Aug 15 14:33 guava.example.com systemd[1]: Started firewalld - dynamic firewall daemon

Reloading and stopping firewalld

While working with root privileges, you can give the preceding command, replacing status with reload to cause firewalld to reread its configuration files, with stop to stop firewalld, or with start to start it when it is stopped.

Panic mode

If the system is under attack, give the following command to shut down the network immediately. See the caution tip on page 902.
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$ su -c "firewall-cmd --panic-on"

Use the ––panic-off option to restore the firewall to its previous state.

JumpStart: Building a Firewall Using firewall-config

This section explains how to trust a service (open a port) using the graphical firewall-config utility. Follow these instructions to open the port in both the running system (runtime configuration) and in the system after it is rebooted (permanent configuration). See “firewall-config: The Firewall Configuration Window” on the next page for more information. For more complex firewalls see firewall-cmd (page 906) or iptables (page 908).


Tip: The firewall is enabled by default
When you install Fedora/RHEL, firewalld is installed on the system. The firewall is running and blocks most inbound traffic. However, firewalld accepts inbound traffic on TCP port 22, allowing remote systems to connect to the sshd daemon on the local system. See page 700 for information on setting up an OpenSSH server. In addition, firewalld accepts mDNS (multicast DNS; www.multicastdns.org; Fedora only) and dhcpv6 client traffic.



The Firewall Configuration window (Figure 25-1) allows you to build a simple firewall or, in an emergency, put the firewall in panic mode, which cuts off all network communication. Open this window by giving the command firewall-config from an Enter a Command window (ALT-F2) or a terminal emulator. If you do not run firewall-config with root privileges, it displays an authentication window; enter the requested password and click Authenticate.
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Figure 25-1 Firewall Configuration window

Putting firewalld in Panic Mode

In an emergency, such as when the system is being attacked, you can block all network communication by putting firewalld in panic mode. In panic mode, firewalld drops all incoming and outgoing packets and allows active connections to expire. Panic mode affects the firewalld runtime configuration only: The firewall will revert to its permanent configuration when the system reboots.

Put firewalld in panic mode by selecting Firewall Configuration menubar: Options[image: ] Panic Mode. A tick appears next to the selection. Repeat the selection to remove the tick and revert to the runtime configuration.


Caution: Panic mode can disconnect you from the system
Putting the firewall in panic mode cuts off all network communication. If you are logged in remotely (e.g., using ssh), when you put the system in panic mode you will be disconnected. Put the system in panic mode only when you are working from the console.



Trusting a Service (Opening a Port) in the Runtime and Permanent Configurations

In its simplest form, a firewalld service is defined by a port and protocol (e.g., the HTTP service uses TCP port 80). More complex services can include multiple or ranges of ports, netfilter helper modules, and destination addresses. You can set up firewalld to trust a service in the runtime configuration, the permanent configuration, or both. A trusted service is accessible from all hosts and networks that can reach the local system using any active network connection or interface (called the active zone; the public zone is the active zone by default).

Assume the local system is running Apache and you want to open the firewall to allow HTTP traffic. If the public zone is active, which it is by default, follow these steps to set up this zone to allow HTTP traffic.

1. Select Permanent in the drop-down list labeled Configuration.

2. Select Zones from the main tabs.

3. Select public from the list on the left labeled Zone.

4. Select Services from the secondary tabs.

5. Put a tick in the check box adjacent to the service you want to trust (http in this case).

6. Select Runtime in the drop-down list labeled Configuration.

7. Repeat steps 2–5; you are done.

After following these steps the HTTP service will be trusted immediately and will be trusted when the system boots.

firewall-config: The Firewall Configuration Window

The Firewall Configuration window (Figure 25-1, page 901) includes many instructions and descriptions. This section continues from the preceding section and describes a few of the changes you can make using this window. After experimenting with the examples in this section, try working with other parts of this window. You can always return an entry in the list on the left to its default value: With the Configuration set to Permanent, highlight the entry and click the rightmost button (the one with the yellow arrow) below the list. This action returns the highlighted zone to its default setup.


Tip: Routers have firewalls, too
Many systems are already protected by a firewall located in a router. If you use a router that has a firewall, you might need to open ports on the router firewall in addition to opening ports on any firewall you set up on the local system.
If several systems are connected to the router, you might want to set up different, more restrictive rules on the systems than you set up on the router.



Window Features

Open the Firewall Configuration window by giving the command firewall-config from an Enter a Command window (ALT-F2) or a terminal emulator. Authenticate as necessary. The Firewall Configuration window displays the Zones/Services tabs of the public (default) zone for the runtime configuration.

Configuration

At the top of the Firewall Configuration window is a drop-down list labeled Configuration. This list allows you to select Runtime or Permanent (page 898). All the work you do in the window applies to the selected configuration.

The main tabs

Immediately below the word Configuration is a set of tabs that this chapter refers to as the main tabs. Selecting one of these tabs changes what appears in the rest of the window. Each tab allows you to work with a different aspect of the firewall. For example, if you select the Zones tab, the information in the window pertains to zones. See “The Main Tabs,” below.

The explanation of the selected main tab appears immediately below the set of main tabs. For example, with the Zones tab selected, the definition explains what a zone is and which aspects of the firewall it encompasses.

The secondary tabs

Below the explanation, a list appears on the left and the secondary tabs appear on the right. The list has a label that is similar to the selected tab in the main tabs: With the Zones tab selected the list is labeled Zone, and the list holds the names of each of the zones.

The secondary tabs hold items that pertain to the list on the left. See “The Secondary Tabs for Zones” and “The Secondary Tabs for Services” (both on the next page).

The Main Tabs

The two tabs listed on the next page appear near the top of the Firewall Configuration window.

• Zones—Define levels of trust for connections and interfaces (page 899)

• Services—Define combinations of ports and protocols (page 899)

When highlighted, each of the main tabs presents a different set of secondary tabs.

The Secondary Tabs for Zones

Figure 25-1 on page 901 shows six tabs in the secondary tabs. Click the arrow at the right end of the tabs to select the next tab to the right and, when the last tab is highlighted, to scroll the tabs and display additional tabs. Click the arrow at the left end to work in the other direction. With Zones selected in the main tabs, the secondary tabs define the highlighted zone. The secondary tabs comprise

• Services—Selects trusted services.

• Ports—Selects trusted ports and protocols.

• Masquerading—Maps the local, private network to a public IP address; the local network is not visible from outside the network. Masquerading is a form of NAT (page 1262). For more information refer to “Connecting Several Clients to a Single Internet Connection” on page 926.

• Port Forwarding—Maps a port to another port on the local system or a remote system.

• ICMP Filter—By default the firewall allows inbound ICMP (page 1254) packets, such as those sent by ping (page 305), through. You can use the selections in this tab to block these packets. Put ticks in the check boxes adjacent to the types of packets you want the firewall to block. To block ping packets, put a tick in the check box labeled Echo Request.

• Rich Rules—Specifies complex firewall rules using an abstract representation of iptables rules; see the firewalld.richlanguage man page for more information.

• Interfaces—Specifies an interface to bind to the selected zone.

• Sources—Specifies a source address to bind to the selected zone.

The Secondary Tabs for Services

The secondary tabs for Services allow you to define or modify services that you can trust when you select Services in the main tabs. The secondary tabs for Services comprise

• Ports and Protocols—Specifies ports and a protocol (TCP or UDP) for a service (see “Modifying an Existing Service” on the next page)

• Modules—Specifies netfilter helper modules

• Destination—Specifies an address that limits the service to packets bound for that address

Defining a New Service

If no predefined service meets your needs, you can modify an existing service or define a new one in the Firewall Configuration window (Figure 25-1, page 901). After you define a new service, you set up the service by modifying it (next).

Define a new service by selecting Permanent from the drop-down list labeled Configuration. You cannot define a new service or modify an existing service in the running configuration. Select Services from the main tabs. Click the plus sign (+) at the bottom of the list labeled Service at the left of the window; firewall-config displays the Base Service Settings window (Figure 25-2). Fill in the text box labeled Name with an appropriate name; all other information is optional. Click OK and continue with the next section.

[image: ]

Figure 25-2 The Base Service Settings window

Modifying an Existing Service

Modify an existing service, including one you just defined, by selecting Permanent from the drop-down list labeled Configuration in the Firewall Configuration window (Figure 25-1, page 901). Select Services from the main tabs. In the list on the left labeled Service, highlight the service you want to modify. Select Ports and Protocols from the secondary tabs. Three buttons at the bottom right of the window allow you to work with the highlighted service. Highlight a port and protocol to edit (click Edit) or remove (click Remove) it. Click Add to add a port and protocol. These actions open the Port and/or Protocol window (Figure 25-3).

[image: ]

Figure 25-3 The Port and/or Protocol window

In the Port and/or Protocol window enter or change a port number or a range of port numbers (two numbers separated by a hyphen) in the text box labeled Port/Port Range and select tcp or udp from the drop-down list labeled Protocol. Entering information in the text box labeled Other Protocol is usually not necessary. Click OK.

After creating or modifying a service, you can add the service so it is trusted in a zone (page 902).

firewall-cmd: Controlling firewalld from the Command Line

The firewall-cmd utility is the command-line interface to the firewalld daemon. You can use it to set up and modify firewalls. Using direct options it can invoke iptables commands (page 908). This section describes just a few firewall-cmd options; see the firewall-cmd man page for a complete list.

Status Commands

The firewall-cmd ––state option tells you whether firewalld is running:

$ firewall-cmd --state
running

This chapter assumes the zone named public is the default zone (it is by default) and that public is the active zone:

Click here to view code image

$ firewall-cmd --get-default-zone
public
$ firewall-cmd --get-active-zones
public
  interfaces: ens33

You must work with root privileges to make all but the most basic queries of and changes to the firewall. The first of the following commands uses the ––list-services option to list the services that the running system trusts (has ports open for). The second command adds the ––permanent option to ––list-services to list the services that the permanent configuration trusts. In this case the lists are the same.

Click here to view code image

# firewall-cmd --list-services
mdns dhcpv6-client ssh


# firewall-cmd --permanent --list-services
ssh mdns dhcpv6-client

Trusting a Service

The following example shows how to turn on the HTTP and HTTPS services in the running and permanent configurations. First, use the ––add-service option to turn on the services in the running configuration:

Click here to view code image

# firewall-cmd --add-service=http
success
# firewall-cmd --add-service=https
success

The following commands show HTTP and HTTPS are trusted in the running configuration, but not in the permanent configuration:

Click here to view code image

# firewall-cmd --list-services
mdns http dhcpv6-client https ssh


# firewall-cmd --permanent --list-services
mdns dhcpv6-client ssh

Next, use the ––permanent and ––add-service options to turn on the services in the permanent configuration. The ––list-services option shows that HTTP and HTTPS are now trusted in the permanent configuration.

Click here to view code image

# firewall-cmd --permanent --add-service=http
success
# firewall-cmd --permanent --add-service=https
success


# firewall-cmd --permanent --list-services
mdns http dhcpv6-client https ssh

You can use the ––remove-service option to remove a service from the list of trusted services:

Click here to view code image

# firewall-cmd --permanent --remove-service=http
success
# firewall-cmd --permanent --remove-service=https
success
# firewall-cmd --permanent --list-services
mdns dhcpv6-client ssh

Opening a Port

Use the ––add-port and ––remove-port options to work with port numbers and protocols in place of services. The following example shows how to open TCP port 80 (HTTP) and TCP port 443 (HTTPS) in both configurations.

Click here to view code image

# firewall-cmd --add-port=80/tcp
success
# firewall-cmd --permanent --add-port=80/tcp
success
# firewall-cmd --add-port=443/tcp
success
# firewall-cmd --permanent --add-port=443/tcp
success
# firewall-cmd --permanent --list-ports
443/tcp 80/tcp


# firewall-cmd --list-ports
443/tcp 80/tcp

The firewalld daemon keeps track of ports and services separately so ––list-ports does not show trusted services and ––list-services does not show open ports.

Direct Options

The direct options allow you to give firewall-cmd commands that are similar to iptables commands. This chapter covers iptables starting below. When you use the ––direct and ––passthrough options together, you can use exact iptables syntax in a firewall-cmd command. The format of this type of command is

firewall-cmd ––direct ––passthrough ipv4|ipv6 iptables-command

where ipv4 or ipv6 specifies that an iptables or ip6tables command follows and iptables-command is an iptables command without the iptables at the beginning. For example, the following iptables command opens port 22:

Click here to view code image

# iptables -I INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

Using the ––direct and ––passthrough options, you can wrap the iptables command and give it as a firewall-cmd command:

Click here to view code image

# firewall-cmd --direct --passthrough ipv4 -I INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT


Caution: The system is running iptables or firewalld
When the system is running firewalld, as it is by default, you can give only firewall-cmd commands, not iptables commands. Similarly, when it is running iptables, you can give only iptables commands. The firewall-cmd ––direct option wraps iptables commands so you can give them to a system running firewalld.



Introduction to iptables

The iptables utility is flexible and extensible, allowing you to set up both simple and complex network packet filtering solutions. It builds and manipulates network packet filtering (page 1265) rules in the Linux kernel.

The iptables utility also provides connection tracking (stateful packet filtering), allowing you to handle packets (page 1265) based on the state of their connection. For example, you can set up rules that reject inbound packets trying to open a new connection and accept inbound packets that are responses to a locally initiated connection. Many features not included in the base iptables package are available as patches via the patch-o-matic program.

The system-config-firewall utility (system-config-firewall package) is a user-friendly, graphical front end for iptables and ip6tables (both referred to in this chapter as iptables). You can use system-config-firewall or iptables directly to create a firewall that protects a system from malicious users and to set up NAT (Network Address Translation, page 1262), which can allow several systems to share a single Internet connection.

Some of the concepts required to fully understand iptables are beyond the scope of this book. You can use iptables at different levels; this chapter presents the fundamentals. Some sections of this chapter, however, delve into areas that might require additional understanding or explanation. If a concept is not clear, refer to one of the resources in “More Information” on page 911.

netfilter and iptables

The functionality referred to as iptables and ip6tables is composed of two components: netfilter and iptables. Running in kernelspace (page 1257), the netfilter component is a set of tables that hold rules the kernel uses to control network packet filtering. Running in userspace (page 1279), the iptables utility sets up, maintains, and displays the rules stored by netfilter.

Rules, matches, targets, and chains

A rule comprises one or more criteria (matches or classifiers) and a single action (a target). If, when a rule is applied to a network packet, the packet matches all the criteria, the action is applied to the packet. Rules are stored in chains. Each rule in a chain is applied, in order, to a packet until a match is found. If there is no match, the chain’s policy, or default action, is applied to the packet (page 917).

History

In the kernel, iptables replaces the earlier ipchains as a method of filtering network packets. It provides multiple chains for increased filtration flexibility. The iptables utility also provides stateful packet inspection (page 911).

Example rules

As an example of how rules work, assume a chain has two rules (Figure 25-4). The first rule tests whether a packet’s destination is port 23 (TELNET) and drops the packet if it is. The second rule tests whether a packet was received from the IP address 192.168.1.1 and alters the packet’s destination if it was. When a packet is processed by the example chain, the kernel applies the first rule in the chain to see whether the packet arrived on port 23. If the answer is yes, the packet is dropped and that is the end of processing for that packet. If the answer is no, the kernel applies the second rule in the chain to see whether the packet came from the specified IP address. If the answer is yes, the destination in the packet’s header is changed and the modified packet is sent on its way. If the answer is no, the packet is sent on without being changed.
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Figure 25-4 Example of how rules in a chain work

Chains are collected in three tables: Filter, NAT, and Mangle. Each of these tables has builtin chains (described next). You can create additional, user-defined chains in Filter, the default table.

Filter table

The default table. This table is mostly used to DROP, ACCEPT, or REJECT packets based on their content; it does not alter packets. Builtin chains are INPUT, FORWARD, and OUTPUT.

NAT table

The Network Address Translation table. Packets that create new connections are routed through this table, which is used exclusively to translate the source or destination fields of packets. Builtin chains are PREROUTING, OUTPUT, and POSTROUTING. Use this table with DNAT, SNAT, and MASQUERADE targets only.

• DNAT (destination NAT) alters the destination IP address of the first inbound packet in a connection so it is rerouted to another host. Subsequent packets in the connection are automatically DNATed. DNAT is useful for redirecting packets from the Internet that are bound for a firewall or a NATed server (page 928).

• SNAT (source NAT) alters the source IP address of the first outbound packet in a connection so it appears to come from a fixed IP address—for example, a firewall or router. Subsequent packets in the connection are automatically SNATed. Replies to SNATed packets are automatically de-SNATed so they go back to the original sender. SNAT is useful for hiding LAN addresses from systems outside the LAN and using a single IP address to serve multiple local hosts.

• MASQUERADE differs from SNAT only in that it checks for an IP address to apply to each outbound packet, making it suitable for use with dynamic IP addresses such as those provided by DHCP (page 491). MASQUERADE is slightly slower than SNAT.

Mangle table

Used exclusively to alter the TOS (type of service), TTL (time to live), and MARK fields in a packet. Builtin chains are PREROUTING and OUTPUT.

Network packets

When a packet from the network enters the kernel’s network protocol stack, it is given some basic sanity tests, including checksum verification. After passing these tests, the packet goes through the PREROUTING chain, where its destination address can be changed (Figure 25-5).
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Figure 25-5 Filtering a packet in the kernel

Next the packet is routed based on its destination address. If it is bound for the local system, it first goes through the INPUT chain, where it can be filtered (accepted, dropped, or sent to another chain) or altered. If the packet is not addressed to the local system (the local system is forwarding the packet), it goes through the FORWARD and POSTROUTING chains, where it can again be filtered or altered.

Packets created locally pass through the OUTPUT and POSTROUTING chains, where they can be filtered or altered before being sent to the network.

State

The connection tracking machine (also called the state machine) provides information on the state of a packet, allowing you to define rules that match criteria based on the state of the connection the packet is part of. For example, when a connection is opened, the first packet is part of a NEW connection, whereas subsequent packets are part of an ESTABLISHED connection. Connection tracking is handled by the conntrack module.

The OUTPUT chain handles connection tracking for locally generated packets. The PREROUTING chain handles connection tracking for all other packets. For more information refer to “State” on page 920.

Before the advent of connection tracking, it was sometimes necessary to open many or all nonprivileged ports to make sure that the system accepted all RETURN and RELATED traffic. Because connection tracking allows you to identify these kinds of traffic, you can keep many more ports closed to general traffic, thereby increasing system security.

Jumps and targets

A jump or target (page 921) specifies the action the kernel takes if a network packet matches all the match criteria (page 915) for the rule being processed.

More Information

Web

Documentation, HOWTOs, FAQs, patch-o-matic, security information: www.netfilter.org

Tutorial: www.faqs.org/docs/iptables

Scripts and more: www.yourwebexperts.com/viewforum.php?f=35

HOWTO

KernelAnalysis-HOWTO

IP-Masquerade-HOWTO (contains useful scripts)

Netfilter Extensions HOWTO: www.netfilter.org

Netfilter Hacking-HOWTO: www.netfilter.org

Book

TCP/IP Illustrated by W. Richard Stevens, Addison-Wesley, January 2002


Tip: You can use system-config-firewall to create iptables rules
The iptables and iptables-services packages do not provide firewall rules. You can use the instructions in this section to configure iptables from the command line. Alternately, you can use system-config-firewall (system-config-firewall package), a GUI configuration tool for iptables rules.



Prerequisites

You can run the iptables service or the firewalld service, but not both at the same time. To run iptables, make sure the following packages are installed:

• iptables

• iptables-services

Disable firewalld

Disable the firewalld service. The mask command is similar to disable, but it makes it impossible to start the service.

Click here to view code image

# systemctl mask firewalld.service
ln -s '/dev/null' '/etc/systemd/system/firewalld.service'

Enable iptables and ip6tables

Run systemctl to cause the iptables and ip6tables services to start each time the system enters multiuser mode:

Click here to view code image

# systemctl enable iptables.service
# systemctl enable ip6tables.service

The systemctl utility will not start the iptables.service unit unless there is a set of rules for it to load from the /etc/sysconfig/iptables file. See “system-config-firewall: Generates a Set of Rules” on page 923 for more information about this file. The following file sets up a basic firewall that allows outbound traffic and rejects all incoming traffic except that which is in response to outbound traffic. Copy this sample file to the file named iptables to get started.

Click here to view code image

# cat /etc/sysconfig/iptables
*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

You can save and reload iptables rules as explained in “Saving rules” on page 914.

Stop firewalld

Stop the firewalld service.

Click here to view code image

# systemctl stop firewalld.service

Start iptables and ip6tables

Next, run systemctl to start the iptables and ip6tables services.

Click here to view code image

# systemctl start iptables.service
# systemctl start ip6tables.service

After starting these services, use the systemctl status command to make sure the services are running. If you do not create the iptables file shown on the previous page, or if the service did not start for another reason, the output of this command will include the line Active: inactive (dead).

With the iptables file shown above installed and the iptables.service unit started, the iptables –L option produces the following output:

Click here to view code image

# iptables -L
Chain INPUT (policy ACCEPT)
target     prot opt source               destination
ACCEPT     all  --  anywhere             anywhere             state RELATED,ESTABLISHED
ACCEPT     icmp --  anywhere             anywhere
ACCEPT     all  --  anywhere             anywhere
REJECT     all  --  anywhere             anywhere             reject-with icmp-host-prohibited


Chain FORWARD (policy ACCEPT)
target     prot opt source               destination
REJECT     all  --  anywhere             anywhere             reject-with icmp-host-prohibited


Chain OUTPUT (policy ACCEPT)
target     prot opt source               destination

You can use systemctl to turn off the iptables service:

Click here to view code image

# systemctl stop iptables.service

With the iptables service turned off, the –L option shows that no rules are in effect (and the system accepts all traffic):

Click here to view code image

# iptables -L
Chain INPUT (policy ACCEPT)
target     prot opt source               destination


Chain FORWARD (policy ACCEPT)
target     prot opt source               destination


Chain OUTPUT (policy ACCEPT)
target     prot opt source               destination

Give the command service iptables save to save the rules iptables is running. See the next section for more information.

Emergency disconnect

An argument of panic severs all connections with the network. This command unloads all iptables modules from the kernel and sets a policy of DROP for all tables. It locks down the local system so no traffic can get in or out of it. Use this command if the system is under attack and you want to stop all network traffic in and out of the system immediately. Make sure you have backed up firewall rules you want to save before giving this command. See the caution tip on page 902.

Click here to view code image

# /usr/libexec/iptables/iptables.init panic
iptables: Flushing firewall rules:                         [  OK  ]
iptables: Setting chains to policy DROP: filter            [  OK  ]

Notes

Startup

The iptables utility is a tool that manipulates rules in the kernel. It differs from daemons (servers) in its setup and use. Whereas Linux daemons such as Apache, vsftpd, and sshd read the data that controls their operation from a configuration file, you must provide iptables with a series of commands that build a set of packet filtering rules that are kept in the kernel.

Displaying rules

Give the command iptables –L or service iptables status to display the rules iptables is running.

Saving rules

There are two ways to set up the same set of rules each time you bring the system up. First, you can put iptables commands in a script and run that script each time the system boots. You can call this script from /etc/rc.d/rc.local.

Second, you can put the arguments to the iptables commands you want to execute in /etc/sysconfig/iptables. The system-config-firewall utility (page 923) and the Anaconda installer (page 62) both use this technique, building sets of rules and storing the corresponding iptables command arguments in /etc/sysconfig/iptables. These rules are read into the kernel when the system boots. If you use the /etc/sysconfig/iptables file in this manner, be aware that system-config-firewall overwrites this file.

See page 922 for information on copying packet filtering rules to and from the kernel.

iptables-config

The iptables service executes the /etc/sysconfig/iptables-config file. Refer to the comments in this file for options you can set.

Resetting iptables

If you encounter problems related to the firewall rules, you can return the packet processing rules in the kernel to their default state without rebooting by giving the following commands:

# iptables --flush
# iptables --delete-chain

These commands delete all rules from all chains and delete any user-defined chains; they do not change policy. Therefore, if the policy is ACCEPT (–P ACCEPT), flushing opens the firewall so that it accepts all packets; if the policy is DROP (–P DROP), flushing causes the firewall to drop all packets.

See “Emergency disconnect” on page 913 if you need to lock down the system quickly.

Anatomy of an iptables Command

Command line

This section describes the components of an iptables command line that follow the name of the utility, iptables. Except as noted, the iptables utility is not sensitive to the positions of arguments on the command line. The examples in this chapter reflect a generally accepted syntax that allows commands to be easily read, understood, and maintained. Not all commands have all components.

Many tokens on an iptables command line have two forms: a short form, consisting of a single letter preceded by a single hyphen, and a long form, consisting of a word preceded by two hyphens. Most scripts use the short forms for brevity; lines using the long forms can get unwieldy. The following iptables command lines are equivalent and are used as examples in this section:

Click here to view code image

# iptables --append FORWARD --in-interface eth1 --out-interface eth0 --jump ACCEPT
# iptables -A FORWARD -i eth1 -o eth0 -j ACCEPT

Table

The table specifies the name of the table the command operates on: Filter, NAT, or Mangle. You can specify a table name in any iptables command. When you do not specify a table name, the command operates on the Filter table. Most examples in this chapter do not specify table names and, therefore, work on the Filter table. Specify a table as –t tablename or ––table tablename.

Command

The command tells iptables what to do with the rest of the command line—for example, add or delete a rule, display rules, or add a chain. The example commands, –A and ––append, append the rule specified by the command line to the specified table (defaults to Filter table) and chain. See page 916 for information on commands.

Chain

The chain specifies the name of the chain that this rule belongs to or that this command works on. The chain is INPUT, OUTPUT, FORWARD, PREROUTING, POSTROUTING, or the name of a user-defined chain. Specify a chain by putting the name of the chain on the command line without any preceding hyphens. The examples at the beginning of this section work with the FORWARD chain.

Match criteria

There are two kinds of match criteria: packet match criteria, which match a network packet, and rule match criteria, which match an existing rule.

Packet match criteria/rule specifications

Packet match criteria identify network packets and implement rules that take action on packets that match the criteria. The combination of packet match criteria and an action is called a rule specification. Rule specifications form the basis for packet filtering. The first example at the beginning of this section uses the ––in-interface eth1 ––out-interface eth0 rule match criteria. The second example uses the short form of the same criteria: –i eth1 –o eth0. Both of these rules forward packets that come in on device eth1 and go out on device eth0.

Rule match criteria

Rule match criteria identify existing rules. An iptables command can modify, remove, or position a new rule adjacent to a rule specified by a rule match criterion. There are two ways to identify an existing rule: You can use the same rule specification that was used to create the rule or you can use the rule’s ordinal number, called a rule number. Rule numbers begin with 1, signifying the first rule in a chain, and can be displayed using iptables –L ––line-numbers. The first command below deletes the rule listed at the beginning of this section; the second command replaces (–R) INPUT chain rule number 3 with a rule that rejects all packets from IP address 192.168.0.10:

Click here to view code image

# iptables --delete -A FORWARD -i eth1 -o eth0 -j ACCEPT
# iptables -R INPUT 3 --source 192.168.0.10 --jump REJECT

A jump or target specifies what action the kernel takes on packets that match all match criteria for a rule. Specify a jump or target as –j target or ––jump target. The examples at the beginning of this section specify the ACCEPT target using the following commands: ––jump ACCEPT and –j ACCEPT.

Jumps

A jump transfers control to a different chain within the same table. The following command adds (––append) a rule to the INPUT chain that transfers packets that use the TCP protocol (––protocol tcp) to a user-defined chain named tcp_rules (––jump tcp_rules):

Click here to view code image

# iptables --append INPUT --protocol tcp --jump tcp_rules

When the packet finishes traversing the tcp_rules chain, assuming it has not been dropped or rejected, it continues traversing the INPUT chain from the rule following the one it jumped from.

Targets

A target specifies an action the kernel takes on the packet; the simplest actions are ACCEPT, DROP, and REJECT. The following command adds a rule to the FORWARD chain that rejects TCP packets coming from the FTP port (/etc/services, the file iptables consults to determine which port to use, shows that FTP uses port 21):

Click here to view code image

# iptables --append FORWARD -p tcp --sport ftp --jump REJECT

Some targets, such as LOG, are nonterminating: Control passes to the next rule after the target is executed. See page 921 for information on how to use targets.

Building a Set of Rules Using iptables

This section describes the specifics that compose an iptables rule. It starts with iptables commands; continues with packet match criteria, display criteria, and match extensions; and concludes with targets.

To specify a table, it is common practice to put the table declaration on the command line immediately following iptables. For example, the following command flushes (deletes all the rules from) the NAT table:

# iptables -t NAT -F

Commands

Following is a list of iptables commands:

––append

–A Adds rule(s) specified by rule-specifications to the end of chain. When a packet matches all of the rule-specifications, target processes it.

iptables –A chain rule-specifications ––jump target

––delete

–D Removes one or more rules from chain, as specified by the rule-numbers or rule-specifications.

iptables –D chain rule-numbers | rule-specifications

––insert

–I Adds rule(s) specified by rule-specifications and target to the location in chain specified by rule-number. If you do not specify rule-number, it defaults to 1, the head of the chain.

iptables –I chain rule-number | rule-specifications ––jump target

––replace

–R Replaces rule number rule-number in chain with rule-specification and target. The command fails if rule-number or rule-specification resolves to more than one address.

iptables –R chain rule-number | rule-specification ––jump target

––list

–L Displays the rules in chain. Omit chain to display the rules for all chains. Use ––line-numbers to display rule numbers or select other display criteria from the list on the next page.

iptables –L [chain] display-criteria

––flush

–F Deletes all rules from chain. Omit chain to delete all rules from all chains. This command does not change policy; see “Resetting iptables” on page 914 for more information.

iptables –F [chain]

––zero

–Z Changes to zero the value of all packet and byte counters in chain or in all chains when you do not specify chain. Use with –L to display the counters before clearing them.

iptables –Z [–L] [chain]

––delete-chain

–X Removes the user-defined chain named chain. If you do not specify chain, removes all user-defined chains. You cannot delete a chain that a target points to.

iptables –X chain

––policy

–P Sets the default target or policy builtin-target for the builtin chain builtin-chain. This policy is applied to packets that do not match any rule in the chain. If a chain does not have a policy, unmatched packets are ACCEPTed.

iptables –P builtin-chain builtin-target

––rename-chain

–E Changes the name of the chain old to new.

iptables –E old new

––help

–h Displays a summary of the iptables command syntax.

iptables –h

Follow a match extension protocol with –h to display options you can use with that protocol. For more information refer to “Help with extensions” on the next page.

Packet Match Criteria

The following criteria match network packets. When you precede a criterion with an exclamation point (!), the rule matches packets that do not match the criterion.

[!] ––protocol proto

–p Matches if the packet uses the proto protocol. This criterion is a match extension (next page).

[!] ––source address[/mask]

–s or ––src Matches if the packet came from address. The address should be an IP address and not a name because, when the system boots, iptables starts before the network and will not be able to resolve a name. See page 483 for formats of the optional mask (only with an IP address).

[!] ––destination address[/mask]

–d or ––dst Matches if the packet is going to address. The address should be an IP address and not a name because, when the system boots, iptables starts before the network and will not be able to resolve a name. See page 483 for formats of the optional mask (only with an IP address).

[!] ––in-interface iface[+]

–i For the INPUT, FORWARD, and PREROUTING chains, matches if iface is the name of the interface the packet was received from. Append a plus sign (+) to iface to match any interface whose name begins with iface. When you do not specify in-interface, the rule matches packets coming from any interface.

[!] ––out-interface iface[+]

–o For the OUTPUT, FORWARD, and POSTROUTING chains, matches if iface is the interface the packet will be sent to. Append a plus sign (+) to iface to match any interface whose name begins with iface. When you do not specify out-interface, the rule matches packets going to any interface.

[!] –fragment

–f Matches the second and subsequent fragments of fragmented packets. Because these packets do not contain source or destination information, they do not match any other rules.

Display Criteria

The following criteria display information. All packets match these criteria.

––verbose

–v Displays additional output.

––numeric

–n Displays IP addresses and port numbers as numbers, not names.

––exact

–x When used with –L, displays exact packet and byte counts instead of rounded values.

––line-numbers

Displays line numbers when listing rules. These line numbers are also the rule numbers that you can use in rule match criteria (page 915).

Match Extensions

Rule specification (packet match criteria) extensions, called match extensions, add matches based on protocols and state to the matches described previously. Each of the protocol extensions is kept in a module that must be loaded before that match extension can be used. The command that loads the module must appear in the same rule specification as, and to the left of, the command that uses the module. There are two types of match extensions: implicit and explicit.

Implicit Match Extensions

Help with extensions

Implicit extensions are loaded (somewhat) automatically when you use a ––protocol command (described on the next page). Each protocol has its own extensions. Follow the protocol with –h to display extensions you can use with that protocol. For example, the following command displays TCP extensions at the end of the Help output:
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$ iptables -p tcp -h
...
tcp match options:
 --tcp-flags [!] mask comp      match when TCP flags & mask == comp
                                (Flags: SYN ACK FIN RST URG PSH ALL NONE)
[!] --syn                       match when only SYN flag set
                                (equivalent to --tcp-flags SYN,RST,ACK SYN)
 --source-port [!] port[:port]
 --sport ...
                                match source port(s)
 --destination-port [!] port[:port]
 --dport ...
                                match destination port(s)
 --tcp-option [!] number        match if TCP option set

This section does not describe all extensions. Use –h, as in the preceding example, to display a complete list.

––protocol [!] proto

–p Loads the proto module and matches if the packet uses the proto protocol. The proto can be a name or number from /etc/protocols, including tcp, udp, and icmp (page 1254). Specifying all or 0 (zero) matches all protocols and is the same as not including this match in a rule.

The following criteria load the TCP module and match TCP protocol packets coming from port 22 (ssh packets):
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--protocol tcp --source-port 22

The following command expands the preceding match to cause the kernel to drop all incoming ssh packets. This command uses ssh, which iptables looks up in /etc/services, in place of 22:
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# iptables -A --protocol tcp --source-port ssh --jump DROP

TCP

The extensions in this section are loaded when you specify ––protocol tcp.

––destination-port [!] [port[:port]] | port: | :port

––dport Matches a destination port number or service name (see /etc/services). You can also specify a range of port numbers. Specifically, :port specifies ports 0 through port, and port: specifies ports port through 65535.

––source-port [!] [port[:port]] | port: | :port

––sport Matches a source port number or service name (see /etc/services). You can also specify a range of port numbers. Specifically, :port specifies ports 0 through port, and port: specifies ports port through 65535.

[!] ––syn

Matches packets with the SYN bit set and the ACK and FIN bits cleared. This match extension is shorthand for ––tcp-flags SYN,RST,ACK SYN.

––tcp-flags [!] mask comp

Defines which TCP flag settings constitute a match. Valid flags are SYN, ACK, FIN, RST, URG, PSH, ALL, and NONE. The mask is a comma-separated list of flags to be examined; comp is a comma-separated subset of mask that specifies the flags that must be set for a match to occur. Flags not specified in mask must be unset.

––tcp-option [!] n

Matches a TCP option with a decimal value of n.

UDP

When you specify ––protocol udp, you can specify a source and/or destination port in the same manner as described under “TCP” on the preceding page.

ICMP

The extension in this section is loaded when you specify ––protocol icmp. ICMP (page 1254) packets carry messages only.

––icmp-type [!] name

Matches when the packet is an ICMP packet of type name. The name can be a numeric ICMP type or one of the names returned by

$ iptables -p icmp -h

Explicit Match Extensions

Explicit match extensions differ from implicit match extensions in that you must use a –m or ––match option to specify a module before you can use the extension. Many explicit match extension modules are available; this section covers state, one of the most important.

State

The state extension matches criteria based on the state of the connection the packet is part of (page 911).

––state state

Matches a packet whose state is defined by state, a comma-separated list of states from the following list:

• ESTABLISHED—Any packet, within a specific connection, following the exchange of packets in both directions for that connection.

• INVALID—A stateless or unidentifiable packet.

• NEW—The first packet within a specific connection, typically a SYN packet.

• RELATED—Any packets exchanged in a connection spawned from an ESTABLISHED connection. For example, an FTP data connection might be related to the FTP control connection. (The ip_conntrack_ftp module is required for FTP connection tracking.)

The following command loads the state extension and establishes a rule that matches and drops both invalid packets and packets from new connections:
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# iptables --match state --state INVALID,NEW --jump DROP

Targets

All targets are built in; there are no user-defined targets. This section lists some of the targets available with iptables. Applicable target options are listed following each target.

ACCEPT

Causes the packet to leave the chain. The packet can then be processed by another chain or be up the TCP stack.

DNAT

Destination Network Address Translation Rewrites the destination address of the packet (page 910).

––to-destination ip[-ip][:port-port]

Same as SNAT (next page) with to-source, except it changes the destination addresses of packets to the specified addresses and ports and is valid only in the PREROUTING or OUTPUT chains of the NAT table and any user-defined chains called from those chains. The following command adds to the PREROUTING chain of the NAT table a rule that changes the destination in the headers of TCP packets with a destination of 66.187.232.50 to 192.168.0.10:
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# iptables -t NAT -A PREROUTING -p tcp -d 66.187.232.50 -j DNAT --to-destination 192.168.0.10

DROP

Ends the packet’s life without notice.

LOG

Turns on logging for the packet being processed. The kernel uses syslogd (page 620) to process output generated by this target. LOG is a nonterminating target, so processing continues with the next rule. Use two rules to LOG packets that you REJECT or DROP, one each with the targets LOG and REJECT or DROP, with the same matching criteria.

––log-level n

Specifies logging level n as per syslog.conf (page 620).

––log-prefix string

Prefixes log entries with string, which can be a maximum of 14 characters long.

––log-tcp-options

Logs options from the TCP packet header.

––log-ip-options

Logs options from the IP packet header.

MASQUERADE

Similar to SNAT (next page) with ––to-source, except that it grabs the IP information from the interface on the specified port. For use on systems with dynamically assigned IP addresses, such as those using DHCP, including most dial-up lines. Valid only in rules in the POSTROUTING chain of the NAT table.

––to-ports port[-port]

Specifies the port for the interface you want to masquerade. Forgets connections when the interface goes down, as is appropriate for dial-up lines. You must specify the TCP or UDP protocol (––protocol tcp or udp) with this target.

REJECT

Similar to DROP, except it notifies the sending system that the packet was blocked.

––reject-with type

Returns the error type to the originating system. The type can be any of the following, all of which return the appropriate ICMP (page 1254) error: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable, icmp-proto-unreachable, icmp-net-prohibited, or icmp-host-prohibited. You can specify type as echo-reply from rules that require an ICMP ping (page 305) packet to return a ping reply. You can specify tcp-reset from rules in or called from the INPUT chain to return a TCP RST packet. This parameter is valid in the INPUT, FORWARD, and OUTPUT chains and user-defined chains called from these chains.

RETURN

Stops traversing this chain and returns the packet to the calling chain.

SNAT

Source Network Address Translation Rewrites the source address of the packet. Appropriate for hosts on a LAN that share an Internet connection.

––to-source ip[-ip][:port-port]

Alters the source IP address of an outbound packet, and the source IP addresses of all future packets in this connection, to ip. Skips additional rules, if any exist. Returning packets are automatically de-SNATed so they return to the originating host. Valid only in the POSTROUTING chain of the NAT table.

When you specify a range of IP addresses (ip-ip) or use multiple to-source targets, iptables assigns the addresses in a round-robin fashion, cycling through the addresses, one for each new connection.

When the rule specifies the TCP or UDP protocol (–p tcp or –p udp), you can specify a range of ports. When you do not specify a range of ports, the rule matches all ports. Every connection on a NATed subnet must have a unique IP address and port combination. If two systems on a NATed subnet try to use the same port, the kernel maps one of the ports to another (unused) port. Ports less than 512 are mapped to other ports less than 512, ports from 512 to 1024 are mapped to other ports from 512 to 1024, and ports above 1024 are mapped to other ports above 1024.

Copying Rules to and from the Kernel

The iptables-save utility copies packet filtering rules from the kernel to standard output; you can redirect the output to a file. The iptables-restore utility copies rules from standard input, as written by iptables-save, to the kernel. Following is the output from iptables-save as the system is installed (system-config-firewall has not been run):
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# iptables-save
# Generated by iptables-save v1.4.9 on Tue Nov  5 14:57:10 2013
*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [78:7254]
-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -d 224.0.0.251/32 -p udp -m state --state NEW -m udp --dport 5353 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT
# Completed on Tue Nov  5 14:57:10 2013

Most lines that iptables-save writes are iptables command lines without the iptables at the beginning. Lines that begin with a hashmark (#) are comments. Lines that begin with an asterisk (*) are names of tables that the following commands work on; the commands in the preceding example work on the Filter table. The COMMIT line must appear at the end of all commands for a table; it executes the preceding commands. Lines that begin with colons specify chains in the following format:

:chain policy [packets:bytes]

where chain is the name of the chain, policy is the policy (default target) for the chain, and packets and bytes are the packet and byte counters, respectively. The square brackets must appear in the line; they do not indicate optional parameters.

Refer to the next section and visit www.faqs.org/docs/iptables/iptables-save.html for more information.

system-config-firewall: Generates a Set of Rules

This section describes the set of rules generated by system-config-firewall (page 900) when you ask it to create a firewall with only ssh (TCP port 22) running as a trusted service and no other ports specified. The system-config-firewall utility writes the rules in the format used by iptables-save (see the preceding section) to the /etc/sysconfig/iptables file, which is read by the iptables service so that the firewall is implemented each time the system boots.

In the following listing, *filter indicates that the commands appearing after it work on the Filter table. The first line that begins with a colon specifies that the policy for the INPUT chain in the Filter table is ACCEPT. FORWARD and OUTPUT chains are specified similarly. Because the counters for all the chains are zero, the counters will be reset to zero each time the system boots and initializes iptables from this file. The system-config-firewall utility works mostly with the INPUT chain.
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# cat /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

Most of the lines append rules to the INPUT chain. Following is a description of what these lines do.

The first line that works with the INPUT chain uses –m to specify the state module and accepts ESTABLISHED and RELATED packets:
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-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

The next line accepts all ICMP packets:

-A INPUT -p icmp -j ACCEPT

This line accepts packets from the local interface:

-A INPUT -i lo -j ACCEPT

This line allows new TCP connections on port 22 (ssh):
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-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

These lines reject all packets that have not been accepted and return ICMP error icmp-host-prohibited to the system that sent the packet:
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-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited

mDNS

Running system-config-firewall (see the previous section), added the rule that accepts TCP packets on port 22 and removed the default rule that accepts multicast DNS (mDNS; www.multicastdns.org) packets:
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-A INPUT -d 224.0.0.251/32 -p udp -m state --state NEW -m udp --dport 5353 -j ACCEPT

COMMIT executes the preceding commands. With the preceding rules loaded, you can use iptables to list the rules and see the defaults that iptables puts in place:
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# iptables -L
Chain INPUT (policy ACCEPT)
target     prot opt source         destination
ACCEPT     all  --  anywhere       anywhere            state RELATED,ESTABLISHED
ACCEPT     icmp --  anywhere       anywhere
ACCEPT     all  --  anywhere       anywhere
ACCEPT     tcp  --  anywhere       anywhere            state NEW tcp dpt:ssh
REJECT     all  --  anywhere       anywhere            reject-with icmp-host-prohibited


Chain FORWARD (policy ACCEPT)
target     prot opt source         destination
REJECT     all  --  anywhere       anywhere            reject-with icmp-host-prohibited


Chain OUTPUT (policy ACCEPT)
target     prot opt source         destination

Sharing an Internet Connection Using NAT

Many scripts that set up Internet connection sharing using iptables are available on the Internet. Each of these scripts boils down to the same few basic iptables commands, albeit with minor differences. This section discusses those few statements to explain how a connection can be shared. You can use the statements presented in this section or refer to the Linux IP Masquerade HOWTO for complete scripts. The tldp.org/HOWTO/IP-Masquerade-HOWTO/firewall-examples.html Web page holds the simplest of these scripts.

There are two ways you can share a single connection to the Internet (one IP address), both of which involve setting up NAT to alter addresses in packets and then forward them. The first allows clients (browsers, mail readers, and so on) on several systems on a LAN to share a single IP address to connect to servers on the Internet. The second allows servers (mail, Web, FTP, and so on) on different systems on a LAN to provide their services over a single connection to the Internet. You can use iptables to set up one or both of these configurations. In both cases, you need to set up a system that is a router: It must have two network connections—one connected to the Internet and the other to the LAN.

For optimal security, use a dedicated system as a router. Because data transmission over a connection to the Internet—even over a broadband connection—is relatively slow, using a slower, older system as a router does not generally slow down a LAN. This setup also offers some defense against intrusion from the Internet. A workstation on the LAN can function as a router as well, but this setup means that you maintain data on a system that is directly connected to the Internet. The following sections discuss the security of each setup.

The examples in this section assume the device named eth0 connects to the Internet on 10.255.255.255 and that eth1 connects to the LAN on 192.168.0.1. Substitute the devices and IP addresses that the local systems use. If you use a modem to connect to the Internet, you need to substitute ppp0 (or another device) for eth0 in the examples.

For the examples in this section to work, you must turn on IP forwarding. First give the following command and make sure everything is working:
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# sysctl -w net.ipv4.ip_forward=1
net.ipv4.ip_forward = 1

If you want to forward IPv6 packets, give this command instead:
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# sysctl -w net.ipv6.conf.all.forwarding=1
net.ipv6.conf.all.forwarding = 1

Once you know that iptables is working correctly, change the 0 to a 1 in the following line in /etc/sysctl.conf to make the kernel always perform IP forwarding:

net.ipv4.ip_forward = 0

After making this change, give the command /sbin/sysctl –e –p to apply the change and to make sure that there are no typographical errors in the configuration file.

Connecting Several Clients to a Single Internet Connection

Configuring the kernel of the router system to allow clients on multiple local systems on the LAN to connect to the Internet requires you to set up IP masquerading, or SNAT (source NAT). IP masquerading translates the source and destination addresses in the headers of network packets that originate on local systems and the packets that remote servers send in response to those packets. These packets are part of connections that originate on a local system. The example in this section does nothing to packets that are part of connections that originate on the remote systems (on the Internet): These packets cannot get past the router system, which provides some degree of security.

The point of rewriting the packet headers is to allow systems with different local IP addresses to share a single IP address on the Internet. The router system translates the source or origin address of packets from the local systems to that of the Internet connection, so all packets passing from the router to the Internet appear to come from a single system—10.255.255.255 in the example. All packets sent in response by remote systems on the Internet to the router system have the address of the Internet connection—10.255.255.255 in the example—as their destination address. The router system remembers each connection and alters the destination address of each response packet to that of the local, originating system.

The router system is established by four iptables commands, one of which sets up a log of masqueraded connections. The first command puts the first rule in the FORWARD chain of the Filter (default) table (–A FORWARD):
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# iptables -A FORWARD -i eth0 -o eth1 -m state --state ESTABLISHED,RELATED -j ACCEPT

To match this rule, a packet must be

1. Received on eth0 (coming in from the Internet): –i eth0

2. Going to be sent out on eth1 (going out to the LAN): –o eth1

3. Part of an established connection or a connection that is related to an established connection: ––state ESTABLISHED,RELATED

The kernel accepts (–j ACCEPT) packets that meet these three criteria. Accepted packets pass to the next appropriate chain or table. Packets from the Internet that attempt to create a new connection are not matched and, therefore, are not accepted by this rule. Packets that are not accepted pass to the next rule in the FORWARD chain.

The second command puts the second rule in the FORWARD chain of the Filter table:
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# iptables -A FORWARD -i eth1 -o eth0 -j ACCEPT

To match this rule, a packet must be

1. Received on eth1 (coming in from the LAN): –i eth1

2. Going to be sent out on eth0 (going out to the Internet): –o eth0

The kernel accepts packets that meet these two criteria, which means all packets that originate locally and are going to the Internet are accepted. Accepted packets pass to the next appropriate chain/table; packets that are not accepted pass to the next rule in the FORWARD chain.

The third command puts the third rule in the FORWARD chain of the Filter table:

# iptables -A FORWARD -j LOG

Because this rule has no match criteria, it acts on all packets it processes. This rule’s action is to log packets—that is, it logs packets from the Internet that attempt to create a new connection.

Packets that reach the end of the FORWARD chain of the Filter table are done with the rules set up by iptables and are handled by the local TCP stack. Packets from the Internet that attempt to create a new connection on the router system are accepted or returned, depending on whether the service they are trying to connect to is available on the router system.

The fourth command puts the first rule in the POSTROUTING chain of the NAT table. Only packets that are establishing a new connection are passed to the NAT table. Once a connection has been set up for SNAT or MASQUERADE, the headers on all subsequent ESTABLISHED and RELATED packets are altered the same way as the header of the first packet. Packets sent in response to these packets automatically have their headers adjusted so they return to the originating local system.
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# iptables -t NAT -A POSTROUTING -o eth0 -j MASQUERADE

To match this rule, a packet must be

1. Establishing a new connection (otherwise it would not have come to the NAT table)

2. Going to be sent out on eth0 (going out to the Internet): –o eth0

The kernel MASQUERADEs all packets that meet these criteria. In other words, all locally originating packets that are establishing new connections have their source address changed to the address that is associated with eth0 (10.255.255.255 in the example). If the local system has a static IP address, substitute SNAT for MASQUERADE.

The following example shows all four commands together:
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# iptables -A FORWARD -i eth0 -o eth1 -m state --state ESTABLISHED,RELATED -j ACCEPT
# iptables -A FORWARD -i eth1 -o eth0 -j ACCEPT
# iptables -A FORWARD -j LOG
# iptables -t NAT -A POSTROUTING -o eth0 -j MASQUERADE

See page 914 for instructions on how to save these rules so the firewall comes up each time the system boots. To limit the local systems that can connect to the Internet, you can add a –s (source) match criterion to the last command:
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# iptables -t NAT -A POSTROUTING -o eth0 -s 192.168.0.0-192.168.0.32 -j MASQUERADE

In the preceding command, –s 192.168.0.0-192.168.0.32 causes only packets from an IP address in the specified range to be MASQUERADEd.

Connecting Several Servers to a Single Internet Connection

DNAT (destination NAT) can set up rules that allow clients from the Internet to send packets to servers on the LAN. This example sets up an SMTP mail server on 192.168.1.33 and an HTTP (Web) server on 192.168.1.34. Both protocols use TCP. SMTP uses port 25 and HTTP uses port 80, so the rules match TCP packets with destination ports of 25 and 80. The example assumes the mail server does not make outgoing connections and uses another server on the LAN for DNS and mail relaying. Both commands put rules in the PREROUTING chain of the NAT table (–A PREROUTING –t NAT):
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# iptables -A PREROUTING -t NAT -p tcp --dport 25 -j DNAT --to-destination 192.168.0.33:25
# iptables -A PREROUTING -t NAT -p tcp --dport 80 -j DNAT --to-destination 192.168.0.34:80

To match these rules, the packet must use the TCP protocol (–p tcp) and have a destination port of either 25 (first rule, ––dport 25) or 80 (second rule, ––dport 80).

The ––to-destination is a target specific to the PREROUTING and OUTPUT chains of the NAT table; it alters the destination address and port of matched packets as specified. As with MASQUERADE and SNAT, subsequent packets in the same and related connections are altered the same way.

The fact that the servers cannot originate connections means that neither server can be exploited to participate in a DDoS attack (page 1246) on systems on the Internet, nor can they send private data from the local system back to a malicious user’s system.

Chapter Summary

A firewall, as implemented by firewalld, is designed to prevent unauthorized access to a system or network. Such a firewall can protect just the single system it runs on or can protect the system it runs on plus other systems on a LAN that connect to the Internet through the system running the firewall. The firewalld service is replacing the older iptables service. The firewalld daemon accepts changes to the firewall while it is running. The firewalld daemon (which runs in userspace) works with netfilter (which runs in kernelspace) to filter network packets. A firewalld firewall allows you to configure the runtime configuration and the permanent configuration.

The firewalld daemon has a D-BUS interface that allows it to communicate with processes, including allowing authenticated processes to reconfigure the firewall as they run. It also has a GUI (firewall-config) and a CLI (firewall-cmd). The firewall-cmd utility has direct commands that allow you to give iptables commands to firewalld. In an emergency you can put the firewall in panic mode, in which it drops all packets.

An iptables command sets up or maintains in the kernel rules that control the flow of network packets; rules are stored in chains. Each rule includes a criteria part and an action part, called a target. When the criteria part matches a network packet, the kernel applies the action from the rule to the packet.

Chains are collected in three tables: Filter, NAT, and Mangle. Filter (the default table) DROPs or ACCEPTs packets based on their content. NAT (the Network Address Translation table) translates the source or destination field in packet headers. Mangle is used exclusively to alter the TOS (type of service), TTL (time to live), and MARK fields in a packet. The connection tracking machine, which is handled by the conntrack module, defines rules that match criteria based on the state of the connection a packet is part of.

Exercises

1. How would you put a firewalld firewall in panic mode from firewall-config? From firewall-cmd?

2. How can you tell whether firewalld is running?

3. Which firewall-cmd command would you use to cause the runtime configuration of the firewall to trust the FTP service? Which command would cause the permanent configuration to trust the FTP service?

4. Which firewall-cmd command would verify that the FTP service was trusted in the runtime configuration? In the permanent configuration?

5. How would you use firewall-cmd to open ports for SMTP packets (TCP and UDP port 25) in the permanent configuration? Verify that these ports are open.

Advanced Exercises

6. Define an iptables rule that will reject incoming connections on the TELNET port.

7. Which iptables command would list all rules including line numbers that specify each rule’s position in the chain?

8. Write an iptables (IPv4) rule that silently blocks incoming SMTP connections from 10.10.0.10.

9. Run the rule from exercise 8 using the direct option of firewall-cmd.


26. Apache (httpd): Setting Up a Web Server
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Objectives

After reading this chapter you should be able to:

[image: ] Explain the purpose of Apache and describe the use of several available modules

[image: ] Configure an Apache server to listen on the network and provide simple content

[image: ] Customize names, addresses, ports, and the location of content, logs, and scripts of an Apache server

[image: ] Allow users to publish content from their home directories

[image: ] Configure virtual hosts to display different content

[image: ] Configure password-protected directory hierarchies, host-based access control, directory options, and SELinux Booleans to secure access to Web content

The World Wide Web (WWW or Web for short), is a collection of servers that hold material, called content, that (Web) browsers can display. Each of the servers on the Web is connected to the Internet, a network of networks (an internetwork). Much of the content on the Web is coded in HTML (Hypertext Markup Language, page 1254). Hypertext, the links you click on a Web page, allows browsers to display and react to links that point to other Web pages on the Internet.

Apache is the most popular Web server on the Internet. It is both robust and extensible. The ease with which you can install, configure, and run it in the Linux environment makes it an obvious choice for publishing content on the World Wide Web. The Apache server and related projects are developed and maintained by the Apache Software Foundation (ASF), a not-for-profit corporation formed in June 1999. The ASF grew out of the Apache Group, which was established in 1995 to develop the Apache server.

This chapter starts by providing introductory information about Apache. Following this information is the JumpStart section, which describes the minimal steps needed to get Apache up and running. Next is “Filesystem Layout,” which details where the various Apache files are located.

Configuration directives are a key part of Apache and are discussed starting on page 939. This section includes coverage of contexts and containers, two features/ concepts that are critical to understanding Apache. The next section, which starts on page 962, covers advanced Apache configuration: redirects, content negotiation, directory indexing, virtual hosts, troubleshooting, and modules you can use with Apache, including CGI and SSL.

Introduction

Apache is a server that responds to requests from Web browsers, or clients, such as Firefox, Netscape, lynx, elinks, and Internet Explorer. When you enter the address of a Web page (a URI, page 1279) in a Web browser’s location bar, the browser sends a request over the Internet to the (Apache) server at that address. In response, the server sends (serves) the requested content back to the browser. The browser then displays or plays the content, which might be a textual document, song, picture, video clip, or other information.

Content

Aside from add-on modules that can interact with the content, Apache looks only at the type of data it is sending so that it can specify the correct MIME (page 1261) type; otherwise it remains oblivious to the content itself. Server administration and content creation are two different aspects of bringing up a Web site. This chapter concentrates on setting up and running an Apache server; it spends little time discussing content creation.

Modules

Apache, like the Linux kernel, uses external modules to increase load-time flexibility and to allow parts of its code to be recompiled without recompiling the whole program. Rather than being part of the Apache binary, modules are stored as separate files that can be loaded when Apache is started.

Apache uses external modules, called dynamic shared objects (DSOs), for basic and advanced functions; there is not much to Apache without these modules. Apache also uses modules to extend its functionality. For example, modules can process scripts written in Perl, PHP, Python, and other languages; use several different methods to authenticate users; facilitate publishing content; and process nontextual content, such as audio. The list of modules written by the ASF and third-party developers is constantly growing. For more information refer to “Modules” on page 968.

Graphical configuration

You can use the HTTP Server Configuration window (system-config-httpd package) to configure Apache graphically. Open this window by giving the command system-config-httpd from an Enter a Command window (ALT-F2) or a terminal emulator. Click Help in this window for more information.

More Information

Local

Apache documentation: With Apache running and the httpd-manual package installed, point a browser at server/manual. On the server system, substitute localhost for server; from a remote system, substitute the name or IP address of the Apache server for server. If Apache is not running, point a browser on the server system only at /usr/share/httpd/manual/index.html.

apachectl and httpd man pages

Apache directives: server/manual/mod/directives.html

SSI directives: server/manual/howto/ssi.html

Web

Apache documentation: httpd.apache.org/docs/2.4

Apache directives: httpd.apache.org/docs/2.4/mod/directives.html

Apache Software Foundation (newsletters, mailing lists, projects, module registry, and more): www.apache.org

webalizer: www.webalizer.org

awstats: awstats.sourceforge.net

mod_perl: perl.apache.org

mod_php: www.php.net

mod_python: www.modpython.org; see mod_wsgi

mod_ssl: www.modssl.org

mod_wsgi: wsgi.readthedocs.org/en/latest, code.google.com/p/modwsgi

MRTG: oss.oetiker.ch/mrtg

SNMP: net-snmp.sourceforge.net

SSI directives: httpd.apache.org/docs/2.4/howto/ssi.html

Notes

Terms: Apache and httpd

Apache is the name of a server that serves HTTP and other content. The Apache daemon is named httpd because it is an HTTP server daemon. This chapter uses the terms Apache and httpd interchangeably.

Terms: server and process

An Apache server is the same thing as an Apache process. An Apache child process exists to handle incoming client requests; hence it is referred to as a server.

Firewall

An Apache server normally uses TCP port 80; a secure server uses TCP port 443. If the server is running a firewall or is behind a firewall, you need to open one or both of these ports. Give the following commands to open the ports each time the system boots (permanently) and on the running system; see page 906 for information on firewall-cmd.

Click here to view code image

# firewall-cmd --add-port=80/tcp
# firewall-cmd --permanent --add-port=80/tcp
# firewall-cmd --add-port=443/tcp
# firewall-cmd --permanent --add-port=443/tcp

SELinux

When SELinux is set to use a targeted policy, httpd is protected by SELinux. You can disable this protection if necessary. For more information refer to “Setting the Targeted Policy with system-config-selinux” on page 475.

Running with root privileges

Because Apache serves content on privileged ports, you must start it running with root privileges. For security reasons, Fedora/RHEL sets up Apache to spawn processes that run as the user and group apache.

Locale

The httpd daemon starts using the C locale by default. You can modify this behavior—for example, to use the configured system locale—by setting the HTTPD_LANG variable in the /etc/sysconfig/httpd file.

Document root

The root of the directory hierarchy that Apache serves content from is called the document root and is controlled by the DocumentRoot directive (page 942). This directive defines a directory on the server that maps to /. This directory appears to users who are browsing a Web site as the root directory. As distributed by Fedora/RHEL, the document root is /var/www/html.

Modifying content

With the default Fedora/RHEL configuration of Apache, only a user working with root privileges can add or modify content in /var/www/html. To avoid having people work with root privileges when they are manipulating content, create a group (webwork, for example), put people who need to work with Web content in this group, and make the directory hierarchy starting at /var/www/html (or another document root) writable by that group. In addition, if you give the directory hierarchy setgid permission, all new files created within this hierarchy will belong to the group, which facilitates sharing files. The first three commands below add the new group, change the mode of the document root to setgid, and change the group that the document root belongs to. The last command adds username to the webwork group; you must repeat this command for each user you want to add to the group.

Click here to view code image

# groupadd webwork
# chmod g+rws /var/www/html
# chown :webwork /var/www/html


# usermod -aG webwork username

See page 600 for more information about working with groups.

Version

Fedora/RHEL runs Apache version 2.4.

Running an Apache Web Server

This section explains how to install, test, and configure a basic Web server.

Prerequisites

Group installation

Give the following command to install the Web Server group of packages. In addition to httpd, this command installs support for PHP, Perl, and Python; Apache documentation; encrypted content using HTTPS protocol; and database-driven Web sites.

Click here to view code image

# yum groupinstall "Web Server"

Minimal installation

Install the following packages:

• httpd

• apr (Apache portable runtime; installed with httpd)

• apr-util (installed with httpd)


Tip: Before you set up an Apache server
Before you configure an Apache server, set up a static IP address for the server system. See “Configuring a Static IP Address for a Wired NIC” on page 641 for instructions.



Enable and start httpd

Run systemctl to cause the httpd service to start each time the system enters multiuser mode and then start the httpd service. Use the systemctl status command to make sure the service is running.
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# systemctl enable httpd.service
# systemctl start httpd.service

After modifying Apache configuration files, give the second command again, replacing start with reload to cause Apache to reread those files.

Optional packages

You might want to install the following optional packages:

• httpd-manual—The Apache manual; see “Local” on page 933 for more information

• webalizer—Web server log analyzer (page 975)

• awstats—Web server log analyzer

• mod_perl—Embedded Perl scripting language

• mod_wsgi—Embedded Python scripting language

• mod_ssl—Secure Sockets Layer extension (page 970)

• php—Includes embedded PHP scripting language, with IMAP and LDAP support

• mrtg—MRTG traffic monitor (page 975)

• net-snmp and net-snmp-utils—SNMP, required for MRTG (page 975)

JumpStart: Getting Apache Up and Running

To get Apache up and running, modify the /etc/httpd/conf/httpd.conf configuration file as described in this section. “Directives You Might Want to Modify as You Get Started” on page 940 explains more about this file and explores other changes you might want to make to it.

Modifying the httpd.conf Configuration File

Apache runs as installed, but it is a good idea to add/modify the three lines of the /etc/httpd/conf/httpd.conf configuration file described in this section before starting Apache. If you do not add/modify these lines, Apache will assign values that might not work on the server.

ServerName

The ServerName line establishes a name for the server. Add one of the following lines to httpd.conf to set the name of the server to the domain name of the server or, if you do not have a domain name, to the IP address of the server. Add the line just below the commented-out ServerName line in the httpd.conf file. The commented-out line specifies port 80 (:80 at the end of the line); port 80 is the default so you do not need to specify it.

ServerName example.com

or

ServerName IP_address

where example.com is the domain name of the server and IP_address is the IP address of the server. If you are not connected to a network, you can use the localhost address, 127.0.0.1, so you can start the server and experiment with it using a browser on the server system. See page 942 for more information on the ServerName directive.

ServerAdmin and ServerSignature

When a client has trouble getting information from a server, the server typically displays an error page that identifies the problem. For example, when Apache cannot find a requested page, it displays an error page that says Error 404: Not Found. The ServerSignature directive (page 956) enables you to add a signature line to server-generated pages, including error pages. You can turn the signature line on or off using this directive. You can also specify that the signature line include a mailto: link that the user can click to send mail to the server’s administrator. This link appears as the domain name the user called in the browser. The ServerAdmin (page 941) directive specifies the email address that the server sends mail to when a user clicks the link on an error page. Change the first of these two lines and add the second in httpd.conf.

ServerAdmin email_address

ServerSignature EMail

where email_address is the email address of the person who needs to know when people are having trouble using the server. Make sure that someone checks this email account frequently. But also see the tip “ServerAdmin attracts spam” on page 942.

It can make system administration much easier if you use a role alias (e.g., webmaster@example.com) instead of a specific username (e.g., max@example.com) as an email_address. See the discussion of email aliases on page 746.

After making changes to httpd.conf, start or restart httpd as explained on page 935.

Testing Apache

Once you start the httpd daemon, you can confirm that Apache is working correctly by pointing a browser on the local (server) system to http://localhost/. From a remote system, point a browser to http:// followed by the ServerName you specified in the previous section. If you are displaying a page from a system other than the server, the local system must know how to resolve a domain name you enter (e.g., by using DNS or the /etc/hosts file). For example, you might use either of these URI formats: http://192.168.0.16 or http://example.org.

The browser should display the Fedora/RHEL test page, which is actually an error page that says there is no content (next). If the server is behind a firewall, open TCP port 80 (page 934). If Apache is not working, see “Troubleshooting” on page 967.

Fedora/RHEL test page

When you install Apache, there is no index.html file in /var/www/html; when you point a browser at the local Web server, Apache generates Error 403 (Forbidden), which returns the Fedora/RHEL test page. The mechanism by which this page is returned is convoluted: The Fedora/RHEL httpd.conf file holds an Include directive that includes all files with a filename extension of .conf that reside in the conf.d directory, that is in the ServerRoot directory (/etc/httpd; page 955). The /etc/httpd/conf.d/welcome.conf file contains an ErrorDocument 403 directive (page 953) that redirects users to /usr/share/httpd/noindex/index.html. This file is the Fedora/RHEL test page that confirms the server is working but there is no content to display. Apache will no longer display this page when you put an index.html file in /var/www/html.

Putting Content in Place

Place the content you want Apache to serve in /var/www/html. Apache automatically displays the file named index.html in this directory. Working with root privileges (or as a member of the group you set up for this purpose [e.g., webwork]), create such a page:
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# cat /var/www/html/index.html
<html><body><p>This is <i>my</i> test page.</p></body></html>

After you create this file, either refresh the page on the browser or restart the browser and point it at the server. The browser should display the page you created.

Filesystem Layout

This section lists the locations and uses of files you can work with to configure Apache and serve Web pages.

Binaries, scripts, and modules

The Apache server and related binary files are kept in several directories:

/usr/sbin/httpd—The Apache server (daemon).

/usr/sbin/apachectl—Starts and stops Apache.

/usr/bin/htpasswd—Creates and maintains the password files used by the Apache authentication module (page 972).

/usr/sbin/rotatelogs—Rotates Apache log files so that these files do not get too large. See logrotate (page 618) for more information.

/etc/httpd/modules—Holds module binaries. Two of the most frequently used module binary files are mod_perl.so (mod_perl package) and mod_wsgi.so (mod_wsgi package). This directory is a symbolic link to /usr/lib64/httpd/modules (page 968).

Configuration files

By default, /etc/httpd is the ServerRoot (page 955); all Apache configuration files are kept in this directory hierarchy, specifically in the /etc/httpd/conf and /etc/httpd/conf.d directories:

/etc/httpd/conf/httpd.conf—Holds configuration directives. This file is the main Apache configuration file. The discussion of configuration directives starts on the next page.

/etc/httpd/conf/magic—Provides MIME (page 1261) file type identification (the MIME hints file). It is not normally changed. See magic number (page 1259) for more information.

/etc/httpd/conf.d—Holds configuration files.

/etc/pki/tls/certs—Holds files and directories used by mod_ssl (page 970).

Logs

Log files are kept in /var/log/httpd (there is a symbolic link at /etc/httpd/logs):

/var/log/httpd/access_log—Logs requests made to the server.

/var/log/httpd/error_log—Logs request and runtime server errors.

/var/log/httpd/ssl_*_log—Holds mod_ssl logs.

Web documents

Web documents (including the Web pages displayed by client browsers), custom error messages, and CGI scripts are kept in /var/www by default:

/usr/share/httpd/error—Holds error documents in several languages. By default, Fedora/RHEL displays hardcoded error messages. See ErrorDocument (page 953).

/usr/share/httpd/icons—Holds icons used to display directory entries. This directory is aliased to /icons/ in the autoindex.conf file.

/usr/share/httpd/manual—Holds the Apache Server Manual. Present only if the httpd-manual package is installed. This directory is aliased to /manual/.

/var/www/cgi-bin—Holds CGI scripts (page 969).

Document root

By default, the document root (page 934) is /var/www/html. You can change this location using the DocumentRoot directive (page 942).

.htaccess files

A .htaccess file contains configuration directives and can appear in any directory in the document root hierarchy. The location of a .htaccess file is critical: The directives in a .htaccess file apply to all files in the hierarchy rooted at the directory that holds the .htaccess file. You must use an AllowOverride directive to cause Apache to examine .htaccess files and process directives in those files. This protection is duplicated and enhanced in the httpd.conf file distributed by Fedora/RHEL, where a directive instructs Apache not to serve files whose names start with .ht. Because of this directive, Apache does not serve .htaccess files (nor does it serve .htpassword files).

Configuration Directives

Configuration directives, or simply directives, are lines in a configuration file that control some aspect of how Apache functions. A configuration directive is composed of a keyword followed by one or more arguments separated by SPACEs. For example, the following configuration directive sets Timeout to 300 (seconds):

Timeout 300

You must enclose arguments that contain SPACEs within double quotation marks. Keywords are not case sensitive, but arguments (pathnames, filenames, and so on) often are.

httpd.conf

The main file that holds Apache configuration directives is, by default, /etc/httpd/conf/httpd.conf. This file holds global directives that affect all content served by Apache. An Include directive (page 957) within httpd.conf can incorporate the contents of another file as though it were part of httpd.conf.

.htaccess

Local directives can appear in .htaccess files. A .htaccess file can appear in any directory within the document root hierarchy; it affects files in the directory hierarchy rooted at the directory it appears in.

Pathnames

When you specify an absolute pathname in a configuration directive, the directive uses that pathname without modifying it. When you specify a relative pathname, such as a simple filename or the name of a directory, Apache prepends to that name the value specified by the ServerRoot (page 955) directive (/etc/httpd by default).

Prefork MPM

The /etc/httpd/conf.modules.d/00-mpm.conf file loads the prefork multiprocessing module (MPM, page 974). You can edit this file to load the worker or event module instead. (The worker module does not work with PHP.) This chapter assumes you have loaded the prefork module.

Directives You Might Want to Modify as You Get Started

When it starts, Apache reads the /etc/httpd/conf/httpd.conf configuration file (by default) for instructions governing every aspect of how Apache runs and serves content. The httpd.conf file shipped with Fedora/RHEL is more than 350 lines long.

This section details some directives you might want to change as you start using Apache. You can add/modify each of the following directives in httpd.conf. The Context line in each explanation tells you which locations the directives can appear in; contexts are explained on page 945. The section titled “Advanced Configuration Directives” on page 949 describes more directives.

Listen

Specifies the IP address and port that Apache listens for requests on.

Listen [IP-address:]portnumber

where IP-address is the IP address that Apache listens on and portnumber is the number of the port that Apache listens on for the given IP-address. When IP-address is absent or is set to 0.0.0.0, Apache listens on all network interfaces. At least one Listen directive must appear in the configuration files or Apache will not work.

The following minimal directive from the httpd.conf file listens for requests on all network interfaces on port 80:

Listen 80

The next directive changes the port from the default value of 80 to 8080:

Listen 8080

When you specify a port other than 80, each request to the server must include a port number (as in www.example.org:8080) or the kernel will return a Connection Refused message. Use multiple Listen directives to have Apache listen on multiple IP addresses and ports. For example:

Listen 80
Listen 192.168.1.1:8080
Listen 192.168.1.2:443

accepts connections on all network interfaces on port 80, on 192.168.1.1 on port 8080, and on 192.168.1.2 on port 443.

Context: server config
Default: none (Apache will not start without this directive.)
Fedora/RHEL: Listen 80

Redirect

Tells the client to fetch a requested resource from a different, specified location.

Redirect [status] requested-path [new-URI]

where status is the status that Apache returns along with the redirect. If you omit status, Apache assumes temp. The status can be an Apache error code in the range 300–399 or one of the following:

[image: ]

The requested-path is the absolute pathname of the ordinary file or directory that Apache is to redirect requests for. Apache redirects all requests that start with the absolute pathname specified by requested-path (see the example below). Use RedirectMatch (discussed next) if you want to use a regular expression in this argument.

The new-URI is the URI that Apache redirects requests to. If the new-URI starts with a slash (/) and not http://, ftp://, or a similar prefix, Apache uses the same prefix it was called with. Most Redirect directives require a new-URI argument.

A request must match all segments of the requested-path argument. Assume the following directive:
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Redirect /www.example.com/pictures http://pictures.example.com/

Apache will redirect a request for http://www.example.com/pictures/mom.jpg to http://pictures.example.com/mom.jpg but, because the final segment does not match, it will not redirect a request for http://www.example.com/pictures_mom.jpg.

Contexts: server config, virtual host, directory, .htaccess

Default: none

Fedora/RHEL: none

RedirectMatch

Tells the client to fetch a requested resource from a different location specified by a regular expression.

RedirectMatch [status] requested-path-re [new-URI]

This directive is the same as Redirect (discussed on the previous page), except you can use a regular expression (Appendix A) in requested-path-re.

Contexts: server config, virtual host, directory, .htaccess

Default: none

Fedora/RHEL: none

ServerAdmin

Sets the email address used in mailto links on error pages.

ServerAdmin email-address

where email-address is the email address of the person who is responsible for managing the Web content. Apache includes this address as a link on Apache-generated error pages. However, Fedora/RHEL sets ServerSignature (page 956) to On, which causes Apache to display information about the server—rather than a link to an email address—on error pages. If you want Apache to display the link on error pages, set ServerSignature (page 956) to EMail. Make sure email-address points to an email account that someone checks frequently. Users can use this address to get help with the Web site or to inform the administrator of problems. There is no default value for ServerAdmin; if you do not use this directive, and ServerSignature is set to EMail, the mailto: link on error pages displays [no address given].


Security: ServerAdmin attracts spam
The email address you put in ServerAdmin often attracts spam. Use a spam-guarded address such as "mgs at sobell dot com" (you must use the quotation marks) or use a custom error page to point to a Web page with a form for sending mail to the right person.



You can use a role alias such as webmaster at your domain and use a mail alias to forward mail that is sent to webmaster to the person who is responsible for maintaining the Web site. See the discussion of mail aliases on page 746.

Contexts: server config, virtual host

Default: none

Fedora/RHEL: root@localhost

ServerName

Specifies the server’s name and the port it listens on.

ServerName FQDN [:port]

where FQDN is the fully qualified domain name or IP address of the server and port is the optional port number Apache listens on. The domain name of the server must be able to be resolved (by DNS or /etc/hosts) and might differ from the hostname of the system running the server. If you do not specify a ServerName, Apache performs a DNS reverse name resolution (page 862) on the system’s IP address and assigns that value to ServerName. If the reverse lookup fails, Apache assigns the system’s IP address to ServerName.

Fedora/RHEL provides the following ServerName template in the httpd.conf file:

#ServerName www.example.com:80

Copy this line, remove the #, and substitute the FQDN or IP address of the server for www.example.com. You can omit the :80 because it specifies the default port. Change the 80 to the port number Apache listens on if it does not listen on port 80.

The ports specified by ServerName and Listen (page 940) must be the same if you want the FQDN specified by ServerName to be tied to the IP address specified by the Listen directive.

Apache uses ServerName to construct a URI when it redirects a client (page 962). See also UseCanonicalName (page 951).

Contexts: server config, virtual host

Default: none

Fedora/RHEL: none

DocumentRoot

Points to the root of the directory hierarchy that holds the server’s content.

DocumentRoot dirname

where dirname is the absolute pathname of the directory at the root of the directory hierarchy that holds the content Apache serves. Do not use a trailing slash. The FHS (page 189) specifies /srv as the top-level directory for this purpose. You can put the document root wherever you like, as long as the user apache has read access to the ordinary files and execute access to the directory files in the directory hierarchy. Access control includes both discretionary access controls (chmod, including ACLs for the user apache) and mandatory access controls (selinux for httpd). The following directive puts the document root at /srv/www:

DocumentRoot /srv/www

Contexts: server config, virtual host

Default: /usr/local/apache/htdocs

Fedora/RHEL: /var/www/html


Tip: You might want to change the location of the document root
By design, the /var directory hierarchy (page 41) is designed to hold data that changes frequently, which is not usually the case with static Web site data. Data in such a partition is more likely to become corrupted than data in a partition that holds static data. Thus you might want to place Web site data in a different partition. Good candidates for the document root include /usr/local (holds site-specific data), /home/www (the home directory is frequently backed up while other directories might not be), and /srv/www (specified by FHS).



UserDir

Allows users to publish content from their home directories.

UserDir dirname | disabled | enabled user-list

where dirname is the name of a directory that, if it appears in a local user’s home directory, Apache publishes to the Web. When you do not specify a dirname, Apache publishes content in ~/public_html. The disabled keyword prevents content from being published from users’ home directories; enabled causes content to be published from the home directories of users specified in the SPACE-separated user-list.

Apache can combine the effects of multiple UserDir directives. For example, assume you use the following directives:
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UserDir disabled
UserDir enabled user1 user2 user3
UserDir web

The first directive turns off user publishing for all users. The second directive enables user publishing for three users. The third directive makes web the name of the directory that, if it appears in one of the specified users’ home directories, Apache publishes to the Web.

To cause a browser to display the content published by a user, specify in the location bar the name of the Web site followed by a /~ and the user’s username. For example, if Sam published content in the public_html directory in his home directory and the URI of the Web site was www.example.com, you would enter http://www.example.com/~sam to display Sam’s Web page. To display a user’s Web page, Apache must have execute permission (as user apache) for the user’s home directory and the directory holding the content, and read permission for the content files.

Fedora/RHEL provides the following ServerName directive and template in the /etc/httpd/conf.d/userdir.conf file. Because the statements are in an IfModule container (page 947), they are executed only if the mod_userdir module is loaded, which it is by default. These directives are surrounded by many comments.

<IfModule mod_userdir.c>
    UserDir disabled
    #UserDir public_html
</IfModule>

Put a hashmark (#) in front of the first line and remove the hashmark from the second line to allow users to publish content from directories named public_html in their home directories.

Contexts: server config, virtual host

Default: none

Fedora/RHEL: disabled

DirectoryIndex

Specifies which file Apache serves when a user requests a directory.

DirectoryIndex filename [filename ...]

where filename is the name of the file that Apache serves.

This directive specifies a list of filenames. When a client requests a directory, Apache attempts to find a file in the specified directory whose name matches a file in the list. When Apache finds a match, it returns that file. When this directive is absent or when none of the files specified by this directive exists in the specified directory, Apache displays a directory listing as specified by the IndexOptions directive (page 954).

Fedora/RHEL provides the following DirectoryIndex directive in the httpd.conf file:

DirectoryIndex index.html

This directive causes Apache to search the specified directory and return the file named index.html, which is the name of the standard, default HTML document. If you supply CGI documents, you might want to add the index.cgi value to this directive. The name index is standard but arbitrary.

A .var filename extension denotes a content-negotiated document that allows Apache to serve documents in one of several languages as specified by the client. If you are providing content in different languages, you can add this filename extension to the DirectoryIndex directive. For more information refer to “Type Maps” on page 963.

Contexts: server config, virtual host

Default: index.html

Fedora/RHEL: index.html

Contexts and Containers

To make it flexible and easy to customize, Apache uses configuration directives, contexts, and containers. Some configuration directives are covered in the previous section. This section discusses contexts and containers, which are critical to managing an Apache server.

Contexts

Four locations, called contexts, define where configuration directives can appear. This chapter marks each configuration directive to indicate which context(s) it can appear in. Table 26-1 describes each of these contexts.
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Table 26-1 Contexts

Directives in files incorporated by means of an Include directive (page 957) are part of the context they are included in and must be allowed in that context.

Putting a directive in the wrong context generates a configuration error and can cause Apache not to serve content correctly or not to start.

Containers

Containers, or special directives, are directives that group other directives. Containers are delimited by XML-style tags. Three examples are shown here:

<Directory> ... </Directory>


<Location> ... </Location>


<VirtualHost> ... </VirtualHost>

Look in httpd.conf for examples of containers. Like other directives, containers are limited to use within specified contexts. This section describes some of the more frequently used containers.

<Directory>

Applies directives to all directories within the specified directory hierarchy.

<Directory directory> ... </Directory>

where directory is an absolute pathname specifying the root of the directory hierarchy that holds the directories the directives in the container apply to. The directory can include wildcards; a * does not match a /.

A <Directory> container provides the same functionality as a .htaccess file (page 939). While an administrator can use a <Directory> container in Apache configuration files, regular users cannot. Regular users must use .htaccess files to control access to their own directories.

The directives in the <Directory> container shown in the following example apply to the /var/www/html/corp directory hierarchy. The Deny directive denies access to all clients, the Allow directive grants clients from the 192.168.10. subnet access, and the AllowOverride directive (page 960) enables Apache to process directives in .htaccess files in the hierarchy:
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<Directory /var/www/html/corp>
    Deny from all
    Allow from 192.168.10.
    AllowOverride All
</Directory>

The following <Directory> container appears in the httpd.conf file and sets up a restrictive environment for the entire server filesystem (specified by /):

<Directory />
    AllowOverride None
    Require all denied
</Directory>

The AllowOverride directive causes Apache not to process directives in .htaccess files. The Require directive (page 961) denies all users access to the entire server filesystem directory. You must explicitly enable less restrictive options if you want them, but doing so can expose the server filesystem and compromise system security. This restrictive <Directory> container is followed immediately in httpd.conf by one that sets up less restrictive options for /var/www.

<Directory "/var/www">
    AllowOverride None
    Require all granted
</Directory>

The previous <Directory> container is followed by one that sets up options for the DocumentRoot (/var/www/html); this container affects all content. The code in httpd.conf is interspersed with many comments. Without the comments it looks like this:

Click here to view code image

<Directory "/var/www/html">
    Options Indexes FollowSymLinks
    AllowOverride None
    Require all granted
</Directory>

The Indexes option in the Options directive allows Apache to display directory listings and the FollowSymLinks option causes Apache to follow symbolic links. This container is less restrictive than the preceding one, although it still does not allow Apache to follow directives in .htaccess files.

Contexts: server config, virtual host

<Files>

Applies directives to specified ordinary files.

<Files directory> ... </Files>

where directory is an absolute pathname specifying the root of the directory hierarchy that holds the ordinary files the directives in the container apply to. The directory can include wildcards; a * does not match a /. This container is similar to <Directory> but applies to ordinary files rather than to directories.

The following directive, from the Fedora/RHEL httpd.conf file, denies access to all files whose filenames start with .ht, meaning that Apache will not serve the .htaccess and .htpasswd files.

<Files ".ht*">
    Require all denied
</Files>

Contexts: server config, virtual host, directory, .htaccess

<IfModule>

Applies directives if a specified module is loaded.

<IfModule [!]module-name> ... </IfModule>

where module-name is the name of the module (page 968) Apache tests for. Apache executes the directives in this container if module-name is loaded or with ! if module-name is not loaded.

Apache will not start if you specify a configuration directive that is specific to a module that is not loaded.

The following <IfModule> container, which is located in the Fedora/RHEL httpd.conf file, depends on the mime_magic_module module being loaded. If this module is loaded, Apache runs the MIMEMagicFile directive, which tells the mime_magic_module where its hints file is located.

<IfModule mime_magic_module>
    MIMEMagicFile conf/magic
</IfModule>

Contexts: server config, virtual host, directory, .htaccess

<Limit>

Limits access-control directives to specified HTTP methods.

<Limit method [method] ... > ... </Limit>

where method is an HTTP method. An HTTP method specifies which action is to be performed on a URI. The most frequently used methods are GET, PUT, POST, and OPTIONS; method names are case sensitive. GET (the default method) sends any data indicated by the URI. PUT stores data from the body section of the communication at the specified URI. POST creates a new document containing the body of the request at the specified URI. OPTIONS requests information about the capabilities of the server.

The <Limit> container binds a group of access-control directives to specified HTTP methods: Only methods named by this container are affected by this group of directives.

The following example disables HTTP uploads (PUTs) from systems that are not in a subdomain of example.com:

<Limit PUT>
    order deny,allow
    deny from all
    allow from .example.com
</Limit>

Contexts: server config, virtual host, directory, .htaccess


Caution: Use <LimitExcept> instead of <Limit>
It is safer to use the <LimitExcept> container than to use the <Limit> container, as the former protects against arbitrary methods. When you use <Limit>, you must be careful to name explicitly all possible methods that the group of directives could affect.



<LimitExcept>

Limits access-control directives to all except specified HTTP methods.

<LimitExcept method [method] ... > ... </LimitExcept>

where method is an HTTP method. See <Limit> for a discussion of methods.

This container causes a group of access-control directives not to be bound to specified HTTP methods. Thus methods not named in <LimitExcept> are affected by this group of directives.

The access-control directives within the following <LimitExcept> container affect HTTP methods other than GET, POST, and OPTIONS. You could put this container in a <Directory> container to limit its scope:

<LimitExcept GET POST OPTIONS>
    Order deny,allow
    Deny from all
</LimitExcept>

Contexts: server config, virtual host, directory, .htaccess

<Location>

Applies directives to specified URIs.

<Location URI> ... </Location>

where URI points to content; it specifies a file or the root of the directory hierarchy that the directives in the container apply to. While the <Directory> container points within the local filesystem, <Location> points outside the local filesystem. The URI can include wildcards; a * does not match a /.

The following <Location> container limits access to http://server/pop to clients from the example.net domain, where server is the FQDN of the server:

<Location /pop>
    Order deny,allow
    Deny from all
    Allow from .example.net
</Location>

Contexts: server config, virtual host


Caution: Use <Location> with care
Use this powerful container with care. Do not use it to replace the <Directory> container: When several URIs point to the same location in a filesystem, a client might be able to circumvent the desired access control by using a URI not specified by this container.



<LocationMatch>

Applies directives to URIs specified by a regular expression.

<LocationMatch regexp> ... </LocationMatch>

where regexp is a regular expression that matches one or more URIs. This container works the same way as <Location>, except that it applies to any URIs that regexp matches.

Contexts: server config, virtual host

<VirtualHost>

Applies directives to a specified virtual host.

<VirtualHost addr[:port] [addr[:port]] ... > ... </VirtualHost>

where addr is the IP address (or FQDN, although it is not recommended) of the virtual host (or * to represent all addresses) and port is the port that Apache listens on for the virtual host. This directive does not control which addresses and ports Apache listens on; use a Listen directive (page 940) for that purpose. This container holds commands that Apache applies to a virtual host. For more information refer to “Virtual Hosts” on page 965.

Context: server config

Advanced Configuration Directives

This section discusses configuration directives that you might add to httpd.conf after you gain some experience using Apache. The Fedora/RHEL configuration files include the directives in this section that specify a value for Fedora/RHEL in addition to a default value.

Directives That Control Processes

MaxRequestWorkers (was MaxClients)

Specifies the maximum number of child processes.

MaxRequestWorkers num

where num is the maximum number of child processes (servers) Apache runs at one time, including idle processes and processes serving requests. When Apache is running num processes and there are no idle processes, Apache issues Server too busy errors to new connections; it does not start new child processes.

Context: server config

Default: 256

MaxConnectionsPerChild (was MaxRequestsPerChild)

Specifies the maximum number of requests a child process can serve.

MaxConnectionsPerChild num

where num is the maximum number of requests a child process (server) can serve during its lifetime. After a child process serves num requests, it does not process any more requests but dies after it finishes processing its current requests. Apache can start another child process to replace the one that dies. Additional requests are processed by other processes from the server pool.

Set num to 0 to not set a limit on the number of requests a child can process, except for the effects of MinSpareServers. By limiting the lives of processes, this directive can prevent memory leaks from consuming too much system memory. However, setting MaxConnectionsPerChild to a too-small value can hurt performance by causing Apache to create new child servers constantly.

Context: server config

Default: 0

MaxSpareServers

Specifies the maximum number of idle processes.

MaxSpareServers num

where num is the maximum number of idle processes (servers) Apache keeps running to serve requests as they come in. Do not set this number too high, as each process consumes system resources.

Context: server config

Default: 10

MinSpareServers

Specifies the minimum number of idle processes.

MinSpareServers num

where num is the minimum number of idle processes (servers) Apache keeps running to serve requests as they come in. More idle processes occupy more computer resources; increase this value for busy sites only.

Context: server config

Default: 5

StartServers

Specifies the number of child processes that Apache starts with.

StartServers num

where num is the number of child processes (servers) that Apache starts when it is brought up. This value is significant only when Apache starts; MinSpareServers and MaxSpareServers control the number of idle processes once Apache is up and running. Starting Apache with multiple servers ensures that a pool of servers is waiting to serve requests immediately.

Context: server config

Default: dynamically controlled based on load

Networking Directives

HostnameLookups

Specifies whether Apache puts a client’s hostname or its IP address in the logs.

HostnameLookups On | Off | Double

On: Performs DNS reverse name resolution (page 862) to determine the hostname of each client for logging purposes.

Off: Logs each client’s IP address.

Double: To provide greater security, performs DNS reverse name resolution (page 862) to determine the hostname of each client, performs a forward DNS lookup to verify the original IP address, and logs the hostname. Denies access if it cannot verify the original IP address.

Contexts: server config, virtual host, directory

Default: Off


Tip: Lookups can consume a lot of system resources
Use the On and Double options with caution: They can consume a lot of resources on a busy system. You can use a program such as logresolve to perform reverse name resolution offline for statistical purposes.
If you perform hostname resolution offline, you run the risk that the name might have changed; you usually want the name that was current at the time of the request. To minimize this problem, perform the hostname resolution as soon as possible after Apache writes the log.



Timeout

Specifies the amount of time Apache waits for network operations to complete.

Timeout num

where num is the number of seconds that Apache waits for network operations to finish.

Context: server config

Default: 60

UseCanonicalName

Specifies the method the server uses to identify itself.

UseCanonicalName On | Off | DNS

On: Apache uses the value of the ServerName directive (page 942) as its identity.

Off: Apache uses the name and port from the incoming request as its identity.

DNS: Apache performs a DNS reverse name resolution (page 862) on the IP address from the incoming request and uses the result as its identity. Rarely used.

This directive is important when a server has more than one name and needs to perform a redirect. Fedora/RHEL does not set this directive because it does not set the ServerName directive (page 942). Once you set ServerName, change UseCanonicalName to On. See page 962 for a discussion of redirects and this directive.

Contexts: server config, virtual host, directory

Default: Off

Logging Directives

ErrorLog

Specifies where Apache sends error messages.

ErrorLog filename | syslog[:facility]

where filename specifies the name of the file, relative to ServerRoot (page 955), that Apache sends error messages to. The syslog keyword specifies that Apache send errors to syslogd (page 620); facility specifies which syslogd facility to use. The default facility is local7.

Contexts: server config, virtual host

Default: logs/error_log

Fedora/RHEL: logs/error_log

LogLevel

Specifies the level of error messages that Apache logs.

LogLevel level

where level specifies that Apache log errors of that level and higher (more urgent). Choose level from the following list, which is presented here in order of decreasing urgency and increasing verbosity:

[image: ]

Contexts: server config, virtual host

Default: warn

Fedora/RHEL: warn

Directives That Control Content

AddHandler

Creates a mapping between filename extensions and a builtin Apache handler.

AddHandler handler extension [extension] ...

where handler is the name of a builtin handler and extension is a filename extension that maps to the handler. Handlers are actions that are built into Apache and are directly related to loaded modules. Apache uses a handler when a client requests a file with a specified filename extension.

For example, the following AddHandler directive causes Apache to process files that have a filename extension of .cgi with the cgi-script handler:

AddHandler cgi-script .cgi

See “Type Maps” on page 963 for another example of an AddHandler directive.

Contexts: server config, virtual host, directory, .htaccess

Default: none

Alias

Maps a URI to a directory or file.

Alias alias pathname

where alias must match part of the URI that the client requested in order to invoke the alias. The pathname is the absolute pathname of the target of the alias, usually a directory.

For example, the following alias causes Apache to serve /usr/local/pix/milk.jpg when a client requests http://www.example.com/pix/milk.jpg:

Alias /pix /usr/local/pix

In some cases, you need to use a <Directory> container (page 945) to grant access to aliased content.

Contexts: server config, virtual host

Default: none

Fedora/RHEL: /icons/ /usr/share/httpd/icons/ (in autoindex.conf)

ErrorDocument

Specifies the action Apache takes when the specified error occurs.

ErrorDocument code action

where code is the error code (page 975) this directive defines a response for and action is one of the following:

string—Defines the message that Apache returns to the client.

absolute pathname—Points to a local script or other content that Apache redirects the client to.

URI—Points to an external script or other content that Apache redirects the client to.

When you do not specify this directive for a given error code, Apache returns a hardcoded error message when that error occurs. See page 937 for an explanation of how an ErrorDocument directive returns the Fedora/RHEL test page when Apache is installed (before you add content).

Some examples of ErrorDocument directives follow:
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ErrorDocument 403 "Sorry, access is forbidden."
ErrorDocument 403 /cgi-bin/uh-uh.pl
ErrorDocument 403 http://errors.example.com/not_allowed.html

Contexts: server config, virtual host, directory, .htaccess

Default: none; Apache returns hardcoded error messages

Fedora/RHEL: none; Apache returns hardcoded error messages, but refer to “Fedora/RHEL test page” on page 937

IndexOptions

Specifies how Apache displays directory listings.

IndexOptions [±]option [[±]option] ...

where option can be any combination of the following:

DescriptionWidth=n—Sets the width of the description column to n characters. Use * in place of n to accommodate the widest description.

FancyIndexing—In directory listings, displays column headers that are links. When you click one of these links, Apache sorts the display based on the content of the column. Clicking the link a second time reverses the order.

FoldersFirst—Sorts the listing so that directories come before plain files. Use only with FancyIndexing.

HTMLTable—Displays a directory listing in a table.

IconsAreLinks—Makes the icons clickable. Use only with FancyIndexing.

IconHeight=n—Sets the height of icons to n pixels. Use only with IconWidth.

IconWidth=n—Sets the width of icons to n pixels. Use only with IconHeight.

IgnoreCase—Ignores case when sorting names.

IgnoreClient—Ignores options the client supplied in the URI.

NameWidth=n—Sets the width of the filename column to n characters. Use * in place of n to accommodate the widest filename.

ScanHTMLTitles—Extracts and displays titles from HTML documents. Use only with FancyIndexing. Not normally used because it is CPU and disk intensive.

SuppressColumnSorting—Suppresses clickable column headings that can be used for sorting columns. Use only with FancyIndexing.

SuppressDescription—Suppresses file descriptions. Use only with FancyIndexing.

SuppressHTMLPreamble—Suppresses the contents of the file specified by the HeaderName directive, even if that file exists.

SuppressIcon—Suppresses icons. Use only with FancyIndexing.

SuppressLastModified—Suppresses the modification date. Use only with FancyIndexing.

SuppressRules—Suppresses horizontal lines. Use only with FancyIndexing.

SuppressSize—Suppresses file sizes. Use only with FancyIndexing.

VersionSort—Sorts version numbers (in filenames) in a natural way; character strings, except for substrings of digits, are not affected.

As an example of the use of IndexOptions, suppose a client requests a URI that points to a directory (such as http://www.example.com/support/) and none of the files specified by the DirectoryIndex directive (page 944) is present in that directory. If the directory hierarchy is controlled by a Directory container or .htaccess file, and AllowOverride (page 960) has been set to allow indexes, Apache displays a directory listing according to the options specified by this directive.

When an IndexOptions directive appears more than once within a directory, Apache merges the options from the directives. Use + and – to merge IndexOptions options with options from higher-level directories. (Unless you use + or – with all options, Apache discards any options set in higher-level directories.) For example, the following directives and containers set the options for /custsup/download to VersionSort; Apache discards FancyIndexing and IgnoreCase in the download directory because there is no + or – before VersionSort in the second <Directory> container:
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<Directory /custsup>
    IndexOptions FancyIndexing
    IndexOptions IgnoreCase
</Directory


<Directory /custsup/download>
    IndexOptions VersionSort
</Directory>

Because + appears before VersionSort, the following directives and containers set the options for /custsup/download to FancyIndexing, IgnoreCase, and VersionSort:

Click here to view code image

<Directory /custsup>
    IndexOptions FancyIndexing
    IndexOptions IgnoreCase
</Directory


<Directory /custsup/download>
    IndexOptions +VersionSort
</Directory>

Contexts: server config, virtual host, directory, .htaccess

Default: none; lists only filenames

Fedora/RHEL: FancyIndexing HTMLTable VersionSort (in autoindex.conf)

ServerRoot

Specifies the root directory for server files (not content).

ServerRoot directory

where directory specifies the pathname of the root directory for the files that make up the server. Apache prepends directory to relative pathnames in httpd.conf. This directive does not specify the location of the content that Apache serves; the DocumentRoot directive (page 942) performs that function. Do not change this value unless you move the server files.

Context: server config

Default: /usr/local/apache

Fedora/RHEL: /etc/httpd

ServerTokens

Specifies the server information that Apache returns to a client.

ServerTokens Prod | Major | Minor | Min | OS | Full

Prod: Returns the product name: Apache; also ProductOnly.

Major: Returns the major release number of the server: Apache/2.

Minor: Returns the major and minor release numbers of the server: Apache/2.4.

Min: Returns the complete version: Apache/2.4.4; also Minimal.

OS: Returns the name of the operating system and the complete version: Apache/2.4.4 (Fedora). Provides less information that might help a malicious user than Full does.

Full: Same as OS, except that Full also sends the names and versions of non-ASF modules: Apache/2.4.4 (Fedora) PHP/5.5.0.

Unless you want clients to know the details of the software you are running, set ServerTokens to reveal as little as possible.

Context: server config

Default: Full

ServerSignature

Adds a line to server-generated pages.

ServerSignature On | Off | EMail

On: Turns the signature line on. The signature line contains the server version as specified by the ServerTokens directive (above) and the name specified by the <VirtualHost> container (page 949).

Off: Turns the signature line off.

EMail: To the signature line, adds a mailto: link to the server email address. This option produces output that can attract spam. See ServerAdmin (page 941) for information on specifying an email address.

Contexts: server config, virtual host, directory, .htaccess

Default: Off

Configuration Directives

Group

Sets the GID of the processes that run the servers.

Group #groupid | groupname

where groupid is a GID value, preceded by #, and groupname is the name of a group. The processes (servers) that Apache spawns are run as the group specified by this directive. See the User directive (page 959) for more information.

Context: server config

Default: #–1

Fedora/RHEL: apache

Include IncludeOptional

Loads directives from files.

Include | IncludeOptional filename | directory

where filename is the relative pathname of a file that contains directives. Apache prepends ServerRoot (page 955) to filename. The directives in filename are included in the file holding this directive at the location of the directive. Because filename can include wildcards, it can specify more than one file.

The directory is the relative pathname that specifies the root of a directory hierarchy that holds files containing directives. Apache prepends ServerRoot to directory. The directives in ordinary files in this hierarchy are included in the file holding this directive at the location of the directive. The directory can include wildcards.

Whereas Include displays an error when wildcards do not match a file or directory, IncludeOptional does not display an error when there is no match for a wildcard.

The Apache installer puts configuration files for modules, which have a filename extension of conf, in the conf.d and conf.modules.d directories within the ServerRoot directory. The Include directives in the Fedora/RHEL httpd.conf file incorporate module configuration files for whichever modules are installed.

Contexts: server config, virtual host, directory

Default: none

Fedora/RHEL: conf.d/*.conf conf.modules.d/*.conf

LoadModule

Loads a module.

LoadModule module filename

where module is the name of an external DSO module and filename is the relative pathname of the named module. Apache prepends ServerRoot (page 955) to filename and loads the external module specified by this directive. For more information refer to “Modules” on page 968.

Context: server config

Default: none; nothing is loaded by default if this directive is omitted

Fedora/RHEL: loads many modules; refer to the configuration files

Options

Controls server features by directory.

Options [±]option [[±]option ...]

This directive controls which server features are enabled for a directory hierarchy. The directory hierarchy is specified by the container this directive appears in. A + or the absence of a – turns an option on, and a – turns it off.

The option might be one of the following:

None—None of the features this directive can control are enabled.

All—All of the features this directive can control are enabled, except for MultiViews, which you must explicitly enable.

ExecCGI—Apache can execute CGI scripts (page 969).

FollowSymLinks—Apache follows symbolic links.

Includes—Permits SSIs (server-side includes). SSIs are containers embedded in HTML pages that are evaluated on the server before the content is passed to the client.

IncludesNOEXEC—The same as Includes but disables the #exec and #exec cgi commands that are part of SSIs. Does not prevent the #include command from referencing CGI scripts.

Indexes—Generates a directory listing if DirectoryIndex (page 944) is not set.

MultiViews—Allows MultiViews (page 963).

SymLinksIfOwnerMatch—The same as FollowSymLinks but follows the link only if the file or directory being pointed to has the same owner as the link.

The following Options directive from the Fedora/RHEL httpd.conf file sets the Indexes and FollowSymLinks options and, because the <Directory> container specifies the /var/www/html directory hierarchy (the document root), affects all content. The AllowOverride None directive causes Apache to ignore directives in .htaccess files (page 960).
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<Directory "/var/www/html">
    Options Indexes FollowSymLinks
    AllowOverride None
</Directory>

Context: directory

Default: All

Fedora/RHEL: Indexes, FollowSymLinks

ScriptAlias

Maps a URI to a directory or file and declares the target to be a server (CGI) script.

ScriptAlias alias pathname

where alias must match part of the URI the client requested to invoke the ScriptAlias. The pathname is the absolute pathname of the target of the alias, usually a directory. Similar to the Alias directive, this directive specifies that the target is a CGI script (page 969).

The following ScriptAlias directive from the Fedora/RHEL httpd.conf file maps client requests that include /cgi-bin/ to the /var/www/cgi-bin directory (and indicates that these requests will be treated as CGI requests):

Click here to view code image

ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"

Contexts: server config, virtual host

Default: none

Fedora/RHEL: /cgi-bin/ "/var/www/cgi-bin"

User

Sets the UID of the processes that run the servers.

User #userid | username

where userid is a UID value, preceded by #, and username is the name of a local user. The processes that Apache spawns are run as the user specified by this directive.

Apache must start with root privileges to listen on a privileged port. For reasons of security, Apache’s child processes (servers) run as nonprivileged users. The default UID of –1 does not map to a user under Fedora/RHEL. Instead, the Fedora/ RHEL httpd package creates a user named apache during installation and sets User to that user.

Context: server config

Default: #–1

Fedora/RHEL: apache


Security: Do not set User to root or 0
For a more secure system, do not set User to root or 0 (zero) and do not allow the apache user to have write access to the DocumentRoot directory hierarchy (except as needed for storing data), especially not to configuration files.



Security Directives

Allow

Specifies which clients can access specified content.

Allow from All | host [host ...] | env=var [env=var ...]

This directive, which must be written as Allow from, grants access to a directory hierarchy to the specified clients. The directory hierarchy is specified by the container or .htaccess file this directive appears in. See the Order directive (page 961) for an example.

All—Serves content to any client.

host: Serves content to the client(s) specified by host, which can take several forms: an FQDN, a partial domain name (such as example.com), an IP address, a partial IP address, or a network/netmask pair.

var: Serves content when the environment variable named var is set. You can set a variable with the SetEnvIf directive.

Contexts: directory, .htaccess

Default: none; default behavior depends on the Order directive

Fedora/RHEL: none

AllowOverride

Specifies whether Apache examines .htaccess files and which classes of directives in those files it processes.

AllowOverride All | None | directive-class [directive-class ...]

This directive specifies whether Apache examines .htaccess files in the directory hierarchy specified by its container. If Apache does examine .htaccess files, this directive specifies which classes of directives within .htaccess files Apache processes. See the tip on page 973 for performance considerations.

All—Processes all classes of directives in .htaccess files.

None—Ignores directives in .htaccess files. However, Apache will still serve the content of .htaccess files, possibly exposing sensitive information. This choice does not affect .htpasswd files. The example in the description of the <Files> container (page 947) shows how to prevent Apache from serving the content of files whose names begin with .ht.

The directive-class is one of the following directive class identifiers:

AuthConfig—Class of directives that control authorization (AuthName, AuthType, Require, and so on). This class is used mostly in .htaccess files to require a username and password to access the content. For more information refer to “Authentication Modules and .htaccess Files” on page 972.

FileInfo—Class of directives that controls document types (DefaultType, ErrorDocument, SetHandler, and so on).

Indexes—Class of directives relating to directory indexing (DirectoryIndex, FancyIndexing, IndexOptions, and so on).

Limit—Class of client-access directives (Allow, Deny, and Order).

Options—Class of directives controlling directory features.

Context: directory

Default: All

Fedora/RHEL: None

Deny

Specifies which clients are not allowed to access specified content.

Deny from All | host [host ...] | env=var [env=var ...]

This directive, which must be written as Deny from, denies access to a directory hierarchy to the specified clients. The directory hierarchy is specified by the container or .htaccess file this directive appears in. See the Order directive (next) for an example.

All—Denies content to all clients.

host: Denies content to the client(s) specified by host, which can take several forms: an FQDN, a partial domain name (such as example.com), an IP address, a partial IP address, or a network/netmask pair.

var: Denies content when the environment variable named var is set. You can set a variable using the SetEnvIf directive.

Contexts: directory, .htaccess

Default: none

Fedora/RHEL: none

Order

Specifies the default access and the order in which Allow and Deny directives are evaluated.

Order Deny,Allow | Allow,Deny

Deny,Allow—Allows access by default; denies access only to clients specified in Deny directives (first evaluates Deny directives and then evaluates Allow directives).

Allow,Deny—Denies access by default; allows access only to clients specified in Allow directives (first evaluates Allow directives and then evaluates Deny directives).

There must not be SPACEs on either side of the comma. Access defaults to the second entry in the pair (Deny,Allow defaults to Allow) if there is no Allow from or Deny from directive that matches the client. If a single Allow from or Deny from directive matches the client, that directive overrides the default. If multiple Allow from and Deny from directives match the client, Apache evaluates the directives in the order specified by the Order directive; the last match takes precedence.

Access granted or denied by this directive applies to the directory hierarchy specified by the container or .htaccess file this directive appears in. In the next directive, Allow from all grants access to all clients:

Order allow,deny
Allow from all

You can restrict access by specifying Deny,Allow to deny all access and then specifying only those clients you want to grant access to in an Allow directive. The following directives grant access to clients from the example.net domain only and would typically appear within a <Directory> container (page 945):

Order deny,allow
Deny from all
Allow from .example.net

Contexts: directory, .htaccess

Default: Deny,Allow

Require

Tests/specifies whether a user is authorized to access a directory hierarchy.

Require all granted | all denied | ip addr

where addr is one or more SPACE-separated IP addresses of systems that are allowed to access the directory hierarchy.

all granted: Any user can access the directory hierarchy.

all denied: No user can access the directory hierarchy.

The httpd.conf file contains several Require directives. The first, because it is in a <Directory> container that specifies the root directory, denies access to the entire filesystem:

<Directory />
    AllowOverride none
    Require all denied
</Directory>

However, that restriction is immediately relaxed for the www child directory.

<Directory "/var/www">
    AllowOverride None
    Require all granted
</Directory>

Context: directory, .htaccess

Default: none

Advanced Configuration

This section describes how to configure some advanced features of Apache.

Redirects

Apache can respond to a request for a URI by asking the client to request a different URI. This response is called a redirect. A redirect works because redirection is part of the HTTP implementation: Apache sends the appropriate response code and the new URI, and a compliant browser requests the new location.

The Redirect directive can establish an explicit redirect that sends a client to a different page when a Web site is moved. Or, when a user enters the URI of a directory in a browser but leaves off the trailing slash, Apache can automatically redirect the client to the same URI terminated with a slash.

UseCanonicalName

The ServerName directive (page 942), which establishes the name of the server, and the UseCanonicalName directive (page 951) are both important when a server has more than one name and needs to perform an automatic redirect. For example, assume the server with the name zach.example.com and the alias www.example.com has ServerName set to www.example.com. When a client specifies a URI of a directory but leaves off the trailing slash (zach.example.com/dir), Apache has to perform a redirect to determine the URI of the requested directory. When UseCanonicalName is set to On, Apache uses the value of ServerName and returns www.example.com/dir/. With UseCanonicalName set to Off, Apache uses the name from the incoming request and returns zach.example.com/dir/.

Content Negotiation

Apache can serve multiple versions of the same page, using a client’s preference to determine which version to send. The process Apache uses to determine which version of a page (file) to send is called content negotiation. Apache supports two methods of content negotiation: type maps and MultiViews search, which can work together.

Type Maps

The following AddHandler directive from httpd.conf would tell Apache to use any filename ending in .var as a type map (if it were not commented out):

# AddHandler type-map var

To see how type maps work, create the following files in /var/www/html:

Click here to view code image

$ cat /var/www/html/index.html.en
<html><body><h1>Hello</h1></body></html>


$ cat /var/www/html/index.html.fr
<html><body><h1>Bonjour</h1><body></html>


$ cat /var/www/html/index.html.var
URI: index.html.en
Content-Language: en
Content-type: text/html; charset=ISO-8859-1


URI: index.html.fr
Content-Language: fr
Content-type: text/html; charset=ISO-8859-1

If your browser’s preferred language is set to English (en), it will display the Hello page when you browse to http://localhost/index.html.var. If your browser’s preferred language is set to French (fr), it will display the Bonjour page. (With the MultiViews option turned on, as it is by default, the browser displays the correct page when you browse to http://localhost. See the next section.) You can change the default language in Firefox by selecting Edit[image: ]Preferences from the menubar, clicking the Content icon, and finally clicking Choose from the Languages frame. Select a language from the Select a language to add combo box, if necessary, and then move the preferred language to the top of the list. In the example, the charset assignments are not necessary. However, they would be helpful if you were sending pages using different encodings such as English, Russian, and Korean.

Type maps are used for more than selecting among different languages. Instead of matching Content-Language as in the preceding example, the map could match Content-type and send jpeg or png images depending on how the browser’s preferences are set.

MultiViews

When you set the MultiViews option on a directory, Apache attempts to deliver the correct page when a requested resource does not exist. In httpd.conf, add MultiViews to the Options line in the <Directory> container as follows:
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<Directory "/var/www/html">
...
    Options Indexes FollowSymLinks MultiViews
...

To see how MultiViews work, remove the /var/www/html/index.html.var type map file you created in the preceding section. Now browse to http://localhost. The proper language page is displayed, but why?

When a browser sends Apache a request for a directory, Apache looks for a file named index.html in that directory. In the example, Apache does not find the file. If MultiViews is enabled, Apache looks for files named index.html.*. In the example it finds index.html.en and index.html.fr. Apache effectively creates a type map on the fly, mapping the index.html.* files to various languages, and sends its best guess as to the page you want.


Caution: Which to use: MultiViews or type maps?
MultiViews provides an easy way to serve multiple versions of the same file without having to create a type map. However, MultiViews is slower than type maps. Also, if you require finer-grained control over which version of a resource should be sent, type maps are a better solution.



Server-Generated Directory Listings (Indexing)

When a client requests a directory, the Apache configuration determines what is returned to the client. Apache can return a file as specified by the DirectoryIndex directive (page 944), a directory listing if no file matches DirectoryIndex and the Options Indexes directive (page 957) is set, or an error message if no file matches DirectoryIndex and Options Indexes is not set. Figure 26-1 shows a server-generated directory listing.

[image: ]

Figure 26-1 A server-generated directory listing

Virtual Hosts

Apache supports virtual hosts, which means that one instance of Apache can respond to requests directed to multiple IP addresses or hostnames as though it were multiple servers. Each IP address or hostname can then provide different content and be configured differently.

There are two types of virtual hosts: host-by-name (also called host-based) and host-by-IP. Host-by-name relies on the FQDN the client uses in its request to Apache—for example, www.example.com versus www2.example.com. Host-by-IP examines the IP address the host resolves as and responds according to that match.

Host-by-name is handy if there is only one IP address, but Apache must support multiple FQDNs. Although you can use host-by-IP if a given Web server has aliases, Apache should serve the same content regardless of which name is used.

The NameVirtualHost directive specifies which IP address supports host-by-name virtual hosting; the ServerName (or ServerAlias) directive must match the client request to match that virtual host. Without a NameVirtualHost directive, the virtual host is a host-by-IP virtual host; the ServerName directive specifies the name the server uses to identify itself.

You can specify many virtual hosts for a single instance of Apache.

Examples

The following examples of host-by-name virtual hosting use wildcards (*) to remain as flexible as possible. You might want to replace the wildcards with the IP address of the server for more precise control when Apache is serving multiple virtual hosts.

The first <VirtualHost> container sets up host-by-name for the site named example.com. This virtual host handles requests that are directed to example.com. The ServerAlias directive allows it to also process requests directed to www.example.com.
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<VirtualHost *>
    ServerName     example.com
    ServerAlias    www.example.com
    ServerAdmin    webmaster@example.com
    DocumentRoot   /var/www/html/example.com
    CustomLog      /var/log/httpd/example.com.log combined
    ErrorLog       /var/log/httpd/example.com.err
</VirtualHost>

The next example is similar to the previous one. It adds a Directory directive that prevents remote users (users not coming from the 192.168. subnet) from accessing the Web site.
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<VirtualHost *>
    ServerName     intranet.example.com
    ServerAdmin    webmaster@example.com
    DocumentRoot   /var/www/html
    ErrorLog       /var/log/httpd/intra.error_log
    CustomLog      /var/log/httpd/example.com.log combined
    <Directory     /var/www/html>
        Order deny,allow
        Deny from all
        Allow from 192.168.  # allow from private subnet only
    </Directory>
</VirtualHost>

The next example sets up two virtual hosts. The VirtualHost containers accept all traffic directed to the server by specifying *. The ServerName directives accept traffic for sam.example.com (or the alias www.example.com/sam) and mail.example.com. The first virtual host serves documents from Sam’s public_html directory; the second is a Webmail server with its content at /var/www/html/squirrelmail. This example works because all three addresses resolve to the IP address of the server.
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NameVirtualHost *:
<VirtualHost *>
    ServerName      sam.example.com
    ServerAlias     www.example.com/sam
    ServerAdmin     webmaster@example.com
    DocumentRoot    /home/sam/public_html
</VirtualHost>


<VirtualHost *:>
    ServerName      mail.example.com
    ServerAdmin     webmaster2@example.com
    DocumentRoot    /var/www/html/squirrelmail
</VirtualHost>

If the user specifies an IP address and not a URI, that address might match more than one of the virtual hosts, as in the example. In this case, Apache serves the virtual host that best matches. If none of the virtual host addresses matches the IP address better than another, Apache serves the first virtual host. In the preceding example, both virtual hosts match an IP address the same way; neither is a better match, so Apache serves the first virtual host (sam.example.com). If mail.example.com was defined as <VirtualHost 192.168.1.102> and a user specified that IP address, Apache would serve mail.example.com because it is a better match for the IP address than the wildcard that the other virtual host specifies.

The next example shows VirtualHost containers for a host-by-IP server. The example assumes that 111.111.0.0 and 111.111.0.1 point to the local server. Here each virtual host has its own IP/port combination. The third virtual host is distinguished from the first by the port that a request comes in on.
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<VirtualHost 111.111.0.0:80>
    DocumentRoot /var/www/html/www0
</VirtualHost>


<VirtualHost 111.111.0.1:80>
    DocumentRoot /var/www/html/www1
</VirtualHost>


<VirtualHost 111.111.0.0:8080>
    DocumentRoot /var/www/html/www2
    Listen 8080
</VirtualHost>

The final example sets up a virtual server for Webmail that can be accessed only over SSL. To use this example you must create an SSL certificate (page 970).
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<VirtualHost mail.example.com:80>
    Redirect permanent / https://mail.example.com/
</VirtualHost>
<VirtualHost mail.example.com:443>
    ServerName     mail.example.com
    ServerAdmin    postmaster@example.com
    DocumentRoot   /var/www/html/mail.example.com
    ErrorLog       /var/log/httpd/mail.example.com.err
    CustomLog      /var/log/httpd/mail.example.com.log combined
    SSLEngine On
    SSLCertificateFile /etc/pki/tls/certs/apache.pem
</VirtualHost>

Troubleshooting

If the browser does not display the information you expect, make sure it is not displaying a cached version of the page. Try clearing the browser’s cache and reloading the page. Also make sure that Apache has permission to read the files it is serving and the scripts it is running.

The httpd service checks the syntax of the Apache configuration files and logs an error if there is a problem. You can also call apachectl directly to check the syntax:

$ apachectl configtest
Syntax OK

Once you start the httpd daemon, you can confirm Apache is working correctly by pointing a browser on the local system at http://localhost/. From a remote system, use http://server/, substituting the hostname or IP address of the server for server. In response, Apache displays the Fedora/RHEL test page (page 937) unless you have added an index file or changed the default virtual host.

If the browser does not display the test page, it will display one of two errors: Connection refused or an error page. If it displays Connection refused, make sure port 80 is not blocked by a firewall (page 934), check that SELinux (page 934) is set up properly, and check that the server is running:

Click here to view code image

# systemctl status httpd.service
httpd.service - The Apache HTTP Server
   Loaded: loaded (/usr/lib/systemd/system/httpd.service; enabled)
   Active: active (running) since ...

If the server is running, confirm that you did not specify a port other than 80 in a Listen directive. If you did, the URI you specify in the browser must reflect this port number (http://localhost:port specifies port port). Otherwise, check the error log (/var/log/httpd/error_log) for information about what is not working.

To verify the browser is not at fault, use telnet to connect to port 80 of the server:
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$ telnet www.example.com 80
Trying 192.0.34.166...
Connected to www.example.com.
Escape character is '^]'.
CONTROL-]
telnet> quit
Connection closed.

If telnet displays Connection refused, it means the local system cannot connect to the server.

Modules

Apache is a skeletal program that relies on external modules, called DSOs (dynamic shared objects), to provide most of its functionality. In addition to the modules included with Fedora/RHEL, many other modules are available. For more information see httpd.apache.org/modules and httpd.apache.org/docs/2.4/mod.

Following is a list of some of the modules that are available under Apache.

actions (mod_actions.so) Allows execution of CGI scripts based on the request method.

alias (mod_alias.so) Allows outside directories to be mapped to DocumentRoot.

asis (mod_asis.so) Allows sending files that contain their own headers.

auth_basic (mod_auth_basic.so) Provides user authentication via .htaccess.

auth_digest (mod_auth_digest.so) Uses MD5 digest for authentication.

authn_anon (mod_authn_anon.so) Provides anonymous user access to restricted areas.

authn_dbd (mod_authn_dbd.so) Uses SQL files for authentication.

autoindex (mod_autoindex.so) Allows directory indexes to be generated.

cgi (mod_cgi.so) Allows the execution of CGI scripts.

dav (mod_dav.so) Allows Distributed Authoring and Versioning.

dav_fs (mod_dav_fs.so) Provides a filesystem for mod_dav.

dir (mod_dir.so) Allows directory redirects and listings as index files.

env (mod_env.so) Allows CGI scripts to access environment variables.

expires (mod_expires.so) Allows generation of Expires HTTP headers.

headers (mod_headers.so) Allows customization of request and response headers.

include (mod_include.so) Provides server-side includes (SSIs).

info (mod_info.so) Allows the server configuration to be viewed.

log_config (mod_log_config.so) Allows logging of requests made to the server.

mime (mod_mime.so) Allows association of file extensions with content.

mime_magic (mod_mime_magic.so) Determines MIME types of files.

negotiation (mod_negotiation.so) Allows content negotiation.

proxy (mod_proxy.so) Allows Apache to act as a proxy server.

proxy_connect (mod_proxy_connect.so) Allows connect request handling.

proxy_ftp (mod_proxy_ftp.so) Provides an FTP extension proxy.

proxy_http (mod_proxy_http.so) Provides an HTTP extension proxy.

rewrite (mod_rewrite.so) Allows on-the-fly URI rewriting based on rules.

setenvif (mod_setenvif.so) Sets environment variables based on a request.

speling (mod_speling.so) Auto-corrects spelling if the requested URI has incorrect capitalization and one spelling mistake.

status (mod_status.so) Allows the server status to be queried and viewed.

unique_id (mod_unique_id.so) Generates a unique ID for each request.

userdir (mod_userdir.so) Allows users to have content directories (public_html).

usertrack (mod_usertrack.so) Allows tracking of user activity on a site.

vhost_alias (mod_vhost_alias.so) Allows the configuration of virtual hosting.

mod_cgi and CGI Scripts

The CGI (Common Gateway Interface) allows external application programs to interface with Web servers. Any program can be a CGI program if it runs in real time (at the time of the request) and relays its output to the requesting client. Various kinds of scripts, including shell, Perl, Python, and PHP, are the most commonly encountered CGI programs because a script can call a program and reformat its output in HTML for a client.

Apache can handle requests for CGI programs in several different ways. The most common method is to put a CGI program in the cgi-bin directory and then enable its execution from that directory only. The location of the cgi-bin directory, as specified by the ScriptAlias directive (page 958), is /var/www/cgi-bin. Alternately, an AddHandler directive (page 952) can identify the filename extensions of scripts, such as .cgi or .pl, within the regular content (e.g., AddHandler cgi-script .cgi). If you use AddHandler, you must also specify the ExecCGI option in an Options directive within the appropriate <Directory> container. The mod_cgi module must be loaded to access and execute CGI scripts.

The following Perl CGI script displays the Apache environment. This script should be used for debugging only because it presents a security risk if remote clients can access it:
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#!/usr/bin/perl
##
##  printenv -- demo CGI program that prints its environment
##


print "Content-type: text/plain\n\n";
foreach $var (sort(keys(%ENV))) {
    $val = $ENV{$var};
    $val =~ s|\n|\\n|g;
    $val =~ s|"|\\"|g;
    print "${var}=\"${val}\"\n";
}

mod_ssl

SSL (Secure Sockets Layer), which is implemented by the mod_ssl module, has two functions: It allows a client to verify the identity of a server and it enables secure two-way communication between a client and a server. SSL is used on Web pages in conjunction with forms that require passwords, credit card numbers, or other sensitive data.

Apache uses the HTTPS protocol—not HTTP—for SSL communication. When Apache uses SSL, it listens on a second port (443 by default) for a connection and performs a handshaking sequence before sending the requested content to the client.

Server verification is critical for financial transactions: You do not want to give your credit card number to a fraudulent Web site posing as a known company. SSL uses a certificate to positively identify a server. Over a public network such as the Internet, the identification is reliable only if the certificate contains a digital signature from an authoritative source such as VeriSign or Thawte. SSL Web pages are denoted by a URI beginning with https://.

Data encryption prevents malicious users from eavesdropping on Internet connections and copying personal information. To encrypt communication, SSL sits between the network and an application and encrypts communication between the server and the client.

Setting Up mod_ssl

You must install the mod_ssl package to run SSL. The /etc/httpd/conf.d/ssl.conf file configures and loads mod_ssl. The first few directives in this file instruct Apache to listen on port 443, and set various parameters for SSL operation. About a third of the way through the file is a section labeled SSL Virtual Host Context that sets up virtual hosts (page 965).

As with any virtual host, a virtual host for SSL holds directives such as ServerName and ServerAdmin that need to be configured. In addition, it holds some SSL-related directives. See the example on page 967.

Using a Self-Signed Certificate for Encryption

If you require SSL for encryption and not verification—that is, if the client already trusts the server—you can generate and use a self-signed certificate, bypassing the time and expense involved in obtaining a digitally signed certificate. Self-signed certificates generate a warning when you connect to the server: Most browsers display a dialog box that allows you to examine and accept the certificate. The sendmail daemon also uses certificates (page 765).

The self-signed certificate depends on two files: a private key and the certificate. The location of each file is specified in /etc/httpd/conf.d/ssl.conf:
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# grep '^SSLCertificate' /etc/httpd/conf.d/ssl.conf
SSLCertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

The following example creates a self-signed certificate. To generate the private key that the encryption relies on, cd to /etc/pki/tls/certs and enter a make command:
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# cd /etc/pki/tls/certs
# make localhost.key
umask 77 ; \
/usr/bin/openssl genrsa -aes128 2048 > localhost.key
Generating RSA private key, 2048 bit long modulus
.+++
....................+++
e is 65537 (0x10001)
Enter pass phrase:
Verifying - Enter pass phrase:

The preceding command generates a file named localhost.key that is protected by the passphrase you entered: You will need this passphrase to start the server. Keep the localhost.key file secret.

The next command generates the certificate. This process uses the private key you just created. You need to supply the same passphrase you entered when you created the private key.
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# make localhost.crt
umask 77 ; \
/usr/bin/openssl req -utf8 -new -key localhost.key -x509 -days 365 -out
localhost.crt -set_serial 0
Enter pass phrase for localhost.key:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [GB]:US
State or Province Name (full name) [Berkshire]:California
Locality Name (eg, city) [Newbury]:San Francisco
Organization Name (eg, company) [My Company Ltd]:Sobell Associates Inc.
Organizational Unit Name (eg, section) []:
Common Name (eg, your name or your server's hostname) []:www.sobell.com
Email Address []:mgs@sobell.com

The answers to the first five questions are arbitrary: They can help clients identify a site when they examine the certificate. The answer to the sixth question (Common Name) is critical. Because certificates are tied to the name of the server, you must enter the server’s FQDN accurately. If you mistype this information, the server name and that of the certificate will not match. The browser will then generate a warning message each time a connection is made.

As specified by ssl.conf, Apache looks for the files in the directory that you created them in. Do not move these files. After you restart Apache, the new certificate will be in use.

Notes on Certificates

• As long as the server is identified by the name for which the certificate was issued, you can use the certificate on another server or IP address.

• A root certificate is the certificate that identifies the root certificate authority (root CA). Every browser contains a database of the public keys for the root certificates of the major signing authorities, including VeriSign and Thawte.

• It is possible to generate a root certificate and sign all your server certificates with this root CA. Regular clients can import the public key of the root CA so that they recognize every certificate signed by that root CA. This setup is convenient for a server with multiple SSL-enabled virtual hosts and no commercial certificates. For more information see www.modssl.org/docs/2.8/ssl_faq.html#ToC29.

• A self-signed certificate does not enable clients to verify the identity of the server.

Authentication Modules and .htaccess Files

To restrict access to a Web page, Apache and third parties provide authentication modules and methods that can verify a user’s credentials, such as a username and password. Some modules support authentication against various databases including NIS (page 770) and LDAP (page 786).

User authentication directives are commonly placed in a .htaccess file. A basic .htaccess file that uses the Apache default authentication module (mod_auth) follows. When placed in /var/www/html, this file causes Apache to request a password before a browser can access content in the /var/www/html directory hierarchy. Substitute appropriate values for the local server.
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# cat .htaccess
AuthUserFile /var/www/html/.htpasswd
AuthGroupFile /dev/null
AuthName "Browser dialog box query"
AuthType Basic
require valid-user

The /var/www/html/.htpasswd is a typical absolute pathname of a .htpasswd file and Browser dialog box query is the string that the user will see as part of the dialog box that requests a username and password.

The second line of the preceding .htaccess file turns off the group function. The fourth line specifies the user authentication type Basic, which is implemented by the default mod_auth module. The last line tells Apache which users can access the protected directory. The entry valid-user grants access to the directory to any user whose username appears in the Apache password file and who enters the correct password.

You can put the Apache password file anywhere on the system, as long as Apache can read it. It is safe to put this file in the same directory as the .htaccess file because, by default, Apache will not answer any requests for files whose names start with .ht. However, be sure you have not changed the httpd.conf configuration file to allow Apache to answer requests for files whose names begin with .ht. See page 939 for more information on .htaccess files.

The following command creates (–c) a .htpasswd file with an entry for Sam in the working directory. Omit the –c option to add a user or to change a password in an existing .htpasswd file.
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$ htpasswd -c .htpasswd sam
New password:
Re-type new password:
Adding password for user sam

The default httpd.conf file includes an AllowOverride None directive (page 960) for /var/www/html. You must change this directive to at least AllowOverride AuthConfig or remove it to enable Apache to process user authentication directives (such as reading an .htaccess file).


Tip: .htaccess files can degrade performance
With Apache configured to process .htaccess files, when it receives a request for a file, it has to traverse the directory hierarchy from the requested file upward, toward the root, looking for a .htacess file to determine whether it can serve the requested file. This search can affect performance. Typically performance degradation is not severe, but this issue can become important if performance is critical.



Scripting Modules

Apache can process content before serving it to a client. In earlier versions of Apache, only CGI scripts could process content. In the current version, scripting modules can work with scripts embedded in HTML documents. The downside is that major bugs in scripting modules can affect the stability of Apache processes.

Scripting modules manipulate content before Apache serves it to a client. Because they are built into Apache, scripting modules are fast. Scripting modules are especially efficient at working with external data sources such as relational databases. Clients can pass data to a scripting module that modifies the information that Apache serves.

Scripting modules stand in contrast to CGI scripts that are run externally to Apache. In particular, CGI scripts do not allow client interaction and are slow because they must make external calls.

You can embed Perl (mod_perl), Python, and PHP code in HTML content. Perl and Python are general-purpose scripting languages and are implemented in the mod_perl and mod_wsgi modules.

PHP, which was developed for manipulating Web content, outputs HTML by default. It is encapsulated for use directly in Apache, is easy to set up, has a syntax similar to that of Perl and C, and comes with a large number of Web-related functions.

Multiprocessing Modules (MPMs)

If Apache were to execute in only one process, then each time a client requested a page, Apache would have to ignore other requests while it read that page from disk (or waited for a CGI script to generate it). After it read the page, it could send the page to the client and respond to the next request. With this setup, Apache could serve only one client at a time.

prefork MPM

Apache 1.3 and earlier forked servers to respond to multiple clients. Apache 2 moved the forking behavior to the prefork MPM (multiprocessing module). MPMs introduced the ability to switch between various multiprocessing techniques.

The prefork MPM uses the fork() system call to create an exact copy of the running Apache process to serve each request. The MaxServers, MaxRequestWorkers, and similar directives control how many copies of Apache run at the same time. Because the operating system has to spend time context switching between Apache processes, and because each process has its own memory, the prefork MPM generates considerable overhead on a busy server. Fedora/RHEL runs the prefork MPM by default.

worker MPM

The worker MPM reduces this overhead by using threads. A thread is similar to a process in that it can execute independently of other threads or processes. Waiting for a read to complete in one thread does not stop (block) other threads from executing. The difference between threads and processes is that all the threads running under one process share the same memory, and the program—rather than the operating system—is responsible for managing the threads. The worker MPM maintains a pool of threads it can use to serve each request. Instead of the parent Apache process forking a child to serve each request for content as in prefork, the worker MPM uses threads to serve requests for content.

Threads

Because all these threads run under the same process, they share the same memory. Code that is not thread safe (see reentrant on page 1269) can return inconsistent results. For example, some PHP library functions use the strtok() C function to convert a string to tokens. This function maintains internal variables. If it is called by multiple threads sharing the same memory, strtok()’s internal variables are put in an inconsistent state.

PHP

If you want to use PHP, either you must use the prefork MPM or, if you want to use the worker MPM and PHP, you must remove mod_php and run PHP as a CGI script (page 969).

To run the worker MPM, in /etc/httpd/conf.modules.d/00-mpm.conf, move the hash sign from the worker module line to the prefork module line as follows:
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#LoadModule mpm_prefork_module modules/mod_mpm_prefork.so
LoadModule mpm_worker_module modules/mod_mpm_worker.so

After making this change, restart the httpd daemon (page 935).

webalizer: Analyzes Web Traffic

The webalizer package creates a directory at /var/www/usage, a cron file (page 607) at /etc/cron.daily/00webalizer, a webalizer configuration file at /etc/webalizer.conf, and an Apache configuration file at /etc/httpd/conf.d/webalizer.conf. After installing the package, restart the httpd daemon (page 935). Once a day, the cron file generates usage data and puts it in the usage directory; you can view this data by pointing a browser at http://server/usage/, where server is the name or IP address of the server. However, the cron script must have run at least once so there is data in the usage directory before Apache will display results and not display an error.

The /etc/webalizer.conf file controls the behavior of the webalizer utility. If you want information on virtual hosts (which by definition change the location of the DocumentRoot and often change the location of log files), you must modify the /etc/webalizer.conf file. The /etc/httpd/conf.d/webalizer.conf file includes a Require local directive. If you want to view statistics from a remote browser, you must add an appropriate Require directive (page 961) to this file. For more information on webalizer, refer to the webalizer man page and the sites listed under “More Information” on page 933.

MRTG: Monitors Traffic Loads

Multi Router Traffic Grapher (MRTG; mrtg package) is an open-source application that graphs statistics available through SNMP (Simple Network Management Protocol). SNMP information is available on all high-end routers and switches as well as on some other networked equipment, such as printers and wireless access points. You can use the net-snmp and net-snmp-utils packages supplied by Fedora/RHEL to install SNMP on a system. You also need to install the mrtg package. The /etc/httpd/conf.d/mrtg.conf file includes Require local directive. If you want to view statistics from a remote browser, you must add an appropriate Require directive (page 961) to this file.

Once MRTG and SNMP are installed and running, you can view the reports at http://server/mrtg, where server is the hostname of the server. For more information see the mrtg man page and the sites listed under “More Information” on page 933. See also “Introduction to Cacti” on page 645 for information on capturing and displaying SNMP information.

Error Codes

Following is a list of Apache error codes:
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Chapter Summary

Apache is the most popular Web server on the Internet. It is both robust and extensible. The /etc/httpd/conf/httpd.conf configuration file controls many aspects of how Apache runs. The Fedora/RHEL httpd.conf file, which is based on the httpd.conf file distributed by Apache, is heavily commented.

Content to be served is typically placed in /var/www/html, called the document root. Apache automatically displays the file named index.html in this directory.

Configuration directives, or simply directives, are lines in a configuration file that control some aspect of how Apache functions. Four locations, called contexts, define where a configuration directive can appear: server config, virtual host, directory, and .htaccess. Containers, or special directives, are directives that group other directives.

To restrict access to a Web page, Apache and third parties provide authentication modules and methods that can verify a user’s credentials, such as a username and password. Some modules enable authentication against various databases, including LDAP and NIS.

Apache can respond to a request for a URI by asking the client to request a different URI. This response is called a redirect. Apache can also process content before serving it to a client using scripting modules that work with scripts embedded in HTML documents.

Apache supports virtual hosts, which means that one instance of Apache can respond to requests directed to multiple IP addresses or hostnames as though it were multiple servers. Each IP address or hostname can provide different content and be configured differently.

The CGI (Common Gateway Interface) allows external application programs to interface with Web servers. Any program can be a CGI program if it runs in real time and relays its output to the requesting client.

SSL (Secure Sockets Layer) has two functions: It allows a client to verify the identity of a server and it enables secure two-way communication between a client and server.

Exercises

1. What is Apache? Very basically, how does it work (i.e., what happens when you point a browser at a Web page)?

2. What is the function of the document root? Where is it located by default? How would you change the location of the document root?

3. How would you tell Apache that the content is in /usr/local/www?

4. How would you instruct an Apache server to listen on port 81 instead of port 80?

5. How would you enable Sam to publish Web pages from his ~/website directory but not allow anyone else to publish to the Web?

6. Apache must be started with root privileges. Why? Why does this action not present a security risk?

7. What is the relationship between Apache and httpd?

8. What does the ServerName directive do? Which value can you use as a ServerName if you want to experiment with an Apache server locally (on the server system)?

Advanced Exercises

9. If you are running Apache on a firewall system, perhaps to display a Web front end for firewall configuration, how would you make sure that it is accessible only from inside the local network?

10. Why is it more efficient to run scripts using mod_perl than to run them through CGI?

11. What two things does SSL provide, and how does this situation differ if the certificate is self-signed?

12. Some Web sites generate content by retrieving data from a database and inserting it into a template using PHP or CGI each time the site is accessed. Why is this practice often a poor idea?

13. Assume you want to provide Webmail access for employees on the same server that hosts the corporate Web site. The Web site address is example.com, you want to use mail.example.com for Webmail, and the Webmail application is located in /var/www/webmail. Describe two ways you can set up this configuration.

14. Part of a Web site is a private intranet. Describe how you would prevent people outside the company’s internal 192.168.0.0/16 network from accessing this site. The site is defined as follows:
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<VirtualHost *>
ServerName example.com
DocumentRoot /var/www
<Directory /var/www/intranet>
  AllowOverride AuthConfig
</Directory>
</VirtualHost>

15. What is a container? Give an example of container syntax.

16. What does CGI do? What are the characteristics of a CGI program?

17. What are the functions of SSL?


Part V: Programming Tools

Chapter 27 Programming the Bourne Again Shell (bash)

Chapter 28 The Python Programming Language

Chapter 29 The MariaDB SQL Database Management System


27. Programming the Bourne Again Shell (bash)


In This Chapter
Control Structures
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Positional Parameters
Special Parameters
Variables
Environment, Environment Variables, and Inheritance
Array Variables
Builtin Commands
Expressions
Shell Programs
A Recursive Shell Script
The quiz Shell Script



Objectives

After reading this chapter you should be able to:

[image: ] Use control structures to implement decision making and repetition in shell scripts

[image: ] Handle input to and output from scripts

[image: ] Use shell variables (local) and environment variables (global)

[image: ] Evaluate the value of numeric variables

[image: ] Use bash builtin commands to call other scripts inline, trap signals, and kill processes

[image: ] Use arithmetic and logical expressions

[image: ] List standard programming practices that result in well-written scripts

Chapter 5 introduced the shells and Chapter 9 went into detail about the Bourne Again Shell. This chapter introduces additional Bourne Again Shell commands, builtins, and concepts that carry shell programming to a point where it can be useful. Although you might make use of shell programming as a system administrator, you do not have to read this chapter to perform system administration tasks. Feel free to skip this chapter and come back to it if and when you like.

The first part of this chapter covers programming control structures, also called control flow constructs. These structures allow you to write scripts that can loop over command-line arguments, make decisions based on the value of a variable, set up menus, and more. The Bourne Again Shell uses the same constructs found in programming languages such as C.

The next part of this chapter discusses parameters and variables, going into detail about array variables, shell versus environment variables, special parameters, and positional parameters. The exploration of builtin commands covers type, which displays information about a command, and read, which allows a shell script to accept user input. The section on the exec builtin demonstrates how to use exec to execute a command efficiently by replacing a process and explains how to use exec to redirect input and output from within a script.

The next section covers the trap builtin, which provides a way to detect and respond to operating system signals (such as the signal generated when you press CONTROL-C). The discussion of builtins concludes with a discussion of kill, which can abort a process, and getopts, which makes it easy to parse options for a shell script. Table 27-6 on page 1055 lists some of the more commonly used builtins.

Next the chapter examines arithmetic and logical expressions as well as the operators that work with them. The final section walks through the design and implementation of two major shell scripts.

This chapter contains many examples of shell programs. Although they illustrate certain concepts, most use information from earlier examples as well. This overlap not only reinforces your overall knowledge of shell programming but also demonstrates how you can combine commands to solve complex tasks. Running, modifying, and experimenting with the examples in this book is a good way to become comfortable with the underlying concepts.


Tip: Do not name a shell script test
You can unwittingly create a problem if you name a shell script test because a bash builtin has the same name. Depending on how you call your script, you might run either your script or the builtin, leading to confusing results.



[image: ] Control Structures

The control flow commands alter the order of execution of commands within a shell script. Control structures include the if...then, for...in, while, until, and case statements. In addition, the break and continue statements work in conjunction with the control structures to alter the order of execution of commands within a script.

Getting help with control structures

You can use the bash help command to display information about bash control structures. See page 134 for more information.

[image: ] if...then

The if...then control structure has the following syntax:

if test-command

then

commands

fi

The bold words in the syntax description are the items you supply to cause the structure to have the desired effect. The nonbold words are the keywords the shell uses to identify the control structure.

[image: ] test builtin

Figure 27-1 shows that the if statement tests the status returned by the test-command and transfers control based on this status. The end of the if structure is marked by a fi statement (if spelled backward). The following script prompts for two words, reads them, and then uses an if structure to execute commands based on the result returned by the test builtin when it compares the two words. (See the test info page for information on the test utility, which is similar to the test builtin.) The test builtin returns a status of true if the two words are the same and false if they are not. Double quotation marks around $word1 and $word2 make sure test works properly if you enter a string that contains a SPACE or other special character.
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$ cat if1
read -p "word 1: " word1
read -p "word 2: " word2


if test "$word1" = "$word2"
    then
        echo "Match"
fi
echo "End of program."


$ ./if1
word 1: peach
word 2: peach
Match
End of program.

[image: ]

Figure 27-1 An if...then flowchart

In the preceding example the test-command is test "$word1" = "$word2". The test builtin returns a true status if its first and third arguments have the relationship specified by its second argument. If this command returns a true status (= 0), the shell executes the commands between the then and fi statements. If the command returns a false status (not = 0), the shell passes control to the statement following fi without executing the statements between then and fi. The effect of this if statement is to display Match if the two words are the same. The script always displays End of program.

Builtins

In the Bourne Again Shell, test is a builtin—part of the shell. It is also a stand-alone utility kept in /usr/bin/test. This chapter discusses and demonstrates many Bourne Again Shell builtins. The shell will use the builtin version if it is available and the utility if it is not. Each version of a command might vary slightly from one shell to the next and from the utility to any of the shell builtins. See page 1040 for more information on shell builtins.

Checking arguments

The next program uses an if structure at the beginning of a script to confirm that you have supplied at least one argument on the command line. The test –eq criterion compares two integers; the shell expands the $# special parameter (page 1027) to the number of command-line arguments. This structure displays a message and exits from the script with an exit status of 1 if you do not supply at least one argument.
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$ cat chkargs
if test $# -eq 0
    then
        echo "You must supply at least one argument."
        exit 1
fi
echo "Program running."
$ ./chkargs
You must supply at least one argument.
$ ./chkargs abc
Program running.

A test like the one shown in chkargs is a key component of any script that requires arguments. To prevent the user from receiving meaningless or confusing information from the script, the script needs to check whether the user has supplied the appropriate arguments. Some scripts simply test whether arguments exist (as in chkargs); other scripts test for a specific number or specific kinds of arguments.

You can use test to verify the status of a file argument or the relationship between two file arguments. After verifying that at least one argument has been given on the command line, the following script tests whether the argument is the name of an ordinary file (not a directory or other type of file). The test builtin with the –f criterion and the first command-line argument ($1) checks the file.
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$ cat is_ordfile
if test $# -eq 0
    then
        echo "You must supply at least one argument."
        exit 1
fi
if test -f "$1"
    then
        echo "$1 is an ordinary file."
        else
        echo "$1 is NOT an ordinary file."
fi

You can test many other characteristics of a file using test criteria; see Table 27-1.
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Table 27-1 test builtin criteria

Other test criteria provide ways to test relationships between two files, such as whether one file is newer than another. Refer to examples later in this chapter for more information.


Tip: Always test the arguments
To keep the examples in this book short and focused on specific concepts, the code to verify arguments is often omitted or abbreviated. It is good practice to test arguments in shell programs that other people will use. Doing so results in scripts that are easier to debug, run, and maintain.



[image: ] [] is a synonym for test

The following example—another version of chkargs—checks for arguments in a way that is more traditional for Linux shell scripts. This example uses the bracket ([]) synonym for test. Rather than using the word test in scripts, you can surround the arguments to test with brackets. The brackets must be surrounded by whitespace (SPACEs or TABs).
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$ cat chkargs2
if [ $# -eq 0 ]
    then
        echo "Usage: chkargs2 argument..." 1>&2
        exit 1
fi
echo "Program running."
exit 0


$ ./chkargs2
Usage: chkargs2 argument...
$ ./chkargs2 abc
Program running.

Usage messages

The error message that chkargs2 displays is called a usage message and uses the 1>&2 notation to redirect its output to standard error (page 335). After issuing the usage message, chkargs2 exits with an exit status of 1, indicating an error has occurred. The exit 0 command at the end of the script causes chkargs2 to exit with a 0 status after the program runs without an error. The Bourne Again Shell returns the exit status of the last command the script ran if you omit the status code.

The usage message is commonly used to specify the type and number of arguments the script requires. Many Linux utilities provide usage messages similar to the one in chkargs2. If you call a utility or other program with the wrong number or wrong kind of arguments, it will often display a usage message. Following is the usage message that cp displays when you call it with only one argument:
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$ cp a
cp: missing destination file operand after 'a'
Try 'cp --help' for more information.

[image: ] if...then...else

The introduction of an else statement turns the if structure into the two-way branch shown in Figure 27-2. The if...then...else control structure has the following syntax:

if test-command

then

commands

else

commands

fi
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Figure 27-2 An if...then...else flowchart

Because a semicolon (;) ends a command just as a NEWLINE does, you can place then on the same line as if by preceding it with a semicolon. (Because if and then are separate builtins, they require a control operator between them; a semicolon and NEWLINE work equally well [page 341].) Some people prefer this notation for aesthetic reasons; others like it because it saves space.

if test-command; then

commands

else

commands

fi

If the test-command returns a true status, the if structure executes the commands between the then and else statements and then diverts control to the statement following fi. If the test-command returns a false status, the if structure executes the commands following the else statement.

When you run the out script with arguments that are filenames, it displays the files on the terminal. If the first argument is –v (called an option in this case), out uses less (page 220) to display the files one screen at a time. After determining that it was called with at least one argument, out tests its first argument to see whether it is –v. If the result of the test is true (the first argument is –v), out uses the shift builtin (page 1025) to shift the arguments to get rid of the –v and displays the files using less. If the result of the test is false (the first argument is not –v), the script uses cat to display the files.
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$ cat out
if [ $# -eq 0 ]
    then
        echo "Usage: $0 [-v] filenames..." 1>&2
        exit 1
fi


if [ "$1" = "-v" ]
    then
        shift
        less -- "$@"
    else
        cat -- "$@"
fi


Optional
In out, the –– argument to cat and less tells these utilities that no more options follow on the command line and not to consider leading hyphens (–) in the following list as indicating options. Thus –– allows you to view a file whose name starts with a hyphen (page 146). Although not common, filenames beginning with a hyphen do occasionally occur. (You can create such a file by using the command cat > –fname.) The –– argument works with all Linux utilities that use the getopts builtin (page 1052) to parse their options; it does not work with more and a few other utilities. This argument is particularly useful when used in conjunction with rm to remove a file whose name starts with a hyphen (rm –– –fname), including any you create while experimenting with the –– argument.



[image: ] if...then...elif

The if...then...elif control structure (Figure 27-3) has the following syntax:

if test-command

then

commands

elif test-command

then

commands

. . .

else

commands

fi
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Figure 27-3 An if...then...elif flowchart

The elif statement combines the else statement and the if statement and enables you to construct a nested set of if...then...else structures (Figure 27-3). The difference between the else statement and the elif statement is that each else statement must be paired with a fi statement, whereas multiple nested elif statements require only a single closing fi statement.

The following example shows an if...then...elif control structure. This shell script compares three words the user enters. The first if statement uses the Boolean AND operator (–a) as an argument to test. The test builtin returns a true status if the first and second logical comparisons are true (that is, word1 matches word2 and word2 matches word3). If test returns a true status, the script executes the command following the next then statement, passes control to the statement following fi, and terminates.

Click here to view code image

$ cat if3
read -p "word 1: " word1
read -p "word 2: " word2
read -p "word 3: " word3
if [ "$word1" = "$word2" -a "$word2" = "$word3" ]
    then
        echo "Match: words 1, 2, & 3"
    elif [ "$word1" = "$word2" ]
    then
        echo "Match: words 1 & 2"
    elif [ "$word1" = "$word3" ]
    then
        echo "Match: words 1 & 3"
    elif [ "$word2" = "$word3" ]
    then
        echo "Match: words 2 & 3"
    else
        echo "No match"
fi


$  ./if3
word 1: apple
word 2: orange
word 3: pear
No match
$  ./if3
word 1: apple
word 2: orange
word 3: apple
Match: words 1 & 3
$  ./if3
word 1: apple
word 2: apple
word 3: apple
Match: words 1, 2, & 3

If the three words are not the same, the structure passes control to the first elif, which begins a series of tests to see if any pair of words is the same. As the nesting continues, if any one of the elif statements is satisfied, the structure passes control to the next then statement and subsequently to the statement following fi. Each time an elif statement is not satisfied, the structure passes control to the next elif statement. The double quotation marks around the arguments to echo that contain ampersands (&) prevent the shell from interpreting the ampersands as special characters.


Optional: The lnks Script
The following script, named lnks, demonstrates the if...then and if...then...elif control structures. This script finds hard links to its first argument, a filename. If you provide the name of a directory as the second argument, lnks searches for links in the directory hierarchy rooted at that directory. If you do not specify a directory, lnks searches the working directory and its subdirectories. This script does not locate symbolic links.
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$ cat lnks
#!/bin/bash
# Identify links to a file
# Usage: lnks file [directory]

if [ $# -eq 0 -o $# -gt 2 ]; then
    echo "Usage: lnks file [directory]" 1>&2
    exit 1
fi
if [ -d "$1" ]; then
    echo "First argument cannot be a directory." 1>&2
    echo "Usage: lnks file [directory]" 1>&2
    exit 1
else
    file="$1"
fi
if [ $# -eq 1 ]; then
       directory="."
   elif [ -d "$2" ]; then
       directory="$2"
   else
       echo "Optional second argument must be a directory." 1>&2
       echo "Usage: lnks file [directory]" 1>&2
       exit 1
fi

# Check that file exists and is an ordinary file
if [ ! -f "$file" ]; then
    echo "lnks: $file not found or is a special file" 1>&2
    exit 1
fi
# Check link count on file
set -- $(ls -l "$file")

linkcnt=$2
if [ "$linkcnt" -eq 1 ]; then
    echo "lnks: no other hard links to $file" 1>&2
    exit 0
fi

# Get the inode of the given file
set $(ls -i "$file")

inode=$1

# Find and print the files with that inode number
echo "lnks: using find to search for links..." 1>&2
find "$directory" -xdev -inum $inode -print
Max has a file named letter in his home directory. He wants to find links to this file in his and other users’ home directory file hierarchies. In the following example, Max calls lnks from his home directory to perform the search. The second argument to lnks, /home, is the pathname of the directory where Max wants to start the search. The lnks script reports that /home/max/letter and /home/zach/draft are links to the same file:
Click here to view code image
$ ./lnks letter /home
lnks: using find to search for links...
/home/max/letter
/home/zach/draft
In addition to the if...then...elif control structure, lnks introduces other features that are commonly used in shell programs. The following discussion describes lnks section by section.
Specify the shell
The first line of the lnks script uses #! (page 338) to specify the shell that will execute the script:
#!/bin/bash
In this chapter, the #! notation appears only in more complex examples. It ensures that the proper shell executes the script, even when the user is running a different shell or the script is called from a script running a different shell.
Comments
The second and third lines of lnks are comments; the shell ignores text that follows a hashmark (#) up to the next NEWLINE character. These comments in lnks briefly identify what the file does and explain how to use it:
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# Identify links to a file
# Usage: lnks file [directory]
Usage messages
The first if statement tests whether lnks was called with zero arguments or more than two arguments:
Click here to view code image
if [ $# -eq 0 -o $# -gt 2 ]; then
    echo "Usage: lnks file [directory]" 1>&2
    exit 1
fi
If either of these conditions is true, lnks sends a usage message to standard error and exits with a status of 1. The double quotation marks around the usage message prevent the shell from interpreting the brackets as special characters. The brackets in the usage message indicate that the directory argument is optional.
The second if statement tests whether the first command-line argument ($1) is a directory (the –d argument to test returns true if the file exists and is a directory):
Click here to view code image
if [ -d "$1" ]; then
    echo "First argument cannot be a directory." 1>&2
    echo "Usage: lnks file [directory]" 1>&2
    exit 1
else
    file="$1"
fi
If the first argument is a directory, lnks displays a usage message and exits. If it is not a directory, lnks saves the value of $1 in the file variable because later in the script set resets the command-line arguments. If the value of $1 is not saved before the set command is issued, its value is lost.
Test the arguments
The next section of lnks is an if...then...elif statement:
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if [ $# -eq 1 ]; then
       directory="."
    elif [ -d "$2" ]; then
       directory="$2"
    else
       echo "Optional second argument must be a directory." 1>&2
       echo "Usage: lnks file [directory]" 1>&2
       exit 1
fi
The first test-command determines whether the user specified a single argument on the command line. If the test-command returns 0 (true), the directory variable is assigned the value of the working directory (.). If the test-command returns a nonzero value (false), the elif statement tests whether the second argument is a directory. If it is a directory, the directory variable is set equal to the second command-line argument, $2. If $2 is not a directory, lnks sends a usage message to standard error and exits with a status of 1.
The next if statement in lnks tests whether $file does not exist. This test keeps lnks from wasting time looking for links to a nonexistent file. The test builtin, when called with the three arguments !, –f, and $file, evaluates to true if the file $file does not exist:
[ ! -f "$file" ]
The ! operator preceding the –f argument to test negates its result, yielding false if the file $file does exist and is an ordinary file.
Next lnks uses set and ls –l to check the number of links $file has:
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# Check link count on file
set -- $(ls -l "$file")

linkcnt=$2
if [ "$linkcnt" -eq 1 ]; then
    echo "lnks: no other hard links to $file" 1>&2
    exit 0
fi
The set builtin uses command substitution (page 410) to set the positional parameters to the output of ls –l. The second field in this output is the link count, so the user-created variable linkcnt is set equal to $2. The –– used with set prevents set from interpreting as an option the first argument produced by ls –l (the first argument is the access permissions for the file and typically begins with –). The if statement checks whether $linkcnt is equal to 1; if it is, lnks displays a message and exits. Although this message is not truly an error message, it is redirected to standard error. The way lnks has been written, all informational messages are sent to standard error. Only the final product of lnks—the pathnames of links to the specified file—is sent to standard output, so you can redirect the output.
If the link count is greater than 1, lnks goes on to identify the inode (page 1254) for $file. As explained on page 206, comparing the inodes associated with filenames is a good way to determine whether the filenames are links to the same file. The lnks script uses set to set the positional parameters to the output of ls –i. The first argument to set is the inode number for the file, so the user-created variable named inode is assigned the value of $1:
Click here to view code image
# Get the inode of the given file
set $(ls -i "$file")

inode=$1
Finally lnks uses the find utility to search for files having inode numbers that match $inode:
Click here to view code image
# Find and print the files with that inode number
echo "lnks: using find to search for links..." 1>&2
find "$directory" -xdev -inum $inode -print
The find utility searches the directory hierarchy rooted at the directory specified by its first argument ($directory) for files that meet the criteria specified by the remaining arguments. In this example, the remaining arguments send the names of files having inode numbers matching $inode to standard output. Because files in different filesystems can have the same inode number yet not be linked, find must search only directories in the same filesystem as $directory. The –xdev (cross-device) argument prevents find from searching directories on other filesystems. Refer to page 203 for more information about filesystems and links.
The echo command preceding the find command in lnks, which tells the user that find is running, is included because find can take a long time to run. Because lnks does not include a final exit statement, the exit status of lnks is that of the last command it runs, find.



Debugging Shell Scripts

When you are writing a script such as lnks, it is easy to make mistakes. You can use the shell’s –x option to help debug a script. This option causes the shell to display each command after it expands it but before it runs the command. Tracing a script’s execution in this way can give you information about where a problem lies.

You can run lnks (above) and cause the shell to display each command before it is executed. Either set the –x option for the current shell (set –x) so all scripts display commands as they are run or use the –x option to affect only the shell running the script called by the command line.

Click here to view code image

$ bash -x lnks letter /home
+ '[' 2 -eq 0 -o 2 -gt 2 ']'
+ '[' -d letter ']'
+ file=letter
+ '[' 2 -eq 1 ']'
+ '[' -d /home ']'
+ directory=/home
+ '[' '!' -f letter ']'
...

PS4

Each command the script executes is preceded by the value of the PS4 variable—a plus sign (+) by default—so you can distinguish debugging output from output produced by the script. You must export PS4 if you set it in the shell that calls the script. The next command sets PS4 to >>>> followed by a SPACE and exports it:

$ export PS4='>>>> '

You can also set the –x option of the shell running the script by putting the following set command near the beginning of the script:

set -x

You can put set –x anywhere in the script to turn debugging on starting at that location. Turn debugging off using set +x. The set –o xtrace and set +o xtrace commands do the same things as set –x and set +x, respectively.

[image: ] for...in

The for...in control structure has the following syntax:

Click here to view code image

for loop-index in argument-list

do

commands

done

The for...in structure (Figure 27-4) assigns the value of the first argument in the argument-list to the loop-index and executes the commands between the do and done statements. The do and done statements mark the beginning and end of the for loop, respectively.

[image: ]

Figure 27-4 A for...in flowchart

After it passes control to the done statement, the structure assigns the value of the second argument in the argument-list to the loop-index and repeats the commands. It repeats the commands between the do and done statements one time for each argument in the argument-list. When the structure exhausts the argument-list, it passes control to the statement following done.

The following for...in structure assigns apples to the user-created variable fruit and then displays the value of fruit, which is apples. Next the structure assigns oranges to fruit and repeats the process. When it exhausts the argument list, the structure transfers control to the statement following done, which displays a message.

Click here to view code image

$ cat fruit
for fruit in apples oranges pears bananas
do
   echo "$fruit"
done
echo "Task complete."


$ ./fruit
apples
oranges
pears
bananas
Task complete.

The next script lists the names of the directory files in the working directory by looping through the files in the working directory and using test to determine which are directory files:

$ cat dirfiles
for i in *
do
    if [ -d "$i" ]
        then
           echo "$i"
    fi
done

The ambiguous file reference character * matches the names of all files (except hidden files) in the working directory. Prior to executing the for loop, the shell expands the * and uses the resulting list to assign successive values to the index variable i.


Optional: Step Values
As an alternative to explicitly specifying values for argument-list, you can specify step values. A for...in loop that uses step values assigns an initial value to or increments the loop-index, executes the statements within the loop, and tests a termination condition at the end of the loop.
The following example uses brace expansion with a sequence expression (page 406) to generate the argument-list. This syntax works on bash version 4.0 and above; give the command echo $BASH_VERSION to see which version you are using. The first time through the loop, bash assigns a value of 0 to count (the loop-index) and executes the statement between do and done. At the bottom of the loop, bash tests whether the termination condition has been met (is count>10?). If it has, bash passes control to the statement following done; if not, bash increments count by the increment value (2) and makes another pass through the loop. It repeats this process until the termination condition is met.
$ cat step1
for count in {0..10..2}
do
    echo -n "$count "
done
echo

$ ./step1
0 2 4 6 8 10
Older versions of bash do not support sequence expressions; you can use the seq utility to perform the same function:
Click here to view code image
$ for count in $(seq 0 2 10); do echo -n "$count "; done; echo
0 2 4 6 8 10
The next example uses bash’s C-like syntax to specify step values. This syntax gives you more flexibility in specifying the termination condition and the increment value. Using this syntax, the first parameter initializes the loop-index, the second parameter specifies the condition to be tested, and the third parameter specifies the increment.
Click here to view code image
$ cat rand
# $RANDOM evaluates to a random value 0 < x < 32,767
# This program simulates 10 rolls of a pair of dice
for ((x=1; x<=10; x++))
do
   echo -n "Roll #$x: "
   echo -n   $(( $RANDOM % 6 + 1 ))
   echo "  " $(( $RANDOM % 6 + 1 ))
done
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The for control structure has the following syntax:

for loop-index

do

commands

done

In the for structure, the loop-index takes on the value of each of the command-line arguments, one at a time. The for structure is the same as the for...in structure (Figure 27-4, page 995) except in terms of where it gets values for the loop-index. The for structure performs a sequence of commands, usually involving each argument in turn.

The following shell script shows a for structure displaying each command-line argument. The first line of the script, for arg, implies for arg in "$@", where the shell expands "$@" into a list of quoted command-line arguments (i.e., "$1" "$2" "$3" ...). The balance of the script corresponds to the for...in structure.

Click here to view code image

$ cat for_test
for arg
do
    echo "$arg"
done


$ for_test candy gum chocolate
candy
gum
chocolate

The next example uses a different syntax. In it, the loop-index is named count and is set to an initial value of 0. The condition to be tested is count<=10: bash continues executing the loop as long as this condition is true (as long as count is less than or equal to 10; see Table 27-8 on page 1059 for a list of operators). Each pass through the loop, bash adds 2 to the value of count (count+=2).

Click here to view code image

$ cat step2
for (( count=0; count<=10; count+=2 ))
do
    echo -n "$count "
done
echo


$ ./step2
0 2 4 6 8 10


Optional: The whos Script
The following script, named whos, demonstrates the usefulness of the implied "$@" in the for structure. You give whos one or more users’ full names or user-names as arguments, and whos displays information about the users. The whos script gets the information it displays from the first and fifth fields in the /etc/passwd file. The first field contains a username, and the fifth field typically contains the user’s full name. You can provide a username as an argument to whos to display the user’s name or provide a name as an argument to display the user-name. The whos script is similar to the finger utility, although whos delivers less information.
Click here to view code image
$ cat whos
#!/bin/bash

if [ $# -eq 0 ]
    then
        echo "Usage: whos id..." 1>&2
        exit 1
fi
for id
do
    gawk -F: '{print $1, $5}' /etc/passwd |
    grep -i "$id"
done
In the next example, whos identifies the user whose username is chas and the user whose name is Marilou Smith:
Click here to view code image
$ ./whos chas "Marilou Smith"
chas Charles Casey
msmith Marilou Smith
Use of "$@"
The whos script uses a for statement to loop through the command-line arguments. In this script the implied use of "$@" in the for loop is particularly beneficial because it causes the for loop to treat an argument that contains a SPACE as a single argument. This example encloses Marilou Smith in quotation marks, which causes the shell to pass it to the script as a single argument. Then the implied "$@" in the for statement causes the shell to regenerate the quoted argument Marilou Smith so that it is again treated as a single argument. The double quotation marks in the grep statement perform the same function.
gawk
For each command-line argument, whos searches the /etc/passwd file. Inside the for loop, the gawk utility extracts the first ($1) and fifth ($5) fields from each line in /etc/passwd. The –F: option causes gawk to use a colon (:) as a field separator when it reads /etc/passwd, allowing it to break each line into fields. The gawk command sets and uses the $1 and $5 arguments; they are included within single quotation marks and are not interpreted by the shell. Do not confuse these arguments with positional parameters, which correspond to command-line arguments. The first and fifth fields are sent to grep (page 232) via a pipeline. The grep utility searches for $id (to which the shell has assigned the value of a command-line argument) in its input. The –i option causes grep to ignore case as it searches; grep displays each line in its input that contains $id.
A pipeline symbol (|) at the end of a line
Under bash, a control operator such as a pipeline symbol ( |) implies continuation: bash “knows” another command must follow it. Therefore, in whos, the NEWLINE following the pipeline symbol at the end of the line with the gawk command does not have to be quoted. For more information refer to “Implicit Command-Line Continuation” on page 1063.
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The while control structure has the following syntax:

while test-command

do

commands

done

As long as the test-command (Figure 27-5) returns a true exit status, the while structure continues to execute the series of commands delimited by the do and done statements. Before each loop through the commands, the structure executes the test-command. When the exit status of the test-command is false, the structure passes control to the statement after the done statement.
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Figure 27-5 A while flowchart

[image: ] test builtin

The following shell script first initializes the number variable to zero. The test builtin then determines whether number is less than 10. The script uses test with the –lt argument to perform a numerical test. For numerical comparisons, you must use –ne (not equal), –eq (equal), –gt (greater than), –ge (greater than or equal to), –lt (less than), or –le (less than or equal to). For string comparisons, use = (equal) or != (not equal) when you are working with test. In this example, test has an exit status of 0 (true) as long as number is less than 10. As long as test returns true, the structure executes the commands between the do and done statements. See page 983 for information on the test builtin.

Click here to view code image

$ cat count
#!/bin/bash
number=0
while [ "$number" -lt 10 ]
   do
       echo -n "$number"
       ((number +=1))
   done
echo
$ ./count
0123456789
$

The echo command following do displays number. The –n prevents echo from issuing a NEWLINE following its output. The next command uses arithmetic evaluation [((...)); page 1056] to increment the value of number by 1. The done statement terminates the loop and returns control to the while statement to start the loop over again. The final echo causes count to send a NEWLINE character to standard output, so the next prompt is displayed at the left edge of the display rather than immediately following the 9.


Optional: The spell_check Script
The aspell utility (aspell package) checks the words in a file against a dictionary of correctly spelled words. With the list command, aspell runs in list mode: Input comes from standard input and aspell sends each potentially misspelled word to standard output. The following command produces a list of possible misspellings in the file letter.txt:
Click here to view code image
$ aspell list < letter.txt
quikly
portible
frendly
The next shell script, named spell_check, shows another use of a while structure. To find the incorrect spellings in a file, spell_check calls aspell to check a file against a system dictionary. But it goes a step further: It enables you to specify a list of correctly spelled words and removes these words from the output of aspell. This script is useful for removing words you use frequently, such as names and technical terms, that do not appear in a standard dictionary. Although you can duplicate the functionality of spell_check by using additional aspell dictionaries, the script is included here for its instructive value.
The spell_check script requires two filename arguments: the file containing the list of correctly spelled words and the file you want to check. The first if statement verifies that the user specified two arguments. The next two if statements verify that both arguments are readable files. (The exclamation point negates the sense of the following operator; the –r operator causes test to determine whether a file is readable. The result is a test that determines whether a file is not readable.)
Click here to view code image
$ cat spell_check
#!/bin/bash
# remove correct spellings from aspell output

if [ $# -ne 2 ]
    then
        echo "Usage: spell_check dictionary filename" 1>&2
        echo "dictionary: list of correct spellings" 1>&2
        echo "filename: file to be checked" 1>&2
        exit 1
fi

if [ ! -r "$1" ]
    then
        echo "spell_check: $1 is not readable" 1>&2
        exit 1
fi
if [ ! -r "$2" ]
    then
        echo "spell_check: $2 is not readable" 1>&2
        exit 1
fi
aspell list < "$2" |
while read line
do
    if ! grep "^$line$" "$1" > /dev/null
        then
            echo $line
    fi
done
The spell_check script sends the output from aspell (with the list argument, so it produces a list of misspelled words on standard output) through a pipeline to standard input of a while structure, which reads one line at a time (each line has one word on it) from standard input. The test-command (that is, read line) returns a true exit status as long as it receives a line from standard input.
Inside the while loop, an if statement monitors the return value of grep, which determines whether the line that was read is in the user’s list of correctly spelled words. The pattern grep searches for (the value of $line) is preceded and followed by special characters that specify the beginning and end of a line (^ and $, respectively). These special characters ensure that grep finds a match only if the $line variable matches an entire line in the file of correctly spelled words. (Otherwise, grep would match a string, such as paul, in the output of aspell if the file of correctly spelled words contained the word paulson.) These special characters, together with the value of the $line variable, form a regular expression (Appendix A).
The output of grep is redirected to /dev/null (page 158) because the output is not needed; only the exit code is important. The if statement checks the negated exit status of grep (the leading exclamation point negates or changes the sense of the exit status—true becomes false, and vice versa), which is 0 or true (false when negated) when a matching line is found. If the exit status is not 0 or false (true when negated), the word was not in the file of correctly spelled words. The echo builtin sends a list of words that are not in the file of correctly spelled words to standard output.
Once it detects the EOF (end of file), the read builtin returns a false exit status, control passes out of the while structure, and the script terminates.
Before you use spell_check, create a file of correct spellings containing words that you use frequently but that are not in a standard dictionary. For example, if you work for a company named Blinkenship and Klimowski, Attorneys, you would put Blinkenship and Klimowski in the file. The following example shows how spell_check checks the spelling in a file named memo and removes Blinkenship and Klimowski from the output list of incorrectly spelled words:
Click here to view code image
$ aspell list < memo
Blinkenship
Klimowski
targat
hte
$ cat word_list
Blinkenship
Klimowski
$ ./spell_check word_list memo
targat
hte
Refer to /usr/share/doc/aspell or aspell.net for more information.



until

The until and while structures are similar, differing only in the sense of the test performed at the top of the loop. Figure 27-6 shows that until continues to loop until the test-command returns a true exit status. The while structure loops while the test-command continues to return a true or nonerror condition. The until control structure has the following syntax:

until test-command

do

commands

done
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Figure 27-6 An until flowchart

The following script demonstrates an until structure that includes read (page 1041). When the user enters the correct string of characters, the test-command is satisfied and the structure passes control out of the loop.

Click here to view code image

$ cat until1
secretname=zach
name=noname
echo "Try to guess the secret name!"
echo
until [ "$name" = "$secretname" ]
do
    read -p "Your guess: " name
done
echo "Very good."


$ ./until1
Try to guess the secret name!


Your guess: helen
Your guess: barbara
Your guess: rachael
Your guess: zach
Very good

The following locktty script is similar to the lock command on Berkeley UNIX and the Lock Screen menu selection in GNOME. The script prompts for a key (password) and uses an until control structure to lock the terminal. The until statement causes the system to ignore any characters typed at the keyboard until the user types the key followed by a RETURN on a line by itself, which unlocks the terminal. The locktty script can keep people from using your terminal while you are away from it for short periods of time. It saves you from having to log out if you are concerned about other users using your session.

Click here to view code image

$ cat locktty
#! /bin/bash


trap '' 1 2 3 18
stty -echo
read -p "Key: " key_1
echo
read -p "Again: " key_2
echo
key_3=
if [ "$key_1" = "$key_2" ]
    then
        tput clear
        until [ "$key_3" = "$key_2" ]
        do
            read key_3
        done
    else
        echo "locktty: keys do not match" 1>&2
fi
stty echo


Tip: Forget your password for locktty?
If you forget your key (password), you will need to log in from another (virtual) terminal and give a command to kill the process running locktty (e.g., killall –9 locktty).



trap builtin

The trap builtin (page 1047) at the beginning of the locktty script stops a user from being able to terminate the script by sending it a signal (for example, by pressing the interrupt key). Trapping signal 20 means that no one can use CONTROL-Z (job control, a stop from a tty) to defeat the lock. Table 27-5 on page 1047 provides a list of signals. The stty –echo command turns on keyboard echo (causes the terminal not to display characters typed at the keyboard), preventing the key the user enters from appearing on the screen. After turning off keyboard echo, the script prompts the user for a key, reads it into the user-created variable key_1, prompts the user to enter the same key again, and saves it in key_2. The statement key_3= creates a variable with a NULL value. If key_1 and key_2 match, locktty clears the screen (with the tput command) and starts an until loop. The until loop keeps reading from the terminal and assigning the input to the key_3 variable. Once the user types a string that matches one of the original keys (key_2), the until loop terminates and keyboard echo is turned on again.

break and continue

You can interrupt a for, while, or until loop by using a break or continue statement. The break statement transfers control to the statement following the done statement, thereby terminating execution of the loop. The continue command transfers control to the done statement, continuing execution of the loop.

The following script demonstrates the use of these two statements. The for...in structure loops through the values 1–10. The first if statement executes its commands when the value of the index is less than or equal to 3 ($index –le 3). The second if statement executes its commands when the value of the index is greater than or equal to 8 ($index –ge 8). In between the two ifs, echo displays the value of the index. For all values up to and including 3, the first if statement displays continue, executes a continue statement that skips echo $index and the second if statement, and continues with the next for statement. For the value of 8, the second if statement displays the word break and executes a break statement that exits from the for loop.

Click here to view code image

$ cat brk
for index in 1 2 3 4 5 6 7 8 9 10
    do
       if [ $index -le 3 ] ; then
           echo "continue"
           continue
       fi
#
       echo $index
#
       if [ $index -ge 8 ] ; then
           echo "break"
           break
       fi
done


$ ./brk
continue
continue
continue
4
5
6
7
8
break
$

case

The case structure (Figure 27-7) is a multiple-branch decision mechanism. The path taken through the structure depends on a match or lack of a match between the test-string and one of the patterns. When the test-string matches one of the patterns, the shell transfers control to the commands following the pattern. The commands are terminated by a double semicolon (;;) control operator. When control reaches this control operator, the shell transfers control to the command following the esac statement. The case control structure has the following syntax:

case test-string in

pattern-1)

commands-1

;;

pattern-2)

commands-2

;; pattern-3)

commands-3

;;

. . .

esac
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Figure 27-7 A case flowchart

The following case structure uses the character the user enters as the test-string. This value is held in the variable letter. If the test-string has a value of A, the structure executes the command following the pattern A. The right parenthesis is part of the case control structure, not part of the pattern. If the test-string has a value of B or C, the structure executes the command following the matching pattern. The asterisk (*) indicates any string of characters and serves as a catchall in case there is no match. If no pattern matches the test-string and if there is no catchall (*) pattern, control passes to the command following the esac statement, without the case structure taking any action.

Click here to view code image

$ cat case1
read -p "Enter A, B, or C: " letter
case "$letter" in
    A)
       echo "You entered A"
       ;;
    B)
       echo "You entered B"
       ;;
    C)
       echo "You entered C"
       ;;
    *)
       echo "You did not enter A, B, or C"
       ;;
esac


$ ./case1
Enter A, B, or C: B
You entered B

The next execution of case1 shows the user entering a lowercase b. Because the test-string b does not match the uppercase B pattern (or any other pattern in the case statement), the program executes the commands following the catchall pattern and displays a message:

Click here to view code image

$ ./case1
Enter A, B, or C: b
You did not enter A, B, or C

The pattern in the case structure is a glob (it is analogous to an ambiguous file reference). It can include any special characters and strings shown in Table 27-2.
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Table 27-2 Patterns

The next script accepts both uppercase and lowercase letters:

Click here to view code image

$ cat case2
read -p "Enter A, B, or C: " letter
case "$letter" in
    a|A)
       echo "You entered A"
       ;;
    b|B)
       echo "You entered B"
       ;;
    c|C)
       echo "You entered C"
       ;;
    *)
       echo "You did not enter A, B, or C"
       ;;
esac


$ ./case2
Enter A, B, or C: b
You entered B


Optional
The following example shows how to use the case structure to create a simple menu. The command_menu script uses echo to present menu items and prompt the user for a selection. (The select control structure [page 1012] is a much easier way of coding a menu.) The case structure then executes the appropriate utility depending on the user’s selection.
Click here to view code image
$ cat command_menu
#!/bin/bash
# menu interface to simple commands

echo -e "\n      COMMAND MENU\n"
echo "  a.  Current date and time"
echo "  b.  Users currently logged in"
echo "  c.  Name of the working directory"
echo -e "  d.  Contents of the working directory\n"
read -p "Enter a, b, c, or d: " answer
echo
#
case "$answer" in
    a)
       date
       ;;
    b)
       who
       ;;
    c)
       pwd
       ;;
    d)
       ls
       ;;
    *)
       echo "There is no selection: $answer"
       ;;
esac

$ ./command_menu

COMMAND MENU

a.  Current date and time
    b.  Users currently logged in
    c.  Name of the working directory
    d.  Contents of the working directory

Enter a, b, c, or d: a

Sun Jan  6 12:31:12 PST 2013
[image: ] echo –e
The –e option causes echo to interpret \n as a NEWLINE character. If you do not include this option, echo does not output the extra blank lines that make the menu easy to read but instead outputs the (literal) two-character sequence \n. The –e option causes echo to interpret several other backslash-quoted characters (Table 27-3). Remember to quote (i.e., place double quotation marks around the string) the backslash-quoted character so the shell does not interpret it but rather passes the backslash and the character to echo. See xpg_echo (page 403) for a way to avoid using the –e option.
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Table 27-3 Special characters in echo (must use –e)
You can also use the case control structure to take various actions in a script, depending on how many arguments the script is called with. The following script, named safedit, uses a case structure that branches based on the number of command-line arguments ($#). It calls vim and saves a backup copy of a file you are editing.
Click here to view code image
$ cat safedit
#!/bin/bash

PATH=/bin:/usr/bin
script=$(basename $0)
case $# in

0)
       vim
       exit 0
       ;;

1)
       if [ ! -f "$1" ]
           then
              vim "$1"
              exit 0
           fi
       if [ ! -r "$1" -o ! -w "$1" ]
           then
              echo "$script: check permissions on $1" 1>&2
              exit 1
           else
              editfile=$1
           fi
       if [ ! -w "." ]
           then
              echo "$script: backup cannot be " \
                  "created in the working directory" 1>&2
              exit 1
           fi
       ;;

*)
       echo "Usage: $script [file-to-edit]" 1>&2
       exit 1
       ;;
esac
tempfile=/tmp/$$.$script
cp $editfile $tempfile
if vim $editfile
    then
        mv $tempfile bak.$(basename $editfile)
        echo "$script: backup file created"
     else
        mv $tempfile editerr
        echo "$script: edit error--copy of " \
            "original file is in editerr" 1>&2
fi
If you call safedit without any arguments, the case structure executes its first branch and calls vim without a filename argument. Because an existing file is not being edited, safedit does not create a backup file. If you call safedit with one argument, it runs the commands in the second branch of the case structure and verifies that the file specified by $1 does not yet exist or is the name of a file for which the user has read and write permission. The safedit script also verifies that the user has write permission for the working directory. If the user calls safedit with more than one argument, the third branch of the case structure presents a usage message and exits with a status of 1.
Set PATH
At the beginning of the script, the PATH variable is set to search /bin and /usr/bin. Setting PATH in this way ensures that the commands executed by the script are standard utilities, which are kept in those directories. By setting this variable inside a script, you can avoid the problems that might occur if users have set PATH to search their own directories first and have scripts or programs with the same names as the utilities the script calls. You can also include absolute pathnames within a script to achieve this end, although this practice can make a script less portable.
Name of the program
The next line declares a variable named script and initializes it with the simple filename of the script:
script=$(basename $0)
The basename utility sends the simple filename component of its argument to standard output, which is assigned to the script variable, using command substitution. The $0 holds the command the script was called with (page 1022). No matter which of the following commands the user calls the script with, the output of basename is the simple filename safedit:
$ /home/max/bin/safedit memo
$ ./safedit memo
$ safedit memo
After the script variable is set, it replaces the filename of the script in usage and error messages. By using a variable that is derived from the command that invoked the script rather than a filename that is hardcoded into the script, you can create links to the script or rename it, and the usage and error messages will still provide accurate information.
Naming temporary files
Another feature of safedit relates to the use of the $$ parameter in the name of a temporary file. The statement following the esac statement creates and assigns a value to the tempfile variable. This variable contains the name of a temporary file that is stored in the /tmp directory, as are many temporary files. The temporary filename begins with the PID number of the shell and ends with the name of the script. Using the PID number ensures that the filename is unique. Thus safedit will not attempt to overwrite an existing file, as might happen if two people were using safedit at the same time. The name of the script is appended so that, should the file be left in /tmp for some reason, you can figure out where it came from.
The PID number is used in front of—rather than after—$script in the filename because of the 14-character limit placed on filenames by some older versions of UNIX. Linux systems do not have this limitation. Because the PID number ensures the uniqueness of the filename, it is placed first so that it cannot be truncated. (If the $script component is truncated, the filename is still unique.) For the same reason, when a backup file is created inside the if control structure a few lines down in the script, the filename consists of the string bak. followed by the name of the file being edited. On an older system, if bak were used as a suffix rather than a prefix and the original filename were 14 characters long, .bak might be lost and the original file would be overwritten. The basename utility extracts the simple filename of $editfile before it is prefixed with bak..
The safedit script uses an unusual test-command in the if structure: vim $editfile. The test-command calls vim to edit $editfile. When you finish editing the file and exit from vim, vim returns an exit code. The if control structure uses that exit code to determine which branch to take. If the editing session completed successfully, vim returns 0 and the statements following the then statement are executed. If vim does not terminate normally (as would occur if the user killed [page 465] the vim process), vim returns a nonzero exit status and the script executes the statements following else.



select

The select control structure is based on the one found in the Korn Shell. It displays a menu, assigns a value to a variable based on the user’s choice of items, and executes a series of commands. The select control structure has the following syntax:

select varname [in arg . . . ]

do

commands

done

The select structure displays a menu of the arg items. If you omit the keyword in and the list of arguments, select uses the positional parameters in place of the arg items. The menu is formatted with numbers before each item. For example, a select structure that begins with

Click here to view code image

select fruit in apple banana blueberry kiwi orange watermelon STOP

displays the following menu:

Click here to view code image

1) apple     3) blueberry   5) orange      7) STOP
2) banana    4) kiwi        6) watermelon

The select structure uses the values of the LINES (default is 24) and COLUMNS (default is 80) variables to specify the size of the display. With COLUMNS set to 20, the menu looks like this:

1) apple
2) banana
3) blueberry
4) kiwi
5) orange
6) watermelon
7) STOP

PS3

After displaying the menu, select displays the value of PS3, the select prompt. The default value of PS3 is ?#, but it is typically set to a more meaningful value. When you enter a valid number (one in the menu range) in response to the PS3 prompt, select sets varname to the argument corresponding to the number you entered. An invalid entry causes the shell to set varname to null. Either way, select stores your response in the keyword variable REPLY and then executes the commands between do and done. If you press RETURN without entering a choice, the shell redisplays the menu and the PS3 prompt.

The select structure continues to issue the PS3 prompt and execute the commands until something causes it to exit—typically a break or an exit statement. A break statement exits from the loop and an exit statement exits from the script.

The following script illustrates the use of select:
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$ cat fruit2
#!/bin/bash
PS3="Choose your favorite fruit from these possibilities: "
select FRUIT in apple banana blueberry kiwi orange watermelon STOP
do
    if [ "$FRUIT" == "" ]; then
        echo -e "Invalid entry.\n"
        continue
    elif [ $FRUIT = STOP ]; then
        echo "Thanks for playing!"
        break
    fi
echo "You chose $FRUIT as your favorite."
echo -e "That is choice number $REPLY.\n"
done


$ ./fruit2
1) apple       3) blueberry   5) orange      7) STOP
2) banana      4) kiwi        6) watermelon
Choose your favorite fruit from these possibilities:  3
You chose blueberry as your favorite.
That is choice number 3.


Choose your favorite fruit from these possibilities: 99
Invalid entry.


Choose your favorite fruit from these possibilities:  7
Thanks for playing!

After setting the PS3 prompt and establishing the menu with the select statement, fruit2 executes the commands between do and done. If the user submits an invalid entry, the shell sets varname ($FRUIT) to a null value. If $FRUIT is null, echo dis-plays an error message; continue then causes the shell to redisplay the PS3 prompt. If the entry is valid, the script tests whether the user wants to stop. If so, echo displays an appropriate message and break exits from the select structure (and from the script). If the user enters a valid response and does not want to stop, the script displays the name and number of the user’s response. (See page 1009 for information about the echo –e option.)

Here Document

A Here document allows you to redirect input to a shell script from within the shell script itself. A Here document is so named because it is here—immediately accessible in the shell script—instead of there, perhaps in another file.

The following script, named birthday, contains a Here document. The two less than symbols (<<) in the first line indicate a Here document follows. One or more characters that delimit the Here document follow the less than symbols—this example uses a plus sign. Whereas the opening delimiter must appear adjacent to the less than symbols, the closing delimiter must be on a line by itself. The shell sends everything between the two delimiters to the process as standard input. In the example it is as though you have redirected standard input to grep from a file, except that the file is embedded in the shell script:

$ cat birthday
grep -i "$1" <<+
Max     June 22
Barbara February 3
Darlene May 8
Helen   March 13
Zach    January 23
Nancy   June 26
+
$ ./birthday Zach
Zach    January 23
$ ./birthday june
Max      June 22
Nancy    June 26

When you run birthday, it lists all the Here document lines that contain the argument you called it with. In this case the first time birthday is run, it displays Zach’s birthday because it is called with an argument of Zach. The second run displays all the birthdays in June. The –i argument causes grep’s search not to be case sensitive.


Optional
The next script, named bundle,1 includes a clever use of a Here document. The bundle script is an elegant example of a script that creates a shell archive (shar) file. The script creates a file that is itself a shell script containing several other files as well as the code needed to re-create the original files:
1. Thanks to Brian W. Kernighan and Rob Pike, The Unix Programming Environment (Englewood Cliffs, N.J.: Prentice-Hall, 1984), 98. Reprinted with permission.
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$ cat bundle
#!/bin/bash
# bundle:  group files into distribution package

echo "# To unbundle, bash this file"
for i
do
   echo "echo $i 1>&2"
   echo "cat >$i <<'End of $i'"
   cat $i
   echo "End of $i"
done
Just as the shell does not treat special characters that occur in standard input of a shell script as special, so the shell does not treat the special characters that occur between the delimiters in a Here document as special.
As the following example shows, the output of bundle is a shell script, which is redirected to a file named bothfiles. It contains the contents of each file given as an argument to bundle (file1 and file2 in this case) inside a Here document. To extract the original files from bothfiles, you simply give it as an argument to a bash command. Before each Here document is a cat command that causes the Here document to be written to a new file when bothfiles is run:
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$ cat file1
This is a file.
It contains two lines.
$ cat file2
This is another file.
It contains
three lines.
$ ./bundle file1 file2 > bothfiles
$ cat bothfiles
# To unbundle, bash this file
echo file1 1>&2
cat >file1 <<'End of file1'
This is a file.
It contains two lines.
End of file1
echo file2 1>&2
cat >file2 <<'End of file2'
This is another file.
It contains
three lines.
End of file2
In the next example, file1 and file2 are removed before bothfiles is run. The bothfiles script echoes the names of the files it creates as it creates them. The ls command then shows that bothfiles has re-created file1 and file2:
$ rm file1 file2
$ bash bothfiles
file1
file2
$ ls
bothfiles
file1
file2



File Descriptors

As discussed on page 334, before a process can read from or write to a file, it must open that file. When a process opens a file, Linux associates a number (called a file descriptor) with the file. A file descriptor is an index into the process’s table of open files. Each process has its own set of open files and its own file descriptors. After opening a file, a process reads from and writes to that file by referring to its file descriptor. When it no longer needs the file, the process closes the file, freeing the file descriptor.

A typical Linux process starts with three open files: standard input (file descriptor 0), standard output (file descriptor 1), and standard error (file descriptor 2). Often these are the only files the process needs. Recall that you redirect standard output with the symbol > or the symbol 1> and that you redirect standard error with the symbol 2>. Although you can redirect other file descriptors, because file descriptors other than 0, 1, and 2 do not have any special conventional meaning, it is rarely useful to do so. The exception is in programs that you write yourself, in which case you control the meaning of the file descriptors and can take advantage of redirection.

[image: ] Opening a File Descriptor

The Bourne Again Shell opens files using the exec builtin with the following syntax:

exec n> outfile

exec m< infile

The first line opens outfile for output and holds it open, associating it with file descriptor n. The second line opens infile for input and holds it open, associating it with file descriptor m.

[image: ] Duplicating a File Descriptor

The <& token duplicates an input file descriptor; >& duplicates an output file descriptor. You can duplicate a file descriptor by making it refer to the same file as another open file descriptor, such as standard input or output. Use the following syntax to open or redirect file descriptor n as a duplicate of file descriptor m:

exec n<&m

Once you have opened a file, you can use it for input and output in two ways. First, you can use I/O redirection on any command line, redirecting standard output to a file descriptor with >&n or redirecting standard input from a file descriptor with <&n. Second, you can use the read (page 1041) and echo builtins. If you invoke other commands, including functions (page 396), they inherit these open files and file descriptors. When you have finished using a file, you can close it using the following syntax:

exec n<&–

File Descriptor Examples

When you call the following mycp function with two arguments, it copies the file named by the first argument to the file named by the second argument. If you supply only one argument, the script copies the file named by the argument to standard output. If you invoke mycp with no arguments, it copies standard input to standard output.


Tip: A function is not a shell script
The mycp example is a shell function; it will not work as you expect if you execute it as a shell script. (It will work: The function will be created in a very short-lived subshell, which is of little use.) You can enter this function from the keyboard. If you put the function in a file, you can run it as an argument to the . (dot) builtin (page 332). You can also put the function in a startup file if you want it to be always available (page 397).
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function mycp () {
case $# in
     0)
        # Zero arguments
        # File descriptor 3 duplicates standard input
        # File descriptor 4 duplicates standard output
        exec 3<&0 4<&1
        ;;
     1)
        # One argument
        # Open the file named by the argument for input
        # and associate it with file descriptor 3
        # File descriptor 4 duplicates standard output
        exec 3< $1 4<&1
        ;;
     2)
        # Two arguments
        # Open the file named by the first argument for input
        # and associate it with file descriptor 3
        # Open the file named by the second argument for output
        # and associate it with file descriptor 4
        exec 3< $1 4> $2
        ;;
    * )
        echo "Usage: mycp [source [dest]]"
        return 1
        ;;
esac


# Call cat with input coming from file descriptor 3
# and output going to file descriptor 4
cat <&3 >&4


# Close file descriptors 3 and 4
exec 3<&- 4<&-
}

The real work of this function is done in the line that begins with cat. The rest of the script arranges for file descriptors 3 and 4, which are the input and output of the cat command, respectively, to be associated with the appropriate files.


Optional
The next program takes two filenames on the command line, sorts both, and sends the output to temporary files. The program then merges the sorted files to standard output, preceding each line by a number that indicates which file it came from.
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$ cat sortmerg
#!/bin/bash
usage () {
if [ $# -ne 2 ]; then
    echo "Usage: $0 file1 file2" 2>&1
    exit 1
    fi
}

# Default temporary directory
: ${TEMPDIR:=/tmp}
# Check argument count
usage "$@"

# Set up temporary files for sorting
file1=$TEMPDIR/$$.file1
file2=$TEMPDIR/$$.file2

# Sort
sort $1 > $file1
sort $2 > $file2

# Open $file1 and $file2 for reading. Use file descriptors 3 and 4.
exec 3<$file1
exec 4<$file2

# Read the first line from each file to figure out how to start.
read Line1 <&3
status1=$?
read Line2 <&4
status2=$?
# Strategy: while there is still input left in both files:
#   Output the line that should come first.
#   Read a new line from the file that line came from.
while [ $status1 -eq 0 -a $status2 -eq 0 ]
    do
        if [[ "$Line2" > "$Line1" ]]; then
            echo -e "1.\t$Line1"
            read -u3 Line1
            status1=$?
        else
            echo -e "2.\t$Line2"
            read -u4 Line2
            status2=$?
        fi
    done

# Now one of the files is at end of file.
# Read from each file until the end.
# First file1:
while [ $status1 -eq 0 ]
    do
        echo -e "1.\t$Line1"
        read Line1 <&3
        status1=$?
    done
# Next file2:
while [[ $status2 -eq 0 ]]
    do
        echo -e "2.\t$Line2"
        read Line2 <&4
        status2=$?
    done

# Close and remove both input files
exec 3<&- 4<&-
rm -f $file1 $file2
exit 0


Determining Whether a File Descriptor Is Associated with the Terminal

The test –t criterion takes an argument of a file descriptor and causes test to return a value of 0 (true) or not 0 (false) based on whether the specified file descriptor is associated with the terminal (screen or keyboard). It is typically used to determine whether standard input, standard output, and/or standard error is coming from/going to the terminal.

In the following example, the is.term script uses the test –t criterion ([ ] is a synonym for test; page 1000) to see if file descriptor 1 (initially standard output) of the process running the shell script is associated with the screen. The message the script displays is based on whether test returns true (file descriptor 1 is associated with the screen) or false (file descriptor 1 is not associated with the screen).
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$ cat is.term
if [ -t 1 ] ; then
        echo "FD 1 (stdout) IS going to the screen"
    else
        echo "FD 1 (stdout) is NOT going to the screen"
fi

When you run is.term without redirecting standard output, the script displays FD 1 (stdout) IS going to the screen because standard output of the is.term script has not been redirected:
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$ ./is.term
FD 1 (stdout) IS going to the screen

When you redirect standard output of a program using > on the command line, bash closes file descriptor 1 and then reopens it, associating it with the file specified following the redirect symbol.

The next example redirects standard output of the is.term script: The newly opened file descriptor 1 associates standard output with the file named hold. Now the test command ([ –t 1 ]) fails, returning a value of 1 (false), because standard output is not associated with a terminal. The script writes FD 1 (stdout) is NOT going to the screen to hold:
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$ ./is.term > hold
$ cat hold
FD 1 (stdout) is NOT going to the screen

If you redirect standard error from is.term, the script will report FD 1 (stdout) IS going to the screen and will write nothing to the file receiving the redirection; standard output has not been redirected. You can use [ –t 2 ] to test if standard error is going to the screen:
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$ ./is.term 2> hold
FD 1 (stdout) IS going to the screen

In a similar manner, if you send standard output of is.term through a pipeline, test reports standard output is not associated with a terminal. In this example, cat copies standard input to standard output:
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$ ./is.term | cat
FD 1 (stdout) is NOT going to the screen


Optional
You can also experiment with test on the command line. This technique allows you to make changes to your experimental code quickly by taking advantage of command history and editing (page 378). To better understand the following examples, first verify that test (called as [ ]) returns a value of 0 (true) when file descriptor 1 is associated with the screen and a value other than 0 (false) when file descriptor 1 is not associated with the screen. The $? special parameter (page 1029) holds the exit status of the previous command.
$ [ -t 1 ]
$ echo $?
0

$ [ -t 1 ] > hold
$ echo $?
1
As explained on page 343, the && (AND) control operator first executes the command preceding it. Only if that command returns a value of 0 (true) does && execute the command following it. In the following example, if [ –t 1 ] returns 0, && executes echo "FD 1 to screen". Although the parentheses (page 344) are not required in this example, they are needed in the next one.
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$ ( [ -t 1 ] && echo "FD 1 to screen" )
FD 1 to screen
Next, the output from the same command line is sent through a pipeline to cat, so test returns 1 (false) and && does not execute echo.
Click here to view code image
$ ( [ -t 1 ] && echo "FD 2 to screen" ) | cat
$
The following example is the same as the previous one, except test checks whether file descriptor 2 is associated with the screen. Because the pipeline redirects only standard output, test returns 0 (true) and && executes echo.
Click here to view code image
$ ( [ -t 2 ] && echo "FD 2 to screen" ) | cat
FD 2 to screen
In this example, test checks whether file descriptor 2 is associated with the screen (it is) and echo sends its output to file descriptor 1 (which goes through the pipeline to cat).



Parameters

Shell parameters were introduced on page 352. This section goes into more detail about positional parameters and special parameters.

Positional Parameters

Positional parameters comprise the command name and command-line arguments. These parameters are called positional because you refer to them by their position on the command line. You cannot use an assignment statement to change the value of a positional parameter. However, the set builtin (page 1024) enables you to change the value of any positional parameter except the name of the calling program (the command name).

$0: Name of the Calling Program

The shell expands $0 to the name of the calling program (the command you used to call the program—usually the name of the program you are running). This parameter is numbered zero because it appears before the first argument on the command line:
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$ cat abc
echo "This script was called by typing $0"
$ ./abc
This script was called by typing ./abc
$ /home/sam/abc
This script was called by typing /home/sam/abc

The preceding shell script uses echo to verify the way the script you are executing was called. You can use the basename utility and command substitution to extract the simple filename of the script:
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$ cat abc2
echo "This script was called by typing $(basename $0)"
$ /home/sam/abc2
This script was called by typing abc2

When you call a script through a link, the shell expands $0 to the value of the link.
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$ ln -s abc2 mylink
$ /home/sam/mylink
This script was called by typing mylink

When you display the value of $0 from an interactive shell, the shell displays its name because that is the name of the calling program (the program you are running).

$ echo $0
bash


Tip: bash versus –bash
On some systems, echo $0 displays –bash while on others it displays bash. The former indicates a login shell (page 330); the latter indicates a shell that is not a login shell. In a GUI environment, some terminal emulators launch login shells while others do not.



$1–$n: Positional Parameters

The shell expands $1 to the first argument on the command line, $2 to the second argument, and so on up to $n. These parameters are short for ${1}, ${2}, ${3}, and so on. For values of n less than or equal to 9, the braces are optional. For values of n greater than 9, the number must be enclosed within braces. For example, the twelfth positional parameter is represented by ${12}. The following script displays positional parameters that hold command-line arguments:
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$ cat display_5args
echo First 5 arguments are $1 $2 $3 $4 $5


$ ./display_5args zach max helen
First 5 arguments are zach max helen

The display_5args script displays the first five command-line arguments. The shell expands each parameter that represents an argument that is not present on the command line to a null string. Thus the $4 and $5 parameters have null values in this example.


Caution: Always quote positional parameters
You can “lose” positional parameters if you do not quote them. See the following text for an example.



Enclose references to positional parameters between double quotation marks. The quotation marks are particularly important when you are using positional parameters as arguments to commands. Without double quotation marks, a positional parameter that is not set or that has a null value disappears:
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$ cat showargs
echo "$0 was called with $# arguments, the first is :$1:."


$ ./showargs a b c
./showargs was called with 3 arguments, the first is :a:.


$ echo $xx


$ ./showargs $xx a b c
./showargs was called with 3 arguments, the first is :a:.
$ ./showargs "$xx" a b c
./showargs was called with 4 arguments, the first is ::.

The showargs script displays the number of arguments it was called with ($#) followed by the value of the first argument between colons. In the preceding example, showargs is initially called with three arguments. Next the echo command shows that the $xx variable, which is not set, has a null value. The $xx variable is the first argument to the second and third showargs commands; it is not quoted in the second command and quoted using double quotation marks in the third command. In the second showargs command, the shell expands the arguments to a b c and passes showargs three arguments. In the third showargs command, the shell expands the arguments to "" a b c, which results in calling showargs with four arguments. The difference in the two calls to showargs illustrates a subtle potential problem when using positional parameters that might not be set or that might have a null value.

[image: ] set: Initializes Positional Parameters

When you call the set builtin with one or more arguments, it assigns the values of the arguments to the positional parameters, starting with $1. The following script uses set to assign values to the positional parameters $1, $2, and $3:

$ cat set_it
set this is it
echo $3 $2 $1
$ ./set_it
it is this


Optional
A single hyphen (–) on a set command line marks the end of options and the start of values the shell assigns to positional parameters. A – also turns off the xtrace (–x) and verbose (–v) options (Table 9-13 on page 401). The following set command turns on posix mode and sets the first two positional parameters as shown by the echo command:
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$ set -o posix - first.param second.param
$ echo $*
first.param second.param
A double hyphen (––) on a set command line without any following arguments unsets the positional parameters; when followed by arguments, –– sets the positional parameters, including those that begin with a hyphen (–).
$ set --
$ echo $*

$



Combining command substitution (page 410) with the set builtin is a convenient way to alter standard output of a command to a form that can be easily manipulated in a shell script. The following script shows how to use date and set to provide the date in a useful format. The first command shows the output of date. Then cat displays the contents of the dateset script. The first command in this script uses command substitution to set the positional parameters to the output of the date utility. The next command, echo $*, displays all positional parameters resulting from the previous set. Subsequent commands display the values of $1, $2, $3, and $6. The final command displays the date in a format you can use in a letter or report.

$ date
Wed Aug 15 17:35:29 PDT 2012
$ cat dateset
set $(date)
echo $*
echo
echo "Argument 1: $1"
echo "Argument 2: $2"
echo "Argument 3: $3"
echo "Argument 6: $6"
echo
echo "$2 $3, $6"


$ ./dateset
Wed Aug 15 17:35:34 PDT 2012


Argument 1: Wed
Argument 2: Aug
Argument 3: 15
Argument 6: 2012


Aug 15, 2012

You can also use the +format argument to date to specify the content and format of its output.

set displays shell variables

When called without arguments, set displays a list of the shell variables that are set, including user-created variables and keyword variables. Under bash, this list is the same as that displayed by declare (page 357) when it is called without any arguments.

Click here to view code image

$ set
BASH_VERSION='4.2.24(1)-release'
COLORS=/etc/DIR_COLORS
COLUMNS=89
LESSOPEN='||/usr/bin/lesspipe.sh %s'
LINES=53
LOGNAME=sam
MAIL=/var/spool/mail/sam
MAILCHECK=60
...

The set builtin can also perform other tasks. For more information refer to “set: Works with Shell Features, Positional Parameters, and Variables” on page 1036.

shift: Promotes Positional Parameters

The shift builtin promotes each positional parameter. The first argument (which was represented by $1) is discarded. The second argument (which was represented by $2) becomes the first argument (now $1), the third argument becomes the second, and so on. Because no “unshift” command exists, you cannot bring back arguments that have been discarded. An optional argument to shift specifies the number of positions to shift (and the number of arguments to discard); the default is 1.

The following demo_shift script is called with three arguments. Double quotation marks around the arguments to echo preserve the spacing of the output but allow the shell to expand variables. The program displays the arguments and shifts them repeatedly until no arguments are left to shift.
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$ cat demo_shift
echo "arg1= $1    arg2= $2     arg3= $3"
shift
echo "arg1= $1    arg2= $2     arg3= $3"
shift
echo "arg1= $1    arg2= $2     arg3= $3"
shift
echo "arg1= $1    arg2= $2     arg3= $3"
shift


$ ./demo_shift alice helen zach
arg1= alice    arg2= helen    arg3= zach
arg1= helen    arg2= zach     arg3=
arg1= zach     arg2=    arg3=
arg1=     arg2=    arg3=

Repeatedly using shift is a convenient way to loop over all command-line arguments in shell scripts that expect an arbitrary number of arguments. See page 989 for a shell script that uses shift.

$* and $@: Expand to All Positional Parameters

The shell expands the $* parameter to all positional parameters, as the display_all program demonstrates:
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$ cat display_all
echo All arguments are $*


$ ./display_all a b c d e f g h i j k l m n o p
All arguments are a b c d e f g h i j k l m n o p

"$*" Versus "$@"

The $* and $@ parameters work the same way except when they are enclosed within double quotation marks. Using "$*" yields a single argument with the first character in IFS (page 363; normally a SPACE) between the positional parameters. Using "$@" produces a list wherein each positional parameter is a separate argument. This difference typically makes "$@" more useful than "$*" in shell scripts.

The following scripts help explain the difference between these two parameters. In the second line of both scripts, the single quotation marks keep the shell from interpreting the enclosed special characters, allowing the shell to pass them to echo so echo can display them. The bb1 script shows that set "$*" assigns multiple arguments to the first command-line parameter.
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$ cat bb1
set "$*"
echo $# parameters with '"$*"'
echo 1: $1
echo 2: $2
echo 3: $3


$ ./bb1 a b c
1 parameters with "$*"
1: a b c
2:
3:

The bb2 script shows that set "$@" assigns each argument to a different command-line parameter.

Click here to view code image

$ cat bb2
set "$@"
echo $# parameters with '"$@"'
echo 1: $1
echo 2: $2
echo 3: $3


$ ./bb2 a b c
3 parameters with "$@"
1: a
2: b
3: c

Special Parameters

Special parameters enable you to access useful values pertaining to positional parameters and the execution of shell commands. As with positional parameters, the shell expands a special parameter when it is preceded by a $. Also as with positional parameters, you cannot modify the value of a special parameter using an assignment statement.

$#: Number of Positional Parameters

The shell expands $# to the decimal number of arguments on the command line (positional parameters), not counting the name of the calling program:
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$ cat num_args
echo "This script was called with $# arguments."
$ ./num_args sam max zach
This script was called with 3 arguments.

The next example shows set initializing four positional parameters and echo displaying the number of parameters set initialized:

$ set a b c d; echo $#
4

$$: PID Number

The shell expands the $$ parameter to the PID number of the process that is executing it. In the following interaction, echo displays the value of this parameter and the ps utility confirms its value. Both commands show the shell has a PID number of 5209:
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$ echo $$
5209
$ ps
  PID TTY          TIME CMD
 5209 pts/1    00:00:00 bash
 6015 pts/1    00:00:00 ps

Because echo is built into the shell, the shell does not create another process when you give an echo command. However, the results are the same whether echo is a builtin or not, because the shell expands $$ before it forks a new process to run a command. Try giving this command using the echo utility (/bin/echo), which is run by another process, and see what happens.

Naming temporary files

In the following example, the shell substitutes the value of $$ and passes that value to cp as a prefix for a filename:

$ echo $$
8232
$ cp memo $$.memo
$ ls
8232.memo memo

Incorporating a PID number in a filename is useful for creating unique filenames when the meanings of the names do not matter; this technique is often used in shell scripts for creating names of temporary files. When two people are running the same shell script, having unique filenames keeps the users from inadvertently sharing the same temporary file.

The following example demonstrates that the shell creates a new shell process when it runs a shell script. The id2 script displays the PID number of the process running it (not the process that called it—the substitution for $$ is performed by the shell that is forked to run id2):

$ cat id2
echo "$0 PID= $$"
$ echo $$
8232
$ ./id2
./id2 PID= 8362
$ echo $$
8232

The first echo displays the PID number of the interactive shell. Then id2 displays its name ($0) and the PID number of the subshell it is running in. The last echo shows that the PID number of the interactive shell has not changed.

$!: PID Number of Most Recent Background Process

The shell expands $! to the value of the PID number of the most recent process that ran in the background. The following example executes sleep as a background task and uses echo to display the value of $!:

$ sleep 60 &
[1] 8376
$ echo $!
8376

[image: ] $?: Exit Status

When a process stops executing for any reason, it returns an exit status to its parent process. The exit status is also referred to as a condition code or a return code. The shell expands the $? parameter to the exit status of the most recently executed command.

By convention, a nonzero exit status is interpreted as false and means the command failed; a zero is interpreted as true and indicates the command executed successfully. In the following example, the first ls command succeeds and the second fails; the exit status displayed by echo reflects these outcomes:
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$ ls es
es
$ echo $?
0
$ ls xxx
ls: xxx: No such file or directory
$ echo $?
1

You can specify the exit status a shell script returns by using the exit builtin, followed by a number, to terminate the script. If you do not use exit with a number to terminate a script, the exit status of the script is that of the last command the script ran.
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$ cat es
echo This program returns an exit status of 7.
exit 7
$ es
This program returns an exit status of 7.
$ echo $?
7
$ echo $?
0

The es shell script displays a message and terminates execution with an exit command that returns an exit status of 7, the user-defined exit status in this script. The first echo then displays the exit status of es. The second echo displays the exit status of the first echo: This value is 0, indicating the first echo executed successfully.

$–: Flags of Options That Are Set

The shell expands the $– parameter to a string of one-character bash option flags. These flags are set by the set or shopt builtins, when bash is invoked, or by bash itself (e.g., –i). For more information refer to “Controlling bash: Features and Options” on page 398. The following command displays typical bash option flags for an interactive shell:

$ echo $-
himBH

Table 9-13 on page 401 lists each of these flags (except i) as options to set in the Alternative syntax column. When you start an interactive shell, bash sets the i (interactive) option flag. You can use this flag to determine if a shell is being run interactively. In the following example, display_flags displays the bash option flags. When run as a script in a subshell, it shows the i option flag is not set; when run using source (page 332), which runs a script in the current shell, it shows the i option flag is set.

$ cat display_flags
echo $-


$ ./display_flags
hB


$ source ./display_flags
himBH

$_: Last Argument of Previously Executed Command

When bash starts, as when you run a shell script, it expands the $_ parameter to the pathname of the file it is running. After running a command, it expands this parameter to the last argument of the previously executed command.

$ cat last_arg
echo $_
echo here I am
echo $_


$ ./last_arg
./last_arg
here I am
am

In the next example, the shell never executes the echo command; it expands $_ to the last argument of the ls command (which it executed, albeit unsuccessfully).
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$ ls xx && echo hi
ls: cannot access xx: No such file or directory
$ echo $_
xx

[image: ] Variables

Variables, introduced on page 352, are shell parameters denoted by a name. Variables can have zero or more attributes (page 356; e.g., export, readonly). You, or a shell program, can create and delete variables, and can assign values and attributes to variables. This section adds to the previous coverage with a discussion of the shell variables, environment variables, inheritance, expanding null and unset variables, array variables, and variables in functions.

Shell Variables

By default, when you create a variable it is available only in the shell you created it in; it is not available in subshells. This type of variable is called a shell variable. In the following example, the first command displays the PID number of the interactive shell the user is working in (2802) and the second command initializes the variable x to 5. Then a bash command spawns a new shell (PID 29572). This new shell is a child of the shell the user was working in (a subprocess; page 373). The ps –l command shows the PID and PPID (parent PID) numbers of each shell: PID 29572 is a child of PID 2802. The final echo command shows the variable x is not set in the spawned (child) shell: It is a shell variable and is local to the shell it was created in.
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$ echo $$
2802


$ x=5
$ echo $x
5


$ bash
$ echo $$
29572


$ ps -l
F S   UID   PID  PPID  C PRI  NI ADDR SZ WCHAN  TTY           TIME CMD
0 S  1000  2802  2786  0  80   0 -  5374 wait   pts/2     00:00:00 bash
0 S  1000 29572  2802  0  80   0 -  5373 wait   pts/2     00:00:00 bash
0 R  1000 29648 29572  0  80   0 -  1707 -      pts/2     00:00:00 ps
$  echo $x


$

Environment, Environment Variables, and Inheritance

This section explains the concepts of the command execution environment and inheritance.

Environment

When the Linux kernel invokes a program, the kernel passes to the program a list comprising an array of strings. This list, called the command execution environment or simply the environment, holds a series of name-value pairs in the form name=value.
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When bash is invoked, it scans its environment and creates parameters for each name-value pair, assigning the corresponding value to each name. Each of these parameters is an environment variable; these variables are in the shell’s environment. Environment variables are sometimes referred to as global variables or exported variables.

Inheritance

A child process (a subprocess; see page 373 for more information about the process structure) inherits its environment from its parent. An inherited variable is an environment variable for the child, so its children also inherit the variable: All children and grandchildren, to any level, inherit environment variables from their ancestor. A process can create, remove, and change the value of environment variables, so a child process might not inherit the same environment its parent inherited.

Because of process locality (next), a parent cannot see changes a child makes to an environment variable and a child cannot see changes a parent makes to an environment variable once the child has been spawned (created). Nor can unrelated processes see changes to variables that have the same name in each process, such as commonly inherited environment variables (e.g., PATH).

Process Locality: Shell Variables

Variables are local, which means they are specific to a process: Local means local to a process. For example, when you log in on a terminal or open a terminal emulator, you start a process that runs a shell. Assume in that shell the LANG environment variable (page 368) is set to en_US.UTF-8.

If you then log in on a different terminal or open a second terminal emulator, you start another process that runs a different shell. Assume in that shell the LANG environment variable is also set to en_US.UTF-8. When you change the value of LANG on the second terminal to de_DE.UTF-8, the value of LANG on the first terminal does not change. It does not change because variables (both names and values) are local to a process and each terminal is running a separate process (even though both processes are running shells).
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When you run an export command (a synonym for declare –x; page 357) with variable names as arguments, the shell places the names (and values, if present) of those variables in the environment. Without arguments, export lists environment (exported) variables.

The following extest1 shell script assigns the value of american to the variable named cheese and then displays its name (the shell expands $0 to the name of the calling program) and the value of cheese. The extest1 script then calls subtest, which attempts to display the same information, declares a cheese variable by initializing it, displays the value of the variable, and returns control to the parent process, which is executing extest1. Finally, extest1 again displays the value of the original cheese variable.

$ cat extest1
cheese=american
echo "$0 1: $cheese"
./subtest
echo "$0 2: $cheese"


$ cat subtest
echo "$0 1: $cheese"
cheese=swiss
echo "$0 2: $cheese"


$ ./extest1
./extest1 1: american
./subtest 1:
./subtest 2: swiss
./extest1 2: american

The subtest script never receives the value of cheese from extest1 (and extest1 never loses the value): cheese is a shell variable, not an environment variable (it is not in the environment of the parent process and therefore is not available in the child process). When a process attempts to display the value of a variable that has not been declared and is not in the environment, as is the case with subtest, the process displays nothing; the value of an undeclared variable is that of the null string. The final echo shows the value of cheese in extest1 has not changed: In bash—unlike in the real world—a child can never affect its parent’s attributes.

The extest2 script is the same as extest1 except it uses export to put cheese in the environment of the current process. The result is that cheese appears in the environment of the child process running the subtest script.

$ cat extest2
export cheese=american
echo "$0 1: $cheese"
./subtest
echo "$0 2: $cheese"


$ ./extest2
./extest2 1: american
./subtest 1: american
./subtest 2: swiss
./extest2 2: american

Here the child process inherits the value of cheese as american and, after displaying this value, changes its copy to swiss. When control is returned to the parent, the parent’s copy of cheese retains its original value: american.

Alternately, as the next program shows, you can put a variable in the environment of a child shell without declaring it in the parent shell. See page 148 for more information on this command-line syntax.

$ cheese=cheddar ./subtest
./subtest 1: cheddar
./subtest 2: swiss
$ echo $cheese


$

You can export a variable without/before assigning a value to it. Also, you do not need to export an already-exported variable after you change its value. For example, you do not usually need to export PATH when you assign a value to it in ~/.bash_profile because it is typically exported in a global startup file.

You can place several export declarations (initializations) on a single line:
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$ export cheese=swiss coffee=colombian avocados=us

Unexport

An export –n or declare +x command removes the export attribute from the named environment variable (unexports the variable), demoting it to become a shell variable while preserving its value.

Export a function

An export –f command places the named function (page 396) in the environment so it is available to child processes.

printenv: Displays Environment Variable Names and Values

The printenv utility displays environment variable names and values. When called without an argument, it displays all environment variables. When called with the name of an environment variable, it displays the value of that variable. When called with the name of a variable that is not in the environment or has not been declared, it displays nothing. You can also use export (page 1032) and env (next page) to display a list of environment variables.
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$ x=5                 # not in the environment
$ export y=10         # in the environment
$  printenv x
$  printenv y
10
$ printenv
...
SHELL=/bin/bash
TERM=xterm
USER=sam
PWD=/home/sam
y=10
...

[image: ] env: Runs a Program in a Modified Environment

The env utility runs a program as a child of the current shell, allowing you to modify the environment the current shell exports to the newly created process. See page 148 for an easier way to place a variable in the environment of a child process. The env utility has the following syntax:

env [options] [-] [name=value] ... [command-line]

where options is one of the following options:

––ignore-environment

–i or –

Causes command-line to run in a clean environment; no environment variables are available to the newly created process.

––unset=name –u name

Unsets the environment variable named name so it is not available to the newly created process.

Just as on a bash command line (page 148), zero or more name=value pairs may be used to set or modify environment variables in the newly created process, except you cannot specify a name without a value. The env utility evaluates the name=value pairs from left to right, so if name appears more than once in this list, the rightmost value takes precedence.

The command-line is the command (including any options and arguments) that env executes. The env utility takes its first argument that does not contain an equal sign as the beginning of the command line and, if you specify a command that does not include a slash (i.e., if you specify a simple filename), uses the value of PATH (page 359) to locate the command. It does not work with builtin commands.

In the following example, env runs display_xx, a script that displays the value of the xx variable. On the command line, env initializes the variable xx in the environment of the script it calls and echo in the script displays the value of xx.
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$ cat display_xx
echo "Running $0"
echo $xx


$ env xx=remember ./display_xx
Running ./display_xx
remember

If you want to declare only environment variables for a program, it is simpler to use the following bash syntax (page 148):
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$ xx=remember ./display_xx
Running ./display_xx
remember

When called without a command-line, env displays a list of environment variables (it behaves similarly to printenv [page 1034]):

$ env
...
SHELL=/bin/bash
TERM=xterm
USER=sam
PWD=/home/sam
y=10
...

set: Works with Shell Features, Positional Parameters, and Variables

The set builtin can perform the following tasks:

• Set or unset shell features (also called attributes; page 400).

• Assign values to positional parameters (page 1024).

• Display variables that are available to the current shell. These variables comprise shell variables (variables not in the environment) and environment variables. The set builtin displays variables in a format you can use in a shell script or as input to set to declare and initialize variables. Output is sorted based on the current locale (page 368). You cannot reset readonly variables.

$ set


...
BASH=/bin/bash
COLUMNS=70
PWD=/home/sam
SHELL=/bin/bash
x=5
y=10
...

Expanding Null and Unset Variables

The expression ${name} (or just $name if it is not ambiguous) expands to the value of the name variable. If name is null or not set, bash expands ${name} to a null string. The Bourne Again Shell provides the following alternatives to accepting the null string as the value of the variable:

• Use a default value for the variable.

• Use a default value and assign that value to the variable.

• Display an error.

You can choose one of these alternatives by using a modifier with the variable name. In addition, you can use set –o nounset (page 402) to cause bash to display an error message and exit from a script whenever the script references an unset variable.

:– Uses a Default Value

The :– modifier uses a default value in place of a null or unset variable while allowing a nonnull variable to represent itself:

${name:–default}

The shell interprets :– as “If name is null or unset, expand default and use the expanded value in place of name; else use name.”

The following command lists the contents of the directory named by the LIT variable. If LIT is null or unset, it lists the contents of /home/max/literature:
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$ ls ${LIT:-/home/max/literature}

The shell expands variables in default:
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$ ls ${LIT:-$HOME/literature}

:= Assigns a Default Value

The :– modifier does not change the value of a variable. However, you can change the value of a null or unset variable to the expanded value of default by using the := modifier:

${name:=default}

The shell expands the expression ${name:=default} in the same manner as it expands ${name:–default}, but also sets the value of name to the expanded value of default.

If a script contains a line such as the following and LIT is unset or null at the time this line is executed, the shell assigns LIT the value /home/max/literature:
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$ ls ${LIT:=/home/max/literature}

: (null) builtin


Some shell scripts include lines that start with the : (null) builtin followed on the same line by the := expansion modifier. This syntax sets variables that are null or unset. The : builtin evaluates each token in the remainder of the command line but does not execute any commands.

Use the following syntax to set a default for a null or unset variable in a shell script (a SPACE follows the first colon). Without the leading colon (:), the shell would evaluate and attempt to execute the “command” that results from the evaluation.

: ${name:=default}

When a script needs a directory for temporary files and uses the value of TEMPDIR for the name of this directory, the following line assigns to TEMPDIR the value /tmp if TEMPDIR is null:

: ${TEMPDIR:=/tmp}

:? Sends an Error Message to Standard Error

Sometimes a script needs the value of a variable, but you cannot supply a reasonable default at the time you write the script. In this case you want the script to exit if the variable is not set. If the variable is null or unset, the :? modifier causes the script to send an error message to standard error and terminate with an exit status of 1. Interactive shells do not exit when you use :?.

${name:?message}

If you omit message, the shell displays parameter null or not set. In the following command, TESTDIR is not set, so the shell sends to standard error the expanded value of the string following :?. In this case the string includes command substitution for date with the %T syntax, followed by the string error, variable not set.
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cd ${TESTDIR:?$(date +%T) error, variable not set.}
bash: TESTDIR: 16:16:14 error, variable not set.

Array Variables

The Bourne Again Shell supports one-dimensional array variables. The subscripts are integers with zero-based indexing (i.e., the first element of the array has the subscript 0). The following syntax declares and assigns values to an array:

name=(element1 element2 ...)

The following example assigns four values to the array NAMES:
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$ NAMES=(max helen sam zach)

You reference a single element of an array as follows; the braces are not optional.

$ echo ${NAMES[2]}
sam

The subscripts [*] and [@] both extract the entire array but work differently when used within double quotation marks. An @ produces an array that is a duplicate of the original array; an * produces a single element of an array (or a plain variable) that holds all the elements of the array separated by the first character in IFS (normally a SPACE; page 363). In the following example, the array A is filled with the elements of the NAMES variable using an *, and B is filled using an @. The declare builtin (page 357) with the –a option displays the values of the arrays (and reminds you that bash uses zero-based indexing for arrays):
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$ A=("${NAMES[*]}")
$ B=("${NAMES[@]}")


$ declare -a
declare -a A='([0]="max helen sam zach")'
declare -a B='([0]="max" [1]="helen" [2]="sam" [3]="zach")'
...
declare -a NAMES='([0]="max" [1]="helen" [2]="sam" [3]="zach")'

The output of declare shows that NAMES and B have multiple elements. In contrast, A, which was assigned its value with an * within double quotation marks, has only one element: A has all its elements enclosed between double quotation marks.

In the next example, echo attempts to display element 1 of array A. Nothing is displayed because A has only one element and that element has an index of 0. Element 0 of array A holds all four names. Element 1 of B holds the second item in the array and element 0 holds the first item.

$ echo ${A[1]}


$ echo ${A[0]}
max helen sam zach
$ echo ${B[1]}
helen
$ echo ${B[0]}
max

The ${#name[*]} operator returns the number of elements in an array:

$ echo ${#NAMES[*]}
4

The same operator, when given the index of an element of an array in place of *, returns the length of the element:

$ echo ${#NAMES[1]}
5

You can use subscripts on the left side of an assignment statement to replace selected elements of an array:

$ NAMES[1]=max
$ echo ${NAMES[*]}
max max sam zach
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Because functions run in the same environment as the shell that calls them, variables are implicitly shared by a shell and a function it calls.

$ nam () {
> echo $myname
> myname=zach
> }


$ myname=sam
$ nam
sam
$ echo $myname
zach

In the preceding example, the myname variable is set to sam in the interactive shell. The nam function then displays the value of myname (sam) and sets myname to zach. The final echo shows that, in the interactive shell, the value of myname has been changed to zach.

Function local variables

Local variables are helpful in a function written for general use. Because the function is called by many scripts that might be written by different programmers, you need to make sure the names of the variables used within the function do not conflict with (i.e., duplicate) the names of the variables in the programs that call the function. Local variables eliminate this problem. When used within a function, the local builtin declares a variable to be local to the function it is defined in.

The next example shows the use of a local variable in a function. It features two variables named count. The first is declared and initialized to 10 in the interactive shell. Its value never changes, as echo verifies after count_down is run. The other count is declared, using local, to be local to the count_down function. Its value, which is unknown outside the function, ranges from 4 to 1, as the echo command within the function confirms.

The following example shows the function being entered from the keyboard; it is not a shell script. See the tip “A function is not a shell script” on page 1017.

$ count_down () {
> local count
> count=$1
> while [ $count -gt 0 ]
> do
> echo "$count..."
> ((count=count-1))
> sleep 1
> done
> echo "Blast Off."
> }


$ count=10
$ count_down 4
4...
3...
2...
1...
Blast Off.
$ echo $count
10

The count=count–1 assignment is enclosed between double parentheses, which cause the shell to perform an arithmetic evaluation (page 1056). Within the double parentheses you can reference shell variables without the leading dollar sign ($). See page 397 for another example of function local variables.

Builtin Commands

Builtin commands, which were introduced in Chapter 5, do not fork a new process when you execute them. This section discusses the type, read, exec, trap, kill, and getopts builtins. Table 27-6 on page 1055 lists many bash builtin commands.
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The type builtin provides information about a command:
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$ type cat echo who if lt
cat is hashed (/bin/cat)
echo is a shell builtin
who is /usr/bin/who
if is a shell keyword
lt is aliased to 'ls -ltrh | tail'

The preceding output shows the files that would be executed if you gave cat or who as a command. Because cat has already been called from the current shell, it is in the hash table (page 376) and type reports that cat is hashed. The output also shows that a call to echo runs the echo builtin, if is a keyword, and lt is an alias.

[image: ] read: Accepts User Input

A common use for user-created variables is storing information that a user enters in response to a prompt. Using read, scripts can accept input from the user and store that input in variables. The read builtin reads one line from standard input and assigns the words on the line to one or more variables:
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$ cat read1
echo -n "Go ahead: "
read firstline
echo "You entered: $firstline"


$ ./read1
Go ahead: This is a line.
You entered: This is a line.

The first line of the read1 script uses echo to prompt for a line of text. The –n option suppresses the following NEWLINE, allowing you to enter a line of text on the same line as the prompt. The second line reads the text into the variable firstline. The third line verifies the action of read by displaying the value of firstline.

The –p (prompt) option causes read to send to standard error the argument that follows it; read does not terminate this prompt with a NEWLINE. This feature allows you to both prompt for and read the input from the user on one line:
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$ cat read1a
read -p "Go ahead: " firstline
echo "You entered: $firstline"


$ ./read1a
Go ahead: My line.
You entered: My line.

The variable in the preceding examples is quoted (along with the text string) because you, as the script writer, cannot anticipate which characters the user might enter in response to the prompt. Consider what would happen if the variable were not quoted and the user entered * in response to the prompt:
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$ cat read1_no_quote
read -p "Go ahead: " firstline
echo You entered: $firstline


$ ./read1_no_quote
Go ahead: *
You entered: read1 read1_no_quote script.1
$ ls
read1   read1_no_quote    script.1

The ls command lists the same words as the script, demonstrating that the shell expands the asterisk into a list of files in the working directory. When the variable $firstline is surrounded by double quotation marks, the shell does not expand the asterisk. Thus the read1 script behaves correctly:

$ ./read1
Go ahead:*
You entered:*

REPLY

When you do not specify a variable to receive read’s input, bash puts the input into the variable named REPLY. The following read1b script performs the same task as read1:

$ cat read1b
read -p "Go ahead: "
echo "You entered: $REPLY"

The read2 script prompts for a command line, reads the user’s response, and assigns it to the variable cmd. The script then attempts to execute the command line that results from the expansion of the cmd variable:
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$ cat read2
read -p "Enter a command: " cmd
$cmd
echo "Thanks"

In the following example, read2 reads a command line that calls the echo builtin. The shell executes the command and then displays Thanks. Next read2 reads a command line that executes the who utility:
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$ ./read2
Enter a command: echo Please display this message.
Please display this message.
Thanks
$ ./read2
Enter a command: who
max       pts/4         2013-06-17 07:50  (:0.0)
sam       pts/12        2013-06-17 11:54  (guava)
Thanks

If cmd does not expand into a valid command line, the shell issues an error message:
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$ ./read2
Enter a command: xxx
./read2: line 2: xxx: command not found
Thanks

The read3 script reads values into three variables. The read builtin assigns one word (a sequence of nonblank characters) to each variable:
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$ cat read3
read -p "Enter something: " word1 word2 word3
echo "Word 1 is: $word1"
echo "Word 2 is: $word2"
echo "Word 3 is: $word3"
$ ./read3
Enter something: this is something
Word 1 is: this
Word 2 is: is
Word 3 is: something

When you enter more words than read has variables, read assigns one word to each variable, assigning all leftover words to the last variable. Both read1 and read2 assigned the first word and all leftover words to the one variable the scripts each had to work with. In the following example, read assigns five words to three variables: It assigns the first word to the first variable, the second word to the second variable, and the third through fifth words to the third variable.
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$ ./read3
Enter something: this is something else, really.
Word 1 is:  this
Word 2 is:  is
Word 3 is:  something else, really.

Table 27-4 lists some of the options supported by the read builtin.
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Table 27-4 read options

The read builtin returns an exit status of 0 if it successfully reads any data. It has a nonzero exit status when it reaches the EOF (end of file).

The following example runs a while loop from the command line. It takes its input from the names file and terminates after reading the last line from names.

$ cat names
Alice Jones
Robert Smith
Alice Paulson
John Q. Public
$ while read first rest
> do
> echo $rest, $first
> done < names
Jones, Alice
Smith, Robert
Paulson, Alice
Q. Public, John
$

The placement of the redirection symbol (<) for the while structure is critical. It is important that you place the redirection symbol at the done statement and not at the call to read.


Optional
Each time you redirect input, the shell opens the input file and repositions the read pointer at the start of the file:
Click here to view code image
$ read line1 < names; echo $line1; read line2 < names; echo $line2
Alice Jones
Alice Jones
Here each read opens names and starts at the beginning of the names file. In the following example, names is opened once, as standard input of the subshell created by the parentheses. Each read then reads successive lines of standard input:
Click here to view code image
$ (read line1; echo $line1; read line2; echo $line2) < names
Alice Jones
Robert Smith
Another way to get the same effect is to open the input file with exec and hold it open (refer to “File Descriptors” on page 1016):
Click here to view code image
$ exec 3< names
$ read -u3 line1; echo $line1; read -u3 line2; echo $line2
Alice Jones
Robert Smith
$ exec 3<&-



whiptail

When run in a graphical environment, whiptail can display a dialog box from a shell script. The following command displays What is your name? in a dialog box. When the user types an answer and presses RETURN, whiptail sends the response to standard error, which the command line redirects to the file named answer. See the whiptail man page for more information.

Click here to view code image

$ whiptail --inputbox "What is your name?" 10 30 2> answer
$ cat answer
Sam the Great$

[image: ] exec: Executes a Command or Redirects File Descriptors

The exec builtin has two primary purposes: to run a command without creating a new process and to redirect a file descriptor—including standard input, output, or error—of a shell script from within the script (page 1016). When the shell executes a command that is not built into the shell, it typically creates a new process. The new process inherits environment (exported) variables from its parent but does not inherit variables that are not exported by the parent (page 1032). In contrast, exec executes a command in place of (overlays) the current process.

exec: Executes a Command

The exec builtin used for running a command has the following syntax:

exec command arguments

[image: ] exec versus . (dot)

Insofar as exec runs a command in the environment of the original process, it is similar to the . (dot) command (page 332). However, unlike the . command, which can run only shell scripts, exec can run both scripts and compiled programs. Also, whereas the . command returns control to the original script when it finishes running, exec does not. Finally the . command gives the new program access to local variables, whereas exec does not.

exec does not return control

Because the shell does not create a new process when you use exec, the command runs more quickly. However, because exec does not return control to the original program, it can be used only as the last command in a script. The following script shows that control is not returned to the script:

Click here to view code image

$ cat exec_demo
who
exec date
echo "This line is never displayed."


$ ./exec_demo
zach     pts/7    May 20  7:05 (guava)
hls      pts/1    May 20  6:59 (:0.0)
Fri May 24 11:42:56 PDT 2013

The next example, a modified version of the out script (page 989), uses exec to execute the final command the script runs. Because out runs either cat or less and then terminates, the new version, named out2, uses exec with both cat and less:

Click here to view code image

$ cat out2
if [ $# -eq 0 ]
    then
        echo "Usage: out2 [-v] filenames" 1>&2
        exit 1
fi
if [ "$1" = "-v" ]
    then
        shift
        exec less "$@"
    else
        exec cat -- "$@"
fi

exec: Redirects Input and Output

The second major use of exec is to redirect a file descriptor—including standard input, output, or error—from within a script. The next command causes all subsequent input to a script that would have come from standard input to come from the file named infile:

exec < infile

Similarly the following command redirects standard output and standard error to outfile and errfile, respectively:

exec > outfile 2> errfile

When you use exec in this manner, the current process is not replaced with a new process and exec can be followed by other commands in the script.

/dev/tty

When you redirect the output from a script to a file, you must make sure the user sees any prompts the script displays. The /dev/tty device is a pseudonym for the screen the user is working on; you can use this device to refer to the user’s screen without knowing which device it is. (The tty utility displays the name of the device you are using.) By redirecting the output from a script to /dev/tty, you ensure that prompts and messages go to the user’s terminal, regardless of which terminal the user is logged in on. Messages sent to /dev/tty are also not diverted if standard output and standard error from the script are redirected.

The to_screen1 script sends output to three places: standard output, standard error, and the user’s screen. When run with standard output and standard error redirected, to_screen1 still displays the message sent to /dev/tty on the user’s screen. The out and err files hold the output sent to standard output and standard error, respectively.

Click here to view code image

$ cat to_screen1
echo "message to standard output"
echo "message to standard error" 1>&2
echo "message to screen" > /dev/tty


$ ./to_screen1 > out 2> err
message to screen
$ cat out
message to standard output
$ cat err
message to standard error

The following command redirects standard output from a script to the user’s screen:

exec > /dev/tty

Putting this command at the beginning of the previous script changes where the output goes. In to_screen2, exec redirects standard output to the user’s screen so the >/dev/tty is superfluous. Following the exec command, all output sent to standard output goes to /dev/tty (the screen). Output to standard error is not affected.

Click here to view code image

$ cat to_screen2
exec > /dev/tty
echo "message to standard output"
echo "message to standard error" 1>&2
echo "message to screen" > /dev/tty


$ ./to_screen2 > out 2> err
message to standard output
message to screen

One disadvantage of using exec to redirect the output to /dev/tty is that all subsequent output is redirected unless you use exec again in the script.

You can also redirect the input to read (standard input) so that it comes from /dev/tty (the keyboard):

read name < /dev/tty

or

exec < /dev/tty

trap: Catches a Signal

A signal is a report to a process about a condition. Linux uses signals to report interrupts generated by the user (for example, pressing the interrupt key) as well as bad system calls, broken pipelines, illegal instructions, and other conditions. The trap builtin catches (traps) one or more signals, allowing you to direct the actions a script takes when it receives a specified signal.

This discussion covers six signals that are significant when you work with shell scripts. Table 27-5 lists these signals, the signal numbers that systems often ascribe to them, and the conditions that usually generate each signal. Give the command kill –l (lowercase “el”), trap –l (lowercase “el”), or man 7 signal to display a list of all signal names.
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Table 27-5 [image: ] Signals

When it traps a signal, a script takes whatever action you specify: It can remove files or finish other processing as needed, display a message, terminate execution immediately, or ignore the signal. If you do not use trap in a script, any of the six actual signals listed in Table 27-5 (not EXIT, DEBUG, or ERR) will terminate the script. Because a process cannot trap a KILL signal, you can use kill –KILL (or kill –9) as a last resort to terminate a script or other process. (See page 1050 for more information on kill.)

The trap command has the following syntax:

trap ['commands'] [signal]

The optional commands specifies the commands the shell executes when it catches one of the signals specified by signal. The signal can be a signal name or number—for example, INT or 2. If commands is not present, trap resets the trap to its initial condition, which is usually to exit from the script.

Quotation marks

The trap builtin does not require single quotation marks around commands as shown in the preceding syntax but it is a good practice to use them. The single quotation marks cause shell variables within the commands to be expanded when the signal occurs, rather than when the shell evaluates the arguments to trap. Even if you do not use any shell variables in the commands, you need to enclose any command that takes arguments within either single or double quotation marks. Quoting commands causes the shell to pass to trap the entire command as a single argument.

After executing the commands, the shell resumes executing the script where it left off. If you want trap to prevent a script from exiting when it receives a signal but not to run any commands explicitly, you can specify a null (empty) commands string, as shown in the locktty script (page 1004). The following command traps signal number 15, after which the script continues:

trap '' 15

The following script demonstrates how the trap builtin can catch the terminal interrupt signal (2). You can use SIGINT, INT, or 2 to specify this signal. The script returns an exit status of 1:

Click here to view code image

$ cat inter
#!/bin/bash
trap 'echo PROGRAM INTERRUPTED; exit 1' INT
while true
do
    echo "Program running."
    sleep 1
done
$ ./inter
Program running.
Program running.
Program running.
CONTROL-C
PROGRAM INTERRUPTED
$

: (null) builtin

The second line of inter sets up a trap for the terminal interrupt signal using INT. When trap catches the signal, the shell executes the two commands between the single quotation marks in the trap command. The echo builtin displays the message PROGRAM INTERRUPTED, exit terminates the shell running the script, and the parent shell displays a prompt. If exit were not there, the shell would return control to the while loop after displaying the message. The while loop repeats continuously until the script receives a signal because the true utility always returns a true exit status. In place of true you can use the : (null) builtin, which is written as a colon and always returns a 0 (true) status.

The trap builtin frequently removes temporary files when a script is terminated prematurely, thereby ensuring the files are not left to clutter the filesystem. The following shell script, named addbanner, uses two traps to remove a temporary file when the script terminates normally or because of a hangup, software interrupt, quit, or software termination signal:

Click here to view code image

$ cat addbanner
#!/bin/bash
script=$(basename $0)


if [ ! -r "$HOME/banner" ]
    then
        echo "$script: need readable $HOME/banner file" 1>&2
        exit 1
fi


trap 'exit 1' 1 2 3 15
trap 'rm /tmp/$$.$script 2> /dev/null' EXIT


for file
do
       if [ -r "$file" -a -w "$file" ]
           then
               cat $HOME/banner $file > /tmp/$$.$script
               cp /tmp/$$.$script $file
               echo "$script: banner added to $file" 1>&2
       else
               echo "$script: need read and write permission for $file" 1>&2
       fi
done

When called with one or more filename arguments, addbanner loops through the files, adding a header to the top of each. This script is useful when you use a standard format at the top of your documents, such as a standard layout for memos, or when you want to add a standard header to shell scripts. The header is kept in a file named ~/banner. Because addbanner uses the HOME variable, which contains the pathname of the user’s home directory, the script can be used by several users without modification. If Max had written the script with /home/max in place of $HOME and then given the script to Zach, either Zach would have had to change it or addbanner would have used Max’s banner file when Zach ran it (assuming Zach had read permission for the file).

The first trap in addbanner causes it to exit with a status of 1 when it receives a hangup, software interrupt (terminal interrupt or quit signal), or software termination signal. The second trap uses EXIT in place of signal-number, which causes trap to execute its command argument whenever the script exits because it receives an exit command or reaches its end. Together these traps remove a temporary file whether the script terminates normally or prematurely. Standard error of the second trap is sent to /dev/null whenever trap attempts to remove a nonexistent temporary file. In those cases rm sends an error message to standard error; because standard error is redirected, the user does not see the message.

See page 1004 for another example that uses trap.

[image: ] kill: Aborts a Process

The kill builtin sends a signal to a process or job. The kill command has the following syntax:

kill [–signal] PID

where signal is the signal name or number (for example, INT or 2) and PID is the process identification number of the process that is to receive the signal. You can specify a job number (page 163) as %n in place of PID. If you omit signal, kill sends a TERM (software termination, number 15) signal. For more information on signal names and numbers, see Table 27-5 on page 1047.

The following command sends the TERM signal to job number 1, regardless of whether it is running or stopped in the background:

$ kill -TERM %1

Because TERM is the default signal for kill, you can also give this command as kill %1. Give the command kill –l (lowercase “el”) to display a list of signal names.

A program that is interrupted can leave matters in an unpredictable state: Temporary files might be left behind (when they are normally removed), and permissions might be changed. A well-written application traps signals and cleans up before exiting. Most carefully written applications trap the INT, QUIT, and TERM signals.

To terminate a program, first try INT (press CONTROL-C, if the job running is in the foreground). Because an application can be written to ignore this signal, you might need to use the KILL signal, which cannot be trapped or ignored; it is a “sure kill.” For more information refer to “kill: Sends a Signal to a Process” on page 465.

eval: Scans, Evaluates, and Executes a Command Line

The eval builtin scans the command that follows it on the command line. In doing so, eval processes the command line in the same way bash does when it executes a command line (e.g., it expands variables, replacing the name of a variable with its value). For more information refer to “Processing the Command Line” on page 403. After scanning (and expanding) the command line, it passes the resulting command line to bash to execute.

The following example first assigns the value frog to the variable name. Next eval scans the command $name=88 and expands the variable $name to frog, yielding the command frog=88, which it passes to bash to execute. The last command displays the value of frog.

$ name=frog
$ eval $name=88
$ echo $frog
88

Brace expansion with a sequence expression

The next example uses eval to cause brace expansion with a sequence expression (page 406) to accept variables, which it does not normally do. The following command demonstrates brace expansion with a sequence expression:

$ echo {2..5}
2 3 4 5

One of the first things bash does when it processes a command line is to perform brace expansion; later it expands variables (page 403). When you provide an invalid argument in brace expansion, bash does not perform brace expansion; instead, it passes the string to the program being called. In the next example, bash cannot expand {$m..$n} during the brace expansion phase because it contains variables, so it continues processing the command line. When it gets to the variable expansion phase, it expands $m and $n and then passes the string {2..5} to echo.

$ m=2 n=5
$ echo {$m..$n}
{2..5}

When eval scans the same command line, it expands the variables as explained previously and yields the command echo {2..5}. It then passes that command to bash, which can now perform brace expansion:

$ eval echo {$m..$n}
2 3 4 5

getopts: Parses Options

The getopts builtin parses command-line arguments, making it easier to write programs that follow the Linux argument conventions. The syntax for getopts is

Click here to view code image

getopts optstring varname [arg ...]

where optstring is a list of the valid option letters, varname is the variable that receives the options one at a time, and arg is the optional list of parameters to be processed. If arg is not present, getopts processes the command-line arguments. If optstring starts with a colon (:), the script must take care of generating error messages; otherwise, getopts generates error messages.

The getopts builtin uses the OPTIND (option index) and OPTARG (option argument) variables to track and store option-related values. When a shell script starts, the value of OPTIND is 1. Each time getopts is called and locates an argument, it increments OPTIND to the index of the next option to be processed. If the option takes an argument, bash assigns the value of the argument to OPTARG.

To indicate that an option takes an argument, follow the corresponding letter in optstring with a colon (:). For example, the optstring dxo:lt:r instructs getopts to search for the –d, –x, –o, –l, –t, and –r options and tells it the –o and –t options take arguments.

Using getopts as the test-command in a while control structure allows you to loop over the options one at a time. The getopts builtin checks the option list for options that are in optstring. Each time through the loop, getopts stores the option letter it finds in varname.

As an example, assume you want to write a program that can take three options:

1. A –b option indicates that the program should ignore whitespace at the start of input lines.

2. A –t option followed by the name of a directory indicates that the program should store temporary files in that directory. Otherwise, it should use /tmp.

3. A –u option indicates that the program should translate all output to uppercase.

In addition, the program should ignore all other options and end option processing when it encounters two hyphens (––).

The problem is to write the portion of the program that determines which options the user has supplied. The following solution does not use getopts:

Click here to view code image

SKIPBLANKS=
TMPDIR=/tmp
CASE=lower
while [[ "$1" = -* ]] # [[ = ]] does pattern match
do
    case $1 in
        -b)     SKIPBLANKS=TRUE ;;
        -t)     if [ -d "$2" ]
                   then
                   TMPDIR=$2
                   shift
                else
                   echo "$0: -t takes a directory argument." >&2
                   exit 1
                fi ;;
        -u)     CASE=upper ;;
        --)     break   ;;      # Stop processing options
        *)      echo "$0: Invalid option $1 ignored." >&2 ;;
        esac
    shift
done

This program fragment uses a loop to check and shift arguments while the argument is not ––. As long as the argument is not two hyphens, the program continues to loop through a case statement that checks for possible options. The –– case label breaks out of the while loop. The * case label recognizes any option; it appears as the last case label to catch any unknown options, displays an error message, and allows processing to continue. On each pass through the loop, the program uses shift so it accesses the next argument on the next pass through the loop. If an option takes an argument, the program uses an extra shift to get past that argument.

The following program fragment processes the same options using getopts:

Click here to view code image

SKIPBLANKS=
TMPDIR=/tmp
CASE=lower


while getopts :bt:u arg
do
    case $arg in
        b)      SKIPBLANKS=TRUE ;;
        t)      if [ -d "$OPTARG" ]
                    then
                    TMPDIR=$OPTARG
                else
                    echo "$0: $OPTARG is not a directory." >&2
                    exit 1
                fi ;;
        u)      CASE=upper ;;
        :)      echo "$0: Must supply an argument to -$OPTARG." >&2
                exit 1 ;;
        \?)     echo "Invalid option -$OPTARG ignored." >&2 ;;
        esac
done

In this version of the code, the while structure evaluates the getopts builtin each time control transfers to the top of the loop. The getopts builtin uses the OPTIND variable to keep track of the index of the argument it is to process the next time it is called. There is no need to call shift in this example.

In the getopts version of the script, the case patterns do not start with a hyphen because the value of arg is just the option letter (getopts strips off the hyphen). Also, getopts recognizes –– as the end of the options, so you do not have to specify it explicitly, as in the case statement in the first example.

Because you tell getopts which options are valid and which require arguments, it can detect errors in the command line and handle them in two ways. This example uses a leading colon in optstring to specify that you check for and handle errors in your code; when getopts finds an invalid option, it sets varname to ? and OPTARG to the option letter. When it finds an option that is missing an argument, getopts sets varname to : and OPTARG to the option lacking an argument.

The \? case pattern specifies the action to take when getopts detects an invalid option. The : case pattern specifies the action to take when getopts detects a missing option argument. In both cases getopts does not write any error message but rather leaves that task to you.

If you omit the leading colon from optstring, both an invalid option and a missing option argument cause varname to be assigned the string ?. OPTARG is not set and getopts writes its own diagnostic message to standard error. Generally this method is less desirable because you have less control over what the user sees when an error occurs.

Using getopts will not necessarily make your programs shorter. Its principal advantages are that it provides a uniform programming interface and that it enforces standard option handling.

A Partial List of Builtins

Table 27-6 lists some of the bash builtins. You can use type (page 1041) to see if a command runs a builtin. See “Listing bash builtins” on page 170 for instructions on how to display complete lists of builtins.
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Table 27-6 bash builtins

Expressions

An expression comprises constants, variables, and operators that the shell can process to return a value. This section covers arithmetic, logical, and conditional expressions as well as operators. Table 27-8 on page 1059 lists the bash operators.

Arithmetic Evaluation

The Bourne Again Shell can perform arithmetic assignments and evaluate many different types of arithmetic expressions, all using integers. The shell performs arithmetic assignments in a number of ways. One is with arguments to the let builtin:

Click here to view code image

$ let "VALUE=VALUE * 10 + NEW"

In the preceding example, the variables VALUE and NEW hold integer values. Within a let statement you do not need to use dollar signs ($) in front of variable names. Double quotation marks must enclose a single argument, or expression, that contains SPACEs. Because most expressions contain SPACEs and need to be quoted, bash accepts ((expression)) as a synonym for let "expression", obviating the need for both quotation marks and dollar signs:

Click here to view code image

$ ((VALUE=VALUE * 10 + NEW))

You can use either form wherever a command is allowed and can remove the SPACEs. In these examples, the asterisk (*) does not need to be quoted because the shell does not perform pathname expansion on the right side of an assignment (page 354):

$ let VALUE=VALUE*10+NEW

Because each argument to let is evaluated as a separate expression, you can assign values to more than one variable on a single line:

Click here to view code image

$ let "COUNT = COUNT + 1" VALUE=VALUE*10+NEW

You must use commas to separate multiple assignments within a set of double parentheses:

Click here to view code image

$ ((COUNT = COUNT + 1, VALUE=VALUE*10+NEW))


Tip: Arithmetic evaluation versus arithmetic expansion
Arithmetic evaluation differs from arithmetic expansion. As explained on page 408, arithmetic expansion uses the syntax $((expression)), evaluates expression, and replaces $((expression)) with the result. You can use arithmetic expansion to display the value of an expression or to assign that value to a variable.
Arithmetic evaluation uses the let expression or ((expression)) syntax, evaluates expression, and returns a status code. You can use arithmetic evaluation to perform a logical comparison or an assignment.



Logical expressions

You can use the ((expression)) syntax for logical expressions, although that task is frequently left to [[expression]] (next). The next example expands the age_check script (page 408) to include logical arithmetic evaluation in addition to arithmetic expansion:
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$ cat age2
#!/bin/bash
read -p "How old are you? " age
if ((30 < age && age < 60)); then
        echo "Wow, in $((60-age)) years, you'll be 60!"
    else
        echo "You are too young or too old to play."
fi


$  ./age2
How old are you? 25
You are too young or too old to play.

The test-statement for the if structure evaluates two logical comparisons joined by a Boolean AND and returns 0 (true) if they are both true or 1 (false) otherwise.

Logical Evaluation (Conditional Expressions)

The syntax of a conditional expression is

[[ expression ]]

where expression is a Boolean (logical) expression. You must precede a variable name with a dollar sign ($) within expression. The result of executing this builtin, as with the test builtin, is a return status. The conditions allowed within the brackets are almost a superset of those accepted by test (page 983). Where the test builtin uses –a as a Boolean AND operator, [[ expression ]] uses &&. Similarly, where test uses –o as a Boolean OR operator, [[ expression ]] uses ||.

To see how conditional expressions work, replace the line that tests age in the age2 script with the following conditional expression. You must surround the [[ and ]] tokens with whitespace or a command terminator, and place dollar signs before the variables:
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if [[ 30 < $age && $age < 60 ]]; then

You can also use test’s relational operators –gt, –ge, –lt, –le, –eq, and –ne:
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if [[ 30 -lt $age && $age -lt 60 ]]; then

String comparisons

The test builtin tests whether strings are equal. The [[ expression ]] syntax adds comparison tests for strings. The > and < operators compare strings for order (for example, "aa" < "bbb"). The = operator tests for pattern match, not just equality: [[ string = pattern ]] is true if string matches pattern. This operator is not symmetrical; the pattern must appear on the right side of the equal sign. For example, [[ artist = a* ]] is true (= 0), whereas [[ a* = artist ]] is false (= 1):

$ [[ artist = a*  ]]
$ echo $?
0
$ [[ a*  = artist ]]
$ echo $?
1

The next example uses a command list that starts with a compound condition. The condition tests whether the directory bin and the file src/myscript.bash exist. If the result is true, cp copies src/myscript.bash to bin/myscript. If the copy succeeds, chmod makes myscript executable. If any of these steps fails, echo displays a message. Implicit command-line continuation (page 1063) obviates the need for backslashes at the ends of lines.
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$ [[ -d bin && -f src/myscript.bash ]] &&
cp src/myscript.bash bin/myscript &&
chmod +x bin/myscript ||
echo "Cannot make executable version of myscript"

String Pattern Matching

The Bourne Again Shell provides string pattern-matching operators that can manipulate pathnames and other strings. These operators can delete from strings prefixes or suffixes that match patterns. Table 27-7 lists the four operators.
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Table 27-7 String operators

The syntax for these operators is

${varname op pattern}

where op is one of the operators listed in Table 27-7 and pattern is a match pattern similar to that used for filename generation. These operators are commonly used to manipulate pathnames to extract or remove components or to change suffixes:
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$ SOURCEFILE=/usr/local/src/prog.c
$ echo ${SOURCEFILE#/*/}
local/src/prog.c
$ echo ${SOURCEFILE##/*/}
prog.c
$ echo ${SOURCEFILE%/*}
/usr/local/src
$ echo ${SOURCEFILE%%/*}


$ echo ${SOURCEFILE%.c}
/usr/local/src/prog
$ CHOPFIRST=${SOURCEFILE#/*/}
$ echo $CHOPFIRST
local/src/prog.c
$ NEXT=${CHOPFIRST%%/*}
$ echo $NEXT
local

String length

The shell expands ${#name} to the number of characters in name:

$ echo $SOURCEFILE
/usr/local/src/prog.c
$ echo ${#SOURCEFILE}
21

Arithmetic Operators

Arithmetic expansion and arithmetic evaluation in bash use the same syntax, precedence, and associativity of expressions as the C language. Table 27-8 lists arithmetic operators in order of decreasing precedence (priority of evaluation); each group of operators has equal precedence. Within an expression you can use parentheses to change the order of evaluation.
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Table 27-8 Arithmetic operators

Pipeline symbol

The | control operator has higher precedence than arithmetic operators. For example, the command line
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$ cmd1 | cmd2 || cmd3 | cmd4 && cmd5 | cmd6

is interpreted as if you had typed

Click here to view code image

$ ((cmd1 | cmd2) || (cmd3 | cmd4)) && (cmd5 | cmd6)


Tip: Do not rely on rules of precedence: use parentheses
Do not rely on the precedence rules when you use command lists (page 162). Instead, use parentheses to explicitly specify the order in which you want the shell to interpret the commands.



Increment and decrement

The postincrement, postdecrement, preincrement, and predecrement operators work with variables. The pre- operators, which appear in front of the variable name (as in ++COUNT and ––VALUE), first change the value of the variable (++ adds 1; –– sub-tracts 1) and then provide the result for use in the expression. The post- operators appear after the variable name (as in COUNT++ and VALUE––); they first provide the unchanged value of the variable for use in the expression and then change the value of the variable.

$ N=10
$ echo $N
10
$ echo $((--N+3))
12
$ echo $N
9
$ echo $((N++ - 3))
6
$ echo $N
10

Remainder

The remainder operator (%) yields the remainder when its first operand is divided by its second. For example, the expression $((15%7)) has the value 1.

Ternary

The ternary operator, ? :, decides which of two expressions should be evaluated, based on the value returned by a third expression. The syntax is

expression1 ? expression2 : expression3

If expression1 produces a false (0) value, expression3 is evaluated; otherwise, expression2 is evaluated. The value of the entire expression is the value of expression2 or expression3, depending on which is evaluated. If expression1 is true, expression3 is not evaluated. If expression1 is false, expression2 is not evaluated.

$ ((N=10,Z=0,COUNT=1))
$ ((T=N>COUNT?++Z:--Z))
$ echo $T
1
$ echo $Z
1

Assignment

The assignment operators, such as +=, are shorthand notations. For example, N+=3 is the same as ((N=N+3)).

Other bases

The following commands use the syntax base#n to assign base 2 (binary) values. First v1 is assigned a value of 0101 (5 decimal) and then v2 is assigned a value of 0110 (6 decimal). The echo utility verifies the decimal values.

$ ((v1=2#0101))
$ ((v2=2#0110))
$ echo "$v1 and $v2"
5 and 6

Next the bitwise AND operator (&) selects the bits that are on in both 5 (0101 binary) and 6 (0110 binary). The result is binary 0100, which is 4 decimal.

$ echo $(( v1 && v2 ))
4

The Boolean AND operator (&&) produces a result of 1 if both of its operands are nonzero and a result of 0 otherwise. The bitwise inclusive OR operator (|) selects the bits that are on in either 0101 or 0110, resulting in 0111, which is 7 decimal. The Boolean OR operator (||) produces a result of 1 if either of its operands is nonzero and a result of 0 otherwise.

$ echo $(( v1 && v2 ))
1
$ echo $(( v1 | v2 ))
7
$ echo $(( v1 || v2 ))
1

Next the bitwise exclusive OR operator (^) selects the bits that are on in either, but not both, of the operands 0101 and 0110, yielding 0011, which is 3 decimal. The Boolean NOT operator (!) produces a result of 1 if its operand is 0 and a result of 0 otherwise. Because the exclamation point in $(( ! v1 )) is enclosed within double parentheses, it does not need to be escaped to prevent the shell from interpreting the exclamation point as a history event. The comparison operators produce a result of 1 if the comparison is true and a result of 0 otherwise.

$ echo $(( v1 ^ v2 ))
3
$ echo $(( ! v1 ))
0
$ echo $(( v1 < v2 ))
1
$ echo $(( v1 > v2 ))
0

Implicit Command-Line Continuation

Each of the following control operators (page 341) implies continuation:

; ;; | & && |& ||

For example, there is no difference between this set of commands:

cd mydir && rm *.o

and this set:

cd mydir &&
rm *.o

Both sets of commands remove all files with a filename extension of .o only if the cd mydir command is successful. If you give the second set of commands in an interactive shell, the shell issues a secondary prompt (>; page 362) after you enter the first line and waits for you to complete the command line.

The following commands create the directory named mydir if mydir does not exist. You can put the commands on one line or two.

[ -d mydir ] ||
mkdir mydir

Pipeline symbol (|) implies continuation

Similarly the pipeline symbol implies continuation:
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sort names                   |
grep -i '^[a-m]'             |
sed 's/Street/St/'           |
pr --header="Names from A-M" |
lpr

When a command line ends with a pipeline symbol, you do not need backslashes to indicate continuation.

Click here to view code image

sort names                   | \
grep -i '^[a-m]'             | \
sed 's/Street/St/'           | \
pr --header="Names from A-M" | \
lpr

Although it will work, the following example is also a poor way to write code because it is hard to read and understand:

Click here to view code image

sort names \
| grep -i '^[a-m]' \
| sed 's/Street/St/' \
| pr --header="Names from A-M" \
| lpr

Another way to improve the readability of code you write is to take advantage of implicit command-line continuation to break lines without using backslashes. These commands are easier to read and understand:
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$ [ -e /home/sam/memos/helen.personnel/november ] &&
~sam/report_a november alphaphonics totals

than these commands:
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$ [ -e /home/sam/memos/helen.personnel/november ] && ~sam/report_a \
november alphaphonics totals

Shell Programs

The Bourne Again Shell has many features that make it a good programming language. The structures that bash provides are not a random assortment, but rather have been chosen to provide most of the structural features found in other procedural languages, such as C and Perl. A procedural language provides the following abilities:

• Declare, assign, and manipulate variables and constant data. The Bourne Again Shell provides both string variables, together with powerful string operators, and integer variables, along with a complete set of arithmetic operators.

• Break large problems into small ones by creating subprograms. The Bourne Again Shell allows you to create functions and call scripts from other scripts. Shell functions can be called recursively; that is, a Bourne Again Shell function can call itself. You might not need to use recursion often, but it might allow you to solve some apparently difficult problems with ease.

• Execute statements conditionally using statements such as if.

• Execute statements iteratively using statements such as while and for.

• Transfer data to and from the program, communicating with both data files and users.

Programming languages implement these capabilities in different ways but with the same ideas in mind. When you want to solve a problem by writing a program, you must first figure out a procedure that leads you to a solution—that is, an algorithm. Typically you can implement the same algorithm in roughly the same way in different programming languages, using the same kinds of constructs in each language.

Chapter 9 and this chapter have introduced numerous bash features, many of which are useful for both interactive use and shell programming. This section develops two complete shell programs, demonstrating how to combine some of these features effectively. The programs are presented as problems for you to solve, with sample solutions provided.

A Recursive Shell Script

A recursive construct is one that is defined in terms of itself. Alternately, you might say that a recursive program is one that can call itself. This concept might seem circular, but it need not be. To avoid circularity, a recursive definition must have a special case that is not self-referential. Recursive ideas occur in everyday life. For example, you can define an ancestor as your mother, your father, or one of their ancestors. This definition is not circular; it specifies unambiguously who your ancestors are: your mother or your father, or your mother’s mother or father or your father’s mother or father, and so on.

A number of Linux system utilities can operate recursively. See the –R option to the chmod, chown, and cp utilities for examples.

Solve the following problem by using a recursive shell function:


Write a shell function named makepath that, given a pathname, creates all components in that pathname as directories. For example, the command makepath a/b/c/d should create directories a, a/b, a/b/c, and a/b/c/d. (The mkdir –p option creates directories in this manner. Solve the problem without using mkdir –p.)



One algorithm for a recursive solution follows:

1. Examine the path argument. If it is a null string or if it names an existing directory, do nothing and return.

2. If the path argument is a simple path component, create it (using mkdir) and return.

3. Otherwise, call makepath using the path prefix of the original argument. This step eventually creates all the directories up to the last component, which you can then create using mkdir.

In general, a recursive function must invoke itself with a simpler version of the problem than it was given until it is finally called with a simple case that does not need to call itself. Following is one possible solution based on this algorithm:

makepath
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# This is a function
# Enter it at the keyboard; do not run it as a shell script
#
function makepath()
{
       if [[ ${#1} -eq 0 || -d "$1" ]]
       then
           return 0        # Do nothing
       fi
       if [[ "${1%/*}" = "$1" ]]
       then
           mkdir $1
           return $?
       fi
       makepath ${1%/*} || return 1
       mkdir $1
       return $?
}

In the test for a simple component (the if statement in the middle of the function), the left expression is the argument after the shortest suffix that starts with a / character has been stripped away (page 1058). If there is no such character (for example, if $1 is max), nothing is stripped off and the two sides are equal. If the argument is a simple filename preceded by a slash, such as /usr, the expression ${1%/*} evaluates to a null string. To make the function work in this case, you must take two precautions: Put the left expression within quotation marks and ensure that the recursive function behaves sensibly when it is passed a null string as an argument. In general, good programs are robust: They should be prepared for borderline, invalid, or meaningless input and behave appropriately in such cases.

By giving the following command from the shell you are working in, you turn on debugging tracing so that you can watch the recursion work:

$ set -o xtrace

(Give the same command but replace the hyphen with a plus sign [+] to turn debugging off.) With debugging turned on, the shell displays each line in its expanded form as it executes the line. A + precedes each line of debugging output.

In the following example, the first line that starts with + shows the shell calling makepath. The makepath function is initially called from the command line with arguments of a/b/c. It then calls itself with arguments of a/b and finally a. All the work is done (using mkdir) as each call to makepath returns.

$ ./makepath a/b/c
+ makepath a/b/c
+ [[ 5 -eq 0 ]]
+ [[ -d a/b/c ]]
+ [[ a/b = \a\/\b\/\c ]]
+ makepath a/b
+ [[ 3 -eq 0 ]]
+ [[ -d a/b ]]
+ [[ a = \a\/\b ]]
+ makepath a
+ [[ 1 -eq 0 ]]
+ [[ -d a ]]
+ [[ a = \a ]]
+ mkdir a
+ return 0
+ mkdir a/b
+ return 0
+ mkdir a/b/c
+ return 0

The function works its way down the recursive path and back up again.

It is instructive to invoke makepath with an invalid path and see what happens. The following example, which is run with debugging turned on, tries to create the path /a/b. Creating this path requires that you create directory a in the root directory. Unless you have permission to write to the root directory, you are not permitted to create this directory.
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$ ./makepath /a/b
+ makepath /a/b
+ [[ 4 -eq 0 ]]
+ [[ -d /a/b ]]
+ [[ /a = \/\a\/\b ]]
+ makepath /a
+ [[ 2 -eq 0 ]]
+ [[ -d /a ]]
+ [[ '' = \/\a ]]
+ makepath
+ [[ 0 -eq 0 ]]
+ return 0
+ mkdir /a
mkdir: cannot create directory '/a': Permission denied
+ return 1
+ return 1

The recursion stops when makepath is denied permission to create the /a directory. The error returned is passed all the way back, so the original makepath exits with nonzero status.


Tip: Use local variables with recursive functions
The preceding example glossed over a potential problem that you might encounter when you use a recursive function. During the execution of a recursive function, many separate instances of that function might be active simultaneously. All but one of them are waiting for their child invocation to complete.
Because functions run in the same environment as the shell that calls them, variables are implicitly shared by a shell and a function it calls. As a consequence, all instances of the function share a single copy of each variable. Sharing variables can give rise to side effects that are rarely what you want. As a rule, you should use local to make all variables of a recursive function local. See page 1040 for more information.



The quiz Shell Script

Solve the following problem using a bash script:


Write a generic multiple-choice quiz program. The program should get its questions from data files, present them to the user, and keep track of the number of correct and incorrect answers. The user must be able to exit from the program at any time and receive a summary of results to that point.



The detailed design of this program and even the detailed description of the problem depend on a number of choices: How will the program know which subjects are available for quizzes? How will the user choose a subject? How will the program know when the quiz is over? Should the program present the same questions (for a given subject) in the same order each time, or should it scramble them?

Of course, you can make many perfectly good choices that implement the specification of the problem. The following details narrow the problem specification:

• Each subject will correspond to a subdirectory of a master quiz directory. This directory will be named in the environment variable QUIZDIR, whose default will be ~/quiz. For example, you could have the following directories correspond to the subjects engineering, art, and politics: ~/quiz/engineering, ~/quiz/art, and ~/quiz/politics. Put the quiz directory in /usr/games if you want all users to have access to it (requires root privileges).

• Each subject can have several questions. Each question is represented by a file in its subject’s directory.

• The first line of each file that represents a question holds the text of the question. If it takes more than one line, you must escape the NEWLINE with a

backslash. (This setup makes it easy to read a single question with the read builtin.) The second line of the file is an integer that specifies the number of choices. The next lines are the choices themselves. The last line is the correct answer. Following is a sample question file:
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Who discovered the principle of the lever?
4
Euclid
Archimedes
Thomas Edison
The Lever Brothers
Archimedes

• The program presents all the questions in a subject directory. At any point the user can interrupt the quiz using CONTROL-C, whereupon the program will summarize the results up to that point and exit. If the user does not interrupt the program, the program summarizes the results and exits when it has asked all questions for the chosen subject.

• The program scrambles the questions related to a subject before presenting them.

Following is a top-level design for this program:

1. Initialize. This involves a number of steps, such as setting the counts of the number of questions asked so far and the number of correct and wrong answers to zero. It also sets up the program to trap CONTROL-C.

2. Present the user with a choice of subjects and get the user’s response.

3. Change to the corresponding subject directory.

4. Determine the questions to be asked (that is, the filenames in that directory). Arrange them in random order.

5. Repeatedly present questions and ask for answers until the quiz is over or is interrupted by the user.

6. Present the results and exit.

Clearly some of these steps (such as step 3) are simple, whereas others (such as step 4) are complex and worthy of analysis on their own. Use shell functions for any complex step, and use the trap builtin to handle a user interrupt.

Here is a skeleton version of the program with empty shell functions:
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function initialize
{
# Initializes variables.
}


function choose_subj
{
# Writes choice to standard output.
}


function scramble
{
# Stores names of question files, scrambled,
# in an array variable named questions.
}


function ask
{
# Reads a question file, asks the question, and checks the
# answer. Returns 1 if the answer was correct, 0 otherwise. If it
# encounters an invalid question file, exits with status 2.
}


function summarize
{
# Presents the user's score.
}


# Main program
initialize                       # Step 1 in top-level design


subject=$(choose_subj)           # Step 2
[[ $? -eq 0 ]] || exit 2         # If no valid choice, exit
cd $subject || exit 2            # Step 3
echo                             # Skip a line
scramble                         # Step 4


for ques in ${questions[*]}; do  # Step 5
    ask $ques
    result=$?
    (( num_ques=num_ques+1 ))
    if [[ $result == 1 ]]; then
        (( num_correct += 1 ))
    fi
    echo                          # Skip a line between questions
    sleep ${QUIZDELAY:=1}
done


summarize                         # Step 6
exit 0

To make reading the results a bit easier for the user, a sleep call appears inside the question loop. It delays $QUIZDELAY seconds (default = 1) between questions.

Now the task is to fill in the missing pieces of the program. In a sense this program is being written backward. The details (the shell functions) come first in the file but come last in the development process. This common programming practice is called top-down design. In top-down design you fill in the broad outline of the program first and supply the details later. In this way you break the problem up into smaller problems, each of which you can work on independently. Shell functions are a great help in using the top-down approach.

One way to write the initialize function follows. The cd command causes QUIZDIR to be the working directory for the rest of the script and defaults to ~/quiz if QUIZDIR is not set.
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function initialize ()
{
trap 'summarize ; exit 0' INT     # Handle user interrupts
num_ques=0                        # Number of questions asked so far
num_correct=0                     # Number answered correctly so far
first_time=true                   # true until first question is asked
cd ${QUIZDIR:=~/quiz} || exit 2
}

Be prepared for the cd command to fail. The directory might not be searchable or conceivably another user might have removed it. The preceding function exits with a status code of 2 if cd fails.

The next function, choose_subj, is a bit more complicated. It displays a menu using a select statement:
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function choose_subj ()
{
subjects=($(ls))
PS3="Choose a subject for the quiz from the preceding list: "
select Subject in ${subjects[*]}; do
    if [[ -z "$Subject" ]]; then
        echo "No subject chosen.  Bye." >&2
        exit 1
    fi
    echo $Subject
    return 0
done
}

The function first uses an ls command and command substitution to put a list of subject directories in the subjects array. Next the select structure (page 1012) presents the user with a list of subjects (the directories found by ls) and assigns the chosen directory name to the Subject variable. Finally the function writes the name of the subject directory to standard output. The main program uses command substitution to assign this value to the subject variable [subject=$(choose_subj)].

The scramble function presents a number of difficulties. In this solution it uses an array variable (questions) to hold the names of the questions. It scrambles the entries in an array using the RANDOM variable (each time you reference RANDOM, it has the value of a [random] integer between 0 and 32767):
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function scramble ()
{
declare -i index quescount
questions=($(ls))
quescount=${#questions[*]}        # Number of elements
((index=quescount-1))
while [[ $index > 0 ]]; do
    ((target=RANDOM % index))
    exchange $target $index
    ((index -= 1))
done
}

This function initializes the array variable questions to the list of filenames (questions) in the working directory. The variable quescount is set to the number of such files. Then the following algorithm is used: Let the variable index count down from quescount – 1 (the index of the last entry in the array variable). For each value of index, the function chooses a random value target between 0 and index, inclusive. The command

((target=RANDOM % index))

produces a random value between 0 and index – 1 by taking the remainder (the % operator) when $RANDOM is divided by index. The function then exchanges the elements of questions at positions target and index. It is convenient to take care of this step in another function named exchange:
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function exchange ()
{
temp_value=${questions[$1]}
questions[$1]=${questions[$2]}
questions[$2]=$temp_value
}

The ask function also uses the select structure. It reads the question file named in its argument and uses the contents of that file to present the question, accept the answer, and determine whether the answer is correct. (See the code that follows.)

The ask function uses file descriptor 3 to read successive lines from the question file, whose name was passed as an argument and is represented by $1 in the function. It reads the question into the ques variable and the number of questions into num_opts. The function constructs the variable choices by initializing it to a null string and successively appending the next choice. Then it sets PS3 to the value of ques and uses a select structure to prompt the user with ques. The select structure places the user’s answer in answer, and the function then checks that response against the correct answer from the file.

The construction of the choices variable is done with an eye toward avoiding a potential problem. Suppose that one answer has some whitespace in it—then it might appear as two or more arguments in choices. To avoid this problem, make sure that choices is an array variable. The select statement does the rest of the work:

quiz
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$ cat quiz
#!/bin/bash


# remove the # on the following line to turn on debugging
# set -o xtrace


#==================
function initialize ()
{
trap 'summarize ; exit 0' INT     # Handle user interrupts
num_ques=0                        # Number of questions asked so far
num_correct=0                     # Number answered correctly so far
first_time=true                   # true until first question is asked
cd ${QUIZDIR:=~/quiz} || exit 2
}


#==================
function choose_subj ()
{
subjects=($(ls))
PS3="Choose a subject for the quiz from the preceding list: "
select Subject in ${subjects[*]}; do
    if [[ -z "$Subject" ]]; then
        echo "No subject chosen.  Bye." >&2
        exit 1
    fi
    echo $Subject
    return 0
done
}


#==================
function exchange ()
{
temp_value=${questions[$1]}
questions[$1]=${questions[$2]}
questions[$2]=$temp_value
}


#==================
function scramble ()
{
declare -i index quescount
questions=($(ls))
quescount=${#questions[*]}        # Number of elements
((index=quescount-1))
while [[ $index > 0 ]]; do
    ((target=RANDOM % index))
    exchange $target $index
     ((index -= 1))
done
}


#==================
function ask ()
{
exec 3<$1
read -u3 ques || exit 2
read -u3 num_opts || exit 2


index=0
choices=()
while (( index < num_opts )) ; do
    read -u3 next_choice || exit 2
    choices=("${choices[@]}" "$next_choice")
     ((index += 1))
done
read -u3 correct_answer || exit 2
exec 3<&-


if [[ $first_time = true ]]; then
    first_time=false
     echo -e "You may press the interrupt key at any time to quit.\n"
fi


PS3=$ques"  "                     # Make $ques the prompt for select
                                  # and add some spaces for legibility
select answer in "${choices[@]}"; do
    if [[ -z "$answer" ]]; then
            echo  Not a valid choice. Please choose again.
         elif [[ "$answer" = "$correct_answer" ]]; then
            echo "Correct!"
            return 1
        else
            echo "No, the answer is $correct_answer."
            return 0
    fi
done
}


#==================
function summarize ()
{
echo                              # Skip a line
if (( num_ques == 0 )); then
     echo "You did not answer any questions"
    exit 0
fi


(( percent=num_correct*100/num_ques ))
echo "You answered $num_correct questions correctly, out of \
$num_ques total questions."
echo "Your score is $percent percent."
}


#==================
# Main program
initialize                        # Step 1 in top-level design


subject=$(choose_subj)            # Step 2
[[ $? -eq 0 ]] || exit 2          # If no valid choice, exit


cd $subject || exit 2             # Step 3
echo                              # Skip a line
scramble                          # Step 4


for ques in ${questions[*]}; do   # Step 5
     ask $ques
     result=$?
    (( num_ques=num_ques+1 ))
    if [[ $result == 1 ]]; then
        (( num_correct += 1 ))
    fi
    echo                          # Skip a line between questions
    sleep ${QUIZDELAY:=1}
done


summarize                         # Step 6
exit 0

Chapter Summary

The shell is a programming language. Programs written in this language are called shell scripts, or simply scripts. Shell scripts provide the decision and looping control structures present in high-level programming languages while allowing easy access to system utilities and user programs. Shell scripts can use functions to modularize and simplify complex tasks.

Control structures

The control structures that use decisions to select alternatives are if...then, if...then...else, and if...then...elif. The case control structure provides a multiway branch and can be used when you want to express alternatives using a simple pattern-matching syntax.

The looping control structures are for...in, for, until, and while. These structures perform one or more tasks repetitively.

The break and continue control structures alter control within loops: break transfers control out of a loop, and continue transfers control immediately to the top of a loop.

The Here document allows input to a command in a shell script to come from within the script itself.

File descriptors

The Bourne Again Shell provides the ability to manipulate file descriptors. Coupled with the read and echo builtins, file descriptors allow shell scripts to have as much control over input and output as do programs written in lower-level languages.

Variables

By default, variables are local to the process they are declared in; these variables are called shell variables. You can use export to cause variables to be environment variables, which are available to children of the process they are declared in.

The declare builtin assigns attributes, such as readonly, to bash variables. The Bourne Again Shell provides operators to perform pattern matching on variables, provide default values for variables, and evaluate the length of variables. This shell also supports array variables and local variables for functions and provides built-in integer arithmetic, using the let builtin and an expression syntax similar to that found in the C programming language.

Builtins

Bourne Again Shell builtins include type, read, exec, trap, kill, and getopts. The type builtin displays information about a command, including its location; read allows a script to accept user input.

The exec builtin executes a command without creating a new process. The new command overlays the current process, assuming the same environment and PID number of that process. This builtin executes user programs and other Linux commands when it is not necessary to return control to the calling process.

The trap builtin catches a signal sent to the process running the script and allows you to specify actions to be taken upon receipt of one or more signals. You can use this builtin to cause a script to ignore the signal that is sent when the user presses the interrupt key.

The kill builtin terminates a running program. The getopts builtin parses command-line arguments, making it easier to write programs that follow standard Linux conventions for command-line arguments and options.

Utilities in scripts

In addition to using control structures, builtins, and functions, shell scripts generally call Linux utilities. The find utility, for instance, is commonplace in shell scripts that search for files in the system hierarchy and can perform a wide range of tasks.

Expressions

There are two basic types of expressions: arithmetic and logical. Arithmetic expressions allow you to do arithmetic on constants and variables, yielding a numeric result. Logical (Boolean) expressions compare expressions or strings, or test conditions, to yield a true or false result. As with all decisions within shell scripts, a true status is represented by the value 0; false, by any nonzero value.

Good programming practices

A well-written shell script adheres to standard programming practices, such as specifying the shell to execute the script on the first line of the script, verifying the number and type of arguments that the script is called with, displaying a standard usage message to report command-line errors, and redirecting all informational messages to standard error.

Exercises

1. Rewrite the journal script of Chapter 9 (exercise 5, page 416) by adding commands to verify that the user has write permission for a file named journal-file in the user’s home directory, if such a file exists. The script should take appropriate actions if journal-file exists and the user does not have write permission to the file. Verify that the modified script works.

2. The special parameter "$@" is referenced twice in the out script (page 989). Explain what would be different if the parameter "$*" were used in its place.

3. Write a filter that takes a list of files as input and outputs the basename (page 1011) of each file in the list.

4. Write a function that takes a single filename as an argument and adds execute permission to the file for the user.

a. When might such a function be useful?

b. Revise the script so it takes one or more filenames as arguments and adds execute permission for the user for each file argument.

c. What can you do to make the function available every time you log in?

d. Suppose that, in addition to having the function available on subsequent login sessions, you want to make the function available in your current shell. How would you do so?

5. When might it be necessary or advisable to write a shell script instead of a shell function? Give as many reasons as you can think of.

6. Write a shell script that displays the names of all directory files, but no other types of files, in the working directory.

7. Write a script to display the time every 15 seconds. Read the date man page and display the time, using the %r field descriptor. Clear the window (using the clear command) each time before you display the time.

8. Enter the following script named savefiles, and give yourself execute permission to the file:
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$ cat savefiles
#! /bin/bash
echo "Saving files in working directory to the file savethem."
exec > savethem
for i in  *
         do
         echo
"==================================================="
         echo "File: $i"
         echo
"==================================================="
         cat "$i"
         done

a. Which error message do you receive when you execute this script? Rewrite the script so that the error does not occur, making sure the output still goes to savethem.

b. What might be a problem with running this script twice in the same directory? Discuss a solution to this problem.

9. Read the bash man or info page, try some experiments, and answer the following questions:

a. How do you export a function?

b. What does the hash builtin do?

c. What happens if the argument to exec is not executable?

10. Using the find utility, perform the following tasks:

a. List all files in the working directory and all subdirectories that have been modified within the last day.

b. List all files you have read access to on the system that are larger than 1 megabyte.

c. Remove all files named core from the directory structure rooted at your home directory.

d. List the inode numbers of all files in the working directory whose filenames end in .c.

e. List all files you have read access to on the root filesystem that have been modified in the last 30 days.

11. Write a short script that tells you whether the permissions for two files, whose names are given as arguments to the script, are identical. If the permissions for the two files are identical, output the common permission field. Otherwise, output each filename followed by its permission field. (Hint: Try using the cut utility.)

12. Write a script that takes the name of a directory as an argument and searches the file hierarchy rooted at that directory for zero-length files. Write the names of all zero-length files to standard output. If there is no option on the command line, have the script delete the file after displaying its name, asking the user for confirmation, and receiving positive confirmation. A –f (force) option on the command line indicates that the script should display the filename but not ask for confirmation before deleting the file.

Advanced Exercises

13. Write a script that takes a colon-separated list of items and outputs the items, one per line, to standard output (without the colons).

14. Generalize the script written in exercise 13 so the character separating the list items is given as an argument to the function. If this argument is absent, the separator should default to a colon.

15. Write a function named funload that takes as its single argument the name of a file containing other functions. The purpose of funload is to make all functions in the named file available in the current shell; that is, funload loads the functions from the named file. To locate the file, funload searches the colon-separated list of directories given by the environment variable FUNPATH. Assume the format of FUNPATH is the same as PATH and the search of FUNPATH is similar to the shell’s search of the PATH variable.

16. Rewrite bundle (page 1015) so the script it creates takes an optional list of filenames as arguments. If one or more filenames are given on the command line, only those files should be re-created; otherwise, all files in the shell archive should be re-created. For example, suppose all files with the filename extension .c are bundled into an archive named srcshell, and you want to unbundle just the files test1.c and test2.c. The following command will unbundle just these two files:

Click here to view code image

$ bash srcshell test1.c test2.c

17. Which kind of links will the lnks script (page 991) not find? Why?

18. In principle, recursion is never necessary. It can always be replaced by an iterative construct, such as while or until. Rewrite makepath (page 1066) as a nonrecursive function. Which version do you prefer? Why?

19. Lists are commonly stored in environment variables by putting a colon (:) between each of the list elements. (The value of the PATH variable is an example.) You can add an element to such a list by catenating the new element to the front of the list, as in

PATH=/opt/bin:$PATH

If the element you add is already in the list, you now have two copies of it in the list. Write a shell function named addenv that takes two arguments: (1) the name of a shell variable and (2) a string to prepend to the list that is the value of the shell variable only if that string is not already an element of the list. For example, the call

addenv PATH /opt/bin

would add /opt/bin to PATH only if that pathname is not already in PATH. Be sure your solution works even if the shell variable starts out empty. Also make sure you check the list elements carefully. If /usr/opt/bin is in PATH but /opt/bin is not, the example just given should still add /opt/bin to PATH. (Hint: You might find this exercise easier to complete if you first write a function locate_field that tells you whether a string is an element in the value of a variable.)

20. Write a function that takes a directory name as an argument and writes to standard output the maximum of the lengths of all filenames in that directory. If the function’s argument is not a directory name, write an error message to standard output and exit with nonzero status.

21. Modify the function you wrote for exercise 20 to descend all subdirectories of the named directory recursively and to find the maximum length of any filename in that hierarchy.

22. Write a function that lists the number of ordinary files, directories, block special files, character special files, FIFOs, and symbolic links in the working directory. Do this in two different ways:

a. Use the first letter of the output of ls –l to determine a file’s type.

b. Use the file type condition tests of the [[ expression ]] syntax to determine a file’s type.

23. Modify the quiz program (page 1072) so that the choices for a question are randomly arranged.
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Objectives

After reading this chapter you should be able to:

[image: ] Give commands using the Python interactive shell

[image: ] Write and run a Python program stored in a file

[image: ] Demonstrate how to instantiate a list and how to remove elements from and add elements to a list

[image: ] Describe a dictionary and give examples of how it can be used

[image: ] Describe three Python control structures

[image: ] Write a Python program that iterates through a list or dictionary

[image: ] Read from and write to a file

[image: ] Demonstrate exception processing

[image: ] Preserve an object using pickle()

[image: ] Write a Python program that uses regular expressions

[image: ] Define a function and use it in a program

Introduction

Python is a friendly and flexible programming language in widespread use everywhere from Fortune 500 companies to large-scale open-source projects. Python is an interpreted language: It translates code into bytecode (page 1241) at runtime and executes the bytecode within the Python virtual machine. Contrast Python with the C language, which is a compiled language. C differs from Python in that the C compiler compiles C source code into architecture-specific machine code. Python programs are not compiled; you run a Python program the same way you run a bash or Perl script. Because Python programs are not compiled, they are portable between operating systems and architectures. In other words, the same Python program will run on any system to which the Python virtual machine has been ported.

Object oriented

While not required to use the language, Python supports the object-oriented (OO) paradigm. It is possible to use Python with little or no understanding of object-oriented concepts and this chapter covers OO programming minimally while still explaining Python’s important features.

Libraries

Python comes with hundreds of prewritten tools that are organized into logical libraries. These libraries are accessible to Python programs, but not loaded into memory at runtime because doing so would significantly increase startup times for Python programs. Entire libraries (or just individual modules) are instead loaded into memory when the program requests them.

Version

Python is available in two main development branches: Python 2.x and Python 3.x. This chapter focuses on Python 2.x because the bulk of Python written today uses 2.x. The following commands show that two versions of Python are installed and that the python command runs Python 2.7.5:
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$ whereis python
python: /usr/bin/python3.3m /usr/bin/python2.7 /usr/bin/python ...
$ ls -l $(which python)
lrwxrwxrwx. 1 root root 7 07-02 12:53 /usr/bin/python -> python2
$ python -V
Python 2.7.5

Invoking Python

This section discusses the methods you can use to run a Python program.

Interactive shell

Most of the examples in this chapter use the Python interactive shell because you can use it to debug and execute code one line at a time and see the results immediately. Although this shell is handy for testing, it is not a good choice for running longer, more complex programs. You start a Python interactive shell by calling the python utility (just as you would start a bash shell by calling bash). The primary Python prompt is >>>. When Python requires more input to complete a command, it displays its secondary prompt (...).
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$ python
Python 2.7.5 (default, May 16 2013, 13:44:12)
[GCC 4.8.0 20130412 (Red Hat 4.8.0-2)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>

While you are using the Python interactive shell, you can give Python a command by entering the command and pressing RETURN.

>>> print 'Good morning!'
Good morning!


Tip: Implied display
Within the Python interactive shell, Python displays output from any command line that does not have an action. The output is similar to what print would display, although it might not be exactly the same. The following examples show explicit print and implicit display actions:
>>> print 'Good morning!'
Good morning!
>>> 'Good morning!'
'Good morning!'

>>> print 2 + 2
4
>>> 2 + 2
4
Implied display allows you to display the value of a variable by typing its name:
>>> x = 'Hello'
>>> x
'Hello'
Implied display does not work unless you are running the Python interactive shell (i.e., Python does not invoke an implicit display action when it is run from a file).



Program file

Most of the time a Python program is stored in a text file. Although not required, the file typically has a filename extension of .py. Use chmod (page 193) to make the file executable. As explained on page 338, the #! at the start of the first line of the file instructs the shell to pass the rest of the file to /usr/bin/python for execution.

$ chmod 755 gm.py
$ cat gm.py
#!/usr/bin/python
print 'Good morning!'


$ ./gm.py
Good morning!

You can also run a Python program by specifying the name of the program file as an argument or as standard input to python.
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$ python gm.py
Good morning!


$ python < gm.py
Good morning!


$ cat gm.py | python
Good morning!


$ echo "print 'Good morning! '" | python
Good morning!

Because the shell interprets an exclamation point immediately followed by a character other than a SPACE as an event number (page 381), the final command includes a SPACE after the exclamation point.

Command line

Using the python –c option, you can run a program from the shell command line. In the preceding and following commands, the double quotation marks keep the shell from removing the single quotation marks from the command line before passing it to Python.
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$ python -c "print 'Good morning! '"
Good morning!


Tip: Single and double quotation marks are functionally equivalent
You can use single quotation marks and double quotation marks interchangeably in a Python program and you can use one to quote the other. When Python displays quotation marks around a string it uses single quotation marks.
>>> a = "hi"
>>> a
'hi'
>>> print "'hi'"
'hi'
>>> print '"hi"'
"hi"



More Information

Local

python man page, pydoc program

Python interactive shell

From the Python interactive shell give the command help() to use the Python help feature. When you call it, this utility displays information to help you get started using it. Alternately, you can give the command help('object') where object is the name of an object you have instantiated or the name of a data structure or module such as list or pickle.

Web

Python home page: www.python.org

Documentation: docs.python.org

Index of Python Enhancement Proposals (PEPs): www.python.org/dev/peps

PEP 8 Style Guide for Python Code: www.python.org/dev/peps/pep-0008

PyPI (Python Package Index): pypi.python.org

Writing to Standard Output and Reading from Standard Input

raw_input()

Python makes it easy to write to standard output and read from standard input, both of which the shell (e.g., bash) connects to the terminal by default. The raw_input() function writes to standard output and reads from standard input. It returns the value of the string it reads after stripping the trailing control characters (RETURN-NEWLINE or NEWLINE).

In the following example, raw_input() displays its argument (Enter your name:) and waits for the user. When the user types something and presses RETURN, Python assigns the value returned by raw_input(), which is the string the user entered, to the variable my_in.

print

Within a print statement, a plus sign (+) catenates the strings on either side of it. The print statement in the example displays Hello, the value of my_in, and an exclamation point.
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>>> my_in = raw_input ('Enter your name: ')
Enter your name: Neo
>>> print 'Hello, ' + my_in + '!'
Hello, Neo!

Functions and Methods

Functions

Functions in Python, as in most programming languages, are key to improving code readability, efficiency, and maintenance. Python has a number of builtin functions and functions you can immediately import into a Python program. These functions are available when you install Python. For example, the int() function returns the integer (truncated) part of a floating-point number:

>>> int(8.999)
8

Additional downloadable libraries hold more functions. For more information refer to “Using Libraries” on page 1103. Table 28-1 lists a few of the most commonly used functions.

[image: ]

Table 28-1 Commonly used functions

Methods

Functions and methods are very similar. The difference is that functions stand on their own while methods work on and are specific to objects. You will see the range() function used by itself [range(args)] and the readall() method used as an object method [f.readall(args), where f is the object (a file) readall() is reading from]. Table 28-2 on page 1089 and Table 28-4 on page 1097 list some methods.

[image: ]

Table 28-2 List methods

[image: ]

Table 28-3 File modes

[image: ]

Table 28-4 File object methods

Scalar Variables, Lists, and Dictionaries

This section discusses some of the Python builtin data types. Scalar data types include number and string types. Compound data types include dictionary and list types.

Scalar Variables

As in most programming languages, you declare and initialize a variable using an equal sign. Python does not require the SPACEs around the equal sign, nor does it require you to identify a scalar variable with a prefix (Perl and bash require a leading dollar sign). As explained in the tip on page 1083, you can use the print function to display the value of a variable or you can just specify the variable name as a command:

>>> lunch = 'Lunch time!'
>>> print lunch
Lunch time!
>>> lunch
'Lunch time!'

Python performs arithmetic as you might expect:

>>> n1 = 5
>>> n2 = 8
>>> n1 + n2
13

Floating-point numbers

Whether Python performs floating-point or integer arithmetic depends on the values it is given. If all of the numbers involved in a calculation are integers—that is, if none of the numbers includes a decimal point—Python performs integer arithmetic and will truncate answers that include a fractional part. If at least one of the numbers involved in a calculation is a floating-point number (includes a decimal point), Python performs floating-point arithmetic. Be careful when performing division: If the answer could include a fraction, be sure to include a decimal point in one of the numbers or explicitly specify one of the numbers as a floating-point number:

>>> 3/2
1
>>> 3/2.0
1.5
>>> float(3)/2
1.5

Lists

A Python list is an object that comprises one or more elements; it is similar to an array in C or Java. Lists are ordered and use zero-based indexing (i.e., the first element of a list is numbered zero). A list is called iterable because it can provide successive elements on each iteration through a looping control structure such as for; see page 1090 for a discussion.

This section shows one way to instantiate (create) a list. The following commands instantiate and display a list named a that holds four values:
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>>> a = ['bb', 'dd', 'zz', 'rr']
>>> a
['bb', 'dd', 'zz', 'rr']

Indexes

You can access an element of a list by specifying its index (remember—the first element of a list is numbered zero). The first of the following commands displays the value of the third element of a; the next assigns the value of the first element of a to x and displays the value of x.

>>> a[2]
'zz'


>>> x = a[0]
>>> x
'bb'

When you specify a negative index, Python counts from the end of the array.

>>> a[-1]
'rr'


>>> a[-2]
'zz'

Replacing an element

You can replace an element of a list by assigning a value to it.

>>> a[1] = 'qqqq'
>>> a
['bb', 'qqqq', 'zz', 'rr']

Slicing

The next examples show how to access a slice or portion of a list. The first example displays elements 0 up to 2 of the list (elements 0 and 1):

>>> a[0:2]
['bb', 'dd']

If you omit the number that follows the colon, Python displays from the element with the index specified before the colon through the end of the list. If you omit the number before the colon, Python displays from the beginning of the list up to the element with the number specified after the colon.

>>> a[2:]
['zz', 'rr']
>>> a[:2]
['bb', 'dd']

You can use negative numbers when slicing a list. The first of the following commands displays element 1 up to the last element of the list (element –1); the second displays from the next-to-last element of the list (element –2) through the end of the list.

>>> a[1:-1]
['dd', 'zz']
>>> a[-2:]
['zz', 'rr']

remove()

Following Python’s object-oriented paradigm, the list data type includes builtin methods. The remove(x) method removes the first element of a list whose value is x, and decreases the length of the list by 1. The following command removes the first element of list a whose value is bb.

>>> a.remove('bb')
>>> a
['dd', 'zz', 'rr']

append()

The append(x) method appends an element whose value is x to the list, and increases the length of the list by 1.

>>> a.append('mm')
>>> a
['dd', 'zz', 'rr', 'mm']

reverse()

The reverse() method does not take an argument. It is an efficient method that reverses elements of a list in place, overwriting elements of the list with new values.

>>> a.reverse()
>>> a
['mm', 'rr', 'zz', 'dd']

sort()

The sort() method does not take an argument. It sorts the elements in a list in place, overwriting elements of the list with new values.

>>> a.sort()
>>> a
['dd', 'mm', 'rr', 'zz']

sorted()

If you do not want to alter the contents of the list (or other iterable data structure) you are sorting, use the sorted() function. This function returns the sorted list and does not change the original list.

>>> b = sorted(a)
>>> a
['mm', 'rr', 'zz', 'dd']
>>> b
['dd', 'mm', 'rr', 'zz']

len()

The len() function returns the number of elements in a list or other iterable data structure.

>>> len(a)
4

Table 28-2 lists some of the methods that work on lists. The command help(list) displays a complete list of methods you can use with a list.

Working with Lists

Passing a list by reference

Python passes all objects, including lists, by reference. That is, it passes an object by passing a pointer to the object. When you assign one object to another, you are simply creating another name for the object—you are not creating a new object. When you change the object using either name, you can view the change using either name. In the following example, names is instantiated as a list that holds the values sam, max, and zach; copy is set equal to names, setting up another name for (reference to) the same list. When the value of the first element of copy is changed, displaying names shows that its first element has also changed.
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>>> names = ['sam', 'max', 'zach']
>>> copy = names
>>> names
['sam', 'max', 'zach']
>>> copy[0] = 'helen'
>>> names
['helen', 'max', 'zach']

Copying a list

When you use the syntax b = a[:] to copy a list, each list remains independent of the other. The next example is the same as the previous one, except copy2 points to a different location than names because the list was copied, not passed by reference: Look at the difference in the values of the first element (zero index) of both lists.
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>>> names = ['sam', 'max', 'zach']
>>> copy2 = names[:]
>>> copy2[0] = 'helen'
>>> names
['sam', 'max', 'zach']
>>> copy2
['helen', 'max', 'zach']

Lists Are Iterable

An important feature of lists is that they are iterable, meaning a control structure such as for (page 1095) can loop (iterate) through each item in a list. In the following example, the for control structure iterates over the list a, assigning one element of a to item each time through the loop. The loop terminates after it has assigned each of the elements of a to item. The comma at the end of the print statement replaces the NEWLINE print normally outputs with a SPACE. You must indent lines within a control structure (called a logical block; page 1092).

>>> a
['bb', 'dd', 'zz', 'rr']
>>> for item in a:
...     print item,
...
bb dd zz rr

The next example returns the largest element in a list. In this example, the list is embedded in the code; see page 1106 for a similar program that uses random numbers. The program initializes my_rand_list as a list holding ten numbers and largest as a scalar with a value of –1. The for structure retrieves the elements of my_rand_list in order, one each time through the loop. It assigns the value it retrieves to item. Within the for structure, an if statement tests to see if item is larger than largest. If it is, the program assigns the value of item to largest and displays the new value (so you can see how the program is progressing). When control exits from the for structure, the program displays a message and the largest number. Be careful when a logical block (a subblock) appears within another logical block: You must indent the subblock one level more than its superior logical block.
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$ cat my_max.py
#!/usr/bin/python


my_rand_list = [5, 6, 4, 1, 7, 3, 2, 0, 9, 8]
largest = -1
for item in my_rand_list:
    if (item > largest):
        largest = item
        print largest,
print
print 'largest number is ', largest
$ ./my_max.py
5 6 7 9
largest number is  9

See page 1107 for an easier way to find the maximum value in a list.

Dictionaries

A Python dictionary holds unordered key–value pairs in which the keys must be unique. Other languages refer to this type of data structure as an associative array, hash, or hashmap. Like lists, dictionaries are iterable. A dictionary provides fast lookups. The class name for dictionary is dict; thus you must type help(dict) to display the help page for dictionaries. Use the following syntax to instantiate a dictionary:

dict = { key1 : value1, key2 : value2, key3 : value3 ... }

Working with Dictionaries

The following example instantiates and displays a telephone extension dictionary named ext. Because dictionaries are unordered, Python does not display a dictionary in a specific order and usually does not display it in the order it was created.
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>>> ext = {'sam': 44, 'max': 88, 'zach': 22}
>>> ext
{'max': 88, 'zach': 22, 'sam': 44}

keys() and values()

You can use the keys() and values() methods to display all keys or values held in a dictionary:

>>> ext.keys()
['max', 'zach', 'sam']
>>> ext.values()
[88, 22, 44]

You can add a key–value pair:
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>>> ext['helen'] = 92
>>> ext
{'max': 88, 'zach': 22, 'sam': 44, 'helen': 92}

If you assign a value to a key that is already in the dictionary, Python replaces the value (keys must be unique):
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>>> ext['max'] = 150
>>> ext
{'max': 150, 'zach': 22, 'sam': 44, 'helen': 92}

The following example shows how to remove a key–value pair from a dictionary:
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>>> del ext['max']
>>> ext
{'zach': 22, 'sam': 44, 'helen': 92}

You can also query the dictionary. Python returns the value when you supply the key:

>>> ext['zach']
22

items()

The items() method returns key–value pairs as a list of tuples (pairs of values). Because a dictionary is unordered, the order of the tuples returned by items() can vary from run to run.
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>>> ext.items()
[('zach', 22), ('sam', 44), ('helen', 92)]

Because dictionaries are iterable, you can loop through them using for.
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>>> ext = {'sam': 44, 'max': 88, 'zach': 22}
>>> for i in ext:
...     print i
...
max
zach
sam

Using this syntax, the dictionary returns just keys; it is as though you wrote for i in ext.keys(). If you want to loop through values, use for i in ext.values().

Keys and values can be of different types within a dictionary:
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>>> dic = {500: 2, 'bbbb': 'BBBB', 1000: 'big'}
>>> dic
{1000: 'big', 'bbbb': 'BBBB', 500: 2}

Control Structures

Control flow statements alter the order of execution of statements within a program. Starting on page 982, Chapter 27 discusses bash control structures in detail and includes flow diagrams of their operation. Python control structures perform the same functions as their bash counterparts, although the two languages use different syntaxes. The description of each control structure in this section references the discussion of the same control structure under bash.

In this section, the bold italic words in the syntax description are the items you supply to cause the structure to have the desired effect; the nonbold italic words are the keywords Python uses to identify the control structure. Many of these structures use an expression, denoted as expr, to control their execution. The examples in this chapter delimit expr using parentheses for clarity and consistency; the parentheses are not always required.

Indenting logical blocks

In most programming languages, control structures are delimited by pairs of parentheses, brackets, or braces; bash uses keywords (e.g., if...fi, do...done). Python uses a colon (:) as the opening token for a control structure. While including SPACEs (or TABs) at the beginning of lines in a control structure is good practice in other languages, Python requires these elements; they indicate a logical block, or section of code, that is part of a control structure. The last indented line marks the end of the control structure; the change in indent level is the closing token that matches the opening colon.

if

Similar to the bash if...then control structure (page 983), the Python if control structure has the following syntax:

if expr:
       ...

As with all Python control structures, the control block, denoted by ..., must be indented.

In the following example, my_in != '' (if my_in is not an empty string) evaluates to true if the user entered something before pressing RETURN. If expr evaluates to true, Python executes the following indented print statement. Python executes any number of indented statements that follow an if statement as part of the control structure. If expr evaluates to false, Python skips any number of indented statements following the if statement.
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$ cat if1.py
#!/usr/bin/python
my_in = raw_input('Enter your name: ')
if (my_in != ''):
    print 'Thank you, ' + my_in
print 'Program running, with or without your input.'


$ ./if1.py
Enter your name: Neo
Thank you, Neo.
Program running, with or without your input.

if...else

Similar to the bash if...then...else control structure (page 987), the if...else control structure implements a two-way branch using the following syntax:

if expr:
       ...
else:
       ...

If expr evaluates to true, Python executes the statements in the if control block. Otherwise, it executes the statements in the else control block. The following example builds on the previous one, displaying an error message and exiting from the program if the user does not enter something.
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$ cat if2.py
#!/usr/bin/python
my_in = raw_input('Enter your name: ')
if (my_in != ''):
    print 'Thank you, ' + my_in
else:
    print 'Program requires input to continue.'
    exit()
print 'Program running with your input.'
$ ./if2.py
Enter your name: Neo
Thank you, Neo
Program running with your input.


$ ./if2.py
Enter your name:
Program requires input to continue.

if...elif...else

Similar to the bash if...then...elif control structure (page 989), the Python if...elif...else control structure implements a nested set of if...else structures using the following syntax:

if (expr):
       ...
elif (expr):
       ...
else:
       ...

This control structure can include as many elif control blocks as necessary. In the following example, the if statement evaluates the Boolean expression following it within parentheses and enters the indented logical block below the statement if the expression evaluates to true. The if, elif, and else statements are part of one control structure and Python will execute statements in only one of the indented logical blocks.

The if and elif statements are each followed by a Boolean expression. Python executes each of their corresponding logical blocks only if their expression evaluates to true. If none of the expressions evaluates to true, control falls through to the else logical block.
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$ cat bignum.py
#!/usr/bin/python
input = raw_input('Please enter a number: ')
if (input == '1'):
    print 'You entered one.'
elif (input == '2'):
    print 'You entered two.'
elif (input == '3'):
    print 'You entered three.'
else:
    print 'You entered a big number...'
print 'End of program.'

In the preceding program, even though the user enters an integer/scalar value, Python stores it as a string. Thus each of the comparisons checks whether this value is equal to a string. You can use int() to convert a string to an integer. If you do so, you must remove the quotation marks from around the values:
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...
input = int(raw_input('Please enter a number: '))
if (input == 1):
    print 'You entered one.'
...

while

The while control structure (page 999) evaluates a Boolean expression and continues execution while the expression evaluates to true. The following program, run using the Python interactive shell, displays 0 through 9. As you enter the command, Python displays its secondary prompt (...) when it requires more input to complete a statement; you must still enter SPACE or TAB characters to indent the logical block.

First, the program initializes count to 0. The first time through the loop, the while expression evaluates to true and Python executes the indented statements that make up the while control structure logical block. The comma at the end of the print statement causes print to output a SPACE instead of a NEWLINE after each string, and the count += 1 statement increments count each time through the loop. When control reaches the bottom of the loop, Python returns control to the while statement, where count is now 1. The loop continues while count is less than or equal to 10. When count equals 11, the while statement evaluates to false and control passes to the first statement after the logical block (the first statement that is not indented; there is none in this example).

>>> count = 0
>>> while (count <= 10):
...     print count,
...     count += 1
...
0 1 2 3 4 5 6 7 8 9 10


Tip: Be careful not to create an infinite loop
It is easy to accidentally create an infinite loop using a while statement. Ensure there is a reachable exit condition (e.g., a counter is compared to a finite value and the counter is incremented each time through the loop).



for

The for control structure (page 997) assigns values from a list, string, or other iterable data structure (page 1090) to a loop index variable each time through the loop.

Lists are iterable

In the following example, lis is a list that holds the names of four types of animals. The for statement iterates through the elements of lis in order, starting with turkey, and assigning a value to nam each time it is called. The print statement in the logical block displays the value of nam each time through the loop. Python exits from the logical block when it runs out of elements in lis.
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>>> lis = ['turkey', 'pony', 'dog', 'fox']
>>> for nam in lis:
...     print nam
...
turkey
pony
dog
fox

Strings are iterable

The next example demonstrates that strings are iterable. The string named string holds My name is Sam. and the for statement iterates through string, assigning one character to char each time through the loop. The print statement displays each character; the comma causes print to put a SPACE after each character instead of a NEWLINE.

Click here to view code image

>>> string = 'My name is Sam.'
>>> for char in string:
...     print char,
...
M y   n a m e   i s   S a m .

range()

The range() function returns a list that holds the integers between the two values specified as its arguments, including the first but excluding the last. An optional third parameter defines a step value.

>>> range(1,6)
[1, 2, 3, 4, 5]
>>> range(0,10,3)
[0, 3, 6, 9]

The next example shows how to use range() in a for loop. In this example, range() returns a list comprising 0, 3, 6, and 9. The for control structure loops over these values, executing the indented statement each time through the loop.

Click here to view code image

>>> for cnt in range(0,10,3):
...     print cnt
...
0
3
6
9


Optional
xrange()
The range() function is useful for generating short lists but, because it stores the list it returns in memory, it takes up a lot of system resources when it generates longer lists. In contrast, xrange() has a fixed memory footprint that is independent of the length of the list it returns; as a consequence, it uses fewer system resources than range() when working with long lists.
The two functions work differently. Whereas range() fills a list with values and stores that list in memory, xrange() works only when you iterate through the values it returns: The entire list is never stored in memory.
Click here to view code image
>>> range(1,11)
[1, 2, 3, 4, 5, 6, 7, 8, 9, 10]
>>> xrange(1,11)
xrange(1, 11)

>>> for cnt in xrange(1,11):
...     print cnt,
...
1 2 3 4 5 6 7 8 9 10



Reading from and Writing to Files

Python allows you to work with files in many ways. This section explains how to read from and write to text files and how to preserve an object in a file using pickle.

File Input and Output

open()

The open() function opens a file and returns a file object called a file handle; it can open a file in one of several modes (Table 28-3). Opening a file in w (write) mode truncates the file; use a (append) mode if you want to add to a file. The following statement opens the file in Max’s home directory named test_file in read mode; the file handle is named f.

Click here to view code image

f = open('/home/max/test_file', 'r')

Once the file is opened, you direct input and output using the file handle with one of the methods listed in Table 28-4. When you are finished working with a file, use close() to close it and free the resources the open file is using.

The following example reads from /home/max/test_file, which holds three lines. It opens this file in read mode and assigns the file handle f to the open file. It uses the readlines() method, which reads the entire file into a list and returns that list. Because the list is iterable, Python passes to the for control structure one line from test_file each time through the loop. The for structure assigns the string value of this line to ln, which print then displays. The strip() method removes whitespace and/or a NEWLINE from the end of a line. Without strip(), print would output two NEWLINEs: the one that terminates the line from the file and the one it automatically appends to each line it outputs. After reading and displaying all lines from the file, the example closes the file.

Click here to view code image

>>> f = open('/home/max/test_file', 'r')
>>> for ln in f.readlines():
...     print ln.strip()
...
This is the first line
and here is the second line
of this file.
>>> f.close()

The next example opens the same file in append mode and writes a line to it using write(). The write() method does not append a NEWLINE to the line it outputs, so you must terminate the string you write to the file with a \n.

Click here to view code image

>>> f = open('/home/max/test_file','a')
>>> f.write('Extra line!\n')
>>> f.close()


Optional
In the example that uses for, Python does not call the readlines() method each time through the for loop. Instead, it reads the file into a list the first time readlines() is called and then iterates over the list, setting ln to the value of the next line in the list each time it is called subsequently. It is the same as if you had written
Click here to view code image
>>> f = open('/home/max/test_file', 'r')
>>> lines = f.readlines()
>>> for ln in lines:
...     print ln.strip()
It is more efficient to iterate over the file handle directly because this technique does not store the file in memory.
Click here to view code image
>>> f = open('/home/max/test_file', 'r')
>>> for ln in f:
...     print ln.strip()



Exception Handling

An exception is an error condition that changes the normal flow of control in a program. Although you can try to account for every problem your code will need to deal with, it is not always possible to do so: Unknown circumstances might arise. What if the file the previous programs opened does not exist? Python raises an IOError (input/output error) number 2 and displays the message No such file or directory.

Click here to view code image

>>> f = open('/home/max/test_file', 'r')
Traceback (most recent call last):
  File "<stdin>", line 1, in <module>
IOError: [Errno 2] No such file or directory: '/home/max/test_file'

Instead of allowing Python to display what might be an incomprehensible error message and quit, a well-written program handles exceptions like this one gracefully. Good exception handling can help you debug a program and can also provide a nontechnical user with clear information about why the program failed.

The next example wraps the open statement that failed with an exception handler in the form of a try...except control structure. This structure attempts to execute the try block. If execution of the try block fails (has an exception), it executes the code in the except block. If execution of the try block succeeds, it skips the except block. Depending on the severity of the error, the except block should warn the user that something might not be right or should display an error message and exit from the program.

Click here to view code image

>>> try:
...     f = open('/home/max/test_file', 'r')
... except:
...     print "Error on opening the file."
...
Error on opening the file.

You can refine the type of error an except block handles. Previously, the open statement returned an IOError. The following program tests for an IOError when it attempts to open a file, displays an error message, and exits. If it does not encounter an IOError, it continues normally.

Click here to view code image

$ cat except1.py
#!/usr/bin/python
try:
    f = open('/home/max/test_file', 'r')
except IOError:
    print "Cannot open file."
    exit()
print "Processing file."


$ ./except1.py
Cannot open file.
$
$ touch test_file
$ ./except1.py
Processing file.

Pickle

The pickle module allows you to store an object in a file in a standard format for later use by the same or a different program. The object you store can be any type of object as long as it does not require an operating system resource such as a file handle or network socket. The standard pickle filename extension is .p. For more information visit wiki.python.org/moin/UsingPickle.


Security: Never unpickle data received from an untrusted source
The pickle module is not secure against maliciously constructed data. When you unpickle an object, you are trusting the person who created it. Do not unpickle an object if you do not know or trust its source.



This section discusses two pickle methods: dump(), which writes an object to disk, and load(), which reads an object from disk. The syntax for these methods is

pickle.dump(objectname, open(filename, 'wb'))

pickle.load(objectname, open(filename, 'rb'))

It is critical that you open the file in binary mode (wb and rb). The load() method returns the object; you can assign the object the same name as or a different name from the original object. Before you can use pickle, you must import it (page 1105).

In the following example, after importing pickle, pickle.dump() creates a file named pres.p in wb (write binary) mode with a dump of the preserves list, and exit() leaves the Python interactive shell:

Click here to view code image

>>> import pickle


>>> preserves = ['apple', 'cherry', 'blackberry', 'apricot']
>>> preserves
['apple', 'cherry', 'blackberry', 'apricot']
>>> pickle.dump(preserves, open('pres.p', 'wb'))
exit()

The next example calls the Python interactive shell and pickle.load() reads the pres.p file in rb (read binary) mode. This method returns the object you originally saved using dump(). You can give the object any name you like.

Click here to view code image

$ python
...
>>> import pickle


>>> jams = pickle.load(open('pres.p', 'rb'))
>>> jams
['apple', 'cherry', 'blackberry', 'apricot']

Regular Expressions

The Python re (regular expression) module handles regular expressions. Python regular expressions follow the rules covered in Appendix A. This section discusses a few of the tools in the Python re library. You must give the command import re before you can use the re methods. To display Python help on the re module, give the command help() from the Python interactive shell and then type re.

findall()

One of the simplest re methods is findall(), which returns a list that holds matches using the following syntax:

re.findall(regex, string)

where regex is the regular expression and string is the string you are looking for a match in.

The regex in the following example (hi) matches the three occurrences of hi in the string (hi hi hi hello).

Click here to view code image

>>> import re
>>> a = re.findall('hi', 'hi hi hi hello')
>>> print a
['hi', 'hi', 'hi']

Because findall() returns a list (it is iterable), you can use it in a for statement. The following example uses the period (.) special character, which, in a regular expression, matches any character. The regex (hi.) matches the three occurrences of hi followed by any character in the string.

Click here to view code image

>>> for mat in re.findall('hi.', 'hit him hid hex'):
...     print mat,
...
hit him hid

search()

The search() re method uses the same syntax as findall() and looks through string for a match to regex. Instead of returning a list if it finds a match, however, it returns a MatchObject. Many re methods return a MatchObject (and not a list) when they find a match for the regex in the string.

Click here to view code image

>>> a = re.search('hi.', 'bye hit him hex')
>>> print a
<_sre.SRE_Match object at 0xb7663a30>

bool()

The bool() function returns true or false based on its argument. Because you can test the MatchObject directly, bool() is not used often in Python programming, but is included here for its instructional value. A MatchObject evaluates to true because it indicates a match. [Although findall() does not return a MatchObject, it does evaluate to true when it finds a match.]

>>> bool(a)
True

group()

The group() method allows you to access the match a MatchObject holds.

>>> a.group(0)
'hit'

type()

When no match exists, search() returns a NoneType object [as shown by the type() function], which evaluates to None or in a Boolean expression evaluates to false.

Click here to view code image

>>> a = re.search('xx.', 'bye hit him hex')
>>> type(a)
<type 'NoneType'>
>>> print a
None
>>> bool(a)
False

Because a re method in a Boolean context evaluates to true or false, you can use a re method as the expression an if statement evaluates. The next example uses search() as the expression in an if statement; because there is a match, search() evaluates as true, and Python executes the print statement.

Click here to view code image

>>> name = 'sam'
>>> if(re.search(name,'zach max sam helen')):
...     print 'The list includes ' + name
...
The list includes sam

match()

The match() method of the re object uses the same syntax as search(), but looks only at the beginning of string for a match to regex.

Click here to view code image

>>> name = 'zach'
>>> if(re.match(name,'zach max sam helen')):
...     print 'The list includes ' + name
...
The list includes zach

Defining a Function

A Python function definition must be evaluated before the function is called, so it generally appears in the code before the call to the function. The contents of the function, as with other Python logical blocks, must be indented.

The syntax of a function definition is

def my_function(args):
       ...

Python passes lists and other data structures to a function by reference (page 1089), meaning that when a function modifies a data structure that was passed to it as an argument, it modifies the original data structure. The following example demonstrates this fact:

Click here to view code image

>>> def add_ab(my_list):
...     my_list.append('a')
...     my_list.append('b')
...
>>> a = [1,2,3]
>>> add_ab(a)
>>> a
[1, 2, 3, 'a', 'b']

You can pass arguments to a function in three ways. Assume the function place_stuff is defined as follows. The values assigned to the arguments in the function definition are defaults.

Click here to view code image

>>> def place_stuff(x = 10, y = 20, z = 30):
...     return x, y, z
...

If you call the function and specify arguments, the function uses those arguments:

>>> place_stuff(1,2,3)
(1, 2, 3)

If you do not specify arguments, the function uses the defaults:

>>> place_stuff()
(10, 20, 30)

Alternately, you can specify values for some or all of the arguments:

>>> place_stuff(z=100)
(10, 20, 100)

Using Libraries

This section discusses the Python standard library, nonstandard libraries, and Python namespace, as well as how to import and use a function.

Standard Library

The Python standard library, which is usually included in packages installed with Python, provides a wide range of facilities, including functions, constants, string services, data types, file and directory access, cryptographic services, and file formats. Visit docs.python.org/library/index.html for a list of the contents of the standard library.

Nonstandard Libraries

In some cases a module you want might be part of a library that is not included with Python. You can usually find what you need in the Python Package Index (PyPI; pypi.python.org), a repository of more than 22,000 Python packages.

You can find lists of modules for the distribution you are using by searching the Web for distro package database, where distro is the name of the Linux distribution you are using, and then searching one of the databases for python.

SciPy and NumPy Libraries

Two popular libraries are SciPy and NumPy. The SciPy (“Sigh Pie”; scipy.org) library holds Python modules for mathematics, science, and engineering. It depends on NumPy (numpy.scipy.org), a library of Python modules for scientific computing.

You must download and install the package that holds NumPy before you can use any of its modules. Under Debian/Ubuntu/Mint and openSuSE, the package is named python-numpy; under Fedora/RHEL, it is named numpy. See page 534 for instructions on downloading and installing packages. Alternately, you can obtain the libraries from scipy.org or pypi.python.org. Once you import SciPy (import scipy), help(scipy) will list the functions you can import individually.

Namespace

A namespace comprises a set of names (identifiers) in which all names are unique. For example, the namespace for a program might include an object named planets. You might instantiate planets as an integer:

>>> planets = 5
>>> type(planets)
<type 'int'>

Although it is not good programming practice, later on in the program you could assign planets a string value. It would then be an object of type string.

>>> planets = 'solar system'
>>> type(planets)
<type 'str'>

You could make planets a function, a list, or another type of object. Regardless, there would always be only one object named planets (identifiers in a namespace must be unique).

When you import a module (including a function), Python can merge the namespace of the module with the namespace of your program, creating a conflict. For example, if you import the function named sample from the library named random and then define a function with the same name, you will no longer be able to access the original function:

Click here to view code image

>>> from random import sample
>>> sample(range(10), 10)
[6, 9, 0, 7, 3, 5, 2, 4, 1, 8]
>>> def sample(a, b):
...     print 'Problem?'
...
>>> sample(range(10), 10)
Problem?

The next section discusses different ways you can import objects from a library and steps you can take to avoid the preceding problem.

Importing a Module

You can import a module in one of several ways. How you import the module determines whether Python merges the namespace of the module with that of your program.

The simplest thing to do is to import the whole module. In this case Python does not merge the namespaces but allows you to refer to an object from the module by prefixing its name with the name of the module. The following code imports the random module. Using this syntax, the function named sample is not defined: You must call it as random.sample.

Click here to view code image

>>> import random
>>> sample(range(10), 10)
Traceback (most recent call last):
  File "<stdin>", line 1, in <module>
NameError: name 'sample' is not defined


>>> random.sample(range(10), 10)
[1, 0, 6, 9, 8, 3, 2, 7, 5, 4]

This setup allows you to define your own function named sample. Because Python has not merged the namespaces from your program and the module named random, the two functions can coexist.

Click here to view code image

>>> def sample(a, b):
...     print 'Not a problem.'
...
>>> sample(1, 2)
Not a problem.
>>> random.sample(range(10), 10)
[2, 9, 6, 5, 1, 3, 4, 0, 7, 8]

Importing part of a module

Another way to import a module is to specify the module and the object.

Click here to view code image

>>> from random import sample

When you import an object using this syntax, you import only the function named sample; no other objects from that module will be available. This technique is very efficient. However, Python merges the namespaces from your program and from the object, which can give rise to the type of problem illustrated in the previous section.

You can also use from module import *. This syntax imports all names from module into the namespace of your program; it is generally not a good idea to use this technique.

Example of Importing a Function

The my_max.py program on page 1090 finds the largest element in a predefined list. The following program works the same way, except at runtime it fills a list with random numbers.

The following command imports the sample() function from the standard library module named random. You can install an object from a nonstandard library, such as NumPy, the same way.

from random import sample

After importing this function, the command help(sample) displays information about sample(). The sample() function has the following syntax:

sample(list, number)

where list is a list holding the population, or values sample() can return, and number is the number of random numbers in the list sample() returns.

Click here to view code image

>>> sample([0, 1, 2, 3, 4, 5, 6, 7, 8, 9], 4)
[7, 1, 2, 5]
>>> sample([0, 1, 2, 3, 4, 5, 6, 7, 8, 9], 6)
[0, 5, 4, 1, 3, 7]

The following program uses the range() function (page 1096), which returns a list holding the numbers from 0 through 1 less than its argument:

Click here to view code image

>>> range(8)
[0, 1, 2, 3, 4, 5, 6, 7]
>>> range(16)
[0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15]

When you combine the two functions, range() provides a list of values and sample() selects values randomly from that list.

Click here to view code image

>>> sample(range(100),10)
[5, 32, 70, 93, 74, 29, 90, 7, 30, 11]

In the following program, sample generates a list of random numbers and for iterates through them.

Click here to view code image

$ cat my_max2.py
#!/usr/bin/python


from random import sample
my_rand_list = sample(range(100), 10)
print 'Random list of numbers:', my_rand_list
largest = -1
for item in my_rand_list:
        if (item > largest):
                largest = item
                print largest,
print
print 'largest number is ', largest
$ ./my_max2.py
random list of numbers: [67, 40, 1, 29, 9, 49, 99, 95, 77, 51]
67 99
largest number is  99
$ ./my_max2.py
random list of numbers: [53, 33, 76, 35, 71, 13, 75, 58, 74, 50]
53 76
largest number is  76

max()

The algorithm used in this example is not the most efficient way of finding the maximum value in a list. It is more efficient to use the max() builtin function.

Click here to view code image

>>> from random import sample
>>> max(sample(range(100), 10))
96


Optional
Lambda Functions
Python supports Lambda functions—functions that might not be bound to a name. You might also see them referred to as anonymous functions. Lambda functions are more restrictive than other functions because they can hold only a single expression. In its most basic form, Lambda is another syntax for defining a function. In the following example, the object named a is a Lambda function and performs the same task as the function named add_one:
>>> def add_one(x):
...     return x + 1
...
>>> type (add_one)
<type 'function'>

>>> add_one(2)
3

>>> a = lambda x: x + 1
>>> type(a)
<type 'function'>

>>> a(2)
3
map()
You can use the Lambda syntax to define a function inline as an argument to a function such as map() that expects another function as an argument. The syntax of the map() function is
map(func, seq1[, seq2, ...])
where func is a function that is applied to the sequence of arguments represented by seq1 (and seq2 ...). Typically the sequences that are arguments to map() and the object returned by map() are lists. The next example first defines a function named times_two():
>>> def times_two(x):
...     return x * 2
...
>>> times_two(8)
16
Next, the map() function applies times_two() to a list:
Click here to view code image
>>> map(times_two, [1, 2, 3, 4])
[2, 4, 6, 8]
You can define an inline Lambda function as an argument to map(). In this example the Lambda function is not bound to a name.
Click here to view code image
>>> map(lambda x: x * 2, [1, 2, 3, 4])
[2, 4, 6, 8]
List Comprehensions
List comprehensions apply functions to lists. For example, the following code, which does not use a list comprehension, uses for to iterate over items in a list:
Click here to view code image
>>> my_list = []
>>> for x in range(10):
...     my_list.append(x + 10)
...
>>> my_list
[10, 11, 12, 13, 14, 15, 16, 17, 18, 19]
You can use a list comprehension to perform the same task neatly and efficiently. The syntax is similar, but a list comprehension is enclosed within square brackets and the operation (x + 10) precedes the iteration [for x in range(10)].
Click here to view code image
>>> my_list = [x + 10 for x in range(10)]
>>> my_list
[10, 11, 12, 13, 14, 15, 16, 17, 18, 19]
The results when using a for structure and a list comprehension are the same. The next example uses a list comprehension to fill a list with powers of 2:
Click here to view code image
>>> potwo = [2**x for x in range(1, 13)]
>>> print potwo
[2, 4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096]
The next list comprehension fills a list with even numbers. The if clause returns values only if the remainder after dividing a number by 2 is 0 (if x % 2 == 0).
Click here to view code image
>>> [x for x in range(1,11) if x % 2 == 0]
[2, 4, 6, 8, 10]
The final example shows nested list comprehensions. It nests for loops and uses x + y to catenate the elements of both lists in all combinations.
Click here to view code image
>>> A = ['a', 'b', 'c']
>>> B = ['1', '2', '3']
>>> all = [x + y for x in A for y in B]
>>> print all
['a1', 'a2', 'a3', 'b1', 'b2', 'b3', 'c1', 'c2', 'c3']



Chapter Summary

Python is an interpreted language: It translates code into bytecode at runtime and executes the bytecode within the Python virtual machine. You can run a Python program from the Python interactive shell or from a file. The Python interactive shell is handy for development because you can use it to debug and execute code one line at a time and see the results immediately. Within the Python interactive shell, Python displays output from any command line that does not have an action. From this shell you can give the command help() to use the Python help feature or you can give the command help('object') to display help on object.

Functions help improve code readability, efficiency, and expandability. Many functions are available when you first call Python (builtin functions) and many more are found in libraries that you can download and/or import. Methods are similar to functions except they work on objects whereas functions stand on their own. Python allows you to define both normal functions and nameless functions called Lambda functions.

Python enables you to read from and write to files in many ways. The open() function opens a file and returns a file object called a file handle. Once the file is opened, you direct input and output using the file handle. When you are finished working with a file, it is good practice to close it. The pickle module allows you to store an object in a file in a standard format for later use by the same or a different program.

A Python list is an object that comprises one or more elements; it is similar to an array in C or Java. An important feature of lists is that they are iterable, meaning a control structure such as for can loop (iterate) through each item in a list. A Python dictionary holds unordered key–value pairs in which the keys are unique. Like lists, dictionaries are iterable.

Python implements many control structures, including if...else, if...elif...else, while, and for. Unlike most languages, Python requires SPACEs (or TABs) at the beginning of lines in a control structure. The indented code marks a logical block, or section of code, that is part of the control structure.

Python regular expressions are implemented by the Python re (regular expression) module. You must give the command import re before you can use the re methods.

Exercises

1. What is meant by implied display? Is it available in the Python interactive shell or from a program file? Provide a simple example of implied display.

2. Write and run a Python program that you store in a file. The program should demonstrate how to prompt the user for input and display the string the user entered.

3. Using the Python interactive shell, instantiate a list that holds three-letter abbreviations for the first six months of the year and display the list.

4. Using the Python interactive shell, use a for control structure to iterate through the elements of the list you instantiated in exercise 3 and display each abbreviated name followed by a period on a line by itself. (Hint: The period is a string.)

5. Using the Python interactive shell, put the elements of the list you instantiated in exercise 3 in alphabetical order.

6. Instantiate a dictionary in which the keys are the months in the third quarter of the year and the values are the number of days in the corresponding month. Display the dictionary, the keys, and the values. Add the tenth month of the year to the dictionary and display the value of that month only.

7. What does iterable mean? Name two builtin objects that are iterable. Which control structure can you use to loop through an iterable object?

8. Write and demonstrate a Lambda function named stg() that appends .txt to its argument. What happens when you call the function with an integer?

Advanced Exercises

9. Define a function named cents that returns its argument divided by 100 and truncated to an integer. For example:

>>> cents(12345)
123

10. Define a function named cents2 that returns its argument divided by 100 exactly (and includes decimal places if necessary). Make sure your function does not truncate the answer. For example:

>>> cents2(12345)
123.45

11. Create a list that has four elements. Make a copy of the list and change one of the elements in the copy. Show that the same element in the original list did not change.

12. Why does the following assignment statement generate an error?

Click here to view code image

>>> x.y = 5
Traceback (most recent call last):
  File "<stdin>", line 1, in <module>
NameError: name 'x' is not defined

13. Call map() with two arguments:

1. A Lambda function that returns the square of the number it was called with

2. A list holding the even numbers between 4 and 15; generate the list inline using range()

14. Use a list comprehension to display the numbers from 1 through 30 inclusive that are divisible by 3.

15. Write a function that takes an integer, val, as an argument. The function asks the user to enter a number. If the number is greater than val, the function displays Too high. and returns 1; if the number is less than val, the function displays Too low. and returns –1; if the number equals val, the function displays Got it! and returns 0. Call the function repeatedly until the user enters the right number.

16. Rewrite exercise 15 to call the function with a random number between 0 and 10 inclusive. (Hint: The randint function in the random library returns a random number between its two arguments inclusive.)

17. Write a function that counts the characters in a string the user inputs. Then write a routine that calls the function and displays the following output.

Click here to view code image

$ ./count_letters.py
Enter some words: The rain in Spain
The string "The rain in Spain" has  17 characters in it.

18. Write a function that counts the vowels (aeiou) in a string the user inputs. Make sure it counts upper- and lowercase vowels. Then write a routine that calls the function and displays the following output.

Click here to view code image

$ ./count_vowels.py
Enter some words: Go East young man!
The string "Go East young man!" has  6 vowels in it.

19. Write a function that counts all the characters and the vowels in a string the user inputs. Then write a routine that calls the function and displays the following output.

Click here to view code image

$ ./count_all.py
Enter some words: The sun rises in the East and sets in the West.
13 letters in 47 are vowels.
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Terminology
Installing a MariaDB Server and Client
Client Options
Setting Up MariaDB
Creating a Database
Adding a User
Examples
Creating a Table
Adding Data
Backing Up a Database
Modifying Data



Objectives

After reading this chapter you should be able to:

[image: ] Explain what SQL is and how it relates to MariaDB

[image: ] Explain what a database, table, row, and column are and the relationship between them

[image: ] Install a MariaDB server and client on the local system

[image: ] Set up MariaDB, including a ~/.my.cnf file for a user

[image: ] Create a database and add a user

[image: ] Add data to and retrieve data from the database

[image: ] Modify data in the database

[image: ] Add a second table and write joins to retrieve data from both tables

History

MySQL

MySQL (My Structured Query Language) is an implementation of SQL. It is the world’s most popular open-source RDBMS (relational database management system). It is extremely fast and is used by some of the most frequently visited Web sites on the Internet, including Google, Facebook, Twitter, Yahoo, YouTube, and Wikipedia. Recently, however, some of these companies have moved to MariaDB, which is explained next. Fedora/RHEL has replaced MySQL in its repositories with MariaDB, and Wikipedia has also converted.

Michael “Monty” Widenius and David Axmark started development of MySQL in 1994. In 2008 Sun Microsystems bought MySQL.

MariaDB

In 2009, not happy with the development process of MySQL under Sun Microsystems, Mr. Widenius left Sun and founded a company named The Monty Program to work on a fork of MySQL named MariaDB. In 2010, when Oracle Corporation acquired Sun Microsystems, most of the MySQL developers left Sun to join the MySQL forks MariaDB and Drizzle (www.drizzle.org).

Compatibility

Today, MariaDB is a community-developed fork of MySQL that is dedicated to FOSS software (page 7) released under the GNU GPL (page 5). Currently, MariaDB is a drop-in replacement for MySQL and uses the same commands as MySQL; only the package names differ (but see mariadb.com/kb/en/mariadb-vs-mysql-compatibility). However, MariaDB is planning to introduce significant changes in the next version; at that time there might no longer be compatibility at the feature level. However, one would expect MariaDB to maintain protocol compatibility with MySQL into the future. Visit mariadb.com/blog/explanation-mariadb-100 for more information.


Tip: MariaDB or MySQL?
Because MariaDB is a fork of MySQL, almost all of the code is the same. The places where the code differs do not affect the examples or descriptions in this chapter. The examples in this chapter were tested against MariaDB. If you want to work with MySQL, install the community-mysql package. Unless you explicitly install the community-mysql package, Fedora installs MariaDB. For more information visit fedoraproject.org/wiki/Features/ReplaceMySQLwithMariaDB.



Interfaces

Many programming languages provide interfaces and bindings to MariaDB, including C, Python, PHP, and Perl. In addition, you can access a MariaDB database using the industry-standard ODBC (Open Database Connectivity) API. You can also call MariaDB from a shell script or the command line. MariaDB is a core component of the popular LAMP (Linux, Apache, MariaDB, PHP/Perl/Python) open-source enterprise software stack.

[image: ] Notes

MariaDB has a separate set of users from Linux: Users who have MariaDB accounts might not have Linux accounts, and vice versa. As installed, the name of the MariaDB administrator is root. Because the MariaDB root user is not the same as the Linux root user, it can (and should) have a different password.

MariaDB does not automatically create a database when you create a MariaDB user; users and databases are not rigidly bound.

SQL is free form with respect to whitespace and NEWLINEs.

Terminology

This section briefly describes some basic terms used when working with a relational database. See Figure 29-1.

[image: ]

Figure 29-1 A few rows from the people table in the maxdb database

Database—A structured set of persistent data comprising one or more tables.

Row—An ordered set of columns in a table. Also record or tuple.

Column—A set of one type of values, one per row in a table. Certain columns might be designated as keys. Keys are indexed to speed up access to specific values in the column. Also field or attribute.

Join—Two (or more) rows, each from a different table, that are tied together by means of the relationships between values in two (or more) columns. For example, two rows, each from a different table, can be joined based on equal values in two columns.

RDBMS—Relational database management system. A database based on the relational model developed by E. F. Codd comprising tables of data. Codd used the term relations for what SQL calls tables, thus the name of the database.

SQL—Structured Query Language. An industry-standard language for creating, updating, and querying relational databases. SQL is not part of the relational model but is often associated with it.

MariaDB/MySQL—Software brands or implementations of SQL.

Table—A collection of rows in a relational database. Also relation.


Tip: MariaDB/MySQL is an implementation of SQL
This chapter is about SQL and MariaDB. It explains how to set up a MariaDB server and client. It also shows examples of how to run SQL queries under MariaDB.



Syntax and Conventions

An SQL program comprises one or more statements, each terminated by a semicolon (;) or \g. Although keywords in statements are not case sensitive, this book shows keywords in uppercase letters for clarity. Database and table names are case sensitive; column names are not.

The following example shows a multiline SQL statement (query) that includes both the primary interpreter prompt (MariaDB [maxdb]>; maxdb is the name of the selected database) and the secondary interpreter prompt (–>). SELECT, FROM, and WHERE are keywords. This statement displays the value of the name column from the table named people in rows where the value in the store column is 4.

Click here to view code image

MariaDB [maxdb]> SELECT          name
    ->                   FROM    people
    ->                   WHERE   store = 4;

Comments

You can specify a comment in one of three ways in an SQL program. These techniques work in SQL command files and when you are working with MariaDB interactively.

1. A hash sign (#) marks the beginning of a comment that continues to the end of the line (the NEWLINE character).

Click here to view code image

# The following line holds an SQL statement and a comment
USE maxdb;    # Use the maxdb database

2. A double hyphen (––) marks the beginning of a comment that continues to the end of the line (the NEWLINE character). The double hyphen must be followed by whitespace (one or more SPACEs and/or TABs).

Click here to view code image

-- The following line holds an SQL statement and a comment
USE maxdb;    -- Use the maxdb database

3. As in the C programming language, you can surround a (multiline) comment with /* and */.
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/* The line following this multiline
comment holds an SQL statement
and a comment */
USE maxdb;    /* Use the maxdb database */

Data Types

When you create a table, you specify the name and data type of each column in the table. Each data type is designed to hold a certain kind of data. For example, data type CHAR holds strings of characters while DATE holds dates. The examples in this section use the following data types, a small sampling of those available under MariaDB.

• CHAR(n)—Stores a string of up to n characters where 0 <= n <= 255. You must enclose strings within single or double quotation marks. When you store a string in a type CHAR column, MariaDB right-pads the string with SPACEs to make an n-character string. When you retrieve a type CHAR string, MariaDB strips the trailing SPACEs. Occupies n bytes (CHAR has a fixed length).

• VARCHAR(n)—Stores a string of up to n characters where 0 <= n <= 65,535. You must enclose strings within single or double quotation marks. MariaDB does not pad strings stored in type VARCHAR columns. With a string length of L, occupies L + 1 bytes if 0 <= L <= 255 and L + 2 bytes if L > 255. (VARCHAR has a variable length.) See page 1130 for an example.


Tip: VARCHARs might slow large queries
MariaDB converts VARCHAR columns to CHAR for operations that generate temporary tables (e.g., sorting, including ORDER BY and GROUP BY). Thus declaring large VARCHAR values [e.g., VARCHAR(255)] for columns that require frequent sorting will result in very large temporary tables that tend to slow queries.



• INTEGER—Stores a 4-byte integer.

• DATE—Stores a date. MariaDB sets a DATE variable to 0 if you specify an illegal value. Occupies 3 bytes.

• BOOL—A synonym for TINYINT. A value of 0 evaluates as false and 1–255 evaluate as true. Occupies 1 byte. When you specify data type BOOL, MariaDB changes it to a TINYINT.

More Information

Home pages: mariadb.org, www.mysql.com

Documentation: mariadb.com/kb/en/MariaDB, dev.mysql.com/doc

Introduction: mariadb.com/kb/en/getting-started, dev.mysql.com/tech-resources/articles/mysql_intro.html

Fedora moves to MariaDB: fedoraproject.org/wiki/Features/ReplaceMySQLwithMariaDB

MariaDB/MySQL compatibility: mariadb.com/kb/en/mariadb-vs-mysql-compatibility

MariaDB next version: mariadb.com/blog/explanation-mariadb-100

Command syntax: dev.mysql.com/doc/refman/5.6/en/sql-syntax.html

Data types: dev.mysql.com/doc/refman/5.6/en/data-types.html

Joins: www.codinghorror.com/blog/2007/10/a-visual-explanation-of-sql-joins.html, mysqljoin.com

ODBC: dev.mysql.com/downloads/connector/odbc

Security: blog.mariadb.org/tag/security, www.kitebird.com/articles/ins-sec.html (dated)

Backing up databases: webcheatsheet.com/SQL/mysql_backup_restore.php, www.thegeekstuff.com/2008/09/backup-and-restore-mysql-database-using-mysqldump

Installing a MariaDB Server and Client

This section briefly covers installing the MariaDB client and server packages and starting the server running.


Tip: You must remove anonymous MariaDB users
When you install the MariaDB server, the MariaDB database is set up to allow anonymous users to log in and use MariaDB. The examples in this chapter will not work unless you remove these users from the MariaDB database. See “Removing Anonymous Users” on page 1119.



Install the following packages:

• mariadb

• mariadb-server

Working as a privileged user under Fedora, give the following commands to always start the mariadb service when the system enters multiuser mode and to start the mariadb service immediately:

Click here to view code image

# systemctl enable mariadb.service
# systemctl start mariadb.service

Client Options

This section describes some of the options you can use on the MariaDB client command line. The options preceded by a single hyphen and those preceded by a double hyphen are equivalent.

––disable-reconnect

Does not attempt to connect to the server again if the connection is dropped. See ––reconnect.

––host=hostname

–h hostname

Specifies the address of the MariaDB server as hostname. Without this option MariaDB connects to a local unix socket (/var/lib/mysql/mysql.sock).

––password[=passwd]

–p[passwd]

Specifies the MariaDB password as passwd. For improved security, do not specify the password on the command line. With this option and no password, MariaDB prompts for a password. By default MariaDB does not use a password. The short form of this option does not accept a SPACE between the –p and passwd.

––reconnect

Attempts to connect to the server again if the connection is dropped (default). Disable this behavior using ––disable-reconnect.

––skip-column-names

Does not display column names in results.

––user=usr

–u usr

Specifies the MariaDB user as usr. Without this option, usr defaults to the username of the user running the MariaDB command.

––verbose

–v

Increases the amount of information MariaDB displays. Use this option multiple times to increase verbosity. This option displays MariaDB statements as they are executed when running from a command file.

Setting Up MariaDB

You must remove the anonymous users from the MariaDB database before MariaDB will allow you to run commands working as yourself (or as Max if you follow the examples in this section). You can work as the MariaDB user named root without removing the anonymous users. To run commands as the MariaDB user named root in cases where this user does not have a password, you can either not specify a password or else press RETURN when prompted for a password. In a production environment, you can improve security of a MariaDB database by giving a password to the MariaDB user named root.

Of the following three steps, only the second, “Removing Anonymous Users,” is required. The first step, “Assigning a Password to the MariaDB User Named root,” makes a database more secure and is a good idea in a production environment.

You can use the third step, “Running the Secure Installation Script,” in place of the first two steps. This script removes anonymous users, assigns a password to the MariaDB user named root, and takes other actions to make MariaDB more secure.

Assigning a Password to the MariaDB User Named root

The following command, run as a nonprivileged user, assigns mysql-password as the password for the MariaDB user named root.

Click here to view code image

$ mysqladmin -u root password 'mysql-password'

Removing Anonymous Users

The following commands, which you can run as a nonprivileged user, remove the anonymous users from the MariaDB database, yielding a more secure system. The –u option causes MariaDB to run as the MariaDB user named root. The –p option causes MariaDB to prompt for the password (for the MariaDB user named root). In response to the prompt, enter the password you assigned to the MariaDB user named root.

Click here to view code image

$ mysql -u root -p
Enter password:
...
MariaDB [(none)]> DELETE FROM     mysql.user
    ->                   WHERE    user='';
Query OK, 2 rows affected (0.00 sec)


MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)


MariaDB [(none)]> quit
Bye

Running the Secure Installation Script

In place of the two preceding steps, you can run the following command, which allows you to assign a password to the MariaDB user named root, removes anonymous users, disallows remote MariaDB root logins, and removes the test database that ships with MariaDB.

$ mysql_secure_installation

~/.my.cnf: Configures a MariaDB Client

You can use the ~/.my.cnf file to set MariaDB client options. The following example shows Max’s .my.cnf file. The [mysql] specifies the MariaDB group. The user line is useful if your Linux and MariaDB usernames are different. Setting user to max when Max’s Linux username is max is not necessary. The password line sets Max’s MariaDB password to mpasswd. With this setup, Max does not have to use –p on the command line; MariaDB logs him in automatically. The database line specifies the name of the MariaDB database you want to work with so you do not need a USE statement at the beginning of a MariaDB program or session. Do not add the database line to this file until after you create the database (next) or you will not be able to use MariaDB.

$ cat /home/max/.my.cnf
[mysql]
user="max"
password="mpasswd"
database="maxdb"

Because this file can hold a password and other sensitive information, setting permissions on this file so the user in whose home directory the file resides owns the file and only the owner can read the file makes the MariaDB data more secure.

~/.mysql_history: Stores Your MariaDB History

MariaDB writes each of the statements it executes to a file named ~/.mysql_history. Because MariaDB can write passwords to this file, setting permissions on this file so the user in whose home directory the file resides owns the file and only the owner can read the file makes the MariaDB data more secure. If you do not want to store your MariaDB history, delete this file and re-create it as a symbolic link to /dev/null.

Click here to view code image

$ rm ~/.mysql_history
$ ln -s /dev/null ~/.mysql_history

Creating a Database

If the MariaDB username you add is the same as your Linux username, you will not have to specify a username on the MariaDB command line. In the following example, Max works as the MariaDB user named root (–u root). The –p option causes MariaDB to prompt for the password. In response to the Enter password prompt, Max supplies the password for the MariaDB user named root. If the MariaDB user named root does not have a password, press RETURN in response to the prompt.

CREATE DATABASE, SHOW DATABASES

Max uses a CREATE DATABASE statement to create a database named maxdb and a SHOW DATABASES statement to display the names of all databases. This command shows the name of the maxdb database and several system databases.

Click here to view code image

$ mysql -u root -p
Enter password:
Welcome to the MariaDB monitor.  Commands end with ; or \g.
Your MariaDB connection id is 5
Server version: 5.5.31-MariaDB MariaDB Server
...
Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.


MariaDB [(none)]> CREATE DATABASE maxdb;
Query OK, 1 row affected (0.00 sec)


MariaDB [(none)]> SHOW DATABASES;
+--------------------+
| Database           |
+--------------------+
| information_schema |
| maxdb              |
| mysql              |
| performance_schema |
| test               |
+--------------------+
5 rows in set (0.00 sec)

If you try to create a database that already exists, MariaDB displays an error message.
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MariaDB [(none)]> CREATE DATABASE maxdb;
ERROR 1007 (HY000): Can't create database 'maxdb'; database exists

USE

You must tell MariaDB the name of the database you want to work with. If you do not give MariaDB this information, you must prefix the names of tables with the name of the database. For example, you would need to specify the people table in the maxdb database as maxdb.people. When you specify the maxdb database in the ~/.my.cnf file (page 1120) or with a USE statement, you can refer to the same table as people. In the following example, Max uses a USE statement to specify maxdb as the database he is working with. Once you specify a database, MariaDB includes its name in the prompt.

$ mysql
MariaDB [(none)]> USE maxdb;
Database changed
MariaDB [maxdb]>

Adding a User

Before starting to work with the database, create a user so you do not have to work as the MariaDB user named root. You must work as the MariaDB user named root to create a MariaDB user.

Continuing with his previous MariaDB session, Max adds the MariaDB user named max with a password of mpasswd. The GRANT statement gives Max the permissions he needs to work (as the user named max) with the maxdb database. When using the MariaDB interpreter, Query OK indicates that the preceding statement was syntactically correct. Within an SQL statement, you must surround all character and date strings with quotation marks.
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MariaDB [(none)]> GRANT           ALL PRIVILEGES
    ->                    ON      maxdb.* to 'max'
    ->                    IDENTIFIED BY 'mpasswd'
    ->                    WITH GRANT OPTION;
Query OK, 0 rows affected (0.00 sec)


MariaDB [(none)]> SELECT          user, password
    ->                    FROM    mysql.user;
+------+-------------------------------------------+
| user | password                                  |
+------+-------------------------------------------+
| root | *96D4C5B9348F896B0B593EA4DC1B653156799FDD |
...
| max  | *34432555DD6C778E7CB4A0EE4551425CE3AC0E16 |
+------+-------------------------------------------+
5 rows in set (0.00 sec)


MariaDB [(none)]> quit
Bye

In the preceding example, after setting up the new user, Max uses a SELECT statement to query the user table of the mysql database and display the user and password columns. The password column displays encrypted passwords. Two users now exist: root and max. Max gives the command quit to exit from the MariaDB interpreter.

Working as the MariaDB user max, Max can now set up a simple database to keep track of people. He does not need to use the –u option on the command line because his Linux username and his MariaDB username are the same.
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This section follows Max as he works with MariaDB. You must follow the steps described under “Setting Up MariaDB” on page 1119 to remove anonymous users and under “Adding a User” on page 1122 to create the maxdb database and add the MariaDB user named max. If you do not follow these steps, you will not be able to use MariaDB as described in this section.

Logging In

You must log in to MariaDB before you can use it interactively.

You can specify a MariaDB username in the ~/.my.cnf file (page 1120) or by using the ––user (–u) option on the command line. If you do not specify a user in one of these ways, MariaDB assumes your MariaDB username is the same as your Linux username. The examples in this section assume Max is logging in to MariaDB as max (and has not specified a username in the ~/.my.cnf file).

If a MariaDB account has a password, you must specify that password to log in. You can specify a password in the ~/.my.cnf file or by using the ––password (–p) option on the command line. Without specifying his password in his ~/.my.cnf file, Max would log in on the MariaDB interactive interpreter using the following command:

$ mysql -p
Enter password: mpasswd
...

With his password specified in the ~/.my.cnf file as shown on page 1120, Max can log in without the –p option:

$ mysql
...

Creating a Table

This section assumes Max has specified his password in his ~/.my.cnf file.

CREATE TABLE

Before you can work with a database, you must create a table to hold data. To get started, Max uses the following CREATE TABLE statement to create a table named people in the maxdb database. This table has four columns. The USE statement specifies the name of the database.
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$ mysql
MariaDB [(none)]> USE maxdb;
Database changed


MariaDB [maxdb]> CREATE TABLE    people (
    ->                   name    CHAR(10),
    ->                   hired   DATE,
    ->                   store   INTEGER,
    ->                   hourly  BOOL
    ->                   );
Query OK, 0 rows affected (0.01 sec)

SQL is free form with respect to whitespace and NEWLINEs. Max could have written the preceding statement as follows:
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MariaDB [maxdb]> CREATE TABLE people (name CHAR(10),
    ->           hired DATE, store INTEGER, hourly BOOL);

SHOW TABLES

After creating the table, Max uses a SHOW TABLES statement to display a list of tables in the maxdb database.

MariaDB [maxdb]> SHOW TABLES;
+-----------------+
| Tables_in_maxdb |
+-----------------+
| people          |
+-----------------+
1 row in set (0.00 sec)

DESCRIBE

Next, Max uses a DESCRIBE statement to display a description of the table named people.
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MariaDB [maxdb]> DESCRIBE people;
+--------+------------+------+-----+---------+-------+
| Field  | Type       | Null | Key | Default | Extra |
+--------+------------+------+-----+---------+-------+
| name   | char(10)   | YES  |     | NULL    |       |
| hired  | date       | YES  |     | NULL    |       |
| store  | int(11)    | YES  |     | NULL    |       |
| hourly | tinyint(1) | YES  |     | NULL    |       |
+--------+------------+------+-----+---------+-------+
4 rows in set (0.00 sec)

Figure 29-1 on page 1115 shows part of the people table after data has been entered in it.

ALTER TABLE

Max decides that the hourly column should default to true. He uses an ALTER TABLE statement to modify the table so he does not have to delete the table and create it again. He then checks his work using a DESCRIBE statement; the hourly column now defaults to 1, which evaluates as true.
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MariaDB [maxdb]> ALTER TABLE     people
    ->                   MODIFY  hourly BOOL DEFAULT TRUE;
Query OK, 0 rows affected (0.00 sec)
Records: 0  Duplicates: 0  Warnings: 0

MariaDB [maxdb]> DESCRIBE people;
+--------+------------+------+-----+---------+-------+
| Field  | Type       | Null | Key | Default | Extra |
+--------+------------+------+-----+---------+-------+
| name   | char(10)   | YES  |     | NULL    |       |
| hired  | date       | YES  |     | NULL    |       |
| store  | int(11)    | YES  |     | NULL    |       |
| hourly | tinyint(1) | YES  |     | 1       |       |
+--------+------------+------+-----+---------+-------+
4 rows in set (0.00 sec)

Adding Data

This section describes several ways to enter information into a database.
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Next, Max uses an INSERT INTO statement to try to add a row of data to the people table. Following the first command, MariaDB displays an error saying it does not know about a column named topsy; Max forgot to put quotation marks around the string topsy so MariaDB parsed topsy as the name of a column. Max includes the quotation marks in the second command.
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MariaDB [maxdb]> INSERT INTO     people
    ->                   VALUES ( topsy, '2012/11/01', 4, FALSE);
ERROR 1054 (42S22): Unknown column 'topsy' in 'field list'

MariaDB [maxdb]> INSERT INTO     people
    ->                   VALUES ( 'topsy', '2012/11/01', 4, FALSE);
Query OK, 1 row affected (0.00 sec)

The preceding INSERT INTO statement did not specify which columns the values were to be inserted into; it specified values for all four columns. The next INSERT INTO statement specifies values to be added to the name and store columns; MariaDB sets the other columns in the new rows to their default values.
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MariaDB [maxdb]> INSERT INTO     people (name, store)
    ->                   VALUES ( 'percy', 2 ),
    ->                          ( 'bailey', 2 );
Query OK, 2 rows affected (0.00 sec)
Records: 2  Duplicates: 0  Warnings: 0


MariaDB [maxdb]> QUIT
Bye

LOAD DATA LOCAL INFILE

The preceding examples showed how to work with MariaDB interactively. The next example shows how to run MariaDB with statements in a command file. At the beginning of the preceding interactive session, Max gave the command USE maxdb so MariaDB knew which database the following commands worked with. When you specify commands in a file, you must tell MariaDB which database the commands work with; each file of commands must start with a USE statement or MariaDB will return an error. Alternately, you can specify the name of the database in your ~/.my.cnf file (page 1120).

The following example adds three rows to the people table from a text file named addfile. In addfile, each line holds data for a single row, with a single TAB separating each column from the next. The \N specifies a null value. The file is not terminated with a NEWLINE; if it were, MariaDB would insert a row of NULLs. Unlike interactive mode, when you run MariaDB from a command file, it does not display a message if everything worked properly. You can use the –v (verbose) option to cause MariaDB to display information about the commands it is executing. Multiple –v options display more information.

To run SQL commands from a file, enter the command mysql and redirect input to come from the command file. The following mysql command uses two –v options so MariaDB displays statements as it executes them and displays the results of statements after it executes them; input is redirected to come from load.
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$ cat load
USE maxdb;


LOAD DATA LOCAL INFILE '/home/max/addfile'
        INTO TABLE people;


$ cat addfile
max     \N      4       0
zach    09-03-24        6       0
sam     2008-01-28      6       1


$ mysql -vv < load
--------------
LOAD DATA LOCAL INFILE '/home/max/addfile'
        INTO TABLE people
--------------


Query OK, 3 rows affected
Records: 3  Deleted: 0  Skipped: 0  Warnings: 0


Bye
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SELECT

The SELECT statement queries the database and displays the data the query returns. Within a SELECT statement, SQL interprets an asterisk (*) to mean all columns in a table. The following interactive query displays all columns of all rows of the people table in the maxdb database.
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$ mysql
MariaDB [(none)]> USE maxdb;
MariaDB [maxdb]> SELECT          *
    ->                   FROM    people;
+--------+------------+-------+--------+
| name   | hired      | store | hourly |
+--------+------------+-------+--------+
| topsy  | 2012-11-01 |     4 |      0 |
| percy  | NULL       |     2 |      1 |
| bailey | NULL       |     2 |      1 |
| max    | NULL       |     4 |      0 |
| zach   | 2009-03-24 |     6 |      0 |
| sam    | 2008-01-28 |     6 |      1 |
+--------+------------+-------+--------+
6 rows in set (0.00 sec)
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When you run queries from a command file, MariaDB does not line up in columns the data it outputs, but rather simply separates each column from the next using a TAB. This minimal formatting allows you to redirect and format the output as you please. Typically, if you want to redirect the data, you will not specify any –v options so MariaDB does not display any messages. The next command includes an ORDER BY clause in the SELECT statement to sort the output. It uses the sel2 command file and sends the output through tail to strip the header.
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$ cat sel2
use maxdb;
SELECT          *
        FROM    people
        ORDER BY name;


$ mysql < sel2 | tail -n +2
bailey  NULL    2       1
max     NULL    4       0
percy   NULL    2       1
sam     2008-01-28      6       1
topsy   2012-11-01      4       0
zach    2009-03-24      6       0
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The next example shows a SELECT statement with a WHERE clause. A WHERE clause causes SELECT to return only those rows that match specified criteria. In this example, the WHERE clause causes SELECT to return only rows in which the value in the store column is 4. In addition, this SELECT statement returns a single column (name). The result is a list of the names of the people who work in store number 4.

Click here to view code image

MariaDB [maxdb]> SELECT          name
    ->                   FROM    people
    ->                   WHERE   store = 4;
+-------+
| name  |
+-------+
| topsy |
| max   |
+-------+
2 rows in set (0.00 sec)

The next example shows the use of a relational operator in a WHERE clause. Here the SELECT statement returns the names of people who work in stores with numbers greater than 2.

Click here to view code image

MariaDB [maxdb]> SELECT          name
    ->                   FROM    people
    ->                   WHERE   store > 2;
+-------+
| name  |
+-------+
| topsy |
| max   |
| zach  |
| sam   |
+-------+
4 rows in set (0.00 sec)

LIKE

You can also use the LIKE operator in a WHERE clause. LIKE causes SELECT to return rows in which a column contains a specified string. Within the string that follows LIKE, a percent sign (%) matches any string of zero or more characters while an underscore (_) matches any single character. The following query returns rows in which the name column contains an m.

Click here to view code image

MariaDB [maxdb]> SELECT          name,
    ->                           store
    ->                   FROM    people
    ->                   WHERE   name LIKE '%m%';
+------+-------+
| name | store |
+------+-------+
| max  |     4 |
| sam  |     6 |
+------+-------+
2 rows in set (0.00 sec)

Backing Up a Database

mysqldump

The mysqldump utility can back up and restore a database. Backing up a database generates a file of SQL statements that create the tables and load the data. You can use this file to restore the database from scratch. The next example shows how Max can back up the maxdb database to a file named maxdb.bkup.sql.

Click here to view code image

$ mysqldump -u max -p maxdb > maxdb.bkup.sql
Enter password:

Be careful: The following restore procedure will overwrite an existing database. Before you can restore a database, you must create the database as explained on page 1121. After creating the maxdb database, Max runs MariaDB with input coming from the file that mysqldump created. After giving the following command, the maxdb database is in the same state it was in when Max backed it up.

Click here to view code image

$ mysql -u max -p maxdb < maxdb.bkup.sql
Enter password:

Modifying Data

[image: ] DELETE FROM

The DELETE FROM statement removes one or more rows from a table. The next example deletes the rows from the people table where the name column holds bailey or percy.

Click here to view code image

MariaDB [maxdb]> DELETE FROM     people
    ->                   WHERE   name='bailey'
    ->                           OR name='percy';
Query OK, 2 rows affected (0.00 sec)

[image: ] UPDATE

The UPDATE statement changes data in a table. The following example sets the hourly column to TRUE (1) in the rows where the name column contains sam or topsy. The MariaDB messages show the query matched two rows (sam and topsy) but changed only one row. It changed hourly in the row with topsy; in the row with sam, hourly was already set to TRUE.

Click here to view code image

MariaDB [maxdb]> UPDATE          people
    ->                   SET     hourly = TRUE
    ->                   WHERE   name = 'sam' OR
    ->                           name = 'topsy';
Query OK, 1 row affected (0.00 sec)
Rows matched: 2  Changed: 1  Warnings: 0

CURDATE()

The CURDATE() function returns today’s date. The next example sets the hired column to today’s date in the row where name contains max.

Click here to view code image

MariaDB [maxdb]> UPDATE          people
    ->                   SET     hired = CURDATE()
    ->                   WHERE   name = 'max';
Query OK, 1 row affected (0.00 sec)
Rows matched: 1  Changed: 1  Warnings: 0

The next query shows the results of the preceding DELETE FROM and UPDATE statements.
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MariaDB [maxdb]> select * from people;
+-------+------------+-------+--------+
| name  | hired      | store | hourly |
+-------+------------+-------+--------+
| topsy | 2012-11-01 |     4 |      1 |
| max   | 2012-02-12 |     4 |      0 |
| zach  | 2009-03-24 |     6 |      0 |
| sam   | 2008-01-28 |     6 |      1 |
+-------+------------+-------+--------+
4 rows in set (0.00 sec)

Creating a Second Table

Next, the setup.stores SQL command file creates, populates, and displays the stores table in the maxdb database.

Click here to view code image

$ mysql -vv < setup.stores
--------------
CREATE TABLE    stores (
                name VARCHAR(20),
                number INTEGER,
                city VARCHAR(20)
                )
--------------


Query OK, 0 rows affected


--------------
INSERT INTO     stores
        VALUES  ( 'headquarters', 4, 'new york' ),
                ( 'midwest', 5, 'chicago' ),
                ( 'west coast', 6, 'san francisco' )
--------------


Query OK, 3 rows affected
Records: 3  Duplicates: 0  Warnings: 0


--------------
SELECT          *
        FROM    stores
--------------


name    number  city
headquarters    4       new york
midwest 5       chicago
west coast      6       san francisco
3 rows in set

VARCHAR

The stores table has columns named name, number, and city. The data type for the name and city columns is VARCHAR. A VARCHAR column stores a variable-length string without the padding required by a CHAR column. In this example, the name and city columns can store up to 20 characters each.

The size of a VARCHAR is the sum of the length prefix plus the number of characters in the string being stored. The length prefix for a column declared to hold fewer than 255 characters is 1 byte; larger columns have a 2-byte length prefix. In contrast, a CHAR column always occupies the number of characters it was declared to be.

The number in parentheses in a VARCHAR declaration specifies the maximum number of characters any row in the column can hold. In the example, the city column is declared to be VARCHAR(20) so a row in that column cannot hold more than 20 characters. The row with new york in the city column takes up 9 bytes of storage (8 + 1). If the column had been declared to be CHAR(20), each row would occupy 20 bytes, regardless of the length of the string it held.
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A join operation combines rows from/across two or more related tables in a database according to some relationship between these tables. Take the maxdb database, for example: The people table has columns that hold information about employee name, hire date, the store where the employee works, and whether the employee is hourly (as opposed to salaried); the stores table has columns that hold information about the store name, number, and city it is located in. With this setup, you cannot determine which city an employee works in by querying either the people or stores table alone; you must join the tables to get this information.

You join tables using a SELECT statement that specifies a column in each of the tables and the relationship between those columns. The query that would satisfy the example specifies the store column in the people table and the number column in the stores table; the relationship between those columns is equality because both of those columns hold the store number. When you equate like values in these columns, you can display stores information for each name in the people table (or people information for each [store] number in the stores table).

The following query selects rows from the people and stores tables and joins the rows where the value of store in the people table equals the value of number in the stores table (store = number). This query uses an implicit join; it does not use the JOIN keyword. The examples following this one use JOIN. Using this keyword makes no difference in the results of the query, but you must use JOIN in certain types of queries.

Click here to view code image

MariaDB [maxdb]> SELECT          *
    ->                   FROM    people, stores
    ->                   WHERE   store = number;
+-------+------------+-------+--------+--------------+--------+---------------+
| name  | hired      | store | hourly | name         | number | city          |
+-------+------------+-------+--------+--------------+--------+---------------+
| topsy | 2012-11-01 |     4 |      1 | headquarters |      4 | new york      |
| max   | 2012-02-12 |     4 |      0 | headquarters |      4 | new york      |
| zach  | 2009-03-24 |     6 |      0 | west coast   |      6 | san francisco |
| sam   | 2008-01-28 |     6 |      1 | west coast   |      6 | san francisco |
+-------+------------+-------+--------+--------------+--------+---------------+
4 rows in set (0.00 sec)

Inner join

The preceding query demonstrates an inner join. If you like, you can use the keywords INNER JOIN in place of JOIN in this type of query. In each returned row, the value in people.store equals the value in stores.number. However, the stores table has a row with the value of 5 in the number column but no row exists in the people table with this value in the store column. As a result, these queries do not return a row with people.store and stores.number equal to 5.

Table names

When working with a relational database, you can refer to a column in a specific table as table_name.column_name (e.g., stores.name in the example database). While you are working with a single table, a column name is sufficient to uniquely identify the data you want to work with. When you work with several tables, you might need to specify both a table name and a column name to uniquely identify certain data. Specifically, if two columns have the same name in two tables that are being joined, you must specify both the table and the column to disambiguate the columns. The following query demonstrates the problem.

Click here to view code image

MariaDB [maxdb]> SELECT          *
    ->                   FROM    people, stores
    ->                   WHERE   store = number and
    ->                           name = 'max';
ERROR 1052 (23000): Column 'name' in where clause is ambiguous

In the preceding query, the column name is ambiguous: A column named name exists in both the people and stores tables. MariaDB cannot determine which table to use in the WHERE clause. The next query solves this problem. It uses people.name in the WHERE clause to specify that MariaDB is to use the name column from the people table.

Click here to view code image

MariaDB [maxdb]> SELECT          *
    ->                   FROM    people, stores
    ->                   WHERE   store = number and
                                 people.name = 'max';
+------+------------+-------+--------+--------------+--------+----------+
| name | hired      | store | hourly | name         | number | city     |
+------+------------+-------+--------+--------------+--------+----------+
| max  | 2012-05-01 |     4 |      0 | headquarters |      4 | new york |
+------+------------+-------+--------+--------------+--------+----------+
1 row in set (0.01 sec)

Even though it might not be necessary, it can make code and comments clearer to specify both a table and a column as in the following examples.

Table aliases

An alias for a table is another, usually shorter, name for the table. Aliases can make a SELECT statement easier to read. You declare table aliases in the FROM clause of a query. For example, the following clause declares p to be an alias for the people table and s to be an alias for the stores table.

Click here to view code image

FROM    people p JOIN stores s

With these aliases in place, you can refer to the people table as p and the stores table as s in the rest of the query.

The next example rewrites an earlier query using aliases and the JOIN keyword. In place of a comma between the table (and alias) names, this syntax uses the keyword JOIN. In place of WHERE it uses ON. Specifying p.store and s.number makes it clear that the store column of the people table (p.store) is being joined with the number column of the stores table (s.number). This query returns the same results as the preceding one.

Click here to view code image

SELECT          *
        FROM    people p JOIN stores s
        ON      p.store = s.number;

Outer join

An outer join can return rows in which the common column has a value that does not exist in both tables. You can specify a LEFT OUTER JOIN (or just LEFT JOIN) or a RIGHT OUTER JOIN (or just RIGHT JOIN). Left and right refer to the tables specified on the left and right of the keyword JOIN, respectively.

The next example demonstrates a right outer join. The outer table is stores, which has a value in the number column that does not have a match in the store column of the people table. SQL inserts null values in the columns from people in the joined row that does not have a match (stores.number = 5).

Click here to view code image

MariaDB [maxdb]> SELECT          *
    ->                   FROM    people p RIGHT JOIN stores s
    ->                   ON      p.store = s.number;
+-------+------------+-------+--------+--------------+--------+---------------+
| name  | hired      | store | hourly | name         | number | city          |
+-------+------------+-------+--------+--------------+--------+---------------+
| topsy | 2012-11-01 |     4 |      1 | headquarters |      4 | new york      |
| max   | 2012-02-12 |     4 |      0 | headquarters |      4 | new york      |
| zach  | 2009-03-24 |     6 |      0 | west coast   |      6 | san francisco |
| sam   | 2008-01-28 |     6 |      1 | west coast   |      6 | san francisco |
| NULL  | NULL       |  NULL |   NULL | midwest      |      5 | chicago       |
+-------+------------+-------+--------+--------------+--------+---------------+
5 rows in set (0.00 sec)

The following query performs an inner join to list the city that each person works in. A right outer join would show the cities that have no one working in them. A left outer join would show people who are not assigned to a store.

Click here to view code image

MariaDB [maxdb]> SELECT          p.name,
    ->                           city
    ->                   FROM    people p JOIN stores s
    ->                   ON      p.store = s.number;
+-------+---------------+
| name  | city          |
+-------+---------------+
| topsy | new york      |
| max   | new york      |
| zach  | san francisco |
| sam   | san francisco |
+-------+---------------+
4 rows in set (0.00 sec)

Subqueries

A subquery is a SELECT statement within the WHERE clause of another SELECT statement. The subquery returns a value or values that restrict the main query.

In the next example, the subquery returns the value of the number column from the stores table where the city column has a value of new york. The main query returns the value(s) from the name column of the people table where the value of the store column is equal to the value returned by the subquery. The result is a query that returns the names of people who work in New York.

Click here to view code image

$ cat sel4
use maxdb;


SELECT          name
        FROM    people
        WHERE   store =
       (SELECT          number
                FROM    stores
                WHERE   city = 'new york'
       );


$ mysql < sel4
name
topsy
max

The final example is a bash script that queries the MariaDB database created in this chapter. If you have not run the example commands it will not work. First the script checks that the user knows the database password. Then it displays a list of employees and asks which employee the user is interested in. It queries the database for information about that employee and displays the name of the store the employee works in and the city the store is located in.

Click here to view code image

$ cat employee_info
#! /bin/bash


#
# Script to display employee information
#


# Make sure user is authorized: Get database password
#
echo -n "Enter password for maxdb database: "
stty -echo
read pw
stty echo
echo
echo


# Check for valid password
#
mysql -u max -p$pw maxdb > /dev/null 2>&1 < /dev/null
if [ $? -ne 0 ]
    then
        echo "Bad password."
        exit 1
fi


# Display list of employees for user to select from
#
echo "The following people are employed by the company:"
mysql -u max -p$pw --skip-column-names maxdb <<+
SELECT name FROM people ORDER BY name;
+
echo
echo -n "Which employee would you like information about? "
read emp


# Query for store name
#
storename=$(mysql -u max -p$pw --skip-column-names maxdb <<+
SELECT stores.name FROM people, stores WHERE store = number AND people.name = "$emp";
+
)


# if null then user entered bad employee name
#
if [ "$storename" = "" ]
    then
        echo "Not a valid name."
        exit 1
fi


# Query for city name
#
storecity=$(mysql -u max -p$pw --skip-column-names maxdb <<+
SELECT city FROM people, stores WHERE store = number AND people.name = "$emp";
+
)


# Display report
#
echo
echo $emp works at the $storename store in $storecity

Chapter Summary

System administrators are frequently called upon to set up and run MariaDB databases. MariaDB/MySQL is the world’s most popular open-source RDBMS (relational database management system). It is extremely fast and is used by some of the most frequently visited Web sites on the Internet. Many programming languages provide interfaces and bindings to MariaDB, including C, PHP, Python, and Perl. You can also call MariaDB directly from a shell script or use it in a pipeline on the command line. MariaDB is a core component of the popular LAMP (Linux, Apache, MariaDB, PHP/Perl/Python) open-source enterprise software stack.

Exercises

1. List two ways you can specify the MariaDB password for a user to access MariaDB.

2. Using MariaDB interactively, create a database named dbsam that the user named sam can modify and grant privileges on. Set up Sam’s password to be porcupine. The MariaDB user named root has the password five22four.

3. What is a table? A row? A column?

4. Which commands would you use to set up a table in dbsam (created in exercise 2) named shoplist with the following columns of the specified types: day [DATE], store [CHAR(20)], lettuce [SMALLINT], soupkind [CHAR(20)], soupnum [INTEGER], and misc [VARCHAR(40)]?

5. Where can you find a list of MariaDB commands you have previously run?

Advanced Exercises

6. List two ways you can specify the name of a specific MariaDB database to work with.

7. What does a join do? When is a join useful?

8. Assume you are working with the people table in the maxdb database described in this chapter. Write a query that lists the names of all the people and their hire dates sorted by their names.

9. Assume you are working with the people and stores tables in the maxdb database described in this chapter. Write a query that sets up the aliases q and n for the people and stores tables, respectively. Have the query join the tables using the store column in the people table with the number column in the stores table. From left to right, have the query display the name of the city the person works in, the name of the person, and the person’s hire date. Sort the output by city name.
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A. Regular Expressions
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A regular expression defines a set of one or more strings of characters. A simple string of characters is a regular expression that defines one string of characters: itself. A more complex regular expression uses letters, numbers, and special characters to define many different strings of characters. A regular expression is said to match any string it defines.

This appendix describes the regular expressions used by ed, vim, emacs, grep, mawk/gawk, sed, Perl, and many other utilities. The regular expressions used in shell ambiguous file references are different and are described in “Filename Generation/Pathname Expansion” on page 165.

Characters

As used in this appendix, a character is any character except a NEWLINE. Most characters represent themselves within a regular expression. A special character, also called a metacharacter, is one that does not represent itself. If you need to use a special character to represent itself, you must quote it as explained on page 1143.

Delimiters

A character called a delimiter usually marks the beginning and end of a regular expression. The delimiter is always a special character for the regular expression it delimits (that is, it does not represent itself but marks the beginning and end of the expression). Although vim permits the use of other characters as delimiters and grep does not use delimiters at all, the regular expressions in this appendix use a forward slash (/) as a delimiter. In some unambiguous cases, the second delimiter is not required. For example, you can sometimes omit the second delimiter when it would be followed immediately by RETURN.

Simple Strings

The most basic regular expression is a simple string that contains no special characters except the delimiters. A simple string matches only itself (Table A-1). In the examples in this appendix, the strings that are matched are underlined and look like this.
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Table A-1 Simple strings

Special Characters

You can use special characters within a regular expression to cause the regular expression to match more than one string. A regular expression that includes a special character always matches the longest possible string, starting as far toward the beginning (left) of the line as possible.

Periods

A period (.) matches any character (Table A-2).
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Table A-2 Periods

Brackets

Brackets ([]) define a character class1 that matches any single character within the brackets (Table A-3). If the first character following the left bracket is a caret (^), the brackets define a character class that matches any single character not within the brackets. You can use a hyphen to indicate a range of characters. Within a character-class definition, backslashes and asterisks (described in the following sections) lose their special meanings. A right bracket (appearing as a member of the character class) can appear only as the first character following the left bracket. A caret is special only if it is the first character following the left bracket. A dollar sign is special only if it is followed immediately by the right bracket.

1. GNU documentation and POSIX call these List Operators and define Character Class operators as expressions that match a predefined group of characters, such as all numbers (page 1242).
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Table A-3 Brackets

Asterisks

An asterisk can follow a regular expression that represents a single character (Table A-4). The asterisk represents zero or more occurrences of a match of the regular expression. An asterisk following a period matches any string of characters. (A period matches any character, and an asterisk matches zero or more occurrences of the preceding regular expression.) A character-class definition followed by an asterisk matches any string of characters that are members of the character class.
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Table A-4 Asterisks

Carets and Dollar Signs

A regular expression that begins with a caret (^) can match a string only at the beginning of a line. In a similar manner, a dollar sign ($) at the end of a regular expression matches the end of a line. The caret and dollar sign are called anchors because they force (anchor) a match to the beginning or end of a line (Table A-5).
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Table A-5 Carets and dollar signs

Quoting Special Characters

You can quote any special character (but not parentheses [except in Perl] or a digit) by preceding it with a backslash (Table A-6). Quoting a special character makes it represent itself.
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Table A-6 Quoted special characters

Rules

The following rules govern the application of regular expressions.

Longest Match Possible

A regular expression always matches the longest possible string, starting as far toward the beginning (left end) of the line as possible. Perl calls this type of match a greedy match. For example, given the string

Click here to view code image

This (rug) is not what it once was (a long time ago), is it?

the expression /Th.*is/ matches

Click here to view code image

This (rug) is not what it once was (a long time ago), is

and /(.*)/ matches

Click here to view code image

(rug) is not what it once was (a long time ago)

However, /([^)]*)/ matches

(rug)

Given the string

Click here to view code image

singing songs, singing more and more

the expression /s.*ing/ matches

singing songs, singing

and /s.*ing song/ matches

singing song

Empty Regular Expressions

Within some utilities, such as vim and less (but not grep), an empty regular expression represents the last regular expression you used. For example, suppose you give vim the following Substitute command:

:s/mike/robert/

If you then want to make the same substitution again, you can use the following command:

:s//robert/

Alternatively, you can use the following commands to search for the string mike and then make the substitution

/mike/
:s//robert/

The empty regular expression (//) represents the last regular expression you used (/mike/).

Bracketing Expressions

You can use quoted parentheses, \( and \), to bracket a regular expression. (However, Perl uses unquoted parentheses to bracket regular expressions.) The string the bracketed regular expression matches can be recalled, as explained in “Quoted Digit” on the next page. A regular expression does not attempt to match quoted parentheses. Thus a regular expression enclosed within quoted parentheses matches what the same regular expression without the parentheses would match. The expression /\(rexp\)/ matches what /rexp/ would match; /a\(b*\)c/ matches what /ab*c/ would match.

You can nest quoted parentheses. The bracketed expressions are identified only by the opening \(, so no ambiguity arises in identifying them. The expression /\([a–z]\([A–Z]*\)x\)/ consists of two bracketed expressions, one nested within the other. In the string 3 t dMNORx7 l u, the preceding regular expression matches dMNORx, with the first bracketed expression matching dMNORx and the second matching MNOR.

The Replacement String

The vim and sed editors use regular expressions as search strings within Substitute commands. You can use the ampersand (&) and quoted digits (\n) special characters to represent the matched strings within the corresponding replacement string.

Ampersand

Within a replacement string, an ampersand (&) takes on the value of the string that the search string (regular expression) matched. For example, the following vim Substitute command surrounds a string of one or more digits with NN. The ampersand in the replacement string matches whatever string of digits the regular expression (search string) matched:

:s/[0-9][0-9]*/NN&NN/

Two character-class definitions are required because the regular expression [0–9]* matches zero or more occurrences of a digit, and any character string constitutes zero or more occurrences of a digit.

Quoted Digit

Within the search string, a bracketed regular expression, \(xxx\) [(xxx) in Perl], matches what the regular expression would have matched without the quoted parentheses, xxx. Within the replacement string, a quoted digit, \n, represents the string that the bracketed regular expression (portion of the search string) beginning with the nth \( matched. Perl accepts a quoted digit for this purpose, but the preferred style is to precede the digit with a dollar sign ($n). For example, you can take a list of people in the form
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last-name, first-name initial

and put it in the form

Click here to view code image

first-name initial last-name

with the following vim command:
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:1,$s/\([^,]*\), \(.*\)/\2 \1/

This command addresses all the lines in the file (1,$). The Substitute command (s) uses a search string and a replacement string delimited by forward slashes. The first bracketed regular expression within the search string, \([^,]*\), matches what the same unbracketed regular expression, [^,]*, would match: zero or more characters not containing a comma (the last-name). Following the first bracketed regular expression are a comma and a SPACE that match themselves. The second bracketed expression, \(.*\), matches any string of characters (the first-name and initial).

The replacement string consists of what the second bracketed regular expression matched (\2), followed by a SPACE and what the first bracketed regular expression matched (\1).

Extended Regular Expressions

This section covers patterns that use an extended set of special characters. These patterns are called full regular expressions or extended regular expressions. In addition to ordinary regular expressions, Perl and vim provide extended regular expressions. The three utilities egrep, grep when run with the –E option (similar to egrep), and mawk/gawk provide all the special characters included in ordinary regular expressions, except for \( and \), as well those included in extended regular expressions.

Two of the additional special characters are the plus sign (+) and the question mark (?). They are similar to *, which matches zero or more occurrences of the previous character. The plus sign matches one or more occurrences of the previous character, whereas the question mark matches zero or one occurrence. You can use any one of the special characters *, +, and ? following parentheses, causing the special character to apply to the string surrounded by the parentheses. Unlike the parentheses in bracketed regular expressions, these parentheses are not quoted (Table A-7).
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Table A-7 Extended regular expressions

In full regular expressions, the vertical bar (|) special character is a Boolean OR operator. Within vim, you must quote the vertical bar by preceding it with a backslash to make it special (\|). A vertical bar between two regular expressions causes a match with strings that match the first expression, the second expression, or both. You can use the vertical bar with parentheses to separate from the rest of the regular expression the two expressions that are being ORed (Table A-8).

[image: ]

Table A-8 Full regular expressions

Appendix Summary

A regular expression defines a set of one or more strings of characters. A regular expression is said to match any string it defines.

In a regular expression, a special character is one that does not represent itself. Table A-9 lists special characters.
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Table A-9 Special characters

Table A-10 lists ways of representing character classes and bracketed regular expressions.
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Table A-10 Character classes and bracketed regular expressions

In addition to the preceding special characters and strings (excluding quoted parentheses, except in vim), the characters in Table A-11 are special within full, or extended, regular expressions.
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Table A-11 Extended regular expressions

Table A-12 lists characters that are special within a replacement string in sed and vim.
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Table A-12 Replacement strings


B. Help


In This Appendix
Solving a Problem
Linux Newsgroups
Mailing Lists
Specifying a Terminal



You need not be a user or system administrator in isolation. A large community of Linux experts is willing to assist you in learning about, helping you solve problems with, and getting the most out of a Linux system. Before you ask for help, however, make sure you have done everything you can to solve the problem yourself. No doubt, someone has experienced the same problem before you and the answer to your question exists somewhere on the Internet. Your job is to find it. This appendix lists resources and describes methods that can help you in that task.

Solving a Problem

Following is a list of steps that can help you solve a problem without asking someone for help. Depending on your understanding of and experience with the hardware and software involved, these steps might lead to a solution.

1. Fedora/RHEL comes with extensive documentation. Read the documentation on the specific hardware or software you are having a problem with. If it is a GNU product, use info; otherwise, use man to find local information. Also look in /usr/share/doc for documentation on specific tools. For more information see “Getting Help” on page 113 and “Getting Help from the Command Line” on page 128.

2. When the problem involves some type of error or other message, use a search engine, such as Google (www.google.com) or Google Groups (groups.google.com), to look up the message on the Internet. If the message is long, pick a unique part of the message to search for; 10 to 20 characters should be enough. Enclose the search string within double quotation marks. See “Using the Internet to Get Help” on page 113 for an example of this kind of search.

3. Check whether the Linux Documentation Project (www.tldp.org) has a HOWTO or mini-HOWTO on the subject in question. Search its site for keywords that relate directly to the product and problem. Read the FAQs.

4. GNU manuals are available at www.gnu.org/manual. In addition, you can visit the GNU home page (www.gnu.org) to obtain other documentation and GNU resources. Many of the GNU pages and resources are available in a variety of languages.

5. Use Google or Google Groups to search on keywords that relate directly to the product and problem.

6. When all else fails (or perhaps before you try anything else), examine the system logs in /var/log. First look at the end of the messages file using the following command:

Click here to view code image

# tail -20 /var/log/messages

If messages contains nothing useful, run the following command. It displays the names of the log files in chronological order, with the most recently modified files appearing at the bottom of the list.

$ ls -ltr /var/log

Look at the files at the bottom of the list first. If the problem involves a network connection, review the secure file on the local and remote systems. Also look at messages on the remote system.

7. The /var/spool directory contains subdirectories with useful information: cups holds the print queues; postfix, mail, or exim4 holds the user’s mail files; and so on.

If you are unable to solve a problem yourself, a thoughtful question to an appropriate newsgroup (next page) or mailing list (page 1153) can elicit useful information. When you send or post a question, make sure you describe the problem and identify the local system carefully. Include the version numbers of Fedora/RHEL and any software packages that relate to the problem. Describe the hardware, if appropriate. There is an etiquette to posting questions—see www.catb.org/~esr/faqs/smart-questions.html for a good paper by Eric S. Raymond and Rick Moen titled “How To Ask Questions the Smart Way.” For a fee, Red Hat provides many types of support.

The author’s home page (www.sobell.com) contains corrections to this book, answers to selected chapter exercises, and pointers to other Linux sites.

Finding Linux-Related Information

Fedora/RHEL comes with reference pages stored online. You can read these documents by using the man (page 128) or info (page 131) utility. You can read man and info pages to get more information about specific topics while reading this book or to determine which features are available with Linux. To search for topics, use apropos (see page 130 or give the command man apropos).

Desktop Applications

Many graphical applications are available for Linux; Table B-1 lists a few of them.
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Table B-1 Desktop applications

Programming Languages

Running Linux gives you access to a wide range of programming languages; Table B-2 lists a few of them.
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Table B-2 Programming languages

Linux Newsgroups

One of the best ways of getting specific information is through a newsgroup. You can often find the answer to a question by reading postings to the newsgroup. Try using Google Groups (groups.google.com) to search through newsgroups to see whether your question has already been asked and answered. Alternately, open a newsreader program and subscribe to appropriate newsgroups. If necessary, you can post a question for someone to answer. Before you do so, make sure you are posting to the correct group and that your question has not already been answered.

The comp.os.linux.answers newsgroup provides postings of solutions to common problems and periodic postings of the most up-to-date versions of FAQ and HOWTO documents. The comp.os.linux.misc newsgroup has answers to miscellaneous Linux-related questions.

Mailing Lists

Subscribing to a mailing list (page 761) allows you to participate in an electronic discussion. With most lists, you can send and receive email dedicated to a specific topic to and from a group of users. Moderated lists do not tend to stray as much as unmoderated lists, assuming the list has a good moderator. The disadvantage of a moderated list is that some discussions might be cut off when they get interesting if the moderator deems that the discussion has gone on for too long. Mailing lists described as bulletins are strictly unidirectional: You cannot post information to these lists but can only receive periodic bulletins. If you have the subscription address for a mailing list but are not sure how to subscribe, put the word help in the body and/or header of email you send to the address. You will usually receive instructions via return email. Red Hat hosts several mailing lists; visit www.redhat.com/mailman/listinfo for more information. You can also use a search engine to search for mailing list linux.

Specifying a Terminal

Because vim, emacs, and other textual and pseudographical programs take advantage of features specific to various kinds of terminals and terminal emulators, you must tell these programs the name of the terminal you are using or the terminal your terminal emulator is emulating. Most of the time the terminal name is set for you. If the terminal name is not specified or is not specified correctly, the characters on the screen will be garbled or, when you start a program, the program will ask which type of terminal you are using.

Terminal names describe the functional characteristics of a terminal or terminal emulator to programs that require this information. Although terminal names are referred to as either Terminfo or Termcap names, the difference relates to the method each system uses to store the terminal characteristics internally—not to the manner in which you specify the name of a terminal. Terminal names that are often used with Linux terminal emulators and with graphical monitors while they are run in textual mode include ansi, linux, vt100, vt102, vt220, and xterm.

When you are running a terminal emulator, you can specify the type of terminal you want to emulate. Set the emulator to either vt100 or vt220, and set TERM to the same value.

When you log in, you might be prompted to identify the type of terminal you are using:

TERM = (vt100)

You can respond to this prompt in one of two ways. First you can press RETURN to set your terminal type to the name in parentheses. If that name does not describe the terminal you are using, you can enter the correct name and then press RETURN.

TERM = (vt100) ansi

You might also receive the following prompt:

TERM = (unknown)

This prompt indicates that the system does not know which type of terminal you are using. If you plan to run programs that require this information, enter the name of the terminal or terminal emulator you are using before you press RETURN.

TERM

If you do not receive a prompt, you can give the following command to display the value of the TERM variable and check whether the terminal type has been set:

$ echo $TERM

If the system responds with the wrong name, a blank line, or an error message, set or change the terminal name. From bash (the Bourne Again Shell), enter a command similar to the following to set the TERM variable so the system knows which type of terminal you are using:

export TERM=name

Replace name with the terminal name for the terminal you are using, making sure you do not put a SPACE before or after the equal sign. If you always use the same type of terminal, you can place this command in your ~/.bashrc file (page 329), causing the shell to set the terminal type each time you log in. For example, give the following command to set your terminal name to vt100:

$ export TERM=vt100

LANG

For some programs to display information correctly, you might need to set the LANG variable (page 368). Frequently you can set this variable to C. Under bash use the command

$ export LANG=C


C. Security Including GPG
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Security is a major part of the foundation of any system that is not totally cut off from other machines and users. Some aspects of security have a place even on isolated machines. Examples of these measures include periodic system backups, BIOS or power-on passwords, and self-locking screensavers.

A system that is connected to the outside world requires other mechanisms to secure it: tools to check files (tripwire), audit tools (tiger/cops), secure access methods (kerberos/ssh), services that monitor logs and machine states (swatch/watcher), packet-filtering and routing tools (ipfwadm/iptables), and more.

System security has many dimensions. The security of a system as a whole depends on the security of individual components, such as email, files, network, login, and remote access policies, as well as the physical security of the host itself. These dimensions frequently overlap, and their borders are not always static or clear. For instance, email security is affected by the security of both files and the network. If the medium (the network) over which you send and receive your email is not secure, then you must take extra steps to ensure the security of your messages. If you save your secure email in a file on the local system, then you rely on the filesystem and host access policies for file security. A failure in any one of these areas can start a domino effect, diminishing reliability and integrity in other areas and potentially compromising system security as a whole.

This short appendix cannot cover all facets of system security in depth, but it does provide an overview of the complexity of setting up and maintaining a secure system. This appendix offers some specifics, concepts, guidelines to consider, and many pointers to security resources (Table C-1 on page 1180).


Security: Other sources of system security information
Depending on how important system security is to you, you might want to purchase one or more books dedicated to system security, visit some of the Internet sites that are dedicated to security, or hire someone who is an expert in the field.
Do not rely on this appendix as your sole source of information on system security.



Encryption

One of the building blocks of security is encryption, which provides a means of scrambling data for secure transmission to other parties. In cryptographic terms, the data or message to be encrypted is referred to as plaintext, and the resulting encrypted block of text as ciphertext. Processes exist for converting plaintext into ciphertext through the use of keys, which are essentially random numbers of a specified length used to lock and unlock data. This conversion is achieved by applying the keys to the plaintext according to a set of mathematical instructions, referred to as the encryption algorithm.

Developing and analyzing strong encryption software is extremely difficult. Many nuances exist, many standards govern encryption algorithms, and a background in mathematics is requisite. Also, unless an algorithm has undergone public scrutiny for a significant period of time, it is generally not considered secure; it is often impossible to know an algorithm is completely secure but possible to know that it is not secure. Ultimately time is the best test of any algorithm. Also, a solid algorithm does not guarantee an effective encryption mechanism because the fallibility of an encryption scheme frequently arises from problems with its implementation and distribution.

An encryption algorithm uses a key that is a certain number of bits long. Each bit added to the length of a key effectively doubles the key space (the number of combinations allowed by the number of bits in the key—2 to the power of the length of the key in bits1) and means it will take twice as long for an attacker to decrypt a message (assuming the scheme lacks any inherent weaknesses or vulnerabilities to exploit). However, it is a mistake to compare algorithms based only on the number of bits used. In some cases an algorithm that uses a 64-bit key can be more secure than an algorithm that uses a 128-bit key.

1. A 2-bit key would have a key space of 4 (22), a 3-bit key would have a key space of 8 (23), and so on.

The two primary classifications of encryption schemes are public key encryption and symmetric key encryption. Public key encryption, also called asymmetric encryption, uses two keys: a public key and a private key. These keys are uniquely associated with a specific user. Public key encryption schemes are used mostly to exchange keys and signatures. Symmetric key encryption, also called symmetric encryption or secret key encryption, uses one key that you and the person you are communicating with (hereafter referred to as your friend) share as a secret. Symmetric key encryption is typically used to encrypt large amounts of data because it is fast. Public key algorithm keys typically have a length of 512 bits to 2,048 bits, whereas symmetric key algorithms use keys in the range of 64 bits to 512 bits.

Asymmetric and symmetric algorithms complement each other. Asymmetric algorithms are good at providing digital signatures and authentication, but are slower. Symmetric algorithms are good at encrypting large blocks of data using a shared key and are faster. The algorithms are often combined to provide the best of both worlds: Text can first be processed using symmetric encryption and a random key. Then the random key can be encrypted using your friend’s public key (so your friend can read it) and signed with your private key (to prove it came from you). The next sections cover these concepts in detail.

When you are choosing an encryption scheme, realize that security comes at a price. There is usually a tradeoff between resilience of the cryptosystem and ease of administration.

The practicality of a security solution is a far greater factor in encryption, and in security in general, than most people realize. With enough time and effort, nearly every algorithm can be broken. In fact, you can often unearth the mathematical instructions for a widely used algorithm by flipping through a cryptography book, reviewing a vendor’s product specifications, or performing a quick search on the Internet. The challenge is to ensure the effort required to follow the twists and turns taken by an encryption algorithm and its resulting encryption solution outweighs the worth of the information it is protecting.


Tip: How much time and money should you spend on encryption?
When the cost of obtaining the information exceeds the value realized by its possession, the solution is an effective one.



Public Key (Asymmetric) Encryption

To use public key encryption, you must generate two keys: a public key and a private key. You keep the private key for yourself and give the public key to the world. In a similar manner, each of your friends will generate a pair of keys and give you their public keys. Public key encryption is marked by two distinct features:

1. When you encrypt data with someone’s public key, only that person’s private key can decrypt it.

2. When you encrypt data with your private key, anyone can decrypt it with your public key.

You might wonder why the second point is useful: Why would you want everyone else to be able to decrypt something you just encrypted? The answer lies in the purpose of the encryption. Although encryption changes the original message into unreadable ciphertext, its purpose is to provide a digital signature. If the message can be properly decrypted with your public key, only you could have encrypted it with your private key, proving the message is authentic. Combining these two modes of operation yields privacy and authenticity. You can sign a message with your private key so it can be verified as authentic, and then you can encrypt it with your friend’s public key so that only your friend can decrypt it.

Public key encryption has three major shortcomings:

1. Public key encryption algorithms are generally much slower than symmetric key algorithms and usually require a much larger key size and a way to generate large prime numbers2 to use as components of the key, making them more resource intensive.

2. In particular, RSA public key encryption is based on the property that if you take two large prime numbers and multiply them together you get a much larger number. Identifying the factors of this number is a very difficult computational problem. When you keep one prime number and give away the other, the numbers act like a private key and public key.

2. The private key must be stored securely and its integrity safeguarded. If a person’s private key is obtained by another party, that party can encrypt, decrypt, and sign messages while impersonating the original owner of the key. If the private key is lost or becomes corrupted, any messages previously encrypted with it are also lost, and a new key pair must be generated.

3. It is difficult to authenticate the origin of a key—that is, to prove whom it originally came from. This so-called key-distribution problem is the raison d’être for such companies as VeriSign (www.verisign.com).

Algorithms such as RSA, Diffie-Hellman, and ElGamal implement public key encryption methodology. Today a 512-bit key is considered barely adequate for RSA encryption and offers marginal protection; 1,024-bit keys are expected to hold off determined attackers for several more years. Keys that are 2,048 bits long are now becoming commonplace and are rated as espionage strength. A mathematical paper published in late 2001 and reexamined in spring 2002 describes how a machine can be built—for a very large sum of money—that could break 1,024-bit RSA encryption in seconds to minutes (this point is debated in an article at www.schneier.com/crypto-gram-0203.html#6). Although the cost of such a machine exceeds the resources available to most individuals and smaller corporations, it is well within the reach of large corporations and governments. Since the publication of that paper, subsequent algorithmic and hardware improvements have led to designs of machines that can be built for around $10,000.

Symmetric Key Encryption

Symmetric key encryption is generally fast and simple to deploy. First you and your friend agree on which algorithm to use and a key you will share. Then either of you can decrypt or encrypt a file with the chosen key. Behind the scenes, symmetric key encryption algorithms are most often implemented as a network of black boxes, which can involve hardware components, software, or a combination of the two. Each box imposes a reversible transformation on the plaintext and passes it to the next box, where another reversible transformation further alters the data. The security of a symmetric key algorithm relies on the difficulty of determining which boxes were used and the number of times the data was fed through the set of boxes. A good algorithm will cycle the plaintext through a given set of boxes many times before yielding the result, and there will be no obvious mapping from plaintext to ciphertext.

The disadvantage of symmetric key encryption is that it depends heavily on the availability of a secure channel through which to send the key to your friend. For example, you would not use email to send your key; if your email is intercepted, a third party is in possession of your secret key, and your encryption is useless. You could relay the key over the phone, but your call could be intercepted if your phone were tapped or someone overheard your conversation.

Common implementations of symmetric key algorithms include DES (Data Encryption Standard), 3-DES (triple DES), IDEA, RC5, Blowfish, and AES (Advanced Encryption Standard). AES is the new (FIPS-197) Federal Information Processing Standard algorithm endorsed for governmental use and has been selected to replace DES as the de facto encryption algorithm. AES uses the Rijndael algorithm, chosen after a thorough evaluation of 15 candidate algorithms by the cryptographic research community.

None of the aforementioned algorithms has undergone more scrutiny than DES, which has been in use since the late 1970s. However, the use of DES has drawbacks and is no longer considered secure because the weakness of its 56-bit key makes it unreasonably easy to break. Given the advances in computing power and speed since DES was developed, the small size of this algorithm’s key renders it inadequate for operations requiring more than basic security for a relatively short period of time. For a few thousand dollars, you can link off-the-shelf computer systems so they can crack DES keys in a few hours.

The 3-DES application of DES is intended to combat its degenerating resilience by running the encryption three times; it is projected to be secure for years to come. DES is probably sufficient for such tasks as sending email to a friend when you need it to be confidential or secure for only a few days (e.g., to send a notice of a meeting that will take place in a few hours). It is unlikely anyone is sufficiently interested in your email to invest the time and money to decrypt it. Because of 3-DES’s wide availability and ease of use, it is advisable to use it instead of DES.

Encryption Implementation

Most of today’s commercial software packages use both public and symmetric key encryption algorithms, taking advantage of the strengths of each and avoiding their weaknesses. The public key algorithm is used first, as a means of negotiating a randomly generated secret key and providing for message authenticity. Then a secret key algorithm, such as 3-DES, IDEA, AES, or Blowfish, encrypts and decrypts the data on both ends for speed. Finally a hash algorithm, such as DSA (Digital Signature Algorithm), generates a message digest that provides a signature that can alert you to tampering. The digest is digitally signed with the sender’s private key.

GnuPG/PGP

The most popular personal encryption packages available today are GPG (GNU Privacy Guard, also called GnuPG; www.gnupg.org) and PGP (Pretty Good Privacy; www.symantec.com/business/theme.jsp?themeid=pgp). GPG was designed as a free replacement for PGP, a security tool that made its debut during the early 1990s. Phil Zimmerman developed PGP as a PKI (Public Key Infrastructure), featuring a convenient interface, ease of use and management, and the security of digital certificates. One critical characteristic set PGP apart from the majority of cryptosystems then available: PGP functions entirely without CAs (certification authorities). Until the introduction of PGP, PKI implementations were built around the concept of CAs and centralized key management controls. See page 1169 for a tutorial on using PGP.

Both PGP and GPG rely on the notion of a web of trust:3 If you trust someone and that person trusts someone else, the person you trust can provide an introduction to the third party. When you trust someone, you perform an operation called key signing. By signing someone else’s key, you verify that the person’s public key is authentic and safe for you to use to send email. When you sign a key, you are asked whether you trust this person to introduce other keys to you. It is common practice to assign this trust based on several criteria, including your knowledge of a person’s character or a lasting professional relationship with the person. The best practice is to sign someone’s key only after you have met face to face to avert any chance of a man-in-the-middle scenario (see the adjacent tip). The disadvantage of this scheme is the lack of a central registry for associating with people you do not already know.

3. For more information see www.gnupg.org/gph/en/manual/x334.html.


Security: MTM (man-in-the-middle) attack
If Max and Zach try to carry on a secure email exchange over a network, Max first sends Zach his public key. However, suppose Mr. X sits between Max and Zach on the network and intercepts Max’s public key. Mr. X then sends his public key to Zach. Zach then sends his public key to Max, but once again Mr. X intercepts it and substitutes his public key and sends that to Max. Without some kind of active protection (a piece of shared information), Mr. X, the man in the middle, can decrypt all traffic between Max and Zach, reencrypt it, and send it on to the other party. This type of deception is called a MTM attack.



Symantec owns PGP. Although it is available without cost for personal use, its deployment in a commercial environment requires the purchase of a license. GnuPG is a free and compatible implementation of PGP.

GnuPG supports most features and implementations made available by PGP and complies with the OpenPGP Message Format standard. Because GnuPG does not use the patented IDEA algorithm but rather relies on BUGS (Big and Useful Great Security; www.gnu.org/directory/bugs.html), you can use it almost without restriction: It is released under the GNU GPL (refer to “The Code Is Free” on page 5). PGP and GnuPG are considered to be interchangeable and interoperable. The command sequences for and internal workings of these two tools are very similar.


Tip: The GnuPG system includes the gpg program
GnuPG is frequently referred to as gpg, but gpg is the name of the main program for the GnuPG system.



File Security

From an end user’s perspective, file security is one of the most critical areas of security. Some file security is built into Linux: chmod (page 193) gives you basic security control. ACLs (Access Control Lists) allow more fine-grained control of file access permissions. ACLs are part of Solaris, Windows NT/2000/XP, VAX/VMS, and mainframe operating systems. Fedora/RHEL supports ACLs (page 198). Even these tools are insufficient, however, when your account is compromised (e.g., by someone watching your fingers on the keyboard as you type your password). To provide maximum file security, you must encrypt your files. Then even someone who knows your login password cannot read your files. Of course, if someone knows your key, that person can decrypt your files if she can get to them.

Email Security

Email security overlaps file security and, as discussed later, network security. GnuPG is the tool most frequently used for email security, although you can also use PGP.

MTAs (Mail Transfer Agents)

An increasingly common protocol option is STARTTLS (Start Transport Layer Security; www.sendmail.org/~ca/email/starttls.html). TLS itself usually refers to SSL (Secure Sockets Layer) and has become the de facto method for encrypting TCP/IP traffic on the Internet. The sendmail (Chapter 20) and exim4 daemons fully support STARTTLS, and much documentation exists on how to configure them. STARTTLS enhancements are also available for Qmail (page 742) and Postfix (page 742) and other popular MTAs (mail transfer agents). This capability provides encryption between two mail servers but not necessarily between the local system and the mail server. Also, the advantages of using TLS are negated if the email must pass through a relay that does not support TLS.

MUAs (Mail User Agents)

Many popular mail user agents, such as mutt, elm, Thunderbird, and emacs, include the ability to use PGP or GnuPG for encryption. Evolution, the default Fedora/RHEL MUA (mail user agent), has built-in GnuPG support. This approach has become the default way to exchange email securely.

Network Security

Network security is a vital component for ensuring the security of a computing site. However, without the right infrastructure, providing network security is difficult, if not impossible. For example, if you run a shared network topology,4 such as wireless, without the latest security implementation to prevent snooping, how can you prevent someone from plugging in a machine and capturing all the packets (page 1265) that traverse the network?5 You cannot—so you have a potential security hole. Another common security hole relates to the use of telnet for logins. Because telnet sends and receives cleartext, anyone “listening in” on the line can easily capture usernames and passwords, compromising security. Fortunately, this problem is serious only for legacy devices that support only telnet.

4. Shared network topology: A network in which each packet might be seen by machines other than its destination. “Shared” means that the network bandwidth is shared by all users.

5. Do not make the mistake of assuming the local network is secure just because you have a switch. Switches are designed to allocate bandwidth, not to guarantee security.

Do not allow any unauthenticated PC (any PC that does not require users to supply a local name and password) on a network. On UNIX/Linux, only a user working with root privileges can put the network interface in promiscuous mode and collect packets. On UNIX/Linux, ports numbered less than 1,0246 are privileged—that is, normal user protocols cannot bind to these ports. This is an important but regrettable means of security for some protocols, such as NIS, NFS, RSH, and LPD. Normally a data switch on a LAN automatically protects machines from people snooping on the network for data. In high-load situations, switches have been known to behave unpredictably, directing packets to the wrong ports. Certain programs can overload the switch tables that hold information about which machine is on which port. When these tables are overloaded, the switch becomes a repeater and broadcasts all packets to all ports. An attacker on the same switch as you can potentially see the traffic the local system sends and receives.

6. The term port has many meanings; here it is a number assigned to a program. This number links incoming data with a specific service. For example, port 21 is used by FTP traffic, and port 23 is used by TELNET.

Network Security Solutions

One solution to shared-network problems is to encrypt messages that travel between machines. IPSec (Internet Protocol Security) provides an appropriate technology. IPSec is commonly used to establish a secure point-to-point virtual network (VPN, page 1280) that allows two hosts to communicate securely over an unsecure channel, such as the Internet. This protocol provides integrity, confidentiality, authenticity, and flexibility of implementation that supports multiple vendors.

IPSec is an amalgamation of protocols (IPSec = AH + ESP + IPComp + IKE):

• AH (Authentication Header)—A cryptographically secure, irreversible checksum (page 1242) for an entire packet. AH guarantees that the packet is authentic.

• ESP (Encapsulating Security Payload)—Encrypts a packet to make the data unreadable.

• IPComp (IP Payload Compression)—Compresses a packet. Encryption can increase the size of a packet, and IPComp counteracts this increase in size.

• IKE (Internet Key Exchange)—Provides a way for the endpoints to negotiate a common key securely. For AH to work, both ends of the exchange must use the same key to prevent a “man in the middle” (see the tip on page 1160) from spoofing the connection.

While IPSec is an optional part of IPv4, IPv6 (page 293) mandates its use.

Network Security Guidelines

The following list of general guidelines for establishing and maintaining a secure system is not a complete list, but rather is meant as a guide.

• Fiberoptic cable is more secure than copper cable. Copper is subject to both active and passive eavesdropping. With access to copper cable, all a data thief needs to monitor your network traffic is a passive device for measuring magnetic fields. In contrast, it is much more difficult to tap a fiberoptic cable without interrupting the signal. Sites requiring top security keep fiberoptic cable in pressurized conduits, where a change in pressure signals that the physical security of the cable has been breached.

• Avoid leaving unused ports available in public areas. If a malicious user can plug a laptop into the network without being detected, you are at risk of a serious security problem. Network drops that will remain unused for extended periods should be disabled at the switch, preventing them from accepting or passing network traffic.

• Use the latest in wireless encryption. At the time of this writing, WEP is totally broken and WPA with TKIP is seriously flawed. WPA2 with AES is generally believed to be relatively secure.

• Many network switches have provisions for binding a hardware address to a port for enhanced security. If someone unplugs one machine and plugs in another machine to capture traffic, chances are that the second machine will have a different hardware address. When it detects a device with a different hardware address, the switch can disable the port. Even this solution is no guarantee, however, as some programs enable you to change or mask the hardware address of a network interface. This setup can be inconvenient when you need to swap out a machine for repair.


Security: Install a small kernel and run only the programs you need
Linux systems contain a huge number of programs that, although useful, significantly reduce the security of the host. Install the smallest operating system kernel that meets your needs. For servers, install only the needed components and do not install a graphical interface. Fewer packages mean fewer urgent security patches. Users might require additional packages.



• Do not allow NFSv3 or NIS access outside the local network. Otherwise, it is a simple matter for a malicious user to steal the password map. Default NFSv3 security is marginal to nonexistent (a common joke is that NFS stands for No File Security or Nightmare File System) so such access should not be allowed outside your network to machines you do not trust. Versions of NFS for Linux that support much better authentication algorithms are available. Use IPSec, NFSv4 (which includes improved authentication), or firewalls to provide access outside of the local domain. Kerberos, when combined with NFSv4 or NFSv3 provides very good security, but configuring Kerberos requires a book unto itself.

• Support for VPN configuration is often built into new firewalls or provided as a separate product, enabling your system to join securely with the systems of your customers or partners. If you must allow business partners, contractors, or other outside parties to access local files, consider using a secure filesystem, such as NFS with Kerberos (page 1257), secure NFS (encrypts authentication, not traffic), NFS over a VPN such as IPSec, or cfs (cryptographic filesystem).

• Specify /usr as readonly (ro) in /etc/fstab. Following is an example of such a configuration:

Click here to view code image

/dev/sda6      /usr      ext2     ro    0   0

This approach is not suitable for all operating systems, or even all Linux distributions. Some applications put changeable files in /usr. Also, this setup entrenches security flaws and makes the system difficult to update.

• Mount filesystems other than / and /usr nosuid to prevent setuid programs from executing on this filesystem. For example:
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/dev/sda4      /var        ext4    nosuid   0   0
/dev/sda5      /usr/local  ext4    nosuid   0   0

• Use a barrier or firewall product between the local network and the Internet. Several valuable mailing lists cover firewalls, including the free firewalls Web site (www.freefire.org). Fedora/RHEL includes firewall-config (page 900) and iptables (page 908), which allow you to set up a firewall.

• Use a program that checks file integrity. Some examples are tripwire, samhain, and AIDE. These tools include a database of checksums of files you want to monitor and alert you when any of the monitored files change.

Host Security

Your host must be secure. Simple security steps include preventing remote logins and leaving the /etc/hosts.equiv and individual users’ ~/.rhosts files empty (or not having them at all). Complex security steps include installing IPSec for VPNs between hosts. Many other security measures, some of which are discussed in this section, fall somewhere between these extremes. See Table C-1 on page 1180 for relevant URLs.

• Although potentially tricky to implement and manage, IDSs (intrusion detection systems) are an excellent way to keep an eye on the integrity of a device. An IDS can warn of possible attempts to subvert security on the host on which it runs. The great-granddaddy of intrusion detection systems is tripwire. This host-based system checks modification times and integrity of files by using strong algorithms (cryptographic checksums or signatures) that can detect even the most minor modifications. A commercial version of tripwire is also available. Another commercial IDS is DragonSquire. Other free, popular, and flexible IDSs include samhain and AIDE. The last two IDSs offer even more features and means of remaining invisible to users than tripwire does. Commercial IDSs that are popular in enterprise environments include Cisco Secure IDS (formerly NetRanger), Enterasys Dragon, and ISS RealSecure.

• Keep Fedora systems up-to-date by downloading and installing the latest updates. Use yum to update the system regularly (page 534) or allow the system to update itself every night automatically.

• Complementing host-based IDSs are network-based IDSs. The latter programs monitor the network and nodes on the network and report suspicious occurrences (attack signatures) via user-defined alerts. These signatures can be matched based on known worms, overflow attacks against programs, or unauthorized scans of network ports. Such programs as snort, klaxon, and NFR are used in this capacity. Commercial programs, such as DragonSentry, also fill this role.

• Provided with Fedora/RHEL is PAM, which allows you to set up different methods and levels of authentication in many ways (page 476).

• Process accounting—a good supplement to system security—can provide a continuous record of user actions on your system. See the accton man page (part of the acct package) for more information.

• Emerging standards for things such as RBAC (Role-Based Access Control) allow tighter delegation of privileges along defined organizational boundaries. You can delegate roles to each user as appropriate to the access required.

• General mailing lists and archives are useful repositories of security information, statistics, and papers. The most useful are the BugTraq mailing list and CERT.7 The BugTraq site and email service offer immediate notifications about specific vulnerabilities, whereas CERT provides notice of widespread vulnerabilities and useful techniques to fix them, plus links to vendor patches.

7. CERT is slow but useful as a medium for coordination between sites. It acts as a tracking agency to document the spread of security problems.

• The syslog facility can direct messages from system daemons to specific files such as those in /var/log. On larger groups of systems, you can send all important syslog information to a secure host, where that host’s only function is to store syslog data so it cannot be tampered with. See page 316 and the syslogd man page for more information.

Login Security

Without a secure host, good login security cannot add much protection. Table C-1 on page 1180 lists some of the best login security tools, including replacement daemons for telnetd, rlogind, and rshd. Many sites use ssh, which comes as both freeware and a commercially supported package that works on UNIX/Linux, Windows, and Macintosh platforms.

The PAM facility (page 476) allows you to set up multiple authentication methods for users in series or in parallel. In-series PAM requires multiple methods of authentication for a user. In-parallel PAM uses any one of a number of methods for authentication.

Although not the most popular choice, you can configure a system to take advantage of one-time passwords. S/Key is the original implementation of one-time passwords by Bellcore. OPIE (one-time passwords in everything), which was developed by the U.S. Naval Research Labs, is an improvement over the original Bellcore system. In one permutation of one-time passwords, the user gets a piece of paper listing a set of one-time passwords. Each time a user logs in, she enters a password from the piece of paper. Once used, a password becomes obsolete, and the next password in the list is the only one that will work. Even if a malicious user compromises the network and sees your password, this information will be of no use because the password can be used only once. This setup makes it very difficult for someone to log in as you but does nothing to protect the data you type at the keyboard. One-time passwords is a good solution if you are at a site where no encrypted login is available. A truly secure (or paranoid) site will combine one-time passwords and encrypted logins.

Another type of secure login that is becoming more common is facilitated by a token or a smartcard. Smartcards are credit-card-like devices that use a challenge–response method of authentication. Smartcard and token authentication rely on something you have (the card) and something you know (a passphrase, user ID, or PIN). For example, you might enter your username in response to the login prompt and get a password prompt. You would then enter your PIN and the number displayed on the access token. The token has a unique serial number that is stored in a database on the authentication server. The token and the authentication server use this serial number as a means of computing a challenge every 30 to 60 seconds. If the PIN and token number you enter match what they should be as computed by the access server, you are granted access to the system.

Remote Access Security

Issues and solutions surrounding remote access security overlap with those pertaining to login and host security. Local logins might be secure with simply a username and password, whereas remote logins (and all remote access) should be made more secure. Many break-ins can be traced back to reusable passwords. It is a good idea to use an encrypted authentication client, such as ssh or kerberos. You can also use smartcards for remote access authentication.

Modem pools can also be an entry point into a system. Most people are aware of how easy it is to monitor a network line, but they might take for granted the security of the PSTN (public switched telephone network, also known as POTS—plain old telephone service). You might want to set up an encrypted channel after dialing in to a modem pool. One way to do so is by running ssh over PPP (page 292).

There are ways to implement stringent modem authentication policies so unauthorized users cannot use local modems. The most common techniques are PAP (Password Authentication Protocol), CHAP (Challenge Handshake Authentication Protocol), and Radius. PAP and CHAP are relatively weak compared to Radius, so the latter has rapidly gained in popularity. Cisco also provides a method of authentication called TACACS/TACACS+ (Terminal Access Controller Access Control System).

One or more of these authentication techniques are available in a RAS (remote access server—in a network, a computer that provides network access to remote users via modem).

Two other techniques for remote access security can be built into a modem (or RAS if it has integrated modems). One is callback: After you dial in, you get a password prompt. Once you type your password, the modem hangs up and calls you back at a phone number it has stored internally. Unfortunately this technique is not foolproof. Some modems have a built-in callback table that holds about ten entries, so this strategy works for small sites with only a few modems. If you use more modems, the RAS software must provide the callback.

The second technique is to use CLID (caller line ID) or ANI (automatic number identification) to decide whether to answer the call. Depending on your wiring and the local phone company, you might not be able to use ANI. ANI information is provided before the call, whereas CLID information is provided in tandem with the call.

Viruses and Worms

Viruses spread through systems by infecting executable files. Examples of UNIX/Linux viruses include the Bliss virus/worm released in 1997 and the RST.b virus discovered in December 2001. Both are discussed in detail in articles on the Web. In the cases of Bliss and RST.b, the Linux native executable format, ELF, was used as a propagation vector.

Just after 5 PM on November 2, 1988, Robert T. Morris, Jr., a graduate student at Cornell University, released the first big virus onto the Internet. Called an Internet worm, this virus was designed to propagate copies of itself over many machines on the Internet. The worm was a piece of code that exploited four vulnerabilities, including one in finger, to force a buffer to overflow on a system. Once the buffer overflowed, the code was able to get a shell and then recompile itself on the remote machine. The worm spread around the Internet very quickly and was not disabled, despite many people’s efforts, for 36 hours.

The chief characteristic of any worm is propagation over a public network, such as the Internet. A virus propagates by infecting executables on the machine, whereas a worm tends to prefer exploiting known security holes in network servers to gain root access and then tries to infect other machines in the same way.

UNIX/Linux file permissions help to inoculate systems against many viruses. Windows NT is resistant for similar reasons. You can easily protect the local system against many viruses and worms by keeping its system patches up-to-date, not executing untrusted binaries from the Internet, limiting PATH (page 359) to include only necessary system directories, and doing as little as possible while working with root privileges. You can prevent a disaster in case a virus strikes by frequently backing up the local system.

Physical Security

Often overlooked as a defense against intrusion, physical security covers access to the computer itself and to the console or terminal attached to the machine. If the machine is unprotected in an unlocked room, there is very little hope for physical security. (A simple example of physical vulnerability is someone walking into the room where the computer is, removing the hard drive from the computer, taking it home, and analyzing it.) You can take certain steps to improve the physical security of a computer.

• Keep servers in a locked room with limited access. A key, a combination, or a swipe card should be required to gain access. Protect windows as well as doors. Maintain a single point of entry. (Safety codes might require multiple exits, but only one must be an entry.)

• For public machines, use a security system, such as a fiberoptic security system, that can secure a lab full of machines. With such a system, you run a fiberoptic cable through each machine such that the machine cannot be removed (or opened) without cutting the cable. When the cable is cut, an alarm goes off. Some machines—for example, PCs with plastic cases—are much more difficult to secure than others. Although it is not a perfect solution, a fiberoptic security system might improve local security enough to persuade a would-be thief to go somewhere else.

• Most modern PCs have a BIOS password. You can set the order in which a PC searches for a boot device, preventing the PC from being booted from a CD/DVD or USB flash drive. Some BIOSs can prevent the machine from booting altogether without a proper password. The password protects the BIOS from unauthorized modification. Beware, however: Many BIOSs have well-known back doors (page 1238). In addition, you can blank the BIOS password by setting the clear-CMOS jumper on a PC motherboard; if you are relying on a BIOS password, lock the case.

• Run only fiberoptic cable between buildings. This strategy is not only more secure but also safer in the event of lightning strikes and is required by many commercial building codes.

• Maintain logs of who goes in and out of secure areas. Sign-in/out sheets are useful only if everyone uses them. Sometimes a guard is warranted. Often a simple proximity badge or smartcard can tell when anyone has entered or left an area and keep logs of these events.

• Anyone who has access to the physical hardware has the keys to the palace. Someone with direct access to a computer system can do such things as swap components and insert an installation medium, all of which are security threats.

• Avoid having activated, unused network jacks in public places. Such jacks provide unnecessary risk.

• Many modern switches can lock a particular switch port so it accepts only traffic from an NIC (network interface card) with a particular hardware address and shuts down the port if another address is seen. However, commonly available programs can enable someone to reset this address.

• Make periodic security sweeps. Check doors for proper locking. If you must have windows, make sure they are locked or are permanently sealed.

• Waste receptacles are often a source of information for intruders. Have policies for containment and disposal of sensitive documents.

• Use a UPS (uninterruptable power supply). Without a clean source of power, your system is vulnerable to corruption.

[image: ] Tutorial: Using GPG to Secure a File

GPG (GNU Privacy Guard, also GnuPG; www.gnupg.org) enables you to encrypt a document so that only the person you specify when you encrypt the document can decrypt and read it. It also enables you to sign a document digitally so anyone can be sure it came from you and was not altered. See page 1160 for a discussion of how GPG works.

GPG uses public key encryption (page 1157) wherein you create a key pair: one private or secret key you keep to yourself and one public key you share with your correspondents or the world. The important part of this two-key system is that neither key can be calculated by having the other. They are each an independent and necessary part of the system and are based upon solid mathematical foundations. This setup allows you to

• Use your private key to sign a document to provide identification and message integrity to a recipient who has your public key.

[image: ] Identification means the recipient can be certain the document came from you.

[image: ] Message integrity means the recipient knows the message has not been altered.

You can provide these features because only you have your private key.

• Use the recipient's public key to encrypt a document and provide secrecy.

[image: ] Secrecy means that only the recipient (who has the corresponding private key) can decrypt the document.

• Combine these steps to provide identification, message integrity, and secrecy (i.e., only the recipient can decrypt the document, the recipient knows the document came from you, and the recipient knows the document was not altered).

Creating a Key Pair

[image: ] ~/.gnupg

To start working with GPG you need to create a key pair for yourself. Use gpg with the ––gen-key option to create a key pair. With this option, gpg creates and populates the ~/.gnupg directory if it does not exist. The secring.gpg file is the keyring that holds your secret keys; the pubring.gpg file is the keyring that holds your holds public keys. The following steps show Sam creating a key pair for himself.

Click here to view code image

$ gpg --gen-key
gpg (GnuPG) 1.4.14; Copyright (C) 2013 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.


gpg: directory '/home/sam/.gnupg' created
gpg: new configuration file '/home/sam/.gnupg/gpg.conf' created
gpg: WARNING: options in '/home/sam/.gnupg/gpg.conf' are not yet active during this run
gpg: keyring '/home/sam/.gnupg/secring.gpg' created
gpg: keyring '/home/sam/.gnupg/pubring.gpg' created

The first question is about which kind of encryption (“what kind of key”) you want to use. The default, RSA and RSA, is a good choice.
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Please select what kind of key you want:
   (1) RSA and RSA (default)
   (2) DSA and Elgamal
   (3) DSA (sign only)
   (4) RSA (sign only)
Your selection? 1

The next question concerns the size of the key. Larger keys are more secure but take longer to process. A key that is 2,048 bits long is a good compromise.
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RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 2048
Requested keysize is 2048 bits

Your answer to the next question determines when or if the key will expire. For most uses, a key that does not expire is a good choice. You must confirm this choice by typing y.

Click here to view code image

Please specify how long the key should be valid.
         0 = key does not expire
      <n>  = key expires in n days
      <n>w = key expires in n weeks
      <n>m = key expires in n months
      <n>y = key expires in n years
Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N) y

Next you specify your real name (you can specify a nickname or handle in the comment section), your email address (the one most people associate with you), and an optional comment. After you specify these traits, a prompt allows you to edit them, quit, or continue (Okay).
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You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
    "Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"


Real name: Sam Smith
Email address: sam@example.com
Comment: Sam the Great
You selected this USER-ID:
    "Sam Smith (Sam the Great) <sam@example.com>"


Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? o

The last step in generating a key pair is specifying a passphrase that will keep your secret key secure. The passphrase should have the same characteristics as a password except it should be longer. Protect the passphrase as you would a password. For more information refer to “Password Security” on page 136.
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You need a Passphrase to protect your secret key.


Enter passphrase:
Repeat passphrase:

After you enter a passphrase, gpg generates your keys. Generating truly random keys requires many random bytes, and generating random bytes requires entropy. As the instructions suggest, type on the keyboard, move the mouse, and use the disk (e.g., copy several large files) to gain entropy.
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We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.


Not enough random bytes available.  Please do some other work to give
the OS a chance to collect more entropy! (Need 284 more bytes)
..+++++
..............+++++
gpg: /home/sam/.gnupg/trustdb.gpg: trustdb created
gpg: key D26C84B3 marked as ultimately trusted
public and secret key created and signed.


gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0  valid:   1  signed:   0  trust: 0-, 0q, 0n, 0m, 0f, 1u
pub 2048R/D26C84B3 2013-10-03
      Key fingerprint = 036A DE6E D653 3769 B243  A9EE 286A C3E0 D26C 84B3
uid                  Sam Smith (Sam the Great) <sam@example.com>
sub 2048R/569BA710 2013-10-03

When gpg finishes, you have generated your key pair. The gpg utility stores all information in the ~/.gpg directory. Your keys, and public keys you import using gpg, are stored on your keyring. The output shows two items you will use while working with gpg: the key ID (569BA710 in the example) and the key fingerprint.

fingerprint

After you have generated your key pair, you can display information about the pair using the gpg ––list-keys and ––fingerprint options. A fingerprint is a shorthand for the public portion of a key; you can use it for manual identification of the key.
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$ gpg --list-keys
/home/sam/.gnupg/pubring.gpg
----------------------------
pub   2048R/D26C84B3 2013-10-03
uid                  Sam Smith (Sam the Great) <sam@example.com>
sub   2048R/569BA710 2013-10-03


$ gpg --fingerprint
/home/sam/.gnupg/pubring.gpg
----------------------------
pub   2048R/D26C84B3 2013-10-03
      Key fingerprint = 036A DE6E D653 3769 B243  A9EE 286A C3E0 D26C 84B3
uid                  Sam Smith (Sam the Great) <sam@example.com>
sub   2048R/569BA710 2013-10-03

Exporting and Importing Public Keys

You need to give your public key to people you want to share information with securely. The best way to share public keys is on a public keyserver (e.g., pgp.mit.edu). Public keyservers propagate keys to other keyservers so over time your keys will appear in many places. In addition, you can put your public key fingerprint on your business card. The more places your public key appears, the better. For more information refer to “Using a Keyserver” on page 1178.

Alternately, you can manually exchange public keys. It is poor practice to use email to give someone your public key because such an exchange can give rise to a man-in-the-middle attack (see the tip on page 1160). A better practice is to use a removable medium (e.g., a USB flash drive) to exchange keys. The following paragraphs explain how to manually exchange keys.

The following command exports public keys (––export) in ASCII format (––armor; or –a) to a file named sam_pgp.asc (––output; or –o followed by the name of the file you want to write to). If you specify a user, the command exports the public key for that user, otherwise it exports the public keys for all users on the public keyring. Following, Sam writes his public key to sam_pgp.asc and then displays that file. Then he saves it on a USB flash drive and gives the drive to Max.
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$ gpg --export --armor --output sam_pgp.asc sam@example.com

$ cat sam_pgp.asc
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.4.14 (GNU/Linux)


mQENBFJNuu0BCADPBC2CrmGrkpluYVGHlU1zUKhAabHAeavlMGguvl6js6wNdDt7
VUiuXu3DOqep9tejO0FZT0NzEboWEoYI1ukm0PRUNEeSIUdZqUdo2dZFPOas4xBa


...
KU2H6lX8Kktn2Ct1kDy7ka2gjy24KiukkpuXsrBhNZFn751k3BTJYK/PemSGFhkY
tnaZZykjQO4d5Sh73jxRMpfaTxEZ32C5bXnxJ8ebz90SctFsChkBZX52
=IlkW
-----END PGP PUBLIC KEY BLOCK-----

Without the ––armor or –a option gpg writes a binary file.

After Max copies Sam’s public key from the flash drive, he adds it to his keyring using the following command
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[max@guava ~]$ gpg --import sam_pgp.asc
gpg: key D26C84B3: public key "Sam Smith (Sam the Great) <sam@example.com>" imported
gpg: Total number processed: 1
gpg:               imported: 1  (RSA: 1)

Next, Sam follows the same procedure to add Max’s public key to his keyring. The following examples assume Sam and Max have each other’s public keys on their keyrings.

Signing and Verifying a File

Next, Sam wants to send Max a text file named memoA.

$ cat memoA
This is memoA.
This is memoA.
This is memoA.
This is memoA.

Sam wants to make sure Max knows the messages is from him and that it has not been tampered with but does not care if anyone else can read it; he signs the file but does not encrypt it.

You can use one of two options to sign a file: ––clearsign or ––detach-sign (–b). The ––clearsign option creates a clear-text signature that gpg appends to the file. This option is good for text files but does not work with binary files. The ––detach-sign (–b) option creates a separate file that holds the signature and works with binary files. This section discusses both options.

Signing a file with either of these options does two things. It provides a digital signature that can prove who signed the file. It also generates a hash of the original file. When the recipient verifies the file, gpg confirms who signed the file and confirms that the file has not been tampered with.

Using the ––clearsign Option

Sam signs the file using the ––clearsign option, which generates a single, readable text file. The gpg utility requires Sam to enter his passphrase to unlock his secret key that gpg uses to sign the file.
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$ gpg --clearsign memoA


You need a passphrase to unlock the secret key for
user: "Sam Smith (Sam the Great) <sam@example.com>"
2048-bit RSA key, ID D26C84B3, created 2013-10-03


Enter passphrase:

The preceding command generates the following file:
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$ cat memoA.asc
-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1


This is memoA.
This is memoA.
This is memoA.
This is memoA.
-----BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.14 (GNU/Linux)


iQEcBAEBAgAGBQJSTcEvAAoJEChqw+DSbISzWNMH/0mfj5DENMPCJyAk2JqPADc3


...
wvCffxSdTEAnp7u+juIfVGkZy4l3rwF8Vi4Imbvh9UFIXwgFrz3O+tVgDVhyPzo=
=Xmqk
-----END PGP SIGNATURE-----

Sam can verify the identity of the file (it was properly signed by himself) and message integrity (it was not tampered with) using the gpg ––verify option. However, the message is not secret.
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$ gpg --verify memoA.asc
gpg: Signature made Thu 03 Oct 2013 12:10:39 PM PDT using RSA key ID D26C84B3
gpg: Good signature from "Sam Smith (Sam the Great) <sam@example.com>"

If the file had been altered, gpg would display the following message:
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$ gpg --verify memoA.asc
gpg: Signature made Thu 03 Oct 2013 12:10:39 PM PDT using RSA key ID D26C84B3
gpg: BAD signature from "Sam Smith (Sam the Great) <sam@example.com>"

When Sam sends the file to Max and Max verifies the file (using Sam’s public key, which is on his keyring) gpg displays the following message
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[max@guava ~]$ gpg --verify memoA.asc
gpg: Signature made Thu 03 Oct 2013 12:10:39 PM PDT using RSA key ID D26C84B3
gpg: Good signature from "Sam Smith (Sam the Great) <sam@example.com>"
gpg: WARNING: This key is not certified with a trusted signature!
gpg:          There is no indication that the signature belongs to the owner.
Primary key fingerprint: 036A DE6E D653 3769 B243  A9EE 286A C3E0 D26C 84B3

This message says that the signature and file are good based on the copy of Sam’s public key on Max’s keyring, but that the signature cannot be trusted. Someone (a man in the middle; page 1160) could have generated a key pair with Sam’s name on it, sent the public key to Max, and signed the document using the bogus private key. To be trusted, a public key must be signed; see “Signing a Public Key” on page 1177.

Using the ––detach-sign Option

The ––clearsign option does not work with binary files: Appending an ASCII signature to a binary file would render the file useless. Instead, the ––detach-sign (–b) option creates a separate signature file that gpg can use to verify the source of the file and also verify that the file has not been tampered with.

Max wants to send Sam binfile. He wants to ensure that Sam knows the file is from him and that it has not been altered, but does not care if someone else can use the file. When Max uses the ––detach-sign option, gpg prompts Max to enter his passphrase and creates a binfile.sig file that holds the signature. Max must send both the binfile and binfile.sig files to Sam for Sam to verify the signature (and use the file).
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[max@guava ~]$ gpg --detach-sign binfile


You need a passphrase to unlock the secret key for
user: "Max Wild <max@example.com>"
2048-bit RSA key, ID 643E62B8, created 2013-10-03


Enter passphrase:


[max@guava ~]$ ls -l binfile*
-rwxr-xr-x. 1 max pubs 982296 10-03 12:28 binfile
-rw-r--r--. 1 max pubs    287 10-03 12:30 binfile.sig

Assuming Max’s public key is on Sam’s keyring, when Sam specifies the name of the signature file as an argument to gpg, gpg verifies the file and signature.

Click here to view code image

$ gpg binfile.sig
gpg: Signature made Thu 03 Oct 2013 12:30:02 PM PDT using RSA key ID 643E62B8
gpg: Good signature from "Max Wild <max@example.com>"
gpg: WARNING: This key is not certified with a trusted signature!
gpg:          There is no indication that the signature belongs to the owner.
Primary key fingerprint: 92CB 83B7 8439 C740 8B80  6C75 72E3 1884 643E 62B8

Again, Max’s public key must be signed to be trusted.

Encrypting and Decrypting a File

When you encrypt a file using a public key, only the corresponding private key can decrypt the file. If you want to send a file to someone such that only that person can read (or run) that file, you can encrypt the file using the recipient’s public key. Then the recipient can decrypt the file using her private key; no one else can read the file.

Following, Max encrypts the memoB file using Sam’s public key, yielding an unreadable file named memoB.gpg.

Click here to view code image

[max@guava ~]$ gpg --recipient sam@example.com --encrypt memoB
[max@guava ~]$ ls -l memoB*
-rw-r--r--. 1 max pubs  60 10-03 12:45 memoB
-rw-r--r--. 1 max pubs 349 10-03 12:45 memoB.gpg

When Sam receives the file, he decrypts it using his secret key:
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$ gpg --output memoB --decrypt memoB.gpg


You need a passphrase to unlock the secret key for
user: "Sam Smith (Sam the Great) <sam@example.com>"
2048-bit RSA key, ID 569BA710, created 2013-10-03 (main key ID D26C84B3)


gpg: encrypted with 2048-bit RSA key, ID 569BA710, created 2013-10-03
      "Sam Smith (Sam the Great) <sam@example.com>"


$ cat memoB
This is memoB.
This is memoB.
This is memoB.
This is memoB.

Signing and Encrypting a File

If you want to keep a file from prying eyes and ensure that it comes from the person it says it comes from and that it has not be altered, you can sign the file using your private key and encrypt it using the recipient’s public key. The recipient can then decrypt it using his public key and verify the signature using the sender’s public key.

In the next example, Max encrypts memoC using Sam’s public key and signs the file using his private key. The resulting file is named memoC.gpg. Because Max is using his private key, he must supply his passphrase.

Click here to view code image

$ gpg --recipient sam@example.com --encrypt --sign memoC


You need a passphrase to unlock the secret key for
user: "Max Wild <max@example.com>"
2048-bit RSA key, ID 643E62B8, created 2013-10-03


Enter passphrase:
...

When Sam gets the file he decrypts it, sending the output (the decrypted file) to memoC. Because the file was encrypted using Sam’s public key, Sam must provide his private key to decrypt it. At the bottom of the output, gpg confirms that Max’s signature is good.

Click here to view code image

$ gpg --output memoC memoC.gpg


You need a passphrase to unlock the secret key for
user: "Sam Smith (Sam the Great) <sam@example.com>"
2048-bit RSA key, ID 569BA710, created 2013-10-03 (main key ID D26C84B3)
Enter passphrase:


gpg: encrypted with 2048-bit RSA key, ID 569BA710, created 2013-10-03
      "Sam Smith (Sam the Great) <sam@example.com>"
gpg: Signature made Thu 03 Oct 2013 12:50:51 PM PDT using RSA key ID 643E62B8
gpg: Good signature from "Max Wild <max@example.com>"

Signing a Public Key

If you trust that a public key belongs to the person it says it belongs to, you can sign that key to make it more trustworthy. The more people who sign a key, the more trustworthy it becomes.

A key ID identifies a key. You can use the gpg ––list-key option to list the IDs of all the keys on your keyring. The following output shows that Sam’s key is 2,048 bits long, uses RSA encryption (R), and has a key ID of D26C84B3.

Click here to view code image

$ gpg --list-key
/home/max/.gnupg/pubring.gpg
----------------------------
...
pub   2048R/D26C84B3 2013-10-03
uid                  Sam Smith (Sam the Great) <sam@example.com>
sub   2048R/569BA710 2013-10-03

Before you sign a key, make sure it belongs to the person it says it belongs to. Download the key from several sources (e.g., keyservers). Each key has a unique fingerprint that you can use to identify that key. Use the gpg ––fingerprint option followed by the key ID to display the fingerprint of a key and compare the fingerprints.

Click here to view code image

[max@guava ~]$ gpg --fingerprint D26C84B3
pub   2048R/D26C84B3 2013-10-03
      Key fingerprint = 036A DE6E D653 3769 B243  A9EE 286A C3E0 D26C 84B3
uid                  Sam Smith (Sam the Great) <sam@example.com>
sub   2048R/569BA710 2013-10-03

Check that the fingerprint is correct by comparing it to one supplied by the person who owns it. Use a keyserver, the phone, or a printout, not email, to verify the fingerprint. Once you are sure you have a valid key you can sign it using the gpg ––sign-key option followed by the key ID you have just verified. Following, Max signs the copy of Sam’s public key that is on Max’s keyring.

Click here to view code image

[max@guava ~]$ gpg --sign-key D26C84B3


pub  2048R/D26C84B3  created: 2013-10-03  expires: never       usage: SC
                     trust: unknown       validity: unknown
sub  2048R/569BA710  created: 2013-10-03  expires: never       usage: E
[ unknown] (1). Sam Smith (Sam the Great) <sam@example.com>


pub  2048R/D26C84B3  created: 2013-10-03  expires: never       usage: SC
                     trust: unknown       validity: unknown
 Primary key fingerprint: 036A DE6E D653 3769 B243  A9EE 286A C3E0 D26C 84B3


Sam Smith (Sam the Great) <sam@example.com>


Are you sure that you want to sign this key with your
key "Max Wild <max@example.com>" (643E62B8)


Really sign? (y/N) y


You need a passphrase to unlock the secret key for
user: "Max Wild <max@example.com>"
2048-bit RSA key, ID 643E62B8, created 2013-10-03


Enter passphrase:

You use your secret key to sign a document, proving you signed the document. To gain access to your secret key, gpg requires you to enter your passphrase.

Now when Max verifies Sam’s document gpg checks the trust database, displays some information about Sam’s public key, and declares that Sam’s signature is good.

Click here to view code image

$ gpg --verify memoA.asc
gpg: Signature made Thu 03 Oct 2013 12:10:39 PM PDT using RSA key ID D26C84B3
gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0  valid:   1  signed:   1  trust: 0-, 0q, 0n, 0m, 0f, 1u
gpg: depth: 1  valid:   1  signed:   0  trust: 1-, 0q, 0n, 0m, 0f, 0u
gpg: Good signature from "Sam Smith (Sam the Great) <sam@example.com>"

Using a Keyserver

If you want to share your public key with the world, you can upload it to a keyserver. Having your key on a keyserver makes it easier for several people to sign it. It also makes it easier for people to find and use to encrypt documents they send to you. Once it is uploaded, it will be distributed to all keyservers; there is no need to upload it to more than one. The keys.gnupg.net URL uses a round-robin DNS that points to a different keyserver each time you reference it.

The following example sends the public key with the key ID 99ZZ99ZZ from the user’s keyring to the keyserver that keys.gnupg.net points to. The gpg utility uses keys.gnupg.net by default; you can specify a different keyserver by using the ––keyserver option. The argument following the ––send-keys option specifies the key ID of the public key gpg is to send from the user’s keyring to the keyserver.

Click here to view code image

$ gpg  --send-keys 99ZZ99ZZ
gpg: sending key 99ZZ99ZZ to hkp server keys.gnupg.net

If you want to sign a key that is stored on a keyserver, first determine the key ID of the key (get it from your friend or look it up on a keyserver [e.g., pgp.mit.edu]). Then download the key. Again, gpg defaults to keys.gnupg.net. The ––recv-keys option specifies the key ID of the key you want to download. The gpg utility stores the key on your keyring.

Click here to view code image

$ gpg --recv-keys 99ZZ99ZZ
gpg: requesting key 99ZZ99ZZ from hkp server keys.gnupg.net
gpg: key 99ZZ99ZZ: public key "Zach Brill <zach@example.com>" imported
gpg: Total number processed: 1
gpg:               imported: 1

Next use the ––fingerprint option followed by the key ID of the key you just downloaded to display the fingerprint of the key.

Click here to view code image

$ gpg --fingerprint 99ZZ99ZZ
pub   1024D/99ZZ99ZZ 1998-10-23
      Key fingerprint = 5E1C 544D 83BF D3D0 6ED9  61EA C1B2 A984 68DB 67AE
uid                  Zach Brill <zach@example.com>
sub   2048g/C548F7C0 1998-10-23

Always make sure the key you are signing belongs to the person it says it belongs to and that that person is a real person. Obtain the fingerprint of the key from a source other than a keyserver and verify the fingerprint before signing a key. In the following example, the argument following the ––sign-key option specifies the key ID of the key the user will sign on the keyserver. Because this command signs the key on the keyserver, there is no need to upload the key from your keyring.

Click here to view code image

$ gpg --keyserver keys.gnupg.net --sign-key 99ZZ99ZZ


pub  1024D/99ZZ99ZZ  created: 1998-10-23  expires: never       usage: SCA
                     trust: unknown       validity: unknown
sub  2048g/C548F7C0  created: 1998-10-23  expires: never       usage: E
[ unknown] (1). Zach Brill <zach@example.com>


pub  1024D/99ZZ99ZZ  created: 1998-10-23  expires: never       usage: SCA
                     trust: unknown       validity: unknown
 Primary key fingerprint: 9Z9Z 999Z 99ZZ 9Z9Z 999Z  9Z9Z 999Z 9Z9Z 999Z 99ZZ


Zach Brill <zach@example.com>


Are you sure that you want to sign this key with your
key "Max Wild <max@example.com>" (643E62B8)


Really sign? (y/N) y


You need a passphrase to unlock the secret key for
user: "Max Wild <max@example.com>"
2048-bit RSA key, ID 643E62B8, created 2013-10-03


Enter passphrase:

Security Resources

Many free and commercial programs can enhance system security. Some of these are listed in Table C-1. Many of these sites have links to other, interesting sites that are worth looking at.
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Table C-1 Security resources

Appendix Summary

Security is inversely proportional to usability. There must be a balance between users’ requirements to get their work done and the amount of security that is implemented. It is often unnecessary to provide top security for a small business with only a few employees. By contrast, if you work for a government military contractor, you are bound to have extreme security constraints and an official audit policy to determine whether security policies are being implemented correctly.

Review your own security requirements periodically. Several of the tools mentioned in this appendix can help you monitor a system’s security measures. Tools such as nessus, samhain, and SAINT, for example, provide auditing mechanisms.

Some companies specialize in security and auditing. Hiring one of them to examine your site can be costly but might yield specific recommendations for areas you might have overlooked in your initial setup. When you hire someone to audit your security, recognize that you might be providing both physical and root access to local systems. Make sure the company that you hire has a good history, has been in business for several years, and has impeccable references. Check up on the company periodically: Things change over time. Avoid the temptation to hire former system crackers as consultants. Security consultants should have an irreproachable ethical background or you will always have doubts about their intentions.

Your total security package is based on your risk assessment of local vulnerabilities. Strengthen those areas that are most important for your business. For example, many sites rely on a firewall to protect them from the Internet, whereas internal hosts might receive little or no security attention. Crackers refer to this setup as “the crunchy outside surrounding the soft chewy middle.” Yet this setup is entirely sufficient to protect some sites. Perform your own risk assessment and address your needs accordingly. If need be, hire a full-time security administrator whose job it is to design and audit local security policies.


D. Keeping the System Up-to-Date Using apt-get


In This Appendix
Using apt-get to Install, Remove, and Update Packages
Using apt-get to Upgrade the System
Other apt-get Commands
Repositories
sources.list: Specifies Repositories for apt-get to Search



The apt-get utility fills the same role as yum, described in Chapter 12: They install and update software packages. Both utilities compare the files in a repository (generally on the Internet) with those on the local system and update the files on the local system according to your instructions. Both utilities automatically install and update any additional files that a package depends on (dependencies). Most Linux distributions come with apt-get or yum. Debian-based systems such as Ubuntu and Mint are set up to use apt-get, which works with deb packages. RHEL (Red Hat Enerprise Linux) and Fedora use yum, which works with rpm packages. There are also versions of apt-get that work with rpm packages.

To facilitate the update process, apt-get and yum keep locally a list of packages that are held in each of the repositories they use. Any software you want to install or update must reside in a repository.

When you give apt-get or yum a command to install a package, they look for the package in a local package list. If the package appears in the list, apt-get or yum fetches both that package and any packages the package you are installing depends on and installs the packages.

The apt-get examples in this section are from an Ubuntu system. Although the files, input, and output on the local system might look different, how you use the tools—and the results—will be the same.

[image: ] apt-get and dpkg

APT (Advanced Package Tool) is a collection of utilities that download, install, remove, upgrade, and report on software packages. APT utilities download packages and call dpkg utilities to manipulate the packages once they are on the local system. For more information refer to help.ubuntu.com/community/AptGet/Howto.

Updating the package list

The primary APT command is apt-get; its arguments determine what the command does. Working with root privileges, give the command apt-get update to update the local package list:

Click here to view code image

# apt-get update
Get:1 http://extras.ubuntu.com precise Release.gpg [72 B]
Get:2 http://security.ubuntu.com precise-security Release.gpg [198 B]
Hit http://extras.ubuntu.com precise Release
Get:3 http://security.ubuntu.com precise-security Release [49.6 kB]
Hit http://extras.ubuntu.com precise/main Sources
Get:4 http://us.archive.ubuntu.com precise Release.gpg [198 B]
Hit http://extras.ubuntu.com precise/main i386 Packages
Get:5 http://us.archive.ubuntu.com precise-updates Release.gpg [198 B]
Get:6 http://us.archive.ubuntu.com precise-backports Release.gpg [198 B]
Get:7 http://us.archive.ubuntu.com precise Release [49.6 kB]
Get:8 http://security.ubuntu.com precise-security/main Sources [22.5 kB]
Get:9 http://security.ubuntu.com precise-security/restricted Sources [14 B]
...
Fetched 13.4 MB in 2min 20s (95.4 kB/s)
Reading package lists... Done

Check the dependency tree

The apt-get utility does not tolerate a broken dependency tree. To check the status of the local dependency tree, give the command apt-get check:

Click here to view code image

# apt-get check
Reading package lists... Done
Building dependency tree
Reading state information... Done

The easiest way to fix errors that apt-get reveals is to remove the offending packages and then reinstall them using apt-get.

[image: ] Using apt-get to Install, Remove, and Update Packages

Installing packages

The following command uses apt-get to install the zsh package:

Click here to view code image

# apt-get install zsh
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
  zsh-doc
The following NEW packages will be installed:
  zsh
0 upgraded, 1 newly installed, 0 to remove and 2 not upgraded.
Need to get 0 B/4,667 kB of archives.
After this operation, 11.5 MB of additional disk space will be used.
Selecting previously unselected package zsh.
(Reading database ... 166307 files and directories currently installed.)
Unpacking zsh (from .../zsh_4.3.17-1ubuntu1_i386.deb) ...
Processing triggers for man-db ...
Setting up zsh (4.3.17-1ubuntu1) ...
update-alternatives: using /bin/zsh4 to provide /bin/zsh (zsh) in auto mode.
update-alternatives: using /bin/zsh4 to provide /bin/rzsh (rzsh) in auto mode.
update-alternatives: using /bin/zsh4 to provide /bin/ksh (ksh) in auto mode.

Removing packages

Remove a package the same way you install a package, substituting remove for install:

Click here to view code image

# apt-get remove zsh
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages will be REMOVED:
  zsh
0 upgraded, 0 newly installed, 1 to remove and 2 not upgraded.
After this operation, 11.5 MB disk space will be freed.
Do you want to continue [Y/n]? y
(Reading database ... 167467 files and directories currently installed.)
Removing zsh ...
Processing triggers for man-db ...

To ensure you can later reinstall a package with the same configuration, the apt-get remove command does not remove configuration files from the /etc directory hierarchy. Although it is not recommended, you can use the purge command instead of remove to remove all the package files, including configuration files. Alternately, you can move these files to an archive so you can restore them later if necessary.

[image: ] Using apt-get to Upgrade the System

Two arguments cause apt-get to upgrade all packages on the system: upgrade upgrades all packages on the system that do not require new packages to be installed and dist-upgrade upgrades all packages on the system, installing new packages as needed; this argument will install a new version of the operating system if one is available.

The following command updates all packages on the system that depend only on installed packages:

Click here to view code image

# apt-get upgrade
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages will be upgraded:
  eog libtiff4
2 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.
Need to get 906 kB of archives.
After this operation, 20.5 kB disk space will be freed.
Do you want to continue [Y/n]? y
Get:1 http://us.archive.ubuntu.com/ubuntu/ precise-updates/main libtiff4 i386 3.9.5-2ubuntu1.1 [142 kB]
Get:2 http://us.archive.ubuntu.com/ubuntu/ precise-updates/main eog i386 3.4.2-0ubuntu1 [763 kB]
Fetched 906 kB in 2s (378 kB/s)
(Reading database ... 167468 files and directories currently installed.)
Preparing to replace libtiff4 3.9.5-2ubuntu1 (using .../libtiff4_3.9.5-2ubuntu1.1_i386.deb) ...
Unpacking replacement libtiff4 ...
Preparing to replace eog 3.4.1-0ubuntu1 (using .../eog_3.4.2-0ubuntu1_i386.deb) ...
Unpacking replacement eog ...
Processing triggers for libglib2.0-0 ...
Processing triggers for man-db ...
Processing triggers for gconf2 ...
Processing triggers for hicolor-icon-theme ...
Processing triggers for bamfdaemon ...
Rebuilding /usr/share/applications/bamf.index...
Processing triggers for desktop-file-utils ...
Processing triggers for gnome-menus ...
Setting up libtiff4 (3.9.5-2ubuntu1.1) ...
Setting up eog (3.4.2-0ubuntu1) ...
Processing triggers for libc-bin ...
ldconfig deferred processing now taking place

When apt-get asks whether you want to continue, enter Y to upgrade the listed packages; otherwise, enter N. Packages that are not upgraded because they depend on packages that are not already installed are listed as kept back.

Use dist-upgrade to upgrade all packages, including packages that depend on packages that are not installed. This command also installs dependencies.

[image: ] Other apt-get Commands

autoclean

Removes old archive files.

check

Checks for broken dependencies.

clean

Removes archive files.

dist-upgrade

Upgrades packages on the system, installing new packages as needed. If a new version of the operating system is available, this option upgrades to the new version.

purge

Removes a package and all its configuration files.

source

Downloads source files.

update

Retrieves new lists of packages.

upgrade

Upgrades all packages on the system that do not require new packages to be installed.

Repositories

Repositories hold collections of software packages and related information, including headers that describe each package and provide information on other packages the package depends on. Typically, a Linux distribution maintains repositories for each of its releases.

Software package categories

Software packages are frequently divided into several categories. Ubuntu uses the following categories:

• main—Ubuntu-supported open-source software

• universe—Community-maintained open-source software

• multiverse—Software restricted by copyright or legal issues

• restricted—Proprietary device drivers

• backports—Packages from later releases of Ubuntu that are not available for an earlier release

The apt-get utility selects packages from repositories it searches based on the categories specified in the sources.list file.
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The /etc/apt/sources.list file specifies the repositories apt-get searches when you ask it to find or install a package. You must modify the sources.list file to enable apt-get to download software from nondefault repositories. Typically, you do not need to configure apt-get to install supported software.

Each line in sources.list describes one repository and has the following syntax:

type URI repository category-list

where type is deb for packages of executable files and deb-src for packages of source files; URI is the location of the repository, usually cdrom or an Internet address that starts with http://; repository is the name of the repository apt-get is to search; and category-list is a SPACE-separated list of categories apt-get selects packages from. Comments begin with a pound sign (#) anywhere on a line and end at the end of the line.

The following line from sources.list on an Ubuntu system causes apt-get to search the Precise archive located at us.archive.ubuntu.com/ubuntu for deb packages that contain executable files. It accepts packages that are categorized as main, restricted, and multiverse:

Click here to view code image

deb http://us.archive.ubuntu.com/ubuntu/ precise main restricted multiverse

Replace deb with deb-src to search for packages of source files in the same manner. Use the apt-get source command to download source packages.

Default repositories

The default sources.list file on an Ubuntu system includes repositories such as precise (Precise as originally released), precise-updates (major bug fixes after the release of Precise), precise-security (critical security-related updates), and precise-backports (newer, less-tested software that is not reviewed by the Ubuntu security team). Some repositories in sources.list might be commented out. Remove the leading pound sign (#) on the lines of the repositories you want to enable. After you modify sources.list, give the command apt-get update (page 1184) to update the local package indexes.

The next line, which was added to sources.list, enables apt-get to search a third-party repository (but see the following security tip):

Click here to view code image

deb http://download.skype.com/linux/repos/debian/ stable non-free

In this case, the repository is named stable and the category is non-free. Although the code is compiled for Debian, it runs on Ubuntu, as is frequently the case.


Security: Use repositories you trust
There are many repositories of software packages. Be selective regarding which repositories you add to sources.list: When you add a repository, you are trusting the person who runs the repository not to put malicious software in packages you might download. In addition, unsupported packages might conflict with other packages or cause upgrades to fail.




E. LPI and CompTIA Certification


In This Appendix
Linux Essentials
Certification Exam 1 Objectives: LX0-101
Certification Exam 2 Objectives: LX0-102



This book is used as the adopted text in many college classes. Because students who take these classes often seek LPI or CompTIA certification, instructors have asked for a mapping of certification objectives to the material covered in this book. This book fully covers LPI’s Linux Essentials certification learning goals and provides extensive coverage of CompTIA’s Linux+ exam objectives. This appendix maps these learning goals and exam objectives to pages in this book. The following icons are used throughout the book to mark the places where learning goals and exam objectives are discussed.

[image: ] This icon indicates coverage of a topic in the LPI’s Linux Essentials certification learning goals.

[image: ] This icon indicates coverage of a topic in the CompTIA’s Linux+ exam objectives.

[image: ] This icon indicates coverage of a topic in the CompTIA’s Linux+ exam objectives and a topic in the LPI’s Linux Essentials certification learning goals.

More Information

LPI Linux Essentials: www.lpi.org/linux-certifications/introductory-programs/linux-essentials

LPI Certification Exams: www.lpi.org/linux-certifications/programs/lpic-1

CompTIA Exams: certification.comptia.org/getCertified/certifications/linux.aspx

CompTIA and LPI partnership: www.lpi.org/linux-certifications/partnership-programs/comptia

Linux Essentials

Topic 1: The Linux Community and a Career in Open Source

1.1 Linux Evolution and Popular Operating Systems

Description: Knowledge of Linux development and major distributions

Key Knowledge Areas

Open Source Philosophy

[image: ] Open-Source Software and Licensing page 6

Distributions

[image: ] Distribution page 6

Embedded Systems

[image: ] Embedded and moble Linux page 6

Partial List of Used Files, Terms, and Utilities

Android

[image: ] Embedded and moble Linux page 6

Debian

[image: ] Distribution page 6

CentOS

[image: ] CentOS page 33

1.2 Major Open Source Applications

Description: Awareness of major applications and their uses

Key Knowledge Areas

Desktop Applications

[image: ] Desktop applications page 1151

Server Applications

[image: ] DHCP: Configures Network Interfaces page 491

[image: ] Chapter 13: Printing with CUPS page 555

[image: ] Chapter 18: OpenSSH: Secure Network Communication page 685

[image: ] Chapter 19: FTP: Transferring Files Across a Network page 713

[image: ] Chapter 20: sendmail: Setting Up Mail Servers, Clients, and More page 739

[image: ] Chapter 21: NIS and LDAP page 769

[image: ] Chapter 22: NFS: Sharing Directory Hierarchies page 801

[image: ] Chapter 23: Samba: Linux and Windows File and Printer Sharing page 827

[image: ] Chapter 24: DNS/BIND: Tracking Domain Names and Addresses page 851

[image: ] Chapter 26: Apache (httpd): Setting Up a Web Server page 931

Mobile Applications

[image: ] Embedded and moble Linux page 6

Development Languages

[image: ] Chapter 27: Programming the Bourne Again Shell (bash) page 981

[image: ] Chapter 28: The Python Programming Language page 1081

[image: ] Chapter 29: The MariaDB SQL Database Management System page 1113

Package Management Tools and repositories

[image: ] Chapter 12: Finding, Downloading, and Installing Software page 531

[image: ] Appendix D: Keeping the System Up-to-Date Using apt-get page 1183

Partial List of Used Files, Terms, and Utilities

OpenOffice.org, LibreOffice, Thunderbird, Firefox, Blender, Gimp, Audacity, ImageMagick

[image: ] Desktop applications page 1151

Apache, MySQL, PostgreSQL

[image: ] Chapter 26: Apache (httpd): Setting Up a Web Server page 931

[image: ] Chapter 29: The MariaDB SQL Database Management System page 1113

[image: ] Programming languages page 1152

NFS, Samba, OpenLDAP, Postfix, DNS, DHCP

[image: ] Chapter 22: NFS: Sharing Directory Hierarchies page 801

[image: ] Chapter 23: Samba: Linux and Windows File and Printer Sharing page 827

[image: ] LDAP page 786

[image: ] Postfix page 742

[image: ] Chapter 24: DNS/BIND: Tracking Domain Names and Addresses page 851

[image: ] DHCP: Configures Network Interfaces page 491

C, Perl, shell, Python, PHP

[image: ] Chapter 27: Programming the Bourne Again Shell (bash) page 981

[image: ] Chapter 28: The Python Programming Language page 1081
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1.3 Understanding Open Source Software and Licensing

Description: Open communities and licensing Open Source Software for business

Key Knowledge Areas

Licensing

[image: ] Open-Source Software and Licensing page 6

Free Software Foundation (FSF), Open Source Initiative (OSI)

[image: ] GNU Project page 3

[image: ] Linux Is More than a Kernel page 6

[image: ] FOSS/FLOSS page 7

[image: ] GNOME and KDE page 17

Partial List of Used Files, Terms, and Utilities

GPL, BSD, Creative Commons

[image: ] GPL page 5

[image: ] Berkeley UNIX (BSD) page 3

[image: ] Creative Commons page 1245 (Glossary)

Free Software, Open Source Software, FOSS, FLOSS

[image: ] FOSS/FLOSS page 7

Open Source business models

[image: ] Making money page 7

1.4 ICT Skills and Working in Linux

Description: Basic Information and Communication Technology (ICT) skills and working in Linux

Key Knowledge Areas

Desktop Skills

[image: ] Chapter 4: Introduction to Fedora and Red Hat Enterprise Linux page 89

Getting to the Command Line

[image: ] Working from the Command Line page 119

[image: ] Chapter 7: The Linux Utilities page 215

Industry uses of Linux, Cloud Computing, and Virtualization

[image: ] Chapter 17: Setting Up Virtual Machines Locally and in the Cloud page 659

Partial List of Used Files, Terms, and Utilities

Using a browser, privacy concerns, configuration options, searching the Web, and saving content

[image: ] Firefox: www.mozilla.org/en-US/firefox/central

[image: ] Chrome: www.google.com/intl/en/chrome/browser/features.html

[image: ] Opera: www.opera.com

Terminal and Console

[image: ] Using a Virtual Console page 121

Password issues

[image: ] Users: Changing Your Account Type and Password (GUI) page 112

[image: ] Password Security page 136

[image: ] passwd: Changing Your Password (CLI) page 137

[image: ] Passwords page 625

Privacy issues and tools

[image: ] Search the Web for browser privacy

[image: ] Mozilla: support.mozilla.org/en-US/kb/private-browsing-browse-web-without-saving-info

[image: ] lifehacker.com/the-best-browser-extensions-that-protect-your-privacy-479408034

Use of common open-source applications in presentations and projects

[image: ] Desktop Applications page 1151

Topic 2: Finding Your Way on a Linux System

2.1 Command Line Basics

Description: Basics of using the Linux command line

Key Knowledge Areas

Basic shell

[image: ] Working from the Command Line page 119

[image: ] Chapter 5: The Shell page 141

Formatting commands

[image: ] The Command Line page 144

Working with Options

[image: ] Options page 145

Variables

[image: ] Parameters and Variables page 352

[image: ] Variables page 1031

Globbing

[image: ] Filename Generation/Pathname Expansion page 165

[image: ] Pathname Expansion page 412

Quoting

[image: ] Special Characters page 142

[image: ] Quoting the $ page 354

[image: ] Quotation marks page 412

Partial List of Used Files, Terms, and Utilities

echo

[image: ] echo: Displays Arguments page 219

[image: ] echo –e page 1009

history

[image: ] History page 376

PATH env variable

[image: ] Set PATH in .bash_profile page 331

[image: ] PATH: Where the Shell Looks for Programs page 359

which

[image: ] which page 255

Nice to Know

Substitutions

[image: ] Command Substitution page 410

||, &&, and ; control operators

[image: ] Lists page 162

[image: ] ; and NEWLINE Separate Commands page 341

[image: ] && and || Boolean Control Operators page 343

2.2 Using the Command Line to Get Help

Description: Running Help commands and navigation of the various Help systems

Key Knowledge Areas

man

[image: ] man: Displays the System Manual page 128

info

[image: ] info: Displays Information About Utilities page 131

Partial List of Used Files, Terms, and Utilities

man

[image: ] man: Displays the System Manual page 128

info

[image: ] info: Displays Information About Utilities page 131

man pages

[image: ] man: Displays the System Manual page 128

/usr/share/doc

[image: ] /usr/share/doc page 134

locate

[image: ] locate: Searches for a File page 256

Nice to Know

apropos, whatis, whereis

[image: ] apropos: Searches for a Keyword page 130

[image: ] whatis page 130

[image: ] whereis page 255

2.3 Using Directories and Listing Files

Description: Navigation of home and system directories and listing files in various locations

Key Knowledge Areas

Files, directories

[image: ] Ordinary Files and Directory Files page 177

Hidden files and directories

[image: ] Hidden Filenames page 180

Home

[image: ] Your Home Directory page 143

Absolute and relative paths

[image: ] Absolute Pathnames page 181

[image: ] Relative Pathnames page 182

Partial List of Used Files, Terms, and Utilities

Common options for ls

[image: ] Options page 221

Recursive listings

[image: ] Recursive page 222

cd

[image: ] cd: Changes to Another Working Directory page 185

. and ..

[image: ] The . and .. Directory Entries page 186

home and ~

[image: ] Your Home Directory page 143

[image: ] ~ (Tilde) in Pathnames page 182

[image: ] Tilde (~) page 359

[image: ] Tilde Expansion page 407

2.4 Creating, Moving, and Deleting Files

Description: Create, move, and delete files and directories under the home directory

Key Knowledge Areas

Files and directories

[image: ] Ordinary Files and Directory Files page 177

Case sensitivity

[image: ] Case sensitivity page 179

Simple globbing and quoting

[image: ] Filename Generation/Pathname Expansion page 165

[image: ] Pathname Expansion page 412

[image: ] Special Characters page 166

[image: ] Quoting the $ page 394

[image: ] Quotation marks page 452

Partial List of Used Files, Terms, and Utilities

mv, cp, rm, touch

[image: ] mv: Moves a Directory page 188

[image: ] mv: Renames or Moves a File page 237

[image: ] mv, cp: Move or Copy Files page 187

[image: ] cp: Copies Files page 224

[image: ] rm: Removes a Link page 208

[image: ] rm: Removes a File (Deletes a Link) page 222

[image: ] touch: Changes File Modification and Access Times page 243

mkdir, rmdir

[image: ] mkdir: Creates a Directory page 184

[image: ] rmdir: Deletes a Directory page 186

Topic 3: The Power of the Command Line

3.1 Archiving Files on the Command Line

Description: Archiving files in the user home directory

Key Knowledge Areas

Files, directories

[image: ] Ordinary Files and Directory Files page 177

Archives, compression

[image: ] Compressing and Archiving Files page 245

Partial List of Used Files, Terms, and Utilities

tar

[image: ] tar: Stores or Extracts Files to/from an Archive File page 249

[image: ] tar: Archives Files page 603

Common tar options

[image: ] Options page 249

[image: ] Modifiers page 251

gzip, bzip2

[image: ] xz, bzip2, and gzip: Compress and Decompress Files page 245

zip, unzip

[image: ] zip page 249

[image: ] unzip page 249

Nice to Know

Extracting individual files from archives

[image: ] Extract page 250

3.2 Searching and Extracting Data from Files

Description: Search and extract data from files in the home directory

Key Knowledge Areas

Command line pipes

[image: ] Pipelines page 158

I/O redirection

[image: ] Redirection page 153

Partial POSIX Regular Expressions (., [ ], *, ?)

[image: ] Appendix A: Regular Expressions page 1139

Partial List of Used Files, Terms, and Utilities

find

[image: ] find: Finds Files Based on Criteria page 229

grep

[image: ] grep: Searches for a Pattern in Files page 232

less

[image: ] less Is more: Display a Text File One Screen at a Time page 220

head, tail

[image: ] head: Displays the Beginning of a File page 235

[image: ] tail: Displays the Last Part of a File page 241

sort

[image: ] sort: Sorts and/or Merges Files page 239

cut

[image: ] cut: Selects Characters or Fields from Input Lines page 225

wc

[image: ] wc: Displays the Number of Lines, Words, and Bytes in Files page 244

Nice to Know

Partial POSIX Basic Regular Expressions ([^ ], ^, $)

[image: ] Appendix A: Regular Expressions page 1139

Partial POSIX Extended Regular Expressions (+, ( ), |)

[image: ] Appendix A: Regular Expressions page 1139

xargs

[image: ] xargs: Converts Standard Input to Command Lines page 260

3.3 Turning Commands into a Script

Description: Turning repetitive commands into simple scripts

Key Knowledge Areas

Basic text editing

[image: ] Tutorial: Using vim to Create and Edit a File page 262

[image: ] Tutorial: Using nano to Create and Edit a File page 270

Basic shell scripting

[image: ] Writing and Executing a Basic Shell Script page 127

Partial List of Used Files, Terms, and Utilities

/bin/sh

[image: ] sh Shell page 328

Variables

[image: ] Parameters and Variables page 352

[image: ] Variables page 1031

Arguments

[image: ] Arguments page 145

for loops

[image: ] for...in page 995

[image: ] for page 997

echo

[image: ] echo: Displays Arguments page 219

[image: ] echo –e page 1009

Exit status

[image: ] $?: Exit Status page 1029

Nice to Know

pico, nano, vi (only basics for creating scripts)

[image: ] pico, see Desktop applications page 1151

[image: ] Tutorial: Using vim to Create and Edit a File page 262

[image: ] Tutorial: Using nano to Create and Edit a File page 270

bash

[image: ] Chapter 5: The Shell page 141

[image: ] Chapter 9: The Bourne Again Shell (bash) page 327

[image: ] Chapter 27: Programming the Bourne Again Shell (bash) page 981

if, while, case statements

[image: ] if...then page 983

[image: ] if...then...else page 987

[image: ] if...then...elif page 989

[image: ] for...in page 995

read and test, and [ commands

[image: ] read: Accepts User Input page 1041

[image: ] test builtin page 983

[image: ] [] is a synonym for test page 986

[image: ] test builtin page 1000

Topic 4: The Linux Operating System

4.1 Choosing an Operating System

Description: Knowledge of major operating systems and Linux distributions

Key Knowledge Areas

Windows, Mac, Linux differences

[image: ] Choosing an Operating System page 19

Distribution life cycle management

[image: ] Fedora, RHEL, and CentOS page 33

Partial List of Used Files, Terms, and Utilities

GUI versus command line, desktop configuration

[image: ] Choosing an Operating System page 19

Maintenance cycles, Beta and Stable

[image: ] beta release page 1239 (Glossary)

[image: ] stable release page 1274 (Glossary)

4.2 Understanding Computer Hardware

Description: Familiarity with the components that go into building desktop and server computers

Key Knowledge Areas

Hardware

[image: ] Requirements page 30

Partial List of Used Files, Terms, and Utilities

Hard drives and partitions, motherboards, processors, power supplies, optical drives, peripherals

[image: ] Setting Up the Hard Disk page 36

[image: ] motherboard page 1261 (Glossary)

[image: ] Processor Architecture page 31

[image: ] power supply page 1267 (Glossary)

[image: ] optical drive page 1264 (Glossary)

[image: ] Peripheral, see device page 1246 (Glossary)

Display types

[image: ] Interfaces: Installer and Installed System page 32

[image: ] Working from the Command Line page 119

[image: ] ASCII terminal page 1237 (Glossary)

[image: ] graphical display page 1251 (Glossary)

Drivers

[image: ] Device files page 515

[image: ] Block and Character Devices page 518

[image: ] device driver page 1246 (Glossary)

4.3 Where Data Is Stored

Description: Where various types of information are stored on a Linux system

Key Knowledge Areas

Kernel

[image: ] Chapter 14: Building a Linux Kernel page 579

[image: ] kernel page 1257 (Glossary)

Processes

[image: ] Process page 150

[image: ] Processes page 373

[image: ] ps page 466

[image: ] process page 1267 (Glossary)

syslog, klog, dmesg

[image: ] rsyslogd: Logs System Messages page 620

[image: ] klogd: deprecated; www.linuxjournal.com/article/4058

[image: ] dmesg: Displays Kernel Messages page 595

/lib, /usr/lib, /etc, /var/log

[image: ] /lib page 190

[image: ] /lib64 page 190

[image: ] /usr/lib page 190

[image: ] /usr/lib64 page 191

[image: ] /etc page 190

[image: ] /etc page 506

[image: ] /var/log page 191

[image: ] /var/log page 514

[image: ] Log Files and Mail for root page 626

Partial List of Used Files, Terms, and Utilities

Programs, libraries, packages and package databases, system configuration

[image: ] /lib page 190

[image: ] /lib64 page 190

[image: ] /usr/lib page 190

[image: ] /usr/lib64 page 191

[image: ] /usr/bin page 190

[image: ] /usr/sbin page 190

[image: ] /etc page 190

[image: ] /etc page 506

[image: ] library page 1258 (Glossary)

[image: ] Software package page 532

[image: ] PMS page 532

[image: ] Software package formats page 532

[image: ] Repositories page 533

Processes and process tables, memory addresses, system messaging, and logging

[image: ] Process page 150

[image: ] Processes page 373

[image: ] ps page 466

[image: ] dmesg: Displays Kernel Messages page 595

[image: ] rsyslogd: Logs System Messages page 620

[image: ] D-BUS page 898

[image: ] process page 1267 (Glossary)

ps, top, free

[image: ] Process Identification page 374

[image: ] ps page 466

[image: ] top: Lists Processes Using the Most Resources page 612

[image: ] free: Displays Memory Usage Information page 253

4.4 Your Computer on the Network

Description: Querying vital networking settings and determining the basic requirements for a computer on a Local Area Network (LAN)

Key Knowledge Areas

Internet, network, routers

[image: ] Internet page 280

[image: ] Introduction to Networking page 280

[image: ] Internetworking Through Gateways and Routers page 287

Domain Name Service

[image: ] Chapter 24: DNS/BIND: Tracking Domain Names and Addresses page 851

Network configuration

[image: ] Chapter 16: Configuring and Monitoring a LAN page 631

Partial List of Used Files, Terms, and Utilities

route

[image: ] deprecated (route man page): see ip man page, route object instead

resolv.conf

[image: ] /etc/resolv.conf page 510

IPv4, IPv6

[image: ] IPv4 page 292

[image: ] IPv6 page 293

ifconfig

[image: ] deprecated: (ifconfig man page): see ip man page, addr and link objects instead

netstat

[image: ] netstat: see the netstat man page and wikipedia.org/wiki/netstat

ping

[image: ] ping: Tests a Network Connection page 305

Nice to Know

ssh

[image: ] ssh: Logs in or Executes Commands on a Remote System page 693

dig

[image: ] host and dig: Query Internet Nameservers page 307

[image: ] dig page 861

[image: ] dig page 862

Topic 5: Security and File Permissions

5.1 Basic Security and Identifying User Types

Description: Various types of users on a Linux system

Key Knowledge Areas

Root and Standard Users

[image: ] Running Commands with root Privileges page 422

[image: ] The Special Powers of a Privileged User page 422

[image: ] Gaining root Privileges page 423

[image: ] Real UID Versus Effective UID page 425

System users

[image: ] /etc/passwd page 508

Partial List of Used Files, Terms, and Utilities

/etc/passwd, /etc/group

[image: ] /etc/passwd page 508

[image: ] /etc/group page 506

id, who, w

[image: ] id page 426

[image: ] who: Lists Users on the System page 254

[image: ] who, whoami page 426

[image: ] w: Lists Users on the System page 254

sudo

[image: ] Using sudo to Gain root Privileges page 428

Nice to Know

su

[image: ] Using su to Gain root Privileges page 425

5.2 Creating Users and Groups

Description: Creating users and groups on a Linux system

Key Knowledge Areas

User and group commands

[image: ] useradd: Adds a User Account page 600

[image: ] groupadd: Adds a Group page 601

[image: ] usermod: Modifies a User Account page 601

[image: ] userdel: Removes a User Account page 600

[image: ] groupdel and groupmod: Remove and Modify a Group page 601

User IDs

[image: ] Real UID Versus Effective UID page 425

[image: ] /etc/passwd page 508

[image: ] user ID page 1279 (Glossary)

Partial List of Used Files, Terms, and Utilities

/etc/passwd, /etc/shadow, /etc/group

[image: ] /etc/passwd page 508

[image: ] /etc/shadow page 511

[image: ] /etc/group page 506

id, last

[image: ] id page 426

[image: ] last: see the last man page

useradd, groupadd

[image: ] useradd: Adds a User Account page 600

[image: ] groupadd: Adds a Group page 601

passwd

[image: ] Users: Changing Your Account Type and Password (GUI) page 112

[image: ] passwd: Changing Your Password (CLI) page 137

Nice to Know

usermod, userdel

[image: ] usermod: Modifies a User Account page 601

[image: ] userdel: Removes a User Account page 600

groupmod, groupdel

[image: ] groupdel and groupmod: Remove and Modify a Group page 601

5.3 Managing File Permissions and Ownership

Description: Understanding and manipulating file permissions and ownership settings

Key Knowledge Areas

File/directory permissions and owners

[image: ] Access Permissions page 191

Partial List of Used Files, Terms, and Utilities

ls –l

[image: ] ls –l: Displays Permissions page 191

chmod, chown

[image: ] chmod: Changes File Access Permissions page 193

[image: ] chmod: Makes a File Executable page 337

[image: ] chown: Changes File Ownership page 195

Nice to Know

chgrp

[image: ] chgrp: Changes File Group Association page 195

5.4 Special Directories and Files

Description: Special directories and files on a Linux system including special permissions

Key Knowledge Areas

System files, libraries

[image: ] Important Standard Directories and Files page 189

[image: ] library page 1258 (Glossary)

Symbolic links

[image: ] Symbolic Links page 206

[image: ] Symbolic links page 515

[image: ] symbolic link page 1276 (Glossary)

Partial List of Used Files, Terms, and Utilities

/etc, /var

[image: ] /etc page 190

[image: ] /etc page 506

[image: ] /var page 41

[image: ] /var page 191

/tmp, /var/tmp and Sticky Bit

[image: ] /tmp page 190

[image: ] /var page 191

[image: ] Sticky bit page 196

[image: ] sticky bit page 1275 (Glossary)

ls –d

[image: ] Directory page 221

ln –s

[image: ] Size page 222

Nice to Know

Hard links

[image: ] Hard Links page 204

Setuid/Setgid

[image: ] Setuid and Setgid Permissions page 196

[image: ] Setuid file page 424

[image: ] Setuid files page 626

[image: ] setuid page 1272 (Glossary)

[image: ] setgid page 1272 (Glossary)

Certification Exam 1 Objectives: LX0-101

101 System Architecture

101.1 Determine and Configure Hardware Settings

Enable and disable integrated peripherals

Configure systems with or without external peripherals such as keyboards

Differentiate between the various types of mass storage devices

[image: ] /dev page 503

Set the correct hardware ID for different devices, especially the boot device

Know the differences between coldplug and hotplug devices

[image: ] Hotplug page 516

Determine hardware resources for devices

Tools and utilities to list various hardware information (e.g., lsusb, lspci, etc.)

[image: ] dmesg: Displays Kernel Messages page 595

[image: ] lspci: Lists PCI Information page 635

[image: ] lsblk: Lists Block Device Information page 635

[image: ] lshw: Lists Hardware Information page 636

[image: ] lsusb: Lists USB Devices page 636

Tools and utilities to manipulate USB devices

[image: ] Writing to a USB Flash Drive page 50

Conceptual understanding of sysfs, udev, hald, dbus

[image: ] udev page 516

[image: ] D-BUS page 898

Partial List of Used Files, Terms, and Utilities

/sys

[image: ] /sys page 190

[image: ] /sys page 514

[image: ] /sys page 516

/proc

[image: ] /proc page 190

[image: ] /proc page 512

[image: ] proc page 520

/dev

[image: ] Device file page 152

[image: ] /dev page 190

[image: ] /dev page 503

[image: ] Device files page 515

modprobe

[image: ] modprobe page 589

lsmod

[image: ] lsmod page 589

lspci

[image: ] lspci: Lists PCI Information page 635

lsusb

[image: ] lsusb: Lists USB Devices page 636

101.2 Boot the System

Provide common commands to the boot loader and options to the kernel at boot time

[image: ] Modifying Boot Parameters (Options) page 70

[image: ] GRUB: The Linux Boot Loader page 590

Demonstrate knowledge of the boot sequence from BIOS to boot completion

[image: ] BIOS setup page 31

[image: ] CMOS page 31

[image: ] Booting the System page 450

[image: ] GRUB: The Linux Boot Loader page 590

[image: ] BIOS page 590

[image: ] BIOS page 1239 (Glossary)

Check boot events in the log file

[image: ] dmesg: Displays Kernel Messages page 595

Partial List of Used Files, Terms, and Utilities

/var/log/messages

[image: ] /var/log/messages page 514

[image: ] /var/log/messages page 622

[image: ] Log Files and Mail for root page 626

[image: ] /var/log/messages page 627

dmesg

[image: ] dmesg: Displays Kernel Messages page 595

BIOS

[image: ] BIOS setup page 31

[image: ] BIOS page 590

[image: ] BIOS page 1239 (Glossary)

boot loader

[image: ] GRUB: The Linux Boot Loader page 590

kernel

[image: ] Chapter 14: Building a Linux Kernel page 579

[image: ] kernel page 1257 (Glossary)

init

[image: ] init daemon page 374

[image: ] The systemd init Daemon page 438

[image: ] SysVinit (rc) Scripts: Start and Stop System Services page 448

[image: ] systemd init daemon page 450

101.3 Change Runlevels and Shutdown or Reboot System

Set the default runlevel

[image: ] Setting the Persistent Runlevel page 444

[image: ] /etc/inittab page 508

Change between runlevels including single-user mode

[image: ] Changing the Current Runlevel page 445

[image: ] telinit page 449

[image: ] Booting the System to Single-User/Rescue Mode page 450

[image: ] Going to Graphical Multiuser Mode page 452

Shutdown and reboot from the command line

[image: ] Bringing the System Down page 454

Alert users before switching runlevels or other major system events

Properly terminate processes

[image: ] kill: Aborting a Background Job page 164

[image: ] kill: Sends a Signal to a Process page 465

[image: ] killall: Kills a Command page 467

[image: ] pkill: Kills a Command page 468

[image: ] kill: Aborts a Process page 1050

Partial List of Used Files, Terms, and Utilities

/etc/inittab

[image: ] /etc/inittab page 508

shutdown

[image: ] Bringing the System Down page 454

init

[image: ] init daemon page 374

[image: ] The systemd init Daemon page 438

[image: ] SysVinit (rc) Scripts: Start and Stop System Services page 448

[image: ] systemd init daemon page 450

/etc/init.d

[image: ] SysVinit (rc) Scripts: Start and Stop System Services page 448

telinit

[image: ] telinit page 449

102 Linux Installation and Package Management

102.1 Design Hard Disk Layout

Allocate filesystems and swap space to separate partitions or disks

[image: ] Setting Up the Hard Disk page 36

Tailor the design to the intended use of the system

[image: ] Planning the Installation page 29

Ensure the /boot partition conforms to the hardware architecture requirements for booting

[image: ] Where to put the /boot partition page 41

[image: ] LBA addressing mode and the /boot partition page 590

Partial List of Used Files, Terms, and Utilities

/ (root) filesystem

[image: ] / (root) page 40

[image: ] / (root) page 181

[image: ] / page 189

[image: ] root filesystem page 1271 (Glossary)

/var filesystem

[image: ] /var page 41

[image: ] /var page 191

/home filesystem

[image: ] /home page 41

[image: ] /home page 190

swap space

[image: ] (swap) page 40

[image: ] swap page 513

[image: ] swap space page 1276 (Glossary)

mount points

[image: ] Mount Points page 38

[image: ] Mount point page 521

partitions

[image: ] Partitions page 36

[image: ] Partition table page 36

[image: ] Primary, Extended, and Logical Partitions page 37

[image: ] Default Partitioning page 39

[image: ] Manual Partitioning: Planning Partitions page 39

[image: ] Example minimum partition sizes page 42

[image: ] Manual/Custom Partitioning page 74

[image: ] partition page 1265 (Glossary)

102.2 Install a Boot Manager

Providing alternative boot locations and backup boot options

Install and configure a boot loader such as GRUB

[image: ] GRUB: The Linux Boot Loader page 590

Interact with the boot loader

[image: ] Booting the System to Single-User/Rescue Mode page 450

Partial List of Used Files, Terms, and Utilities

/boot/grub/menu.lst

[image: ] Configuring GRUB page 591

grub-install

[image: ] grub2-install: Installs the MBR and GRUB Files page 594

MBR

[image: ] Reinstalling the MBR page 456

[image: ] MBR page 590

[image: ] grub2-install: Installs the MBR and GRUB Files page 594

superblock

[image: ] superblock page 1276 (Glossary)

/etc/lilo.conf

lilo

102.3 Manage Shared Libraries

Identify shared libraries

[image: ] ldd page 487

Identify the typical locations of system libraries

Load shared libraries

Partial List of Used Files, Terms, and Utilities

ldd

[image: ] ldd & libwrap page 486

[image: ] ldd page 487

ldconfig

/etc/ld.so.conf

LD_LIBRARY_PATH

102.4 Use Debian Package Management

Install, upgrade, and uninstall Debian binary packages

[image: ] Using apt-get to Install, Remove, and Update Packages page 1184

Find packages containing specific files or libraries which may or may not be installed

Obtain package information like version, content, dependencies, package integrity, and installation status (whether or not the package is installed)

Partial List of Used Files, Terms, and Utilities

/etc/apt/sources.list

[image: ] sources.list: Specifies Repositories for apt-get to Search page 1187

dpkg

[image: ] apt-get and dpkg page 1184

dpkg-reconfigure

apt-get

[image: ] Using apt-get to Install, Remove, and Update Packages page 1184

[image: ] Using apt-get to Upgrade the System page 1185

[image: ] Other apt-get Commands page 1186

apt-cache

aptitude

102.5 Use RPM and YUM Package Management

See Chapter 12: Finding, Downloading, and Installing Software page 531

Install, re-install, upgrade, and remove packages using RPM and YUM

[image: ] JumpStart: Installing and Removing Software Packages Using yum page 534

[image: ] Updating Packages page 538

[image: ] RPM: The RPM Package Manager page 546

[image: ] Installing, Upgrading, and Removing Packages page 548

Obtain information on RPM packages such as version, status, dependencies, integrity, and signatures

[image: ] Querying Packages and Files page 547

Determine what files a package provides, as well as find which package a specific file comes from

[image: ] Finding the Package That Holds an Application or File You Need page 536

[image: ] Querying Packages and Files page 547

Partial List of Used Files, Terms, and Utilities

rpm

[image: ] RPM: The RPM Package Manager page 546

[image: ] Querying Packages and Files page 547

rpm2cpio

/etc/yum.conf

[image: ] yum.conf: Configures yum page 541

/etc/yum.repos.d/

[image: ] yum Repositories page 542

yum

[image: ] yum page 533

[image: ] JumpStart: Installing and Removing Software Packages Using yum page 534

[image: ] Finding the Package That Holds an Application or File You Need page 536

[image: ] yum: Keeps the System Up-to-Date page 538

yumdownloader

[image: ] Downloading RPM Package Files with yumdownloader page 540

[image: ] yumdownloader page 582

103 GNU and UNIX Commands

103.1 Work on the Command Line

See Chapter 5: The Shell page 141

See Chapter 9: The Bourne Again Shell (bash) page 327

See Chapter 7: The Linux Utilities page 215

See Chapter 27: Programming the Bourne Again Shell (bash) page 981

Use single shell commands and one line command sequences to perform basic tasks on the command line

[image: ] Chapter 5: The Shell page 141

[image: ] Chapter 7: The Linux Utilities page 215

[image: ] Chapter 9: The Bourne Again Shell (bash) page 327

Use and modify the shell environment including defining, referencing, and exporting environment variables

[image: ] Parameters and Variables page 352

[image: ] Variables page 1031

Use and edit command history

[image: ] History page 376

Invoke commands inside and outside the defined path

[image: ] Absolute versus relative pathnames page 149

[image: ] PATH: Where the Shell Looks for Programs page 359

Partial List of Used Files, Terms, and Utilities

. (dot)

[image: ] . (Dot) or source: Runs a Startup File in the Current Shell page 332

[image: ] exec versus . (dot) page 1045

bash

[image: ] Chapter 5: The Shell page 141

[image: ] Chapter 9: The Bourne Again Shell (bash) page 327

[image: ] Chapter 27: Programming the Bourne Again Shell (bash) page 981

echo

[image: ] echo: Displays Arguments page 219

[image: ] echo –e page 1009

env

[image: ] env: Runs a Program in a Modified Environment page 1035

exec

[image: ] Opening a File Descriptor page 1017

[image: ] Duplicating a File Descriptor page 1017

[image: ] exec: Executes a Command or Redirects File Descriptors page 1045

export

[image: ] declare: Lists and Assigns Attributes to Variables page 357

[image: ] readonly and export page 357

[image: ] export: Puts Variables in the Environment page 1032

pwd

[image: ] pwd page 143

set

[image: ] set ±o: Turns Shell Features On and Off page 400

[image: ] set: Initializes Positional Parameters page 1024

unset

[image: ] unset: Removes a Variable page 356

man

[image: ] man: Displays the System Manual page 128

uname

[image: ] uname: Displays System Information page 470

history

[image: ] History page 376

103.2 Process Text Streams Using Filters

Send text files and output streams through text utility filters to modify the output using standard UNIX commands found in the GNU textutils package

[image: ] Redirection page 153

[image: ] Pipelines page 158

[image: ] Filters page 161

Partial List of Used Files, Terms, and Utilities

cat

[image: ] cat: Joins and Displays Files page 216

[image: ] cat page 152

[image: ] Redirection page 153

cut

[image: ] cut: Selects Characters or Fields from Input Lines page 225

expand

fmt

head

[image: ] head: Displays the Beginning of a File page 235

od

join

nl

paste

pr

sed

sort

[image: ] sort: Sorts and/or Merges Files page 239

split

tail

[image: ] tail: Displays the Last Part of a File page 241

tr

[image: ] tr page 159

[image: ] tr page 260

unexpand

uniq

wc

[image: ] wc: Displays the Number of Lines, Words, and Bytes in Files page 244

103.3 Perform Basic File Management

Copy, move, and remove files and directories individually

[image: ] rmdir: Deletes a Directory page 186

[image: ] mv, cp: Move or Copy Files page 187

[image: ] mv: Moves a Directory page 188

[image: ] rm: Removes a Link page 208

[image: ] rm: Removes a File (Deletes a Link) page 222

[image: ] cp: Copies Files page 224

[image: ] mv: Renames or Moves a File page 237

Copy multiple files and directories recursively

[image: ] cp: Copies Files page 224

Remove files and directories recursively

[image: ] rm: Removes a File (Deletes a Link) page 222

Use simple and advanced wildcard specifications in commands

[image: ] Filename Generation/Pathname Expansion page 165

[image: ] Pathname Expansion page 412


Using find to locate and act on files based on type, size, or time

[image: ] find: Finds Files Based on Criteria page 229

Usage of tar, cpio, and dd

[image: ] tar: Stores or Extracts Files to/from an Archive File page 249

[image: ] tar: Archives Files page 603

[image: ] cpio: Archives Files page 605

Partial List of Used Files, Terms, and Utilities

cp

[image: ] mv, cp: Move or Copy Files page 187

[image: ] cp: Copies Files page 224

find

[image: ] find: Finds Files Based on Criteria page 229

mkdir

[image: ] mkdir: Creates a Directory page 184

mv

[image: ] mv: Moves a Directory page 188

[image: ] mv: Renames or Moves a File page 237

[image: ] mv, cp: Move or Copy Files page 187

ls

[image: ] ls –l: Displays Permissions page 191

[image: ] ls: Displays Information About Files page 221

rm

[image: ] rm: Removes a Link page 208

[image: ] rm: Removes a File (Deletes a Link) page 222

rmdir

[image: ] rmdir: Deletes a Directory page 186

touch

[image: ] touch: Changes File Modification and Access Times page 243

tar

[image: ] tar: Stores or Extracts Files to/from an Archive File page 249

[image: ] tar: Archives Files page 603

cpio

[image: ] cpio: Archives Files page 605

dd

file

[image: ] file: Displays the Classification of a File page 229

gzip

[image: ] xz, bzip2, and gzip: Compress and Decompress Files page 245

gunzip

[image: ] unxz bunzip2 gunzip page 248

bzip2

[image: ] xz, bzip2, and gzip: Compress and Decompress Files page 245

file globbing

[image: ] Filename Generation/Pathname Expansion page 165

[image: ] Pathname Expansion page 412

103.4 Use Streams, Pipes, and Redirects

Redirecting standard input, standard output, and standard error

[image: ] Redirecting Standard Output page 154

[image: ] Redirecting Standard Input page 155

[image: ] Redirecting Standard Error page 333

[image: ] redirection page 1269 (Glossary)

[image: ] standard input page 1274 (Glossary)

[image: ] standard output page 1275 (Glossary)

[image: ] standard error page 1274 (Glossary)

Pipe the output of one command to the input of another command

[image: ] Pipelines page 158

[image: ] Filters page 161

[image: ] filter page 1250 (Glossary)

[image: ] pipeline page 1266 (Glossary)

Use the output of one command as arguments to another command

[image: ] xargs: Converts Standard Input to Command Lines page 260

Send output to both stdout and a file

[image: ] tee page 162

Partial List of Used Files, Terms, and Utilities

tee

[image: ] tee page 162

xargs

[image: ] xargs: Converts Standard Input to Command Lines page 260

103.5 Create, Monitor, and Kill Processes

Run jobs in the foreground and background

[image: ] Running a Command in the Background page 163

[image: ] Moving a Job from the Foreground to the Background page 164

[image: ] Background process page 375

[image: ] background process page 1238 (Glossary)

[image: ] foreground process page 1250 (Glossary)

Signal a program to continue running after logout

Monitor active processes

[image: ] Process Identification page 374

[image: ] ps page 374

[image: ] ps page 466

Select and sort processes for display

[image: ] Process Identification page 374

[image: ] ps page 466

[image: ] top: Lists Processes Using the Most Resources page 612

Send signals to processes

[image: ] Aborting Execution page 123

[image: ] kill: Aborting a Background Job page 164

[image: ] kill: Sends a Signal to a Process page 465

[image: ] killall: Kills a Command page 467

[image: ] pkill: Kills a Command page 468

[image: ] Signals page 1047

Partial List of Used Files, Terms, and Utilities

&

[image: ] Running a Command in the Background page 163

[image: ] Background process page 375

[image: ] background process page 1238 (Glossary)

[image: ] foreground process page 1250 (Glossary)

bg

[image: ] Moving a Job from the Foreground to the Background page 164

[image: ] bg: Sends a Job to the Background page 348

[image: ] background process page 1238 (Glossary)

fg

[image: ] Foreground page 163

[image: ] Moving a Job from the Foreground to the Background page 164

[image: ] fg: Brings a Job to the Foreground page 347

[image: ] foreground process page 1250 (Glossary)

jobs

[image: ] Determining the number of a job using jobs page 164

[image: ] jobs: Lists Jobs page 346

kill

[image: ] kill: Aborting a Background Job page 164

[image: ] kill: Sends a Signal to a Process page 465

nohup

ps

[image: ] Process Identification page 374

[image: ] ps page 466

top

[image: ] top: Lists Processes Using the Most Resources page 612

free

[image: ] free: Displays Memory Usage Information page 253

uptime

[image: ] uptime: Displays System Load and Duration Information page 253

killall

[image: ] killall: Kills a Command page 467

103.6 Modify Process Execution Priorities

Know the default priority of a job that is created

[image: ] Process Identification page 374

[image: ] ps page 466

[image: ] top: Lists Processes Using the Most Resources page 612

Run a program with higher or lower priority than the default

Change the priority of a running process

Partial List of Used Files, Terms, and Utilities

nice

ps

[image: ] Process Identification page 374

[image: ] ps page 466

renice

top

[image: ] top: Lists Processes Using the Most Resources page 612

103.7 Search Text Files Using Regular Expressions

See Appendix A: Regular Expressions page 1139

Create simple regular expressions containing several notational elements

[image: ] Appendix A: Regular Expressions page 1139

[image: ] Regular Expressions page 1101 (Python)

Use regular expression tools to perform searches through a filesystem or file content

[image: ] See preceding entry.

Partial List of Used Files, Terms, and Utilities

grep

[image: ] grep: Searches for a Pattern in Files page 232

egrep

[image: ] Extended regular expression page 233

fgrep

sed

regex(7)

103.8 Perform Basic File Editing Operations Using vi

A Practical Guide to Fedora and Red Hat Enterprise Linux, Seventh Edition covers the vim editor. All commands discussed here are compatible between vi and vim.

Tutorial: Using vim to Create and Edit a File page 262

Navigate a document using vi

[image: ] Moving the Cursor page 268

Use basic vi modes

[image: ] Command and Input Modes page 264

Insert, edit, delete, copy, and find text

[image: ] Entering Text page 265

[image: ] Deleting Text page 268

[image: ] Correcting Text page 268

Partial List of Used Files, Terms, and Utilities

vi

[image: ] Tutorial: Using vim to Create and Edit a File page 262

/, ?

h, j, k, l

[image: ] Moving the Cursor page 268

i, o, a

[image: ] Entering Text page 265

[image: ] Entering Additional Text page 268

c, d, p, y, dd, yy

[image: ] Deleting Text page 268

ZZ, :w!, :q!, :e!

[image: ] Ending the Editing Session page 269

104 Devices, Linux Filesystems, Filesystem Hierarchy Standard

104.1 Create Partitions and Filesystems

Use various mkfs commands to set up partitions and create various filesystems such as:

ext2

[image: ] ext2 page 519

[image: ] ext2 to ext3 page 527

ext3

[image: ] ext3 page 519

[image: ] ext3 to ext2 page 527

xfs

[image: ] The XFS Filesystem page 527

reiserfs v3

[image: ] reiserfs page 520

vfat

[image: ] vfat page 520

Partial List of Used Files, Terms, and Utilities

fdisk

[image: ] fdisk: see the fdisk man page

[image: ] See also parted: Reports on and Partitions a Hard Disk page 614

mkfs

[image: ] mkfs: Creates a Filesystem page 467

mkswap

[image: ] swap page 513

104.2 Maintain the Integrity of Filesystems

Verify the integrity of filesystems

[image: ] fsck: Checks Filesystem Integrity page 525

Monitor free space and inodes

[image: ] df: shows where directory hierarchies are mounted page 804

Repair simple filesystem problems

[image: ] fsck: Checks Filesystem Integrity page 525

Partial List of Used Files, Terms, and Utilities

du

[image: ] du: Displays Disk Usage Information page 523

df

[image: ] df: shows where directory hierarchies are mounted page 804

fsck

[image: ] fsck: Checks Filesystem Integrity page 525

e2fsck

mke2fs

debugfs

dumpe2fs

tune2fs

[image: ] tune2fs: Changes Filesystem Parameters page 526

xfs tools (such as xfs_metadump and xfs_info)

104.3 Control Mounting and Unmounting of Filesystems

Manually mount and unmount filesystems

[image: ] mount: Mounts a Filesystem page 520

[image: ] umount: Unmounts a Filesystem page 523

[image: ] mount: Mounts a Directory Hierarchy page 807

[image: ] Mounting Shares page 834

Configure filesystem mounting on bootup

[image: ] fstab: Keeps Track of Filesystems page 524

[image: ] fstab file page 807

[image: ] /etc/fstab: Mounts Directory Hierarchies Automatically page 811

Configure user mountable removable filesystems

[image: ] Mount Options page 522

Partial List of Used Files, Terms, and Utilities

/etc/fstab

[image: ] fstab: Keeps Track of Filesystems page 524

[image: ] fstab file page 807

[image: ] /etc/fstab: Mounts Directory Hierarchies Automatically page 811

/media

mount

[image: ] mount: Mounts a Filesystem page 520

[image: ] mount: Mounts a Directory Hierarchy page 807

[image: ] Mounting Shares page 834

umount

[image: ] umount: Unmounts a Filesystem page 523

104.4 Manage Disk Quotas

Set up a disk quota for a filesystem

[image: ] Disk Quota System page 629

Edit, check, and generate user quota reports

• quota and repquota page 629

Partial List of Used Files, Terms, and Utilities

quota

[image: ] quota and repquota page 629

edquota

[image: ] edquota and quotaon page 629

repquota

[image: ] quota and repquota page 629

quotaon

[image: ] edquota and quotaon page 629

104.5 Manage File Permissions and Ownership

Manage access permissions on regular and special files as well as directories

[image: ] chmod: Changes File Access Permissions page 193

[image: ] chmod: Makes a File Executable page 337

Use access modes such as suid, sgid, and the sticky bit to maintain security

[image: ] Setuid and Setgid Permissions page 196

[image: ] Setuid file page 424

[image: ] Setuid files page 626

[image: ] setuid page 1272 (Glossary)

[image: ] setgid page 1272 (Glossary)

Know how to change the file creation mask

[image: ] umask: Specifies the File Permission Mask page 469

Use the group field to grant file access to group members

[image: ] ls –l: Displays Permissions page 191

[image: ] chmod: Changes File Access Permissions page 193

[image: ] /etc/group page 506

Partial List of Used Files, Terms, and Utilities

chmod

[image: ] chmod: Changes File Access Permissions page 193

[image: ] chmod: Makes a File Executable page 337

umask

[image: ] umask: Specifies the File Permission Mask page 469

chown

[image: ] chown: Changes File Ownership page 195

chgrp

[image: ] chgrp: Changes File Group Association page 195

104.6 Create and Change Hard and Symbolic Links

Create links

[image: ] ln: Creates a Hard Link page 204

[image: ] ln: Creates Symbolic Links page 207

Identify hard and/or softlinks

[image: ] ls and link counts page 206

[image: ] ls and inodes page 206

[image: ] hard link page 1252 (Glossary)

[image: ] link page 1258 (Glossary)

[image: ] symbolic link page 1276 (Glossary)

Copying versus linking files

[image: ] cp Versus ln page 205

Use links to support system administration tasks

[image: ] ln: Creates a Hard Link page 204

[image: ] ln: Creates Symbolic Links page 207

Partial List of Used Files, Terms, and Utilities

ln

[image: ] ln: Creates a Hard Link page 204

[image: ] ln: Creates Symbolic Links page 207

104.7 Find System Files and Place Files in the Correct Location

Understand the correct locations of files under the FHS

[image: ] Important Standard Directories and Files page 189

[image: ] Important Files and Directories page 502

Find files and commands on a Linux system

[image: ] whereis page 255

[image: ] locate: Searches for a File page 256

Know the location and purpose of important files and directories as defined in the FHS

[image: ] Important Standard Directories and Files page 189

[image: ] Important Files and Directories page 502

Partial List of Used Files, Terms, and Utilities

find

[image: ] find: Finds Files Based on Criteria page 229

locate

[image: ] locate: Searches for a File page 256

updatedb

[image: ] updatedb page 256

whereis

[image: ] whereis page 255

which

[image: ] which page 255

type

[image: ] type: Displays Information About a Command page 1041

/etc/updatedb.conf

Certification Exam 2 Objectives: LX0-102

105 Shells, Scripting, and Data Management

105.1 Customize and Use the Shell Environment

See Chapter 9: The Bourne Again Shell (bash) page 327

Set environment variables (e.g., PATH) at login or when spawning a new shell

[image: ] Startup Files page 329

[image: ] Set PATH in .bash_profile page 331

[image: ] Keyword variables page 353

[image: ] Keyword Variables page 358

Write bash functions for frequently used sequences of commands

[image: ] Functions page 396

[image: ] Variables in Functions page 1039

Maintain skeleton directories for new user accounts

[image: ] useradd: Adds a User Account page 600

Set command search path with the proper directory

[image: ] PATH: Where the Shell Looks for Programs page 359

Partial List of Used Files, Terms, and Utilities

/etc/profile

[image: ] /etc/profile page 330

[image: ] /etc/profile and /etc/profile.d page 509

env

[image: ] env: Runs a Program in a Modified Environment page 1035

export

[image: ] declare: Lists and Assigns Attributes to Variables page 357

[image: ] export: Puts Variables in the Environment page 1032

set

[image: ] set ±o: Turns Shell Features On and Off page 400

[image: ] set: Initializes Positional Parameters page 1024

unset

[image: ] unset: Removes a Variable page 356

~/.bash_profile

[image: ] .bash_profile, .bash_login, and .profile page 330

[image: ] ~/.bash_profile page 502

~/.bash_login

[image: ] .bash_profile, .bash_login, and .profile page 330

~/.profile

[image: ] .bash_profile, .bash_login, and .profile page 330

~/.bashrc

[image: ] .bashrc page 331

[image: ] ~/.bashrc page 502

~/.bash_logout

[image: ] .bash_logout page 330

functions

[image: ] Functions page 396

[image: ] Variables in Functions page 1039

alias

[image: ] Aliases page 392

[image: ] Alias Substitution page 404

lists

[image: ] Lists page 162

105.2 Customize or Write Simple Scripts

See Chapter 9: The Bourne Again Shell (bash) page 327

See Chapter 27: Programming the Bourne Again Shell (bash) page 981

Use standard sh syntax (loops, tests)

[image: ] Control Structures page 982

Use command substitution

[image: ] Command Substitution page 410

Test return values for success or failure or other information provided by a command

[image: ] test builtin page 983

[image: ] [] is a synonym for test page 986

[image: ] test builtin page 1000

Perform conditional mailing to the superuser

Correctly select the script interpreter through the shebang (#!) line

[image: ] #! Specifies a Shell page 338

Manage the location, ownership, execution, and suid-rights of scripts

[image: ] Listing setuid files page 458

Partial List of Used Files, Terms, and Utilities

for

[image: ] for...in page 995

[image: ] for page 997

while

[image: ] while page 999

test

[image: ] test builtin page 983

[image: ] [] is a synonym for test page 986

[image: ] test builtin page 1000

if

[image: ] if...then page 983

[image: ] if...then...else page 987

[image: ] if...then...elif page 989

read

[image: ] read: Accepts User Input page 1041

seq

[image: ] seq page 407

105.3 SQL Data Management

See Chapter 29: The MariaDB SQL Database Management System page 1113

Use of basic SQL commands

[image: ] Notes page 1114

Perform basic data manipulation

[image: ] Examples page 1123

Partial List of Used Files, Terms, and Utilities

insert

[image: ] INSERT INTO page 1125

update

[image: ] UPDATE page 1128

select

[image: ] Retrieving Data page 1126

[image: ] Joins page 1130

delete

[image: ] DELETE FROM page 1128

from

[image: ] DELETE FROM page 1128

where

[image: ] WHERE page 1127

group by

order by

[image: ] ORDER BY page 1126

join

[image: ] Joins page 1130

106 User Interfaces and Desktops

106.1 Install and Configure X11

See X Window System page 459

Verify that the video card and monitor are supported by an X server

• Displays page 109

Awareness of the X font server

Basic understanding and knowledge of the X Window configuration file

Partial List of Used Files, Terms, and Utilities

/etc/X11/xorg.conf

xhost

[image: ] xhost Grants Access to a Display page 461

DISPLAY

[image: ] The DISPLAY Variable page 462

xwininfo

xdpyinfo

X

[image: ] X Window System page 459

106.2 Set Up a Display Manager

Turn the display manager on or off

Change the display manager greeting

Change default color depth for the display manager

Configure display managers for use by X-stations

Partial List of Used Files, Terms, and Utilities

/etc/inittab

[image: ] /etc/inittab page 508

xdm configuration files

kdm configuration files

gdm configuration files

[image: ] Graphical login page 453

[image: ] The Xorg –nolisten tcp Option page 460

106.3 Accessibility

Keyboard Accessibility Settings (AccessX?)

Visual Settings and Themes

Assistive Technology (ATs)

Partial List of Used Files, Terms, and Utilities

Sticky/Repeat Keys

Slow/Bounce/Toggle Keys

Mouse Keys

High Contrast/Large Print Desktop Themes

Screen Reader

Braille Display

Screen Magnifier

On-Screen Keyboard

Gestures (used at login, for example gdm)

Orca

GOK

emacspeak

107 Administrative Tasks

107.1 Manage User and Group Accounts and Related System Files

Add, modify, and remove users and groups

[image: ] system-config-users: Manages User Accounts page 598

[image: ] Managing User Accounts from the Command Line page 600

Manage user/group info in password/group databases

[image: ] Modifying a User page 600

[image: ] Working with Groups page 600

[image: ] usermod: Modifies a User Account page 601

[image: ] groupdel and groupmod: Remove and Modify a Group page 601

[image: ] chage page 601

Create and manage special purpose and limited accounts

Partial List of Used Files, Terms, and Utilities

/etc/passwd

[image: ] /etc/passwd page 508

/etc/shadow

[image: ] /etc/shadow page 511

/etc/group

[image: ] /etc/group page 506

/etc/skel

[image: ] /etc/skel page 600

chage

[image: ] chage page 601

groupadd

[image: ] groupadd: Adds a Group page 601

groupdel

[image: ] groupdel and groupmod: Remove and Modify a Group page 601

groupmod

[image: ] groupdel and groupmod: Remove and Modify a Group page 601

passwd

[image: ] Users: Changing Your Account Type and Password (GUI) page 112

[image: ] passwd: Changing Your Password (CLI) page 137

useradd

[image: ] useradd: Adds a User Account page 600

userdel

[image: ] userdel: Removes a User Account page 600

usermod

[image: ] usermod: Modifies a User Account page 601

107.2 Automate System Administration Tasks by Scheduling Jobs

Manage cron and at jobs

[image: ] crond and anacron: Schedule Routine Tasks page 607

[image: ] at: Runs Occasional Tasks page 611

Configure user access to cron and at services

[image: ] /etc/at.allow, /etc/at.deny, /etc/cron.allow, and /etc/cron.deny page 506

Partial List of Used Files, Terms, and Utilities

/etc/cron.{d,daily,hourly,monthly,weekly}

[image: ] Crontab Files page 607

/etc/at.deny

[image: ] /etc/at.allow, /etc/at.deny, /etc/cron.allow, and /etc/cron.deny page 506

/etc/at.allow

[image: ] /etc/at.allow, /etc/at.deny, /etc/cron.allow, and /etc/cron.deny page 506

/etc/crontab

[image: ] /etc/crontab page 608

/etc/cron.allow

[image: ] /etc/at.allow, /etc/at.deny, /etc/cron.allow, and /etc/cron.deny page 506

/etc/cron.deny

[image: ] /etc/at.allow, /etc/at.deny, /etc/cron.allow, and /etc/cron.deny page 506

/var/spool/cron/*

[image: ] Crontab Files page 607

crontab

[image: ] User crontab files page 608

[image: ] crond and anacron: Schedule Routine Tasks page 607

at

[image: ] at: Runs Occasional Tasks page 611

atq

atrm

107.3 Localization and Internationalization

Locale settings

[image: ] Locale page 368

[image: ] locale page 1258 (Glossary)

Time zone settings

[image: ] tzconfig page 372

[image: ] tzselect page 372

[image: ] /etc/timezone page 372

Partial List of Used Files, Terms, and Utilities

/etc/timezone

[image: ] /etc/timezone page 372

/etc/localtime

[image: ] /etc/localtime page 373

/usr/share/zoneinfo

[image: ] /usr/share/zoneinfo page 372

Environment variables:

[image: ] LC_: Locale Variables page 368

[image: ] Environment Variables page 1032

/usr/bin/locale

[image: ] locale: Displays Locale Information page 369

tzselect

[image: ] tzselect page 372

tzconfig

[image: ] tzconfig page 372

date

[image: ] date: Displays the System Time and Date page 218

iconv

UTF-8

[image: ] LC_: Locale Variables page 368

[image: ] UTF-8 page 1279 (Glossary)

ISO-8859

[image: ] LC_: Locale Variables page 368

ASCII

[image: ] ASCII page 1237 (Glossary)

Unicode

[image: ] Unicode page 1279 (Glossary)

108 Essential System Services

108.1 Maintain System Time

Set the system date and time

[image: ] timedatectl: Reports on and Sets the System Clock page 613

Set the hardware clock to the correct time in UTC

Configure the correct time zone

[image: ] Time page 371

Basic NTP configuration

Knowledge of using the pool.ntp.org service

Partial List of Used Files, Terms, and Utilities

/usr/share/zoneinfo

[image: ] /usr/share/zoneinfo page 372

/etc/timezone

[image: ] /etc/timezone page 372

/etc/localtime

[image: ] /etc/localtime page 373

/etc/ntp.conf

date

[image: ] date: Displays the System Time and Date page 218

[image: ] timedatectl: Reports on and Sets the System Clock page 613

hwclock

ntpd

ntpdate

pool.ntp.org

108.2 System Logging

Syslog configuration files

[image: ] rsyslog.conf page 620

syslog

[image: ] rsyslogd: Logs System Messages page 620

standard facilities, priorities, and actions

[image: ] Selectors page 620

[image: ] Facilities page 620

[image: ] Priorities page 620

[image: ] Actions page 621

Partial List of Used Files, Terms, and Utilities

syslog.conf

[image: ] rsyslog.conf page 620

syslogd

[image: ] rsyslogd: Logs System Messages page 620

klogd

logger

108.3 Mail Transfer Agent (MTA) Basics

See Chapter 20: sendmail: Setting Up Mail Servers, Clients, and More page 739

Create e-mail aliases

[image: ] /etc/aliases page 746

Configure e-mail forwarding

[image: ] ~/.forward page 747

Knowledge of commonly available MTA programs (Postfix, sendmail, Qmail, exim) (no configuration)

[image: ] Alternatives to sendmail page 741

Partial List of Used Files, Terms, and Utilities

~/.forward

[image: ] ~/.forward page 747

sendmail emulation layer commands

newaliases

[image: ] newaliases page 747

mail

mailq

[image: ] mailq page 748

Postfix

[image: ] Postfix page 742

sendmail

[image: ] Introduction to sendmail page 740

[image: ] Setting Up a sendmail Mail Server page 742

[image: ] JumpStart I: Configuring sendmail on a Client page 743

[image: ] JumpStart II: Configuring sendmail on a Server page 744

[image: ] Working with sendmail Messages page 745

[image: ] Configuring sendmail page 748

exim

[image: ] exim4 page 742

qmail

[image: ] Qmail page 742

108.4 Manage Printers and Printing

See Chapter 13: Printing with CUPS page 555

Basic CUPS configuration (for local and remote printers)

[image: ] The System Configures a Local Printer Automatically page 558

[image: ] JumpStart I: Configuring a Printer Using system-config-printer page 558

[image: ] JumpStart II: Setting Up a Local or Remote Printer page 560

[image: ] Working with the CUPS Web Interface page 565

[image: ] Configuring Printers page 566

Manage user print queues

[image: ] Managing Print Queues page 572

Troubleshoot general printing problems

Add and remove jobs from configured printer queues

[image: ] BSD and System V command-line print utilities page 574

Partial List of Used Files, Terms, and Utilities

CUPS configuration files, tools, and utilities

[image: ] JumpStart I: Configuring a Printer Using system-config-printer page 558

[image: ] Working with the CUPS Web Interface page 565

[image: ] Sharing CUPS Printers page 572

/etc/cups

[image: ] Example lpadmin Commands page 570

lpd legacy interface (lpr, lprm, lpq)

[image: ] Traditional UNIX Printing page 573

109 Networking Fundamentals

See Chapter 8: Networking and the Internet page 279

109.1 Fundamentals of Internet Protocols

See Network Protocols page 290

Demonstrate an understanding of network masks

[image: ] Subnet mask page 298

[image: ] network mask page 1263 (Glossary)

Knowledge of the differences between private and public “dotted quad” IP Addresses

[image: ] Private address space page 637

[image: ] private address space page 1267 (Glossary)

Setting a default route

Knowledge about common TCP and UDP ports (20, 21, 22, 23, 25, 53, 80, 110, 119, 139, 143, 161, 443, 465, 993, 995)

[image: ] Each chapter covering a server discusses which ports that server uses.

[image: ] Ports page 312

[image: ] port page 1266 (Glossary)

Knowledge about the differences and major features of UDP, TCP, and ICMP

[image: ] UDP page 290

[image: ] UDP: User Datagram Protocol page 292

[image: ] TCP page 290

[image: ] TCP: Transmission Control Protocol page 291

[image: ] ping: Tests a Network Connection page 305

[image: ] UDP page 1278 (Glossary)

[image: ] TCP page 1276 (Glossary)

[image: ] ICMP page 1254 (Glossary)

Knowledge of the major differences between IPv4 and IPv6

[image: ] IPv4 page 292

[image: ] IPv6 page 293

Partial List of Used Files, Terms, and Utilities

/etc/services

[image: ] Network Services page 313

[image: ] /etc/services page 511

ftp

[image: ] Chapter 19: FTP: Transferring Files Across a Network page 713

telnet

[image: ] telnet: Logs In on a Remote System page 303

host

[image: ] host and dig: Query Internet Nameservers page 307

ping

[image: ] ping: Tests a Network Connection page 305

dig

[image: ] host and dig: Query Internet Nameservers page 307

[image: ] dig page 861

[image: ] dig page 862

traceroute

[image: ] traceroute: Traces a Route over the Internet page 306

tracepath

109.2 Basic Network Configuration

Manually and automatically configure network interfaces

[image: ] Configuring the Systems page 636

[image: ] NetworkManager: Configures Network Connections page 637

Basic TCP/IP host configuration

Partial List of Used Files, Terms, and Utilities

/etc/hostname

[image: ] /etc/hostname page 507

/etc/hosts

[image: ] Hostnames page 300

[image: ] /etc/hosts page 507

/etc/resolv.conf

[image: ] /etc/resolv.conf page 510

/etc/nsswitch.conf

[image: ] nsswitch.conf: Which Service to Look at First page 495

ifconfig

ifup

ifdown

route

ping

[image: ] ping: Tests a Network Connection page 305

109.3 Basic Network Troubleshooting

Manually and automatically configure network interfaces and routing tables to include adding, starting, stopping, restarting, deleting, or reconfiguring network interfaces

Change, view, or configure the routing table and correct an improperly set default route manually

Debug problems associated with the network configuration

Partial List of Used Files, Terms, and Utilities

ifconfig

ifup

ifdown

route

host

[image: ] host and dig: Query Internet Nameservers page 307

hostname

[image: ] hostname: Displays the System Name page 219

[image: ] /etc/sysconfig/network page 511

dig

[image: ] host and dig: Query Internet Nameservers page 307

[image: ] dig page 861

[image: ] dig page 862

netstat

ping

[image: ] ping: Tests a Network Connection page 305

traceroute

[image: ] traceroute: Traces a Route over the Internet page 306

109.4 Configure Client Side DNS

See Chapter 24: DNS/BIND: Tracking Domain Names and Addresses page 851

Demonstrate the use of DNS on the local system

[image: ] JumpStart I: Setting Up a DNS Cache page 866

Modify the order in which name resolution is done

[image: ] Resolver page 854

Partial List of Used Files, Terms, and Utilities

/etc/hosts

[image: ] Hostnames page 300

[image: ] /etc/hosts page 507

/etc/resolv.conf

[image: ] /etc/resolv.conf page 510

/etc/nsswitch.conf

[image: ] nsswitch.conf: Which Service to Look at First page 495

110 Security

110.1 Perform Security Administration Tasks

Audit a system to find files with the suid/sgid bit set

[image: ] Listing setuid files page 458

[image: ] Listing setgid files page 459

Set or change user passwords and password aging information

[image: ] Users: Changing Your Account Type and Password (GUI) page 112

[image: ] passwd: Changing Your Password (CLI) page 137

[image: ] Modifying a User page 600

[image: ] chage page 601

Being able to use nmap and netstat to discover open ports on a system

Set up limits on user logins, processes, and memory usage

Basic sudo configuration and usage

[image: ] Using sudo to Gain root Privileges page 428

Partial List of Used Files, Terms, and Utilities

find

[image: ] find: Finds Files Based on Criteria page 229

passwd

[image: ] Users: Changing Your Account Type and Password (GUI) page 112

[image: ] passwd: Changing Your Password (CLI) page 137

lsof

[image: ] lsof: Finds Open Files page 624

nmap

chage

[image: ] chage page 601

netstat

sudo

[image: ] Using sudo to Gain root Privileges page 428

/etc/sudoers

[image: ] sudoers: Configuring sudo page 433

su

[image: ] Using su to Gain root Privileges page 425

usermod

[image: ] usermod: Modifies a User Account page 601

ulimit

110.2 Set Up Host Security

Awareness of shadow passwords and how they work

[image: ] /etc/shadow page 511

Turn off network services not in use

[image: ] Configuring Daemons (Services) page 445

[image: ] service page 443

[image: ] chkconfig and service page 445

[image: ] system-config-services: Configures Services page 447

Understand the role of TCP wrappers

[image: ] TCP Wrappers: Secure a Server (hosts.allow and hosts.deny) page 485

Partial List of Used Files, Terms, and Utilities

/etc/nologin

[image: ] Going to Single-User Mode page 454

/etc/passwd

[image: ] /etc/passwd page 508

/etc/shadow

[image: ] /etc/shadow page 511

/etc/xinetd.d/* [deprecated]

/etc/xinetd.conf [deprecated]

/etc/inetd.d/* [deprecated]

/etc/inetd.conf [deprecated]

/etc/inittab

[image: ] /etc/inittab page 508

/etc/init.d/*

[image: ] SysVinit (rc) Scripts: Start and Stop System Services page 448

/etc/hosts.allow

[image: ] hosts.allow and hosts.deny page 486

/etc/hosts.deny

[image: ] hosts.allow and hosts.deny page 486

110.3 Securing Data with Encryption

Perform basic OpenSSH 2 client configuration and usage

[image: ] Configuring OpenSSH Clients page 690

[image: ] Running the ssh, scp, and sftp OpenSSH Clients page 689

Understand the role of OpenSSH 2 server host keys

[image: ] How OpenSSH Works page 687

[image: ] Authorized Keys: Automatic Login page 700

Perform basic GnuPG configuration and usage

[image: ] Tutorial: Using GPG to Secure a File page 1169

Understand SSH port tunnels (including X11 tunnels)

[image: ] Tunneling/Port Forwarding page 707

Partial List of Used Files, Terms, and Utilities

ssh

[image: ] ssh: Logs in or Executes Commands on a Remote System page 693

ssh-keygen

[image: ] ssh-keygen page 701

ssh-agent

[image: ] ssh-agent: Holds Your Private Keys page 703

ssh-add

[image: ] ssh-add page 703

~/.ssh/id_rsa and id_rsa.pub

[image: ] id_rsa id_rsa.pub page 689

[image: ] id_rsa and id_rsa.pub page 701

~/.ssh/id_dsa and id_dsa.pub

[image: ] id_dsa id_dsa.pub page 689

/etc/ssh/ssh_host_rsa_key and ssh_host_rsa_key.pub

[image: ] ssh_host_rsa_key, ssh_host_rsa_key.pub page 688

/etc/ssh/ssh_host_dsa_key and ssh_host_dsa_key.pub

[image: ] ssh_host_dsa_key, ssh_host_dsa_key.pub page 688

~/.ssh/authorized_keys

[image: ] authorized_keys page 688

/etc/ssh_known_hosts

[image: ] ssh_known_hosts page 692

gpg

[image: ] GnuPG/PGP page 1160

[image: ] Tutorial: Using GPG to Secure a File page 1169

~/.gnupg/*

[image: ] ~/.gnupg page 1170


Glossary

All entries marked with FOLDOC are based on definitions in the Free On-Line Dictionary of Computing (foldoc.org), Denis Howe, editor. Used with permission.

10.0.0.0

See private address space on page 1267.

172.16.0.0

See private address space on page 1267.

192.168.0.0

See private address space on page 1267.

802.11

A family of specifications developed by IEEE for wireless LAN technology, including 802.11 (1–2 megabits per second), 802.11a (54 megabits per second), 802.11b (11 megabits per second), and 802.11g (54 megabits per second).

absolute pathname

A pathname that starts with the root directory (represented by /). An absolute pathname locates a file without regard to the working directory.

access

In computer jargon, a verb meaning to use, read from, or write to. To access a file means to read from or write to the file.

Access Control List

See ACL.

access permissions

Permission to read from, write to, or execute a file. If you have write access permission to a file (usually just called write permission), you can write to the file. Also access privilege.

ACL

Access Control List. A system that performs a function similar to file permissions but with much finer-grain control.

active window

On a desktop, the window that receives the characters you type on the keyboard. Same as focus, desktop (page 1250).

address mask

See network mask on page 1263.

alias

A mechanism of a shell that enables you to define new commands.

alphanumeric character

One of the characters, either uppercase or lowercase, from A to Z and 0 to 9, inclusive.

ambiguous file reference

A reference to a file that does not necessarily specify any one file but can be used to specify a group of files. The shell expands an ambiguous file reference into a list of filenames. Special characters represent single characters (?), strings of zero or more characters (*), and character classes ([]) within ambiguous file references. An ambiguous file reference is a type of regular expression (page 1269).

angle bracket

A left angle bracket (<) and a right angle bracket (>). The shell uses < to redirect a command’s standard input to come from a file and > to redirect the standard output. The shell uses the characters << to signify the start of a Here document and >> to append output to a file.

animate

When referring to a window action, means that the action is slowed down so the user can view it. For example, when you minimize a window, it can disappear all at once (not animated) or it can slowly telescope into the panel so you can get a visual feel for what is happening (animated).

anti-aliasing

Adding gray pixels at the edge of a diagonal line to get rid of the jagged appearance and thereby make the line look smoother. Anti-aliasing sometimes makes type on a screen look better and sometimes worse; it works best on small and large fonts and is less effective on fonts from 8 to 15 points. See also subpixel hinting (page 1275).

API

Application program interface. The interface (calling conventions) by which an application program accesses an operating system and other services. An API is defined at the source code level and provides a level of abstraction between the application and the kernel (or other privileged utilities) to ensure the portability of the code.FOLDOC

append

To add something to the end of something else. To append text to a file means to add the text to the end of the file. The shell uses >> to append a command’s output to a file.

applet

A small program that runs within a larger program. Examples are Java applets that run in a browser and panel applets that run from a desktop panel.

archive

A file that contains a group of smaller, typically related, files. Also, to create such a file. The tar and cpio utilities can create and read archives.

argument

A number, letter, filename, or another string that gives some information to a command and is passed to the command when it is called. A command-line argument is anything on a command line following the command name that is passed to the command. An option is a kind of argument.

arithmetic expression

A group of numbers, operators, and parentheses that can be evaluated. When you evaluate an arithmetic expression, you end up with a number. The Bourne Again Shell uses the expr command to evaluate arithmetic expressions; the TC Shell uses @, and the Z Shell uses let.

ARP

Address Resolution Protocol. A method for finding a host’s MAC address (page 1259; also Ethernet address) from its IP address. ARP allows the IP address to be independent of the MAC address. See page 297 for more information. FOLDOC

array

An arrangement of elements (numbers or strings of characters) in one or more dimensions. The Bourne Again, TC, and Z Shells and awk/mawk/gawk can store and process arrays.

ASCII

American Standard Code for Information Interchange. A code that uses seven bits to represent both graphic (letters, numbers, and punctuation) and CONTROL characters. You can represent textual information, including program source code and English text, in ASCII code. Because ASCII is a standard, it is frequently used when exchanging information between computers. See the file /usr/pub/ascii or give the command man ascii to see a list of ASCII codes.

Extensions of the ASCII character set use eight bits. The seven-bit set is common; the eight-bit extensions are still coming into popular use. The eighth bit is sometimes referred to as the metabit.

ASCII terminal

A textual terminal. Contrast with graphical display (page 1251).

ASP

Application service provider. A company that provides applications over the Internet.

asynchronous event

An event that does not occur regularly or synchronously with another event. Linux system signals are asynchronous; they can occur at any time because they can be initiated by any number of nonregular events.

attachment

A file that is attached to, but is not part of, a piece of email. Attachments are frequently opened by programs (including your Internet browser) that are called by your mail program so you might not be aware that they are not an integral part of an email message.

authentication

The verification of the identity of a person or process. In a communication system, authentication verifies that a message really comes from its stated source, like the signature on a (paper) letter. The most common form of authentication is typing a user name (which might be widely known or easily guessable) and a corresponding password that is presumed to be known only to the individual being authenticated. Other methods of authentication on a Linux system include the /etc/passwd and /etc/shadow files, LDAP, biometrics, Kerberos 5, and SMB.FOLDOC

automatic mounting

A way of demand mounting directories from remote hosts without having them hard configured into /etc/fstab. Also called automounting.

avoided

An object, such as a panel, that should not normally be covered by another object, such as a window.

back door

A security hole deliberately left in place by the designers or maintainers of a system. The motivation for creating such holes is not always sinister; some operating systems, for example, come out of the box with privileged accounts intended for use by field service technicians or the vendor’s maintenance programmers.

Ken Thompson’s 1983 Turing Award lecture to the ACM revealed the existence, in early UNIX versions, of a back door that might be the most fiendishly clever security hack of all time. The C compiler contained code that would recognize when the login command was being recompiled and would insert some code recognizing a password chosen by Thompson, giving him entry to the system whether or not an account had been created for him.

Normally such a back door could be removed by removing it from the source code for the compiler and recompiling the compiler. But to recompile the compiler, you have to use the compiler, so Thompson arranged that the compiler would recognize when it was compiling a version of itself. It would insert into the recompiled compiler the code to insert into the recompiled login the code to allow Thompson entry, and, of course, the code to recognize itself and do the whole thing again the next time around. Having done this once, he was then able to recompile the compiler from the original sources; the hack perpetuated itself invisibly, leaving the back door in place and active but with no trace in the sources.

Sometimes called a wormhole. Also trap door.FOLDOC

background process

A process that is not run in the foreground. Also called a detached process, a background process is initiated by a command line that ends with an ampersand (&) control operator. You do not have to wait for a background process to run to completion before giving the shell additional commands. If you have job control, you can move background processes to the foreground, and vice versa.

basename

The name of a file that, in contrast with a pathname, does not mention any of the directories containing the file (and therefore does not contain any slashes [/]). For example, hosts is the basename of /etc/hosts.FOLDOC

baud

The maximum information-carrying capacity of a communication channel in symbols (state transitions or level transitions) per second. It coincides with bits per second only for two-level modulation with no framing or stop bits. A symbol is a unique state of the communication channel, distinguishable by the receiver from all other possible states. For example, it might be one of two voltage levels on a wire for a direct digital connection, or it might be the phase or frequency of a carrier.FOLDOC

Baud is often mistakenly used as a synonym for bits per second.

baud rate

Transmission speed. Usually used to measure terminal or modem speed. Common baud rates range from 110 to 38,400 baud. See baud.

Berkeley UNIX

One of the two major versions of the UNIX operating system. Berkeley UNIX was developed at the University of California at Berkeley by the Computer Systems Research Group and is often referred to as BSD (Berkeley Software Distribution).

beta release

Evaluation, pre-release software that is potentially unreliable. Beta software is made available to selected users (beta testers) before it is released to the general public. Beta testing aims to discover bugs that only occur in certain environments or under certain patterns of use, while reducing the volume of feedback to a manageable level. The testers benefit by having earlier access to new products, features, and fixes. The term derives from early 1960s terminology for product cycle checkpoints, first used at IBM but later made standard throughout the industry. Contrast with stable release (page 1274).FOLDOC

BIND

Berkeley Internet Name Domain. An implementation of a DNS (page 1247) server developed and distributed by the University of California at Berkeley.

BIOS

Basic Input/Output System. On PCs, EEPROM-based (page 1248) system software that provides the lowest-level interface to peripheral devices and controls the first stage of the bootstrap (page 1240) process, which loads the operating system. The BIOS can be stored in different types of memory. The memory must be nonvolatile so that it remembers the system settings even when the system is turned off. Also BIOS ROM.

bit

The smallest piece of information a computer can handle. A bit is a binary digit: either 1 or 0 (on or off).

bit depth

Same as color depth (page 1243).

bit-mapped display

A graphical display device in which each pixel on the screen is controlled by an underlying representation of zeros and ones.

blank character

Either a SPACE or a TAB character, also called whitespace (page 1280). In some contexts, NEWLINEs are considered blank characters.

block

A section of a disk or tape (usually 1,024 bytes long but shorter or longer on some systems) that is written at one time.

block device

A disk or tape drive. A block device stores information in blocks of characters and is represented by a block device (block special) file. Contrast with character device (page 1242).

block number

Disk and tape blocks are numbered so that Linux can keep track of the data on the device.

blocking factor

The number of logical blocks that make up a physical block on a tape or disk. When you write 1K logical blocks to a tape with a physical block size of 30K, the blocking factor is 30.

Boolean

The type of an expression with two possible values: true and false. Also, a variable of Boolean type or a function with Boolean arguments or result. The most common Boolean functions are AND, OR, and NOT.FOLDOC

boot

See bootstrap.

boot loader

A very small program that takes its place in the bootstrap process that brings a computer from off or reset to a fully functional state. See “GRUB: The Linux Boot Loader” on page 590.

bootstrap

Derived from “Pull oneself up by one’s own bootstraps,” the incremental process of loading an operating system kernel into memory and starting it running without any outside assistance. Frequently shortened to boot.

Bourne Again Shell

bash. GNU’s command interpreter for UNIX, bash is a POSIX-compliant shell with full Bourne Shell syntax and some C Shell commands built in. The Bourne Again Shell supports emacs-style command-line editing, job control, functions, and online help.FOLDOC

Bourne Shell

sh. This UNIX command processor was developed by Steve Bourne at AT&T Bell Laboratories.

brace

A left brace ({) and a right brace (}). Braces have special meanings to the shell.

bracket

A square bracket (page 1274) or an angle bracket (page 1236).

branch

In a tree structure, a branch connects nodes, leaves, and the root. The Linux filesystem hierarchy is often conceptualized as an upside-down tree. The branches connect files and directories. In a source code control system, such as SCCS or RCS, a branch occurs when a revision is made to a file and is not included in subsequent revisions to the file.

bridge

Typically a two-port device originally used for extending networks at layer 2 (data link) of the Internet Protocol model.

broadcast

A transmission to multiple, unspecified recipients. On Ethernet, a broadcast packet is a special type of multicast (page 1262) packet; it has a special address indicating that all devices that receive it should process it. Broadcast traffic exists at several layers of the network stack, including Ethernet and IP. Broadcast traffic has one source but indeterminate destinations (all hosts on the local network).

broadcast address

The last address on a subnet (usually 255), reserved as shorthand to mean all hosts.

broadcast network

A type of network, such as Ethernet, in which any system can transmit information at any time, and all systems receive every message.

BSD

See Berkeley UNIX on page 1239.

buffer

An area of memory that stores data until it can be used. When you write information to a file on a disk, Linux stores the information in a disk buffer until there is enough to write to the disk or until the disk is ready to receive the information.

bug

An unwanted and unintended program property, especially one that causes the program to malfunction.FOLDOC

builtin (command)

A command that is built into a shell. Each of the three major shells—the Bourne Again, TC, and Z Shells—has its own set of builtins.

byte

A component in the machine data hierarchy, usually larger than a bit and smaller than a word; now most often eight bits and the smallest addressable unit of storage. A byte typically holds one character.FOLDOC

bytecode

A binary file containing an executable program consisting of a sequence of (op code, data) pairs. A bytecode program is interpreted by a bytecode interpreter; Python uses the Python virtual machine. The advantage of bytecode is that it can be run on any processor for which there is a bytecode interpreter. Compiled code (machine code) can run only on the processor for which it was compiled.FOLDOC

C programming language

A modern systems language that has high-level features for efficient, modular programming as well as lower-level features that make it suitable for use as a systems programming language. It is machine independent so that carefully written C programs can be easily transported to run on different machines. Most of the Linux operating system is written in C, and Linux provides an ideal environment for programming in C.

C Shell

csh. The C Shell command processor was developed by Bill Joy for BSD UNIX. It was named for the C programming language because its programming constructs are similar to those of C. See shell on page 1272.

cable modem

A type of modem that allows you to access the Internet by using your cable television connection.

cache

Holding recently accessed data, a small, fast memory designed to speed up subsequent access to the same data. Most often applied to processor-memory access but also used for a local copy of data accessible over a network, from a hard disk, and so on.FOLDOC

calling environment

A list of variables and their values that is made available to a called program. Refer to “Executing a Command” on page 375.

cascading stylesheet

See CSS on page 1245.

cascading windows

An arrangement of windows such that they overlap, generally with at least part of the title bar visible. Opposite of tiled windows (page 1277).

case sensitive

Able to distinguish between uppercase and lowercase characters. Unless you set the ignorecase parameter, vim performs case-sensitive searches. The grep utility performs case-sensitive searches unless you use the –i option.

catenate

To join sequentially, or end to end. The Linux cat utility catenates files: It displays them one after the other. Also concatenate.

chain loading

The technique used by a boot loader to load unsupported operating systems. Used for loading such operating systems as DOS or Windows, it works by loading another boot loader.

character-based

A program, utility, or interface that works only with ASCII (page 1237) characters. This set of characters includes some simple graphics, such as lines and corners, and can display colored characters. It cannot display true graphics. Contrast with GUI (page 1252).

character-based terminal

A terminal that displays only characters and very limited graphics. See character-based (previous page).

character class

In a regular expression, a group of characters that defines which characters can occupy a single character position. A character-class definition is usually surrounded by square brackets. The character class defined by [abcr] represents a character position that can be occupied by a, b, c, or r. Also list operator.

In GNU documentation and POSIX, used to refer to sets of characters with a common characteristic, denoted by the notation [:class:]; for example, [:upper:] denotes the set of uppercase letters.

This book uses the term character class as explained under “Brackets” on page 1141.

character device

A terminal, printer, or modem. A character device stores or displays characters one at a time. A character device is represented by a character device (character special) file. Contrast with block device (page 1239).

check box

A GUI widget, usually the outline of a square box with an adjacent caption, that a user can click to display or remove a tick (page 1277). When the box holds a tick, the option described by the caption is on or true. Also tick box.

checksum

A computed value that depends on the contents of a block of data and is transmitted or stored along with the data to detect corruption of the data. The receiving system recomputes the checksum based on the received data and compares this value with the one sent with the data. If the two values are the same, the receiver has some confidence that the data was received correctly.

The checksum might be 8, 16, or 32 bits, or some other size. It is computed by summing the bytes or words of the data block, ignoring overflow. The checksum might be negated so that the total of the data words plus the checksum is zero.

Internet packets use a 32-bit checksum.FOLDOC

child process

A process that is created by another process, the parent process. Every process is a child process except for the first process, which is started when Linux begins execution. When you run a command from the shell, the shell spawns a child process to run the command. See process on page 1267.

CIDR

Classless Inter-Domain Routing. A scheme that allocates blocks of Internet addresses in a way that allows summarization into a smaller number of routing table entries. A CIDR block is a block of Internet addresses assigned to an ISP by the InterNIC. Refer to “CIDR: Classless Inter-Domain Routing” on page 300.FOLDOC

CIFS

Common Internet File System. An Internet filesystem protocol based on SMB (page 1273). CIFS runs on top of TCP/IP, uses DNS, and is optimized to support slower dial-up Internet connections. SMB and CIFS are used interchangeably.FOLDOC

CIPE

Crypto IP Encapsulation (page 1249). This protocol (page 1267) tunnels (page 1278) IP packets within encrypted UDP (page 1278) packets, is lightweight and simple, and works over dynamic addresses, NAT (page 1262), and SOCKS (page 1273) proxies (page 1268).

cipher (cypher)

A cryptographic system that uses a key to transpose/substitute characters within a message, the key itself, or the message.

ciphertext

Text that is encrypted. Contrast with plaintext (page 1266). See also “Encryption” on page 1156.

Classless Inter-Domain Routing

See CIDR.

cleartext

Text that is not encrypted. Also plaintext. Contrast with ciphertext.

CLI

Command-line interface. See also character-based (page 1241). Also textual interface.

client

A computer or program that requests one or more services from a server.

cloud

A system that provides access via a network (typically the Internet) to hardware and/or software computing resources, often via a Web browser.

CODEC

Coder/decoder or compressor/decompressor. A hardware and/or software technology that codes and decodes data. MPEG is a popular CODEC for computer video.

color depth

The number of bits used to generate a pixel—usually 8, 16, 24, or 32. The color depth is directly related to the number of colors that can be generated. The number of colors that can be generated is 2 raised to the color-depth power. Thus a 24-bit video adapter can generate about 16.7 million colors.

color quality

See color depth.

combo box

A combination of a drop-down list (page 1248) and text box (page 1277). You can enter text in a combo box. Or, you can click a combo box to cause it to expand and display a static list of selections for you to choose from.

command

What you give the shell in response to a prompt. When you give the shell a command, it executes a utility, another program, a builtin command, or a shell script. Utilities are often referred to as commands. When you are using an interactive utility, such as vim or mail, you use commands that are appropriate to that utility.

command line

A line containing instructions and arguments that executes a command. This term usually refers to a line you enter in response to a shell prompt on a character-based terminal or terminal emulator.

command substitution

Replacing a command with its output. The shells perform command substitution when you enclose a command between $( and ) or between a pair of back ticks (‘‘), also called grave accent marks.

component architecture

A notion in object-oriented programming where “components” of a program are completely generic. Instead of having a specialized set of methods and fields, they have generic methods through which the component can advertise the functionality it supports to the system into which it is loaded. This strategy enables completely dynamic loading of objects. JavaBeans is an example of a component architecture.FOLDOC

concatenate

See catenate on page 1241.

condition code

See exit status on page 1249.

connection-oriented protocol

A type of transport layer data communication service that allows a host to send data in a continuous stream to another host. The transport service guarantees that all data will be delivered to the other end in the same order as sent and without duplication. Communication proceeds through three well-defined phases: connection establishment, data transfer, and connection release. The most common example is TCP (page 1276).

Also called connection-based protocol and stream-oriented protocol. Contrast with connectionless protocol and datagram (page 1246).FOLDOC

connectionless protocol

The data communication method in which communication occurs between hosts with no previous setup. Packets sent between two hosts might take different routes. There is no guarantee that packets will arrive as transmitted or even that they will arrive at the destination at all. UDP (page 1278) is a connectionless protocol. Also called packet switching. Contrast with circuit switching and connection-oriented protocol.FOLDOC

console

The main system terminal, usually directly connected to the computer and the one that receives system error messages. Also system console and console terminal.

console terminal

See console.

control character

A character that is not a graphic character, such as a letter, number, or punctuation mark. Such characters are called control characters because they frequently act to control a peripheral device. RETURN and FORMFEED are control characters that control a terminal or printer.

The word CONTROL is shown in this book in THIS FONT because it is a key that appears on most terminal keyboards. Control characters are represented by ASCII codes less than 32 (decimal). See also nonprinting character on page 1264.

control operator

A token that performs a control function. The Bourne Again Shell uses the following symbols as control operators: ||, &, &&, ;, ;;, (, ), |, |&, and RETURN.

control structure

A statement used to change the order of execution of commands in a shell script or other program. Each shell provides control structures (for example, if and while) as well as other commands that alter the order of execution (for example, exec). Also control flow commands.

cookie

Data stored on a client system by a server. The client system browser sends the cookie back to the server each time it accesses that server. For example, a catalog shopping service might store a cookie on your system when you place your first order. When you return to the site, it knows who you are and can supply your name and address for subsequent orders. You might consider cookies to be an invasion of privacy.

CPU

Central processing unit. The part of a computer that controls all the other parts. The CPU includes the control unit and the arithmetic and logic unit (ALU). The control unit fetches instructions from memory and decodes them to produce signals that control the other parts of the computer. These signals can cause data to be transferred between memory and ALU or peripherals to perform input or output. A CPU that is housed on a single chip is called a microprocessor. Also processor and central processor.

cracker

An individual who attempts to gain unauthorized access to a computer system. These individuals are often malicious and have many means at their disposal for breaking into a system. Contrast with hacker (page 1252).FOLDOC

crash

The system suddenly and unexpectedly stops or fails. Derived from the action of the hard disk heads on the surface of the disk when the air gap between the two collapses.

Creative Commons

(creativecommons.org) Creative Commons is a nonprofit organization that provides copyright licenses that enable you to share and use creativity and knowledge. The licenses give the public permission to share and use your creative work while reserving some rights.

cryptography

The practice and study of encryption and decryption—encoding data so that only a specific individual or machine can decode it. A system for encrypting and decrypting data is a cryptosystem. Such systems usually rely on an algorithm for combining the original data (plaintext) with one or more keys—numbers or strings of characters known only to the sender and/or recipient. The resulting output is called ciphertext (page 1243).

The security of a cryptosystem usually depends on the secrecy of keys rather than on the supposed secrecy of an algorithm. Because a strong cryptosystem has a large range of keys, it is not possible to try all of them. Ciphertext appears random to standard statistical tests and resists known methods for breaking codes.FOLDOC

.cshrc file

In your home directory, a file that the TC Shell executes each time you invoke a new TC Shell. You can use this file to establish variables and aliases.

CSS

Cascading stylesheet. Describes how documents are presented on screen and in print. Attaching a stylesheet to a structured document can affect the way it looks without adding new HTML (or other) tags and without giving up device independence. Also stylesheet.

current (process, line, character, directory, event, etc.)

The item that is immediately available, working, or being used. The current process is the program you are running, the current line or character is the one the cursor is on, and the current directory is the working directory.

cursor

A small lighted rectangle, underscore, or vertical bar that appears on a terminal screen and indicates where the next character will appear. Differs from the mouse pointer (page 1261).

daemon

A program that is not invoked explicitly but lies dormant, waiting for some condition(s) to occur. The perpetrator of the condition need not be aware that a daemon is lurking (although often a program will commit an action only because it knows that it will implicitly invoke a daemon). From the mythological meaning, later rationalized as the acronym Disk And Execution MONitor.FOLDOC

data structure

A particular format for storing, organizing, working with, and retrieving data. Frequently, data structures are designed to work with specific algorithms that facilitate these tasks. Common data structures include trees, files, records, tables, arrays, etc.

datagram

A self-contained, independent entity of data carrying sufficient information to be routed from the source to the destination computer without reliance on earlier exchanges between this source and destination computer and the transporting network. UDP (page 1278) uses datagrams; IP (page 1255) uses packets (page 1265). Packets are indivisible at the network layer; datagrams are not.FOLDOC See also frame (page 1251).

dataless

A computer, usually a workstation, that uses a local disk to boot a copy of the operating system and access system files but does not use a local disk to store user files.

dbm

A standard, simple database manager. Implemented as gdbm (GNU database manager), it uses hashes to speed searching. The most common versions of the dbm database are dbm, ndbm, and gdbm.

DDoS attack

Distributed denial of service attack. A DoS attack (page 1248) from many systems that do not belong to the perpetrator of the attack.

debug

To correct a program by removing its bugs (that is, errors).

default

Something that is selected without being explicitly specified. For example, when used without an argument, ls displays a list of the files in the working directory by default.

delta

A set of changes made to a file that has been encoded by the Source Code Control System (SCCS).

denial of service

See DoS attack on page 1248.

dereference

To access the thing to which a pointer points, that is, to follow the pointer. At first sight the word dereference might be thought to mean “to cause to stop referring,” but its meaning is well established in jargon.FOLDOC

When speaking of symbolic links, dereference means to follow the link rather than working with the reference to the link. For example, the –L or ––dereference option causes ls to list the entry that a symbolic link points to rather than the symbolic link (the reference) itself.

desktop

A collection of windows, toolbars, icons, and buttons, some or all of which appear on your display. A desktop comprises one or more workspaces (page 1281).

desktop manager

An icon- and menu-based user interface to system services that allows you to run applications and use the filesystem without using the system’s command-line interface.

detached process

See background process on page 1238.

device

A disk drive, printer, terminal, plotter, or other input/output unit that can be attached to the computer. Short for peripheral device.

device driver

Part of the Linux kernel that controls a device, such as a terminal, disk drive, or printer.

device file

A file that represents a device. Also special file.

device filename

The pathname of a device file. All Linux systems have two kinds of device files: block and character device files. Linux also has FIFOs (named pipes) and sockets. Device files are traditionally located in the /dev directory.

device number

See major device number (page 1259) and minor device number (page 1261).

DHCP

Dynamic Host Configuration Protocol. A protocol that dynamically allocates IP addresses to computers on a LAN.FOLDOC

dialog box

In a GUI, a special window, usually without a titlebar, that displays information. Some dialog boxes accept a response from the user.

directory

Short for directory file. A file that contains a list of other files.

directory hierarchy

A directory, called the root of the directory hierarchy, and all the directory and ordinary files below it (its children).

directory service

A structured repository of information on people and resources within an organization, facilitating management and communication.FOLDOC

disk partition

See partition on page 1265.

diskless

A computer, usually a workstation, that has no disk and must contact another computer (a server) to boot a copy of the operating system and access the necessary system files.

distributed computing

A style of computing in which tasks or services are performed by a network of cooperating systems, some of which might be specialized.

DMZ

Demilitarized zone. A host or small network that is a neutral zone between a LAN and the Internet. It can serve Web pages and other data to the Internet and allow local systems access to the Internet while preventing LAN access to unauthorized Internet users. Even if a DMZ is compromised, it holds no data that is private and none that cannot be easily reproduced.

DNS

Domain Name Service. A distributed service that manages the correspondence of full hostnames (those that include a domain name) to IP addresses and other system characteristics.

DNS domain name

See domain name.

document object model

See DOM.

DOM

Document Object Model. A platform-/language-independent interface that enables a program to update the content, structure, and style of a document dynamically. The changes can then be made part of the displayed document. Go to www.w3.org/DOM for more information.

domain name

A name associated with an organization, or part of an organization, to help identify systems uniquely. Technically, the part of the FQDN (page 1250) to the right of the leftmost period. Domain names are assigned hierarchically. The domain berkeley.edu refers to the University of California at Berkeley, for example; it is part of the top-level edu (education) domain. Also DNS domain name. Different than NIS domain name (page 1263).

Domain Name Service

See DNS.

door

An evolving filesystem-based RPC (page 1271) mechanism.

DoS attack

Denial of service attack. An attack that attempts to make the target host or network unusable by flooding it with spurious traffic.

DPMS

Display Power Management Signaling. A standard that can extend the life of CRT monitors and conserve energy. DPMS supports four modes for a monitor: Normal, Standby (power supply on, monitor ready to come to display images almost instantly), Suspend (power supply off, monitor takes up to ten seconds to display an image), and Off.

drag

The motion part of drag-and-drop.

drag-and-drop

To move an object from one position or application to another within a GUI. To drag an object, the user clicks a mouse button (typically the left one) while the mouse pointer hovers (page 1253) over the object. Then, without releasing the mouse button, the user drags the object, which stays attached to the mouse pointer, to a different location. The user can then drop the object at the new location by releasing the mouse button.

drop-down list

A widget (page 1281) that displays a static list for a user to choose from. When the list is not active, it appears as text in a box, displaying the single selected entry. When a user clicks the box, a list appears; the user can move the mouse cursor to select an entry from the list. Different from a list box (page 1258).

druid

In role-playing games, a character that represents a magical user. Fedora/RHEL uses the term druid at the ends of names of programs that guide you through a task-driven chain of steps. Other operating systems call these types of programs wizards.

DSA

Digital Signature Algorithm. A public key cipher used to generate digital signatures.

DSL

Digital Subscriber Line/Loop. Provides high-speed digital communication over a specialized, conditioned telephone line. See also xDSL (page 1282).

Dynamic Host Configuration Protocol

See DHCP on page 1247.

editor

A utility, such as vim or emacs, that creates and modifies text files.

EEPROM

Electrically erasable, programmable, readonly memory. A PROM (page 1267) that can be written to.

effective UID

The UID (user ID) that a process appears to have; usually the same as the real UID (page 1269). For example, while you are running a setuid program, the effective UID of the process running the program is that of the owner of the program, frequently root, while the real UID remains your UID.

element

One thing; usually a basic part of a group of things. An element of a numeric array is one of the numbers stored in the array.

emoticon

See smiley on page 1273.

encapsulation

See tunneling on page 1278.

environment

See calling environment on page 1241.

environment variable (shell)

A variable that was in the environment the shell was called with or a variable that has been marked for export via the environment. An environment variable is available to children of the shell; also called a global variable. As explained on page 357, you can use the export builtin, or the –x option to the declare builtin, to mark a variable for export via the environment.

EOF

End of file.

EPROM

Erasable programmable readonly memory. A PROM (page 1267) that can be written to by applying a higher than normal voltage.

escape

See quote on page 1268.

Ethernet

A type of LAN (page 1257) capable of transfer rates as high as 1,000 megabits per second. Refer to “Ethernet” on page 284.

Ethernet address

See MAC address on page 1259.

event

An occurrence, or happening, of significance to a task or program—for example, the completion of an asynchronous input/output operation, such as a keypress or mouse click.FOLDOC

exabyte

260 bytes or about 1018 bytes. See also large number (page 1257).

exit status

The status returned by a process; either successful (usually 0) or unsuccessful (usually 1).

exploit

A security hole or an instance of taking advantage of a security hole.FOLDOC

expression

See logical expression (page 1259) and arithmetic expression (page 1237).

extranet

A network extension for a subset of users (such as students at a particular school or engineers working for the same company). An extranet limits access to private information even though it travels on the public Internet.

failsafe session

A session that allows you to log in on a minimal desktop in case your standard login does not work well enough to allow you to log in to fix a login problem.

FDDI

Fiber Distributed Data Interface. A type of LAN (page 1257) designed to transport data at the rate of 100 million bits per second over fiberoptic cable.

file

A collection of related information referred to with a filename and frequently stored on a disk. Text files typically contain memos, reports, messages, program source code, lists, or manuscripts. Binary or executable files contain utilities or programs that you can run. Refer to “Ordinary Files and Directory Files” on page 177.

filename

The name of a file. A filename refers to a file.

filename completion

Automatic completion of a filename after you specify a unique prefix.

filename extension

The part of a filename following a period.

filename generation

What occurs when the shell expands ambiguous file references. See ambiguous file reference on page 1236.

filesystem

A data structure (page 1245) that usually resides on part of a disk. All Linux systems have a root filesystem, and many have other filesystems. Each filesystem is composed of some number of blocks, depending on the size of the disk partition that has been assigned to the filesystem. Each filesystem has a control block, named the superblock, that contains information about the filesystem. The other blocks in a filesystem are inodes, which contain control information about individual files, and data blocks, which contain the information in the files.

filling

A variant of maximizing in which window edges are pushed out as far as they can go without overlapping another window.

filter

A command that can take its input from standard input and send its output to standard output. A filter transforms the input stream of data and sends it to standard output. A pipeline symbol (|) usually connects a filter’s input to standard output of one command, and a second pipeline symbol connects the filter’s output to standard input of another command. The grep and sort utilities are commonly used as filters.

firewall

A device for policy-based traffic management used to keep a network secure. A firewall can be implemented in a single router that filters out unwanted packets, or it can rely on a combination of routers, proxy servers, and other devices. Firewalls are widely used to give users access to the Internet in a secure fashion and to separate a company’s public WWW server from its internal network. They are also employed to keep internal network segments more secure.

Recently the term has come to be defined more loosely to include a simple packet filter running on an endpoint machine.

See also proxy server on page 1268.

firmware

Software built into a computer, often in ROM (page 1270). Might be used as part of the bootstrap (page 1240) procedure.

focus, desktop

On a desktop, the window that is active. The window with the desktop focus receives the characters you type on the keyboard. Same as active window (page 1236).

footer

The part of a format that goes at the bottom (or foot) of a page. Contrast with header (page 1252).

foreground process

When you run a command in the foreground, the shell waits for the command to finish before giving you another prompt. You must wait for a foreground process to run to completion before you can give the shell another command. If you have job control, you can move background processes to the foreground, and vice versa. See job control on page 1256. Contrast with background process (page 1238).

fork

To create a process. When one process creates another process, it forks a process. Also spawn.

FQDN

Fully qualified domain name. The full name of a system, consisting of its hostname and its domain name, including the top-level domain. Technically the name that gethostbyname(2) returns for the host named by gethostname(2). For example, speedy is a hostname and speedy.example.com is an FQDN. An FQDN is sufficient to determine a unique Internet address for a machine on the Internet.FOLDOC

frame

A data link layer packet that contains, in addition to data, the header and trailer information required by the physical medium. Network layer packets are encapsulated to become frames.FOLDOC See also datagram (page 1246) and packet (page 1265).

free list

In a filesystem, the list of blocks that are available for use. Information about the free list is kept in the superblock of the filesystem.

free space

The portion of a hard disk that is not within a partition. A new hard disk has no partitions and contains all free space.

full duplex

The ability to receive and transmit data simultaneously. A network switch (page 1263) is typically a full-duplex device. Contrast with half-duplex (page 1252).

fully qualified domain name

See FQDN.

function

See shell function on page 1272.

gateway

A generic term for a computer or a special device connected to more than one dissimilar type of network to pass data between them. Unlike a router, a gateway often must convert the information into a different format before passing it on. The historical usage of gateway to designate a router is deprecated.

GCOS

See GECOS.

GECOS

General Electric Comprehensive Operating System. For historical reasons, the user information field in the /etc/passwd file is called the GECOS field. Also GCOS.

gibibyte

Giga binary byte. A unit of storage equal to 230 bytes = 1,073,741,824 bytes = 1024 mebibytes (page 1260). Abbreviated as GiB. Contrast with gigabyte.

gigabyte

A unit of storage equal to 109 bytes. Sometimes used in place of gibibyte. Abbreviated as GB. See also large number on page 1257.

global variable (shell)

See environment variable (shell) on page 1249.

glyph

A symbol that communicates a specific piece of information nonverbally. A smiley (page 1273) is a glyph.

GMT

Greenwich Mean Time. See UTC on page 1279.

graphical display

A bitmapped monitor that can display graphical images. Contrast with ASCII terminal (page 1237).

graphical user interface

See GUI.

group (of users)

A collection of users. Groups are used as a basis for determining file access permissions. If you are not the owner of a file and you belong to the group the file is assigned to, you are subject to the group access permissions for the file. A user can simultaneously belong to several groups.

group (of windows)

A way to identify similar windows so they can be displayed and acted on similarly. Typically windows started by a given application belong to the same group.

group ID

A unique number that identifies a set of users. It is stored in the password and group databases (/etc/passwd and /etc/group files or their NIS equivalents). The group database associates group IDs with group names. Also GID.

GUI

Graphical user interface. A GUI provides a way to interact with a computer system by choosing items from menus or manipulating pictures drawn on a display screen instead of by typing command lines. Under Linux, the X Window System provides a graphical display and mouse/keyboard input. GNOME and KDE are two popular desktop managers that run under X. Contrast with character-based (page 1241).

hacker

A person who enjoys exploring the details of programmable systems and learning how to stretch their capabilities, as opposed to users, who prefer to learn only the minimum necessary. One who programs enthusiastically (even obsessively) or who enjoys programming rather than just theorizing about programming.FOLDOC Contrast with cracker (page 1245).

half-duplex

A half-duplex device can only receive or transmit at a given moment; it cannot do both. A hub (page 1254) is typically a half-duplex device. Contrast with full duplex (page 1251).

hard link

A directory entry that contains the filename and inode number for a file. The inode number identifies the location of control information for the file on the disk, which in turn identifies the location of the file’s contents on the disk. Every file has at least one hard link, which locates the file in a directory. When you remove the last hard link to a file, you can no longer access the file. See link (page 1258) and symbolic link (page 1276).

hash

A string that is generated from another string. See one-way hash function on page 1264. When used for security, a hash can prove, almost to a certainty, that a message has not been tampered with during transmission: The sender generates a hash of a message, encrypts the message and hash, and sends the encrypted message and hash to the recipient. The recipient decrypts the message and hash, generates a second hash from the message, and compares the hash that the sender generated to the new hash. When they are the same, the message has probably not been tampered with. Hashed versions of passwords can be used to authenticate users. A hash can also be used to create an index called a hash table. Also hash value.

hash table

An index created from hashes of the items to be indexed. The hash function makes it highly unlikely that two items will create the same hash. To look up an item in the index, create a hash of the item and search for the hash. Because the hash is typically shorter than the item, the search is more efficient.

header

When you are formatting a document, the header goes at the top, or head, of a page. In electronic mail the header identifies who sent the message, when it was sent, what the subject of the message is, and so forth.

Here document

A shell script that takes its input from the file that contains the script.

hesiod

The nameserver of project Athena. Hesiod is a name service library that is derived from BIND (page 1239) and leverages a DNS infrastructure.

heterogeneous

Consisting of different parts. A heterogeneous network includes systems produced by different manufacturers and/or running different operating systems.

hexadecimal number

A base 16 number. Hexadecimal (or hex) numbers are composed of the hexadecimal digits 0–9 and A–F. Computers use bits (page 1239) to represent data. A group of 4 bits represents 16 possible values, 0 through F. A hexadecimal digit provides a convenient way to represent a group of 4 bits. See Table G-1.
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Table G-1 Decimal, octal, and hexadecimal numbers

hidden filename

A filename that starts with a period. These filenames are called hidden because the ls utility does not normally list them. Use the –a option of ls to list all files, including those with hidden filenames. The shell does not expand a leading asterisk (*) in an ambiguous file reference to match files with hidden filenames. Also hidden file, invisible file.

hierarchy

An organization with a few things, or thing—one at the top—and with several things below each other thing. An inverted tree structure. Examples in computing include a file tree where each directory might contain files or other directories, a hierarchical network, and a class hierarchy in object-oriented programming.FOLDOC Refer to “The Hierarchical Filesystem” on page 176.

history

A shell mechanism that enables you to modify and reexecute recent commands.

home directory

The directory that is the working directory when you first log in. The pathname of this directory is stored in the HOME shell variable.

hover

To leave the mouse pointer stationary for a moment over an object. In many cases hovering displays a tooltip (page 1278).

HTML

Hypertext Markup Language. A hypertext document format used on the World Wide Web. Tags, which are embedded in the text, consist of a less than sign (<), a directive, zero or more parameters, and a greater than sign (>). Matched pairs of directives, such as <TITLE> and </TITLE>, delimit text that is to appear in a special place or style. For more information on HTML, visit www.htmlhelp.com/faq/html/all.html.FOLDOC

HTTP

Hypertext Transfer Protocol. The client/server TCP/IP protocol used on the World Wide Web for the exchange of HTML documents.

hub

A multiport repeater. A hub rebroadcasts all packets it receives on all ports. This term is frequently used to refer to small hubs and switches, regardless of the device’s intelligence. It is a generic term for a layer 2 shared-media networking device. Today the term hub is sometimes used to refer to small intelligent devices, although that was not its original meaning. Contrast with network switch (page 1263).

hypertext

A collection of documents/nodes containing (usually highlighted or underlined) cross-references or links, which, with the aid of an interactive browser program, allow the reader to move easily from one document to another.FOLDOC

Hypertext Markup Language

See HTML.

Hypertext Transfer Protocol

See HTTP.

i18n

Internationalization. An abbreviation of the word internationalization: the letter i followed by 18 letters (nternationalizatio) followed by the letter n.

i/o device

Input/output device. See device on page 1246.

IANA

Internet Assigned Numbers Authority. A group that maintains a database of all permanent, registered system services (www.iana.org).

ICMP

Internet Control Message Protocol. A type of network packet that carries only messages, no data. The most common ICMP packet is the echo request that is sent by the ping utility.

icon

In a GUI, a small picture representing a file, directory, action, program, and so on. When you click an icon, an action, such as opening a window and starting a program or displaying a directory or Web site, takes place. From miniature religious statues.FOLDOC

iconify

To change a window into an icon. Contrast with restore (page 1270).

ignored window

A state in which a window has no decoration and therefore no buttons or titlebar to control it with.

indentation

See indention.

indention

The blank space between the margin and the beginning of a line that is set in from the margin.

inode

A data structure (page 1245) that contains information about a file. An inode for a file contains the file’s length, the times the file was last accessed and modified, the time the inode was last modified, owner and group IDs, access privileges, number of links, and pointers to the data blocks that contain the file itself. Each directory entry associates a filename with an inode. Although a single file might have several filenames (one for each link), it has only one inode.

input

Information that is fed to a program from a terminal or other file. See standard input on page 1274.

installation

A computer at a specific location. Some aspects of the Linux system are installation dependent. Also site.

interactive

A program that allows ongoing dialog with the user. When you give commands in response to shell prompts, you are using the shell interactively. Also, when you give commands to utilities, such as vim and mail, you are using the utilities interactively.

interface

The meeting point of two subsystems. When two programs work together, their interface includes every aspect of either program that the other deals with. The user interface (page 1279) of a program includes every program aspect the user comes into contact with: the syntax and semantics involved in invoking the program, the input and output of the program, and its error and informational messages. The shell and each of the utilities and built-in commands have a user interface.

International Organization for Standardization

See ISO on the next page.

internet

A large network that encompasses other, smaller networks.

Internet

The largest internet in the world. The Internet (uppercase “I”) is a multilevel hierarchy composed of backbone networks (ARPANET, NSFNET, MILNET, and others), midlevel networks, and stub networks. These include commercial (.com or .co), university (.ac or .edu), research (.org or .net), and military (.mil) networks and span many different physical networks around the world with various protocols, including the Internet Protocol (IP). Outside the United States, country code domains are popular (.us, .es, .mx, .de, and so forth), although you will see them used within the United States as well.

Internet Protocol

See IP.

Internet service provider

See ISP on the next page.

intranet

An inhouse network designed to serve a group of people such as a corporation or school. The general public on the Internet does not have access to an intranet. See page 281.

invisible file

See hidden filename on page 1253.

IP

Internet Protocol. The network layer for TCP/IP. IP is a best-effort, packet-switching, connectionless protocol (page 1244) that provides packet routing, fragmentation, and reassembly through the data link layer. IPv4 is slowly giving way to IPv6.FOLDOC

IP address

Internet Protocol address. A four-part address associated with a particular network connection for a system using the Internet Protocol (IP). A system that is attached to multiple networks that use the IP will have a different IP address for each network interface.

IP multicast

See multicast on page 1262.

IP spoofing

A technique used to gain unauthorized access to a computer. The would-be intruder sends messages to the target machine. These messages contain an IP address indicating that the messages are coming from a trusted host. The target machine responds to the messages, giving the intruder (privileged) access to the target.

IPC

Interprocess communication. A method to communicate specific information between programs.

IPv4

IP version 4. See IP and IPv6.

IPv6

IP version 6. The next generation of Internet Protocol, which provides a much larger address space (2128 bits versus 232 bits for IPv4) that is designed to accommodate the rapidly growing number of Internet addressable devices. IPv6 also has built-in autoconfiguration, enhanced security, better multicast support, and many other features.

iSCSI

Internet Small Computer System Interface. A network storage protocol that encapsulates SCSI data into TCP packets. You can use this protocol to connect a system to a storage array using an Ethernet connection.

ISDN

Integrated Services Digital Network. A set of communications standards that allows a single pair of digital or standard telephone wires to carry voice, data, and video at a rate of 64 kilobits per second.

ISO

International Organization for Standardization. A voluntary, nontreaty organization founded in 1946. It is responsible for creating international standards in many areas, including computers and communications. Its members are the national standards organizations of 89 countries, including the American National Standards Institute.FOLDOC

ISO9660

The ISO standard defining a filesystem for CD-ROMs.

ISP

Internet service provider. Provides Internet access to its customers.

job control

A facility that enables you to move commands from the foreground to the background, and vice versa. Job control enables you to stop commands temporarily.

journaling filesystem

A filesystem that maintains a noncached log file, or journal, which records all transactions involving the filesystem. When a transaction is complete, it is marked as complete in the log file.

The log file results in greatly reduced time spent recovering a filesystem after a crash, making it particularly valuable in systems where high availability is an issue.

JPEG

Joint Photographic Experts Group. This committee designed the standard image-compression algorithm. JPEG is intended for compressing either full-color or gray-scale digital images of natural, real-world scenes and does not work as well on nonrealistic images, such as cartoons or line drawings. Filename extensions: .jpg, .jpeg.FOLDOC

justify

To expand a line of type in the process of formatting text. A justified line has even margins. A line is justified by increasing the space between words and sometimes between letters on the line.

Kerberos

An MIT-developed security system that authenticates users and machines. It does not provide authorization to services or databases; it establishes identity at logon, which is used throughout the session. Once you are authenticated, you can open as many terminals, windows, services, or other network accesses as you like until your session expires.

kernel

The part of the operating system that allocates machine resources, including memory, disk space, and CPU (page 1244) cycles, to all other programs that run on a computer. The kernel includes the low-level hardware interfaces (drivers) and manages processes (page 1267), the means by which Linux executes programs. The kernel is the part of the Linux system that Linus Torvalds originally wrote (see the beginning of Chapter 1).

kernelspace

The part of memory (RAM) where the kernel resides. Code running in kernelspace has full access to hardware and all other processes in memory. See the KernelAnalysis-HOWTO.

key binding

A keyboard key is said to be bound to the action that results from pressing it. Typically keys are bound to the letters that appear on the keycaps: When you press A, an A appears on the screen. Key binding usually refers to what happens when you press a combination of keys, one of which is CONTROL, ALT, META, or SHIFT, or when you press a series of keys, the first of which is typically ESCAPE.

keyboard

A hardware input device consisting of a number of mechanical buttons (keys) that the user presses to input characters to a computer. By default a keyboard is connected to standard input of a shell.FOLDOC

kilo-

In the binary system, the prefix kilo- multiplies by 210 (i.e., 1,024). Kilobit and kilobyte are common uses of this prefix. Abbreviated as k.

Korn Shell

ksh. A command processor, developed by David Korn at AT&T Bell Laboratories, that is compatible with the Bourne Shell but includes many extensions. See also shell on page 1272.

l10n

Localization. An abbreviation of the word localization: the letter l followed by 10 letters (ocalizatio) followed by the letter n.

LAN

Local area network. A network that connects computers within a localized area (such as a single site, building, or department).

large number

Visit mathworld.wolfram.com/LargeNumber.html for a comprehensive list.

LDAP

Lightweight Directory Access Protocol. A simple protocol for accessing online directory services. LDAP is a lightweight alternative to the X.500 Directory Access Protocol (DAP). It can be used to access information about people, system users, network devices, email directories, and systems. In some cases, it can be used as an alternative for services such as NIS. Given a name, many mail clients can use LDAP to discover the corresponding email address. See directory service on page 1247.

leaf

In a tree structure, the end of a branch that cannot support other branches. When the Linux filesystem hierarchy is conceptualized as a tree, files that are not directories are leaves. See node on page 1264.

least privilege, concept of

Mistakes made by a user working with root privileges can be much more devastating than those made by an ordinary user. When you are working on the computer, especially when you are working as the system administrator, always perform any task using the least privilege possible. If you can perform a task logged in as an ordinary user, do so. If you must work with root privileges, do as much as you can as an ordinary user, log in as root or give an su or sudo command so you are working with root privileges, do as much of the task that has to be done with root privileges, and revert to being an ordinary user as soon as you can.

Because you are more likely to make a mistake when you are rushing, this concept becomes more important when you have less time to apply it.

library

Software library. A collection of subroutines and functions stored in one or more files, usually in compiled form, for linking with other programs. Libraries are often supplied by the operating system or software development environment developer to be used in many different programs. Libraries are linked with a user’s program to form an executable.FOLDOC

Lightweight Directory Access Protocol

See LDAP on the previous page.

link

A pointer to a file. Two kinds of links exist: hard links (page 1252) and symbolic links (page 1276) also called soft links. A hard link associates a filename with a place on the disk where the content of the file is located. A symbolic link associates a filename with the pathname of a hard link to a file.

Linux-PAM

See PAM on page 1265.

Linux-Pluggable Authentication Modules

See PAM on page 1265.

list box

A widget (page 1281) that displays a static list for a user to choose from. The list appears as multiple lines with a scrollbar (page 1272) if needed. The user can scroll the list and select an entry. Different from a drop-down list (page 1248).

loadable kernel module

See loadable module.

loadable module

A portion of the operating system that controls a special device and that can be loaded automatically into a running kernel as needed to access that device.

local area network

See LAN on the previous page.

locale

The language; date, time, and currency formats; character sets; and so forth that pertain to a geopolitical place or area. For example, en_US specifies English as spoken in the United States and dollars; en_UK specifies English as spoken in the United Kingdom and pounds. See the locale man page in Section 5 of the system manual for more information. Also the locale utility.

log in

To gain access to a computer system by responding correctly to the login: and Password: prompts. Also log on, login.

log out

To end your session by exiting from your login shell. Also log off.

logical expression

A collection of strings separated by logical operators (>, >=, =, !=, <=, and <) that can be evaluated as true or false. Also Boolean (page 1240) expression.

.login file

A file in a user’s home directory that the TC Shell executes when you log in. You can use this file to set environment variables and to run commands that you want executed at the beginning of each session.

login name

See username on page 1279.

login shell

The shell you are using when you log in. The login shell can fork other processes that can run other shells, utilities, and programs. See page 330.

.logout file

A file in a user’s home directory that the TC Shell executes when you log out, assuming that the TC Shell is your login shell. You can put in the .logout file commands that you want run each time you log out.

MAC address

Media Access Control address. The unique hardware address of a device connected to a shared network medium. Each network adapter has a globally unique MAC address that it stores in ROM. MAC addresses are 6 bytes long, enabling 2566 (about 300 trillion) possible addresses or 65,536 addresses for each possible IPv4 address.

A MAC address performs the same role for Ethernet that an IP address performs for TCP/IP: It provides a unique way to identify a host. Also called an Ethernet address.

machine collating sequence

The sequence in which the computer orders characters. The machine collating sequence affects the outcome of sorts and other procedures that put lists in alphabetical order. Many computers use ASCII codes so their machine collating sequences correspond to the ordering of the ASCII codes for characters.

macro

A single instruction that a program replaces by several (usually more complex) instructions. The C compiler recognizes macros, which are defined using a #define instruction to the preprocessor.

magic number

A magic number, which occurs in the first 512 bytes of a binary file, is a 1-, 2-, or 4-byte numeric value or character string that uniquely identifies the type of file (much like a DOS 3-character filename extension). See /usr/share/magic and the magic man page for more information.

main memory

Random access memory (RAM), an integral part of the computer. Although disk storage is sometimes referred to as memory, it is never referred to as main memory.

major device number

A number assigned to a class of devices, such as terminals, printers, or disk drives. Using the ls utility with the –l option to list the contents of the /dev directory displays the major and minor device numbers of many devices (as major, minor).

MAN

Metropolitan area network. A network that connects computers and LANs (page 1257) at multiple sites in a small regional area, such as a city.

man-in-the-middle attack

A security attack wherein the attacker interposes himself between two subjects. For example, if Max and Zach try to carry on a secure email exchange over a network, Max first sends Zach his public key. However, suppose Mr. X sits between Max and Zach on the network and intercepts Max’s public key. Mr. X then sends his public key to Zach. Zach then sends his public key to Max, but once again Mr. X intercepts it and substitutes his public key and sends that to Max. Without some kind of active protection (a piece of shared information), Mr. X, the man in the middle, can decrypt all traffic between Max and Zach, reencrypt it, and send it on to the other party. Also MTM attack.

masquerade

To appear to come from one domain or IP address when actually coming from another. Said of a packet (iptables) or message (sendmail/exim4). See also NAT on page 1262.

MD5

Message Digest 5. A one-way hash function (page 1264). The SHA1 (page 1272) algorithm has supplanted MD5 in many applications.

MDA

Mail delivery agent. One of the three components of a mail system; the other two are the MTA (page 1261) and MUA (page 1261). An MDA accepts inbound mail from an MTA and delivers it to a local user.

mebibyte

Mega binary byte. A unit of storage equal to 220 bytes = 1,048,576 bytes = 1,024 kibibytes. Abbreviated as MiB. Contrast with megabyte.

megabyte

A unit of storage equal to 106 bytes. Sometimes used in place of mebibyte. Abbreviated as MB.

memory

See RAM on page 1268.

menu

A list from which the user might select an operation to be performed. This selection is often made with a mouse or other pointing device under a GUI but might also be controlled from the keyboard. Very convenient for beginners, menus show which commands are available and facilitate experimenting with a new program, often reducing the need for user documentation. Experienced users usually prefer keyboard commands, especially for frequently used operations, because they are faster to use.FOLDOC

merge

To combine two ordered lists so that the resulting list is still in order. The sort utility can merge files.

META key

On the keyboard, a key that is labeled META or ALT. Use this key as you would the SHIFT key. While holding it down, press another key. The emacs editor makes extensive use of the META key.

metacharacter

A character that has a special meaning to the shell or another program in a particular context. Metacharacters are used in the ambiguous file references recognized by the shell and in the regular expressions recognized by several utilities. You must quote a metacharacter if you want to use it without invoking its special meaning. See regular character (page 1269) and special character (page 1274).

metadata

Data about data. In data processing, metadata is definitional data that provides information about, or documentation of, other data managed within an application or environment.

For example, metadata can document data about data elements or attributes (name, size, data type, and so on), records or data structures (page 1245) (length, fields, columns, and so on), and data itself (where it is located, how it is associated, who owns it, and so on). Metadata can include descriptive information about the context, quality and condition, or characteristics of the data.FOLDOC

metropolitan area network

See MAN on page 1259.

MIME

Multipurpose Internet Mail Extension. Originally used to describe how specific types of files that were attached to email were to be handled. Today MIME types describe how a file is to be opened or worked with, based on its contents, determined by its magic number (page 1259), and filename extension. An example of a MIME type is image/jpeg: The MIME group is image and the MIME subtype is jpeg. Many MIME groups exist, including application, audio, image, inode, message, text, and video.

minimize

See iconify on page 1254.

minor device number

A number assigned to a specific device within a class of devices. See major device number on page 1259.

modem

Modulator/demodulator. A peripheral device that modulates digital data into analog data for transmission over a voice-grade telephone line. Another modem demodulates the data at the other end.

module

See loadable module on page 1258.

motherboard

The main printed circuit board in a personal computer. It contains the bus, the microprocessor, and integrated circuits used for controlling any built-in peripherals such as the keyboard, display, serial and parallel ports, joystick, and mouse interfaces. Most motherboards contain sockets that accept additional boards. Also mobo.FOLDOC

mount

To make a filesystem accessible to system users. When a filesystem is not mounted, you cannot read from or write to files it contains.

mount point

A directory that you mount a local or remote filesystem on. See page 38.

mouse

A device you use to point to a particular location on a display screen, typically so you can choose a menu item, draw a line, or highlight some text. You control a pointer on the screen by sliding a mouse around on a flat surface; the position of the pointer moves relative to the movement of the mouse. You select items by pressing one or more buttons on the mouse.

mouse pointer

In a GUI, a marker that moves in correspondence with the mouse. It is usually a small black x with a white border or an arrow. Differs from the cursor (page 1245).

mouseover

The action of passing the mouse pointer over an object on the screen.

MTA

Mail transfer agent. One of the three components of a mail system; the other two are the MDA and MUA. An MTA accepts mail from users and MTAs.

MTM attack

See man-in-the-middle attack on page 1259.

MUA

Mail user agent. One of the three components of a mail system; the other two are the MDA and MTA. An MUA is an end-user mail program such as KMail, mutt, or Outlook.

multiboot specification

Specifies an interface between a boot loader and an operating system. With compliant boot loaders and operating systems, any boot loader should be able to load any operating system. The object of this specification is to ensure that different operating systems will work on a single machine. For more information, go to odin-os.sourceforge.net/guides/multiboot.html.

multicast

A multicast packet has one source and multiple destinations. In multicast, source hosts register at a special address to transmit data. Destination hosts register at the same address to receive data. In contrast to broadcast (page 1240), which is LAN-based, multicast traffic is designed to work across routed networks on a subscription basis. Multicast reduces network traffic by transmitting a packet one time, with the router at the end of the path breaking it apart as needed for multiple recipients.

multitasking

A computer system that allows a user to run more than one job at a time. A multitasking system, such as Linux, allows you to run a job in the background while running a job in the foreground.

multiuser system

A computer system that can be used by more than one person at a time. Linux is a multiuser operating system. Contrast with single-user system (page 1273).

namespace

A set of names (identifiers) in which all names are unique.FOLDOC

NAS

Network Attached Storage. A system of fixed disks, RAID (page 1268) arrays, and magnetic tape drives connected directly to a SAN (page 1271) or other direct network connection. Contrast with a file server where the peripherals are connected to the network via a computer (the server).FOLDOC

NAT

Network Address Translation. A scheme that enables a LAN to use one set of IP addresses internally and a different set externally. The internal set is for LAN (private) use. The external set is typically used on the Internet and is Internet unique. NAT provides some privacy by hiding internal IP addresses and allows multiple internal addresses to connect to the Internet through a single external IP address. See also masquerade on page 1260.

NBT

NetBIOS over TCP/IP. A protocol that supports NetBIOS services in a TCP/IP environment. Also NetBT.

negative caching

Storing the knowledge that something does not exist. A cache normally stores information about something that exists. A negative cache stores the information that something, such as a record, does not exist.

NetBIOS

Network Basic Input/Output System. An API (page 1237) for writing network-aware applications.

netboot

To boot a computer over the network (as opposed to booting from a local disk).

netiquette

The conventions of etiquette—that is, polite behavior—recognized on Usenet and in mailing lists, such as not (cross-)posting to inappropriate groups and refraining from commercial advertising outside the business groups.

The most important rule of netiquette is “Think before you post.” If what you intend to post will not make a positive contribution to the newsgroup and be of interest to several readers, do not post it. Personal messages to one or two individuals should not be posted to newsgroups; use private email instead.FOLDOC

network address

The network portion (netid) of an IP address. For a class A network, it is the first byte, or segment, of the IP address; for a class B network, it is the first two bytes; and for a class C network, it is the first three bytes. In each case the balance of the IP address is the host address (hostid). Assigned network addresses are globally unique within the Internet. Also network number.

Network Filesystem

See NFS.

Network Information Service

See NIS.

network mask

A bit mask used to identify which bits in an IP address correspond to the network address and subnet portions of the address. Called a network mask because the network portion of the address is determined by the number of bits that are set in the mask. The network mask has ones in positions corresponding to the network and subnet numbers and zeros in the host number positions. Also subnet mask or mask.

network number

See network address.

network segment

A part of an Ethernet or other network on which all message traffic is common to all nodes; that is, it is broadcast from one node on the segment and received by all others. This commonality normally occurs because the segment is a single continuous conductor. Communication between nodes on different segments is via one or more routers.FOLDOC

network switch

A connecting device in networks. Switches are increasingly replacing shared media hubs in an effort to increase bandwidth. For example, a 16-port 10BaseT hub shares the total 10 megabits per second bandwidth with all 16 attached nodes. By replacing the hub with a switch, both sender and receiver can take advantage of the full 10 megabits per second capacity. Each port on the switch can give full bandwidth to a single server or client station or to a hub with several stations. Network switch refers to a device with intelligence. Contrast with hub (page 1254).

Network Time Protocol

See NTP on page 1264.

NFS

Network Filesystem. A remote filesystem designed by Sun Microsystems, available on computers from most UNIX system vendors.

NIC

Network interface card (or controller). An adapter circuit board installed in a computer to provide a physical connection to a network. Each NIC has a unique MAC address (page 1259).FOLDOC

NIS

Network Information Service. A distributed service built on a shared database to manage system-independent information (such as usernames and passwords).

NIS domain name

A name that describes a group of systems that share a set of NIS files. Different from domain name (page 1247).

NNTP

Network News Transfer Protocol.

node

In a tree structure, the end of a branch that can support other branches. When the Linux filesystem hierarchy is conceptualized as a tree, directories are nodes. See leaf on page 1257.

nonprinting character

See control character on page 1244. Also nonprintable character.

nonvolatile storage

A storage device whose content is preserved when its power is off. Also NVS and persistent storage. Some examples are CD-ROM, USB flash drive, paper punch tape, hard disk, ROM (page 1270), PROM (page 1267), EPROM (page 1249), and EEPROM (page 1248). Contrast with RAM (page 1268).

NTP

Network Time Protocol. Built on top of TCP/IP, NTP maintains accurate local time by referring to known accurate clocks on the Internet.

null string

A string that could contain characters but does not. A string of zero length.

octal number

A base 8 number. Octal numbers are composed of the digits 0–7, inclusive. Refer to Table G-1 on page 1253.

one-way hash function

A one-way function that takes a variable-length message and produces a fixed-length hash. Given the hash, it is computationally infeasible to find a message with that hash; in fact, you cannot determine any usable information about a message with that hash. Also message digest function. See also hash (page 1252).

open source

A method and philosophy for software licensing and distribution designed to encourage use and improvement of software written by volunteers by ensuring that anyone can copy the source code and modify it freely.

The term open source is now more widely used than the earlier term free software (promoted by the Free Software Foundation; www.fsf.org) but has broadly the same meaning—free of distribution restrictions, not necessarily free of charge.

OpenSSH

A free version of the SSH (secure shell) protocol suite that replaces TELNET, rlogin, and more with secure programs that encrypt all communication—even passwords—over a network. Refer to “OpenSSH: Secure Network Communication” on page 685.

operating system

A control program for a computer that allocates computer resources, schedules tasks, and provides the user with a way to access resources.

optical drive

A disk drive that uses light to read data from and write data to optical media. CD-ROMs and DVDs are types of optical media. See also ISO9660 (page 1256).

option

A command-line argument that modifies the effects of a command. Options are usually preceded by hyphens on the command line and traditionally have single-character names (such as –h or –n). Some commands allow you to group options following a single hyphen (for example, –hn). GNU utilities frequently have two arguments that do the same thing: a single-character argument and a longer, more descriptive argument that is preceded by two hyphens (such as ––show-all and ––invert-match).

ordinary file

A file that is used to store a program, text, or other user data. See directory (page 1247) and device file (page 1246).

output

Information that a program sends to the terminal or another file. See standard output on page 1275.

P2P

Peer-to-Peer. A network that does not divide nodes into clients and servers. Each computer on a P2P network can fulfill the roles of client and server. In the context of a file-sharing network, this ability means that once a node has downloaded (part of) a file, it can act as a server. BitTorrent implements a P2P network.

packet

A unit of data sent across a network. Packet is a generic term used to describe a unit of data at any layer of the OSI protocol stack, but it is most correctly used to describe network or application layer data units (“application protocol data unit,” APDU).FOLDOC See also frame (page 1251) and datagram (page 1246).

packet filtering

A technique used to block network traffic based on specified criteria, such as the origin, destination, or type of each packet. See also firewall (page 1250).

packet sniffer

A program or device that monitors packets on a network. See sniff on page 1273.

pager

A utility that allows you to view a file one screen at a time (for example, less and more).

paging

The process by which virtual memory is maintained by the operating system. The content of process memory is moved (paged out) to the swap space (page 1276) as needed to make room for other processes.

PAM

Linux-PAM or Linux-Pluggable Authentication Modules. These modules allow a system administrator to determine how various applications authenticate users.

parent process

A process that forks other processes. See process (page 1267) and child process (page 1242).

partition

A section of a (hard) disk that has a name so you can address it separately from other sections. A disk partition can hold a filesystem or another structure, such as the swap area. Under DOS and Windows, partitions (and sometimes whole disks) are labeled C:, D:, and so on. Also disk partition and slice.

passive FTP

Allows FTP to work through a firewall by allowing the flow of data to be initiated and controlled by the client FTP program instead of the server. Also called PASV FTP because it uses the FTP PASV command.

passphrase

A string of words and characters that you type in to authenticate yourself. A passphrase differs from a password only in length. A password is usually short—6 to 10 characters. A passphrase is usually much longer—up to 100 characters or more. The greater length makes a passphrase harder to guess or reproduce than a password and therefore more secure.FOLDOC

password

To prevent unauthorized access to a user’s account, an arbitrary string of characters chosen by the user or system administrator and used to authenticate the user when attempting to log in.FOLDOC See also passphrase.

PASV FTP

See passive FTP.

pathname

A list of directories separated by slashes (/) and ending with the name of a file, which can be a directory. A pathname is used to trace a path through the file structure to locate or identify a file.

pathname, last element of a

The part of a pathname following the final /, or the whole filename if there is no /. A simple filename. Same as basename (page 1238).

pathname element

One of the filenames that forms a pathname.

peripheral device

See device on page 1246.

persistent

Data that is stored on nonvolatile media, such as a hard disk.

phish

An attempt to trick users into revealing or sharing private information, especially passwords or financial information. The most common form is email purporting to be from a bank or vendor that requests that a user fill out a form to “update” an account on a phoney Web site disguised to appear legitimate. Generally sent as spam (page 1274).

physical device

A tangible device, such as a disk drive, that is physically separate from other, similar devices.

PID

Process identification, usually followed by the word number. Linux assigns a unique PID number as each process is initiated.

pipeline

One or more simple commands. If a pipeline comprises two or more commands, the commands are connected such that standard output of one command is connected by a pipeline symbol (|; a control operator) to standard input of the next.

pixel

The smallest element of a picture, typically a single dot on a display screen.

plaintext

Text that is not encrypted. Also cleartext. Contrast with ciphertext (page 1243).

Pluggable Authentication Modules

See PAM on page 1265.

point-to-point link

A connection limited to two endpoints, such as the connection between a pair of modems.

port

A logical channel or channel endpoint in a communications system. The TCP (page 1276) and UDP (page 1278) transport layer protocols used on Ethernet use port numbers to distinguish between different logical channels on the same network interface on the same computer.

The /etc/services file (see the beginning of this file for more information) or the NIS (page 1263) services database specifies a unique port number for each application program. The number links incoming data to the correct service (program). Standard, well-known ports are used by everyone: Port 80 is used for HTTP (Web) traffic. Some protocols, such as TELNET and HTTP (which is a special form of TELNET), have default ports specified as mentioned earlier but can use other ports as well.FOLDOC

port forwarding

The process by which a network port on one computer is transparently connected to a port on another computer. If port X is forwarded from system A to system B, any data sent to port X on system A is sent to system B automatically. The connection can be between different ports on the two systems. See also tunneling (page 1278).

portmapper

A server that converts TCP/IP port numbers into RPC (page 1271) program numbers. See “RPC Network Services” on page 317.

power supply

An electronic module that converts high-voltage (110 or 240 VAC) alternating current mains electricity into smoothed direct current at the various different voltages required by the motherboard, internal peripheral devices, and external connections such as USB.FOLDOC

printable character

One of the graphic characters: a letter, number, or punctuation mark. Contrast with a nonprintable, or CONTROL, character. Also printing character.

private address space

IANA (page 1254) has reserved three blocks of IP addresses for private internets or LANs:

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can use these addresses without coordinating with anyone outside of your LAN (you do not have to register the system name or address). Systems using these IP addresses cannot communicate directly with hosts using the global address space but must go through a gateway. Because private addresses have no global meaning, routing information is not stored by DNSs and most ISPs reject privately addressed packets. Make sure that your router is set up not to forward these packets onto the Internet.

privileged port

A port (page 1266) with a number less than 1024. On Linux and other UNIX-like systems, only a process running with root privileges can bind to a privileged port. Any user on Windows 98 and earlier Windows systems can bind to any port. Also reserved port.

procedure

A sequence of instructions for performing a particular task. Most programming languages, including machine languages, enable a programmer to define procedures that allow the procedure code to be called from multiple places. Also subroutine.FOLDOC

process

The execution of a command by Linux. See “Processes” on page 373.

.profile file

A startup file in a user’s home directory that the Bourne Again or Z Shell executes when you log in. The TC Shell executes .login instead. You can use the .profile file to run commands, set variables, and define functions.

program

A sequence of executable computer instructions contained in a file. Linux utilities, applications, and shell scripts are all programs. Whenever you run a command that is not built into a shell, you are executing a program.

PROM

Programmable readonly memory. A kind of nonvolatile storage. ROM (page 1270) that can be written to using a PROM programmer.

prompt

A cue from a program, usually displayed on the screen, indicating that it is waiting for input. The shell displays a prompt, as do some of the interactive utilities, such as mail. By default the Bourne Again and Z Shells use a dollar sign ($) as a prompt, and the TC Shell uses a percent sign (%).

protocol

A set of formal rules describing how to transmit data, especially across a network. Low-level protocols define the electrical and physical standards, bit and byte ordering, and transmission, error detection, and correction of the bit stream. High-level protocols deal with data formatting, including message syntax, terminal-to-computer dialog, character sets, and sequencing of messages.FOLDOC

proxy

A service that is authorized to act for a system while not being part of that system. See also proxy gateway and proxy server.

proxy gateway

A computer that separates clients (such as browsers) from the Internet, working as a trusted agent that accesses the Internet on their behalf. A proxy gateway passes a request for data from an Internet service, such as HTTP from a browser/client, to a remote server. The data that the server returns goes back through the proxy gateway to the requesting service. A proxy gateway should be transparent to the user.

A proxy gateway often runs on a firewall (page 1250) system and acts as a barrier to malicious users. It hides the IP addresses of the local computers inside the firewall from Internet users outside the firewall.

You can configure browsers, such as Mozilla/Firefox and Netscape, to use a different proxy gateway or to use no proxy for each URL access method including FTP, netnews, SNMP, HTTPS, and HTTP. See also proxy.

proxy server

A proxy gateway that usually includes a cache (page 1241) that holds frequently used Web pages so that the next request for that page is available locally (and therefore more quickly). The terms proxy server and proxy gateway are frequently interchanged so that the use of cache does not rest exclusively with the proxy server. See also proxy.

Python

A simple, high-level, interpreted, object-oriented, interactive language that bridges the gap between C and shell programming. Suitable for rapid prototyping or as an extension language for C applications, Python supports packages, modules, classes, user-defined exceptions, a good C interface, and dynamic loading of C modules. It has no arbitrary restrictions. See Chapter 28.FOLDOC

quote

When you quote a character, you take away any special meaning that it has in the current context. You can quote a character by preceding it with a backslash. When you are interacting with the shell, you can also quote a character by surrounding it with single quotation marks. For example, the command echo \* or echo '*' displays *. The command echo * displays a list of the files in the working directory. See ambiguous file reference (page 1236), metacharacter (page 1260), regular character (page 1269), regular expression (page 1269), and special character (page 1274). See also escape on page 1249.

radio button

In a GUI, one of a group of buttons similar to those used to select the station on a car radio. Radio buttons within a group are mutually exclusive; only one button can be selected at a time.

RAID

Redundant array of inexpensive/independent disks. Two or more (hard) disk drives used in combination to improve fault tolerance and performance. RAID can be implemented in hardware or software.

RAM

Random access memory. A kind of volatile storage. A data storage device for which the order of access to different locations does not affect the speed of access. Contrast with a hard disk or tape drive, which provides quicker access to sequential data because accessing a nonsequential location requires physical movement of the storage medium and/or read/write head rather than just electronic switching. Contrast with nonvolatile storage (page 1264). Also memory.FOLDOC

RAM disk

RAM that is made to look like a floppy diskette or hard disk. A RAM disk is frequently used as part of the boot (page 1240) process.

RAS

Remote access server. In a network, a computer that provides access to remote users via analog modem or ISDN connections. RAS includes the dial-up protocols and access control (authentication). It might be a regular fileserver with remote access software or a proprietary system, such as Shiva’s LANRover. The modems might be internal or external to the device.

RDF

Resource Description Framework. Being developed by W3C (the main standards body for the World Wide Web), a standard that specifies a mechanism for encoding and transferring metadata (page 1260). RDF does not specify what the metadata should or can be. It can integrate many kinds of applications and data, using XML as an interchange syntax. Examples of the data that can be integrated include library catalogs and worldwide directories; syndication and aggregation of news, software, and content; and collections of music and photographs. Visit www.w3.org/RDF for more information.

real UID

The UID (user ID) that a user logs in with as defined in /etc/passwd. Differentiated from effective UID (page 1248). See also UID on page 1278.

redirection

The process of directing standard input for a program to come from a file rather than from the keyboard. Also, directing standard output or standard error to go to a file rather than to the screen.

reentrant

Code that can have multiple simultaneous, interleaved, or nested invocations that do not interfere with one another. Noninterference is important for parallel processing, recursive programming, and interrupt handling.

It is usually easy to arrange for multiple invocations (that is, calls to a subroutine) to share one copy of the code and any readonly data. For the code to be reentrant, however, each invocation must use its own copy of any modifiable data (or synchronized access to shared data). This goal is most often achieved by using a stack and allocating local variables in a new stack frame for each invocation. Alternately, the caller might pass in a pointer to a block of memory that that invocation can use (usually for output), or the code might allocate some memory on a heap, especially if the data must survive after the routine returns.

Reentrant code is often found in system software, such as operating systems and teleprocessing monitors. It is also a crucial component of multithreaded programs, where the term thread-safe is often used instead of reentrant.FOLDOC

regular character

A character that always represents itself in an ambiguous file reference or another type of regular expression. Contrast with special character.

regular expression

A string—composed of letters, numbers, and special symbols—that defines one or more strings. See Appendix A.

relative pathname

A pathname that starts from the working directory. Contrast with absolute pathname (page 1236).

remote access server

See RAS.

remote filesystem

A filesystem on a remote computer that has been set up so that you can access (usually over a network) its files as though they were stored on your local computer’s disks. An example of a remote filesystem is NFS.

remote procedure call

See RPC on page 1271.

resolver

The TCP/IP library software that formats requests to be sent to the DNS (page 1247) for hostname-to-Internet address conversion.FOLDOC

Resource Description Framework

See RDF on page 1269.

restore

The process of turning an icon into a window. Contrast with iconify (page 1254).

return code

See exit status on page 1249.

RFC

Request for comments. Begun in 1969, one of a series of numbered Internet informational documents and standards widely followed by commercial software and freeware in the Internet and UNIX/Linux communities. Few RFCs are standards, but all Internet standards are recorded in RFCs. Perhaps the single most influential RFC has been RFC 822, the Internet electronic mail format standard.

The RFCs are unusual in that they are floated by technical experts acting on their own initiative and reviewed by the Internet at large rather than being formally promulgated through an institution such as ANSI. For this reason they remain known as RFCs, even after they are adopted as standards. The RFC tradition of pragmatic, experience-driven, after-the-fact standard writing done by individuals or small working groups has important advantages over the more formal, committee-driven process typical of ANSI or ISO. For a complete list of RFCs, visit www.rfc-editor.org.FOLDOC

roam

To move a computer between wireless access points (page 1281) on a wireless network without the user or applications being aware of the transition. Moving between access points typically results in some packet loss, although this loss is transparent to programs that use TCP.

ROM

Readonly memory. A kind of nonvolatile storage. A data storage device that is manufactured with fixed contents. In general, ROM describes any storage system whose contents cannot be altered, such as a phonograph record or printed book. When used in reference to electronics and computers, ROM describes semiconductor integrated circuit memories, of which several types exist, and CD-ROM.

ROM is nonvolatile storage—it retains its contents even after power has been removed. ROM is often used to hold programs for embedded systems, as these usually have a fixed purpose. ROM is also used for storage of the BIOS (page 1239) in a computer. Contrast with RAM (page 1268).FOLDOC

root directory

The ancestor of all directories and the start of all absolute pathnames. The root directory has no name and is represented by / standing alone or at the left end of a pathname.

root filesystem

The filesystem that is available when the system is brought up in single-user mode. This filesystem is always represented by /. You cannot unmount or mount the root filesystem. You can remount root to change its mount options.

root login

Usually the username of Superuser (page 1276).

root (user)

Another name for Superuser (page 1276).

root window

Any place on the desktop not covered by a window, object, or panel.

rootkit

Software that provides a user with root privileges while hiding its presence.

rotate

When a file, such as a log file, gets indefinitely larger, you must keep it from taking up too much space on the disk. Because you might need to refer to the information in the log files in the near future, it is generally not a good idea to delete the contents of the file until it has aged. Instead you can periodically save the current log file under a new name and create a new, empty file as the current log file. You can keep a series of these files, renaming each as a new one is saved. You will then rotate the files. For example, you might remove xyzlog.4, xyzlog.3[image: ]xyzlog.4, xyzlog.2[image: ]xyzlog.3, xyzlog.1[image: ]xyzlog.2, xyzlog[image: ]xyzlog.1, and create a new xyzlog file. By the time you remove xyzlog.4, it will not contain any information more recent than you want to remove.

router

A device (often a computer) that is connected to more than one similar type of network to pass data between them. See gateway on page 1251.

RPC

Remote procedure call. A call to a procedure (page 1267) that acts transparently across a network. The procedure itself is responsible for accessing and using the network. The RPC libraries make sure that network access is transparent to the application. RPC runs on top of TCP/IP or UDP/IP.

RSA

A public key encryption (page 1157) technology that is based on the lack of an efficient way to factor very large numbers. Because of this lack, it takes an extraordinary amount of computer processing time and power to deduce an RSA key. The RSA algorithm is the de facto standard for data sent over the Internet.

run

To execute a program.

runlevel

Before the introduction of the systemd init daemon, runlevels specified the state of the system, including single-user and multiuser. See Table 10-1 on page 449.

Samba

A free suite of programs that implement the Server Message Block (SMB) protocol. See SMB (page 1273).

SAN

Storage Area Network. A high-speed subnetwork of shared storage devices wherein all storage devices are available to all servers on a LAN or WAN. This setup offloads disk I/O overhead from the servers, allowing them to give more resources to the applications they are running. It also allows disk space to be added without altering individual machines.

schema

Within a GUI, a pattern that helps you see and interpret the information that is presented in a window, making it easier to understand new information that is presented using the same schema.

scroll

To move lines on a terminal or window up and down or left and right.

scrollbar

A widget (page 1281) found in graphical user interfaces that controls (scrolls) which part of a document is visible in the window. A window can have a horizontal scrollbar, a vertical scrollbar (more common), or both.FOLDOC

server

A powerful centralized computer (or program) designed to provide information to clients (smaller computers or programs) on request.

session

The lifetime of a process. For a desktop, it is the desktop session manager. For a character-based terminal, it is the user’s login shell process. In KDE, it is launched by kdeinit. A session might also be the sequence of events between when you start using a program, such as an editor, and when you finish.

setgid

When you execute a file that has setgid (set group ID) permission, the process executing the file takes on the privileges of the group the file belongs to. The ls utility shows setgid permission as an s in the group’s executable position. See also setuid.

setuid

When you execute a file that has setuid (set user ID) permission, the process executing the file takes on the privileges of the owner of the file. As an example, if you run a setuid program that removes all the files in a directory, you can remove files in any of the file owner’s directories, even if you do not normally have permission to do so. When the program is owned by root, you can remove files in any directory that a user working with root privileges can remove files from. The ls utility shows setuid permission as an s in the owner’s executable position. See also setgid.

sexillion

In the British system, 1036. In the American system, this number is named undecillion. See also large number (page 1257).

SHA1

Secure Hash Algorithm 1. The SHA family is a set of cryptographic hash (page 1252) algorithms that were designed by the National Security Agency (NSA). The second member of this family is SHA1, a successor to MD5 (page 1260). See also cryptography on page 1245.

SHA2

Secure Hash Algorithm 2. The third member of the SHA family (see SHA1), SHA2 is a set of four cryptographic hash functions named SHA-224, SHA-256, SHA-384, SHA-512 with digests that are 224, 256, 384, and 512 bits, respectively.

share

A filesystem hierarchy that is shared with another system using SMB (page 1273). Also Windows share (page 1281).

shared network topology

A network, such as Ethernet, in which each packet might be seen by systems other than its destination system. Shared means that the network bandwidth is shared by all users.

shell

A Linux system command processor. The three major shells are the Bourne Again Shell (page 1240), the TC Shell (page 1276), and the Z Shell (page 1282).

shell function

A series of commands that the shell stores for execution at a later time. Shell functions are like shell scripts but run more quickly because they are stored in the computer’s main memory rather than in files. Also, a shell function is run in the shell that calls it (unlike a shell script, which is typically run in a subshell).

shell script

An ASCII file containing shell commands. Also shell program.

signal

A very brief message that the UNIX system can send to a process, apart from the process’s standard input. Refer to “trap: Catches a Signal” on page 1047.

simple filename

A single filename containing no slashes (/). A simple filename is the simplest form of pathname. Also the last element of a pathname. Also basename (page 1238).

single-user system

A computer system that only one person can use at a time. Contrast with multiuser system (page 1262).

slider

A widget (page 1281) that allows a user to set a value by dragging an indicator along a line. Many sliders allow the user also to click on the line to move the indicator. Differs from a scrollbar (page 1272) in that moving the indicator does not change other parts of the display.

SMB

Server Message Block. Developed in the early 1980s by Intel, Microsoft, and IBM, SMB is a client/server protocol that is the native method of file and printer sharing for Windows. In addition, SMB can share serial ports and communications abstractions, such as named pipes and mail slots. SMB is similar to a remote procedure call (RPC, page 1271) that has been customized for filesystem access. Also Microsoft Networking or CIFS (page 1242).FOLDOC

SMP

Symmetric multiprocessing. Two or more similar processors connected via a high-bandwidth link and managed by one operating system, where each processor has equal access to I/O devices. The processors are treated more or less equally, with application programs able to run on any or all processors interchangeably, at the discretion of the operating system.FOLDOC

smiley

A character-based glyph (page 1251), typically used in email, that conveys an emotion. The characters :-) in a message portray a smiley face (look at it sideways). Because it can be difficult to tell when the writer of an electronic message is saying something in jest or in seriousness, email users often use :-) to indicate humor. The two original smileys, designed by Scott Fahlman, were :-) and :-(. Also emoticon, smileys, and smilies. For more information search for smiley on the Internet.

smilies

See smiley.

SMTP

Simple Mail Transfer Protocol. A protocol used to transfer electronic mail between computers. It is a server-to-server protocol, so other protocols are used to access the messages. The SMTP dialog usually happens in the background under the control of a message transport system such as sendmail/exim4.FOLDOC

snap (windows)

As you drag a window toward another window or edge of the workspace, it can move suddenly so that it is adjacent to the other window/edge. Thus the window snaps into position.

sneakernet

Using hand-carried magnetic media to transfer files between machines.

sniff

To monitor packets on a network. A system administrator can legitimately sniff packets and a malicious user can sniff packets to obtain information such as usernames and passwords. See also packet sniffer (page 1265).

SOCKS

A networking proxy protocol embodied in a SOCKS server, which performs the same functions as a proxy gateway (page 1268) or proxy server (page 1268). SOCKS works at the application level, requiring that an application be modified to work with the SOCKS protocol, whereas a proxy (page 1268) makes no demands on the application.

SOCKSv4 does not support authentication or UDP proxy. SOCKSv5 supports a variety of authentication methods and UDP proxy.

sort

To put in a specified order, usually alphabetic or numeric.

SPACE character

A character that appears as the absence of a visible character. Even though you cannot see it, a SPACE is a printable character. It is represented by the ASCII code 32 (decimal). A SPACE character is considered a blank or whitespace (page 1280).

spam

Posting irrelevant or inappropriate messages to one or more Usenet newsgroups or mailing lists in deliberate or accidental violation of netiquette (page 1262). Also, sending large amounts of unsolicited email indiscriminately. This email usually promotes a product or service. Another common purpose of spam is to phish (page 1266). Spam is the electronic equivalent of junk mail. From the Monty Python “Spam” song.FOLDOC

sparse file

A file that is large but takes up little disk space. The data in a sparse file is not dense (thus its name). Examples of sparse files are core files and dbm files.

spawn

See fork on page 1250.

special character

A character that has a special meaning when it occurs in an ambiguous file reference or another type of regular expression, unless it is quoted. The special characters most commonly used with the shell are * and ?. Also metacharacter (page 1260) and wildcard.

special file

See device file on page 1246.

spin box

In a GUI, a type of text box (page 1277) that holds a number you can change by typing over it or using the up and down arrows at the end of the box. Also spinner.

spinner

See spin box.

spoofing

See IP spoofing on page 1256.

spool

To place items in a queue, each waiting its turn for some action. Often used when speaking about printers. Also used to describe the queue.

SQL

Structured Query Language. A language that provides a user interface to relational database management systems (RDBMS). SQL, the de facto standard, is also an ISO and ANSI standard and is often embedded in other programming languages.FOLDOC

square bracket

A left square bracket ([) or a right square bracket (]). These special characters define character classes in ambiguous file references and other regular expressions.

stable release

A fully tested, reliable software release that is typically available to the general public. Contrast with beta release (page 1239).

standard error

A file to which a program can send output. Usually only error messages are sent to this file. Unless you instruct the shell otherwise, it directs this output to the screen (that is, to the device file that represents the screen).

standard input

A file from which a program can receive input. Unless you instruct the shell otherwise, it directs this input so that it comes from the keyboard (that is, from the device file that represents the keyboard).

standard output

A file to which a program can send output. Unless you instruct the shell otherwise, it directs this output to the screen (that is, to the device file that represents the screen).

startup file

A file that the login shell runs when you log in. The Bourne Again and Z Shells run .profile, and the TC Shell runs .login. The TC Shell also runs .cshrc whenever a new TC Shell or a subshell is invoked. The Z Shell runs an analogous file whose name is identified by the ENV variable.

status line

The bottom (usually the twenty-fourth) line of the terminal. The vim editor uses the status line to display information about what is happening during an editing session.

sticky bit

Originally, an access permission bit that caused an executable program to remain on the swap area of the disk. Today, Linux kernels do not use the sticky bit for this purpose but rather use it to control who can remove files from a directory. In this new capacity, the sticky bit is called the restricted deletion flag. If this bit is set on a directory, a file in the directory can be removed or renamed only by a user who is working with root privileges or by a user who has write permission for the directory and who owns the file or the directory.

streaming tape

A tape that moves at a constant speed past the read/write heads rather than speeding up and slowing down, which can slow the process of writing to or reading from the tape. A proper blocking factor helps ensure that the tape device will be kept streaming.

streams

See connection-oriented protocol on page 1244.

string

A sequence of characters.

stylesheet

See CSS on page 1245.

subdirectory

A directory that is located within another directory. Every directory except the root directory is a subdirectory.

subnet

Subnetwork. A portion of a network, which might be a physically independent network segment, that shares a network address with other portions of the network and is distinguished by a subnet number. A subnet is to a network as a network is to an internet.FOLDOC

subnet address

The subnet portion of an IP address. In a subnetted network, the host portion of an IP address is split into a subnet portion and a host portion using a network mask (also subnet mask). See also subnet number.

subnet mask

See network mask on page 1263.

subnet number

The subnet portion of an IP address. In a subnetted network, the host portion of an IP address is split into a subnet portion and a host portion using a network mask. Also subnet mask. See also subnet address.

subpixel hinting

Similar to anti-aliasing (page 1236) but takes advantage of colors to do the anti-aliasing. Particularly useful on LCD screens.

subroutine

See procedure on page 1267.

subshell

A shell that is forked as a duplicate of its parent shell. When you run an executable file that contains a shell script by using its filename on the command line, the shell forks a subshell to run the script. Also, commands surrounded with parentheses are run in a subshell.

superblock

A block that contains control information for a filesystem. The superblock contains housekeeping information, such as the number of inodes in the filesystem and free list information.

superserver

The extended Internet services daemon.

Superuser

A user working with root privileges. This user has access to anything any other system user has access to and more. The system administrator must be able to become Superuser (work with root privileges) to establish new accounts, change passwords, and perform other administrative tasks. The username of Superuser is usually root. Also root or root user.

swap

The operating system moving a process from main memory to a disk, or vice versa. Swapping a process to the disk allows another process to begin or continue execution.

swap space

An area of a disk (that is, a swap file) used to store the portion of a process’s memory that has been paged out. Under a virtual memory system, the amount of swap space—rather than the amount of physical memory—determines the maximum size of a single process and the maximum total size of all active processes. Also swap area or swapping area.FOLDOC

switch

1. A GUI widget (page 1281) that allows a user to select one of two options, typically On and Off.

2. See network switch on page 1263.

symbolic link

A directory entry that points to the pathname of another file. In most cases a symbolic link to a file can be used in the same ways a hard link can be used. Unlike a hard link, a symbolic link can span filesystems and can connect to a directory.

system administrator

The person responsible for the upkeep of the system. The system administrator has the ability to log in as root or use sudo to work with root privileges. See also Superuser.

system console

See console on page 1244.

system mode

The designation for the state of the system while it is doing system work. Some examples are making system calls, running NFS and autofs, processing network traffic, and performing kernel operations on behalf of the system. Contrast with user mode (page 1279).

System V

One of the two major versions of the UNIX system.

TC Shell

tcsh. An enhanced but completely compatible version of the BSD UNIX C shell, csh.

TCP

Transmission Control Protocol. The most common transport layer protocol used on the Internet. This connection-oriented protocol is built on top of IP (page 1255) and is nearly always seen in the combination TCP/IP (TCP over IP). TCP adds reliable communication, sequencing, and flow control and provides full-duplex, process-to-process connections. UDP (page 1278), although connectionless, is the other protocol that runs on top of IP.FOLDOC

tera-

In the binary system, the prefix tera- multiplies by 240 (1,099,511,627,776). Terabyte is a common use of this prefix. Abbreviated as T. See also large number on page 1257.

termcap

Terminal capability. On older systems, the /etc/termcap file contained a list of various types of terminals and their characteristics. System V replaced the function of this file with the terminfo system.

terminal

Differentiated from a workstation (page 1281) by its lack of intelligence, a terminal connects to a computer that runs Linux. A workstation runs Linux on itself.

terminfo

Terminal information. The /usr/lib/terminfo directory contains many subdirectories, each containing several files. Each of those files is named for and holds a summary of the functional characteristics of a particular terminal. Visually oriented textual programs, such as vim, use these files. An alternative to the termcap file.

text box

A GUI widget (page 1281) that allows a user to enter text.

theme

Defined as an implicit or recurrent idea, theme is used in a GUI to describe a look that is consistent for all elements of a desktop. Go to themes.freshmeat.net for examples.

thicknet

A type of coaxial cable (thick) used for an Ethernet network. Devices are attached to thicknet by tapping the cable at fixed points.

thinnet

A type of coaxial cable (thin) used for an Ethernet network. Thinnet cable is smaller in diameter and more flexible than thicknet cable. Each device is typically attached to two separate cable segments by using a T-shaped connector; one segment leads to the device ahead of it on the network and one to the device that follows it.

thread-safe

See reentrant on page 1269.

thumb

The movable button in the scrollbar (page 1272) that positions the image in the window. The size of the thumb reflects the amount of information in the buffer. Also bubble.

tick

A mark, usually in a check box (page 1242), that indicates a positive response. The mark can be a check mark ([image: ]) or an x. Also check mark or check.

TIFF

Tagged Image File Format. A file format used for still-image bitmaps, stored in tagged fields. Application programs can use the tags to accept or ignore fields, depending on their capabilities.FOLDOC

tiled windows

An arrangement of windows such that no window overlaps another. The opposite of cascading windows (page 1241).

time to live

See TTL on the next page.

toggle

To switch between one of two positions. For example, the ftp glob command toggles the glob feature: Give the command once, and it turns the feature on or off; give the command again, and it sets the feature back to its original state.

token

A basic, grammatically indivisible unit of a language, such as a keyword, operator, or identifier.FOLDOC

token ring

A type of LAN (page 1257) in which computers are attached to a ring of cable. A token packet circulates continuously around the ring. A computer can transmit information only when it holds the token.

tooltip

A minicontext help system that a user activates by allowing the mouse pointer to hover (page 1253) over an object (such as those on a panel).

transient window

A dialog or other window that is displayed for only a short time.

Transmission Control Protocol

See TCP on page 1276.

Trojan horse

A program that does something destructive or disruptive to your system. Its action is not documented, and the system administrator would not approve of it if she were aware of it. See “Avoiding a Trojan Horse” on page 458.

The term Trojan horse was coined by MIT-hacker-turned-NSA-spook Dan Edwards. It refers to a malicious security-breaking program that is disguised as something benign, such as a directory lister, archive utility, game, or (in one notorious 1990 case on the Mac) a program to find and destroy viruses. Similar to back door (page 1238).FOLDOC

TTL

Time to live.

1. All DNS records specify how long they are good for—usually up to a week at most. This time is called the record’s time to live. When a DNS server or an application stores this record in cache (page 1241), it decrements the TTL value and removes the record from cache when the value reaches zero. A DNS server passes a cached record to another server with the current (decremented) TTL guaranteeing the proper TTL, no matter how many servers the record passes through.

2. In the IP header, a field that indicates how many more hops the packet should be allowed to make before being discarded or returned.

TTY

Teletypewriter. The terminal device that UNIX was first run from. Today TTY refers to the screen (or window, in the case of a terminal emulator), keyboard, and mouse that are connected to a computer. This term appears in UNIX, and Linux has kept the term for the sake of consistency and tradition.

tunneling

Encapsulation of protocol A within packets carried by protocol B, such that A treats B as though it were a data link layer. Tunneling is used to transfer data between administrative domains that use a protocol not supported by the internet connecting those domains. It can also be used to encrypt data sent over a public internet, as when you use ssh to tunnel a protocol over the Internet.FOLDOC See also VPN (page 1280) and port forwarding (page 1266).

UDP

User Datagram Protocol. The Internet standard transport layer protocol that provides simple but unreliable datagram services. UDP is a connectionless protocol (page 1244) that, like TCP (page 1276), is layered on top of IP (page 1255).

Unlike TCP, UDP neither guarantees delivery nor requires a connection. As a result it is lightweight and efficient, but the application program must handle all error processing and retransmission. UDP is often used for sending time-sensitive data that is not particularly sensitive to minor loss, such as audio and video data.FOLDOC

UID

User ID. A number that the passwd database associates with a username. See also effective UID (page 1248) and real UID (page 1269).

undecillion

In the American system, 1036. In the British system, this number is named sexillion. See also large number (page 1257).

unicast

A packet sent from one host to another host. Unicast means one source and one destination.

Unicode

A character encoding standard that was designed to cover all major modern written languages with each character having exactly one encoding and being represented by a fixed number of bits.

unmanaged window

See ignored window on page 1254.

URI

Universal Resource Identifier. The generic set of all names and addresses that are short strings referring to objects (typically on the Internet). The most common kinds of URIs are URLs.FOLDOC

URL

Uniform (was Universal) Resource Locator. A standard way of specifying the location of an object, typically a Web page, on the Internet. URLs are a subset of URIs.

usage message

A message displayed by a command when you call the command using incorrect command-line arguments.

User Datagram Protocol

See UDP.

user ID

See UID.

user interface

See interface on page 1255.

user mode

The designation for the state of the system while it is doing user work, such as running a user program (but not the system calls made by the program). Contrast with system mode (page 1276).

username

The name you enter in response to the login: prompt. Other users use your username when they send you mail or write to you. Each username has a corresponding UID, which is the numeric identifier for the user. Both the username and the UID are stored in the passwd database (/etc/passwd or the NIS equivalent). Also login name.

userspace

The part of memory (RAM) where applications reside. Code running in userspace cannot access hardware directly and cannot access memory allocated to other applications. Also userland. See the KernelAnalysis-HOWTO.

UTC

Coordinated Universal Time. UTC is the equivalent to the mean solar time at the prime meridian (0 degrees longitude). Also called Zulu time (Z stands for longitude zero) and GMT (Greenwich Mean Time).

UTF-8

An encoding that allows Unicode (above) characters to be represented using sequences of 8-bit bytes.

utility

A program included as a standard part of Linux. You typically invoke a utility either by giving a command in response to a shell prompt or by calling it from within a shell script. Utilities are often referred to as commands. Contrast with builtin (command) (page 1241).

UUID

Universally Unique Identifier. A 128-bit number that uniquely identifies an object on the Internet. Frequently used on Linux systems to identify an ext2, ext3, or ext4 disk partition.

variable

A name and an associated value. The shell allows you to create variables and use them in the interactive shell and in shell scripts. Also, the shell inherits variables when it is invoked (environment variables; page 1032). Some shell variables establish characteristics of the shell; others have values that reflect different aspects of your ongoing interaction with the shell.

viewport

Same as workspace.

virtual console

Additional consoles, or displays, that you can view on the system, or physical, console.

virtual machine

See VM.

virus

A cracker (page 1245) program that searches out other programs and “infects” them by embedding a copy of itself in them, so that they become Trojan horses (page 1278). When these programs are executed, the embedded virus is executed as well, propagating the “infection,” usually without the user’s knowledge. By analogy with biological viruses.FOLDOC

VLAN

Virtual LAN. A logical grouping of two or more nodes that are not necessarily on the same physical network segment but that share the same network number. A VLAN is often associated with switched Ethernet.FOLDOC

VM

Virtual machine. A software/hardware emulation of a physical computing environment (i.e., a computer). A virtual machine executes programs just as a physical machine would.

VPN

Virtual private network. A private network that exists on a public network, such as the Internet. A VPN is a less expensive substitute for company-owned/leased lines and uses encryption to ensure privacy. A nice side effect is that you can send non-Internet protocols, such as AppleTalk, IPX, or NetBIOS (page 1262), over the VPN connection by tunneling (page 1278) them through the VPN IP stream.

W2K

Windows 2000 Professional or Server.

W3C

World Wide Web Consortium (www.w3.org).

WAN

Wide area network. A network that interconnects LANs (page 1257) and MANs (page 1259), spanning a large geographic area (typically states or countries).

WAP

Wireless access point. A bridge or router between wired and wireless networks. WAPs typically support some form of access control to prevent unauthorized clients from connecting to the network.

Web ring

A collection of Web sites that provide information on a single topic or group of related topics. Each home page that is part of the Web ring has a series of links that let you go from site to site.

whitespace

A collective name for SPACEs and/or TABs and occasionally NEWLINEs. Also white space.

wide area network

See WAN.

widget

The basic objects of a graphical user interface. A button, combo box (page 1243), switch (page 1276), and scrollbar (page 1272) are examples of widgets.

wildcard

See metacharacter on page 1260.

Wi-Fi

Wireless Fidelity. A generic term that refers to any type of 802.11 (page 1236) wireless network.

window

On a display screen, a region that runs or is controlled by a particular program.

window manager

A program that controls how windows appear on a display screen and how you manipulate them.

Windows share

See share on page 1272.

WINS

Windows Internet Naming Service. The service responsible for mapping NetBIOS names to IP addresses. WINS has the same relationship to NetBIOS names that DNS has to Internet domain names.

WINS server

The program responsible for handling WINS requests. This program caches name information about hosts on a local network and resolves them to IP addresses.

wireless access point

See WAP.

word

A sequence of one or more nonblank characters separated from other words by TABs, SPACEs, or NEWLINEs. Used to refer to individual command-line arguments. In vim, a word is similar to a word in the English language—a string of one or more characters bounded by a punctuation mark, a numeral, a TAB, a SPACE, or a NEWLINE.

Work buffer

A location where vim stores text while it is being edited. The information in the Work buffer is not written to the file on the disk until you give the editor a command to write it.

working directory

The directory that you are associated with at any given time. The relative pathnames you use are relative to the working directory. Also current directory.

workspace

A subdivision of a desktop (page 1246) that occupies the entire display.

workstation

A small computer, typically designed to fit in an office and be used by one person and usually equipped with a bit-mapped graphical display, keyboard, and mouse. Differentiated from a terminal (page 1277) by its intelligence. A workstation runs Linux on itself while a terminal connects to a computer that runs Linux.

worm

A program that propagates itself over a network, reproducing itself as it goes. Today the term has negative connotations, as it is assumed that only crackers (page 1245) write worms. Compare to virus (page 1280) and Trojan horse (page 1278). From Tapeworm in John Brunner’s novel, The Shockwave Rider, Ballantine Books, 1990 (via XEROX PARC).FOLDOC

WYSIWYG

What You See Is What You Get. A graphical application, such as a word processor, whose display is similar to its printed output.

X server

The X server is the part of the X Window System that runs the mouse, keyboard, and display. (The application program is the client.)

X terminal

A graphics terminal designed to run the X Window System.

X Window System

A design and set of tools for writing flexible, portable windowing applications, created jointly by researchers at MIT and several leading computer manufacturers.

XDMCP

X Display Manager Control Protocol. XDMCP allows the login server to accept requests from network displays. XDMCP is built into many X terminals.

xDSL

Different types of DSL (page 1248) are identified by a prefix, for example, ADSL, HDSL, SDSL, and VDSL.

Xinerama

An extension to X.org. Xinerama allows window managers and applications to use the two or more physical displays as one large virtual display. Refer to the Xinerama-HOWTO.

XML

Extensible Markup Language. A universal format for structured documents and data on the Web. Developed by W3C (page 1280), XML is a pared-down version of SGML. See www.w3.org/XML and www.w3.org/XML/1999/XML-in-10-points.

XSM

X Session Manager. This program allows you to create a session that includes certain applications. While the session is running, you can perform a checkpoint (saves the application state) or a shutdown (saves the state and exits from the session). When you log back in, you can load your session so that everything in your session is running just as it was when you logged off.

Z Shell

zsh. A shell (page 1272) that incorporates many of the features of the Bourne Again Shell (page 1240), Korn Shell (page 1257), and TC Shell (page 1276), as well as many original features.

Zulu time

See UTC on page 1279.
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::1 (IP address) 507

:? sends to standard error an error message for a variable 1038

:= assigns default values for a variable 1037

! (NOT) Boolean operator 1063

! event reference 381

!! reexecutes the previous event 382

? in extended regular expressions 1146

? special character 165

. (dot) builtin 332, 1045

. directory 186, 515

. in regular expressions 1141

./ executes a file in the working directory 338, 360

.. directory 186, 515

.jpg filename extension 1256

‘ ...’ see command, substitution

( ) control operator 344

((...)) see arithmetic, evaluation

[] character class (regular expressions) 1141, 1242

[] special characters 168

[...] see test utility

[[...]] builtin 1058

{} around positional parameters 1023

{} around variable names 355

{} expansion 405, 996, 1051

{} in array variables 1038

{} in functions 396

@ (origin, DNS) 875

@ in a network address 301

* in regular expressions 1142

* special character 166

/ (root) directory 38, 40, 177, 181, 189, 487, 1270

/ trailing within pathnames 38

/ within pathnames 38

\ escape character 142, 345, 354

\( in regular expressions 1144

\) in regular expressions 1144

& (AND) bitwise operator 1062

& control operator 162, 163, 342, 375, 1063

& in replacement strings (regular expressions) 1145

&& (AND) Boolean operator 552, 1057, 1062

&& control operator 162, 343, 1021, 1063

&> redirects standard output and standard error 163, 335

# comment 340, 992

# prompt 423

#! specifies a script shell 338, 992

+ in extended regular expressions 1146

< redirects standard input 155–156

<< Here document 1014–1016

> redirects standard output 154–155

>& duplicates output file descriptor 335, 986

>&2 duplicates file descriptor 335, 986

>> redirects and appends standard output 157

>| redirects output without clobber 157

>1 redirects standard output 334

| (OR) bitwise operator 1062

| (OR) Boolean operator (extended regular expression) 1146

| control operator 159, 342, 999, 1061, 1063

| see pipeline

|& control operator 159, 335, 1063

|& shorthand for 2>&1 335

|| (OR) Boolean operator 1057, 1062

|| control operator 162, 343, 1063

~– synonym for OLDPWD 408

~ (tilde) expansion 182, 359, 407

~ in directory stack manipulation 408

~ see home directory

~+ synonym for PWD 408

$ bash parameters 1022–1030

$ in regular expressions 1142

$ in variable names 353

$– parameter 1030

$_ parameter 1030

$! parameter 1029

$? parameter 1029

$(...) see command, substitution

$((...)) see arithmetic, expansion

${...} string length 1059

${} expands variables 1036

$@ parameter 997, 999, 1026

$* parameter 1026

$# parameter 1027

$$ parameter 1012, 1028

$0 parameter 1022

$n parameters 1023

Numerics

0< redirects standard input 334

0anacron file 609

0hourly file 609

1>&2 duplicates file descriptor 335, 986

10.0.0.0 (IP address) 1236

10Base2 cable 285

10BaseT cable 285

100BaseT cable 285

1000BaseT cable 285

127.0.0.1 (IP address) 300, 507

127.0.1.1 (IP address) 507

172.16.0.0 (IP address) 1236

192.168.0.0 (IP address) 1236

2> redirects standard error 334

3-DES encryption 1159

32-bit versus 64-bit Fedora/RHEL 32

64-bit PC processor architecture 31

64-bit versus 32-bit Fedora/RHEL 32

802.11 wireless specification 1236

A

–a (AND) Boolean operator 990, 1057

aborting execution see kill builtin

absolute pathnames 149, 181, 1236

access 1236

Access Control Lists see ACLs

access file 752

access permissions 191–203, 1236

change using chmod 193–195

directory 197–198

display using ls 192

execute 337–338

Nautilus 105

setgid see setgid

setuid see setuid

access.conf file 424

accton utility 1165

ACLs 198–203, 1236

access rules 199–203

default rules 202

effective rights mask 200

enabling 199

getfacl utility 199–203

setfacl utility 199–203

acpi boot parameter 71

acpid daemon 314

active window 1236

active workspace 97

active zone 902

Activities Overview screen 92

ad hoc mode, wireless 634

addbanner shell script 1050

addition operators 1060

address see the type of address you are looking for (e.g., MAC address, IP address) or see the specific address (e.g., 192.168.0.0)

address mask see network, mask

address space, private see network, private address space

adfs filesystem 519

administrator (user account) 68, 422, see also root account

administrator, wheel group 429, 435, 481

AES (Advanced Encryption Standard) 1159

affs filesystem 519

agetty utility 452

AIDE utility 459, 1165

algorithm 1065

alias 392–395, 1236

examples 394–395

mail 746

quotation marks in 393

recursion 393

recursive plunge 395

substitution 404

alias builtin 392

aliases file 624, 746

aliases.db file 747

Almquist Shell see dash shell

alphanumeric character 1236

alternatives directory 506

amanda utility 603

ambiguous file references 165, 1236

AMD64 processor architecture 31

Anaconda 62–69

custom partitioning 74

disk configuration, advanced 72–78

Installation Summary screen 63

manual partitioning 74

new version 56

partitions, automatically create 75

partitions, manually create 76

anaconda-ks.cfg file 67, 83, 84

anacron daemon 314

anacrontab file 314, 610

anacrontab utility 314

AND (–a) Boolean operator 990, 1057

AND (&) bitwise operator 1062

AND (&&) Boolean operator 552, 1057, 1062

Andreessen, Marc 319

angle bracket 1236

ANI 1167

animate 1236

anonymous FTP 719

ANSI 11

ansi terminal name 1153

anti-aliasing 1236

Apache 932–976

see also Apache containers; Apache directives

apachectl file 938

apachectl utility 967

authentication modules 972

certs directory 938

CGI (Common Gateway Interface) 969, 973

conf directory 938

conf.d directory 938

configuration directives see Apache directives

containers see Apache containers

content negotiation 963

content, adding 937

contexts 945

directives see Apache directives

directory context 945

directory listings 964

document root 934, 939

documentation 933

DSOs (dynamic shared objects) 933, 968

error codes 975

Fedora test page 937

filename extensions 944

filesystem layout 938–939

firewall setup 934

.htaccess context 945

.htaccess file 939, 960, 972

html directory 937, 939

.htpasswd file 972

htpasswd file 938

httpd daemon 933

httpd file 934, 938

httpd service, starting 935

HTTPD_LANG variable 934

httpd.conf file 936, 938, 939, 940

HTTPS protocol 970

https:// URI prefix 970

indexing 964

JumpStart: getting Apache up and running 936

locale 934

logresolve utility 951

logs 938

magic file 938

manual 939

mod_perl module 973

mod_perl.so file 938

mod_wsgi module 973

modifying content 934

modules 933, 939, 968

modules directory 938

more information 933

MPMs (multiprocessing modules) 974

MRTG (Multi Router Traffic Grapher) 975

MultiViews option 963

Perl code 973

Perl package (mod_perl) 938

PHP code 973

prerequisites 935

privileged port 934

process 933

public_html directory 943

Python code 973

Python package (mod_wsgi) 938

redirects 962

reverse name resolution 951

RHEL test page 937

role alias 942

root privileges 934

rotatelogs file 938

scripting modules 973

self-signed certificate 970–972

server 933

server config context 945

slash, trailing and redirects 962

Software Foundation 932

SSL 970–972

telnet utility 968

terminology 933

test page 937

testing 937

threads 974

troubleshooting 967

type maps 963

user content, publishing 943

.var filename extension 963

virtual host context 945

virtual hosts 965, 965–967

webalizer utility 975

welcome.conf file 937

www-data group 934

Apache containers 945–949

<Directory> 945, 946

<Files> 947

<IfModule> 947

<Limit> 947

<LimitExcept> 948

<Location> 948

<LocationMatch> 949

<VirtualHost> 949

Apache directives 939, 939–961

AddHandler 952, 963, 969

Alias 953

Allow 959

AllowOverride 960

Deny 960

DirectoryIndex 944

DocumentRoot 942

ErrorDocument 953

ErrorLog 952

Group 956

HostnameLookups 951

Include 957

IncludeOptional 957

IndexOptions 954

Listen 940

LoadModule 957

LogLevel 952

MaxClients see Apache directives, MaxRequestWorkers

MaxConnectionsPerChild 950

MaxRequestsPerChild see Apache directives, MaxConnectionsPerChild

MaxRequestWorkers 949

MaxSpareServers 950

MinSpareServers 950

Options 957

Order 961

Redirect 940

RedirectMatch 941

Require 961

ScriptAlias 958

security 959

ServerAdmin 936, 941

ServerName 936, 942

ServerRoot 955

ServerSignature 936, 956

ServerTokens 956

special 945–949

StartServers 950

Timeout 951

UseCanonicalName 951, 962

User 959

UserDir 943

apachectl file 938

apachectl utility 967

API 1237

apic boot parameter 71

apm boot parameter 71

apmd daemon 314

append 1237

append standard output using >> 157

applet 1237

Application menu 98

Application Overview screen 94

Application Switcher 94

application, textual 98

applications, desktop 1151t

apropos utility 69, 130

apt-get utility 1184–1188

architecture, processor 31, 546

archive 1237

files 249–252

shell file 1015

tar utility 249–252

arguments 145, 1237

command line 1026

convert standard input into using xargs 260

testing 985, 993

arithmetic

evaluation (bash) 408, 1000, 1040, 1056–1057

expansion (bash) 408–410, 1061

expression 1237

operators 1059t, 1059–1063

ARP (Address Resolution Protocol) 297

arp utility 297

array 1237

ASCII 1237

ascii file 1237

ASCII terminal 1237

ash see dash shell

ASLR (address space layout randomization) 32

ASP (application service provider) 1237

aspell utility 1001

assembly language 10

assignment operators 1061

asterisk special character 166

asymmetric encryption see encryption, public key

asynchronous communication 517

asynchronous event 1237

at utility 314, 506, 611

at.allow file 506

at.deny file 506

AT&T Bell Laboratories 3, 328

atd daemon 314

Athena, Project 15

ATM link 283

attachments 1237

attribute, LDAP 787

authconfig utility 471

authconfig-tui utility 471

authenticated relaying, mail 764

authentication 1238

Apache 972

OpenSSH 686, 687, 690

stack, PAM 476

authorized_keys file 688, 702

auto.master file 822

autoconfiguration, IPv6 295

autofs directory hierarchy 822

autofs file 822

autofs, starting 821

automatic mounting 1238

automount 821–824

auto.master file 822

home directory 821

avoided 1238

awk utility see gawk utility

AWS 677–681

Axmark, David 1114

B

B language 10

back door 1238

back ticks see command, substitution

background

command, running in the 163

desktop 109

foreground versus 163

jobs 163–165

process 375, 1238

backslash escape character 142, 345, 354

backslash in replacement strings 1145

BACKSPACE key (erase character) 123

backup 602–607

amanda utility 603

cp utility 224

cpio utility 605, 606

dump/restore utilities 606

full 602

incremental 602

media 603

partition planning and 41

simple 606

tar utility 249–252, 603, 605t, 606

utilities 603

banned_emails file 729

base operators 1062

basename 181, 1238

basename utility 1011

bash 328, 1240

see also alias; bash history; bash variables; command; command line; operators; shell scripts

alias see alias

archive 1015

arguments 1026

arithmetic evaluation 408, 1000, 1040, 1056–1057

arithmetic operators 1059t, 1059–1063

arrays see bash variables, array

background process 375

builtins see builtins

calling program, name of 1022

command line see command line

command not found error message 150, 338

command substitution see command, substitution

commands see command

conditional expressions 1057

control operator see control operator

control structures see control structures

debugging prompt 363, 995

directory stack 349–351

expressions 1056–1063

features 399–403, 401t

file descriptors 1016, 1016–1019

functions 396–398, 1018, 1039–1040

globbing 412

hash table 376

help command 134

history see bash history

inheritance 1032

logical evaluation 1057

menu 1012

No such file or directory error message 359

operators see operators

option flags, displaying 1030

options, command line 399

pathname expansion 354

Permission denied error message 150, 337, 359

prompt (PS1) 361

prompt (PS2) 362

prompt (PS3) 363, 1013

prompt (PS4) 363, 995

quiz shell script 1072

quotation mark removal 413

recursion 1065

redirection operators 336t

sequence expression 406, 996

set, turns features on and off 400

shopt, turns features on and off 400

special characters 142, 366, 366t

standard error see standard error

standard input see standard input

standard output see standard output

startup files 329–333

step values 996

string operators 1058t

variables see bash variables

word splitting 363

–x option 994, 1066

bash history 376, 376–392

bind builtin 391

C Shell mechanism, classic 381–386

commands

editing 380–381, 386–392

reexecuting 378–386

viewing 379–380

event 376

designators 382t

modifiers 386t

numbers 377, 382

reference using ! 381–386

expansion 404

history builtin 377

INPUTRC variable 390

quick substitution 385

Readline Library 386–392

Readline variables 390t

substitute modifier 384

variables 377, 377t

word designators 383, 383t

bash parameters 352, 352–365

see also bash variables

$– 1030

$_ 1030

$! 1029

$? 1029

$@ 997, 999, 1026

$* 1026

$# 1027

$$ 1012, 1028

$0 1022

$n 1023

parameter null or not set error message 1038

positional 1022, 1022–1027

special 1027–1030

substitution 353

bash variables 352, 352–365, 1031–1040

see also bash parameters

@ subscript 1038

* subscript 1038

array 1038

assigning values to 352

attributes 356–358, 357t

attributes, listing 357

BASH_ENV 331

braces around 355

CDPATH 364

COLUMNS 1013

completion 389

default values, assigning 1037

default values, substituting 1037

DISPLAY 462

EDITOR 380, 432, 433

ENV 331

environment 1032

environment, display using printenv 1034

error messages, sending to standard error 1038

expansion 408

exported variable see bash variables, environment

global variable see bash variables, environment

HISTFILE 377

HISTFILESIZE 377

history 377, 377t

HISTSIZE 377

HOME 359

HTTPD_LANG 934

IFS 363–364

INPUTRC 390

keyword 353, 358–365, 365t

LANG 368, 1154

LC_ALL 368

LC_COLLATE 368

LC_CTYPE 368

LC_MESSAGES 368

LC_NUMERIC 368

LINES 1013

local 1032

MAIL 360

MAILCHECK 361

MAILPATH 361

naming 352

noclobber 156–158

null, expanding 1036

OLDPWD 408

OPTARG 1052

OPTIND 1052

parameter substitution 353

PATH 150, 331, 359–360, 458, 1011

PRINTER 236

PS1 361, 362t

PS2 345, 362

PS3 363, 1013

PS4 363, 995

PWD 408

quoting 354

RANDOM 997, 1071

Readline 390t

readonly 356

removing 356

REPLY 1013, 1042

ROOTDIR (DNS) 865

shell 1031

SUDO_EDITOR 432, 433

syntax 355

TERM 122, 1154

TZ 371

unexport 1034

unset using unset 356

unset, expanding 1036

user created 352, 353–356

VISUAL 432, 433

BASH_ENV variable 331

.bash_history file 377

.bash_login file 330

.bash_logout file 330

.bash_profile file 330–332, 377, 397, 502

.bashrc file 331–332, 502

bashrc file 331

baud 1238

baud rate 1239

BCPL language 10

BDB 786

beer, free 2

Bell Laboratories 3, 328

Berkeley DB 786

Berkeley Internet Name Domain see DNS

Berkeley UNIX 3, 1239

Berners-Lee, Tim 319

bg builtin 164, 348

/bin directory 189, 190

bin directory 190

bind builtin 391

BIND see DNS

binding, key 1257

BIOS 590, 1239

DVD or flash drive, set to boot from 31

security 626

birthday shell script 1014

bit 1239

bucket 158, 503

depth see color depth

-mapped display 1239

BitTorrent 543–546

BitTorrent, download Fedora using 46, 48

bitwise operators 1060, 1062

blank characters 354, 1239, 1274

blanks 142

blkid utility 464, 524

block

device 518, 1239

devices, list using lsblk 635

disk 1239

number 1239

special file 1239

blocking factor 1239

Blowfish encryption 1159

.bmp filename extension 180

Boolean operators 1240

! (NOT) 1063

&& (AND) 552, 1057, 1062

| (OR; extended regular expression) 1146

|| (OR) 1057, 1062

–a (AND) 990, 1057

control see && control operator and || control operator

–o (OR) 1057

boot 1240

failure 456

loader 1240, see also GRUB

netboot 1262

options 70–72

parameter

modifying 70–72

quiet 59

splash 59

system, the 57, 450

/boot directory 40, 190, 589, 590, 616

bootstrap 1240

Bourne, Steve 328, 1240

Bourne Again Shell see bash

Bourne Shell (original) 328, 1240

brace 1240

brace expansion 405, 1051

braces, variables and 355

bracket 1240

bracket, character class 1141

branch 1240

break control structure 1005

bridge, network 286, 1240

broadcast 1240

address 1240

network 282, 1240

browsers 319, 320

file see Nautilus

Mosaic 319

BSD see Berkeley UNIX

btmp file 619

buffer 1240

copy 101

primary 101

selection 101

bug 552, 1240

BugSplat 552

BugTraq mailing list 1166

Bugzilla 552

defect-tracking system 552

builtins 170, 1040–1055, 1055t, 1241

: (null) 1037, 1049

. (dot) 332, 1045

[[...]] 1058

alias 392

bg 164, 348

bind 391

cd 185, 208, 364

commands that are symbols 333t

declare 357–358, 1038

dirs 349

echo 127, 166, 219, 1009, 1009t, 1028

eval 398, 1051

exec 1017, 1045–1047

executing 375

exit 121, 986, 1029

export 357, 1032–1034

fc 378–381

fg 164, 347

getopts 1052–1054

history 377

jobs 124, 164, 346

kill 124, 164, 465–467, 1048, 1050

let 410, 1056

list using info 170

local 397, 1040

: (null) 1037, 1049

popd 351

pushd 350

pwd 143, 184, 185, 350, 410

read 1003, 1041–1043, 1043t, 1043–1044

readonly 356, 357

set 400, 991, 994, 1024, 1036

shift 989, 1025

shopt 400

source 332

symbols as commands 333t

test 983–985, 985t, 986, 990, 993, 996, 1000, 1005

tput 1004

trap 1004, 1047–1050

type 1041

typeset see builtins, declare

umask 469

unalias 393, 395

unset 356

utilities versus 984

bundle shell script 1015

bunzip2 utility 248

by-path file 503

byte 1241

bytecode 1241

by-uuid file 503

.bz2 filename extension 180

bzcat utility 248

bzgrep utility 248

bzip2 utility 245–249, 604, 606

bzless utility 248

C

.c filename extension 180

C locale 369

C programming language 9, 10, 1241

C++ programming language 11

C89 programming language 11

cable modems 1241

cables 285

cache 1241

cache, DNS see DNS, cache; DNS servers, cache

Cacti 645–655

cacti (crontab) file 649

firewall setup 647, 652

remote data source 652

SNMP 652

cacti (crontab) file 649

can not bind UDP error message (NIS) 780

cancel utility 574

cascading stylesheet see CSS

cascading windows 1241

case control structure 1006–1012, 1008t

case-sensitive 1241

cat utility 126, 152, 154, 156, 216, 512, 694, 989

category n cables 285

catenate 155, 216, 1241

cd builtin 185, 208, 364

CD device 503

CDPATH variable 364

CD-ROM, mount 522

CentOS xlviii, 33

CERN 319

CERT 1166

certification, CompTIA 1189–1234

certification, LPI 1189–1234

certs directory 765, 938

CGI scripts (Apache) 969

chage utility 511, 601

chain loading 1241

character

alphanumeric 1236

-based 1241

-based interface see command line; textual, interface

-based terminal 1242

blank 142, 354, 1239, 1274

class 168, 1147t, 1242

control 1244

device 518, 1242

escaping 142, 345

list see character, class

map 368

meta 1260, see also special characters

nonprinting 1264

printable 1267

quoting 142, 345

regular 1269

special see special characters

special file 1242

typeface conventions 27

charmap 368

CHARSET 368

check see tick

check box 1242

check mark see tick

checksum 1242

CHECKSUM file 49

chgrp utility 195

child directories 177, 178

child processes 374, 1242

chkargs shell script 984, 986

chkconfig utility 445

chmod utility 193–195, 194t, 337

chown utility 195

chroot jail 487–490

BIND 883

DNS 883

FTP 729

named daemon 883

uchroot.c program 489

chroot utility 457

chroot_list file (vsftpd) 737

chsh utility 329, 464

CIDR 300, 1242

CIFS 1242

CIPE 1242

cipher 1242

ciphertext 1156, 1243

Clark, Jim 319

class, character 1242

Classic desktop, GNOME 91, 95, 96

Classless Inter-Domain Routing see CIDR

clear utility 465

cleartext 1243

CLI 1243, see also command line; textual interface

click and right-click 98

CLID 1167

client 1243

client, specifying 482t

client/server model 310

clipboard 101

clipboard, window 101

clock, system, display using date 218

clock, system, set using the Date & Time window 110

clock, system, set using timedatectl 613

cloud 676–681, 1243

CMOS setup 31

CN, LDAP 787, 788

coaxial cable 285

coda filesystem 519

Codd, E. F. 1115

code, reentrant 1269

CODEC 1243

collating sequence, machine 1259

collision domain 286

color depth 1243

color quality see color depth

column 1115

COLUMNS variable 1013

combo box 1243

Comer, Doug 5

comma operator 1061

command 144, 1243

see also builtins; command line

arguments 145

arguments, convert standard input into using xargs 260

completion 388–389

continuing 345

control flow see control structures

editing/repeating 124

execute using exec 1045–1047

executing 375

execution environment 1032

grouping 344

–h option 147

––help option 146

human-readable option 147

interpreter, shell 121

line see command line

names 144

network extension 301

run remotely using ssh 693–694

separating 341–345

simple 144, 147

substitution 410, 410–411, 592, 993, 1011, 1243

command line 119–135, 144, 144–151, 1243

see also command; shell

–– argument 147, 989

advantages of 119

arguments 145, 1023

arguments, initialize using set 1024

arguments, promote using shift 1025

brace expansion 405, 1051

continuation 161, 345, 1063

control operators 162

editing 124, 386–392

executing 150

expansion 404–413

filters 161

interface 1243, see also textual, interface

lists 162

mistakes, correcting 122

options 145, 145–147, 399, 399t

parse 148, 404

print utilities 574t

printing from 574

processing 148–150, 403

syntax 144

tokens 145, 404

whitespace on the 342

words 145, 404

command not found error message 150, 338

command_menu shell script 1008

comments, MariaDB 1116

comments, shell scripts 340, 992

Common Name, LDAP 788

Common UNIX Printing System see CUPS

communication, asynchronous 517

communication, interprocess 517

comparison operators 1060

completion

command 388–389

filename 1249

pathname 389

Readline 388

Readline commands 388–389

variable 389

component architecture 1243

compress utility 249, 252

compress/decompress files 245–249

bunzip2 utility 248

bzcat utility 248

bzgrep utility 248

bzip2 utility 245–249, 606

bzless utility 248

compress utility 249, 252

gunzip utility 248

gzip utility 245–249, 252

OpenSSH 710

unxz utility 248

unzip utility 249

utilities 274t

WinZip utility 249

xz utility 245–249

xzcat utility 248

xzgrep utility 248

xzless utility 248

zcat utility 248

zgrep utility 248

zip utility 249

CompTIA certification 1189–1234

computer, diskless 1247

computing, distributed 1247

concatenate see catenate

concentrator see hub

condition code see exit status

conditional evaluation operators 1061

conditional expressions 1057

conf directory 938

.conf filename extension 481

conf.d directory 938

conf.pl utility 760

.config file (kernel) 584–588

config file (OpenSSH) 688, 698

config file (SELinux) 474

configuration file rules 481

configuration tools, graphical 471t

Configure and Build System, GNU 550

configure shell script 551

connectionless protocol 1244

connection-oriented protocol 291, 1244

console 1244

security 422

virtual 62, 121, 1280

context menu 99

continuation, command line 161, 1063

continue control structure 1005

control character 1244

CONTROL characters, display using cat 217

control flow see control structures

CONTROL key 27

control operator 341, 341–346, 1244

; 162, 341, 1063

;; 1006, 1063

( ) 344

& 162, 342, 1063

&& 162, 343, 1021, 1063

| 159, 342, 999, 1061, 1063

|& 159, 335, 1063

|| 162, 343, 1063

continuation, implicit command line 1063

NEWLINE 341

short-circuiting 343

control structures 982–1016, 1244

break 1005

case 1006–1008, 1008t, 1008–1012

continue 1005

for 997–999

for...in 995–998

Here document 1014–1016

if...then 983–986

if...then...elif 989–994

if...then...else 987–989

Python 1092–1096

select 1012–1014

until 1003–1005

while 999–1002

CONTROL-\ key (quit) 124

CONTROL-ALT-DEL 454

CONTROL-C key (copy) 101

CONTROL-C key (interrupt) 124

CONTROL-D key (EOF) 121, 153

CONTROL-H key (erase character) 123, 148

CONTROL-U key (line kill) 123, 148

CONTROL-V key (paste) 101

CONTROL-V key (quote CONTROL keys) 143

CONTROL-W key (erase word) 123, 148

CONTROL-X key (cut) 101

CONTROL-X key (line kill) 123

CONTROL-Z key (suspend) 123, 164

convention, end line key 27

conventions used in this book 26–28

cookie 1244

Coordinated Universal Time see UTC

copy buffer 101

copyleft 5

core file 628

correcting typing mistakes 122

count shell script 1000

count_down function 1040

country code domain name designation 310

cp utility 126, 145, 188, 224

cp versus ln 205

cpdir shell script 345

cpio utility 605, 606

CPU 1244

architecture 31, 546

information about, display 512

installation requirements 30

intensive processes, report on using top 612

virtualization extensions 664

cpuinfo virtual file 233

crack utility 626

cracker 1245

crash 455, 1245

creation date of files, display using ls 192

cron directory 314, 608

cron file 626

cron.allow file 506

cron.d directory 314, 607

cron.deny file 506

crond daemon 314, 607

crontab 608

crontab file 314, 608

crontab files 608

crontab utility 506

cryptography 1245, see also encryption

csh Shell 1241

.cshrc file 1245

CSRG (Computer Systems Research Group) 3

CSS 1245

CUPS 556

see also printer; printing

command-line interface 568–572

configuring a local printer automatically 558

configuring a printer 567–568

cups service, starting 557

cupsd.conf file 572

cupsdisable utility 572

cupsenable utility 572

drivers, display using lpinfo 568

firewall setup 557

IPP protocol 556

JumpStart I: configuring a printer using system-config-printer 558

JumpStart II: setting up a local or remote printer 560

more information 557

ppd directory 570

PPD files 568

prerequisites 557

print queue, managing 559, 572

setting up a local or remote printer using the CUPS Web interface 565

URIs 562, 568

Web interface 565–566, 567–568

cups service, starting 557

cupsaccept utility 572

cupsd.conf file 572

cupsdisable utility 572

cupsenable utility 572

cupsreject utility 572

curl utility 553

current 1245

current directory see working directory

cursor 1245

custom.conf file, gdm 461

cut and paste 101, 315

cut utility 225, 409

cycling, window 94

cypher 1242

D

DAC (Discretionary Access Control) 472

daemons 314t, 440, 1245

see also service

configure using systemctl 445–447

enabling and disabling 445, 447

in. prefix 313

messages 514

network 280, 313

rpc. prefix 313

starting and stopping 446, 447

daily file 610

dash shell 13, 329

data link layer, IP model protocol 291

data sink 158

data structure 1245

database 1115

see also MariaDB

Berkeley 786

dbm 1246

gdbm 1246

locate 69

makewhatis 130

mandb 69, 130

ndbm 1246

NIS 1263

printcap 509

Sleepycat 786

SQL 1274

datagram, network 1246

datagram-oriented protocol 292

dataless system 804, 1246

date utility 127, 218, 370, 371, 430, 1024

date, set using the Date & Time window 110

date, set using timedatectl 613

.db filename extension 868, 869

dbm database 1246

D-BUS 898

dbus service 898

dbus-daemon daemon 898

DC, LDAP 787

dd utility 505, 513

DDoS attack 1246

Debian Almquist Shell see dash shell

debug 1246

bash prompt 363, 995

FTP 723

NIS 776, 785

scp using –v 697

server using telnet 304

shell scripts using –e and –u 339

shell scripts using –x 994

shell scripts using xtrace 1066

ssh using –v 695, 707

sshd using –d 704, 707

DEBUG signal 1048

declare builtin 357–358, 1038

decompress files see compress/decompress files

decrement operators 1061

default 1246

default directory 506

default partitioning 39

default.target file 444

defect tracking systems 533, 552

DEL key (erase character) 123

delete character using BACKSPACE 123

delete line using CONTROL-U 123

delete word using CONTROL-W 123

delimiter, regular expression 1140

delta, SCCS 1246

demand mounting, filesystem 822

denial of service see DoS attack; DDoS attack

dependencies 532, see also software packages, dependencies

depmod utility 589

dereference 1246

DES (Data Encryption Standard) 1159

descriptors, file 334

desktop 17, 97–102, 1246

active workspace 97

Activities Overview screen 92

alternative 35

Application menu 98

Application Overview screen 94

Application Switcher 94

applications 1151t

background 109

Classic 91, 95, 96

context menu 99

Enter a Command window 98

focus 1250

GNOME 3 91, 92–94

gnome-tweak-tool utility 92

install different 118

live media, Fedora see Live Image

manager 17, 1246

object 98

panel see panel

Settings window 107

terminology 97

window see window

workspace 97

detached process see background, process

/dev directory 152, 190, 503–505, 515

devfs filesystem 516

device 1246

block 518, 1239

character 518, 1242

drivers 515, 518, 1246

filename 1247

files 152, 515, 1246

files, exporting 814

hotplug 516

independence 14

major number 517, 1259

minor number 517, 1261

names, dynamic (udev) 516

null 158, 503

number, major 517, 1259

number, minor 517, 1261

physical 1266

pseudoterminal 504

raw 518

raw mode 518

special files see device, files; special files

terminal 1046

UUID numbers 503

devpts filesystem 519

df utility 804, 824

dhclient utility 491, 492

dhclient.conf file 492

dhclient-*-interface.lease file 492

DHCP 491–494, 1247

dhclient utility 491, 492

dhclient-*-interface.lease file 492

dhcpd daemon 491, 493

dhcpd service 493

IPv6 296

MAC addresses 494

prerequisites, client 492

prerequisites, server 492

static IP addresses 494

dhcpd daemon 491, 493

dhcpd service, starting 493

dhcpd.conf file 493, 494

dialog box 1247

dial-up connection 121

dictionaries, Python 1091–1092

die, process 375

diff utility 227

diff3 utility 227

Diffie-Hellman encryption 1158

dig utility 308, 861, 862–863, 866, 885

digital signature 1158

directory 12, 143, 177, 514, 1247

see also the File Tree index (1285)

. 186, 515

.. 186, 515

/ (root) 181, 189

~ (home) see home directory

access permissions 197–198

access, speed up using tune2fs 527

change using cd 185

child 177, 178

compacting 628

create using mkdir 184–185

current see working directory

delete using rmdir 186

file 143, 177, 1247

folder and 102

hierarchy 37, 1247

home see home directory

important 502

LDAP 786, 786

links to 203–209

list using ls 125, 221

make using mkdir 184–185

mount remote using NFS 806–810

move using mv 188

moving (inodes) 515

parent 177, 178

pathname 177

remove using rmdir 186

rename using mv 188

root (/) 38, 40, 177, 181, 189, 487, 1270

service 1247

stack 349, 349–351, 408

standard 189–191

subdirectories 177

tree 176, see also directory, hierarchy

working see working directory

dirs builtin 349

Discretionary Access Control 472

disk

block 1239

encrypt using gnome-disks 82

encryption 30

filesystem 36

formatting, low-level 36

fragmentation 627

free space 36, 627, 1251

hot-swap 43

LBA addressing mode 590

monitor using SMART 82

partition see partition

quotas 629

RAM 45, 1269

space, installation requirements 31

usage, display using du 523

usage, monitoring 627

utility, gnome-disks 78–83

volume label 465

diskless system 803, 1247

display

bit-mapped 1239

color depth 1243

configuring 109

graphical 1251

number, X Window System 462

––display option, X Window System 463

DISPLAY variable 462

displaying

see also displaying a file

date using date 127, 218

file information using ls 221

hidden filenames using ls 167, 221

kernel messages using dmesg 450, 595

machine name using hostname 219

PID using pidof 467

text using echo 127, 219

displaying a file

beginning of, using head 235

cat 126, 216

end of, using tail 241

group, using ls 192

hidden using ls 167, 180, 221

less 220

links, number of using ls 192

more 220

number of lines/words/bytes in using wc 244

owner of, using ls 192

size of, using ls 192

sorted, using sort 239–241

type of, using ls 192

distributed computing 309, 1247

distribution, Linux 6

division operator 1060

dmesg utility 450, 595

DMZ 1247

DN, LDAP 787

dnl m4 token 749

DNS 310–312, 852–864, 1247

see also DNS records; DNS servers; DNS zones

@ (origin) 875

address, look up using host 307

authority 855

BIND 312

cache 857, 861

cache, setting up 875–880

chroot jail 883

configuring 872–875

database 857

delegation 855

dig utility 308, 861, 862–863, 866, 885

dnssec-keygen utility 881

domain 853, 854

name 853

qualification 875

server 852

error messages 865

firewall setup 865

FQDN 854

hints zone 878

host utility 307, 860, 863

ifcfg-eth0 file 866

in-addr.arpa domain 862

inverse mapping see DNS, reverse name resolution

ip6.int domain 862

iterative queries 856

JumpStart I: setting up a DNS cache 866

JumpStart II: setting up a domain using system-config-bind 867

log 884, 887, 889

messages file 884

more information 864

mount utility 884

MX record 752

name, look up using host 307

named daemon 865

named file 865

named service, starting 864

named.ca file 878

named.conf file 872, 875–877, 886, 891


named.localhost file 879

named.loopback file 879

named.rfc1912.zones file 877–880

named.root.key file 877

named-chroot service, starting 865

nameserver 852

node 853

notify statement 890

nsswitch.conf file 863

origin 860

origin see DNS zones, name

prerequisites 864

queries 856, 861

resolv.conf file 866

resolver 854

reverse mapping see DNS, reverse name resolution

reverse name resolution 862–863

root domain 853, 853, 855

root node 853

ROOTDIR variable 865

security 853

SELinux 865

server 852

subdomain 854

system-config-bind utility 867

terminology 865

time format 874

troubleshooting 884

TSIGs (transaction signatures) 881–883, 885

TTL value 860

view clauses 890

working directory is not writable error message 865

DNS records

A (address, IPv4) 858

AAAA (address, IPv6) 296, 858

CNAME 858

glue 880

MX 859

NS 859

PTR 859

resource 858–860

SOA 859

TXT 860

DNS servers 852

cache 857, 866

caching only 857

full-functioned nameserver 886–889

primary master 856

secondary 857

slave 857, 890

split horizon 890–895

types of 856

DNS zones 855

clause, named.conf 873

files 874, 878

hint file 878

name 874, 875

named.localhost file 879

root 878

dnssec-keygen utility 881

doc directory 134, 191, 1150

Document Object Model see DOM

documentation see help

DOM 1247

domain

see also DNS

DNS 853, 854

in-addr.arpa 862

ip6.int 862

name 853, 1247

country code 310

not case-sensitive 311

NIS 770

root 855

server 852

VM 660

Domain Name Service see DNS

door 1248

DoS attack 1248

DOS files, convert from/to Linux format using unix2dos/dos2unix 260

dos2unix utility 260

double quotation marks see quotation marks

double-click timeout, mouse 110

Dovecot IMAP and POP servers 763

dovecot service, starting 764

dovecot.conf file 764

downloading Fedora 29, 46–49

DPMS 1248

drag 1248

drag-and-drop 1248

DragonSquire IDS utility 1165

drive, optical 1264

drivers, device 515, 1246

drop-down list 1248

druid 1248

DSA (Digital Signature Algorithm) 1160, 1248

DSA, LDAP 787

DSE, LDAP 787

DSL 283, 1248

dsniff utility 1180

DSO, Apache 933

du utility 523

dual-boot system 84–85

dump utility 524, 606

duplex network 285

DVD device 503

DVD, Fedora see Install Image

Dynamic Host Configuration Protocol see DHCP

dynamic IP address 298, 641

dynamic shared objects, Apache 933

E

e2label utility 465

echo builtin 127, 166, 219, 1009, 1009t, 1028

echo utility 1028

ed utility 232

EDITOR variable 380, 432, 433

editors 1248

command line 386–392

ed 232

EDITOR variable 432, 433

gnome-disks 78–83

nano 270–273

parted 614–617

Readline Library 386–392

root privileges, running with 432

SUDO_EDITOR variable 432, 433

vi see vim

vim see vim

VISUAL variable 432, 433

edquota utility 629

Edwards, Dan 1278

EEPROM 1248

effective UID 425, 1248

egrep utility 233, 444, 664, 1146

element 1248

ElGamal encryption 1158

email see mail; sendmail

emoticon 1248

empty regular expressions 1144

emulator, operating system 8

emulator, terminal 120, 121

encapsulation see tunneling

encrypt disk using gnome-disks 82

encryption 1156, 1156–1161

3-DES 1159

AES 1159

algorithm 1156

asymmetric see encryption, public key

Blowfish 1159

DES 1159

Diffie-Hellman 1158

digital signature 1158

disk 30

DSA 1160

ElGamal 1158

GPG 1160, 1169–1179

IDEA 1159

implementation 1160

key 1156

MD5 1260

OpenSSH 687

PGP 1160

private key 1157

public key 686, 1157, 1157, 1170

RC5 1159

RSA 1158, 1271

secret key see encryption, symmetric key

symmetric key 1157, 1159

web of trust 1160

end line key 27

end of file see EOF

Enquire program 319

Enter a Command window 98

ENTER key 27

entropy, lack of hangs system 504, 881

entry, LDAP 787

env utility 398, 1035

ENV variable 331

environment file 688

environment variable see variables, environment

environment, command execution 1032

EOF 1249

EOF signal, send using CONTROL-D 153

EPROM 1249

–eq relational operator 1057

equality operators 1060

erase key (CONTROL-H) 123, 148

erase word key (CONTROL-W) 148

erasing a file completely 505

ERR signal 1048

errata 553

error messages

see also messages; usage messages; errors

404 Not Found (Apache) 975

Apache 975

can not bind UDP (NIS) 780

command not found 150, 338

DNS 865

Login incorrect 452

mount: RPC: Program not registered 820

NFS 819

NFS server xxx not responding 820

No such file or directory 359

parameter null or not set 1038

Permission denied 150, 337, 359

redirecting to standard error 335, 986

rlimit_max (testparm) 846

send to standard error for a variable using :? 1038

server not responding (NFS) 809

Stale NFS file handle 819, 820

standard error see standard error

system 514

error, standard see standard error

errors, correcting typing mistakes 122

errors, lack of entropy hangs system 504, 881

escape a character 142, see also quotation marks; quoting

ESXi 662

etab file 818

/etc directory 190, 506, 506–511

Ethernet address see MAC address

Ethernet network 284, 1249

eval builtin 398, 1051

event 1249

asynchronous 1237

bash history see bash history

X Window System 459

Evolution LDAP client 795

exabyte 1249

exception, Python 1098

exec builtin 1017, 1045–1047

exec() system call 374

execute

access permission 191, 337–338

commands 150, 375

files in the working directory 338

shell scripts 340

exim4 742

exit builtin 121, 986, 1029

EXIT signal 1047

exit status 410, 984, 986, 1029, 1249

expansion

arithmetic (bash) 408–410, 1061

command line 404–413

pathname 165

tilde 182

exploit 1249

exponentiation operator 1060

export builtin 357, 1032–1034

export, device files 814

export, links 814

exported variable see environment variable

exportfs utility 818

exports file 812, 815–818, 818

expressions 1249

arithmetic 1237

logical 1259

regular see regular expression

ext2/ext3/ext4 filesystem 519, 526

extended regular expressions see regular expression, extended

Extensible Markup Language see XML

extensions, filename see filename, extensions

extranet 281, 1249

F

Fahlman, Scott 1273

failsafe session 1249

fake RAID 43

false utility 343, 509

fc builtin 378–381

FDDI 1249

Fedora

32-bit versus 64-bit 32

Anaconda installer see Anaconda

booting 57

desktop live media see Live Image

Directory Server 787

downloading 29, 46–49

DVD see Install Image

editions 34

errata 553

FedUp 56

installation steps 44

installation see installation

Kickstart see Kickstart

Live Image 34

live session see live session

mirrors 47

Project 33

rescue mode 62, 456

RHEL, versus 33

Security Lab 35, 118

spins 35

updates 553

upgrade using FedUp 56

upgrading 26

versus RHEL 33

FedUp 56

fg builtin 164, 347

FHS (Linux Filesystem Hierarchy Standard) 12, 189

Fiber Distributed Data Interface see FDDI

FIFO special file 516

fifth layer, IP model protocol 291

file 12, 1249

see also displaying a file; filename

access permissions see access permissions

access time, change using touch 243

ambiguous references 165

archiving 249–252

backup see backup

block special 1239

browser see Nautilus

character special 1242

compare using diff 227

compress see compress/decompress files

configuration, rules 481

contents, identify using file 229

convert from/to Linux/Windows format using unix2dos/dos2unix 260

copy using cp 126, 187, 224

create empty using touch 127, 243

create using cat 154

creation date, display using ls 192

creation mask, specify using umask 469

crontab 608

decompress see compress/decompress files

descriptors 334, 1016, 1016–1019, 1020

device see /dev directory; device files; special files

directory see directory

display see displaying a file

edit using nano 270–273

edit using vim 262–269

erasing completely 505

file utility 229, 514, 628

find using find 229–232

group assignment 507

group, change using chgrp 195

group, display using ls 192

growing quickly 627

handle, Python 1097

hidden 180, 1253

hidden, display using ls 167, 180, 221

important 502

information about, displaying using ls 221

inode see inodes

invisible see filename, hidden

ISO image 46

links to 203–209

links, display number of using ls 192

log, checking 626

manager see Nautilus

map 822

modification time, change using touch 243

move using mv 187, 237

moving (inodes) 515

names see filename

open using Nautilus 104

open, locate using lsof 624

order using sort 239–241

ordinary 143, 177, 514, 1264

owner, change using chown 195

owner, display using ls 192

pathname 177

permissions see access permissions

PPD 568

print using lpr 235–237

recover using testdisk 223

reference, ambiguous 1236

remove using rm 126, 222

rename using mv 187, 237

rotate 1271

search for using locate 256

security 1161

setuid 424

sharing model 310

size, display using ls 192

size, displaying easily readable 147

software package containing, search for 536

sort using sort 239–241

sparse 1274

special see /dev directory; device, files

standard 189–191

startup 180, 329–333, 1275

tar 249

temporary 1012, 1028

terminal 152

trash, moving to 103

truncating 627

type of, display using ls 192

utilities 273t

wiping 505

File Browser window 102

file utility 229, 373, 514, 628

filename 181, 1249

/ (root) 181

ambiguous references 165

basename 181, 1238

case-sensitivity 26, 179

change using mv 237

characters allowed in 178

completion 1249

conventions 26

device 1247

extensions 179, 180t, 1249

extensions, remove using an event modifier 386

generation 14, 165–169, 412, 1250

hidden 180, 1253

length 178, 179, 468, 1012

root directory (/) 181

simple 149, 181, 1273

temporary 1012, 1028

typeface 26

unique 1012, 1028

Windows 179

filesystem 36, 176, 519t, 1250

access, speed up using tune2fs 527

autofs 822

create using mkfs 467

create using mkfs.xfs 528

demand mounting 822

devfs 516

ext2/ext3/ext4 filesystem 519, 526

filename length 468

free list 515, 1251

hierarchy 176

independence 39

integrity check 525

journaling 519, 527, 1256

mount

automatically 822

on demand 822

point 38, 38, 521, 822, 1261

remote 806–810

remount option 199

table 524

using mount 520–522

naming 39

proc 512

RAID see RAID

remote 1270

remount 199

reorganize using xfs_fsr 529

repair using xfs_repair 528

repairing 455

Standard, Linux (FSSTND) 189

structure 12

superblock 1276

swap 40, 513

sys 514, 516

tune using tune2fs 526–527

unmount using umount 523

XFS 520, 527–529

Filesystem, Standard, Linux (FSSTND) 12

Filesystems Hierarchy Standard, Linux (FHS) 12

filling 1250

filters 18, 161, 1250

find utility 229–232, 459, 605, 628, 994

findmnt utility 521

finger utility 315

fingerd daemon 315

fingerprint 1172

FIOS 283

firewall 288, 898–928, 1250

see also firewalld; iptables; “firewall setup” under the protocol you are running (e.g., NFS, firewall setup)

Jumpstart: building a firewall using firewall-config 900–902

ping utility 904

firewall-applet utility 900

firewall-cmd utility 906–908

firewall-config utility 900–906

firewalld 898–908

active zone 902

blocking ICMP packets 904

configuration 898

D-BUS 898

dbus service 898

dbus-daemon daemon 898

direct options 908

firewall-applet utility 900

firewall-cmd utility 906–908

firewall-config utility 900–906

interfaces, user 900

network, emergency disconnect 900, 901

panic mode 900, 901

port, opening 908

prerequisites 900

service 898

service, defining a new 905

service, modifying 905

service, trusting 902, 907

services 899

starting 900

whitelist, lockdown 899

zones 899, 899t

firmware 1250

FLOSS 7

fmt utility 441

focus, desktop 1250

focus, input 94

folder 102, see also directory

font, antialiasing 1236

footer 1250

for control structure 997–999

for...in control structure 995–998

foreground 163, 1250

foreground versus background 163

fork 373, 1250

fork() system call 373, 374, 375, 974

.forward file 747

FOSS 7

FQDN 300, 311, 854, 1250

FQDN, display using hostname 219

fragmentation, disk 627

frame, network 1251

free beer 2

free list, filesystem 515, 1251

free software 7

free space, disk 36, 627, 1251

Free Standards Group (FSG) 189

free utility 253

freedesktop.org group 18

fsck utility 518, 525

FSG (Free Standards Group) 189

FSL 35, 118

FSSTND (Linux Filesystem Standard) 12, 189

fstab file 522, 524, 807, 811

FTP

see also FTP clients; vsftpd

ASCII transfer mode 720

binary transfer mode 720

debugging 723

ftp directory 729

ftp utility 714, 721–724

ftpd daemon 315

ip_conntrack_ftp module (iptables) 920

JumpStart: downloading files using ftp 716

JumpStart: starting a vsftpd FTP server 725

lftp client 697

more information 715

PASV (passive) connection 715, 1265

PORT (active) connections 715

prerequisites 716, 724

pub directory 720

security 714, 720, 725, 730

sftp client 697

site 714

FTP clients

see also FTP; vsftpd

anonymous login 719

automatic login 720

basic commands 716

list of 715

prerequisites 716

tutorial 717–719

using 719–724

ftp directory 725, 729

ftp utility 714, 721–724

ftpd daemon 315

ftpusers file (vsftpd) 737

full backup 602

full duplex 1251

full regular expression see regular expression, extended

full-duplex network 285

fully qualified domain name see FQDN

functions 1251

bash 396–398, 1018, 1039–1040

count_down 1040

makepath 1066

mycp 1018

Python 1085, 1085t

shell 1272

fuser utility 523

G

games directory 190

gateway 1251

network 287

proxy 316

gawk utility 999, 1146

gcc see C programming language

GCOS see GECOS

gdbm database 1246

gdm utility 453

–ge relational operator 1057

GECOS 786, 1251

generic operating system 9

getenforce utility 474

getfacl utility 199–203

gethostbyname() system call 863

getopts builtin 1052–1054

getpwnam() function 772

getpwuid() function 772

getty utility 374

GFS filesystem 519

gibibyte 39, 1251

GID 507, 1252

GID in passwd file 508

GID, display using id 426

.gif filename extension 180

gigabyte 39, 1251

global variable see environment variable

globbing 165, 412

glyph 1251

GMT see UTC

GNOME 17

Boxes 662

desktop see desktop

Enter a Command window 98

GNOME 3 desktop 60, 91, 92–94

gnome-terminal utility 120

gnome-tweak-tool utility 92

GTK 17

Help window 113

Nautilus see Nautilus

object see object

panel see panel

Settings window 107

workspace see workspace

gnome-boxes utility 662

gnome-disks partition editor 78–83

gnome-initial-setup utility 68

gnome-terminal utility 120

gnome-tweak-tool utility 92

GNU

Configure and Build System 550

General Public License (GPL) 5

Privacy Guard see GPG

GnuPG see GPG

gopher utility 319

GPG 1160, 1169–1179

encryption 1160, 1169–1179

file, encrypting and decrypting 1176

file, signing and encrypting 1176

fingerprint 1172

identification 1170

key pair, creating 1170

keyserver 1178

message integrity 1170

OpenPGP Message Format 1161

public key encryption 1170

public key, signing 1177

public keys, exporting and importing 1172

secrecy 1170

signing and verifying a file 1173

web of trust 1160

GPL (GNU General Public License) 5

gpm daemon 315

GPT (GUID Partition Table) 590

gq utility 797

Grand Unified Boot Loader see GRUB

graphical configuration tools 471t

graphical display 1251

graphical user interface see GUI

grave accent see command, substitution

grep utility 160, 232–234, 248, 1002, 1014

group 506

access permission 191

add using groupadd 601

apache 934

change using chgrp 195

display name using ls 192

file assigned to 507

ID see GID

modify using groupmod 601

password 506

remove using groupdel 601

user private 507

users 1251

wheel and su 481

wheel and sudo 429, 435

windows 1252

group file 506, 601

groupadd utility 601

groupdel utility 601

groupmod utility 601

groups utility 507

GRUB 590–594

configuring 591–593

grub.cfg file 593

grub2-install utility 594

grub2-mkconfig utility 593

GPT (GUID Partition Table) 590

MBR (master boot record) 456, 590, 594

menu 450–452

menu.lst file 591

GRUB 2 see GRUB

grub file 591

grub.cfg file 593

grub.d directory 592

grub2-install utility 594

grub2-mkconfig utility 593

–gt relational operator 1057

GTK 17

guest, VM 660

GUI 32, 32, 1252

check see GUI, tick

check box 1242

check mark see GUI, tick

combo box 1243

dialog box 1247

drag 1248

drag-and-drop 1248

drop-down list 1248

list box see GUI, drop-down list

radio button 1268

scrollbar 1272

slider 1273

spin box 1274

spinner see GUI, spin box

text box 1277

thumb 1277

tick 1277

tick box see GUI, check box

tooltip 1278

WYSIWYG 1281

X Window System 16

GUID Partition Table 590

gunzip utility 248, 252

.gz filename extension 180

gzip utility 245–249, 252

H

–h option 133, 147

hacker 1252

half duplex 1252

half-duplex network 285

halt utility 454

hang up signal 1047

hard disk see disk

hard links see links, hard

hardware

help 115

installation requirements 30

list using lshw 467, 636

PCI devices, list using lspci 635

USB devices, list using lsusb 636

hash 1252

one-way 1264

SHA1 algorithm 1272

SHA2 algorithm 1272

table 376, 1252

hash utility 376

hashbang 338

HDB (Hash Database) 786

head utility 235

header, document 1252

help

bash command 134

documentation 113–116, 128–135

error messages 113

GNU manuals 115, 1150

–h option 133

hardware 115

––help option 133, 146

–help option 133

HOWTOs 115

info utility 131–133

Internet 113

Linux Documentation Project 115

local 134

log files 1150

mailing lists 1153t

man pages 128–130

newsgroups 498, 1152

obtaining 113–116, 128–135, 498, 1151–1153

problem solving 1150

Red Hat Web site 114

security 1180

support forums 114

system manuals 128–133

window, GNOME 113

––help option 133, 146

–help option 133

Here document control structure 1014–1016, 1252

hesiod 1252

heterogeneous 1253

hexadecimal number 1253

hfs filesystem 519

hidden filenames 180, 1253

hidden filenames, display using ls 167, 221

hierarchy 1253

hierarchy, filesystem 176

hinting, subpixel 1275

HISTFILE variable 377

HISTFILESIZE variable 377

history 1253, see also bash history

history builtin 377

HISTSIZE variable 377

/home directory 41, 190

home directory 143, 358, 1253

~, shorthand for 182, 359

automount 821

export using NFS 644

passwd file and 508

startup files 180

working directory versus 186

HOME variable 359

host 660

address 296, 298

based trust 302

key, OpenSSH 687

nickname 300

security 1165–1169

specifying 482t

trusted 302

host utility 307, 860, 863

hostname 300–301

characters allowed in 854

symbolic 312

hostname file 507

hostname utility 219, 301

hostnamectl utility 219

hosts file 300, 507

hosts.allow file 485, 486–487

hosts.deny file 485, 486–487

hosts.equiv file 302

hotplug system 516

hot-swap 43

hover 96, 1253

HOWTOs 115

hpfs filesystem 519

hping utility 1180

.htaccess file 939, 946, 960, 972

HTML 319, 1254

html directory 937, 939

.html filename extension 944

htop utility 613

.htpasswd file 972

htpasswd file 938

HTTP protocol 1254

httpd daemon 933

httpd file 934, 938

httpd service, starting 935

HTTPD_LANG variable 934

httpd.conf file 936, 938, 939, 940

HTTPS protocol 970

https:// URI prefix 970

hub 285, 633, 1254

human-readable option 147

humor 7, 803, 1164, 1273

HUP signal 1047

hypertext 319, 1254

Hypertext Markup Language see HTML

Hypertext Transfer Protocol see HTTP

hypervisor 660

I

I/O device see device

i18n 368, 1254

IANA (Internet Assigned Numbers Authority) 313, 1254

ICANN (Internet Corporation for Assigned Names and Numbers) 292

ICMP packet 305, 904, 920, 921, 1254

icmp_seq 306

icon 1254

iconify 1254

ID string, X Window System 462

id utility 426, 431

id_dsa file 689

id_dsa.pub file 689

id_rsa file 689, 701

id_rsa.pub file 689, 701

IDEA encryption 1159

identification 1170

IDSs 1165, 1181

if...then control structure 983–986

if...then...elif control structure 989–994

if...then...else control structure 987–989

ifcfg-eth0 file 866

IFS variable 363–364

ignored window 1254

Image

Install see Install Image

Live see Live Image

Network see Network Image

IMAP server (Dovecot) 763

in. prefix (daemon) 313

in.fingerd daemon 315

in-addr.arpa domain 862

include directory 190

increment operators 1061

incremental backup 602

indentation see indention

indention 1254

inequality operator 1060

info directory 191

info utility 131–133, 170

infrastructure mode, wireless 634

inheritance, bash 1032

init daemon 374, see also systemd

init scripts 448

init.d directory 448

inittab file 508

inodes 515, 1254

alter using mv 515

create reference using ln 515

delete reference using rm 515

display using ls 206

locate using find 994

input 1255

input focus 94, 94

input, standard see standard input

input/output device see device

.inputrc file 390

INPUTRC variable 390

insmod utility 589

Install Image 35, 59

installation 59–69

see also Anaconda; installation medium; Live Image; Install Image; Network Image

Anaconda installer see Anaconda

BIOS, set to boot from DVD or flash drive 31

boot commands 70

boot parameters 70–72

CHECKSUM file 49

CMOS setup 31

computer 1255

CPU requirements 30

disk setup 72–78

display, configuring 109

dual-boot system 84–85

encrypt partitions 73

failure 70

gnome-disks partition editor 78–83

hardware requirements 30

Install Image, from an 60–62

Installation Summary screen 63

Kickstart 83

live session, from a 60

liveusb-creator utility 50

LVs 78

medium 34

medium, testing 65

minimal install 67

partitioning, manual 39

planning 29–44

processor architecture 31

RAID 42–44, 77

RAM (memory) requirements 30

reclaim disk space 77

setting up a user 68

software selection 66

steps 44

textual 72

textual using Kickstart 71, 83

troubleshooting 61

user, adding 68

virtual consoles 62

installation disk

see also installation; installation medium; Live Image; Install Image; Network Image

default partitioning 39

formatting 36

free space 36

partition

delete using gnome-disks 82

display using gnome-disks 80

set up 36

set up using gnome-disks 78–83

setup, default 39

space requirements 31

installation image 34

downloading 46–49

verifying 49

installation medium

see also installation; installation disk; Live Image; Install Image; Network Image

BIOS, set to boot from 31

burning a DVD 49

testing 58, 63, 65

writing to a USB flash drive 50

Installation Summary screen 63

INT signal 1047

Integrated Services Digital Network see ISDN

interactive 1255

interface 1255

character-based see command line; textual, interface

command-line see command line; textual, interface

graphical user see GUI

pseudographical 33, 119

textual see command line; textual, interface

user 1279

interface-local 295

internal field separator see IFS variable

International Organization for Standardization see ISO

internationalization 368

Internet 280, 1255

Assigned Numbers Authority see IANA

browsers 320

connection sharing 924–928

Control Message Protocol see ICMP

look up site information using jwhois 308

multiple clients on a single connection 926

multiple servers on a single connection 928

netiquette 1262

Printing Protocol see IPP

Protocol Security see IPSec

Protocol see IP; TCP/IP

search engines 320

service provider see ISP

URI 1279

URL 320, 1279

internet (lowercase “eye”) 1255

internetwork 280

InterNIC 308

interprocess communication 18, 517, 517

interrupt key 124

intranet 281, 1255

intrusion detection system see IDS

invisible files see hidden filenames

IP 1255

see also IP address; IPv6

masquerading 910, 921, 926

multicast see multicast

protocol model 290

spoofing 1256

TTL header field 306

version 6 see IPv6

IP address 1256

client, specifying 482t

computations 299t

dynamic 298, 641

loopback service 507

representation 292

static 298, 494, 641

ip utility 494

ip6.int domain 862

IPC 1256

ipchains utility 909

IPP 556

IPSec 1162

iptables 909–928

see also firewalld; system-config-firewall; iptables rules

chain 909

chain policy 917

classifiers 909

command line 914–916

commands 916

connection tracking 911, 920

conntrack module 911

counters 923

display criteria 918

DNAT targets 910, 921

Filter table 910

firewall-config utility 923

ICMP packet 920, 921

Internet connection sharing 924–928

IP masquerading 926

ip_conntrack_ftp module 920

ipchains utility 909

iptables file 914

iptables service, enabling 912

iptables service, starting 912

iptables6 service, enabling 912

iptables6 service, starting 912

iptables-config file 914

iptables-restore utility 922

iptables-save utility 922

jumps 915

Mangle table 910

masquerade 1260

MASQUERADE targets 910, 921

match criteria 915

match extensions 918–920

matches 909

mDNS rule 924

more information 911

NAT table 910

NAT, running from 924–928

netfilter 909

network packet 910

network, emergency disconnect 913

packet match criteria 915, 917

ping utility 922

policy command 917

prerequisites 912

protocols file 919

resetting rules 914

router 924, 928

services file 919

SNAT targets 910, 922

state machine 911, 920

system-config-firewall utility 914

targets 909, 910, 916, 921–922

iptables file 914, 923

iptables rules 909

see also firewall-config; iptables

building a set of 916

example 909

match criteria 915

number 915

saving 922

specification 915

iptables-config file 914

iptables-restore utility 922

iptables-save utility 922

IPv4 292

IPv6 293–296, 1256

see also IP

address 294

address records, DNS 296, 858

DHCP 296

interface-local 295

link-local addresses 295

multihoming 295

ping6 306

traceroute6 307

tunnel brokers 293

irqpoll boot parameter 71

is_regfile shell script 985

isatty() system call 152

ISDN 283, 1256

ISO 1256

ISO image file 46

ISO protocol model 291

ISO9660 filesystem 519, 1256

ISP 1256

iterable 1090, 1095, 1096

J

jffs2 filesystem 519

job 163, 346

control 15, 163, 346–349, 1256

jobs builtin 164, 346

number 163

number, display using jobs 164

suspend using CONTROL-Z 164

jobs builtin 124

john utility (John the Ripper) 626, 1180

join 1115

journaling filesystem 519, 527, 1256

Joy, Bill 1241

JPEG 1256

.jpeg filename extension 180, 1256

.jpg filename extension 180, 1256

JumpStarts see the JumpStart index (1283)

justify 1257

K

K&R 11

KDE 17, 35

desktop, installing 118

Qt toolkit 17

Kerberos 1257

kerberos utility 1167

kernel 7, 1257

see also Linux

booting 450

building 580–590

command execution environment 1032

.config file 584–588

configuring 584–588

depmod utility 589

insmod utility 589

install binary 549

installing compiled 589

loadable module 589, 1258

lsmod utility 589

messages, display using dmesg 450, 595

modinfo utility 589

modprobe utility 589

module 589, 1258

modules file 589

modules, tools for working with 589t

netfilter 898

packages, list installed using dpkg 593

packages, remove using yum 594

packet filtering see firewalld; iptables; kernel, netfilter

parameters, modify using sysctl 580

proc pseudofilesystem 512

programming interface 11

rebuilding prerequisites 581

rmmod utility 589

Secure Boot 580

source code, download using yumdownloader 582

source code, prepping using rpmbuild 583

space 1257

version, display using uname 593

kernelspace 1257

Kernighan & Ritchie 11

keyboard 1257

keyboard as standard input 152

keys

BACKSPACE (erase character) 123

binding 1257

CONTROL 27

CONTROL-\ (quit) 124

CONTROL-C (copy) 101

CONTROL-C (interrupt) 124

CONTROL-D (EOF) 121, 153

CONTROL-H (erase character) 123, 148

CONTROL-U (line kill) 123, 148

CONTROL-V (paste) 101

CONTROL-W (erase word) 123, 148

CONTROL-X (cut) 101

CONTROL-X (line kill) 123

CONTROL-Z (suspend) 123, 124, 164

DEL (erase character) 123

encryption 1156

end line 27

ENTER 27

erase 123

interrupt 124

line kill 123, 148

META 1260

NEWLINE 27

RETURN 27, 148

SUPER (Windows) 100

typeface 27

keyserver 1178

keyword variables 353

keywords, search for using apropos 130

Kickstart 71, 83

ks boot parameter 71

system-config-kickstart utility 83

textual installation 71, 83

kill builtin 124, 164, 465–467, 1048, 1050

kill line key (CONTROL-U) 123, 148

kill process 523

KILL signal 124, 1048

kill utility 624

killall utility 467

kilo- 1257

known_hosts file 689, 691

Korn, David 329, 1257

Korn Shell 329, 1257

ks boot parameter 71

ks.cfg file 84

ksh shell 329, 1257

KVM 662

KVM kernel modules 665

L

l10n 368, 1257

LAMP 646, 1114

LAN 284, 1257

configuring 632

more information 632

setting up 632–636

LANG variable 368, 1154

language, procedural 1064

language, programming 1152t

large number 1257

last utility 481

launchd daemon 439

LBA addressing mode, disk 590

LC_ALL variable 368

LC_COLLATE variable 368

LC_CTYPE variable 368

LC_MESSAGES variable 368

LC_NUMERIC variable 368

LDAP 786–797, 1257

administrator 790

directory 786

Evolution client 795

firewall setup 789

gq client 797

LDIF 787

objectClass 788

setting up a server 789

slapd service, starting 789

ldapadd utility 792

ldapmodify utility 792

ldapsearch utility 791, 792

ldd utility 486, 487

.ldif filename extension 787

LDIF, LDAP 787

–le relational operator 1057

leaf 1257

least privilege 423, 1258

left-click 98

left-handed mouse 110, 463

less utility 129, 161, 220, 989

let builtin 410, 1056

lftp utility 697

lftp.conf file 697

.lftprc file 697

/lib directory 190

lib directory 190

/lib64 directory 190

lib64 directory 191

libexec directory 514

libraries called by executable, list using ldd 486

library 1258

library, libwrap 486

libvirt 662

libvirtd service, starting 664

libwrap library 486

lightweight desktop see LXDE

Lightweight Directory Access Protocol see LDAP

line kill key (CONTROL-U) 123, 148

line numbers, display using cat 217

Line Printer Daemon see lpd daemon

LINES variable 1013

link-local addresses (IPv6) 295

links 13, 203, 203–209, 1258

alternatives directory 506

delete using rm 208, 515

display using ls 206

exporting 814

find using lnks 991

hard 204–206, 515, 1252, 1258

hard versus symbolic 204, 206

hard, create using ln 204, 515

hypertext 319

inode 515

number of, display using ls 192

point-to-point 1266

remove using rm 208

soft see links, symbolic

symbolic 206, 515, 1258, 1276

as special files 515

cd and 208

create using ln 207

dereference 1246

versus hard 204, 206

symlinks see links, symbolic

utility names 506

links utility 320

Linux

see also kernel

benefits 7–9

distribution 6

documentation 113–116, 128–135

Documentation Project 115

FHS (Filesystem Hierarchy Standard) 12, 189

file namespace 38

Foundation 189

FSSTND (Filesystem Standard) 12, 189

history 2–9

LSB (Linux Standard Base) 189

manual sections 129

newsgroups 498, 1152

overview 11–19

PAM see PAM

Pluggable Authentication Modules see PAM

standards 8

Terminal Server Project 803

UNIX heritage 2

linux terminal name 1153

linux-vdso.so.1 file 487

list box see drop-down list

list operator see character, class

lists 162

lists, Python 1087–1091

listserv 301

Live Image 34, 59

Live Image, RAM usage 34

live media see Live Image

live session 34, 56–58, 60

liveusb-creator utility 50

liveuser 58

ln utility 204, 207, 515

ln utility versus cp 205

lnks shell script 991

load average, display using uptime 253

load average, display using w 254

loadable modules 589, 1258

loader, boot see GRUB

local area network see LAN

local builtin 397, 1040

/local directory 41

local directory 191, 550

local variables 376

local.cf file 756

locale 368–370, 1258

Apache 934

C 369

i18n 368

internationalization 368

l10n 368

LANG variable 368

LC_ variables, setting 370

LC_ALL variable 368

LC_COLLATE variable 368

LC_CTYPE variable 368

LC_MESSAGES variable 368

LC_NUMERIC variable 368

locale utility 369–370

locales directory 370

localization 368

setlocale() system call 369

locale utility 369–370

locales directory 370

localhost 300

locality, process 1032

localization 368

localtime file 373

locate database 69

locate utility 69, 256

lockd daemon 315

locking the root account 438

locktty shell script 1004

log

analyze using swatch 1182

DNS 884, 887, 889

email 746

files 421

checking 626

obtain help using 1150

rotate using logrotate 618–619

FTP 734

in see login

log directory 514, 620

machine 624, 625t

OpenSSH 706

out 453, 1259

sendmail 746

log directory 191, 1150

logging in 1259

see also login

problems 135

remotely 121

logging out 121

logical

evaluation 1057

expressions 1259

operators see Boolean operators

Logical Volume Manager see LVM

login 452

automatic using OpenSSH 700–702

name see usernames

options 90

problems 622

prompt 452

root 424, 1271


screen 90

security 1166

shell 330, 1259

user, controlling 424

.login file 1259

Login incorrect error message 452

login utility 374, 452

login.defs file 508, 600

.logout file 1259

logresolve utility 951

logrotate utility 618–619

logrotate.conf file 618–619

logrotate.d directory 618–619

logwatch utility 626

loopback service 507

lossless 245

lost+found directory 456, 502

lowres boot parameter 71

lp utility 574

lpadmin utility 569–571

lpd daemon 556

LPI certification 1189–1234

lpinfo utility 568

lpq utility 237, 574

LPR line printer system 556

lpr utility 160, 235–237, 574

lprm utility 237, 574

lpstat utility 574

ls utility 125, 145, 191, 221

LSB (Linux Standard Base) 189

lsblk utility 635

lshw utility 467, 636

lsmod utility 589, 665

lsof utility 624

lspci utility 635

lsusb utility 636

–lt relational operator 1057

LV see LVM, LV

LVM 36, 44, 78

LV 36, 44, 78

PV 44

VG 44, 78

LXDE desktop 30, 35, 118

lynx utility 320

M

m4 utility 749

MAC (Mandatory Access Control) 472

MAC address 296, 494, 1259

mac2unix utility 260

machine collating sequence 1259

machine log 624, 625t

machine name, display using hostname 219

macro 1259

macro, m4 processor 749

magic file 514, 938, 1259

magic number 514, 1259

mail

accepting mail from unknown hosts 750

aliases 506, 746

aliases file 746

authenticated relaying 764

backup server 751

checking root’s 626

Dovecot 763

exim4 742

forwarding 746–748, 751, 753t

how sendmail works 745

IMAP server (Dovecot) 763

list server 301

log 746

MAIL variable 360

mailbox 360

MAILCHECK variable 361

maildir format 745

mailing list 761–763

Mailman 762–763

MAILPATH variable 361

mailq utility 748

mailstats utility 748

masquerading 750

mbox format 745

MDA 740, 1260

more information 742

MTA 740, 1261

MUA 740, 1162, 1261

newaliases utility 747

POP3 server (Dovecot) 763

Postfix 742, 1161

postmaster 626

procmail daemon 740

Qmail 742

queue 745

security 1161

self-signed certificate 765

sendmail daemon 316

SMTP 740

spam see spam

SpamAssassin see SpamAssassin

SquirrelMail 759–761

SSL 765

SSL, enabling 766

UCE see spam

Webmail 758–761

mail directory 745, 748, 751

MAIL variable 360

mailbox 360

MAILCHECK variable 361

maildir format 745

mailertable file 751

mailing list 761–763

maillog file 626, 746

Mailman 762–763

mailman service, starting 763

mailman.conf file 763

MAILPATH variable 361

mailq utility 748

mailstats utility 748

main memory 1259

mainframe computer 9

mainframe model 309

major device number 517, 1259

makedbm utility 782

makemap utility 749

makepath function 1066

makewhatis database 130

MAN 287, 1259

man directory 191

man utility 128–130

manager, file see Nautilus

Mandatory Access Control 472

mandb database 69, 130

man-in-the-middle attack 1160, 1259

manuals see help

map files 822

MariaDB 1114–1133

see also SQL

adding a user 1122

adding data 1125

column 1115

comments 1116

configuring 647

creating a database 1121

creating a table 1123

database 1115

datatypes 1116

history 1114

installing 1118

joins 1115, 1130–1133

logging in 1123

.my.cnf file 1120

MySQL compatibility 1114

mysql_history file 1120

mysqldump utility 1128

options 1118

prompt 1116

relational database management system 1115

retrieving data 1126

root password 1119

row 1115

SELECT statement 1126

SQL 1115

table 1115

terminology 1115

mask see network, mask

masquerading, IP 910, 921, 926, 1260

masquerading, mail 750

Massachusetts Institute of Technology see MIT

MATE desktop 35, 118

mbox format 745

MBR (master boot record) 456, 590, 594

MD5 1260

MDA 740, 1260

mebibyte 39, 1260

media, live see Live Image

megabyte 1260

mem boot parameter 71

main memory 1259, see also RAM

memory

see also RAM

free, allocating to buffers 253

information about, display 513

main 1259

paging 513

shared 505

test using memtest86+ 58

usage, display using free 253

virtual and swap space 513

virtual, report on using vmstat 611

memtest86+ utility 58

menu 1260

bash 1012

panel see panel

shell script 1008

Window Operations 100

menu.lst file 591

menubar 100

merge 1260

message

see also error messages; usage messages

daemon 514, 620–621

integrity 1170

messages directory 514

messages file 622

of the day see motd file

rsyslog.conf file 620–621

rsyslogd daemon 620–621

security 514

system 514

usage see usage messages

Message Digest 5 see MD5

messages file 626, 884, 1150

META characters, display using cat 217

META key 1260

metabit 1237

metacharacters 1260, see also special characters

metadata 1260

metropolitan area network 287, 1259

microprocessor 10

Microsoft Windows see Windows

middle mouse button 101

MIME 106, 1261

mingetty utility 374

minicomputer 9

mini-HOWTOs 115

minimize window 1261

MINIX 5

minix filesystem 519

minor device number 517, 1261

mirrors, Fedora 47

mistakes, correct typing 122

MIT, Project Athena 15

MIT, X Consortium 15

mkdir utility 184–185

mkfifo utility 517

mkfs utility 467, 502

mkfs.xfs utility 528

mklost+found utility 502

mkswap utility 513

mm_cfg.py file (Mailman) 762

/mnt directory 190

mod_perl.so file 938

modem 1261

modem, cable 1241

modinfo utility 589

modprobe utility 589

module, kernel 589

modules directory 190, 938

modules file 589

moduli file 688

monitor, configuring 109

monthly file 610

more utility 220

Morris, Robert T., Jr. 1168

Mosaic Web browser 319

most utility 220

motd file 508

motherboard 1261

mount 1261

automatic 822, 1238

CD-ROM 522

filesystem using mount 520–522

find mounted filesystems using findmnt 521

point 38, 38, 521, 822, 1261

remote filesystems 806–810

remount option 199

system image using chroot 457

table 508, 524

mount utility 199, 508, 520–522, 806, 807–810, 834, 884

mountd daemon 315

mounts file 508

mouse 1261

click 98

double-click timeout 110

left-handed 110, 463

middle button 101

mouseover 1261

pointer 1261

pointer, hover 96, 1253

preferences, setting 110

remapping buttons 110, 463

right-click 99

right-handed 463

wheel 463

mouseover 1261

mpage utility 571

mqueue directory 745

msdos filesystem 520

MTA 740, 1261

mtab file 508

MTM see man-in-the-middle attack

mtr utility 307

MUA 740, 1162, 1261

multiboot specification 1261

multicast 1262

multihoming 295

multiplication operator 1060

Multipurpose Internet Mail Extension see MIME

multitasking 12, 1262

multiuser 12, 1262

multiuser mode 452

mv utility 187, 188, 237, 515

MX records, DNS 752, 859

.my.cnf file 1120

mycp function 1018

mysql_history file 1120

mysqldump utility 1128

N

name

command 144

daemon 313

domain see domain, name

login see username

servers 310, 312

named daemon 865

named directory 872

named file 865

named pipe 516

named service, starting 864

named.conf file 872, 875–877, 886, 891

named.localhost file 879

named.loopback file (DNS) 879

named.rfc1912.zones file (DNS) 877–880

named.root.key file (DNS) 877

named-chroot service, starting 865

nameserver 852

namespace 37, 1104, 1262

nano utility 270–273

NAT 1262

routers and 633

running from iptables 924–928

table, iptables 910

National Center for Supercomputer Applications 319

Nautilus 102–107

access permissions 105

File Browser window 102

file, open with 104

Open With selection 106

terminal emulator, open with 104

NBT 1262

ncpfs filesystem 520

ndbm database 1246

–ne relational operator 1057

negation operator 1060

nessus utility 1181

net use utility (Windows) 847

net utility 828

net view utility (Windows) 847

NetBIOS 1262

netboot 804, 1262

netfilter 898

netiquette 1262

.netrc file 720

Netscape 6, 319

Netscape BugSplat bug tracking system 552

network

see also IP address; protocols; wireless network

address 298, 1263

address space, private see network, private address space

address, @ in 301

analyze using wireshark 1182

ARP (Address Resolution Protocol) 297

arp utility 297

boot 1262

bottleneck, find using traceroute 306

bridge 286, 1240

broadcast 282, 1240

broadcast address 1240

cables see cables

client/server model 310

collision domain 286

concentrator see network, hub

configure using NetworkManager 637–642

connection, test using ping 305

daemons 280, 313

datagram 1246

disconnect in an emergency 900, 901, 913

DNS see DNS

duplex 285

Ethernet 284, 1249

extranet 281, 1249

FDDI 1249

file sharing model 310

firewall see firewall

frame 1251

full-duplex 285

gateway 287, 1251

half-duplex 285

hops 306

host address 296, 298

hostname, FQDN see FQDN

hosts file 300

hub 285, 633, 1254

ICMP packet 1254

interface card see network, NIC

internet (lowercase “eye”) 1255

Internet see Internet

internetwork 280

intranet 281

layer, IP model protocol 291

local area see LAN

MAC address 296

mainframe model 309

mask 298, 483, 1263

metropolitan area 287, 1259

monitor with Cacti 645–655

multicast 1262

nameservers 310, 312

NIC 296, 634

node 632

node address 298

number see network, address

packet 282, 910, 1265

packet filtering 1265, see also netfilter; firewalld; iptables

packet sniffer 1265

partner net 281

point-to-point link 283

port forwarding 1266

private address space 637, 637t, 1267

privileged port 1267

PTP (peer-to-peer) model 310

resolver 312

route, display using traceroute 306

router 286, 287, 633, 1271

security 1162–1165

security guidelines 1163

segment 285, 1263

services 280, 313

setting up 632–636

sniff 1273

sockets 517

specifications 282t

subnet 298, 298, 1275, see also network, address

addresses 1275

masks 298, 1275

numbers 1275

specifying 483, 483t

switch 283, 285, 633, 1263

system-config-network utility 643

token ring 1277

topologies 282

topology, shared 1272

trusted hosts 302

tunneling 1278

UDP 1278

unicast 1279

VPN 281, 1280

WAN see WAN

wide area see WAN

Wi-Fi 1281, see also wireless

wireless see wireless

Network Address Translation see NAT

network file 511, 780

Network File System see NFS

Network Image 35

Network Information Service see NIS

Network Time Protocol see NTP

NetworkManager

applet 638–642

daemon 637

nmcli utility 643

static IP address 641

NetworkManager directory 492

newaliases utility 747

NEWLINE control operator 341

NEWLINE key 27

NEWLINE, quote using a backslash 345

newlist utility 762

news, Internet see newsgroups

newsgroups 498, 1152

NFS 802–805, 1263

all_squash option 817

attribute caching options 808

block size 810

data flow 802

df utility 804

directory, shared 644

error handling options 809

error messages 809, 819

etab file 818

exportfs utility 818

exporting device files 814

exporting directory hierarchies 814–818

exporting links 814

exports file 815–818, 818

filesystem 520

firewall setup 812

fstab file 807, 811

home directory, export using 644

JumpStart: configuring an NFS server using system-config-nfs 812

JumpStart: mounting a remote directory hierarchy 806–810

line speed, testing 810

lockd daemon 315

more information 805

mount utility 806, 807–810

mountd daemon 315

mounting remote directory hierarchies 806–810

NFS server xxx not responding error message 820

nfs service, starting 812

nfsd daemon 315

nfsnobody (username) 817

NIS and 817

options 815–818

all_squash 817

attribute caching 808

error handling 809

miscellaneous 809

root_squash 817

performance, improving 810

prerequisites 805, 811

rpcbind daemon 806, 812

rpcbind service, starting 806, 812

rquotad daemon 315

running clients 805

security 805, 812, 818, 1164

server not responding error message 809

server–server dependency 822

setuid 806

Stale file handle error message 820

statd daemon 315

testing 820

timeout 809, 810

nfs service, starting 812

nfsd daemon 315

nfsnobody (username) 817

NIC 296, 634, 1263

nice utility 611

nickname, host 300

nicknames file (NIS) 772

NIS 770–773, 1263

client, setting up 773–779

debugging 776, 785

domain 770

domain name 774, 1263

firewall setup 780

GECOS 786

makedbm utility 782

Makefile file 782

maps 771

master servers 771

more information 773

network file 780

NFS and 817

nicknames file 772

nisdomainname utility 774

nsswitch.conf file 771

passwd utility 777

prerequisites 773, 779

rpcbind service, starting 773

rpcinfo utility 776

securenets file 782

server, setting up 779–785

server, specifying 775

slave servers 771

source files 771

testing 776, 785

users, adding and removing 778

Yellow Pages 770

yp.conf file 775

ypbind daemon 776

ypbind service, starting 773

ypinit utility 784

yppasswd service, starting 779

yppasswd utility 777–778

yppasswdd daemon 785

yppush utility 783

ypserv service, starting 779

ypserv.conf file 781

ypwhich utility 776

ypxfr utility 779

ypxfrd daemon 779

nmap utility 1181

nmb service, starting 836

nmbd daemon 828, 847

nmblookup utility 847

nmcli utility 643

NNTP (Network News Transfer Protocol) 1263

No such file or directory error message 359

noacpi boot parameter 71

noapic boot parameter 71

noapm boot parameter 71

noarch software packages 547

noclobber variable 156–158

node 632, 1264

node address 298

node, VM 660

nodma boot parameter 71

nofb boot parameter 71

nolapic boot parameter 71

–nolisten tcp option (X Window System) 460

nologin file 454, 480

nologin utility 509

nologin.txt file 509

nonprinting character 1264

nonvolatile storage 1264

noprobe boot parameter 72

noselinux boot parameter 72

NOT (!) Boolean operator 1063

nsswitch.conf file 495–497, 771, 863

ntfs filesystem 520

NTP 1264

ntpd daemon 315

null device 158

null file 158, 503, 628, 1002

null string 1264

number

block 1239

gibibyte 1251

gigabyte 1251

hexadecimal 1253

kilo- 1257

large 1257

magic 514, 1259

mebibyte 1260

megabyte 1260

octal 1264

sexillion 1272

tera- 1276

undecillion 1279

O

–o (OR) Boolean operator 1057

.o filename extension 180

object 96, 98

copying 101

cut and paste 101

panel see panel

right-click 99

selecting 104

trash, moving to 103

Object Properties window 104–107

objectClass, LDAP 788

octal number 1264

octet 292

od utility 505

OLDPWD variable 408

one-time passwords 1166

one-way hash 1264

Open Group 15

open source 6, 1264

Open Source Initiative see OSI

OpenLDAP 786

OpenPGP Message Format 1161

OpenShift 676

OpenSSH 686–687, 1264

authentication 686, 687, 690

authorized keys 700–702

authorized_keys file 688, 702

automatic login 700–702

client, configuring 690–692

clients 689–699

compression 710

config file 688

configuration files, client 698–699

configuration files, client and server 687–689

configuration, server 704–706

debugging 695, 697, 704, 707

encryption 687

environment file 688

firewall setup 700

firewall, working with 709

.htaccess file 946

id_dsa file 689

id_dsa.pub file 689

id_rsa file 689, 701

id_rsa.pub file 689, 701

JumpStart I: using ssh and scp to connect to an OpenSSH server 689

JumpStart II: starting an OpenSSH server 700

key files, host 700

keys 687

keys, personal, store using ssh-agent 703–704

known_hosts file 689, 691

log file 706

moduli file 688

more information 689

opening a remote shell 693

password vs. personal key authentication 702

port forwarding 707–709

prerequisites 689, 700

protocol versions (1 and 2) 686

public key encryption 686

randomart image 702

recommended settings, client 690

recommended settings, server 700

rhost authentication 687

rsync utility 696

running commands remotely 693–694

security 686

server, setting up 700–706

ssh utility 1166, 1167

ssh_host_dsa_key file 688

ssh_host_dsa_key.pub file 688

ssh_host_key file 688

ssh_host_key.pub file 688

ssh_host_rsa_key file 688

ssh_host_rsa_key.pub file 688

ssh_known_hosts file 688, 692

ssh-add utility 703

ssh-agent utility 703–704

ssh-copy-id utility 702

sshd daemon 700–706

sshd service, starting 700

sshd_config file 702

ssh-keygen utility 701–703

troubleshooting 706

tunneling 707–709

X11 forwarding 690, 698, 706, 707

operand 144

operating system 1264

choosing 19

generic 9

proprietary 9

Operations menu, Window 100

operators

arithmetic (bash) 1059t, 1059–1063

Boolean see Boolean operators

list see character, class

logical see Boolean operators

redirection (bash) 336, 336t

relational 1057

remainder 1062

short-circuiting 343

string 1058t

ternary 1062

OPIE utility 1166

/opt directory 41, 190

opt directory 190, 550

OPTARG variable 1052

optical, drive 1264

OPTIND variable 1052

options 145, 1264

boot 70–72

command line 145–147, 399

flags, displaying (bash) 1030

OR (|) Boolean operator (extended regular expression) 1146

OR (||) Boolean operator 1057, 1062

OR (–o) Boolean operator 1057

OR bitwise operator (|) 1062

ordinary file 143, 177, 514, 1264

OSDL (Open Source Development Labs) 189

OSI 7

other access permission 191

out shell script 989

output 1264

output, standard see standard output

owner access permission 191

owner of file, display using ls 192

P

.p filename extension 1100

P2P 1265

package group, yum 535, 540

package management system, 532

package see software packages

packet 1265

filtering 1265, see also firewall-config; firewalld; iptables

network see network, packet

sequence number (icmp_seq) 306

sniffer 1265

page breaks 269

pagers 129, 220, 1265

paging 513, 1265

PAM 476–481, 1265

authentication stack 476

control flag keywords 478t

features 453

login security 1166

module type indicators 478t

more information 477

pam.conf file 477

pam.d directory 476

security file 476

stack 476

pam.conf file 477

pam.d directory 476

panel 96, 98

parameter null or not set error message 1038

parameters 352

see also bash parameters

boot, modifying 70–72

expansion (bash) 408

kernel, modify using sysctl 580

positional 1022, 1022–1027

quiet boot 59

shell 352, 352–365

special 1027–1030

splash boot 59

parent directories 177, 178

parent process 374, 1265

parentheses, group commands using 344

parse 148, 404

parted utility 614–617

partition 36, 1265

see also name of partition (e.g., /var [indexed under var directory])

create using gnome-disks 81

create using parted 614–617

create, default 39

creating, about 39

delete using gnome-disks 82

display using gnome-disks 80

encrypt using gnome-disks 82

extended 37

filesystem 36

logical 37

naming 39

primary 37

RAID see RAID

set up using Anaconda 72–77

sizes, minimum 42t

sizes, suggested 40

swap 40

table 36

table, write using gnome-disks 80

UUID number 524

work with using gnome-disks 78–83

partner net 281

PASC (Portable Application Standards Committee) 329

passive FTP see FTP, PASV

passphrase 1265

passwd file 452, 508–509

passwd utility 137, 777

passwords 1265

change using passwd 137

change using Settings window 112

choosing 625

cracking 625

generating using pwgen 137

group 506

hashed 511

John the Ripper utility 1180

locked 511

no password 511

one-time 1166

passwd file 452, 508–509

root account 423

root account, assigning to 438

Samba 831

security 136, 625

PASV FTP see FTP, PASV

path, search 255

PATH variable 150, 331, 359–360, 458, 1011

pathnames 177, 181, 187, 1265

/ trailing within 38

/ within 38

~ (tilde) in a 182

absolute 149, 181, 1236

completion 389

elements 1266

expansion 165, 165–169, 354, 412

last element of 1265

relative 149, 182, 1269

PC processor architecture 31

PCI devices, list using lspci 635

pdbedit utility (Samba) 831

.pdf filename extension 180

PDF printer, setting up a virtual 558

peer, BitTorrent 544

.pem filename extension 678

Perens, Bruce 7

period special character 1141

peripheral device see device

Perl

Apache, scripts called from 973

CGI script 969

mod_perl package for Apache 938

Permission denied error message 150, 337, 359

permissions see access permissions

persistent 1266

PGP 1160

see also GPG

encryption 1160

public keyserver 1172

pgrep utility 466

philosophy, UNIX 301

phish 1266

physical

device 1266

layer, IP model protocol 291

security 1168

PID 1266

$! variable 1029

$$ variable 1028

background process 163

display using ps 164

fg 328

number 374

number 1 374, 450

pidof utility 467

pinfo utility 132

ping utility 305, 468, 810, 904, 922

ping6 utility 305, 306

pipe see pipeline

pipe, named 516

pipe, named, create using mkfifo 517

pipeline 18, 158, 158–162, 1266

see also pipeline symbol

precedence of 1061

pipeline symbol (|)

see also pipeline

continuation, implicit 999, 1063

extended regular expressions, in 1146

filters, in 161

lists, in 162

noclobber and 157

pixel 1266

pkill utility 468

plaintext 1156, 1266

Pluggable Authentication Module see PAM

plus sign (+) in extended regular expressions 1146

PMS (package management system) 532

point-to-point link 283, 1266

Point-to-Point Protocol see PPP protocol

polkit 422

POP3 server (Dovecot) 763

popd builtin 351

portable 9

portmapper 317, 1266

ports 312, 1266

connect to using telnet 304

forwarding 1266

forwarding using OpenSSH 707–709

privileged 312, 1162

scan for open using nmap 1181

setting serial information 468

positional parameters 1022, 1022–1027

POSIX 8, 329

Postfix 742, 1161

postmaster 626

PostScript Printer Definition see PPD

power management 314

power supply 1267

power, turning off 455

poweroff utility 454

ppd directory (CUPS) 570

PPD files 568

PPID see parent process

PPP (point-to-point) protocol 292

praliases utility 747

PreSession directory 453

Pretty Good Privacy see PGP, GPG

primary buffer 101

printable character 1267

printcap file 236

printenv utility 1034

printer

see also CUPS; printing

accepting/rejecting jobs 560t

capability database 509

classes 567

configure using lpadmin 569–571

configure using system-config-printer 558–565

control using lpq/lpr/lprm 235–237

default 559

disable using cupdisable 572

disable using cupsreject 572

enable using cupsaccept 572

enable using cupsenable 572

enable/disable 560t

IPP protocol 556

JumpStart: setting up a remote printer 560

network 556

page breaks 269

PDF, virtual 558

print files using lpr 235–237

print queue 556

printcap file 509

queue, managing 559, 572

queues and 556

remote, configuring 560–565

server settings 559

sharing 572

status 560t

PRINTER variable 236

printing

see also CUPS; printer

command line, from the 574

command-line utilities 574t

lpd daemon 556

LPR line printer system 556

quotas 571

system 556

UNIX traditional 573

Windows, from using CUPS 575

Windows, from using Samba 575

Windows, to using CUPS 576

private address space 637, 637t, 1267

private key 1157

privilege, least 423, 1258

privilege, process 425

privileged ports 312, 1162, 1267

privileges, root see root privileges

problem solving 1150

/proc directory 190, 512, 520

procedural language 1064

procedure 1267

process 150, 373, 373–376, 1267

background 375, 1238

child 374, 1242

die 375

files held open by, locate using lsof 624

first 450

foreground 1250

fork 373

ID see PID

identification see PID

init 450

kill 465–467, 523

kill using kill 124, 164, 1050

list using top 612

locality 1032

numbers, display using pidof 467

parent 374, 1265

parent of all 450

privilege 425

search for processes using pgrep 466

sleep 375

spawn see process, fork

spontaneous 374

structure 373

substitution 413

wake up 375

processor architecture 31, 546

procmail daemon 740, 756

.profile file 330, 1267

profile file 330, 509

profile.d directory 330, 509

program 1267

see also builtins; the Utility index (1289)

name of calling 1022

terminating see kill builtin

programming language 1152t

Project Athena 15

PROM 1267

prompts 1267

# 423

$ 27

bash 361–363

login 452

MariaDB 1116

Python 1083

representation 27

shell 27

proprietary operating systems 9

protocols 290, 290–292, 1267

connectionless 1244

connection-oriented 291, 1244

datagram-oriented 292

DHCP 491–494

HTTPS 970

ICMP 305

IP model 290

IPP 556

IPSec 1162

ISO model 291

PPP 292

protocols file 510

stream-based 291

TCP 290, 291

TCP/IP 290

UDP 290, 292

protocols file 919

proxy 316, 1268

proxy gateway 316, 1268

proxy server 316, 1268

.ps filename extension 180

ps utility 164, 339, 374, 466, 1028

PS1 variable 361, 362t

PS2 variable 345, 362

PS3 variable 363, 1013

PS4 variable 363, 995

pseudographical interface 33, 119

pseudoterminal 504

pstree utility 375

PTP (peer-to-peer) model 310

pts directory 152, 504

pub directory (FTP) 720

public key encryption see encryption, public key

public keyserver 1172

public_html directory 943

pubring.gpg file 1170

pushd builtin 350

PV see LVM, PV

pwd builtin 143, 184, 185, 350, 410

pwd utility 208

PWD variable 408

pwgen utility 137

PXE (Preboot Execution Environment) 804

Python 1082–1109, 1268

+ in a print statement 1085

append() method, list 1088

bool() function 1101

control structures 1092–1096

dictionaries 1091–1092

exception handling 1098

file input/output 1097–1100

file modes 1097t

file object methods 1097t

findall() method, re 1101

floating point variable 1087

for control structure 1095

function 1085, 1085t

defining 1102

importing 1106

Lambda 1107

group() method, re 1102

if control structure 1093

if...elif...else control structure 1094

if...else control structure 1093

implied display 1083

indenting logical blocks 1092

invoking 1082

items() method, dictionary 1092

iterable 1090, 1095, 1096

keys() method, dictionary 1091

Lambda function 1107

len() function 1089

libraries 1103

list comprehensions 1108

list methods 1089t

lists 1087–1091

logical blocks, indenting 1092

map() function 1107

match() method, re 1102

MatchObject 1101

methods 1086

mod_wsgi package for Apache 938

module, importing 1105

namespace 1104

NumPy library 1104

open() function 1097

pickle 1100

print statement 1085

prompt 1083

quotation marks, single and double 1084

range() function 1096, 1096t

raw_input() function 1085

readlines() method, file 1098

regular expressions 1101

remove() method, list 1088

reverse() method, list 1088

scalar variable 1086

SciPy library 1104

search() method, re 1101

sort() method, list 1088

sorted() function 1089

standard input, reading from 1085

standard output, writing to 1085

strings 1096

type() function 1102

values() method, dictionary 1091

version 1082

while control structure 1095

Q

QEMU 662

QEMU/KVM 663–671

Qmail 742, 1161

qnx4 filesystem 520

Qt toolkit 17

question mark (?) in extended regular expressions 1146

quiescent 450

quiet boot parameter 59

QUIT signal 124, 1048

quota utility 629

quotaon utility 629

quotation marks

see also quoting

around variables 354

around whitespace 354

double 984

in aliases 393

in pathname expansion 412

in Python 1084

removal of (bash) 413

single 142

quoting 1268

see also quotation marks

characters 142

let arguments 410

NEWLINE characters using \ 345

parentheses in regular expressions 1144

shell variables using \ 354

special characters in regular expressions 1143, 1143t

trap, arguments to 1048

R

radio button 1268

RAID 42–44, 77, 1268

backups, does not replace 602

fake 43

RAM 1268

see also memory

disk 45, 1269

installation requirements 30

swap and 40, 513

testing 58

random access memory see RAM

random file 504

random number generator 504

RANDOM variable 997, 1071

randomart image (OpenSSH) 702

RAS 1167, 1269

raw devices 518

raw mode, device 518

Raymond, Eric 7

rc script see init script

RC5 encryption 1159

rcn.d directory 448

RDBMS 1115, see also MariaDB

RDF 1269

RDN, LDAP 787

read access permission 191

read builtin 1003, 1041–1044, 1043t

Readline completion commands 388–389

Readline Library command editor 386–392

Readline variables 390t

readonly builtin 356, 357

readonly memory see ROM

real UID 425, 1269

reboot system 454

reboot utility 454

recursion, infinite (aliases) 395

Red Hat

Directory Server 787

Enterprise Linux see RHEL

OpenShift 676

Package Manager see RPM

security information 1181

redirect

output of sudo using > 431

output of sudo using tee 432

redirection 14, 153, 1269, see also standard error; standard input; standard output

redirection operators (bash) 336t

redundant array of inexpensive disks see RAID

reentrant code 1269

regular character 1269

regular expression 1139, 1139–1146, 1269

^ 1142

\(...\) brackets expressions 1144

$ 1142

ampersand in replacement strings 1145

anchors 1142

asterisks 1142, 1142t

brackets 1141, 1141t, 1144

carets and dollar signs 1142t

character class 1242

character classes and bracketed 1147t

characters 1140

delimiters 1140

empty 1144

extended 1145, 1146t, 1147t

pipe symbol (|) 1146

plus sign (+) 1146

question mark (?) 1146

summary 1147

full 1145, 1146t

list operator see character, class

longest match 1143

periods 1141, 1141t

Python 1101

quoted digits 1145

quoted parentheses 1144

quoting special characters 1143, 1143t

replacement strings 1144, 1148t

rules 1143

simple strings 1140, 1140t

special characters 1140, 1140, 1143, 1147t

summary 1147

reiserfs filesystem 520

relational database management system 1115, see also MariaDB

relational operators 1057

relative pathnames 149, 182, 1269

relaying, authenticated mail 764

religious statue, miniature see icon

remainder operators 1060, 1062

remapping mouse buttons 110, 463

remote

access security 1167

computing and local displays 460

filesystem 1270

login 121

procedure call see RPC

remount filesystem 199

repairing a broken system using rescue mode 62, 456

replacement strings in regular expressions 1144

REPLY variable 1013, 1042

repo boot parameter 71

.repo filename extension 542

reports, system 611, 627

repositories 533, 1186, 1186–1188

repositories, yum 542–543

repquota utility 629

request for comments see RFC

requires (systemd) 440

rescue boot parameter 72

rescue installed system versus single-user mode 451

rescue mode 62, 456, see also single-user mode

reserved ports see privileged ports

reset utility 468

resolution boot parameter 72

resolv.conf file 510, 854, 866

resolver 312, 510, 1270

resolver (DNS) 854

Resource Description Framework 1269

resource records, DNS 858–860

restore 1270

restore utility 606

restricted deletion flag see sticky bit

return code see exit status

RETURN key 27, 142, 148

reverse name resolution, DNS 862–863

RFC 1270

RHEL

32-bit versus 64-bit 32

errata 553

Fedora, versus 33

installation see installation

rhost authentication, OpenSSH 687

.rhosts file 302, 1165

right-click, mouse 99

right-handed mouse 463

Ritchie, Dennis 10

rm utility 126, 208, 222, 515

rmdir utility 186

rmmod utility 589

roam 1270

role alias (Apache) 942

ROM 1270

romfs filesystem 520

root

see also root account; root privileges

directory (/) 38, 40, 177, 181, 189, 487, 1270

domain (DNS) 853, 855

filesystem (/) 1271

node (DNS) 853

window 1271

root account

see also root privileges

locked 423

locking 438

login 1271

password, assigning 68

prompt (#) 423

unlocking 438

/root directory 190

root privileges 422–438

see also root account

editing a file with 432

graphical programs and 423

PATH and security 428

rescue mode 424

setuid see setuid

shell with 426, 430

using su to gain 425–428

using sudo to gain 428–438

wheel group and 429, 435, 481

root shell 426

root user see root account

ROOTDIR variable (DNS) 865

rootkit 1271

ROT13 259

rotate files 1271

rotatelogs file 938

router 633, 1271

network 286, 287

set up using iptables 924–928

row 1115

RPC 317, 1271

rpc file 510

rpc. prefix (daemon) 313

rpcbind

daemon 317, 483–485, 806, 812

service, starting 773, 779, 806, 812

rpcbind utility 485

rpcinfo utility 483–485, 776

RPM 546–550

binary package 546

install kernel binary 549

noarch packages 547

query a package using 547

query file 547

source package 546

SRPMS packages 546

uninstall 549

rpm directory 546

.rpm filename extension 546

rpm utility 547–550, 594

rpmbuild utility 583

rpmdev-setuptree utility 582

.rpmsave filename extension 553

rquotad daemon 315

RSA encryption 1158, 1271

rsync utility 696

rsyslog.conf file 620–621

rsyslogd daemon 620–621

run 1271

run command scripts 448

/run directory 190

runlevel 440, 444, 449, 449t, 1271

changing 445

systemd 440

runlevel utility 449

run-parts utility 609

S

S/Key utility 1166

safedit shell script 1010

Samba 828, 829, 1271

see also Samba parameters

Anonymous user see Samba, guest user

configure by editing smb.conf 839–845

configure using system-config-samba 837–839

directory, shared 644

firewall setup, client 829

firewall setup, server 836

guest user 830

home directories, sharing 840

[homes] share 840


JumpStart: configuring a Samba server using system-config-samba 837

Linux shares, add using system-config-samba 838

Linux shares, working with from Windows 835

mount utility 834

NBT 1262

net use utility (Windows) 847

net utility 828

net view utility (Windows) 847

NetBIOS 1262

nmb service, starting 836

nmbd daemon 828, 847

nmblookup utility 847

parameters see Samba parameters

password 830

passwords, edit using smbpasswd 831

pdbedit utility 831

ping utility 846

prerequisites 836

printing from Windows 575

samba file 837

share 829, 1272

SMB 1273

smb service, starting 836

smb.conf file 839–845

smbclient utility 833, 848

smbd daemon 828

smbpasswd file 831

smbpasswd utility 831

smbstatus utility 828

smbtar utility 829

smbtree utility 832

system-config-samba utility 837–839

testparm utility 846

troubleshooting 846

user 830

user map 830, 830, 838

users, add using system-config-samba 838

users, list using pdbedit 831

utilities 828t

Windows shares 832–835, 1272

Windows user 830

WINS 1281

samba file 837

Samba parameters

communication 845

domain master browser 844

global 841

hosts allow 842

hosts deny 842

logging 843

passdb backend 831

security 841

share 845

samhain IDS utility 1165

SAN 1271

sandbox, VM 661

/sbin directory 189, 190

sbin directory 190, 191

schema 1271

Schneier, Bruce 1181

scp utility 690, 695–697, see also OpenSSH

screen 151

as standard output 152

number, X Window System 462

script utility 257

scripts, shell see shell scripts

scroll 1271

scrollbar 1272

sdiff utility 227

sdn file 503

search

engines 320

for a pattern using grep 232–234

for files using locate 256

for inodes using find 994

for keywords using apropos 130

for open files using lsof 624

for processes using pgrep 466

for setgid files using find 459

for setuid files using find 458

for software package containing a file 536

for strings using grep 232–234

for utilities using whereis 255

for utilities using which 255

path 255

secrecy 1170

secret key encryption see encryption, symmetric key

secring.gpg file 1170

Secure Boot 580

secure file 514, 626, 1150

Secure Sockets Layer see SSL

securenets file 782

security

see also firewall

access permissions 191–203

accton utility 1165

ACL 1236

AIDE utility 459, 1165

ANI 1167

Apache directives 959

authentication 1238

back door 1238

BIOS 626

BugTraq mailing list 1166

CERT 1166

checksum 1242

chroot jail see chroot jail

cipher 1242

ciphertext 1156, 1243

cleartext 1243

CLID 1167

console 422

cookie 1244

cracker 1245

cryptography 1245

cypher 1242

DDoS attack 1246

digital signature 1158

DNS 853

DoS attack 1248

DragonSquire IDS utility 1165

dsniff utility 1180

email 1161

encryption see encryption

Enhanced Linux see SELinux

file 1161

FSL 118

FTP 714, 720, 725, 730

GPG see GPG

hole 552

host 1165–1169

host-based trust 302

hping utility 1180

Internet, root access 425

IP spoofing 1256

IPSec 1162

John the Ripper utility 1180

Kerberos 1257

kerberos utility 1167

Linux features 13

login 1166

login shell 509

man-in-the-middle attack 1160, 1259

MD5 encryption 1260

messages 514

MTM see security, man-in-the-middle attack

more information 1180

MUA 1162

nessus utility 1181

network 1162–1165

NFS 805, 812, 818

NIS 782

nmap utility 1181

OpenSSH 686

OPIE utility 1166

PAM 453, 1166

passphrase 1265

password 136, 508, 625, 1265

password, one-time 1166

PATH and root privileges 428

PATH variable 360, 458

physical 1168

plaintext 1156

Postfix utility 1161

privileged ports 1162

Qmail utility 1161

RAS 1167

Red Hat information 1181

remote access 1167

resources 1180t

.rhosts file 1165, 302

root access, Internet 425

root password 625

RSA encryption 1271

S/Key utility 1166

samhain IDS utility 1165

Schneier, Bruce 1181

SELinux 472–476

server, securing a 485–490

setgid files 196

setuid files 196, 197, 626

SHA1 hash algorithm 1272

SHA2 hash algorithm 1272

shred utility 223

smartcards 1166

snort utility 1181

software, keeping up-to-date 533, 552

spoofing 1256

ssh see ssh

SSL 1161

STARTTLS 766, 1161

swatch utility 1182

system 625

TCP wrappers 485–487

telnet utility 303, 1162

TLS 1161

tripwire utility 1165, 1182

Trojan horse 458, 1278

trusted hosts 302

virus 1168, 1280

web of trust 1160

wiping a file 505

wireshark utility 1182

worm 1168, 1281

xhost 461

security file 476

sed utility 628

seed, BitTorrent 544

segment, network 285, 1263

select control structure 1012–1014

selection buffer 101

self-signed certificates 765, 970–972

SELinux 29, 472–476

selinux file 474

sendmail 740–766

see also mail

access file 752

aliases 746

aliases.db file 747

daemon 316

dnl m4 token 749

firewall setup 743

.forward file 747

forwarding 746–748, 753t

how sendmail works 745

JumpStart: configuring sendmail on a client 743

JumpStart: configuring sendmail on a server 744

m4 utility 749

mail directory 745, 748, 751

mailertable file 751

maillog file 746

makemap utility 749

masquerade 1260

mqueue directory 745

port 25 741

praliases utility 747

prerequisites 742

relay host 752

sendmail.cf file 749

sendmail.mc file 743, 749–751

service 742

serving multiple domains 752

smarthost 741

SSL, enabling 765

testing 744

virtusertable file 752

sendmail.cf file 749

sendmail.mc file 743, 749–751

seq utility 407, 997

sequence expression, bash 406, 996

serial ports, setting information 468

server 440

Server Message Block protocol see Samba, SMB

servers 1272

see also specific server name (e.g., DNS, FTP)

debug using telnet 304

mail list 301

name 310, 312

proxy 316

securing 485–490

setting up 481–490, 643

X 459, 1281

service

see also daemons

directory 1247

network 313

systemd 440

unit (systemd) 440

.service filename extension 443

service utility 443, 445

services file 313, 511, 919

session 1272

failsafe 1249

initialize 453

key, OpenSSH 687

record using script 257

sestatus utility 474

set builtin 400, 991, 994, 1024, 1036

set group ID see setgid permissions

set user id see setuid

set utility 993

setenforce utility 474

setfacl utility 199–203

setgid files, search for using find 459

setgid permissions 196, 1272

setlocale() system call 369

setserial utility 468

Settings window 107

setuid 196, 424, 1272

files, search for using find 458

files, security 424, 626

NFS 806

nosuid option to mount 522, 806

sexillion 1272

sftp utility 697

.sh filename extension 330

sh Shell 328, 1240

SHA1 hash algorithm 1272

SHA2 hash algorithm 1272

sha256sum utility 49

shadow file 438, 452, 511

shar file 1015

share 1272

share directory 191

share, Samba 829

shared memory 505

shared network topology 1272

shebang 338

shell 13–15, 1272

see also bash; bash parameters; bash variables; command line; job control; shell features; shell scripts; usage messages

~ (tilde) expansion 182

archive file 1015

Bourne (original) 1240

command interpreter 121

csh 1241

dash 13, 329

Debian Almquist see shell, dash

default, change using chsh 329

features 399–400

filename generation 165–169

functions 1272, see also bash, functions

identifying 122

job control see job, control

ksh 329

login 330, 1259

OpenSSH 693

options 399–400

parameters 352, 352–365

pathname expansion 165–169

prompt 27

quoting special characters 354

root privileges see root privileges

sh 328, 1240

sleep 150

subshell 344

variables see bash variables

shell scripts 336, 336–340, 981–1072, 1272

see also bash, functions; usage messages

addbanner 1050

arguments, testing 993

bash 1064–1074

birthday 1014

bundle 1015

chkargs 984, 986

chmod, using to make executable 337–338

command_menu 1008

comments, begin using # 340, 992

configure 551

count 1000

count_down 1040

cpdir 345

debug using –e and –u 339

debug using –x 994

debug using xtrace 1066

executing 340

exit status 410, 984, 986, 1029, 1249

filename, unique 1028

Here document 1014–1016

input, read using read 1041–1044

is_ordfile 985

lnks 991

locale 369

locktty 1004

makepath function 1066

menu 1008

out 989

positional parameters 1022, 1022–1027

quiz 1072

recursion 1065

safedit 1010

shell, specify using #! 338, 992

sortmerg 1018

special parameters 1027–1030

spell_check 1001

temporary files 1012, 1028

whos 998

writing a basic 127

shells file 464

shift builtin 989, 1025

shm file 505

shopt builtin 400

short-circuiting operators 343

shortcut see link

shred utility 223

shutdown utility 454

signals 1047, 1047t, 1273

see also signal name (e.g., KILL)

display list of using kill 1051

Silicon Graphics 319

simple command 144, 147

simple filenames 149, 181, 1273

single quotation marks see quotation marks

single-user mode 450–452

from multiuser mode 454

root privileges 424

versus rescue installed system 451

single-user system 1273

sitelist.cfg file 763

skel directory 600

slapd service, starting 789

slappasswd utility 791

sleep, shell 150

sleep utility 1029

sleep() system call 375

slice see partition

slider 1273

SMART disk monitoring 82

smartcards 1166

smarthost 741

smb service, starting 836

SMB see Samba, SMB

smb.conf file 839–845

smbclient utility 833, 848

smbd daemon 828

smbfs filesystem 520

smbpasswd file 831

smbpasswd utility 831

smbstatus utility 828

smbtar utility 829

smbtree utility 832

SMF 439

smiley (smilies, plural) 1273

SMTP 740, 1273

SMTP relay see smarthost

snap, window 1273

snapshot, VM 661

sneakernet 1273

sniff 1273

SNMP 652

snmpd

daemon 653

firewall setup 652

snmpd file 653

snmpd.conf file 652

snmpd.conf file 652

snort utility 1181

SOA records, DNS 859

sockets 517

SOCKS 1273

soft links see links, symbolic

software

adding 116

bug 552

GNU Configure and Build System 550

keeping up-to-date 533, 552

library see library

termination signal 1048

update preferences 116

updating 116

software packages 532

binary 546

categories 1186

dependencies 532

finding 536

install using rpm 549

install/remove 116–118

install/remove using yum 534–536

noarch 547

package management system, 532

PMS 532

query using rpm 547

remove using rpm 549

remove using yum 535

repositories 533

SRPMS 546

update using yum 538

yum repositories 542–543

Software window 116

sort 1274

sort utility 160, 239–241, 413, 1018

sortmerg shell script 1018

source builtin 332

source code, download kernel using yumdownloader 582

sources.list file 1187

SPACE 1274, see also whitespace

SPACE bar 142

spam 1274, see also SpamAssassin

SpamAssassin 753–757

client, using with a 757

configuring 756

local.cf file 756

prerequisites 754

running on a mail server using procmail 756

spamassassin service, starting 754

spamassassin utility 753

spamc utility 753

spamd daemon 753, 757

testing 754

user_prefs file 756

spamassassin service, starting 754

spamassassin utility 753

spamc utility 753

spamd daemon 753, 757

sparse file 1274

spawn see fork

special characters 142, 165, 1140, 1274

? 165

[] 168

* 166

bash 366t

filename generation 165–169

pathname expansion 165–169

quoting 354

regular expressions 1139, 1147t

special files 515, 1242, see also device files

special parameters 1027–1030

spell_check shell script 1001

spin box 1274

spin-kickstarts directory 83

spinner see spin box

spins, Fedora 35

splash boot parameter 59

spontaneous process 374

spoofing, IP 1256

spool 1274

spool directory 191, 1150

SQL 1115, 1274, see also MariaDB

square brackets 1274

square brackets, using in place of test 986

SquirrelMail 759–761

squirrelmail directory 760

sr0 file 503

src directory 191

.ssh directory 688

ssh directory 687

ssh utility 690, 693–695, 1166, 1167, see also OpenSSH

ssh_config file 698

ssh_host_dsa_key file 688

ssh_host_dsa_key.pub file 688

ssh_host_key file 688

ssh_host_key.pub file 688

ssh_host_rsa_key file 688

ssh_host_rsa_key.pub file 688

ssh_known_hosts file 688, 692

ssh-add utility 703

ssh-agent utility 703–704

ssh-copy-id utility 702

sshd daemon 700–706

sshd service, starting 700

sshd_config file 702, 704

ssh-keygen utility 701–703

SSL

Apache 970–972

enabling in mail client 766

enabling in sendmail 765

mail 765

security 1161

stack, directory 349, 349–351, 408

stack, PAM 476

Stale NFS file handle error message 819

Stallman, Richard 3

standard error 151, 333, 1274

duplicate file descriptor using 1>&2 335, 986

error message, sending to 1038

file descriptor 334, 1016

redirect 333–336

redirect error messages to 335, 986

redirect using 2> 334

redirect using exec 1046

redirect while redirecting standard output 334

redirect with standard output using &> 163

test if it is going to the screen 1020

standard input 151, 1274

file descriptor 334, 1016

keyboard as 152

redirect using < 155–156

redirect using 0< 334

redirect using exec 1046

test if it is coming from the keyboard 1020

standard output 151, 1275

duplicate file descriptor using 2>&1 335

file descriptor 334, 1016

redirect and append using >> 157

redirect output of sudo using tee 432

redirect using > 154–155

redirect using 1> 334

redirect using exec 1046

redirect using tee 162

redirect while redirecting standard error 334

redirect with standard error using &> 163

screen as 152

test if it is going to the screen 1020

standards

directories and files 189–191

FHS (Linux Filesystem Hierarchy Standard) 189

FSG (Free Standards Group) 189

FSSTND (Linux Filesystem Standard) 189

Linux 8

LSB (Linux Standard Base) 189

OpenPGP Message Format 1161

option handling 1054

POSIX 8, 329

STARTTLS MTA 1161

STARTTLS, security 766

startup files 180, 329–333, 1275

bash 329–333

BASH_ENV variable 331

.bash_login 330

.bash_logout 330

.bash_profile 330–332, 397, 502

.bashrc 331–332, 502

bashrc 331

.cshrc 1245

ENV variable 331

.inputrc 390

.login 1259

.logout 1259

.netrc 720

.profile 330, 1267

profile 330, 509

profile.d 509

.toprc 613

startx utility 460

stat utility 468

statd daemon 315

static IP address 298, 494, 641

status line 1275

status, exit 1249

sticky bit 196, 1275

stopping a program see kill builtin

stream-based protocols 291

streaming tape 1275

streams see connection-oriented protocol

strings 1275

comparing 1058

length (${...}) 1059

null 1264

operators 1058t

pattern matching 1058

search for using grep 232–234

within double quotation marks 354

Stroustrup, Bjarne 11

strtok() system call 974

Structured Query Language see SQL; MariaDB

stty utility 123, 502

stylesheet see CSS

su utility 425–428

see also root privileges

root shell, spawning 426

subdirectories 177, 1275

subdomain (DNS) 854

subnet 298, 1275

see also network, address

address 1275

mask 298, 1275

number 1275

specifying 483, 483t

subpixel hinting 1275

subroutine see procedure

subshell 344, 1275

subtraction operator 1060

sudo utility 428–438

see also root privileges

configuring 433–438

defaults (options) 436

edit sudoers file using visudo 433

editing a file using –e or sudoedit 432

environment 431

options 432

redirecting output 431

redirecting output using tee 432

root shell, spawning 430

SUDO_EDITOR variable 432

sudoedit utility 432

sudoers file 433–438

timestamps 429

wheel group 429, 435

SUDO_EDITOR variable 432, 433

sudoedit utility 432

sudoers file 429, 433–438

Sun Microsystems 770, 802

SUPER (Windows) key 100

superblock 1276

Superuser 90, 1276, see also root account; root privileges

suspend key (CONTROL-Z) 123, 124, 164

SVID see System V Interface Definition

swap 1276

filesystem 40, 513

RAM and 40

space 513, 1276

space, display usage using free 253

swapon utility 513

swarm, BitTorrent 544

swatch utility 1182

switch, network 283, 285, 633, 1263

symbolic hostname 312

symbolic links see links, symbolic

symlinks see links, symbolic

symmetric key encryption see encryption, symmetric key

/sys directory 190, 514, 516

sys directory 580

sysconfig file 511

sysctl utility 580

sysctl.conf file 544

sysimage file 457

system

see also system calls

administrator 90

administrator (user) 422

boot failure 456

booting 450

characteristics of a well-maintained 420

clock and hardware clock 218

clock, display using date 218

clock, set using timedatectl 613

console see console

crash 455

dataless 804, 1246

diskless 803

hangs because of lack of entropy 504, 881

logging in 90

logs 620–621

memory see memory

messages 514

messages, rsyslogd daemon 620–621

mode 1276

name see hostname

powering down 455

RAM see RAM

rebooting 454

reports 611, 627

rescue mode 456

security 625

shutting down 454

single-user 1273

slow 623

system calls 11

exec() 374

fork() 373, 374, 375, 974

gethostbyname() 863

isatty() 152

setlocale() 369

sleep() 375

strtok() 974

System V 1276

init script see init script

Interface Definition 8

system-config-authentication utility 625

system-config-bind utility 867

system-config-firewall utility 914, 923

system-config-kickstart utility 83

system-config-network utility 643

system-config-nfs utility 812

system-config-printer utility 558–565

system-config-rootpassword utility 471

system-config-samba utility 837–839

system-config-selinux utility 475

system-config-services utility 447

system-config-users utility 598

systemctl utility 440, 443–447, 454

systemd 438–447

chkconfig utility 445

daemon, configure using systemctl 445–447

daemon, enabling and disabling 445

daemon, PID 1 374

daemon, starting and stopping 446, 447

default.target file 444

requires 440

runlevel 440, 444, 449, 449t

runlevel, changing 445

runlevel, persistent 441, 444

service 440

service files, custom 442

service unit 440

service utility 443, 445

system-config-services utility 447

systemctl utility 440, 443–447

target unit 440, 440, 449t

terminology 440

timedatectl utility 613

wants 440

system-switch-mail utility 472

sysv filesystem 520

SysVinit scripts see init script

T

T-1 line 283

T-3 line 283

TAB key 142

table, database 1115

table, hash 1252

TABs

see also whitespace

display using cat 217

tail utility 241

talk utility 316

talkd daemon 316

Tanenbaum, Andrew 5, 519

tape archive see tar utility

tape, streaming 1275

tar file 249

tar utility 249–252, 345, 603, 605t, 606

.tar.bz2 filename extension 249

.tar.gz filename extension 180, 249

.tar.Z filename extension 249

tarball 249

target unit (systemd) 440, 449t

.tbz filename extension 249

TC Shell 1276

TCP 290, 291, 1276

TCP wrappers 485–487, 736

TCP/IP 290

tcsh 1276

tee utility 162, 432

teletypewriter 1278

telinit utility 449

telnet utility 303–305, 968, 1162

temporary file 1012, 1028

tera- 1276

TERM signal 124, 1048

TERM variable 122, 1154

Termcap 1153

termcap file 1277

terminal 1277

ASCII 1237

character-based 1242

device 1046

emulator 120, 121

emulator, open using Nautilus 104

files 152

interrupt signal 1047

names 1153

pseudo 504

reset using reset 468

specifying 1153

standard input 152

standard output 152

X 1282

Terminal Server Project, Linux 803

Terminal see gnome-terminal

terminating execution see kill builtin

Terminfo 1153

terminfo file 1277

terminology

Apache 933

bash features and options 399

daemon, service, server 440

desktop 97

DNS 865

filesystem naming 39

installation image 34

installation medium 34

MariaDB 1115

mask, subnet mask, network mask 298

NIS 773

partition name 39

root privileges 425

screen 151

SQL 1115

switching 284

systemd 440

ternary operator 1062

test builtin 983–985, 985t, 986, 990, 993, 996, 1000, 1005

test utility 1020–1021

testdisk utility 223

testparm utility 846

text boot parameter 72

text box 1277

textual application 98

textual installation 72

textual installation using Kickstart 71, 83

textual interface 32

see also command line

advantages of 119

tftpd daemon 316

.tgz filename extension 180, 249

theme 1277

thicknet 285, 1277

thinnet 285, 1277

Thompson, Ken 10, 1238

thread safe see reentrant code

threads in Apache 974

three-finger salute 454

thumb 1277

tick 1277

tick box see check box

.tif filename extension 180, 1277

.tiff filename extension 180, 1277

tilde expansion 182, 359, 407

tildes in directory stack manipulation 408

tiled windows 1277

time

display using date 218

localtime file 373

series data 645

set using Date & Time window 110

set using timedatectl 613

setting the system to UTC 371

synchronize using ntpd 315

timezone file 372

to live see TTL

TZ variable 371

tzconfig utility 372

tzselect utility 372

zoneinfo directory 371, 372

zones 371

time utility 247

timed daemon 316

timedatectl utility 613

timezone file 372

titlebar 100

TLS, security 1161

/tmp directory 190, 1012

toggle 1277

token ring network 1277

tokens 145, 404, 1277

toolbar 100

tooltip 1278

top utility 612, 613t

topologies 282

.toprc file 613

.torrent filename extension 544

torrent, BitTorrent 544

Torvalds, Linus 2, 4, 7, 1257

touch utility 127, 156, 187, 243, 454, 521

tput builtin 1004

tr utility 159, 226, 258, 260, 334

traceroute utility 306

traceroute6 utility 306, 307

tracker, BitTorrent 544

transaction signatures, DNS see DNS, TSIG

transient window 1278

Transmission Control Protocol see TCP

Transmission Control Protocol/Internet Protocol see TCP/IP

transmission-cli utility 544

transmission-show utility 545

Transport Layer Security see TLS

transport layer, IP model protocol 291

trap builtin 1004, 1047–1050

trap door see back door

trash, emptying 103

tripwire utility 1165, 1182

Trojan horse 458, 1278

Trolltech 17

true utility 343, 1049

trusted hosts 302

tset utility 468

TSTP signal 1048

TTL 306, 860, 1278

tty file 1046

tty utility 504

TTY see teletypewriter

TUI 32

tune2fs utility 526–527

tunneling 1278

tunneling using OpenSSH 707–709

tutorial

ftp 717–719

GPG 1169–1179

nano 270–273

vim 262–269

twisted pair cable 285

.txt filename extension 180

.txz filename extension 249

type builtin 1041

typeface conventions 26

typescript file 257

typeset builtin see declare builtin

TZ variable 371

tzconfig utility 372

tzselect utility 372

U

UCE see spam

uchroot.c program 489

udev utility 516

UDP (User Datagram Protocol) 290, 292, 1278

ufs filesystem 520

UID 1278

display using id 426

effective 425, 1248

effective, display using whoami 426

passwd file, in 508

real 425, 1269

real, display using who 426

umask builtin 469

umount utility 508, 523

umsdos filesystem 520

unalias builtin 393, 395

uname utility 470, 590, 593, 693

unary operators 1059

undecillion 1279

unexport a variable 1034

unicast packet 1279

unicode 1279

University of Illinois 319

UNIX

Bourne Shell 328

Linux roots in 2

philosophy 301

printing, traditional 573

System V 3, 1276

System V Interface Definition 8

unix2dos utility 260

unix2mac utility 260

unlocking the root account 438

unmanaged window 1279

unmount a filesystem using umount 523

unset builtin 356

unshielded twisted pair see UTP

until control structure 1003–1005

unxz utility 248

unzip utility 249

updatedb utility 256

upgrading Fedora 26

Upstart daemon 439

uptime utility 253

uptime, display using w 254

urandom file 504

URI 1279

URL 320, 1279

usage messages 144, 986, 989, 992, 1001, 1279, see also error messages; messages

USB devices, list using lsusb 636

user

see also user accounts; usernames

ID see UID

interface 1279

liveuser 58

map, Samba 830

mode 1279

name see usernames

private groups 507

Samba 838

Superuser see root account

user accounts

see also user; usernames; root account

add during installation 68

add using Settings window 112

add using system-config-users 599

add using useradd 600

administrator 68

change using chage 601

modify using Settings window 112

modify using system-config-users 600

modify using usermod 601

remove using userdel 600

User Datagram Protocol see UDP

user_list file (vsftpd) 737

user_prefs file 756

useradd file 600

useradd utility 600

userdel utility 600

usermod utility 429, 601

usernames 1279

display using w 254

in the passwd file 508

list using who 254

nfsnobody 817

userspace 1279

/usr directory 190

UTC 371, 1279

UTF-8 1279

utilities 18, 1279

see also commands; the Utility index (1289); inside front and back covers

alternative names 506

backup 603

basic 125–127

builtin 170

builtins versus 984

links to 506

locate using whereis 255

locate using which 255

names, typeface 26

UTP cable 285

UUID 1280

fstab, in 524

number, display using blkid 524

numbers, device 503

V

/var directory 41, 191

.var filename extension 944, 963

variables 1280

see also bash variables

completion 389

environment 1032

Python 1086

shell 1031

VeriSign 1158

vfat filesystem 520

VG see LVM, VG

vi see vim

viewport see workspace

vim

case sensitivity 1241

Command mode 264

correcting a mistake 268

correcting text 267

deleting text 268

exit, emergency 264

help system 266

Input mode 264, 265

inserting text 268

Last Line mode 265

moving the cursor 268

Normal mode see vim, Command mode

page breaks 269

quitting 269

safedit script 1010

starting 263

terminal, specifying 1153

undoing changes 268

vimtutor utility 262

Work buffer 269

virsh utility 670

virt-manager utility 662, 665–670

virtual

console 62, 121, 1280

machine see VM

memory and swap space 513

memory, report on using vmstat 611

private network see VPN

virtualBox 662

virtusertable file 752

virt-viewer utility 669

viruses 1168, 1280

VISUAL variable 432, 433

visudo utility 433

VLAN 1280

VM 660–676

advantages 660

CPU extensions 664

disadvantages 661

domain 660

ESXi 662

GNOME Boxes 662

gnome-boxes utility 662

guest 660

host 660

host resources 664

hypervisor 660

KVM 662

libvirt 662

libvirtd service 664

node 660

package, virtualization 664

QEMU 662

QEMU/KVM 663–671

sandbox 661

snapshot 661

virsh utility 670

virt-manager utility 665–670

virtualBox 662

virt-viewer utility 669

vmstat utility 611

VMware 662

VMware ESXi 662

VMware Player 671–676

Xen 662

vmstat utility 611

VMware 662

VMware ESXi 662

VMware Player 671–676

vnc boot parameter 72

vncpassword boot parameter 72

volume label 465

VPN 281, 1280

vsftpd

see also FTP; FTP clients

banned_emails file 729

configuration files 726, 737

configuration parameters

connection 734

display 733

download 730

log 734

logging in 728

message 732

miscellaneous 736

server setup 727

upload 730

daemon 724

firewall set up 725

more information 715

prerequisites 724

running in a chroot jail 729

service, starting 724

setting up 724–737

testing 725

vsftpd.conf file 726

vsftpd.log file 734

xferlog file 737

vsftpd.conf file 726

vsftpd.log file 734

vt100/vt102/vt104 terminal 1153

Vulcan death grip 454

VxFS filesystem 520

W

w utility 254

W2K 1280

W3 see World Wide Web

W3C 1280

WAN 287, 1280

wants (systemd) 440

WAP 633, 1280

wc utility 244, 409

Web

see also World Wide Web

crawler 320

ring 1280

web of trust 1160

webalizer utility 975

Webmail 758–761

weekly file 610

Weissman, Terry 552

welcome.conf file 937

whatis utility 69, 130

wheel group and su 481

wheel group and sudo 429, 435

whereis utility 255

which utility 255

while control structure 999–1002

whiptail utility 1044

whitespace 142, 144, 1280

on the command line 342

quoting 354

who utility 254, 426, 449

whoami utility 426

whois utility 308

whos shell script 998

wide area network see WAN

Widenius, Michael “Monty” 1114

widget 1281, see also GUI

Wi-Fi 1281, see also wireless

wildcards 165, 1281, see also special characters

window 100, 100, 1281

see also screen

cascading 1241

clipboard 101

cut and paste 101

cycling 94

Enter a Command 98

focus, input 94

ignored 1254

input focus 94

manager 16, 17, 1281

menubar 100

minimize 1261

moving 101

Object Properties 104–107

Operations menu 100

resizing 101

root 1271

scrollbar 1272

slider 1273

snap 1273

Software Update 116

Software Update Preferences 116

thumb 1277

tiled 1277

titlebar 100

toolbar 100

transient 1278

unmanaged 1279

working with 101

Windows

see also Samba

convert files from/to Linux format 260

dual-boot system 84–85

file namespace versus Linux 37

filename limitations 179

formatting 36

integration see Samba

net use utility (Samba) 847

net view utility (Samba) 847

networks, browse using Samba 833

print from, using CUPS 575

print from, using Samba 575

print to, using CUPS 576

shares

see also Samba, share

mounting 834

working with using Samba 832

SUPER key 100

WINS 1281

WinZip 249

wiping a file 505

wire see cable

wireless

802.11 specification 1236

access point 633, 1281

ad hoc mode 634

bridge 634

infrastructure mode 634

network 287

wireshark utility 1182

words 123, 145, 1281

erase key (CONTROL-W) 123, 148

on the command line 404

splitting 363, 411

Work buffer 1281

working directory 143, 1281

change to another using cd 185

executing a file in 338, 360

relative pathnames and 182

significance of 182

versus home directory 186

workspace 97, 1281

workstation 9, 1281

World Wide Web 319

browsers 319, 320

Consortium 1280

hypertext 319

Mosaic browser 319

Netscape Navigator 319

search engines 320

URLs 320

Web crawler 320

worms 1168, 1281

write access permission 191

wtmp file 619

WWW see World Wide Web

WYSIWYG 1281

X

X Consortium 15

X server 1281

X terminal 1282

X Window System 15, 16, 459–464, 1282

client and server 459

display number 462

––display option 463

DISPLAY variable 462

display, access to 461

events 459

exiting from 463

freedesktop.org group 18

ID string 462

–nolisten tcp option 460

remote computing and local displays 460

screen number 462

server 459

starting 460

startx utility 460

X terminal 1282

X11 forwarding, OpenSSH 690, 698, 706, 707

xev utility 460

XFree86 versus X.org 16

xhost utility 461

Xinerama 1282

xmodmap utility 463

X11 directory 190

x86 processor architecture 31

xargs utility 260, 628

XDMCP 1282

xDSL 1282

Xen 662

xev utility 460

XFCE desktop 35

Xfce desktop, installing 118

xferlog file 737

XFS filesystem 520, 527–529

xfs_fsr utility 529

xfs_repair utility 528

xhost utility 461

Xinerama 1282

xinitrc file 703

XINU 5

XML 1282

xmodmap utility 463

Xorg utility 16

XSM 1282

xterm terminal name 1153

xz utility 245–249

xzgrep utility 248

xzless utility 248

Y

Yellow Dog Updater, Modified see yum

Yellow Pages 770

yp.conf file 775

ypbind daemon 776

ypbind service, starting 773

ypcat utility 772

ypinit utility 784

ypmatch utility 772

yppasswd utility 777–778

yppasswdd daemon 785

yppasswdd service, starting 779

yppush utility 783

ypserv service, starting 779

ypserv.conf file 781

ypwhich utility 776

ypxfr utility 779

ypxfrd daemon 779

yum

commands 539

dependencies see software packages, dependencies

JumpStart: installing and removing packages using yum 534

package group 535

package groups 540

remove option 535

repositories 542–543

update option 538

updating packages 538

yum.conf file 541

yum.repos.d file 542

yumex graphical interface 533

yum.conf file 541

yum.repos.d file 542

yumdownloader utility 540, 582

yumex utility 533

Z

.Z filename extension 180, 249

Z Shell 1282

zcat utility 248

zero file 505

zgrep utility 248

Zimmerman, Phil 1160

.zip filename extension 249

zip utility 246, 249

zless utility 248

zoneinfo directory 371, 372

zones, DNS 855

zones, firewalld 899t

zsh shell 1282

zulu time see UTC
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# under NSDOG everbody i5 root and can access ports < 1624

# 1o : shadow.byname  : port
% % : passwd.adjunct.oyname : port

&
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$ 1s -1 S(find . -name RFADMF -cgi1Zxe +$(echo $(cat ./RFADMF | wc -c)c ) -print )
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3 findunt -t ext4
TARGET  SOURCE FSTYPE OPTIONS

/ /dev/mapper/tedora-root extd  ra,re atime,sec |abel data=ordered
| -=/boot /dev/sdal extd rw.relatime.seclabel.data-ordered
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ftp> 1s

227 Entering Passive Mode (192,168,206,181,246,88).

150 Here cones the directory listing.

drwxr-xr-x 2 1001 1001
drwxr-xr-x 2 1001 1001
drwxr-xr-x 2 1001 1001

226 Uirectory send UK.

ftp» cd memos
250 Directory successfully changed.

Ftp> 1s

4095 Jun 13 17:
4696 Jun 13 17:
4696 Jun 13 17:

227 Entering Passive Mode (192,168,206,181,254,97).

150 Here comes the directory listing.

1 1001 1001 79915 Jun
1 1001 1001 74069 Jun
1 1601 1001 37489 Jun
1 1001 1001 85693 Jun
1 1001 1001 55181 Jun

226 Directory send OK.
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13
13
13
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exper
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meno.
meno.
meno.
memno.
meno.

nses
s

.@514
.0628
. €905
0921
.1162





OEBPS/image40595.jpg
5 ./1s.term | cat
FD 1 (stdout) is NOT going to the screen





OEBPS/image36459.jpg
/7192.168.1.103 m laserjet.ppd.gz
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3 9py --veriTy memoA.asc

gg: Stgnaturc made Thu B3 Oct 2013 12:18:39 PM PDT using RSA key ID 0268483
: checking the trustdh

: 3 marginal(s) needed, 1 complets(s) reeded, PGP trust wodel

i depth: 0 validi 1 signeds 1 trusts 8-, 8, @n, e, 6f, 1u

i depth: 1 valid: 1 signed: @ trust: 1, 8o, on, e, Of, 8u

i Cood. SIORATIEE Troe “San SHth (AN ThE CResL) <SAmEMARDIE. coms
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5 uname -r
3.10.3-300.c19.x86_64

S rpm -qa | grep kernel-3
kernel-3.9.9-301.fc19. x86_64
kernel-3.10.3-300. fc19.x86_64
cernel-3.9.9-302 . fc19.x86 64
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while

tost-command >T2/se

do
commands
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$ dd 1t=/dev/zero of=zeros bs=10c4 count=10

10+¢ records in

10+@ records out

10240 bytes (10 kB) copied, 0.000162263 seconds, 63.9 VB/s

$ od -c zeros
602020 N0 N6 \2 \@ N0 \@ \0 \¢ \0 \¢ \0 \@ \0 \@ \0 \¢

6024000
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returns an exit status of 7.
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HOME /11 terature
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5 basename src/shellfiles/prog.bash .bash
prog

§ basename src/shellfiles/prog.bash .c
brog.bash
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Start applications
Laurch3pps romthe actmies overview.
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$ cat /etc/yp.conf
domain mgs server 192.168.206.181
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Index of /manual - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| (3 Index of /manual (B2

$ localhost v@| [B cooge Q@ &

Index of /manual

Name Last modified Size Description

& Parent Director: E
BUILDING 20110509 13:13 102

LICENSE 2004-11-2012:16 11K
bind.html 2013-05-20 02:28 13K
caching.html 2013-05-20 02:28 47K
configuring.html 201305-20 02:28 17K
content-negotiation...> 2013-05-20 02:28 33K
z convenience.map 2012-12-1208:32 29K
custom-error.html 201305-20 02:28 13K
(3 developer 2013-05-20 02:28 #
dns-caveats.html 201305-20 02:28 12K
dso.html 201305-20 02:28 19K
env.html 2013-05-20 02:28 30K
=] expr.html 2013-05-20 02:28 30K
@ faq/ 2013-05-20 02:28 -

A er L B
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sam@guava:s
Flo Eot Vaw Sewch Tumns Help
() Hanual pager utils AN

e
man - an interface to the on-line reference manuals

SviopsTs
man_ (- filal (-a) (:0) [

Tacale] [-n aysten,...]] [-N path) (-5 List) {

[--regex|-wildcard]  [--nanes-only] ‘(-al [-ul [--n

pager] [-r prompt] [-7] [-E sncoding] [--no-hyphenation] [--no-jus-

tification] [-p string] (-t] [-T(devicel] (-Hbrowser]] [-X(cpill

(-2] [(zection] page ...}

man -k [apropos options] ragexp

man K V][5 List] (-3]-T) (:ragex] (section] tern

man -f [hatis options]

Ran U (" tHlel” (a1 (0] (- uarnings(arnings]] (-8 encoding] -1

localel [-P pager] [-r prompt] [-7] (-E encading) (-p string) (-t]

[-Tldevicel] [-Hlbroyser)] [-X(dpil] [-2] fale

man wi W (-C file] [-d] [-D] page

man -c [-C file] [-d] [-0] pagé .-

nan [-10]

DESCRIPTION
man is the systen's manual pager. Each paga argument given to man is
normally the name of a program, utility or function. The manual
associated with aach of these arguments is then found and  dis-
e VR P T S TR
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What it does
Read only ~Error it ile does not exist,

w Write only  Fils is created if it does not exist. File is truncated if it exists.
" Read and vnite Fil i created f it does not exist

a Apnend Filz is created f it coes not exist

ar Append and read  Fil s created if t does not exist

b Binary  Append to r or w to work with dinary filzs.
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Displays nformation about fles (page 221}

maczunix Gonverts Marintosh files to Linux format (page 260)
mare Displays 7 text filc onc sermen at & time (paga 220)

mv Rerames or moves fil (pige 237)

m Hemoves z fle (page 222)

sort Sorts and/or merges fies (oage 239)

tail Displays the last part of a file (page 241)

touch Ghanges file mosification and access times (page 243

tr Replaces specifizd characters {page 258)

unix2dos Gonuerts Linux fles to Windows and Macintosh farmat (page 260)
unixzmac Gonuerts |inu files to Macintosh format (page 250)

we Displays the number of ings, words, and byres in filos (page 244)






OEBPS/image40694.jpg





OEBPS/image31787.jpg





OEBPS/image35843.jpg
hosts






OEBPS/image2475.jpg
INSTALLATION SUMMARY FEDORA 19 INSTALLATION
B

LOCALIZATION
oATE&TIME KEYBOARD
Amercatlos_Argeles tmezone Engisn (Engts (US)
LANGUAGE SUPPORT.
Engtsh (Unted states)

SOFTWARE
INSTALLATION SOURCE NETWORK CONFIGURATION
o/oVD dnve Wred (ens33) comected
SOFTWARE SELECTION
‘GNOWE Desktop

STORAGE
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until
test-command.

do
commands
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5 whereis python

pythor: /ust/bin/pythond.3n /usr/bin/python2.7 /us
§ 1s -1 S(which python)

Trwxrwxrwx. 1 root root 7 07-02 12:53 /usr/bin/python -> python2
$ python -V

python 2.7.5

in/python ...
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$ date

Thu May 3 10:08:06 PDT 2012
$ TZ=EST+SEDT date

Thu May 3 13:08:08 EDT 2012
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3 smbciient -L localhost

Enter sam's passwcrd: RERN (do not enter G password)
Anonynous Togin successful

Domain=[MGS] 0S-[Unix] Server-[Samba 4.6.6]

Sharenare Type Comnent
p Disk Temporary Directory
a3 1PC IPC Service (Samba Server Version 4.2.6)
Anonymous Togin successful
Domain=[MGS] 0S=[Unix] Server=[Samba 4.2.6]
Server Comment

PEACH

PLUM Sanba Server Version 4.0.6
workgroup vaster

wee PEACH
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subject=$(choose_subj)

[1$? -ea @ 11 || exit 2
cd $subject || exit 2
echo

scranble

for ques in ${quesrions(=1}; do
ask 3ques
result=57
(( nun_ques-num_ques+1 1)
if [[ Sresult 1 115 ther
({ nun_correct += 1))

i
echa
sleep $[QUIZDELAY:
dona

summarize
Suit B

o

step

2

If no valid choice, exit

Step
skip
Step

step

Skip

Step

a
4

5

Tine

Tine berneen questions
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3 ssh plum

Host key fingerprint is @b:99:12:62:97:fb:u3:6e:
4 RS 2818] -+

|

tfEie0:acif3:b: s

4
I
I
|
I
|
|
|
+

samdplum’s password
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$ cat /etc/sysconfig/network-scripts/ifcfg-Wired_connection_l
HWADDR=00:0C:29:13:F4:35

TYPE=Ethernet

BOOTPROTO=none

TPADDRO=192.168. 206 . 180

PREFIX0=24

GATEWAY=192.168.206.2

DNS1-192.168.205.2

DEFROUTE=yes

IPV4_FAILURE_FATAL=no

IPV6INIT=no

NAME="Wired connection 1"
4511286-79bb-4e53-9cFc-6CFbF54FFA7S
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Called with $# argunents, the First is :51:."
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Utility

Funclion
Aseociates you with another working directory (page 165)

chmod Changes access cermissions on a fle (page 193)

gettacl Displays a file's ACL {page 19%)

in Makes a link 0 an existing file (page 204)

mkdir Creates a directory {page 184)

pwd Displays the pazaname of the working dirzctory {zage 143)
rmelir Deletes a diractory {pag2 785

setfacl Morifies a file's AC. (page: 199)
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} testparm

Load smb config files from /etc/samba/smb. conf
Unknown parameter encountered: "workgruop”
Ignoring unknown parameter "workgruop"
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>>> a = re.search("hi.", "bye hit him hex")
>>> print a
<_sre.SRE_Match object at @xb7663a3@>
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server 1.2.3.4 {
#1.2.3.4 is the IP address of the other server using this key
keys {
"keynanme'" ;
iy
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" = "Sword3” |
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[wax3guava -]3 gpg --verify memoA.asc
gpg: Signature wade Thu @3 Oct 2213 17:18:30 PV POT using RSA key T N26C84R3

apq: Good signatura from "Sam Smitn (Sam te Great) esarGexarple.coms”
gpg: WARNING: This key is nol cerlilied with a Lrusted signaturel

9oy : There is nu inditation that the signature belongs to the owner,
Prinary key fingerarint: R3RA DFAF NAS3 3784 3247 AGFF 2R6A CIFA N26C 84R3
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 ((cmdl | cmdl) || (cmd3 | cmd4)) && (cmd> | Ccmd6)
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Zone Function

drop Drop incoming packets with no r2ply; allow outgoing connzctions

block Reject incaming conmections with icmp-host-profibited ipyd) or icmpé-adm-
pronibited (ipy6); allow outgeing onnections; se2 page 1254 for a definition
of IGVP

public Do not trust otrer systems notto harm the local sysrem; accest the ssh, mdns,
and dncpve-client services (the default zone)

external Do not trust other systems not to ham tre local system: for use on externel
netwarks with masquerading enabied (especialy for rourars); zccept selzctzd
incoming connzctiars

dmz For t1sc on publicly accessihle computers n the local DM (paga 890) that
have limited zccess to the local network; accep: selected incoming
connections

work Mostly trust other systams not to harm the local system; acceat selected
incoming connzctiors.

home Mostly trust other systams not to harm the local system; acceot selected

incoming connections

Mostly trist atfier Systams not to rarm the Incal sy
incoming connections

ystem; accent selerted

Gompletaly trust amer systoms nof to harm th lozal system; aceept all
connections
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# rpn -e samba
error: Failec dependencies:

Samba 5 neaded By Cirsts|ed) siaten-confic-sambaci .7, 1081, Felv. nowreh
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# moumr -v cifs JS/plum/sam /plum.sam -0

sernamesam idesan, file_mode_ 0644 dir_mnde- 0755
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$ su -¢c "yum -y 1install Tliveusb-creator’
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$ su -¢ "yum install elfutils-libelf-devel zlib-devel binutils-devel’
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<VirtualHost mail.example.com:80>
Redirect permanent / https://mail.example.com/
</VirtualHost>
<VirtualHost mail.example.com:443>
ServerName mail.example. com
ServerAdmin  postmaster@example.com
DocumentRoot  /var/www/html/mail.example.com
ErrorLog /var/log/httpd/mail.example. com.err
CustomLog /var/log/httpd/mail.example.com.Tog combinec
SSLEngine On
SSLCertificateFile /etc/pki/tls/certs/apache.pem
</VirtualHost>
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 1s -1 file_a file_b file_c file_d

-rW-r--r. max pubs 33 05-24 10:52 file_a

-rW-r--r. max pubs 33 05-24 10:52 file_b

-rW-r--r. max pubs 16 05-24 10:55 file_c
r

rw-r- max pubs 33 ©05-24 10:57 file_d
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merory  B¥IL L2 cache

processer  CPU

67100 bridgc  C4BEX/DG/OX - 826C3EX/ZUDX Host bricge
0/108/1 bridge  £48EX/DUDX - §2423EX/ZX/DX ACP bridge
0710077 bridge  8237LAB/ED/MD PIIXG 1SA

/6/108/7.1 storase  82371AB/EB/MB PIN4 IDE

8106773 bridgs 8237 IAB/ER/ME PTIXE ACET

/6/108/7.7 generic  Virtual Mathine Communication Interface
0100/ display  SOA T Adapter

0/196/10 sesfz storagé 5301030 PCI X Fusior MPT Duzl UltraiZs ScsT
/0/106/10/3.0.0  osv/sda  disk 21468 SGST Disk

/6/190/10/0.0.0/1 /oevjsdal volune  SPAMIE EXT4 volume

/6/106/10/0.6.0/2 iev/sda volume  199GIB Linux LVM Prysical Volume partizion
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}

# Main program
initialize

subject=$(choose_subj)

[[ 57 ~eq @ 1] || exit 2
cd $subject || exit 2
echo

scramble

for ques in s{questions[+1}; do
ask $ques
result=§?
(( num_ques=nun_ques+1 ))
if ([ Sresult == 1 1]; then
(C num_correct += 1))

i

echo

sleep ${QUIZDELAY:=1}
done

summarize
onte B

e oww %

=

Step 1 in op-Tevel design

Step 2
If no valid choice, exit
Step
skip
Step

Tine

~ew

step 5

Skip a Tine between questions

Step 6
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$

echo 3%

2602

5
5
5

]
3

x=5
echo $x

bash
echo $$

20572

$
F
0
¢
0
$

g

ps -1
S um  pm
S 1000 2802
S 1000 29572
R 100D 29648
echo §x

PPID
2786
2802

29572

ssen

PRT
80
80
80

I

o
0 -
B

ADDR S7 WCHAN

5374 wait
5373 wait
1707 -

™Y
pts/2
pts/z
pts/2

TIME €MD
©0:90:00 bask
00:20:00 bask
@0:0:09 ps
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3 Is -1 /dev/dish/by-path
Trxrwxrax. 1 fOSE FCOT 9 @5 05 17:29 pi 2000:00:10.0 Scei 0:9:0:0 > ../../sdd

Irwxrwxeax. 1 rost root 10 85-05 17:29 pr1-200:00:10.6-5cs: fopactl 2L/ /sdal
Trmiresi. & Foot rook 18 BE-5 17-39 1ol -SEB-00:10.0-scsi B -$-Eparit = 7. fadad






OEBPS/image16586.jpg
Base Service Settings

Please configure base service settings

Bold entries are mandatory, all others are optional.

Name:
Version;

Short:

Description:

Cancel
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$ 1s /etc/ssh/ssh_config
/etc/ssh/ssh_config

$ 1
1s /etc/ssh/ssh_config
$ 11:h:p

1s /etc/ssh
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Printer Propertics - 'HL-2140-serics’ on localhost

Palicag Daseription: Krother HI 7140 serias

Access Control

S Locaticr: plm.example.com

Job Options Dauica UR Usb://Brather/HL-2180% 2Cseries?ser | | Change

Inkd amer | evels
Make and Model: | Brother |1L-2140 [oomatic/Postscrip | | Change.

Prinzer Stete | Idle

Tests and Maintenance.

Print Test Page || Print Self-Test Fage || Clean Print Heads

Cancel oK
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$ ssh-copy-id sam@plum
san@plun's password:

Nunber of key(s) added: 1

Now try logging into the machine, with: “"ssh 'sam@plum'"
and check to make sure that only the key(s) you wanted were added.

§ ssh sam@plum
'3
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$ NAMES=(max helen sam zach)
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S ssh -y plue
Opens<i1_G.pl, CpensSL 1.0, le-Fips 11 ren 2013

debuzi: Readi’y configuration vita fetc/ssh/ssh_corfig
debuzl: fatc/sshyssh.Zaniig 'ina 30 Applying opLions for «
debu31: Connocting to plum (102158206, 191] port :2.
debuzl: Connection established.

debujl: identity e /rome/san/.ssh/id_rsa cype 1

debuzi: identity File /Mome/san/.ssh/id rsa cert type

debual: Host "clun' is known and matches the RSA host key.
debu3: Found key <n jrome/san/ ssh/knowr_hosts:1
debujl: ssh rsa verify: signature correct

Johus Authonetcartans Thar caa conrimie: pubMekey, 9aap1-Keyex, J3Sapt-wAa-ntc,passwerd

debugl: Next suthentization metned: publizkey

debu3l: O¥fering pubic kevi /hame/san/.ssh/id_rsa

debuil: Autherticativns shat can continge: pubickey,dssapi-keyex, dssapi-with
debuai: rying private eyt shome/san.s:n/id dse

debuil: Next cuthentication metiod: password

Santelia"s basmard

< passnerd
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[sam@guava ~]$ scp s1s@plum:memo.txt speedy:old
s1s@lum's password:
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search marketing.example.com sales.example.com example.com
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smhd, nmbd  Samba Allow Wirdows PCs to snare files.and printers with UNIX and Linux
comautars. Sep page 677

sshd ssh, scp Enables sacure logins benween remote systems (pge 700).

talkd talk Allows you lo have  convarsation with anthar user on the sams or
a remote machinz. The talkd dazmon handles he connect ans
between ths machines. The telk utlcy on each svstem contacts the
talkd dz2mon on tre other systam for  bicirect onal conversation.

telnetd TELNET One of the original Iernet remote access protocals.

ttpa TR Usext ta Bont a system or gat informztion from = network. Exzmples
include network computers, routers, and same printars

timad Tima sarvar 0 a LAN synshronizes time with cther computers that e aso

unning timed.
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Agroup of varizbles that specify locale categcres including LC_ALL,
LC_COLLATE, LC_CTYPE, LG MESSAGES, and LC_NUMERIC: uss the locale
bultin (page 369) to display a mare complete lst including values

LINES The height of the display usd by seleet (page 1012)
MAIL he pathnarme of the fle tnat holds a user's mail (pege 360)
MAILCHECK  How often, in seconds, bash cliecks for mall (defaull: 60; page 360)
MAILPATH Acalon-separate ls: of filz pathnames that bash checks for mail n
(page 560)
OLDPWD he pathname of the previous working directary
PATH Acolor-separated fist of directory pathnames that bash lcoks for commmands

in (page 359)

PROMPT_COMMAND A commznd that bash executes just before it disolays the primary prompt

Pst Prompt String 1. the primary promp? {page 361)

Ps2 Prompt String 2; the secondary prompt (page 352

PS3 The prompt issued by select (page 1012)

PS4 The bash debugging symeol (page 995)

PWD The pathnae of the working directary

REPLY Holds the e Uil read acuepls (page 1042); alsc used by selecl (page 1012)
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# Find and print the files with that inode number
echo "Inks: using find to search for Tinks..." 1>&2
find "$directory” -xdev -inum $inode -print
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Who discovered the principle of the lever?
4

Euclid

Archimedes

Thomas Edison

The Lever Brothers

Archimedes
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duesy | grep
5.563495]
5.509300]
55764 ]

ath
1000 0003:02:01.5 ech0: (PCI:66MHz:32-bit) BO:0c:29:13:F4:35
1260 0004:82:01.5 echd: Intel(R) PRC/1000 Newwork Connecticr
systemd-udavd[314]: renamed network interfice ethd 0 ens3)
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$ echo "hr
X-Span-Ch
X-Span-F 1
X-Span-Le;
X-Span-St:

1 there” | spamc
ccker-Version: SpanAssassin 3.3.2 (2011-05-25) on guava.exanple.com
ac: YES

VETs s

atus: Yes, score-6.9 required-5.0 cest

MPTY_MESSACE , MISSING_DATE,

MISSTNG_HEADERS, ISSING_MID, MISSING_SURJECT, NO_HEADERS_VESSAGE ,NO_RECETVED
NO_RFLAYS aur01pasn=nn versinn=3.3.2

X-Span-Rej
o,

o

i there
subject:
X-Soom-Pr

Fer
W NO_RELAYS Informaticnal: message was not relayed via sMip
2 MISSING_HEAUERS Missing To: fezder

1 MTSSTNGMI Wissing Me<<age-Tc: header

8 MISSING_SUBTECT Missing Subject: header

3 EMPTY MESSAGE Message appezrs to have no textual parts and no
Subject: text

.0 NO_RECEIVED Informaticrals messee has no Received headers

4

0

MISSING_DATE Vissing Date: heacer
NO_HEADERS_MESSAGE Messace appears to be missing most RFC-322
headers

(seav]
ev-Subject: (nonexistent)
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$ su -c "./configure && make && make install”
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$ 1s -1d /bin /usr/bin /sbin /usr/sbin

Trwxrwxrwx. 1 root root 7 07-16 18:37 /bin -> usr/bin
Trwxrwxrwx. 1 root root 8 07-16 18:37 /sbin -> usr/sbin
dr-xr-xr-x. 2 root root 53248 @7-27 15:36 /usr/bin
dr-xr-xr-x. 2 root root 20480 ©7-27 15:36 /usr/sbin
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[vax@guava ~]3 gpg --Tingerprint D26L34B3

pub ~2848R/D25C81B3 2013 1g 03
Key [ingerprint - 0363 DESE D653 3769 B243 AOEE 2864 C3EO D26C 8483

uid San Smith (Sam the Grear) <samdexample.coms
cub  2048R/560BA710 2013-12-03
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$ su -c system-config-printer
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[sam@guava ~]$ CONTAOL|
telnet> ?
Comands may be abbreviated. (Lommands are:

close close current connection

Togout forcibly Togout remote user and cluse the comnectjon
display silay opersling parameters

node try to enter line or character made ('mode ?' for mare)

telnet> close
Connection closed.
[sam@quava ~]$
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automount
bootparam
cthers
group
hosts
networks
passwd
protocols
publickey
rpc
services
shadow

Automount (/etc/auto.master and /etc/auto.misc; page 821)
Diskless and other booting options (bootparam man page)
MAC address (page 1259)

Groups of users (/etc/group; page S06)

System information (/etc/hosts; page 507)

Network information (/etc/networks)

User information (/etc/passwd; page S08)

Protocol information (/etc/protocols; page 510)

Used for NFS running in secure mode

RPC names and numbers (/etc/rpc; page 510)

Services information (/etc/services; page 511)

Shadow password information (fetc/shadow: page 511)
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Meaning

Starts a history event unless followed immediately by SPAGE, NEWLIE, =. or (.
he previous command.

Cornmand number ain the history list.

The th praceding command.

“Thz most recent command line that started with string.

h most recent commmiand t1at conteined string. The last 2 is optivral
The current command (as you heve it typed o far).

he event's an event designator. The braces isolate event from the surrounding
texl. Fur example, M-313 s the third most recently execuled corniand
followad by a 3
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Settings [

< Date &Time. & Lock

NetworkTine TR

16:54

Regor: | America v | City: Loz Angales v awem
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$ cat Inks

#1/bin/bash

# Tdentify links to a file

# Usage: Tnks file [directory]

if [ $# -eq 0 -0 $# -gL 2 1; then
echo "Usage: Inks file [directory]” 1»&2
exit 1
fi
if [ -d "$1" ]; then
echo "First argument cannot be a cirectory." 182
echo "Usage: Inks file [directory]" 1-&2
exit 1
else
il
fi
if [ $# -eq 1 1; then
diractory=".
elif [ —¢ "$2" 1; then
directory="52"
else

1

echo "Optional second argument must be a directory.”

echo "Usage: Inks file [directory’" 1>&2

15842
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S cmdl | cmdl || cmd3 | cmd4 && cmd5 | Ccmdé
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5 rpcinto -u localhost ypbind
program 100007 version 1 ready and waiting
brogram 100007 version 2 ready and waiting
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fedora’
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age-11m1

#1padmin -p HPLJ -0 jol

juota-peri10d=86400 -0 job
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$ xx=remember ./display_xx
Running . /display_xx
S
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drwxr-xr-x.

1
1
2
drwxr-xr-x. 2
drwxr-xr-x. 3
Trwxrwxrws. 1
drwxr-xr-x. 2
crw-- 1
Trwxruxrwx. 1

raot
raat
root
root
rout
root
root
root
root

root
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video

ront
root
root
root
root
root
root
root.

disk
disk
disk

2 mo

01-25
w1-25
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01-25
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01-25
01-25
01-25
0125

01-25
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agogart
autots

block

bsg

bus
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char

console

core > /proc/keare
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$ cat films/dar = TAB (beep) cat films/dark_Is
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Port and/or Protocol

Please enter a port and/or a protocol.

Port / Port Range:

Protocol: | tcp

Other Protocol:

Cancel
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1 % % %
AN I
40 23 % % 7
10/% % %

root
root
root
root

/usr/local/bin/checkit
/usr/local/bin/monthly.check
/usr/local/bin/sunday.check
Jusr/local/bin/tenmin.check
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# systemctl enable ypxfrd.service
# systemct]l start ypxfrd.service






OEBPS/image38100.jpg





OEBPS/image35649.jpg
§ cat /etc/pam.d/su

# Uncomment the following |ine to implicitly trust users in the ‘wheel” group.
Fauth sufficient pam_aheel.so trust use uid
# Uncomment the following Tine to require a user to be in the “sheel” group.

Fauth required pam_ahee | .50 use_uid
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$ date

Thu May 3 10:09:27 PDT 2012
$ TZ=America/New_York date
Thu May 3 13:09:28 EDT 2012
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C:>net view \\plum
Shared resources at \\plum

Samba Server Version 4.0.6

Share name Type Used as Comment

sam Disk Home Directories
tmp Disk Temporary Directory
The command completed successfully.
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username map = /etc/samba/smbusers
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$ nmblookup -A 127.0.0.1

Looking up status of 127.0.0.

PLUM
PLUM
PLUM
MGS
MGS

MAC Address

1
<00> - B
<03> - B
<20> - B
<00> - <GROUP> B
<le> - <GROUP> B

= 00-00-00-00-00-00

<ACTIVE>
<ACTIVE>
<ACTIVE>
<ACTIVE>
<ACTIVE>
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$1s
abc abd abe abf abg abh
$ rm abc ab:

rm: cannot remove '

abc': No such file or directory
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¥ cat /var/log/messages

guava
uava
quava
uava
auava
guava
guava
guava
guava
uava

quava
guava
guava
guava
guava
guava,
guava
uava
v

quava
guava
uava
guava
guava
guava
guava
uava
v
aua
quava
guava
guava
auava
quava,
guava
ik

systerd|1]: Starting Berkeley Irtornet Name Domain (ONS)

named-Uneckeon (2663 : zune 1
named-checkeanf (26031 one T
named creckeanf (26031 zone 1

juc [host, Tocaldenain/IN: loaded serial @
ocaThos [/13: Toaded serial o
6.8.127. 3 ader.arpa/IN: loaded sersal ¢

named_checkeanf [ 260311 sona @.ir-addr arnaIN: Tosced ser<al @

named[2008): starting BIND 9.

Founc 1 C2U, usi
using 1 UDP 115t

9.3-r1.156.01-P1-RadHat-. . .PL. FlS -u nares

adjusted Tinit on ogen Files from 096 to 104857

ng + worker thread
ener per interface

named 2008 ]: using up to 4295 sockets

named 229811 loading cor®igurs
named 2008]: reading buill-in

wTion fron *jetc/namec. cont
ssted keys Trom *fc

naned. iscdlv.key

named 2008): using cefault UDP/IPV: port range: 11024, 65535]

naned

using telaudl 0P 1bes port range: (1624, 63335]
named [2208]: listering on IPvd interface lo, 127.0.0.14

named [2098]: Tistening on IPVG interface To, i:1#33

named 2205): genarating sessi

ion kay for dynaric DNS

named 2008]: sizing zone tas pool based on € zones
named | 2208]: using built-in DLV key for view defauit

named 2008 1: automatic enpty
named [2008]: aulomalic cuply
named [ 20055 autonatic enpty
named 200R]: aulomalic enply

autematic enpty
autamatic enpry
autamatic enpty
automatic enpty
named [2008): autoratic enpty
named 20081 comman channe]
named 2895]: comanc channal
named 2208 ]: Fansged ks zon
named 298] 5 Fanagri-keys-son

naned 2008

Zone 1.8.0.127.
zone 1ocatbost. 1
namea[2008]: zone Tacathost /I
nawec[2006]; all zanes loaded
systerd[1]: Startes Nerkeley
named[2088): rusninz
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2on 2551255255 IN ADDR. ARPA
sare 1inakb

Zore: B..F.IP6.ARPA
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Zore: A.L.F.IPG.ARPA
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Zore: §.0.0.9.1.0.9.2.1P5,ARPA
Tistening on 127.0.0.1#953

Tistening on 1114953

Journal s out of cate: renovirg journal
w: Toaded serial 3

erial o

r-addr.arpa/TN: Toadec serial
localdonain/TN: Toaded sarizl B

N: Tnaded serial B

Trternet Name Somzin (ONS)
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$ read Tinel < names; echo $1inel; read line2 < names; echo $line2
Alice Jones

Alice lones
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5 Ipanto -m | head

foomatic:Alps-MD-1000-md2k .ppd Alps MD-1006 Foomatic/md2k

foomati c:Alps-MD-1000-ppmtomd.ppd Alps ND-1090 Foomatic/ppmtomd
foomatic:Alps-MD-1300-md1lxMono.ppd Alps MD-1300 Foomatic/mdlxMonc
foomatic:Alps-HD-1300-md2k .ppd Alos MD-1306 Foomatic/md2k
foomatic:Alps-MD-1300-opmtomd.ppd Alps MD-130@ Foomatic/ppmtomd
foomati c:Alps-HMD-1500-mulxMono. ppd Alps MD-1500 Foomati c/md1xMonc
foomatic:Alps-HD-1500-md2k .ppd Alos MD-1500 Foomatic/md2k

foomati c:Alps-MD-1500-ppmtomd.ppd Alps MD-1500 Foomatic,/ppmtond
foomaL ic:Alps-MD-2000-md2k .ppd Alos MD-2006 Foomalic/mdzk
Foomatic:Alps-MD-2000-opmtomd.ppd Alps ND-200@ Foomatic/ppmtomd






OEBPS/image6046.jpg
Last
Line

Command
mode

RETURN

Insert,
Append,
Open,
Replace,
Change

ESCAPE
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# apt-get check
Reading package lists
Building dependency tree

Reading state information... Done

Done
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$ mv memol memo2 memo3 /tmp/memoX memo.copy
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# systemct]l stop ypbind

# yphind -debug
34003: parsing config file

34003: Trying entry: domain ngs server 192,168.20:
34003: parsed domain 'ngs' server '192.1G8,20€.181'
34003: add_server() domain: ngs, host: 192,168.205.181, slot:
34003: [vel cone to ypbind-mt, version 1.3/.1]

34003: ping intervl is 20 seconds

34003: rebind interval is 920 seconds
NetnorkManager is runming.

Network is available.

Switch to orlina moda

Going online, reloading config file.
parsing config File

Trying entry: domain mgs server 152
parsed domain ‘mgs’ server '192.168.

168.205
206.181°

81

add_server() domain: mgs, host: 1%2.
ping host '192.168.206.181", domain
Answer for comain ‘mas’ from server

168.205.181, slot: €
Tngsr
'192.158.206.181"

: interface: org. freedasktop.DBus, chject path: /org/Freadesktop/NBus.
method: NameAcquired

: ping host '192.168.296.181", domain 'mgs'

Cnt-y fo- mes unchanged, skipping writeout

Answer for conain ‘mys’ from server
Pinging all active servers.

: Pinging all active servers.

*192.168.206.181
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$ find /etc -name "x=.xml" -si1ze +100k -exec Is -1h {} \: 2> /dev/null
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$ cat films/dark_ = TAB (beep) = TAB
dark_passage dark_victory
§ cat films/dark_H
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Lt B bz et i
42.594 general: in

zone 0.156.192. in-addr.arpa/IN: loaded serizl 2013110501
1:4D.506 general: nfo: zone sar.net/IN: laadec scrial 2013119501

42.59 general: in‘o: menaged-kevs-zne ./IN: lcaded serizl €
S B0 AEeiali notee: Imking:
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Quoted

character echo displays

\a Aert (bell)

\b AGKEPAG:

e Suppress tralling i
v FORNEED

n NEWLKE

v LY

t Horicontal Tag

v Vertical T8

N Backslash

\nan The character with t1e ASCII cctal cooe ana; if ann is not valid, acho displays

the string literally
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# firewall-cmd --add-port=53/tcp
# firewall-cmd --permanent --add-port=53/tcp
# firewall-cnd --add-port=53/udp
# firewall-cmd --permanent --add-port=53/udp
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# grubZ-install /dev/sda
Installation finished. No error reported.
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Flo £t Vi Secn Tams Help
Gile: coreutils.info, Node: sleep invocation, Up: Delaying

5.1 "sleep’: Delay for a specified tine

'steep’ pauses for an amount of tine specified by the sun of the values
7 the command line argunents. Synopsis:

Sleep NUMBER(snhd]

Each argument is a nunber followed by an optional unit; the default
is seconds. The units are:

seconds

minutes
.

hours
-

days.

Historical implementations of 'sleep’ have required that NUNBER be an
and only accepted a single argument without a suifis. Hosever.
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$ opg --keyserver keys.gnupg.net --sign-key 39229927

pub L6240/9922992Z creatad: 1998-10-23 expires: never usage: SCA
trust: unknown validity: unknown

sub 2043/C548F7C0 creatad: 1998-10-23 expires: never usage: £

I unknawnl (1). Zach Brill <zachGexamo le. com>

pub 10240/9977397Z creatad: 1998-10-23 expires: never usage: SCA

trust: unknown validity: unknown
prinary key fingerprinc: 9292 9997 9922 929¢ 9992 9L9L 9992 9ILIL 999L 9912

Zach Brill <zach@examse. com>

Are you sure that you want to sign this key with your
key "Max Wild <maxGexample.com>’ (643£6288)

RezTly sian? (y/N) v
You need 2 passohrase to unock the sacret kay for
users "Max Wild <nax@exanple.coms"

2048-bit RSA key, 1D 643E6288. created 2013-10-03

Enter passphrasa:
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# systemctl status sshd.service
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$ In --symbolic /home/max/sum /tmp/s3

$ 1s -1 /home/max/sum /tmp/s3

~rw-rw-r--. 1 max pubs 38 06-12 09:51 /home/max/sum
Trwxrwxrwx. 1 max pubs 14 06-12 09:52 /tmp/s3 -> /home/max/sun
$ cat /tmp/s3

Thte . Siag
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function 1mitialize ()

{
trap ‘summarize ; exit @' INT  # Handle user interrup
nun_gues=0 # Nutber of questions asked so far

nun_correct:
first_tim
cd ${QUIZDIR
1

# Nunber ansaerad correctly so far
# true until first gquestion is askec
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Operator
< flename
> fllename

> filename

>> filename

& fllename
<&m
[nj>&m

Inj<&~
nj>&—

Meaning
Reclrects standard Input from flename.

Recirects standard output 1o filename unless filename exists and noclobber
(page 156 is set. If naclobber is nct sez, this redirection creates fifemame f it
does not exist and overwrites it if it dozs exist.

Recirzcts standard output to filename, even ifthe fle exists &nd noclabber
(page 156) s set,

Recirects and appends standard outputto filename; craates filenamelf it doss

standard output and standard rror to flenams.
Dulicates standard input from file descriptor m (page 1017).

Duplicatas stancard cutpu or file descriptor n f spacified fram ile descriptor
m(page 1017).

Closas standard inpur ar f dascriptor a if spacified (page 1017)

Closes standard output or fil: descrintor nif specified
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LRIt SHEpSEY 25
Tyirg 192.168.1.1

Connected to sitpsrv. example. con

Escape character 15 4"

helo exanple. con

220 swtpsry. exanple. con ESUTP Sendrail 8.13,1/5.13.1; Wed, 4 Hay 2011 0:13:43 -2500 (CD
250 smepsry.cxanpe.con Hello desktop.exarple. com [132.165.1.97), gleased to meet you
wail fron:userBspasner. con

5715.0.0 Lonain banned for spaming

quit,

RS A RN WO 1 | SRR S
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Regular

expression  Matches Examples

jend. Al strings thet contain end followed bya  The end., send., pretend.mail
period

/W Asingle backslash N

/el An asterisk o, an asterisk (=)

/N5 5] it was five [5]

jand\ior/ ardlor angor
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§ smbtree -N

vGS
\\PLUM Samba Server Version 4.0.6
\\PLUM\HL 2140 series Brother HL 2110 seres
\\PLUM\ tmp Temporary directory

\\PLUM\IPCS IPC Service (Samba Server Version 4.0.6)
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Utility or daemon

Funetion

net This utilty nas the same syntax as the DOS net command and, over time,
will eventually replacs other Samba utilitiss such as smbpasswd

ambd The Mef£I0S (page 122) nameserver orogram, runas a daemon oy
defaull. Provices NelBIOS over [P maming services for Samoa clisnts. Alsc
provices browsing support for Samba shzras on remate systams

nmblookup Oueries the NarBIOS (page 1262) name; sez page 847.

pabecit Maintains the Samia user databas: (page 831)

smbclient Displays shares on a Samba server such as & Windows machine; uszs 1o-
lika commands (page 833)

smbd The Samba program, run as a daemon by defaull. Provides fie &nd print
serviees for Samba an Windows clients.

smbpasswa Changes Winduns NT password Hashes on Szmba and Windows NT
servers (page 831).

smbstatus Displays information about current smbd connceticns.

smbtar Backs up 2nd restores data from Samba servers; simar to tar.

smbtree Displays a hierzrchical diagram of available sheres (page 832).

testparm Checks the syrtax of the smb.conf ile (page 546).
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% ERE. /WDRINONES un.
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S cat FF.ldif
dn: cn-San the Creal.ou-employees,dc-brillserve,de-con
changetype: delete

S 1daprodify -xD "cn=ldapaduin ,dc=brillserve,dc=con" -w porcupine -F FF.1dif
du | Sriha antre’ Scnibam The Creit eussas lovess  Bosbri | Iserve .t
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BIND configuration GUI £
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db_execute( 'delete ftrom version );
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FEATURE( "accept_unresolvable_domains')dnl
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# systemct]l enable smb.service
# systemct] start smb.service
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Utility

Function

bunzip2 Decompresszs 2 fils compressed using bzio? (cage 248)

bzcat Disclays 2 file compressec using bzio2 (page 248)

bzip2 Comaresses or decomarasses files (page 245

compress Comaresses a fie (page 249)

dirx Bitracts and decomprasses files intelligently (pege 245)

qunzip Decompresses 2 fils compressed using gzin or compress (page 243)
azip Gornoresses or decomprasses files (page 245

tar Stores or refriaves files torfrom an archive file (page 249)

unzip Unpacks 7Ip archives (page 249)

zeat Displays 7 fils compressed using g7 (page 248)

7ip

Gonstructs zip

chives {page 240}
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$ declare personl=max

S declare -r person2=zach

S declare -rx person3=heler
¢ declare -x persond
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5 nmblookup -B 127.0.0.1 \=
querying # on 127.0.0.1
192 168 .206.181 <00>
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3 Find /usr/share/zoneinfo
jusr/share/zoneinfo

just/share/zone nfo/AUlantic
/usr/share/zoneinfo/At1antic/Azares
Jusr/snare/zoneinfo/AtTantic/Maceira
Just /share/zoneinfo /At Tantic/lan_Mayen
Jusr/share/zone1nfo/ Japan

Just /share/zone’ nfo,/GR
/usr/share/zoneinfo/US
Jusr/share/zonei nfo,/Us,/ Paci Fic
jusr/share/zone1nfo/US/Arizora
fust/share/zonei nfo/US/Michigan

$ File /usr/share/zoneinfo/Atlantic/Azores
/usr/share/zonci nfo/At lantic/Azores: timezone data, version 2, 12 gmt
time flags, 12 std time flags, nc leap seconds, 220 transition times, 12
L e i
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ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"
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5 free -ath

total
Mo 988N
-/~ buffers/cache

Swa 2.2

Tatal 3 e

used
781N
476N

08
TRIN

free
200
512M
2.06
3 9

shared
v

butfers
25M

cached
2791
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olcRootPW: {SSHA}7h060/qgeUrX1/Tsqy801TbGYBOXdc/+
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22, beam': 44, *halen': 023
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# firewall-cmd --add-port=80/tcp
# firewall-cmd --permanent --add-port=80/tcp
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$ [ -e /home/sam/memos/helen.personnel/november ] &&
~sam/report_a november alphaphonics totals
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# gu zach -c "kall -TERM -1'"
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elp.txt For Vim 4. Last change: 2012 Dec 06

VI - main halp file

K
Move around: Uss the cursor keys, or “h" to go left ho
3" to go down, K" 'to go vp, 1" to g0 right
close this window: Use ":q2
Gat out of Vin: Uss “ida (caraful, all changss are lost!).
husp to a subject: Position the cursor on a tag (s.g. bars) and hit CIR
With the mouse: ":set mouse=a® to enable the mouse (in xterm or GUI)
Doubla-click tha laft nouse button on a tag. a.9. &
Jump back: Type CTRL-T or CTAL-D (rapeat to go furchar back)
ot spacitic help: It is possible to go diractly to whatever you want halp

on, by g2ving an argunant to tha :hlp comnand.
It 15 possibla to furthar specify the context
help-cantext
s REPEND  EXAMPLE
Nornal_mode comeand ___(rothing) __inelp x
help. txt_lielp] [RO]

Ut vin back in Input node by pressing the L or a key again.

'help.txt" [readonly) 221l §249C
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€ Apt-gat INaLat] xew
Reading package 11sts... Done
Bilding dependency tree
Reading state informazion... Done
Suggested packages:
23h coc
1ha Fallowing Nbw packages will be installed:
zsh
0 upgraded, 1 newly installed, 0 to remove and 2 not upgraded.
Nead to get 0 B/4,667 kB of archives.
After this operztion, _1.5 M8 of additional disk space will be used
Selecting previously unselectzd package zsh.
(Readirg database ... 166307 Files and d-rectories currently installec.)
Unpacking 7sh (from . j7sh_4.3.1/-1ubuntul_14%h. deh)
Processing Lriggers for man-ds
Setting up zsh (4.3.17-1ubuntul}
update-alternatives: usirg /bin/zshd to provide /bin/zsh (zsh) in auto mode.
update-alternatives: usirg /bin/zsha to provide /bir/rzsh (rzsh) in auto mode
Didar - alcathirives: asire. ZBinleahd 15 orcvids THirikal tkaby 14 nuto sode;
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Class

Lxyzl

Defines a characier class thal malches x,

]
]
\(x2\)
(xz)

Dfines 2 charactar class that matches any character excest x, % or 2
Uetins 2 character class that matches any character x through z inclusive
Matches wnat xyz matches (2 bracketed reular expression; not Perl)
Matches wnat xyz matches (a bracketed regular expression; Perl only)
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High-Performance Flesysizm. The nalive filzsystem for IBM's 0S/2.
Journaling Hlash Filesyster (jffs). A filesystam for flash memary.
The standard filesystem for G5 and DS

Very similar to Linux. Th filesystem of a small aperating system that vas
writtan for aducational purposes by Andrews . Tanenbaum (v minix3.org).

Filesystem used by DOS and subsecuent Microsoft operating systems. Do not
use msdos for mounting Windows filesystzms: it dozs not read VFAT
attributes.

Novell NetWare NCP Protuzol Filesystem. Usec to mourt remoss filesystems
under NetW/are.

Network Filesystem. Developed by Sun Microsystems, this urulocul allows &
computer to access remote files over a natwork as if the files were local
{page 801).

NT Flesystam. The native filesystem of Windows NT. See www.linux-nifs.org.

Anintertace o several Linux kernel dats structures (page 1245) hat behaves.
like a filosystem (page §12).
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5 zip -r alimemos memos
adding: memos/ (stored 0%)
adding: memos/typescript (deflated 33%)
adding: memos/memos.sam/ (stored 0%)
adding: memos/memos.sam/130811.2 (deflated 77%)
adding: memos/memos.sam/130811.3 (deflated 73%)





OEBPS/image39122.jpg
# systemct| enable named-chroot.service
# systemct] start named-chroot.service
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New VM

m Create a new virtual machine

Locate your install media

Use CDROM or DVD

© Use ISO image:

/pO6/Fedora-19-x86_64-DVD.iso

Choose an operating system type and version

0 type: | Linux

Version: | Fedora 19

Cancel Back

Browse,

Forward
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Samba Users

Edit User

| Delete User

oK

AddUser |
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3 systemct| status atd.service
atd.service - Job socoling Lools
Loaded: Toaded (/usr/11b/systend/systen/ate.service; enabled)
Active: inactive (dead) since Wed 2013-07-24 18:03:18 PDT; 53s age
Main PID: 484 (code=exited, status=8/SUCCESS)
CGroup: name=systemd: /systen/atd.service

w241
Wl 24 18:0

$18 guava.example.com systemd[1]: Sropped loh sponling toals

S systemct] is-active atd.service
Ssar g

3:18 guava.example.con systend[1]: Stoppirg Job spaal<ing taals...
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Account Editar

| Errv——
Idertity eiving Emai. | Receiving Options | Sending Email

Chacking For New Mail
Check for new messagas every [10 3| mrrutes
 Use Guck Rasync f the server susperts it
@ Use e f Uhe server supports it
@ Check for new messages in all folders
Chisck for new massags i subscribed Fo.ders
Connection to Server
") Use custom command L Lonmect o server
@ Numker of cached cennections %o use 5
Foldors
@ Show only subscribed folders
Options
& Apply .ters to new messagas n Irbox an ts server
1 Check rew messzges far unk contents

Autemat caLy synchroriza remote

Desaults

Cancel

Security

oK
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Wired.

Link spesc 1000 Mbis

P Address 192.268.206.180

fardware Address CO.0G29A3FA38
Defautt Route 192,168,206.2

NS 1922682062

Cancel
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Arguments

Returns or action

readline()

rsalines()

Nonz
Nonz

Maximum number of bytas to
vezd (optional}
Mzximum number of bytes to
1ezd (optional)

Meximum number of bytes to
#d (optional)

Closes the file

Returns true it the fil2 is connected to a
termingl; fafse otherwise

Reads until EQF or specifizd maximum
number of bytes; returns file as a siring
Reads until NEWLINE or specified maximum
number of bytes; returns line as a string

Calls readline() repeatedly and retumsz st
ines (iterablz)

writelines(strs)

st

List of strings

7 10 be writian

s to the file

Gl write() r2peatedly, once with each tem
in the st
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$ ot Sete/pam.a/ oyl

P10

auth [user_unknowr=ia19rs success-ok ignore-ignore default-bac] oan_sacuretty.so
auth substace | systen-auth

auth inclice  postlogin
cequites  pan_nologin.so
Tnrtuge SFon-aurh

passuord incluce <ronaurh
 pan selinuc.se close srould be the First session rule

session  redui o an_seTinux. 5o Close
session  cequi-ec Tognurd.so
session _opticral pam_console.so

# pan_Selinux. ¢ open srald on'y he folloued by sessic
Sesslon | reauicer n_selinux 50 open

o b2 execured in the user concex:

session  requirc  pan_namespace.so
session  outicral  pan keyim €50 force revoke
session  inclue sten-auth

Session  inclu sostiogin

bt 60 Aot e SO v i DT
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EREETETEES

firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd

--add-port=137/udp

--permanent

--add-port=137/udp

--add-port=138/udp

--permanent
--add-port=]
--permanent

--add-port=138/udp
39/tcp
--add-port=139/tcp

--add-port=445/tcp

--permanent

BddESOT CSASCh





OEBPS/image33029.jpg





OEBPS/image38525.jpg





OEBPS/image6618.jpg
COM
EDU
GOV
INT
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NET
ORG

Commercial enterprises
Educational institutions

Nonmilitary government agencies

International organizations recognized by treaty
Military government agencies

Networking organizations

Other (often nonprofit) organizations
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DAEMON_OPTIONS( ' Por
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} rpcinfa -p hostname

rpcinfo: can't contact portmapper: RPC: Authentication error
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3 cat /proc/cpuinto

processor 10

vendor_id : GenuineIntel

cpu family 16

model : 23

model name : InteliR) Core(TM)2 Quad CPU 09650 @ 3.00GHz
stepoing : 10

microcode : @xaob

$ cat /proc/meminfo
MenTotal: 1012484 kB
5 221216 kB
14176 kB
267940 KB
2124 kB
215912 kB
Tnactives 412792 kR
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Physical volumes (PVs)

Boot parti

40+ 80 + 40 +20 GB

oot pariition) Volume group (VG)

Logical volumes (LVs)
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$ ssh -N -L 1550:pophost:110 firewall
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# tunelfs -c 8 -i 15 -C 4 /dev/mapper/fedora-root
tune2fs 1.42.7 (21-Jan-2013)

Setting maximal mount count to 8

Setting current mount count to 4

Setting interval between checks to 1296000 seconds
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¥ Mmia Siecmig
scripts keontl/conf --oldconig Keonfly
! Ui Kornen Confsauration
" code waturity Teve1 aptions

Promyt for deveTogment and/ar InconuTete ColsAlrvers (BIPERDIENTALY [V/n/2) 5
! cenerat sewp

Local version - append to kernel release (LOCALVERSION) [1
Autenarically appens varsion inforrarion o version strirg (LOCALVIRSION AUTO) [N/y/?) -

» Frocossor typa and featurcs
Ticklass Systen (Oynamic Ticks) (O WZ) [Y/r/2) (NEW) 7 7

This option erables a tickless system: Tiner interrupss will
only trigge o an as-needed basis both wher the system is
busy and when the system is icle.

Ticklass Syscen (ynamic Ticks) (NOHZ) [Y/r/?] (NEW) 7 wiukm
Migh Rosolution Tiner Support (4TCH_RES_TIVERS) [¥/n/7] y
Sywelric milli-processing supporl (W) [¥/1/7] v
Subarchi tecture Tvpe
+ 1. PC-compalible (X85_bC)

20 AN Elan (x8_eLAN]

¢
¢ configaration written to .cenfiy
r
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$ cat /etc/exports
/home/public ~ 192.168.206.180(rw,sync)
/home/zach 192.168.206.180(rw, sync)
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$ cat journal
# journal: add journal entries to the file
# SHOME/journal-file

£i1e=SHOVE/journal-file
date >> $file

echo -n "Enter name of person or group
read name

echo "Sname" >> $file

echo >> $file

cat »> sfile

echo
$file

aithe s REITE
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tmax@guava ~15 gpg --recipient sam@example.com --encrypt memoEB

[maxGguava ~]$ 1s -1 memoBs
. 1 nax pubs 60 16-03 12:45 memoB
. 1 max pubs 349 16-03 12:45 memoB.gpc
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5 cat /etc/shadow
cat: /etc/shadow: Permission denied

$ su -c 'cat /etc/shadow’

Password:

root : $6$1106HVSFmvep. m2F$2RT1LZ ... FYcIWY7FQ/:15861:0:99999:
bin:#:15839:0:99999:7:
daenon: * :15839:0:99999:
adm: % :15839:0: 99999
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imabguasva “13 gpg —sign-hey I2ECHIN3

pub  2048R/DZ5C34B3 cCreated: 2013-10-03 expires: never usage: SC
trust: unknown validity: unknown

sub 2048R/56382710 created: 2013-10-03 expires: never usage: E

[ unknown] (1). San Swith (Sam the Great) csarGexanple.cor

pub 2048R/D25(34B3 created: 2013-10-03 expires: never usage: SC
trust: unknown validity: unknoun

Prinary key Fingerprint: @36A DEGE DRS3 3750 B243 A9FF 2864 CIFA DZGC 5483
San Smith (San the Creat) <san@exanplc.com

Are you sure that you want o sign this key with your
key "Max Wild <raxGexample.com>" (§13E6288)

Really sign? (y/N) v
You need a passphrase Lo unlock Lhe secret <ey for

user: "Max Wild <max@exanple.com
20¢5-bit RSA <ey, ID 643E6288, created 2013-10-63

e Sl
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# systemctl enable spamassassin.service
# systemct] start spamassassin.service
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% INTEONDS NNV NIV BALY 1SN
ilserver.sery:ca - NP5 sarver
Loacad: Toaced (/usr!ib/systemd;systen/nfs-server service: disibled)
Perans Sc1ius (mted) SHEe Tue AL W 9 Teieri il ML 5 2 g0
Process: 1072 Cxarérarthoato fusr 11T AT 15/5cBE noa.saver postean®s) (cods-enited,
a1/ )
Frocess 1955 FaceStar e fuseaing i nfd (RPCISIARGS SRPOVSDCOUNT (conlcmce Ll o
Process: 1047 Sxecttarthre. usr/ok:r/aporces r (code-eced, status-G/SLCTESS)
Process: 1840 Txectuarre./usr/15/Nfs-uzi13/5crpts; 1fs-serier Ereconic (code-sx'eed,
Status-6/SUCCESS)

o SUCCESS)

3un 25 19:22:31 Slum syscend[1): Star=ing NS Server
il ol ot b | b Ry iy
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3 cat /etc/snmp/snmpd.conf
rocommunity public localhost
rocommunity public 192.168.206.180
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1 Rescue |

The rescue environment will now attempt to find
your Linux installation and mount it under the
directory /mnt/sysinage. You can then make any
changes required to your systen. If you want
to proceed with this step choose ’Continue’ .
You can also choose to mount your file systens
read-only instead of read-urite by choosing
*Read-Only’ .

If for some reason this process fails you can
choose ’Skip’ and this step will be skipped and
you will go directly to a conmand shell.
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function initialize
{
# Initializes variables.

3

function choose_subj
{
# Writes choice to standard output.

¥

function scramble

i

# Stores names of question files, scranbled,
# in an array variable named questions.

i3

function ask

{

# Reads a question file, asks the question, and checks the

# answer. Returns L if the answer was correct, @ otherwise. If
# encountars an invalid question file, exits with status 2.

13

function summarize
{
# Presents the user's score.

it
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3 find . -print | sort | lpr & grep -1 max /tmp/* > maxfiles &

[1] 18839
[2] 18876
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3 cat /etc/detault/grub

GRUB_TIMEOUT=5

GRUB_DISTRIBUTOR="$(sed 's, release .x$,,g' /etc/system-release)’
GRUB_DEFAUL 1=saved
GRUR_NTSARI F_SIIRMFNI
GRUB_TERMINAL_OUTPUT="conscle"
GRUB_CHMDLINE_LINUX="rd.Tvn.Tv=Fedora/swap rd.md=0 rd.cm=0
vconsole.keymap=us $([ -x /usr/sbin/rhcrashkernel-param ] &&
/usr/sbin/rhcrashkernel paran || :) rd.luks-0

vconsole. font=latarcyrheb-sun16 rd.lvm.lv=fedora/root rhgb quiet
GRURBR DISABLF RFCOVERY="true"
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‘cannot open directory lost+found: Permission denied - Google Search - Mozilla Firefox
Fle dt Vew History Bookmarks Tools Help

9 comnot open drectory testrto.. [ 4]

¢ [@ e G
GoOgle | camapen arcion osvioundpermissondeed =

1004 -Permission sues wih mouried new had dive on Uburty
b comi fparmi o sases wimounied ow hard G o1~
o0t 1ot 16384 2012.06.18 2305 ostlound s x 2 gostyes postares 4095 . '

o0t may own hat xté Lost-Found folder...-pos
F1027 2011 s canno open diecor ostound Pemission denisd
e s ot found . 4. o tound Pormisaon do

bt 5 the purpose of he lost:found folder n Lint and Urix?
stk conl uhs e purpose of e lostound folder.

U3, 2011 S ik dsposils D e 1 specic diectry. <at o found (o1
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3 testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]”

Processing section "[tmp]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions
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net use x: \\plum\sam

Enter the user name for 'plum': sam
Enter the password for plum:

The command completed successfully.
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sams@p lum.com sams@tcorp.com
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$ find / -name memo55 > mem.out &

[1] 18236

$ bigjob &
(2] 18237

5 jobs
[1]- Running
[2]+ Running

$ kill %1

$ RETURN

[1]- Terminated
¢

find / -name memo55 > mem.out &
bigjob &

find / -name memo55 > mem.out
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$ ypcat passwd | grep Great
sam:$6$ ... pigl.:1000:140
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I8 -1 SETC/ARNNE, CONT . /YRR /RABEG/ CHIDGT BEC) S0 . LORT
1060014 ru-r—

.1 root named 1549 5-03 43:26 /atc/named.conf
1. 900n ASRed 1548 BRI BAEAE: AmPiasuad Phrnot sce isaud cout
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Fedora LiveUSB Creator

6 e~
fedora v
=D
Download Fedora:

Live USB Creator
or | [Fedora 16 160 Desweop =] £

Use existing Live D

=

(gt Device——————— parsisent Storage 0 MB)
[aion =8| ——————
Verifying ISO MDS checksum =]

1SO MDS checksum passed
Extracting live image to USB device.
Wrote to device at 176 MB/sec
Setting up OLPC boot file

Installing bootloader.

Unmounting /run/media/sam/LIVE

Complete! (0:00:58) =

Create Live USB
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ite Abaul the site URL
FoswgreSCL PostyraS0L is 2 powarul cbiect sostaresal o
telaonal catabase syster;
postgresql-server packags.
G GENRIERpUOse ogranuing ik i gl _peegennng_e guage)
languags; gee packege. gy
Farl The Per languag is a general- aerl o
purpcs programiming language;
perl package.
PHe. PHP 5.2 general-puposs scriping ol

languags that is suted for Web
gavelopment and can be eaedded
o HIML: php peciags,
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# usermod -a -G wheel sam
# grep wheel /etc/group
wheel:x:10:root, sam
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o NGURY =0 BRaC FT
¢ mount | grep plun
plun: hone/pubTic. on /plun.public Lype nfsd
1w, (C1aLIme, SynC,vers=A 0, s £a=121672, s | £0=131072, nanlen=255, acrayn in=d, acregrax=9, ac.
irmin_0,acci rmax 6, hard, noac , proto_tcp.port 8, tire 622, retrans. 2,sec-sys, i entaddr-192
168.206. 180 1ocal.Tock=nione . addr=192.. 168.206 1813

b Ao A fetonl oo i
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3 rpcinfo -u localhost ypbind
program 100007 version 1 ready and waiting
brogram 100007 version 2 ready and waiting
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L el
/home;/sam

¥ ocha sPATH

fusr/local /bins /usroin: /usr/1oca’ /soin: fusr/sbin: fhome/sam/ . 1ocal /Bin: Zhome/'san/oir
3 id

wid=1000(san) gi
5 su

Passuord:

§ pd

Phome 5o

4 echo sPATH

400(pubs) , 16(vhee] ) context-unconfined_u

496 (pubs) qroup:

pusrTocs 1 Min: fuse/hin: puse/acal fshin fus
¢ id

Jehin: fhome/sam) . 1acal in: fhome /< an/bi

(root) gin=e(rcor) aroup:
¢ exit
exil

g

(root) contextuncontined_u
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painting_class: " |/var/1I b/mal iman/mail l/mal iman post painting_class’
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# rewrite_header Subject =%
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$ echo Gur chapuyvar bs gur wbxr vf .
> tr 'N-Z A-M n-z a-m" 'A-M N-Z a-m n-z
The punchline of the joke is
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Regular

expression Matches Examples

/ k! Al strings consisting of & SPACE fo'lowed by will talk, might balk
any uharacter Tollowed by dlk

Jing/ Al strings consisting of any character sing song, ping,

preceding ing

before inglenook






OEBPS/image37706.jpg
# mkdir /var/ftp/uploads
# chmod 333 /var/ftp/uploads
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cat sam.net

zone "sam.net”

3
$TTL
¢

TocaThost TH

o
ftp

qu

ns

rark

rail

El)
N

w
I

N

N

N

N

50A

™
NS
NS

CNAME
CNAME

gEs> 35> g°

-3 34

ns.sam.net. mgs@sobell.com. (
2p13110501 3 serial
8 ; refresh
2 i retry
an ; expire
) 3 winimum
"Sobell Associates Inc.”
ns Nameserver address (unqualified)
ns.max.nec.; Nameserver address (qualified)
1€ mail Mail exchange (primary/unqualified)

20 mail.max.net.; Mail exchange (2nd/qualified)
127.9.0.1

ns
ns

192.168.0.1
"Router”

192.168.0.6
10 mail
20 mail.max.net.

192.168.0.3

1¢ mail

20 mail.max.net.
as™

192.168.0.4
10 mail
N o
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$ virsh help | less
Grouped commands:

Domain Managenent (help keyword *comain'):
attach device attach device from an XML filc
attach-disk attach disk device
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# systemct] status rpcbind.service





OEBPS/image11427.jpg
User Prope

User Datal | Account Info | Password Info

User Name:

Full Name:
Password:
Confirm Password:
Home Directory:

Login Shell:

zach

Zach Brill

/home/zach

Ibin/bash

Cancel

Groups

oK
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# useradd -g 1105 -c "Max W. max
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b BEMERYCE
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Module type  Descrigtion  Controls
account Aecount Determining whether an already authenticated user is
manzgement  allowed to use the service she s trying to use. (Thatis, has
the account expirad? Is e User allowad 1o use ths se-vice
at this time of day?)
auth Authertication  Proving thatthe User is authorized to use the serice; uses
pesswords or another mechan sm.
password Passworg Updating authzntication mechanisms such as user
modifiation  pesswords
session Sassion Setting things up wher the servics is started (as woen a
mansgement  user logs in} an breaking them dowm when tha service is

terminated (as when a user logs out).
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* Gy -—output meml. ool -9pg

You need a passphrase to unlock the secret key for
user: "Sam Smith (Sam the Great) <sanGexarple.com"

2048-hit RSA key, LD S69BA710, creazed 2013-10-03 (main key L0 D26C8483)
tnter passphrase

ooy encrypled with 2018-bit RSA key, ID S69BA710, creaved 2013-10-03
an Smith (San the Great) <sanGexanple. com>"

gpg: Signature made Thu 03 Oct 2013 12:50:51 PM POT using RSA key T G43FG2RS
ong: Good sionature From "M Wild <iadexasipls. com"
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New Zone

sobell.com. Zone Authority Information
Domain Name
sobell.com
Cache Time To Live
weeks days hours minutes seconds|

o o 1 fo o
Authoritative Name Server
quava
Responsible Person E-Mail Address
root@guava
Zone Modification Serial Number
1 g
Refresh Interval
weeks days hours minutes seconds|

o o 3 o o

Refresh Retry Interval
weeks days hours minutes seconds!

o o I Zjo Zfo 2
Expiration Interval
weeks days hours minutes seconds;

1 o o o o

Default Minimum Cache TTL
weeks days hours minutes seconds|

o o I Zjo 2o 2
Zone File Path
sobell.com.db Open

ok Cancel
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—

Create Samba Share

Basic | Access

Folder.
Share name
Description:

@ Writable

@ Visible

Jtmp

Temporary directory

Cancel

Choose

oK
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LEENPOURvE 1% S0 -—1WPOTE- .S S5
gog: key DZ6C84E3: puolic key "Sar Smith (San the Great) <sanexample.coms’ irportes

g Total nunber pro:
parke ppsesevine






OEBPS/image32147.jpg
$ Tpr part[0-9] part[12][0-9] part3[0-8]
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# Listen localhosti63l
Sl e Eee
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Tou need a user 1D Lo identily your Kay; Uw soliware construcls U
frou the Real Name, Conment and Enail Acdress in this form:
“Heinrich Heine (Der Dichler) <heinrichh@duesseldor!.de’

Real name: Sam Smith
Enail address: sanBexanple.com
Comvent: Sam the Great
You selected this USER-ID
“Sam Smith (san the Lreat) <samdexample.coms”

Chanae (N)ame, (C)omment. (L)wail or (0)kav/(Qluit? o

user

1D
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Regular

expression  Matches Examples

b/ afolloves by zaro ormore s followed by ag, abe, abng, debbazbhhs
ag

jab s/ an followed by 7ero or more characiers ahe, ahxe, abdic,
tollowad by ¢ xab /56,345 x cat

sing tfollowed oy zero ar more characters thing, ting, | thought 2t gaing
followsd by ing.

la-2A-Z ]+ Astring composed only of Ieters and 1._any string without
SPACES numbers or punctuation!

() Aslongastring asposs ble betveen (and}  Get (his) and (that);

oY Thashortest string possib e thatstartswith  {this), Ger (inis and that)

(and ends with )
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ANAMES[=13")
{NAMES[@]}")

$ declare -a
declare -a A:
declare -a

([0]="max helen sam zach")'
([0]="max" [1]="helen" [2]="sam" [3]="zach")"

L;é;'lare —a NAMES="([@]="max" [1]="helen" [2]="sam" [3 ach™)!
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S 1Is
aaa memo.0612 memo.sally report sally.@612 saturday thurs

§ 1s -a
aaa memo.0612 .profile sally.@612 thurs
.daa memu.sally repurt saturday

§ echo =

aaa memo.@612 memo.sally report sally.@612 saturday thurs

§ echo .=
.aaa .profile
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auth
authpriv
cron
daemon
kern

Ipr

mail
news
user
uucp

Authorization and security systems including ‘ogin

Same as auth, but should be logged to a secure location
crond

System and network daemons without their own categories
Kernel

Printing subsystem

Mail subsystem

Network news subsystem

Default facility; all user programs use this facility

The UNIX-to-UNIX copy protocol subsystem

localO to local7? Reserved for local nee
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Devices v 2, 21568 Hard Disk o

Mol Voo, Wiuare Vit S (1.0)
See 21568 (214748364800 btes).

215 68 i Dk Partionns. Master BootRecord

oOVDDrie e

16 GB T e

o

@ 52685168 frae 23% )
[y

Contnts Ext frarsion .0) - Mounted .
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Grandparent

Aunt Mom Uncle
Sister Brother Self
Daughter 1 Daughter 2
Grandchild 1 Grandchild 2|
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§ python
Python 2.7.5 (default, May 16 2013, 13:44:12)
[GCC 4.8.0 20130412 (Red Hat 4.8.8-2)1 on Tinux2

Iype "help”, "copyright”, "crecits" or "Ticense” for more information.
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$ su -c¢ "yum -y group install mate-desktop’





OEBPS/image34950.jpg
sam

root) /bin/mount, /bin/umount
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5 echo "Please enter the three values
> required to complete the transaction.
Please enter the three values

required to complete the transaction.
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FEays
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$ cat DD.1dif

dn: cn-San the Creal.ou-employees,dc-brillserve,de-con
changetype: add

cn: Sar Lhe Greal

cn: the great

objectClass: inetraPersan
nail: samibrillserve.com
givenNare: San

surname: the Great
displayNane: San the Great
telephcnelunber: 388 888 5EE3
howe“hene: 111 111 1111
initials: SLS

5 ldaprodify -xD "cn=ldapaduin,de=brillserve, dc=cor” -w porcupine -f DD.1dif
ABding. new sntry "cneian the Great dusstiplovess de<brilissrve doacon”
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S gpg --verify memoA.asc
gog: Signature made Tnu @3 Oct 2013 12:13:39 PV POT using RSA key ID D26C84e3
s - Gool STONALUre. £Fon "Siw SHEEh (S the Great) <samBesannle. sows"
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zach.net. IN SOA ns.zach.net. mgs@sobell.com. (
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151
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HOME : $HOME /11 terature
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# cat /etc/plum.sam.credentials
usernane=sam

passwor d=passkord

domain=NGS

# 1s -1 /etc/plum.sam.credentials
W . 1 root root 40 06-27 1

8 /etc/plum.sam.credentials
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V.0 THRENS ) Tesn
Leaded plugins: Tangpacks, rafresh-paccagekit
Resolving Degendencies

> Running transaction check
> Package Lcsh.xB6_64 0:5.16.61-2. <19 will be installed
> Finished Dependency Resoiution

nependenties Resolvad

ackage  Arch varsian Keposi tory size
Inctallin
tesh x86_64 5.18.61-2,Fc19 updates-testing 336 k

Transaction Sunnary

Install 1 Fackage

Ttal download siza: 336 k
Installed size: 638 k

Is this ok Ly/d/N]: y

DownToading packages:

tcsh-6.18.01-2. Fc1).x86_64. rom | 33 ke 02:00
Rurning transaction check

Rurning transaction test

Transaction test succeeded

Rurning Lr
Tsralling © 11
Verifying : tcsn-6.15.01-7.fCI9. x85_64 v

Installed:
tcsh.xB6_64 0:6,18.01 2,19

Conpletel
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New Printer

Describe Printer
Printer Name
Short name for this printe s ich as “laserjet”
printer
Description (optional)
Hurran readable descristion such as "H? Laser Jet with Duplexer”
Brother HL-2140 series

Location (optional)

Hurran-readable location such as "Lab 1

Sents D]

Back Carce.

Apply
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$ cat quiz
#1/bin/bash

# remove the # cn the following Tine to turn on debucging
# set -0 xrraca

function initialize ()

{

trap 'sumnarize ; exit o' INI # Handle user interrupts

nun_gues= # Number of questions as<ed so far
nun_correct-0 # Nunber answered correctly so far
First_tin # true until first question ic asked
cd ${QUT7DIR 11 exit 2

1

function choose_subi ()

{

subjects=(5(1))

FS3="Choose a subject for the quiz frem the preceding list
select Subject in S{sublects[+13; do

if [[ -z "$Subject™ 11; then
echo "No subject chosen. Bye." »&
exit 1
i
echo ssubjact
return @
done

-
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5 dig +all google.com

QUESTION SECTION:
:google. com.

;3 ANSWER SECTION:
google. con.
google. com.
googTe. con.
google. con.

i3 AUTHORITY SECTICN:
google. con.
google. con.
qoogle. con.
google. con.

ADDITIONAL SECTION:
ns1.google. com.
ns2.google. com.

IN

IN
N
IN
IN

IN
N
IN
IN

N
N

[SESFE

NS
NS
NS

>

74.125.19.147
74.125.19.99

74.125.19.103
74.125.19.104

ns3.google. com,
ns4.google. com.
ns1.google.com.
ns2.google. com.

216.239.32.10
216.239.34.10
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$ locale -av
locale: aa D1 archive: /usr/lib/locale/lacale-archive

title

source
address
email
Tanguage
territory
revision
cate
codeset

Afar language locale for Djibouti (Cadulaago Dialects).
Ge'ez Frontier Foundation

7802 Solomon Seal Dr., Springfield, VA 22152, USA
lacalastgeez . org

za
03

6.20
2003-27-05
150-8359-1
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$ su -c 'yum -y install gnome-classic-session’
Password:

Complete!
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3 cat /var/lib/nts/etab

/home/zach 192.168.206.180(rw,sync,wdelay, hide,nocrossmnt, secure, root_s
quash,no_al |_squash, nc_subtree_check, secure_locks,acl,anonuid=55534,anc
ngid-65534,5ec-5ys, rw, ro0z_squash,no_al |_squash)

/home/public 192.168.206.180(rw,sync,wdelay,nide, nocrossmnt, secure, root
_sguash,ro_a11_squash, no_subtrea_check,secura_locs ,acl,anonus d=65534, 2
nongid-65534 , sec-sys, rw, roct_squash . no_all_squash)
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emerg,
alert
crit
error
warn
notice
info
debug

System unusable messages

Need for immediate action messages
Critical condition messages

Error condition messages

Nonfatal warning messages

Normal but significant messages
Operational messages and recommendations
Messages for finding and solving problems
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# ldentify links to a file
# Usage: Inks file [directory]
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Characler

Use

NEWLINE Acantrol operator that inifatzs exeoution of a command {gage 341)

] A cantrol operator that separates commands (page 341)

(0 A control operator that grougs commands {oage 344) for execution by a
sutshell thes: charactars 2ré also Used to identify a function (page 396]

(O Evaluates an arithmetic expressicn (paces 408 and 1056)

& Acontrol operator that executes a commznd in the backgrourd (pages 163
ang 342)

| Acontrol opsralor thal sends slandard culput cf the preceding command lo
standard input of the ollowing commana (pipcline; page 342)

& A control operator that sends standard output and standard error of the
preceding command to stancard incut of tne following command (page 335)

> Redirects standard output (page 154)

> Appends standard output (page 157)

< Kedirects standard input (pge 155)

« Here document (page 1014)
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Linusis26 3.9.8 Kerne Canfigunation. s

i = .
[r— preey I
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G1ve root password tor maintenance
(or type Control-D to continue):
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# tail -1 /etc/httpd/conf.d/mailman.conf
RedirectMatch A/mailman[/1%$ http://wmw.exanple.com/mailman/1istinfo
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$ host ns.meer.net
ns.meer.net has address 64.13.141.6
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# systemctl enable snmpd.service
# systemct]l start snmpd.service
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§ systemct] status atd.service
atd.service - Jot spooling tools
Loadad: Toadec (/usr/1ib/systend/syster/atd.service; cnabled)
Active: active (running) since wed 2013-67-24 18:66:55 POT; 41s ago
Main PID: 2012 (atd)
CGroup: name-systemd: /systen/atd.service
112012 /usr/sbinjatd

Jul 24 18:06:55 guava.exanple.con systemd[1]: Started Job spooling tools

§ systenct] is-active atd.service
iy
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5 Su -C 'yum -y group install "Security Lab"
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3 ./count_vowels.py
Enter some words: Go East young man!
The string "Go East young man!" has 6 vowels in it.
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5 Is -1 /home/max/info/Tinancial /home/max/info/notes

-rw- 1 max pubs 34 08-21 09:31 /home/max/info/financia]
-rw 1 max pubs 30 08-21 09:32 /home/max/info/notes

$ cat /home/max/info/notes

This is the file named notes.

$ cat /home/max/info/financial

cat: /home/max/info/financial: Permission denied
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Root

e domain
) = 5

ool T T Sesondev

ey - )

g m v

Etemres | e Booes | BEoas

Subdommns o hosts
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Py (GnuPG) 1.4

Copyright (C) 2013 Free Softuare Foundation, I

This is free softvare: you are free to change and registribute it

There i

cra:

ara

crg:

org
s

NO WARRANTY, o the extent permitted by lay

directory ' shone/san/.nupa’ creates
new conTiguration [i16 ' /home /san/.qnupd/ona.con(* created

WARNING: ptions in '/hane/sar/.orupa/apg.conf' are not yet active during this rus
keyring ' /hame/sar/.onupg/secring.gpg' created

Bavring */dmsrane/ onise/subriag.ope creatil
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$ sha256sun -c +-CHECKSUM

Fedora-1 ive-DaskTop-x86_64-19-1.is0: OK

sha255sum: Fedora Live KDE x86_64 19-1.is0: No such File or dircctory
Fedora-Live-KDE-x86 64-19-1.is0: FAILED open or read

sha255sum: WARNING: 20 lines are improperly tormatted

chadtlaios UANITEF: ‘¥ - Jiavalt £i1a coutd fot be Paad
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$ df -ht nfs4
Filesystem Size Used Avail Use% Mounted on
nlum:/home/zach 37G 3.8G 332G 11% /home/zach
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S cat BB.1dif
dn: ou-enployees, de=brillserve, de-com
changetype: add

objectClass: organizationalunit

out erployees

5 1dapmodify -xD “cn<ldapadwin,dc=brillserve,dc=con” -w porcupine -f B8.1dif
alting Pek Aty “auceblonees. Bt-bri 1 18eme . dtacan™
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This (rug) 1s not what 1t once was (a long time ago), 1S





OEBPS/image3237.jpg
‘Software Update

There are 68 updates available

B o htnscoract ot syt st nd ek new
—

Security updates l
o Tool for viewing nd creating archives

< File Roler extensionfor nautlus
< Extrakerel modties to matcnthekernel.
Bug fx updates

Network connection manager and user sppiications

v

< Librariesfor ading NetworkManager suppor: o appications tht use gl

NetworkMansger VPN plug for PPTP.

v

o The Advanced Linux Sound Avchitecture (ALSA) Ubrary

» Details

(8] Arestart vl be reqirec.

68 updates selacted (114.9 MB) auit Install Updates
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NFS Server Configuration

File Help
+ 5] @ ]
Add Server Settings  Help

Directory Hosts Permissions

/home/zach plum  Read/Write
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# find / -perm /4000 -exec Is -1h {} \; 2> /dev/null

-FWSF-Xr-X.
~FWSF-Xr-X.
~FWSF-Xr-X.
~PWSP-Xr-X.
~PWS--X--X.
S--X--X.
~rWSF-Xr-X.
~PWSP-Xr-X.
~FWSF-Xr-X.

RPRRERRERRR

root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root

53K Jun 11 11:48 /usr/bin/crontab
32K Jun 13 02:48 /usr/bin/su

23K May 29 07:52 /usr/bin/pkexec
28K Jun 21 17:51 /usr/bin/passwd
24K Jun 13 02:48 /usr/bin/chsh
124K Feb 28 04:55 /usr/bin/sudo
44K Jun 13 02:48 /usr/bin/mount
37K Mar 19 12:59 /usr/bin/newgrp
77K Mar 19 12:59 /usr/bin/gpasswd
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5 rm ~/.mysql_history
$ 1n -s /dev/null ~/.mysql_history
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Tha nano tex aditor (wew.nano-aditor.org) is a usar-friendly text
pditor, written by Chris Allegrstta and based on the pico text editor
that was distributsd with the Pins natl client (wa.washington.sdu/pine)
ievaloped at the Univarsity of washington
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i cat /etc/mail/sendmail.ct

BESUERUHERIBELBRERIR A RERIE IR RSO ORI DRSO ERE R AR DR R EHE LY
WAL
#### DO NOT EDIT THIS FIL

st
e Lo e e T SR T T

Only edit the source .mc *ile.
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5 Is -1d /home/max/info

drvix---r-x. 2 max pubs 4096 08-21 09:31 /home/max/info

§ 1s -1 /home/max/info

total 8

-rW. . 1 max pubs 34 08-21 09:31 financial

-rw-r . 1 max pubs 30 08-21 09:32 notes

$ cat /home/max/info/financial

cat: financial: Permission denied

§ touch /home/max/info/newfile

touch: cannot touch '/home/max/info/newfile': Permissicn denied
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e Nges to genarate a 1ot of random bybes. 1t 1S a good idea 16 pervorm
scme other action (type on the keyboard, move the mouse, utilize the
disks) during the prime genzration; this gives the random number
generator a better chance to gain enough entropy.

Not cnough random bytes available. Please do some other work to give
the 0S a chance to collect more entropy! (Need 284 more bytes)
e

arg: /home;sam/_gnupg/trustoh.gpg: trustah created
arg: key D26C8183 marked as ultimately trusted
public and secret key created and signed.

grg: checking the trustdh
geg: 3 marginal(s) nceded, 1 complete(s) necded, PGP trust model
grg: depth: 0 valid: 1 signed: @ trust: 6-, Oq, On, Gm, 87, lu
pub 2048K/D26C84B3 2013-10-03
Key fingarprint = 036A DESE D653 3769 B2¢3 AOEE 256A C3EQ D26C 3483
uid Sam Smith (5am the Great) <sam@example.com»
sub 2048R/SEOBA71G 2013-10-83
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$ ./count_letters.py
Enter some words: The rain in Spain
The string "The rain in Spain" has 17 characters in it.
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5 sudo umount /p@3
e e S T met et ao e i imosnt OB - R EaOL o nea it
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drwxrwxr-x.
drwxrwxr-x.
~FWXP-XP-X.
drwxrwxr-x.

NRNNR R

=ltr’

max
max
max
max
max
max
max
max

pubs
pubs
pubs
pubs
pubs
pubs
pubs
pubs

3089
30015
641
484
1024
1024
485
1024

02-11
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04-01
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09-10
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09-27

16:
14:
08:
08:
17:
-
08:
20:

24
24
12
14
41
32
o3
19

XTerm.ad
flute.ps
fixtax.icn
maptax.icn
Tiger
testdir
floor
Test_Emacs
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$ tar -tvf all.tar

-rw-r--r-- zach /zach 1302 2013-08-20 14:16 g
-rw-r--r-- zach /other 1178 2013-08-20 14:16 b
~rW-T- zach /zach 3783 2013-08-20 14:17 d
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sam@guava:~$% gnome-calculator --display plum:0.0
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5 file memo zach.png
mero: ASCIT text
zach.png: PNC image cata, 3840 x 1260, 8-bit/color RG3, non-interlaced
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“"Sobel |l Associates Inc.’
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Sdatabase_type = "mysql”;
Sdatabase_default = "cacti";
Sdatabase_hostname = "localhost";
Sdatabase_username = "cactiuser"
Sdatabase_password = "cactiuser";
Sdatabase_port = "3306";
TR T A, N -
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By IRETH1 1. Ypuing
Lozded plugins: langgacks, refresh-packagekit
Reso’ ving Dependencies
> Rumning transacticn check
> Package ypbind.x86_64 3:1.37,2-3. fc19 will be installed
> Processirg Dependency: yp-tco’s for package: 3:yphind-1.37.1-3.fc19.%86 54
-> Running Transacticn cherk
» package yp-tools.x86_64 0:2.L4-L fc19 will be installed
Finishec bependency kesolution

Dependencies Resolved

Version

Package Recosi

Irstalling:

ypbind XBE 6¢ 3:1.37.1-3.Fc19 fecora 62 k
Irstalling for dapendenc:es:

yp-tools X8E_6¢ 2.14-1.Fc19 fecora 79k

Transaction Summary

Irstall 1 Fackage (+1 Dependent package)

Tota download size: 141 k
Irstalled size: 299k
Is this ok [y/d/N
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# Jusr/local/bin/uchroot user jailpath daemonname
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1T [| 30 < $age && $age < 60 |); then
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# xfs_repair /dev/sdbl

Phase | - Fird and verify superhlock

Phase 2 - using internal log

- zero0 log...

ERROR: The filesysten has valuable metadata changes in a log which needs tc
be replayed. Hount the Filesystem to replay toe log, ard unmourt it before
re-running xfs repair. If you are unable to mount the filesystem, then use
the -L option to destroy the log and attenpt a repair

Note that destroying the log may cause corrupticn —- please attempt a mount
of the fiTesystem before doing this.

# mount /dev/sdbl /myxFs
# unount /dev/sdb1
# xFs_check /jdev/sdbl

# xfs_repair /dev/sdbl
Phase 1 - fird and verify superblock..
Phase 2 - using_internal log
- zero log...
- scan filesystem freespace and inode maps...
- found root inode chunk
Phase 3 - for each .
- scan and clear agi unlinked lists,
- process known inodes and perforn inode discovery.
“agro =0
- agro
- agro
- aaro
- process newly discovared inodes. ..
Phase 4 - check for dupTicate 5locks.
- setting up duplicate excent list...
- check for inodes claiming duplicate locks...
- agro = o
- agro
- agro
- agro = 3
Phase 5 - rebuild AG headers and trees...
- reset superblock...
Phase 6 - check inode cannectivity.
- resetting contents of realtime hitman and summary inndes
- traversing filesystem .
- traversal finished .
- moving disconnected irodes to Tost+found ...
Phase 7 - verify and correct link counts...
ey

2
3
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include( " /usr/share/sendmail-cf/m4/cf.m4")dn]
VERSIONID( *setup for Tinux')dnl
OSTYPE( * Tinux')dnl
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5 whois sobell.com
Domain Nam SORELL.COM
Registrar: GODADDY.COM, INC.
Whois Server: whois.godaddy. con
Referral URL: http://registrar.godaddy. cor
Name Server: NS1.HUNGERHOST.COM

Reg strant:
Sobell Associates Inc
660 Market Street
Fifth Floor
San Francisco, California 94104
United States

Registered through: GoDaddy.com, Inc. (http://www.godaddy.com)
Domain Name: SOBELL.COM

Created on: 07-Apr-95

Expires on: 98-Apr-13

last lpdated on: @1-Mar-10

Administrative Contact:
Sobell, Mark sobell@meer.net
Sobell Associates Inc
660 Market Street
Fifth Floor
SAN FKANCLSCO, California 94104
Lnited States
18888446337 Fax -- 18888446337

Technical Contact:
W., Tim hostmaster@meer.net
meer.net
po box 390804
Mountain View, California 94¢39
United States
18888446337 Fax -- 18888446337

Domain servers in listed order:
NSL.HUNGERHOST. COM
NS? HUNCERHOST . COM
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Type Name Number  Generating condition
Nota real signal  EXIT 0 Bxit because of exit command ar reaching the
end of the program (not zn actual signal but
useful in trap)
Hang up sleiuPor 1 Disconnzct the line
HP
Termingl SlgiNTor 2 Press the interrupl key (usually GONTROL C)
interrupt INT
Quit SIGQUITor 3 Press the quit key (usually CCNTRO.-SHIT or
aurr CCNTRO_-SHIFT4)
Kill SIGKILLor 9 The kil buitin with the -8 opticn jeannot ba
KILL traped; use only as a last resort)
Software SIGTERMor 15 Default o the il command
term nation TERM
Stop SIGTSTPor 20 Pross tha suspend key (usually CONTROLZ)
TSTP
Debug DEBUG Exectte commands scecified in ths tiap
statement zfter each command (7ot an actual
signel but useful in rap)
Erfor ERR Execute commands specified in thz trap

statement after each command that returns a
nonzerg exit status {not an actual signal but
uselul in lrap)
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if

test-command >T815

True.

Y
then =
elif
commands fIRCIT False
Y AJ
then else
commands commands
-
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5 ldapmodify -xD “cn=ldapadmin,do=brillserve,dc=con™
SOHEAG: nes BEFY SECBFITSE e Searaa

-w porcupine -f AA.1dif
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[2]+ Stopped nd /usr -neme dee -pi
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$ LC_TIME=en GB.UTF-8 date +%x
24/01/12

§ LC_TIME-en_US.UTF-§ date +%x
01/24/2012

5 1s xx
1s: inpossible d'accéder & xx: Aucun Fichier ou dossier de ce type
§ LC_MESSAGES=en_US UTF-8 Ts xx

1s: cannot access xx: No such file or directory
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} cat memoZ.txt | Ip
request id is MainPrinter-27 (1 file(s))
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BIND configuration GUI

File Hep
& ® & Q
New Delete  Import  Preview
Saarch

5 @ ONS Server

Hwd 11 Interuet Revers 156 ARFA Zane

B S—— -

# B ocalhost.localdorain Internet Forward Zone

= do Internet Reverse IFud Zone

= 4127001 ke Reverae 1 Zane

=B ocalhost internt Fanuard Zane

Select an object; oress and release the night-hand mcuse button,
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New Printar X

Select Device

Devices
LPT#1
Serial Port #2 Aprintar connected to a USB port.

AppSocket/IIP JetDirect
Internet Printing 2rotocol (ipp]

Internet Printing >rotocol (Fttj

Internet Printing rotocol (ipps

LPD/LPR Hest or Priter

Windows Printar via SAMBA

Carce. | Forward
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$ mysqladmin -u root password 'mysgl-password'
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Charaster Meaning
Matches any single character
* Matches 2810 or mora oceurrenges of a match of the preceding charecter
A Forces amatch tc the deginning of a line
$ A match to the end of a line
\ Quotes spacial charzeters
\e Forces a match to the beginning of a word

Forces a match to the end of a word
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/home/sam
$ sudo -i
# id

uid=0(root) gic-0(root) groups=0(reot),1(bin), 2(daemon),3(sys) ...

# pwd
/oot
# exit
Togout
<
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Daemon

Used for or by

Function

anacron

apmd

atd

aulomount

crond

Advarced
canfiguration énd
paviarintartace

anacrontab

Advanced power
management

P

Automatic mounting

cron

Flaxible demon for alivering AP svenis. Replaces apmd.

Usert for periadic axec ion of tasks. This,aemon loaks in the
Jetefamacrontabfle. Wien a sk comes up for execulion, anacron
executes a5 the user who owns thefile that ascribes the tisk. Sea
pane 607

inges in system power,
uchas apiops, at

Reparts an takes action on specited o
including shutdowns, Useful with machin
nunon batteries

Exeutes a command once 2t a spesiic ims and dave. Sea crond for
periacic exzcation of acommand. Ses page 611

Automatcaly mounts filsystems when they are accesse.
Autometic mounting s 3 way of cernar d-maurting rémote
directoris withoJt Fayng to hard-configurs them into etetstah
Se@ page 821

Used for periodic execution of tasks. This daemen looks n the
Jranfspooleron directory for fes vith lenzmes that cortesoond to
usernzmes. I also looks | e felc/crontab fils znd al fles 11 Uhe
Jete/eron.d directory. When 2 task comes up for execution, crond
exatiites s the user who owns the filethat dascribes the task Sea
page €07,





OEBPS/image32868.jpg
$ find . -atime +10 -exec Is -1 1}
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$ sort -c days
disorde

Thursday
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plum: /home/pudliic /plum.public nts4
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bailey, waitingjpg

Inage Edt View Go Help g

1536 x 2048 pixels 740.8 kB 15%

Clase button

Manuoar

Tealbar

Window ccrtent

Status lind
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$ gpg --export --armor --output sam_pgp.asc sam@example.com

$ cat sam_pgp.asc
BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.4.14 (GNU/Linux)

mQENBF INuU@BCADPBC2CrmGrkpuYVGH1U1zUKhAabHAeavTMGguv 1655 6wNdDt 7
VUi uXu300qep9 te]00F ZTONZEbONEOYT ukmePRUNE eSIUdZqUdo2dZF POas4xBa

KUZHG1X8KKEN2Ct1kDy 7ka2g]y24KiukkpuxsrBhNZEn7S k3BT JYK/PemSGrhk
tnazZykjQ04d5Sh73jxRMpFaTxEZ32C5bXnx J8ebz90SCtFSChKBZX52
T1kW

END PCP PURLIC KEY RLOTK-.
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5 SN GNDNAL. PR
Sorry, user sam is not alloed to execute '/bin/umcunt /music' as rcot on Tocalhost
§ sudo umount /p03

¢
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3 yum list emacs=’

Loaded plugins: langpacks, presto, refresh-packagekit

Available Paccages
cligs-enacs,noarch
cog-enacs 1685
crm11¢-emacs. 1636
cvc3-emacs. noarch
cvc3-emacs-el.noarch
cvc3-emacs, noarch
cvc3-xenacs-el .noarch
emacs.i686

6.30.0-0.3.20090722svn. fcl5
8.2p11-1.fc12
0-2.14.20100105. fc15
2.2-3.fcl5

2-3.fcl5

-3.fc15

_3_fc15

3.2-17.fcls

2:
2.2
2.2
1:2

Fedora
fedora
fedora
fedora
fedora
fedora
Fedorz
fedora
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getopts optstring varname |[arg ...|
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# systemctl enable dovecot.service
# systemct] start dovecot.service
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e subnet only
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3 cat /etc/crom.d/cactl
¥/5 4 % % k cactd Juse/bi

ho 7usr/sharefcactsfpoller:php > /dev/null 258
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# log all kernel nessages to the console.

kern.x /dev/console

# Log a1 the mail messages in one place.

mail.x - /jvar/1og/maillog
# Log cron stutt

cron. /var/log/cron

# Everybody gets emergency messages

% .emerg omusrmsg: &

# Save boot nessages also to boot.log
Yocall. £ o ™
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$ host -t soa zach.net
zich. nat. SOA ns sach. et wns\Bsobel] .cou. 03

28300 7200 2419200 36420
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Fealure
alogpart

braceexpand

ctspell

cmdhist

dotgloh

Deseriplion

Aulomaically places in 1hz envronment
{eports) all varian s and lnciions you
erect or modiy ater giving this sommand
elaul s ol

Gausas baasi 1o perfor i drace expansion
defeut: 5 on; page £05).

Corrects minor speling errors i diractary.
names used as arguments o cd (default s
o).

Savas alllines of & muliine cormmand i
the same nistory entry, adding semizoions
a5 roeded (default s ar),

Gausesshellspecial characters (wildcards,
Dag2 165) manamhiuas fareferenceto
match & leading period in a flename. By

defaul, special craracters do nol watch &
ating periag: You must alvays specty

tre flenames . and .. explcitl because 1o
PalET ever maichas e idefault is off),

Syntax
set—a alloxport

sot -0 braceexpand
shopt-s cdspell
shopt -5 cmhist

shapt s dolglob

Alternale syntax
sei-0

se1B
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else
echo "No. the answer is Scorrect answer.
return 0

function surmarize ()
{
echo # Skip a Tine
if (( num_ques —— 8 1); then
echo "You did not answer any questions”
exit @

fi

(( percent=num_correct=103/nun_ques ))

echo "You answared $nur_correct questions correctly, out of \
$num_ques total questions.”

echo "Your score is Spercent percent

b

# Main program

initialize £ Step 1 in Lop-Tevel design
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sr/local/bin: /usr/bin:~/bin
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$ sudo bash -c "lIs > /root/ls.sai
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$ mv report /tmp
mv: preserving permissions for '/tmp/report': Operation not Supported
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$ gpg --recv-keys 33229322

gpg: requesting key 997299zZ From nkp server Kkeys.gnupg.net

gpy: key 99779977 public key 'Zach Rrill <sach@example.cors" inporier
apg: Total number processed: 1

apg jmported: 1
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Samba Server Configurati

Fie Preferences Help

+ 1 ®E

Directory  Sharename  Permissions Visibility Description

\Writa  Visibla  Tamporary diractory
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S WONIE WINN-T RUNASINEE IC . JRIIN Py IR

# mount | grep plun

plun: /hone/pubTic on /plun.public type nfst

{rw,rC1aline ver s=4 .0, 15120131072 ws  0=131612 narTens25, hard, 5roLo;
6, rétrans=2 scc=sys clientacdr-102 168.206. 182, lacal _lock=nana, add
i Aoty 0
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[ /download. skype.con/linux/repos/debian/ stakle non frec
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3 lpstat

MainPrinter-25 zach 13312 Sun Feb 23 18:28:38 2614
1214826 zach 75776 Sun Teb 23 18:23:48 2014
MainPrinter-27 BT 8197 Sun Teb 23 1R:2R-t7 2@14
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'

Assign next

argument in
argument-list [~
0 loop-index

do
commands

Another

argument in

arqument-list
?

Yes

No
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Mar1aDE [maxdb]> CREATE TABLE people (name CHAR(10),
O hired DATE, store INTEGER, hourly BOOL)
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v 28~ TRNEC RO —
“rusroxrox. 1 root root 27856 8621 17:51 fusr/hin/passud

£ wv fusr/bin/passwd Just /oin/rootpasswd

# chiod 700 fusr/bin/rootpasswd

# In -5 juse/bin/yppasswd fusr/bin/passnd

# 15 -1 fusr/bin/iyppassud,passud, rootpassud}

Trwxrwxrx. 1 root root 17 96-24 19336 jusr/hin/passwd - /usr/hin/ypoassue
T 1 root root 27856 06-21 17:51 /usr/bin/rootpassnd

_PeMrsRPox. 3 OOt root 24336 05:07 85557 Jusr/bindwhnasoud
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$ cat ~/.bash_profile
if [ -f ~/.bashrc 1; then
+ ~/.bashrc # Read Tocal startup file if it exists
Fi
PATH=SPATH: /usr/Tocal/bin # Add /usr/local/bin to PATH
export PS1="[\h \W \!I\$ ' # Set prompt
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oo E e s

guave nas

Guaca nared[9824]

naned[9524]
narcd[9824]
nared[9824]

195241
guave nared| 9824 :

cuave raned[UE24] :

starting BIND

loading configuration from */otc/naned. cont
using defaulL WR/LPA porl range: [1022, 65535]
using defau’t UDP/IPue port range: [102¢, 65543
Tistening on TPve interface a, 177.0.0.1651

conwand channel Tistening on 127.9.0. 14953
conrand channel 1istening on ::.ras3
She. waikina B PRerRry T nat- eei taklE

9.3-11.155.01-PL-RecHt- . .PL.FC13 - nar
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$ dig www.sobell.com

QUESTION SECTION:
;www. sobel1. com. N

ANSWER SECTION:
www . s0be 1. com. 14400 IN CNAME
sobell.com. 14400 1IN A

Query time: 34 msec

;3 SERVER: 216.38.53.176#53(216.38.53.176)
WHEN: Fri Oct 18 13:36:21 2013

MSG SIZE rcvd: 141

sobel1.com.
216.38.53.17¢
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vin

type

type
type
type

VIM - Vi THoroved

version 7.3.1314
et al

Hodifiad by <bugzillatrednat cons

is open sourca end freely distributable

by Bran Hoolen

Bacone a regis:
nelp register<Enter>

a<Entars
nelp<Entars or
nelp varsion<Enter>

red Vin usar!

for infornation

t0 exit
for on-line help
for varsion info
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$ sudo Is > /root/1s.sam
-bash: /root/l1s.sam: Permission denied
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JAdl . fedoraprojoce.org/pub/focora,/Tinux/rolcacses,/19/Fedora/x86_64 /0%
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§ 415 SonaiRdoesnOtexist .- 18T

AUTHORITY SECTION:
into. 907 IN SOA a0.info.afilias-nst.info. noc.afilias-nst.info.
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Variable Default Function

HISTSIZE 1,000 evants. Maximum numoer of avenls saved during a session
HISTFILE ~J.bash_history  Location of th history file

HISTFILESIZE 1,000 events Maximum numzer of avents saved between sessions
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} cat message_demo
echo This is an error message. 1>&2
echo This is not an error message.
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# exportfs
/home/public 192.168.206.180
/home/zach  192.168.206.180
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Troubleshoot ing
Start Fodora Live In basic graphics mode.
Test this media & start Fedora Live

Run & nomory test.

Boot from local drive

Return ta main nenu.

Press Tab for full configuration options on memu itens.

Try this option out if you're having trouble starting.
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# systemctl enable slapd.service
# systemct] start slapd.service





OEBPS/image40982.jpg





OEBPS/image11695.jpg
/dev/sda

Primary 1
Idevisdat

Primary 2

| ldevisdaz_|

Primary 3
Idevisda3

Primary 4
(Extended)

/dev/sdad

Logical 5
Idevisdas

Logical 6
Idevisdab

Logical 7
Idevisda?
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ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Mount Point:  Jvar v

Desired Capacity: |50 G

Cancel | Add mount point
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$ ./count_all.py
Erter some words: The sun rises in the East and sets in the West.
8 Yatiane Fa @F Bra ubala:
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$ cat fruit2

#1/bin/bash

PS3-"Choose your favorite fruit from these possibilities:
salect FRUIT in apple banana oluebarry kiwi orange watermelon STCP
do

if [ “SFRUIT" — " 1; then
echo -e "Invalid entry.\n"
continue

elif [ SFRUTT = STOP ]; ther
echo “Tharks for playing!”
break
F
echc "You chose SFRUIT as your favorite."
echc -e "That is choice number $REPLY.\n"

done

3 ./fruitz

1) zpple 3) blueberry 5) orange 7) sTOP
2) hanana 4) kiwi 6) watermelon

Choose your favorite fruit from these possibilities: 3
You chose blueberry as your favorite.
That is choice number 3.

Choose your favorite fruit from these possibilities: 99
Invalid entry.

Choose yaur favarite fruit fron these possihilities: 7
Thanks for playinu!
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5 bzip2 --help
hzipz, a block-sorting file compressor. Version 1.0.6, 6-Sept-2010.

usage: bunzip2 [flags and input Files in any order]

-h
-d
-z
-k
-f

help print this message

decompress force decorpression

force compression

keep (don't delete) input files
overwrite existing output files

If invoked as 'bzip2', default action is to compress.
as 'bunzip2', default action is to decompress.
as 'bzcat', default action is to decompress to stdout.
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$ gpg --Tist-keys

/home/sar/ .gnusg, pubring. gpg

pub  2048R/D25C84B3 2013-12-03
d Sam Smith (Sam the Great) <sanGexanple.com
sub  2048R/56IBA710 2013-10-07

§ gpg --Fingerprint
/home /sar /. gnusg/pubring. gpg

pub  2848R/D26C84B3 2013 10 03

Key fingarprint = 036A DESE D653 3769 B2¢3 AOEE 256A C3EQ D26C 3483
uid sam smith (Sam the Great) <sar@examgle.com-
oub  2048R/563BA710 2013-10-03
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$ echo There are $((60+60+24:365)) seconds in a non-leap year.
There are 31536000 seconds in a non-la2ap vear
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Utility Function

cat Jsins and disolays files [oage 215)

cp Copies files (pace 224)

cut Selects characters of felds from input s (page 225)
diff Displays the difierences becueen two text files (page 227)
dos2unix Gonverts Windows files to Linux formzt (pag 260)
file: Displays the classifization of afilz (page 223)

find Finds files based on criteria (page 226)

grep Searches for a pattern n fil2s (page 232)

head Displays the beginning of a file (pzgs 235)

less Displays 2 text file one screen at & time (pag2 220)
g Displays 2 lst of obs n the print queus (page 237}

lor Sends fles to the printer (page 235

lprm Rernoves & job from the print queus (page 237}
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Settings

Network Arplane Mode
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/dev/sdad /var ext4 nosuid 0
/dev/sda5 Jusr/local ext4 nosuid 0 0
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auth [user_unknow=ignore success-ok ign

auth incluce  systen-auth
count  required  pam_rolagin.so

gnore defaull=bac] pam_securelly.sc
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 mkdir -p /home/max/li1terature/promo
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3 EMR VR NEEel-3.8: 8-, fCIN.EPC, TR
1:kernel warning: user nockbuild does not exist - using root

warn‘ng: group mockbuild does not axist - using root

warning: user tockbuile does ML exist - using rout

ernel-1.9.8-300. fclo R ST vl
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3 su -

Password:

4 pwd

/root

# echo $PATH

jusr/Toca /shin: fuse /Tocal fbinz/sbin: fhin use/s
# who am i

cam pts; 2 2013 €6 12 13:43 (192.168.296.1)
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firewall-cmd --add-port=2049/tcp
firewall-cnd --pernanent --add-port=2049/tcp

Firewall-cnd --add-port-2049/udp

firewall-cmd --pernanent --add-port=2049/udp

firewall-cmd --add-port=111/tcp # not usually needed
firewall-cmd --pernanent --add-port=111/tcp # nox usually needed
firewall-cmd --add-port=111/udp # not usually needed
Pivenall<cad <-parsanest --adi-port=lil7uds # not eswaliy reeded
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$ cp .config ~/rpmbuild/SOURCES/config-$(arch)-generic
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5 Is -1 file_a file_b file_c file_d
3534 file a 3534 file b 5800 file ¢ 7328 file d
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$ perldoc Mail::SpamAssassi





OEBPS/image42533.jpg





OEBPS/image41225.jpg





OEBPS/image36059.jpg
" SENRCTR -1 /ORV/EAppet; Tetor!
ture2fs 1.42.7 (21-1an-2013)
Filesysten volune name:  <rones

Last mountad on: /.

Filesysten UUID: 209za1ca-bfbb-4302-b715-1b258046C55
Filesysten magic number: OXEFS3

Filesysten revision #: 1 (cynamic)

Filesysten features: has_journal ext_attr resize_inode dir_index
filetyne needs_recovery extent flex_bg sparse_super larqe_file huge_filc
uninit_bg dir_nlink extra_isize

root

Hlesystem flags: signed_directory_hash
Default mount options:  user xattr acl
Filesystem state: clean

Frrors hehavior Cantinue

Filesystem 05 type Linux

Inode count: 2457620

Block count 9824256

Last mount time: Wed Jun
Last write time: Mon Jun

Mount count: 1

Maximum mount count: 8

Last checked: Tue Jun 4 19:27:35 2013

Check interval: 1295020 (2 weeks, 1 day)
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North American registry
European registry
Asia-Pacific registry
U.S. military

U.S. government

whois.arin.net
www.ripe.net
www.apnic.net
whois.nic.mil
WWW.niC.20V
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I have found this book to be a very useful classroom text,
as well as a great Linux resource. It teaches Linux using
a ground-up approach that gives students the chance to
progress with their skills and grow into the Linux worid.
T have often pointed to this book when asked to
recommend a solid Linux reference.

—Enc H no. Schaol of Inkrmation Tchnology

T Techricol inteuss

A
A Practical Guide to = 2
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$ iptables -p tcp -h

tcp match options:

--tcp-Mags [1] mask comp natch ahen TCP flags & wask - comp
(1lags: SYN ACK 1IN RSI URG PSIEALL NONE)
(1] —-syn match when enly SYN flag set

(cquivalent to —-tcp-Flags SYN,RST,ACK SYN)
--source-port 1] portl:port]
spart ...

match source portis)
--destination-port [!] porz[:port]
dpart .

match destinaticn part(s)
- match 1F TOB coticn st

——tcg-option [!
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O FVNE/ Y SR I RN IVRT 0
Enter the nave o the TisL: painting class

Enter the era 1 T the person rumnirg he 1ist: helentiexanple.con
Initial naiaring_class passwor

To Finfsr crearing your mailing 1isr, ya
by adding tre following Tines, and possibly rumning the ‘nesalisses’ progran:

¥ painting.class mailing Tist

painting.cTass: ") fuse/1ib/vai Tman/mail /i Tran post paintingclass”
painting class-adni ") fusr/1ib/rai Iman/nai] /mai 17an adnin painting class”
paineing_class-bounces. #| fuse/11b/rat Tnan/mail /maf 1nan bources painting_class’
painting_lass-conf irm: | Just /1 ib/ra i Tman/nai] /nai Tnan confirm painting_class’
painting c ass-join | ust/ ] ib/rai Iman/nai | /mai 17an Join painting.<lass”
prineing_lass- leave | 7use/14b/rat Iman/mail fmai 1nan Teave painring_class”
printing_class suncr: " Juse /1ib/nat Inen/mai /mai 17an owrer painting class”
painting ¢ ass-request. | 7ust 7 | ib/ria Iman/nai | /nai 70 recvest painting class
printing cass-subscribe: | /usr/1{b/raiinan/mai]/mailnan subscribe painting class”

painting_class. unsubscribe:

1 Jusr/Tib/riai Tman/mail /nai Tran unsubseribe painting.class”

M R B R RS C TR BT

Fust edit your jerc/aliases (or equivalent) File
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define( PROCMAIL_MAILER_PATH', "/usr/bin/procmail’)dnl
FEATURE(Tocal_procmail, ', “procmail -t -Y -a Sh -d $u')dnl
MAILER(procmail)dnl
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$ mkdir /newdir & cd /newdir
mkdir: cannot create directory '/newdir

Permission denied
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BAD PASSWCRD: The password fails the dictionary check - it is too
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$ su -c 'yum -y group install xfce-desktop’





OEBPS/image12630.jpg
Lrom——,

]

o






OEBPS/image35549.jpg





OEBPS/image33674.jpg
 mkdir bkup &% Ccp -r src bkup
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# systemct]l enable nmb.service
# systemct] start nmb.service
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'RECLAIM DISK SPACE

You can remove existing fiesystems you no longer need tafree up space for this insallation.

Removing a lesystem wil permanently delete al of the data i contans.

Thereis also free space availabe in pre-existng flesystems. Whie i€s risky and we recommend you
back up your data s, you can recover that free disk space and moke it availabl for this installation

below,

Disk Name Fhesystem Reclaimable Space  Action

~ 8096 GB Vhware, WMiware Viewal S sda 854 6B tota Praserve
System_Reserved a1 mis 52,23 MB of 100MB Preserve

a2 ot

33,0068
Preserve | Detete | —
2768 408568

1 disk: 854 GB reclaimable space (nficzysterns)

Total selected space o rectim 788 GB

Instalation require 3 total of 3.99 GB for zystem data.

Cancet | | Rectaim space
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$ nmblookup -d 2 -B 127.0.0.1 _SAMBA__

querying __SAMBA__ on 127.0.9.1
Cot a positiva name query resporse from 127.0.0.1 ( 192.168.206.181 )

192 .168.206.181  SAMBA <09
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# systemct| status rpcbind.service
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exit 1
fi

# Check that file exists and is an ordinary file
if [ | -f "Sfile" ]; then
echo "nks: $file not found or is a special file" 1>&2
exit 1
£i
# Check Tink ci
set -- $(Is -1

nt on file
sfile”)

Tinkent=!
if [ "Slinkent” -eq 1 1; then
echo "Inks: no other hard Tinks to SFile” 142
exit 2
fi

# Get the inode of the given File
set $(1s - "Sfile")

inode-$1
# Find and print the Tiles with that ‘node number

echo "Inks: using find to search for links..." 1>&
find "$directory" -xdev -inum $inode -print
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$ yppasswd -f
Changing NIS account information for sam on plum.
Please enter password:

Changing full name for sam on plum.

To accept the default, simply press return. To enter an emply
field, type the word "none”.

Name [Sam the Great]: Sam-in-Fact

Location []:

0ffice Phone []:

Home Phone []:

The GECOS information has been changed on plum.

§ ypmatch sam passwd
san:$6S pial.:100

401

am-in-Fact:/home/sam:/bin/bash
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3 cat /etc/openldap/schema/core.schema

objectilass { 2.5.6.6 NAME 'person’
DESC 'RFC2256: a person’
SUP op STRUCTURAL
MUST (sn $ cn )
MAY [ userPassword § tclcphoneNumber § secAlso § description ) )
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5 rpm -qf /bin/more
1= inui=2 23 1-7 Fe19%86 64
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function exchange (1

{

temp_value=§{questions[511}
guestions[$1]-3{questicns[$2]}
questions[$2]=Stemp value

}

function scramble (

{

declare -i index quescount
cuestions=(§(1s))
quescount=S{#questions+]}

((index=quescount-1})

while [[ Sindex > @ 11; do
({target-RANDOV & index)
exchange Starget $index
(findex -- 1))

cone

]

function ask ()
{
exec 3<$1

# Nunber of elenents
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§ cal /elc/logrotate.d/hitpd
juar/\oohetpd/s 100 ©
missingck
notifempty
sharedscripts
delaycompress
postrotate
/bin/systenct] reloac httpd.service » /dev/nul| 2s/dev/null

11 true
engscript
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history

muponexit

ignoreeof

monilar

nocasegloh

noclobber

nogloh

Turns on the lustory mechanism (which
uss axclamation peints by defaul;

page 381). Turr this feature off to turn off
History expansion (cefaul s on).

Enatles command history (default s o1,
page 376)
Specilies tnat bash send a SIGHUP signal

to.ll]obs when an interactive login shell
exits (default s o,

Specifes tha: bash rust rece ve ten EOF
charactars before it 2. Useful on noisy
diab-un s (default s of)

Enatles job control {defaultis on:
page 346).
Causes anbiguas fle elerences

(page 165) to match filanamas without
regard to case (defaultis ot

Felps prevenl aver
off 0age 155)

ing s (detaull is

Disanles parhname axpansion (defautis
off: pags 163)

set-a history.

shopt—5 huponsxit

set-0 Ignoreeol

st -0 monitor

shopt =5 nocasaglob

st -0 noclobber

set-anoglah

sel H

sel-m

sel €

sel
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Post
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# systemctl restart sendmail.service
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# yum -y remove kernel-3.9.9-301.fcl9.x86_64
Loaded plugins: langpacks, refresh-packagekit
Resolving Dependencies

> Running transaction check
> Package kernel.x86_64 0:

.9.9-361.fc19 will be erasec

Running transaction
Erasing  : kernel-modules-extra-3.9.9-301.fc19.x86_64
Erasing  : kernel-3.9.9-301.fc19.x86 64
Verifying : kernel-modules-exrra-3.9.9-301.fC19.x86_64
Verifying : kernel-3.9.9-301.fc19.x86_64

Removed:
kernel.x86_64 0:3.9.9-301.fc19

Dependency Removed:
kernel-modules-extra.x86_64 0:3.9.9-301.fc19

Complete!

1/2
2/2
1/2
2/7
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5 gpy --verify memoA.asc
gog: Signature made Tru @3 Oct 2013 12:13:39 PV PDT using RSA key ID D26C84e3
has. SAD-sibratire fron “San Awith (5in the Crast) sinbeiansie. com™






OEBPS/image1896.jpg





OEBPS/image3169.jpg
General

Primay button

Doutte-ciick

Poiner speed

Settings.

Mouse & Touchpad

© Lt R

Test You Settings






OEBPS/image38017.jpg
# grep 'ADEFAULT' /etc/mailman/mm_cfg.py
DEFAULT_URL_HOST *www . example . com'
DEFAULT_EMAIL_HOST = 'mail.example.com'
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$ 1pq
deskjet is ready anc

Rank  Owner Job
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Total Size
38128 bytes
3587 byres
3960 byres
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" WpL-get Lpmate

Get:L http://extras.ubuntu.con precise Release.gpg [72 2]

Get:2 http://security.cbuntu.cor precise-security Release.gog [198 B]
Hit http://extras.ubuntu.con precise Release

Get:3 http://security.ubuntu.com pracise-security Release [49.6 k)
HiT http: //extras.ubuntu. con precise/main Sour
Get:4 http://us.archive.ubuntu.con precise Release.gpg [198 3]

it http://extras.ubuntu.con precise/main 1386 rackages

Get:5 http://us.archive.ubuntu.con precise-Lpdates Release.apg [198 8]
Get:6 hitp://us.archive.ubuntu.con precise-backaorts Release.gpg [198 B]
Get:7 http://us.archive.ubuntu.con precise delease [49.5 ki)

Get:8 http://security.ubuntu.con precise-security/main Sources [22.5 kB]
Get:9 htts://security.cbuntu.cor precise-security/restrictec Sources [14 B]

Fetched 13.4 M8 in 2min 205 (95.4 k3/s)
Riadtive Ondbans: i nbnis s Hons:






OEBPS/image38145.jpg
# systemctl enable ypbind.service
# systemct] start ypbind.service
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$ export chees: 0olombian avocado!
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$ cat /etc/cron.hourly/@anacron

#1/bin/bash

# Check whether @anacron was run today already

if test -r /var/spool/anacron/cron.daily; then
day="cat /var/spool/anacron/cron.daily

fi

if [ "date +%Ym¥d® = "$day then
exit 0;

fi

# Do not run jobs when on battery power
if test -x /usr/bin/on_ac_power; then
/usr/bin/on_ac_power & /dev/null
if test $7 -eq 1; then
exit 0
fi
fi
/usr/sbin/anacron -s
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Settings

<
7 Netwark dirplare Mode [ 1BPEN

Wired (Lo )

Cornectad - 103 Mbfs

@ Netwerk proxy

1P Acdress 192,168,206 180

Hardware Acdrass CODC:2913:74:135
Dot F.te 192150206 2

DS 192,188.206.2
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BAD PASSWORD: The password 1s shorter than 8 characters
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$ cat /etc/sysconfig/clock
# The time zone o the systen is defired by the cortents of setc/Tocaltime.

# This file 1s only for cvaluation by systom-config-date, do not rely on its
# contents elsenhere.
ZDONE="Europe/Paris®
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Host_Alias LCL = guava, plum
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/jaev/sda’/ /backup extd4 user,noauto,rw 0 0
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error: Failed build dependencie:
elfutils-libelf-deve| is needed oy kernel-3.u.8-300.fc1Y.x85_64
Z1ib-devel is needed by kernel-3.9.8-320.fcl9.x86_61
binutils-devel is needed by kernal-3.9.8-300.fc19.x86_64
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¥ GPG == TINGErpIrint. SACINNCE

pub ~ 1224D/9922932Z 1998 18 23
Key fingerprint = SE1C 544D 838F D3DO GEDO GIEA C1B2 A984 63DB GTAE

uid Zach Brill <zachGexample. com>
sub 28480 /C548F7CO 1998-18-23
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<Locaticn />

Order Allow,Deny

# Allow access fron the local system and 192.168.1.101

Allow from TocaThost

Allow from 192.168.1.101

# Unconment the following to permit access from all local interfaces
# Allow GLCCAL

S et lons





OEBPS/image41425.jpg





OEBPS/image38190.jpg
S SPSTINEET STRHIE. Y e Sehice.
vebind.service - NISAP (Nezwork Inforeition Sarvice) Clfents to KIS Conain Cinder
Loaded: Icaded (/usr/11b/sys<end/systan/ypb1nd. sarvize; enab e
b active (rianing) oince Tus 613 66 23 11013 PO min 1 ags
33057 Fxecstartiost_j sr/1 hexec/yphind-nost-uaithind {cosexitec, Status-a/SUCTESS
{oouemeritec, stalus-0/suct
Trad, s atunsd/SUCCES)

pro
Prucess: 39963 Execsia (Pra=/use/sh n/secsubeol <l on_vebin
Proriiar 39060 Exes Star tPrise/uar /1ibuiae/ypbind-pre--srduaain (i

vin M0: 33967 (ypbing)
Slatus: " ocessiry requests. .
roup: nameecys cud: saysten yobind.
35037 2seabin/yptind 0

Jun 25 11314532 guava systendl1: Starting NIS/P Clierts to KIS Domin Binder. ..
T 7% 11114135 D1mua SEEIRA(II0EE Dindng NT3 service

Jun 22 11514133 quava YEbndl 3571 Bindné ciok 6 seconds

Tin 28 11114133 uiva yplindLIIORLIS VIS ot ngss NIS ervers oo
ot B b, Lol o ity Wil S gt e






OEBPS/image38579.jpg





OEBPS/image35466.jpg
$ xmodmap -e ‘pointer = 3 214 5°
Warning: Only changing the first 5 of 24 buttons.
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MarialR [maxdh]> SELECT *
i FROM  people, stores

ke WHERE ~ store = number and
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$ dw =t MX tidp.com

H ANSWER SECTION:
t1dp.con. 5 IN wx © mx1.subS.homie.mail.dreamhost.com.
tdp.con. 5 ™ WX 0 mx2_subS. homie.mail . dreanhost . com.
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$ Tile -z letter_e.bz2
letter_e.bz2: ASCII text (bzip2 compressed data, block size — 920k)
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Tool

authcontigl-tui|

Funclion

Tne authconfig-tui utiity displays the
pseudograpical Authzntication Configuration
window. The User Information column &llows you to
configurs user accaunts to cache information and use
LDAP, NIS, IPAvZ, o Wincind support. The
Authentization column allows you to specify how the
systzm authenticates users, depending on how you
configurz user accounts. For a purely textual
(scriptable) interface use authconfig.

firewall-config Displays the F revill Configuration window (page 900).
system-config-bind Displays the RIND Gonfiguration G| window
(system-config-bind package: pace 857)
system-config-htipa Displays the HTTP Szrver Ganfiguration window
(system-config-httpd package .
system-config-kickstart Displays the Kickstart Gonfigurator windaw. which
allowis you to crezte a Kickstart script
(system-config-kickstart package: page 5]
system-config-nfs Displays the KFS Szrver Configuretion wingow

(system-config-ns package: page 812)
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Criterion Tests file to see if it

-4 Exists and is a directory file
-e Exists.
-1 Exists and is an ordinary file (not a directory)

Exists and is readable

Exsts and has a sice grealet than 0 byles

-
5
- Exists and is writable
_.

Exisls and is executabl
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or not, poor nathing
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b ./1s.term 2> hold
FD 1 (stdout) IS going to the screen
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Regular
expression
/bRl
Magiou.ki

/£ 16-8)

ha-th-2)i

Matches

Member of the charactar class b and B
followed by i

tfollowed ty a lowercasz vowel, any
character, and a k

# followed by a SPACE and a member of the
craracter class  through &

Any character that is ot a etter (ASGII
craracter set only)

Examples
bill Bill, billed

talkative, stink, teak, tanker

#60. £8:, get4 9

1.7.@

.} Stop!
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Fedora, mith Linus i-rescue Bboa163(cd Hecun2tes1goctabioth
Uindows 7 (loader) (on sdow/sdat)

Use the * and 4 keys to change the selection

Pross o' 10 edit the selected itom, or 'c' for a command prompt
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Variable Value

BASH ENV  The pethname of the startup file for noninterzctive shels (page 331)

COPATH The cd search path (page 364)

COLUMNS The width of the disnlay usad by seleet (page 1012)

HISTFILE The pathneme o the file that holds the history list {default: ~/.bash_history;
page 377)

HISTFILESIZE The maximum number of entries seved in HISTFILE (dafaut: 1000; page 377)

HISTSIZE The maximum number o ontigs saved inthe history lst (dofault: 1,00,
page 377)

HOME The pathnzme of the user’s hame directory (page 358); used 25 the defau't
argument for cd znd in tilds expansion {page 162

IFS Intermal Field Separatar (page 363); used for word splitting (page 411)

INPUTRC The petimeme of the Readline starlup file (defzult: ~/.inputrg; page 390)

LANG Mg ogals calegary wher thal calegory is nol specificaly ssl using one of e

LG_variables (page

368)
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# timedatectl set-time "[014-02-14 1B:17:167

# timedatectl

Local time:
Universal time:
RTC time:
Timezone:

NTP cnabled:

NTP synchronized:
RTC in local TZ:
DST active:

Last DST change:

Next DST change:

Fri
Sat
Sat

2014-02-14 18:17:21 bSI
2014-92-15 02:17:21 UTC
2014-02-15 02:17:21

america/Los_Angeles (PST, -0800)

n/a
no

no

no

DST
Sun
Sun
DST
Sun
P

ended at
2013-11-03 01:59:59 PDT
2913-11-03 01:00:00 PST
begins (the clock jumps one hour forward) at
20149309 01:59:59 PST
27314-A3-09 @
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$ apropos who
at.allow (5)

at deny (5)
jwkois (1)

w (1)

who (1)

who (1p)

whoani (1)
whois (1)
WS, fuhats. (1)

determine who can submit jobs via at or batch
determine who can submit jobs via at or batch
client for the whois service

Show who is logged on and what they are doing.
show who is 1ogged on

display who is on the system

print effective userid

client for the whois service

client for the whois service
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sitel.example.com IN NS ns.sitel.example.com
ns.sitel.example.com N i 1.8 % 9
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(rug) 1s not what 1t once was (a long time ago)
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S XNR JULC/TRTINIR/ SN

SWIPDOPTS—"-Lsd -Lf /dev/nul] -u sp -g snmp -T -srux -p /var/run/sampd.pid 127.0.€.1
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5 Tinel echo Stinel; read -u3 Tine2; echa S1ine?
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# 1ptables -t NAIl -A POSTROUTING -0 eth® -
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/1 end Tocal view
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practice” [New File]
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$ ps -ef | grep mountd
root 2110 1 ©18:31 7?7 090:00:00 /usr/sbin/rpc.mountd
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sam@guma
Flo £t Vi Secn Tams Help
Gile: coreutils.info, MNode: Top, MNext: Introduction, Up: (dir)

W Coreutils

Mis nanual documents version 8.21 of the GNU core utilitie:
he standard prograns for text and file nanipulation

including

Copyright (C) 1994-2013 Frea Software Foundation, Inc.

Permission is granted to copy, distribute and/or modify this
docunent under the terms of the GU Free Docunentation License,
Version 1.3 or any later version published by the Free Software
Foundation: with no Invariant Sections, with no Front-Cover Texts,
and with no Back-Cover Texts. A copy of the license is included in
The section entitled "GN Free Documentation License

[ Henu:
| Introduction: Caveats, overview, and authors

|+ Comnon options: : Common options

- Output of entire files:: cat tac nl od basess

|+ Formatting file contents: fat pr fold

" output of parts of files. head tail split csplit

- Sumarizing files. vic_sun cksun meiSsun shalsun sha2






OEBPS/image39742.jpg
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22
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$ find . -name \#.txt -print | xargs grep -w -1 login
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5 Is -1
total 1

drwxrwxr-x. 2 max pubs 1024 03-02 17:57 dirtmp
§ 1s dirtmp

S rmdir dirtmp

rmdir: dirtmp: Directory not empty

S rm dirtmp/+

rm: No match.
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sam ALL= /bin/mount /p@[1-4], /bin/umount /p@[1-4]





OEBPS/image33978.jpg
} grep sam /etc/passwd
sam 500:500:Sam the Great
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S JU SORNCR Vil
Lozded plugins: langgacks, refresh-packagekit
pdates-testing/1)/x8€_64/piatacs

e — N/5 watchec: vil
avIv.x36_64 : PDF viewer wiich behaves 1ike Vi
drupai 6-nedia vimeo.ncarch : Vireo Video Module for Drupals
eclipse-vrapper.noarch : Vin-like editing in Fclipse

Vim-XL1.X86_64 : The VIN versicn of the vi editor for the X Window System
vin-clusterskel 1. noarch : VIM files for Clustershell
vin- command t.x85_64 : An extremely fast, intuitive nechanisn for openirg files
: in VM
vin-comnon. x€6_64 : The common files needed by any version of the VIV ecitor
vin-enhancec.x8654 : A ve~sion of the VIN editor wiich incluces recent
: enhancenents
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DAEMON_OPTIONS( ' Port=smtp,Addr=127.0.0.1, Name=MTA')dn]
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fi
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$ 1dd /usr/sbin/sshd | grep Tibwrap
1ibwrap.so.® => /1ib64/1libwrap.so.@ (9x00007f299c955000)
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Qctal Hex Decimal Octal Hex
1 1 1 17 21 11
2 2 2 18 2 12
3 3 3 19 23 13
4 4 4 2 24 14
B B 5 21 25 15
6 6 ¢ 31 37 1¥
7 7 i 32 40 20
s 10 8 33 1 21
9 11 B 64 100 40
10 12 A 96 140 50
1" 1 A w0 144 [
12 14 G 2 200 30
15 15 n 254 376 [il
14 16 E 255 577 FF
15 7 F 256 400 100
16 20 10 257 <01 101
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select fruit 1n apole banana blueberry Kiwl oranga watermelon STOP
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3 cat addbanner
#1/hin/hash
script=$(basenane $0)

if [ I -r "SHOME/banner" |
then
echo "$scrigt: need readable SHOME/banner file" 1-&2
exit 1
fi

trap 'exil 1' 12315
trap 'rm /tnp/$S.$script 2> Jdev/null’ EXIT

for file
do
it [ -r "SFile” -a -w "$File” ]
then
cat SHOME/banner Sfile > /tnp/$S.Sscript
cp /tng/$5.Sscript SFile
acho "Sscript: banrer addec to Sfile” 1582
else
echo "Sscript: need read and write permission for §Tile” 1>&2
i
kv
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max

names

temp
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iterature

demo
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Method

Whal it does

append(x) Appends the velue x Lo Lhe list (previous page)

count(x) Returns the numoer of times the value x occurs in the list

index(x) Returns the inzex of the first occurrence of xin the list

remove(x) Removes the first element of a ist whose value is x icrevious page)
reverse() Reverszs tne order of elemsnts in th list (previous page)

sort() Sorts the ist in place (previous page)
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debug
info
notice
warning
err

crit
alert

emerg

Debugging information

Information that does not require intervention
Conditions that might require intervention
Warnings

Errors

Critical conditions such as hardware failure
Conditions that require immediate attention
Emergency conditions
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$ ssh-add ~/.ssh/id_rsa
Enter passphrase for /home/sam/.ssh/id_rsa:
Identity added: /home/sam/.ssh/id_rsa (/home/sam/.ssh/id_rsa)
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$ ping -s 4096 -c 4 plum
plur (192.168.205.181) 404b(£124) bytes of data.
icmp_seq-1 tt1-61 time=0.160

PING
1104
4104
4104
4104

bytes
bytes.
bytes
bytes.

From
from
from
from

plum
plum
plum
plum

(192.168.206. 18
(192.168.206. 18
(192.168.206.18
(192.168.266.18

plun ping statistics -—

cmp_seq:

ttl=64 Time=0.319
3 tt1=64 Time=0.372
£t1=64 time=0.347

4 packets transmitted, 4 received, % packet loss, time 3002ms

rtt min/avg/max/mdev - ©.31S/9.374/0.460/0.0556 ms

me
ms
ms
ms
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$ grep apple a b c > a output
grep: output: No such file or directory
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$1s
amemo memalx memo.@612 memoalx.@620 merorandum sallymamo
mem  memo  memoa memoalx.keep memosally  user.memo

5 echo memo:
memo mena_@h17 memna memnalx.W62@ memoalx.keep memorandum merosally

$ echo :mo
amemo memo sallymemg user.memo

$ echo =alxx
memalx memoalx.0626 memoalx.keep
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Filesysten Type
/dev/napper/fedora-root exté

/dev/sdal exté
plum: /home/zach nfss

size
376G

a77M
37G

Used Avail Use% Mounted or

3.86

99M
3.8G

326

354M
326

11% /

22% /boot
11% /home/zach
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New Printer

Choose Driver
© Select printer from database

Provide PFD e

Search for a printer driver to download

Ine foorratic printer database contans varioJs manuracturer provided Fostscript
Printer Ceszription (PPD) files and alsa can generate P2D files for a .arge number of
(non PostScript) printers But n gerersl manufacturer provided PPD files orovide
better access to the specific features of the pr nter.

Makes. I

Apollo

Apple

Canon
Citizen
citor
Compag
var

DEC

Back Carce. | Forward
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managed-keys.bind failed: file not found
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Enlry

Hardware
modifications

Function

Keap track of the system hardware configuration: which dzvices hold which
artitions, the model of the new NIG you adced, and so on

Systein software
modifications

Hardware
malfunclions

Keep rack of the options used when buiding Linux. Print such les as
Jusr/sreflinux/.conflg (Linux xernel configuration). The file hierarchy under
fetc/syscontig and /etc/default contair valuzble information aboutthe network
configuration, amang other things.

Keapas accurate aist 2s possible of any protlems with the system, Make nos
of any error messagss or numbers the syster displays on the systerm consols
and idanify what users waro doing when e, probiom occurod

ser comolaints

izke a I sLof all zasonable complainls made by knowledyeabl users (lor
example, “Machine Is abnormally slow”)
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ad J -rvpe T -name core | xargs Tile | grep 'B rore f1le’ | sed s/:FIF.%//g’ | xargs rm -f
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anonymous_enable=YE>
local_umas 22
xferlog_file=/var/log/vsftpd.l10g
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# mkfs.xrs /dev/sdbl
meta-data=/dev/sdbl

data
naming =varsion_ 2,
Tog Aternal log

e T IRty

isize=256
sectsz=i12
bsize=4005
sunit-0
bsize=4095
hsize=1695

sectsz=i12

agcount=d, agsize-6103421 blks
attr=2, projidizbit=o
hlorks24413696, inaxpct=25
swidth-0 blks

ascii-ci=o

blocks=11920, version.
sunit=0 blks, lazy-court=l
Blocksed. FERictEntssd.
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# systemct| status httpd.service

httpd.service - The Apache HTTP Server
Loaded: Toaded (/usr/1ib/systend/systen/httpd.service; enablad)
Meriues active Lrawing) shece: ..«
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3 systemct] show
s Sy

property "Wants” sulti-user.target | fmt -10 | grep atc
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Mode Meaning

i Owrer, oroup, and otners ca rzad, wits, and execute file

155 Owner can reas, write, and exzcute file; group and others can read ang
execute file

71 Ovrer can read, vite. and execute file; group and othars can execut file

644 Ovwner can read &nd write fe; qroup and otners can reac fle

640 ‘Owner can read and write file, groun can read file. and others cannot access file






OEBPS/image39715.jpg
Ipranies-save
# Generated by iptables-save vL.4.9 on Tue Nov 5 14:57:19 2613
o Irer

{INPUT ACCEPT [9:0]

SFORVARD ACCEPT _0:0)

“0UTAUT ACCEPT (78:7254]

Z4 INPUT -m state —-state RELATED,ESTASLISHED -j ACCERT

" qcmp - ACCEPT
4 1o -j ACCEPT
- 224.8.0.251/32 —p udp -1 stata —-state VEW - udp —-dport 5353 -§ ACCEPT

- REICCT —-reject-with ictp-host-pronivited
A FORWARD © RETECT - roect witn 1cm. host pronibited
comvIT

3 Coiee o

on Tue Nov § 14:57:1@ 2013
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$ Is -1 /sbin/imit
Frskrwniuit. 1 Fool FeoL 229518 1217 FabtnyH
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3 1s -1 /etc/systemd/system/default.target
Traxrwxrwx. 1 root root 36 @5-04 19:34 /erc/systemd/systenw/default.target ->
ibisystend/system/araphical . FAroet
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$ su -c "ldapadd -Y EXTERNAL -H 1dapi:/// -f db.1dif'

bassuord:

SASL/EXTERNAL authentication started

SASL username: gicNutber=@-uidNumber=@,cn=peercrad, cn=external,cn=autt
SASL SSF: 0

adding new entry "olcDatabase=hdb, ci

nfig’
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# Ccp /dev/null /var/log/messages
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Fodora. (3.9.6-300. 1c13. x66-64) 10 (Schr7dingor7s Cat)
Fedora, uith Linux 3.9.5 301, fc1d. xB6. 64
Fedora, uith Limx 8 rascua-48bh70ed50f 47c5b31224 230766268

Use the * and 4 keys to change the selection
Pross o' 1o edit the soloctod itow, or 'c' for a command prompt

Tho selocted entry uill be started sufoatically in 5 seconds
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Hnasiic]
Linu quava.exanale.cor 3.9.3 362, <191
\BE. 64 85 64 CO7LIER.

551 #1 SHP Sat Tl 6 13:41:07 UTC 2013 x86.64
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# su sam -¢c "k1ll <-TERM 373f
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$ systemct] Tist-units --type=target | egrep 'multi-user|graphical
graphical.target  Inaded active active Graphical Interface
Sl amar tardet  loidid axtive: sctive M iti-ther Diatue
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5 bz = TAB (beep) = TAB
hzcat bzdiff bzip2 bzless
hzcmp bzgrep bzip2recover bzmore
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# systemct]l mask firewalld.service
In -s "/dev/null' '/etc/systemd/system/firewalld.service'
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s

| name | city i
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Key Keyname i
algorithm "hmac-mds";
secret "uNPDoUqVWR7fvo/zFyjkaKbQhcTd6Prm.
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£-WPTANTEY. ~~APPEnE FURNARD == TR-{NtEETAce ETT ~~OuR=1RLEFTACE SPAD ‘~<Juep MAEET
4 iptables -A FORWARD -i ethl -o eth® - ACCEPT
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Standard
input
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Command

Standard
‘output

Standard
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[samGguava ~]$ scp s]s€plum:memo.txt allmemos
sIs@piun's password:
Ao tuE

%  12KE  12.3KB/s D¢ 0d
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100 Continue
101 Switching Protocols
200 OK

204 No Content

205 Reset Content

206 Partial Content

300 Multiple Choices

301 Moved Permanently
302 Moved Temporarily
303 See Other

304 Not Modified

305 Use Proxy

400 Bad Request

401 Unauthorized

402 Payment Required
403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

201 Created

202 Accepted

203 Non-Authoritative Inft
407 Proxy Authentication Required
408 Request Timed Out

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Request Entity Too Large

414 Request-URI Too Large

415 Unsupported Media Type

500 Internal Server Error

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

504 Gateway Time-out

505 HTTP Version Not Supported
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hitpd
in.fingerd

munged

mysald

named

nisd, statd, lockd,
mounld, quotad

nipd

radvd

[
finger

Autieniication
dazman

The MariaDaMySaL
dacrnon

s
WS

TP

1PV,

T Vieh servar dasmon (Apache; page 921).

Hendles requesis for user inforinalon frem the finger uilly

Al progesses rwning un cilferent. mashines o authenticals sech
other Fart of the munge package.

Suppors qeras on a MariaDBiMSO darahase It stha Minl AVP
(Lnux, Apache, MaraDE/NI;SQL, PHP/PerLPyihion. See
Ghapter 29,

Supports DRS. See page 851

These fiva dasmons oparata tegethar to bandls NFSVG (paga 707)
epurations. The nfsd dacmon handiesfle and dircelory requests. The
statd znd lackd daemons implement network fie and record locking,
“The mount casmcn seryerts filesystem name raquasts from the
mount iy nto NS handies and checksaccess permissions 1 i
cuotas are enatlzd, rquotad handies those,

Synchranizes time an networ computers. Far more infarmationvsit
L.

1Pu6 Router ADVertisament Dasmon. Provides autozonfiguration on
e netesork if the local system is being used s a router
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New VM

Enter your virtual machine details
Name: | pomelo

Connection: Localhost (QEMU/KVM)

Choose how you would like to install the operating system
© Local install media (ISO image or CDROM)
Network Install (HTTP, FTP, or NFS)
Network Boot (PXE)

Import existing disk image

Cancel Forward
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<VirtualHost *>

ServerName example.com

DocumentRoot /var/www

<Directory /var/www/intranet>
AllowOverride AuthConfig

</Directory>

</VirtualHost>
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# iptables --match state --state INVALID,NEW
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5 systemct] show --property "Wants™ multi-user.target

Wants=vmtoolsd.service abrt-xorg.service rpcbind.service ...

Tines 1-1/1 (END) q
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$ bzc = T8 (beep) = TAB
bzcat  bzcmp
S$bzca™ 8= t B
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Fie Hap

Sostean
Fle Lavetng

Useriappng
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Networkport
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ProcessDoman

‘SELinux Administration.

System Datatt Eorcing e Entrcing
CurrentEfercing vode[Enorcng

Syatem Dottt Pty Tipe. | targetad
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# groupadd webwork
# chmod g+rws /var/www/html
# chown :webwork /var/www/html

# usermod -aG webwork username
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# systemctl enable iptables.service
# systemct] enable ip6tables.service
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# sysctl
net.ipvéd

net.ipv4.ip_forward=1
_forward b
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New Address Book

Type: | On LDAP Servers v
Name: | employees
Use in Birthdays & Anniversaries calendar
Mark as default address book
@ Autocomplete with this address book

Copy book content locally for offline operation

Connecting to LDAP | Using LDAP

Searching

Search Base: | dc=brillserve,dc=com v
Find Possible Search Bases

Search Scope: | Subtree v

Search Filter:

Downloading

Limit: |100 — + | contacts

Browse until Limit is reached

Cancel oK
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5 echo " xxxxxxCONTROL-U"
$ echo XXXXXXCONTROL-V CONTROL-U
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5 systemctl show --property "Requires” graphical.target
Requi res=nulti -user. target.
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» ps -ef | grep gnome-calculator
sam 3730 2424 2 14:07 ? @A:00:20 gnome-calculator
cam 2766 3568 O 14:14 pts/3  @0:00:20 arep gnome calculator
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# systemct| 1i1solate graphical.target
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# 1ptables -A --protocol tcp
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utility

Function

dale Displays or sefs the system time anc dat (pag2 218)
free Displays memory usage informztion {page 253)
hostname: Displays the system name (page 219)

uptime Displays system load and duration in‘ormation (page 253)
w Lists users on the system (page 254)

who Lists users on the system (page 254)
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# cat /etc/syscontig/iptables

# Firewal1 configuration written by system-config-Firewall
# Manual customization of this file is not recommended.
«Filter

+INPUT ACCEPT [0:0]

FORWARD ACCEPT [0:0]

OUTPLT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INFUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INFUT - REJECT --reject-with icmp-host-prohibited

-A FORWARD - REJECT --reject-with icmp-host-prohibited

COMMTT
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FROM  people p JOIN stores s
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# cat /dev/null > /var/log/messages
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$ cd literature/promo
$ pwd
/home/max /11 terature/promo
$ vim letter.0210
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$ cat sortmerg

#1/bin/bash

usage () {

it [ $# -ne 2 |: then
echo "Usage: 5@ Filel file2" 2:&1
exiL 1
fi

4

# Default tenporary directory

: ${TEMPDIR:=/tmp}
# Check argument count
usage "f@"

# Set up temporary files for sorting
£i101=$TEMPDIR/SS. Filel
£i1e2-$TEMPDIR/SS. file2

# Sort
sort $1 > $filel
sort $2 > $filez

# Open $filel and $file2 for reading. Use File descriptors 3 and 4.
exec 3<§filel
exec 4<§file2

# Read the first 1ine from each file to figure out now to start.
read Linel <&3

status1-$?

read Line2 <&4
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dn1 FEATURE( ‘'relay_based_on_MX')dnl
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# fusr/11064/yp/ypimit -u

AU Uhis 00int, we have Lo construct a Tist of the hosts which will run NIS
servers. plum is in the 19st of NIS server hosts. Mlease continue to add
the naries for the clher hosts, one per Tine. When you are done with Lhe
list, tyse a <control D>.

next host to add:  plum

next host to add:  CONTAL-D

The current 11st of NIS cervers Tooks 1ike this:

plun

Is this correct? [y/n: y] y
vie need a few minutes to build the databases...
Building /var/yp/ngs/ypservers. ..

Running /var/yp/Makefile.
qrake[1]: Entering directery */var/vp/mgs’
Updating passwd.byname
Udating passwd. byuid
Updating group. byname
Udating group.bygid.
Updating hos<s.byname.
Updating hosts.byacdr.
Updaling rpc.bynane. ..
Updating rpc.bynunter.
Udating services.byname.
Updating services.byservicenane. .
Updating netid.byname. ..

Updating protocols.bynunher. .

Updating prozocols.bynane. .

Updating mail.zliases.

gnake[1]: Leaving directory '/var/yp/mgs'

plun has been set up as a NIS master server.

Now vou cun: nun oyt <8 ol on il sluve estver:
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# sake localhost.crt
unask 77 3 \

fusr/binfopenss] req —uTf8 new key localhost.key 503 -days 365 out
Tocalhost.crt -set_serial @

Enter pass phrase for localhost.key:

You are about to be asked to enter information that will be incorporated
inlo your certificate request

what you are about to enter 15 what is called a Distinguished Name or a DN.
There are quite a few fields but vou can lezve some blank

For some fields there will be @ default value,

Tf you enter ., the field will be left blznk.

Country Nare (2 letter code) [G3]:US

State or Province Nane [full name) [Berkshire]:California

Locality Name (eg, city) [Newburyl:San Francisco

Organization Name (eg, company) My Company Ltd]:Sobell Associates Tnc.
Organizatianal Unit Name (eg. section) []
Common Kame (eg, your name cr your server's hostname) [1:www.sobell.com
Email Addrsss []:mgs@sobell.com
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$ grep -w sam =
memol:This is a letter to sam:
memoS:sam, what is going on?

§ grep '\<sam\>' =
his is a letter to sam:
am, what is going on?
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Conlex!

Localion(s) direclives can appear

server config

virtual host

directory

taccess

In Lhe httpd. conf file or ided files cnly, bul not inside <VirlualHost> or
<Directory> cortainars (naxt section) unless sc marked

Inside <VirtuzlHost> containers in the httpd.cont fil2 or incluied files only.

Inside <Directorys. <Loeation>, an <Files> containers in the hitpd.cont file or
included files only

In htaccess files (page 939) only
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5 systemct] show --property "Wants® multi-user.target | fmt -10
Wants=vmtoolsd.service

abrt-xorg.service

rpcbind.service

remote-fs.target

sm-client.service

sssd.scrvice
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b i e

firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd

--add-port=631/tcp

--permanent
--add-port=
--permanent

--add-port=631/tcp
31/udp
--add-port=631/udp

--add-port=80/tcp

--permanent

add.HoRtLeRtEs
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} head -2 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:/bin:/shin/nologin
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# sysct]l -w net.ipvé.conf.all.forwarding=1
net.ipv6.conf.all.forwarding = 1
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global] Detines global parameters
printers] Defines printe
homes] Defines shares in user home dircctories

share name]  Defines a share (you can have more than one of these sections
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777 starting permissions for calculation
003 subtract umask value

774 resulting permissions for a directory
111 remove execute permissions

664  resulting permissions for an ordinary file
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The authenticity of host "plum (192.18.2006.181]" can't be
RSA key fingerprint s d1:0d:1b:5b:97:5c 4b:41:9a:b7
Ara you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'plum,192.168.206.181° (RSA) to
B feoas

estaplished.
:bcilazeazal

the Tist of
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>>> ¥ = open(’/home/max/test_file’, 'r’)
Iracehack (most racent call last):
File "<stdin>", 1ine 1, in <module>
fikerars: [Eeeng 21 S such: F1le. or irestaeys Huemshanioist i
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$ htpasswd -c .htpasswd sam
New password:

Re-type new password:

Adding password for user sam
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VMware Player (Non-commercial use only) o

File Virlual Machine Helpy

Welcome To VMware Player

Create a New Virtual Machine

O] creete s new urtua. machine, weich wit

=

thente added 2 the tap cf your Ubrary.

Open a Virtual Machine

Ooe- en existing irtua. machine, vich
Wil 2nenbe added to the too af your
wray,

Upgrade to VMware Workstation

Get edvenced feat.res Lke snapshots,
developer tool integrat on, zn< riore.

Help

View help czntents far Viduzre Flayer

THi prod s ot leeda b avisbe o ke

Cammer i e ity Far comr e i, et eence
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$ sudo -u sam kill -TERM 3730
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Siring Reprasents

& Vihzt the ragular expression (search siring) matched

v A quoted number, m. represents what the nth bracketed regular expression in
the scarch string matched

sn Anuber oreceded by 3 dollar sign, n, represents whal U ih brackeled

regular expression in the sezrch string matched (Perl only)
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3 cat Kkeyname.+157+47586.private
Private-key-format: v1.3
Algorithm: 157 (HMAC_MDS)
Key: uNPDouqVwR7fvo/zFyjkqKbQhcTd6Prm. . .
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# systemctl disable atd.service
rm '/etc/systemd/system/multi-user.target.wants/atd.service'
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Runas_Ali1as SM = sam, SIS
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o\

home

.Jzach

Q

lmp

-~ werking directory =

blnllog

report

log
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} cp -1 * ../memos.helen
cp: overwrite '../memos.helen/130619.1'? y
cp: overwrite '../memos.helen/130622.1'? n
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¥ blkid
/dev/sdal: UUID="cO7cF9ea-df3c-42a6-Ebca-33dbel5eas2c’ TYPE="extd"

dev/sta?: ITD="KyxKak-kSW1-u1 jD-skxD-2X73-UG7C- FKkpn1™ TYPE="LVW2_nenber
/dev/nappar/fecora-swap: LUID="za3835a5-5789-4220-a.14- 121783605487 TYPE="suap’
/dev/mapper/tecora-root: LUTD="18F4166d b551 4530 2603-8ekG8e57D1cD" TYPE= "extd’
tdev mappar/fecora-home: LUID-"5d5381fe-232a-4a66-a117-aadc81994857" TYPE-"axt4"
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3 su -c 'firewall-cmd --add-port=389/tcp’
$ su -c 'firewall-cmd --permanent --add-por

9/tcp’
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Specificalion
DSO

Speed
64 kilobis per second

ISON

Tuo DSO lines pius signaling (16 kiloaits per second) or 128 kilobits per
sz00nd

*.544 mzgabits per second (24 DSU lines)

43.232 magebits per second (26 T-1s)

aci12
ac48
0e192
0c768

755 megais per second (100 T-15)
622 megabits per second (4 0C3s)
25 gigabits per second (4 0C12s)
96 gigabits per second (4 OG4ds)
38.4 gigahits per second (4 0C192s)
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>>> my_list = [x + 10 for x in range(10)]
>>> my_list
[1e, 11, 12, 13, 14, 15, 16, 17, 18, 19]
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$ mysql -vv < setup.stores

CREATE TABLE  stores (
name VARCHAR(20),
number INTEGER,
city VARCHAR(20)

INSERT INTO stores
VALUES  ( 'headquarters', 4, 'new york' ),
( 'midwest’, 5, 'chicago' ),
( 'west coast', 6, 'san francisco' )

Query OK, 3 rows affected
Records: 3 Duplicates: @ Warnings: @

SELECT *
FROM  stores

name  number city
headquarters 4 new york
midwest 5 chicago

west coast 6 san francisco

3 rows in set
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3 cat employee_into
#1 /ein/Eash

¢
# Script
#

Gisplay enz oyse Tnformation

# Make sure user 15 authorized: et datzbase password
:

echo -n “Erter password for maxda database:
stty -ecro

read p

stty ccho

ccho

ccho

# Check for valid cassword
r
wysql -u max —pSpw naxdb > /de/ w11 261 < /dev/rull
if [ $2 -ne @ ]
‘then
echo "tad cassword."
exit 1
i

¢ Display Tist of enpluyses for user to selevt from
:

ccho "The following pecple are emplojed by the compeny:”
SO - mix -pSpw -8 a-column-names maxdh <cs

SELECT name FROM pople ORDER BY name;
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NetworkManager applet (wired)

NetworkManager applet (wireless)
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# 1ptables --append INPUT --protocol tcp --jump tcp_rules
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Ragular
expression

P

410-9)

S

Matches
AT atthe beginning of a line

Aplus sign followed by a digit at the
beginning of a line

‘Acalon that ends a line

Examples

This linz...
That Time...,
In Time

18 +15.72,
1759  Keep this.

below:
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INSTALLATION OPTIONS

You have 34.80 GB of free space, which is enough to instal Fedora. What would you like to
do?

Automatically configure my Fedora nstallation to the disk(s) | selected and return me to
the main menu.

| want mare space. Guide me through shrinking and/or removing partitions so | can have
mare space for Fedora.

| want to review/modify my disk partitions before continuing

Partiion scheme: | LV v

Encrypt my data. 11 zet 8 pazephaze ater

Cancel & add more disks Continue
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# In -s Jusr/share/squirrelmail /var/www/html/mail
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# grep brillserve /etc/openldap/slapd.d/cn=config/olcDatabase={3}hdb.1diT
olcSuffix: cc=brillserve,dc=con
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-A INPUT -m state --state ESTABLISHED,RELATED -3 ACCEPT
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Variable

Effect

editing-mode

Setto vi to start Readline in vi mode. Set to emacs to start
Readlin in cmace mode (the default). Similar to the set-o vi
and set - emacs shell commands {page 386

horizontal-serall-mode

Setto on to catise long lines 1 extend aff the right adge of the
display 3rea. Moving the cursor o the right when it i atthe right
edge of he display area shits the ins o he lell 0 you can see
more ot the finz. Shif the line back by moving the cursor sack
past the lef: adgz. Th derault value (5 off, whch causes long
lings to wrp onto mulicle lines of e display

mark-directories

mark-modified-lines

Set t0 off 0 cause Readline not to place a skash (/) at the end of
directory names it completes. The default value is on.

Set to an to cause Readline to precede modified history lines
with an asterisk. The dztault value s off.
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Command Function

hor? Displays = Helo scren

k (kill Prompts for a P1L number znd type of signzl and sends the process that
signal. Defaults to signal 15 (SIGTERM); specily 9 (SIGKILL) only when 15
dons not work.

F Displays & page thatallows you Lo specily a sort field.

] Displays  page that allows you to specify which fieds lop displays.

0 Displays 2 page that allows you to specity the order of the cisplayd filds.

q Quits top

s Prompts for ime hitween updates in seconds. Liss 0 (70r0) for continous.
updates; such updates can slow the system by ccnsuming a lot of resources.

space Updates the display immediztely

u Prompts for usemame and displays ooly pracesszs oumed by that user.

w Wit 3 stailup fle nained -/ lopro 50 Ural the next £ me you sterl iop. iLuses

the same parameters itis currently using
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$ killall gnome-calculator vi





OEBPS/image41908.jpg
# The tollowing line holds an 5QL statement and a comment
USE maxdt # Use the maxdb database
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# yum groupinstall "Web Server”





OEBPS/image40132.jpg





OEBPS/image19110.jpg
Bitwise
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Conditional evaluation
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Assignment
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Comma
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$ numpages=5%(( $(wc -1 < letter.txt)/66 + 1))
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furction mycp () {
case S# in

()

G

*)

esac

# Call

# Zero arguments

# File descriptor 3 duplicates standard input
# File descriptor 4 duplicates stancard output
exec 3<&0 4<&l

# One argument

# Open the file named by the argunert for input
# and associate it with file descriptor 3

# File descriptor 4 duplicates standard output
exec 3< $1 4<81

# Two arguments

# Open the file named by the first argument for input

# and associate it with file descriptor 3

# Open the file named by the second argument for outpul
# and associate it with file descriptor 4

axec 3< $1 4> $2

acho "Usage: mycp [source [dest]]"
return 1

cat with input coming from file descriptor 3

# and output coing to file descriptor 4
cat <&3 >&4

# Close file descriptors 3 and 4
exec <& 4<&-

1
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3 ssh-keygen -F plum
# Host plun found: line 1 type RSA
plum ssh-rsa AAAA33NzaClyc2EAAAADAQABAAABAQDBhLRVTfIvIqy7oP+5T3H{Zmr

Kt206ydyKmLTHNU]ZFXMAhCAkJTETFI 4wy 2 60UAZBNY IBLPENIKYA+KRGLF yunROUXD
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Y cat --number-nonblank --show-tabs practice
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# cat /var/named/named.ca
; <<> DiG 9.9.2-P1-RedHat-9.9.2-6.P1.Fcl8 <> +bufsize=1200 +norec
@a.root-servers.net

: (2 servers found)

global options: +cnd

;5 Cor answer:

—>SHEADER<<- opcode: QUERY, status: NOERRUR, id: 25828

flags: qr aa; QUERY: 1, ANSUER: 13, AUTHORLIY: 0, ADDLTIONAL: 23

33 OPT PSEUDCSECTION:
; EDNS: version: @, flags:; udp: 512
QUESTION SECTION:

N NS
ANSWER SECTION:
518400 1IN NS a.root-servers.net.
518400 IN NS b.root-servers.net.
518400 1IN NS d.root-servers.net.
35 ADDITIONAL SECTION:
a.root-servers.nct. 3600000 IN A 108.41.0.4
a.root-servers.net. 3600000 IN MM 2091:503:bade::2:30
b. rooL-servers.nel. 3600000 IN A 192.228.79.201
C.root-servers.net. 3600000 IN A 192.33.4.12
d.root-servers.net 3600000 TN A 199.7.91.13

Query time: 78 msec

;3 SERVER: 198.41.0.4#53(198.41.0.4)
WHEN: Mon Jan 26 15:33:31 2013

. MSG SIZE revd: €99
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Fiage: s maser, meaion dove, Tioncy @
Kerna1 driver in Use: agpa-t-intel

06:01,¢ PLL bridge: Intel Corporation “AUSR/X/DN - SASBR/LK/UA AP bridge (rev u2) (prog-if w
[Horaa1 decodel
Flage: ue, anster, 6@z, uediun devse, latercy 0
UeS? privary Ga, secondary 6. subordinate o1, Sec-Tatercy 64

M PLLXC 158 (rav 88)

6ot ¢ 15 bridge: Intel Corporation §z3/ias/
SLbsysten: Wiere Virtual Reching Crinser
Flags: bus master, nediun deveel, latency @
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o FROM  people p RIGHT JOIN stores s

- o p.store = s.number;

+- .
rave | hired | store | hourly | nare | runber | city |
topsy | 2012-11-01 | 4 1| headquarcers | 4| new york |
mex | 2012 0212 | ¢ @ | headauarters | 4 | nem york |
zach | 2009-3-24 | b ¢ | west coast | 6 | san Francisco |
san | 2008-a1-28 | 5 1 | vest coast | & | san francisco |
NULL | N IONULL [ NULL | midwest i 5 | chicago |

5 Pows in set (0.00 sec)
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Defaults !lecture, tty_!

ickets, ! fqgdn
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$ cat x y |& tr "la-z]" "[A-Z]"
CAT: X: NO SUCH FILE OR DIRECTORY
THIS IS Y.
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£ In -sf /11b/systemnd/s

ystemn/multi-user.target /etc/system
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$ rpcinfo -u localhost ypserv
program 100004 version 1 ready and waiting
program 100004 version 2 ready and waiting
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$ Is /etc/yum.repos.d
fedora.repo fedora-updates.repo fedora-updates-testing.repo
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Function

What it does

exit) Exis from a pregram

float() Returns ts argument as a floating-point number

heip() Displays help on the objzct specifizd by fs argument; without an argumen
opens interactie help (Python inteactive she l onty; page 1084)

int() Returns the intzger trunated) portian of s argument

fen() Returns the mumaer of alements in a st or ditiorary (page 1089)

ap()

Relurns the list thal results from applying is first argument a function) to s
remaining zrguments (pege 1107)

max() Retums the maximum velue from its argument, which can be a st or other
iterable (pags 1020} data structure (cage 1107)

open() Opers the il in the mode specifizd by its arguments (page 1037)

range() Retumns a lst of integers betusen the two values specified by ts arguments
(page 1096)

raw_inputl)  Prompts with ts zraument and returns the string the user enters (page 1085)

sorted() Takes a lst (or other teranle oata Structure) as an argument end returns the
‘same type of data structure with its elzments in order

type() Retums the typs of its argumen (2.9., int, file, methos, function)

xrange() Retums a list of integers beturezn the two values specified by 15 arguments

[more efficient than rangel(); page 1096]
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MariaDB [maxab]> SELECT w*

- FROM  people, stores
> WHERE  store = number and
-> name = 'max';

FRROR 1052 (23000): Columr 'name' in where clause is ambiguous
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# systemctl start iptables.service
# systemct] start ip6tables.service
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§ cat tcsh_script2

#1/bin/ .csh

ps -F

§ ./tcsh_script2

uID PID PPID C STIME TTY TIME CMD
max 3031 3030 @ \ovlH pts/4 @0:00:00 -bash
max 9358 3031 £ 21:13 pis/4

max 9375 9358 @
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# 1ptables -A FORWARD -1 ethl -0 eth® -3 ACCEPT
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3 systemct] status cups.service
cups.service - CUPS Printing Service

Loaced: loaded (/usr/|in/systemd/systen/cups.service; znabled)

Active: active (running) since Wed 201i-B6-t5 17:29:38 PDI; h iéwin ago

$ systemct] status network.service

networ<.service - LSB: Bring up/down networking
Loaded: loaded (/etc/rc.d/<nit.d/nezwors)
At toss et (demds
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whitelist_trom sams@example.com
blacklist_from *@spammer.net
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User_Alias OFFICE = zach, sam, slis
User_Alias ADMIN = max, zach, %admin
User_Alias ADMIN2 = %admin, !sam
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$ scp tyl zach@plum:
zachplum's password:
tyl 100% 97KB 96.8KB/S
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Fedora Live

Start Fedora Live

Troubleshoot ing >

Press Tab for full configuration options on nenu itens.

Starting Fedora Live in 6 seconds. Press any key to interrupt.
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3 less /usr/share/doc/bzip2:/README
This is the README for bzio2/1ibzip2.
This version is fully compatible with the previous public releases.

Complete documentation is available in Postscript form (manual.ps),
POF (manual_pdf) or html (manual.html). A plain-text version of the
manual page is available as bzip2.txt.

HOW TC BUILD -- UNIX
Type 'meke'. This builds the Tibrary 1ibbz2.a and then the programs
bzip2 and bziplrecover. Six self-tests are run. If the self-tests

complete ok, carry on to insrallation:

To insta11 in /usr/local/bin, /usr/local/Tib, /usr/local/man and
fusr/Tocal/include, type

make install
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v

Get first word
and save as
command name:

-~
Get more
NEWLINE of the
no | command line

yes

Does
program
exist?

Display

Execute program not found

yes

L——»/ Issue prompt
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FRrLA. [MaxeDl> ENOERE:ANTG people
-> VALUES ( topsy, '2012/11/01', 4, FALSE):
ERROR 1054 (42522): Unknown calumn ‘topsy’ in 'field Tist'

MariaDB [maxdk]> INSERT INTO people
-> VALUES ( 'topsy', '2012/11/01', 4, FALSE):
Query OK, 1 row affected (0.0@ sec)
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Linusis26 3.9.8 Kerne Canfigunation. s
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# Jusr/sbin/chroot jail/path /usr/bin/su user -c Jusr/bin/bash
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-n “Scount "; done; echo
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$ su -¢c "yum -y 1install open-vm-tools'
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(samaguava ~1s 1s

total 2996
-ru-r--r.

drwxr xrx.
iruxr xr x.
e xr-x.

druxrxrox.

druxrxrox

drvxr -xr-x.

drvxr -xr-x

drwxr-xr-x.

sam
sam
sam
sam
sam

(samaguava -1s

(samaguava ~1$ who am i
2013-07-21 14:44 (:0)

san  pts/0
(samaguava ~1s Il

Tt Help

B
pubs 3031040
pubs 4096
pubs 4096
pubs 4096
pubs 3213
pubs 4096
pubs 4096
pubs 4096
pubs 4096
pubs 4096

07-22
07-22
07-22
07-22
07-22
07-22
07-22
07-22
07-22
07-22
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13:21
13:21
13:21
13:22
13:21
13:21
13:21
13:21
13:21

all.menos. tar
Desktop
Documents
Downloads
Tetter. odt
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Public
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Videos
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# systemctl stop firewalld.service
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$ echo The punchline of the joke is .
> tr 'A-M N-Z a-m n-z' 'N-Z A-M n-z a-m
Gur chapuyvar bs gur wbxr vf
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# iptables -/

FORWARD

ethd

-0 ethl

- State -

ACCEPT
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.68 /arcianiimac/cantiy
¢ This Fila controls the state af S[Linux on the systen

# SELINUX= can take one of these three value

¥ " erforcing - SCLinux security policy s enforced.

¢ permissive - SELinux prirts warnings instead of enforcing.
¥ disanled - N SELinux policy 1s Toaced.

SELINUA - sal: 120
¥ SELTNUXTYPE

Can take one of these L values

¢ twgeted  Targeted processes ave protected,

S minimor - BooiTiralion of Largeied policy. Gnly selectod processes are protectod
Jmls miti Level Security protection.

SELINUNTYPE=targeted
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 cp letter literature/promo/letter.0210
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# [usr/l1bexec/iptables/iptables.init panic
iptables: Flushing firewall rules
fotables: Setting chatns to pol

filter

v DROI
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#effective:r--
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Option Explanati Syntax
Help Displays 2 usage messzge. ~-help
No edit Prevens users from using the Rezdline Liorary ~-noediting
(page 566) to edit command ines in an interacti
shell
No profile Prevents rezding these startup fles (page 32¢] —~-noprofile
fetu/profile, ~/.bash_profile, -/.bash_login, ang
~/.profile.
Nore Prevents reading the /. bashre starlup fil —
(page 321). This option s on by cefaultf the shellis
callzd s sh,
POSIX Runs bash in POSIX mode. —-posix
Version Displays bash version Information and exits. —-version
Login Causes bash to run as thoughit wera aloginshell. ! {lowzrcase “&l”)
shopt Runs a shell with the opfshopt option (next pagel. =10 [opt]

Enc of ontions

A-0 (uppercass “0") sels the option; +0 unsets iL

On the commend line, signals the znd of optians.
Subsequent tokens are treated asargumens even if
they bogin with a ryphon (=)
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# systemct] enable 1ibvirt-guests.service
# systemct]l start libvirt-guests.service
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AL TN LA > SRLERL o
i FROM  people, stores
2 WHERE  store = nuaber

—+ =

| name | hired | store | hourly | name | nunter | city I

| west ccast |

| 201211611 4| 1| headguarters | 4 | new york I
| woiz-0z12 | 4| © | headquarters | 4 | new york I
| 20090324 | 6| o | west ot | 6 | san francisco |
| w08-01-26 | 6 | 1 6 | san Francisco |
5

B n ek TR e
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¥ Sy acheem.t

See svn.qua.ora/viencys/ecoile/trunk/Frof e/l fveth/uchract ¢ for terms of use

Clude estdio b
Finclude estd 115,k
#include <oud. b

int main(int arge, char « argv
{

16Garge < 1)
{
arinU("Usage: % fusername) {directory] fprogrand |
retuen L

urents e

I
£+ Parse argunents +/

Struct oassud = pass - getprnan(argv[i]}
T#(pass — \LL)

{

print=Clinknon user #5317, arav[i1):
retuen 2;

'

74 Set the recuirec UID #/

Chir(argeraD):

ifcheotargviel
|

sttt i)

secuid(pass-pu_uid))

«
PrintfC"%s mist be run as root. Curre i, eiderdyn’,
araeh],
tintjgetaid()
tintigetauisc)
return 3; N
¥

return execv(argv(3], arqv + 3

#/

argelon)
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$ find . -name \#.0 -print | xargs rm --force
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$ cat /etc/logrotate.conf

# see "man logrotate" for details
# rotate log files weekly

weekly

# keep 4 weeks vorth of backlogs
rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed
#compress

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d

# no packages own wtmp and btmp -- we'1l rotate them here
/var/log/wtnp {
manthly
create 0664 root utmp
minsize 1M
rotate 1

1

fvar/log/btap {
missingok
monthly
create 0600 root utmp
rotate 1

}

# system-specific logs may be also be configured here.
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v/urandom -a hmac-md5 -b 512 -n HOST keyname
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s1nging songs, singing more and more
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$ alias dirB="echo Working directory 1is 3PWD’
§ alias dirB
alias dirl

echo Working directory is $PWD'
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Tha nano tex: aditor (ww.nano-sditor.org) is a user-friendly text
dttor, written by Chris Allegratta and based on the pico text editor
that was distriouted with the Pins nail client (wa.washington.edu/pine)
evaloped at the Univarsity of Washington.

ot ol 005 Format Append Backup Filo
Cancel Mac Format Ermnt
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$ rmdir /home/max/|i1terature/promo
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$ Is -1 $(find . -name README -print)
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Select Device

Devices
LPT#1
Serial Pert #1
Serial PuL 42
Enter URI

v Nework Printer

1 -2140 series (alum, 192,16,

Find Network Printer

AppSocket/| IP JetDirect
Internet Printing >rotocol (ipp}
Internet Printing 2rotocol (rt
Internet Printing 2rotocol (ipps
LPD/LPR Hest or Prter

Viindows Printar via SAMBA

New Printer

Description

Remate CUPS printer via DNS-SD

~ Connection

Connections

LFD network prnter uia DNS-5D
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3 cat public.net
; zach.net public zone file

$TTL
¢

ww
fip
qw

ns
By

3D
N

N
™
N

N
N

N
N
N

N
N

s0a

T

NS
NS

X
X

CNAVE
CNAVE
CNAVE

ns.zach.net. mgseésobell.com. (

201311118 serial
8 ; refresh
21 i retry

aw i expire
10 ) i minimum

“Sobell Asscciates Inc.’
ns ; Nameserver address (unqualified)
ns.speedy.net.; Nameserver acdress (qualitied)

10 mail; Mail exchange (primary/unqualified)
20 mail.max.net.; Mail exchange (2nd/qualified)

nail
mail
ns

192.168.0.1
192 168 § 2
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ftp IN CNAME  www.sam.net.
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kill Sends a signal to 2 process of jo {oage 465

pwd Displays the name of the working directory (page 143)

read Reads a lin from standard nput (page 1041}

reacanly Declares  variablz 1o bz rezdonly (page 356)

set Sers snell flags or poshional parameters; with no 2rgument,lsts al variables
(pages 400 and 1024)

shift Promates each posiional parameter (nage 1095

test Compares argumen:s (page 983)

times. Displays total times for the currert shell and its children

trap Traps a signel (page 1017)

type Displays ow ezch argument would bz interpreted as z command (pzge 1047)

umask Sets and displays the fle-creation mesk (page 469)

unset Removes & variablz or function (paga 355)

walt WViaits for a background process to ferminate






OEBPS/image31797.jpg





OEBPS/image37070.jpg
Tos: bridge: Treel Corporation 490X/ZX/TX - G243T/TUDX list bridge (rey 01}
FOLbridac: 1ol Corporation MA3SK/e/R — Sia BKIZK/DN AGK Bricga (e 6]
T3 bridge: Ivel Corporation S237LAD/ED/ND PTINI Tsh Crey 08)

D3 niartaced onsl Loranration 8217 1AE/ES/ME PLLKT LUE {rey 61}
B Tntc] Coryovat ion 5157 IARERVR FITRE ACET {ro b

Sye e aarigharal: Wesrs Virrial Bakine Comunication irtsrfice (v 1)
VR car b1 conte ] lers e VoA 11 ftor

SE51 Conerollur LT Leaic / Synbios Logic 531630 r
BT b e Warc PO bradpe 973

X Fusien 7T Dual UlerTa SCST (rev 21

USD controTler: Wuare U021 UICI ortegler.
Echernes consrelers Crial Corocrazior SS6631 Gigabit Exkernst Concealler (Cooper) (rav 01)

VATEmedta 2udia contral ar: Enseria (SIITL (wd1onCIo7] (rev €2y
RRICISRIVA IS STNO 00 RNOATE EIRSEL






OEBPS/image39895.jpg
Redirect /www.example.com/pictures http://pictures.example.com/
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§ cancel 27

$ Tpstat

MainPrinter-25 zach 13312 Sun Feb 23 18:28:38 2614
L 2140-26 e 28776 Sun Feb 23 18:2R-4R 20- 4
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Keyward
required

requisite

sufficient

Fiag function

Success s required for authertication to succaed. Control and a falure result
arm retumed after a/l moulos in the stack have been execured. The tochniqua
of Gelaying the report to the calling pragram unti all modules have been
executed might keep ttackers from knowing precisely what causes their
authentiation altempts Lo fail and tell 1em less avout Lhe syslem, making it
more difficult for them to break in

Suceess s required for authentication to suceed. Further modu'e processing
is abortad, and control is returned | mmediately after a mogule fails. This
technique migtexpose information about the system to an attacker. However
if it prevents a user from giving & password over &n insecure connzcion, it
might keep information out of the hands of zn attacker.

Success indicates this module type has succeeded; no subsequen required
moules of this type are executed. Failure is not atal to the steck of this module
type. This technique is generally used wien ons form of authentication or
arother is good enough: If one fails, PAW tres the other. For example, when
you us su 1o escalate privileges, /etc/nam.d/su first uses pam_rootak to
check whether you are running with & UID of zero (reot privlzges). Because
su calls pam_rootok witn a control flag of sutilent, if you are running vitn a
UID of zero, the pam_rootok module reports success, and FAR immediately
repors sucuess {0 ths su utility that caled 1. f you are not rurning with root
privileges, PAM sterts the authentication again znd asks far a password. If s
second autnentication succeeds, PAN ignores th fact tnat the pam_rootok
module repartd failurs. f both odules fail, PAM repors failure to the su il
ity that calle it

optianal

Resull is generally gnored. An opliorial module i relevant only when ILis e
sole modu'e on the stack for a particular servica.
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$ cat /var/yp/securenets
# you must accept requests from localhost

255.255.255.255 127.0.0.1

#

# accept requests from IP addresses 192.168.0.1 - 192.168.0.6
255.255.255.192 192.168.0.0

#

# accept requests from IP addresses starting with 192.168.14
255 255 255 O 162 16R.14.0
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§ cat /etc/anacrontab
# /etc/anacrontab: configuration file for anacron

# Scc anacron(8) and anacrontan(s) for details.

SHELL=/b1n/sh
PATH=/sin: /bin: /usr/sbi
MAILTO=r oot

4 Lhe naxinal randon delay added Lo the base delay of he jobs
RANDOM_DFL AY=¢5

# the jobs will be started during the following hours only
START_iOURS_RANCI=3-22

usr/bin

fperiod in days  delay in minutes job-identifier command

1 5 cron.daily nice run-parts /etc/cron.datly
; kA cron.weekly nice run-parts fetc/cron.weekly
amonthly 45  cron.ronthly nice run-parts Setc/cron.montaly
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# systemct| stop 1ptables.service
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Ragular

expression Matches Examples

jabac! afolloved by ane or more o8 followed by yabew, anhgs7
ag

jah2e! afollowed by 7ero or onc hfollowed oy hack, abedef

f(ab)+c/ Qne cr more goeurrences of the string ab zabed, abzbe!
followad by ¢

fab) et Zero or onz oueurrence of the siring ab

followad by ¢
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last-name, first-name Initial
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5 cat < supply_orders
2,000 sheets letterhead ordered:
1 box masking tape ordered:

5 boxes filament tape ordered:
12 doz. black pens ordered:

October
October
October
October
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-- The following line holds an 5QL statement and a comment
USE maxdb: -- Use the maxdb database
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3, 215 GB Hard Disk
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Madsl Viware, Wiware Vetual S (1.0)

See 21565 (214748,364,800 btes)

»

S 215 6B (216.748,764,800 byes)
Do it
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 find . -name \*.0 -exec rm --force 1}
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Dcwn loading packages:
Delta RPMs reduced 1.0 M of updates o 223 k (79% savedi

(1/2): gnome-terminal-3.8,2-1.fc19 3,3.3-1.1c19.x86 6<.d-p | 177 kB 00:00
(2/2); 1ibpcap-1.3.0-4. (19 1.4.6-1.7c19.xE6 64.drm | "¢s kB @e:00

Firishing delta rehuilds of 2 package(s) (1.0 M)

Ttal 183 kB/s | 223 k8 08:0L
Rurning transaction check

Rurning transaction test

Transaction test succeeded

Rurning transaction

Updating @ gnome-terminal-3.§.3-1.Fcl0.x86_5¢ 1/4
Updating : 14:1ibpcep-1.4.0°1. Feld.x8€64 2/4
Cleanup anome-tern nal 2-1. fc1S x86_54 374
Cleanup “libpcep-1. L¥e19.x86 64 /4
Verifying : l:litpcap-1. fC19.x86 64 14
Verifying 3-1.Fc19.x86_54 274
Verifying 2-1.Fc19.x86_54 374
Verifying foLa.xse 64 aza

Upcated:

‘gnome-terminal,xB6_6/ 0:3.8.3-1,tc1d

Ciisisatal

1bocap.x86_51 14:1.4.0-1.c19
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5 1s -1d /etc/systemd/systen/«.wants

druxr-xr-x. 2 root root 4096 96-04 19:29 /etc/systend/systen/graphical . target. aants
drwxe—xrox. 2 rol ool 4696 A6-65 1042 /e1C/ayalend/syslom/aw1Li-user - Largel van
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# yum -y group install virtualization
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# tunelfs -j /dev/sdal
tune2fs 1.42.7 (21-Jan-2013)

Creating journal irode: done

This Filesystem will he automatirally chacked evary & mounts or
B shivis. whiv ke conen FIIAE.  Tab nweite = or <3 5 aderride,
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Option
—append (-r)
—calenate (-A)

Effect
Appends files 1o an archive
Adgs one or mare archives to the end of an existing archive

—create (-¢) Creates anew arcnive
—delete Deletes files in an arcnive {not on tapes)

—diff(d) Compares fles in an archive with disk fles

—extract (-x) btracts fils from an archve

—help Displays a help lst of ta- options

—list () Lists the fles in an archive:

—update (-u) Like the ~r option, bul e fil s nol appendd if  newer version 's

alteatly n the archive
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# iptables

-append FORWARD -p tcp

sport ftp -

ump REJECT
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> dnssec-keygen -a hmac-md> -b 512 -n HOST keyname
Kkeyname . +157+47586
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b it
iptablos
iptables
tncaliles

<A FORNARD -1 eth® -0 ethl -m state
-A FORWARD -1 othl -0 othd —j ACCEPT
-A FORWARD -j LOG

-t NAT -A POSTROUTING -0 ethd - MASOUERADE

-state ESTABLISHED,RELATED -j ACCEPY
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S ssh -i ec2.key.pem ec2-user@ec2-54-244-133-141.us-west-2.compute.amazonaws ..

The authenLicily ol hosL ‘ec2-51-214-133-141,us-wesl-2.COMULE. anazonans. con
(5¢.244.133.141)' can't be estaolishec

RSA key Fingerprint is ef:73:7f:49:1c:dc:72:70:8e:44:33:24:Ca:05:16:96.
Are yuu sure you want Lo continge Connecting (yes/no)? yes

Warning: Permanently added 'ec2-51-244-133-111.us-wesL—
2.conpute.arazonas. cor,54.244.133. 141" (R54) to the 1ist of known nosts
[ec2-user@ip-10-250-71-103 ~1$
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text ks=192.168.206.1: /home/max/ksmax?2.cfg
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$ cat --help
Uszge: cat [OPTICN] [FILE...
Concatenate FILE(s), or standard input, to standard output.

A, --shou-all equivalent to -VET
b, --number-ncrblank  number nonempty output lines, overrides -r
e equivalenr to -vF

E, - show ends display § at end of each line
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# systemct] enable httpd.service
# systemct]l start httpd.service





OEBPS/image42025.jpg





OEBPS/image32101.jpg
$ echo may?report
may4report mayqreport may_report may.report
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alsa-firmare 1.2 w14965-Fi rmare-228.61.2.24 net-tocls-
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dorward aliases virlusertable
Controlled by nonroot user roat oot
Forwards email nonrool user Any real or virtual user Any r3al or virtual user

ardressed o

on thz local system

on any domzin
recognized by sendmail

Order of precedence  Third

Secend

First
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Enter a Command

( Close
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-A INPUT -3 REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT reject-with icmp-host-prohibited
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env invacation:

nice invocation
nohup_invocation,
stdbuf invocation:
tineout invocation:

process control
* kitl invocation
elaying

" Bleep invocation::
meric operations

| factor invocstion::
|+ seq invocation:

File pernissions

 Hode Structure.
|+ Synbolic Hodes:
 umaric Hodes:

- birectory Setuid and S

vt

conmand in 8 nodified environment
Command with modified niceness
conmand immune to hangups.

command with nodified 1/0 buffering
conmand with a tine limit

§388%

Sending a signal to processes

Delay for a specified tine

Print prine factors
Print numeric ssquances

Structure of File mode bits
Hnenonic representation of file mode bits
File mode bits as octal nunbers

22 Info:
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$ cat whereZ
echo "You are using the $(pwd) directory."
$ ./where2

You are using the /home/zach directory.
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# mount dog:/home /dog.nhome
# mount -0 ro,nosuid dog:/export/progs /apps
isount 25 1oL dogs/exnbEt fafacie Joracie
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d--X--x--- 3 zach pubs 512 2010-03-10 1.
drwxr-xr-x 2 zach pubs 512 2010-03-18 1'

6 business
6 business/milk_cc
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} grep home /etc/fstab
| ABEL=/home

7,

o

Wi S5

12
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Filename wilh exiension
compute.c

compute.o

computa

mamo.0410.txt

Meaning of extension
A programming languzge source file
The odject cade il for compute.c
Tha exesutable file for compute.c.
Atext fila

memo.pdi

A POF file; view using evince (Documant Viewer) under a GUI

memo.ps

APostSeript i

vews using evince (L

ymnt Viewsr) under a GU

memo.Z

memo.gz

memo.gz or memo.tar.gz

Afile sompressad vith compress (page 249); use
uncompress or gunzip (pags 248) 1o dzcompress

A file compressed with uzip (page 245); view with zcal o
decompress with qunizip (both on page 248)

Altar (page 249) archivz of files compressed with gz p
(0age 245)

memo.bz2 Afile compressed vilh bzip2 (page 245); view wilh bzcat or
decompress with bunzip: (both on page 245)
memo.htmi Alile mezn 1o be viewed using a Web browser, such as Firelox

phato.gif, photo.jpg.
phato. jpeg. photo.bmp.
phato.tif, or phototitf

Atile containing graphical information, such as a picture.
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‘table enpty
”% ps/2 2013-03-09 14:24 (plum)






OEBPS/image41746.jpg
>>> from random import sample
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for loop-index in argument-list
do

commands
done
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protocol tcp --source-port 22






OEBPS/image20869.jpg
nmap
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Red Fat Secarlty

Rectkit Hanter
(AKH}

Scans hosts to see which ports
are available. It can perform
stealth sears, determinz
coerating system typs. find
232N ports, and more.

Role-gased Access Contral.
Assigns rcles and privieges
assawaled wil e roles
Red Hat seouriy informaticr.

Chesks system for ratiits and
cther unvanted tocls

nea g

SISOV S

o comiscL v
hurtersou o et

SAINT

samhain

Secuity Acministrators
Integrated Netvork Tool
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# systemctl enable cups.service
# systemct] start cups.service
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$ systemct]l list-units —-type=target | egrep ‘multi-user|graphical’
Rl -user . thtant  Tosted sctlive setive Mtil-lves Sisben






OEBPS/image36123.jpg
# yum remove tcsh

Loaded pluains: largpacks, refresh-packagekit

Resolving Depeadercies

> Running transaction check

> Package Tcsh.x86_64 0:6.18.01-2.%719 wiTl oe erased
> Finished Dapercency Reso’ution

Dependencies Rasolved

Fackage  Arch Version Repositary Size
Removing:

tesh 8664 6.18.01-2 “tl9 Gupdates-testing 658 k
Transacticn Summary

Renove 1 Package

Irstalled size: 656 k
Is this ok [y/Nl: y
Downlnaring packages:
kunning transactior check
Running transacticn test
Transactior test succeeded

Running transacticn
Erasing Leshi-6.18.01-2. (£19.286 54 11
Verifying : tcsh-6.18.01-2.F(19.:86_54 1

kenoved:
tesh. x86_64 9:6.18.01-2.Fc19

Comglevsl
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3 Swrvice cups s tatus
tedirecting to /hin/systemct] stafus  cups.service
cups.service - CUPS Printing Service

Loaded: Toaded (/usr/1ib/systend/sys Len/cups. service; enabled)

Active: active (rumning) since Wed 201i-06-45 17:29:38 POI; oh Jomin age

 service network status
Configured devices:

1o Wired_connection_1 ens33
Currently active device
i, o ion sl
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Standard
output
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5 tar -zcf /dev/sdel /home
§ tar -cf - /home | gzip > /dev/sdel
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# 1ptables -I INPUT -p tcp -m state --state NEW -n tcp --dport 22 -7 ACCEPT
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$ systemctl status rpcbind.service
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rpebind

rsyslogd

sendmall

smartd

RPC

System log

Mail programs

SMART Disk
Monitoring Daemen

Maps incoming requasts for RFC sarvice numhars to TGP or LIDP.
port numtrs on the local system. Refer 1o "G Natwork Services
o page 317.

Tanscribes important system events &nd staras them i fles ancior
forwards them tousers or anher hos: wning the rsyslogd daemon.
Sz page 820,

“The sendmall 1aemon czme from Berkeley N X znd has hezn
avallable for along time. The de facto mail ranster progrem on the
Inernet, the sendmail dacmon alvays | stens on pert 25 for
in6aming mail connect ons and then sels 2 Incal el very agent,
such as fbinjmail. ail user agents (VUAS), such as Kl and
Thundervird, ypically use sendmail 1 delive: mai | messages. See
also eximd_ 5e» page 73,

Moniars the Self-Monitoring, Analys s and Reparting lechnology
(SMART) system bilt into many hard drives. SMART tests drive
reiaailty, predicts failura, and partorms other self ests. Part of tha
‘smartmontouls package. See paps b2
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3 top

top - 17:58:53 up J days, 4:20, 1user, load average: 2.16, 1.b1, 0.83

Tasks:

Cpuls

Nem
Swap:
PID
31323
11327
11311
6870
31303
1

167 total,
1.5%s,

5 running, 162 sTccping, @ stoppe
0.5%sy, 1.

2076092k total,
7815580k total,

USER
zach
zack
root
2ach
rooL
root

PR
25
8
15
15
i

i
0
o
0
2
0
o

o zobic

. 96.2%id, 0.2%va, 0.6%hi, 0.0%si, 8.0%sl

1090652k used, 85440k free, 18416k buFfers
34908k used, 775672k free, 1330988k cached

VIRT RES SHR S %CPU MWEN  TIME: CONMAND

9020 6962 395 R 63 0.3 0:17.56 bupz
200, 595 432 R 57 0.0 0:20.92 g
o 6 @5 16 6.0 oise36 paflush
33m 190w 37w R 2 9.4 198:12,98 firefox bin
G @ 8S 2 0.0 0:00.42 pdflush
2917 1805 468S @ 0.1 0:01.55 systend
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# systemctl 1solate graphical.target
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 dig -t NS google.com

;3 QUESTION SECTION:
:google. com. N NS

;i ANSWER SECTTON:

google. com. 5 N NS nsd.google. com
google. com. 5 N NS ns1.gcogle. com
google. com. 5 N NS ns2.gvogle. com
goagle. com. 5 ™ NS ns3.google. com
i3 ADDITIONAL SECTION
ns4.google. com. 5 ™ A 216.239.38.10
ns1.google.com. 5 N A 216.239.32.10
ns2.google. com. 5 N A 216.239.34.10
5 N A 216.239.36.10

ns3.google. com.
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owheel ALL=(ALL) ALL, !/usr/bin/passwd root
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$ mkdir bkup || echo "mkdir of bkup failed"” >> /tmp/log
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reard -u3 ques || exil 2
read u3 num_opts || exit 2

indox=

choices=()

while (( incex < num_opts )} i do
read -u3 next_choice || exit 2
choices=("${choices[@]}" "Snext_choice")
((index +- 1))

done

read -u3 correct_answer || exit 2

exec 3<&-

if [ $first = true 11; then
first_time-false
echo -2 "You may press the interrupt key at any time To quit.\n"

PS3-gques” " # Vake Sques the prompt for select
# and add some spaces for legibility
select answer in "${chcices(@]1}"; do
if [[ -2 "Sanswer” 1]; then
echo Not a valid choice. Please choose zgain
elif [[ "Sanswer" - "$correct_answer” ]1; then
echo "Correct1”
return 1
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o (Ccount-0; count10; counts=2 )
“echo -n "$count "
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3 cd
§ yundownloader --source kernel

Loaded plugins: Tangpacks, refresh-packagekit
Enabling updates-source repository

Enabling fedora-source repos

cernel-3.9.8-309 . fc

LSre.rom | 69 MB
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bailey,wai

g.jpg Properties

Basic] Permissions | Open With | image

Owner:

Access:

Group:

Access:

Others

Access:

Execute:

Security context:

Help

Read and write v
Read-only v
Read-only v

Allow executing file as program

unconfined_u:object_r.user_home_t:s0

Close
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Idertity
1Pva
iPva

Kesat

mgs3

Security | WPA & WPAZ ParsonzL

Password +

Shew dazeword

Cancel
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# firewall-cmd --add-port=80/tcp
# firewall-cmd --permanent --add-port=80/tcp
# firewall-cmd --add-port=443/tcp
4 firewall-cmd --permanent --add-port=443/tcp
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# setserial /dev/ttys0O port 0x100 irq 5 spd_vhi
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Range of IP addresses From IPaddress  To IP address
10.0.0.0/8 10.0.0.1 10.256.265.254
172.16.0.012 172.16.01 172.31.255.254

107,166 0.015 192.168.0.1 197 168.765.254
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Program Service Help.

- sl

Disable

colord

crond

stop

Restart

Service Configuration

Help.

The cups service s managed by systemd It may be strted
then runin the background, or be actvated on demand, or run
|G S LT
This unit i running.

T

@
ancpe

& am-event

& dracut-shutdown

&l ehuables

& amergency

CUPS Printing Servce
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%
P

Enter a, b, ¢, or d: a

Sun Jan 6 12:31:12 PST 2013
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# touch /var/named/managed-keys.bind
# chown named:named /var/named/managed-keys.bind
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$ cat ~/.bashrc
if [ - /etc/bashrc 15 then

source jetc/oashrc # read glchal startup file i it exists
Fi

set -o noc lobbar
unset MATLCIIECK

export | ANG=C

export VIMINIT-'set ai aw'
alias df="df -n'

Alias rm='rm -i'

alias 1t="1s Ttrh | tail'
alias h='hiscory | tail'
alias ch="chmod 755 *

prevent overwriting tiles
turn off "you have new mail" nctice
set LANG variable

set vim options

set up aliases

aluays do interactive rm's

mEwE R

function switch() { # a function Lo exchange
Tocal tmp-$iswitch # the names of two filas
my "S1" $tmp
my "52" "1t
mv stmp "2t
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Iw

17:47:35 up 1

USER
sam
rax
zach
max

Y
ttv4
ty2
ttyl
pts/4

day, 8:10,
FROM

guava

6 users, lcad average: 0.3¢, 0.23, 0.26

LOGING  IDLE
17:18  29:14m
16:42  0.00s
16:39  1:07
17:27  3:10m

ICPU
205

205
.55
IS

soss

2CPU
0.60s
0.07s
0.60s
0.245

WHAT
Vi memo
w

run bdgt
bash
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@

/home 7/51(:
X’f @j
<g -

/—llmmellllxlmies
S
ihomerzach —/ / >

g@%ﬂ'/

- homeinis/biniiog

report log
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S 15 -1 whoson
Qu-r—-. 1 max pubs 40 65-24 11:36 whoson

chitod usx whoson
s 15 -1 whoson
r@w r . 1 max pubs 40 85 24 11:30 whoson

$ /whoson
Sat May 25 11:40:49 P01 2013
Users Currently Logged In
zach  prs/7  2013-05-23
hls pts/L  2013-85-24
saw pts/12  2013-05-24 06:29 (quava)
max pts/d  2013-85-24 09:08
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n/dl, Jusr/locael /sale/
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* OO JORG/PRI/TIE/Cares
# make sendnail.pen

Generating & 2038 hit RSA pri

You are about to be asked to enter information that will oe incorparated
into your certificate request.

What you are about To enter is what is called a Distinguished Mame or a DN.
There are quite a few fields but you can leave sore blank

For scme fields there will be = default value

If you enter *.", the field will be left Llank.

Country Name (2 Tetter code) [¥X]:US
State or Province Nawe (7ull nzme) []:California

Locality Nave (eg, city) [Default City]:San Francisco

Organization Name (eq, company) LDefau|l Company LLd]:Sobell Associates Inc.
Organizational Unit Name (eg, seczion) []:

Comwon Name (23, your name or your server's hostmame) |]:sobell.con

it hddiess: | ] :aniliochel) - cos
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$ cat db.ldif

dn; ol atabaseshd ,cn=config
okjectClass: olcatabaseCorfig
objectClass: olchdkConfig

o1cbatasase’ hb

olcDbDirectory: /var/115/Icap

olchccess: {0}t attrs=userPassword,shadonlastChange by selt write by anonynous
auth by dn="cn=1dapacnin, dc=bri115crve,dc=con” write by + none

olchccess: {1}to dn.base="" by & read

olchccess: 12}to # by self write by d
hy * “ead olc astMod: TRUE

oTcobChackpoine: 512 30

dapaduin, de=brillserve, d

0lcDbCorfic: {D}set_cacnesize b 2047152 O
0lcDbContic: {1jset_ |k max_objects 1500
o]cDbConfic: [2}set_Tk_max_locks 1500
olcDbConfic: [3iset 1k max_lockers 1500

olcDbIndex: objectClass eq

#

# 56t up briT)serve adain with password
olcsuffix: dc=orillserva,d
1cRootoN: ch-Tdagadnin,debr 1 Tserve, d
olcRootPi: porcupine.
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Fodora 19

Install Fedora 19
Test this nedia & install Fedora 19

Troubleshoot ing

< {LABEL=Fedora2B19N28xE6_64 quist_

> unlinuz initrd=initrd. ing inst.stage:
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%Mm

MR e e
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$ let "numpages=%(wc -1 < letter.txt)/66 + 1"
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name

topsy

max

zach

sam

Column
/ Row,

hired store  hourly
2012-11-01 4 1
2012-02-14 4 0
2009-03-24 6 0
2008-01-28 6 1






OEBPS/image36294.jpg
$ rom -q1 logrotate

Nane: Toyrozate
Version i 3.8.4
Release 1,719

ArchiTacture: x86.64
Install Date: Tuc @4 Jun 2013 07:29:46 PN PDT

Group Systen Environtent;Base
Size 7523
License  : GPLy
Sigrature : RSA/SHAZS, Tue 30 Apr 2013 28:32:12 AM PDT, Key TD 07477663 hdn1gef

Source RPM : logrozate-3.8.d-L.fclS.src. ron
Build Dete : Tue 30 Ap~ 2013 02:16:03 AN PDT

Fuild Jost - Luildv-07 phx? . “edoraproject.org
kelocations : (not relocatable)

Packager Fedora Project

Vencor © Fadcra Project

URL Fteps: //Fedorahosted. cra/logrotate/

Sumary Fotates, conpresses. removes and nails systen log files

bescriotion
The logrotate Lti 1ty 15 desianed to simplity the admnistration of
log files an a systen which generates a lni of log “iles. Lagrataie
211ows for the automatic rotation ccmpression, retoval and mailirg cf
Tog files. Locroteze can be set to handiz a lcg File daily, weekly,

onthly or wher the Tog File gels 1o a certain size. Nommally,
logrotate runs as a daily cron job.

Install the logrotace package F you nzed a ueility to dzal wizh the
Jog files on your system.
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Features

Advanced Disc Filing System. Used on Acorn computers. The word Advariced
differzntizted s flesystem fram its predscsssor DFS, which did nat suoport
avanced features such as hierarchical flesystems,

affs Amiga Fast Filesystem (FFS).

autofs Automeunting flesystem {page 621).

eifs Common Internet Flesystem (page 1242). Formerly the Samba Filesystem
{smbis)

enda CODA distributed flesystem (developed at Garnegie Mllon).

devpls Apseudafilesystem for pseudoterminals (page 504).

1 ext2 Astandard filesystem for Fecora/RHEL systems, usually with the extd
extension.

17 ext3 Ajournaling (page 1256) extension to the ext2 filesystem. It greatly improves
racovery time *rom creshes (ittzkes a ot less time to run [sck]. promoting
incrzased availailily. As with any filesystem, a journaling flesystem can lose
data during a system crash or hardware failure.

oxtd Antenision to the extd filzsyster. It is beckward compatib/e with Bxi2/ext3
flesystems and provides improves performznc over ext3 the filesystem

GFS Global Filesystem. GFS s @ journaling, clustering filesyster. It enables a
cluster of Linux servers 1o share a common storage pool.

his Hierarchical Filesystem. Use by older Macintosh systems. Nawar Macintosh

systems use hfs+
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$ su -c¢ "firewall-cmd --panic-on
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notily

nounset

nulgloh

Weith job control (page S46) enabiec,
g e lenmination staus of
beckground jobs immedately (dsfaultis
oft oash disglays the status st s2fore
he nex. prampi.

Dilays an error when the shel ties (o
‘expand an unset veriable; besh exits rom
& scripl bul nal o an nleractiva siel
{detauit i oft: bash substitutes & null
“alu fer an unset varable)

Gauses nash to substtute a nul sting for
Zmbicuous file referances (page 165 that
do not match a fikname (celaukt s oft.
sl passes Ihese fie r2lerences 25 is].

‘set -0 notity

set -0 nounsel

shopt—s nullgiob

selb

selu

pipetail

Sets the et satus of a pipelinc o 1 it
saius of the ast rghirmost) simplo
Gommand that fad (returned & nonzer
it status) inthe pipelng: f o cormarc
failed. exitstarus is Set <0 zea (celault s
o bash sets e exi status of & ppeline
tothe exit status of the inal cormand in
the pipeline)

set -0 pipefail
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DAEMON_OPTIONS( ' Por
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>>> sample(range(100),10)
I8 32, 70, 93 74; 28 99 7: 30 11]
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3 £NEC /anc/rrontey
SHELL-
PAT /s

bin: fust /sbin: fuse/bin

# Tor details see man ¢ crontabs

Fxarple of job definition
minvte

hour (9 -

day of rosth (1 - 31)

- momtn (112} OR lan.feb,mar,aor

day of wesk (3 - 6) (Sunday=h or 7) 0K sun,con, Lue,wed, thu, 71, sa1

I ——
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$ head -c 60 /etc/passwd
root: /root: /bin/bask
Snslcieh tning
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¢ Cab JOtc/nam. soutis
// naned. cont

7

/7 Provided by Red Hat bind package to configure the ISC BIND named() NS
/7 server as a caching only nameserver (as a localhost DNS resolver only).
7

7/ See justishare/doc/binds/sanple/ for exanple named configuration files.
%

optinns {
Tisten-on port 53 { 127.0.6.1; };
Tisten-on-u6 port 53
directory * var /nzme
duno—File */var /naned/data/cache_durp. db”;
statistics-File '/var/nzmed/data/naned_stats.txt";
memstatistics-+i1e " /var /naned/data/naned_nen_stats.txt";
allow-guery  { localhost; };
recarsion yes;

dnssec-enable yes;
dnssec-validation ve:
dnssec-Tookaside aul.

/% Path to ISC DLV key /
gindkeys-file “/etc/named. iscdlv.key";

nanaged-keys-cirectory " /var/named/dynanic

Tegging
channel default_debug {
File "data/named. run";
severity dynamic;

+

zone "." TN {
Lype hint;
fi%e "names.ca

include "/etc/namec.rtc1912.7ones
AricTude "ete/named . voat ke
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Utility

Function

t

Maps ane string of characters to ancther (page 159)

tee Serds standard inpul 1o both a fle and standid oulput (page 182)
bg Moves a process to the background (page 164)

iy Moves a process to the foreground (page 184)

jobs Displays  lst of suspendzd jass and jabs running in the background

(page 164)
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pomelo Virtusl Machine

e Vit Vachne View Senckey

Basic Datals
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£ “rocaseor tors[penes

= verary WO e sles bl kst
%t o suus Ry

o e Decr st

@ orcosomt

= ciasone
[ERT Hypervisor Details
Mose asraizrs km
G Svehitacture: 585,64
Sk Erutaor: jsbinigems on
St 1

g

e Hosaane ke

vides oL Preducs mane wknc

Zontreer J5E

- » Applicatians

mire e v LSt Machine Settings

ontreler 221
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Nt
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5 file -1 letter_e.bzZ memo zach.png
letter_e.bz2: application/x-bzip2; charset=binary
nemo: text/plain; charset=us-ascii
zach.png: image/png: charset=binary
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“The Linux Operating System"
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Print Settings - localhost

Server Printer View Help

% Add v ‘ Q@ Fitter: | @

)
-

HL-2140-
series

onnected to localhost
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site
openoffcs org

Libre0ffica

Tnunderbirg

About the site

The openoff ce.org suite includs
word rogassing, sprezdshe
Dresentaticn, Qraphics, and aatanase
applicatons.

e Librarfics sute incladss wore
processing, spreadshazt,
presentalion, graphizs, and dalabass
applcations.

Thunderbid s 2 cross- plationn
email, ngws, and chat clian:.

AL

cpenficzony

I breofics org

el bie

ofor

e

gimp

audzcty

Firelo s 2 Wel) browser

Riender s suie or moteling,
animion, redering poste
producton, interactive creaton, and
playback (games)

GIMP (BN Imag Meniauiation
Program| is softviars for sush tasks.
a5 phota eloushing, mage
compostion. and image authoring.
Audacty s a mult-tac audio aditor
and vexard

ol

vy

gmpen

Ay s ge

imageMagck

Imageldagick is a software suitz to
create, edi, COMAgse, or comvert
bitmap images.

inageTagickeny

pico

Pico is atort edtor originally usec
it the pine mal system.

Autsory cossncl st msfica
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R SYNTRNE LS. SERCWS WSTUN. SEFEIOR.
ol service  VTp: Tip daeron

Uonged: Toaced (susr/Tih/svstend/systen/ysfiod seryice; disatles)

Active: a0 ive [run1i0a] 5 ince Tuc 2013 99 16 13:02:63 FDT: hwin go

Process: 3351 ExecSeare /Lsr/sbin/vsFipd ferc/vsFepd /s epd.conf (code-extzed, status-8/5LECESS
Hain PID: 9362 Cfig

Cirodot nans_systens: /svs ten/vs tpe. service

770382 fusr/sbingusfrpd joc ustipa/vstiod. con®

b R R e e S R i N
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Atiribuie Meaning

-2 Declares a varible as an array (page 1038)

-+ Declares a variable to be  function name (page 396)

-i Declares a variablz o be of type integer (page 35}

- Makes a variablz readonly; aiso readonly (previous page)

= Nizkes a variablz an endlronment variaole; also export (page 1022)
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Builtin

Funclion

Reluris 0 ur tive (the null uillin: pages 1037 ang 1042)

- (dot) Executes a shell scriptas prt of the current process (page 332)

by Puts a suspenced job in the background (page 348)

break Exits from a Inoping control structure {page 1005)

cd Changes to anotner working directory (page 185)

continue Starts with the nex iteration of a loop g control structurs (page 1005)

echo Displays fts argumerts (page 219)

eval Scans and evaluztes the comand lin (page 1051)

exec Executes a shell script or program in place of the current process (page 1045)

exit Exits from the current shel (usually the same as CCRTROL-Dfrom an interactive
shell: page 1029)

export lizkes the variable n environment varizble (pags 1052)

fq Brings a job from the backgrourd to e foreground (oags 347)

getopts Parses arguments to a shall script {page 105%)

jobs

Displays 2 lst of hackground jobs (page 346)
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$ virsh help | grep keyword

Domain Management (help keyword 'domain')
Domain Monitoring (help keyword 'monitor"
Host and Hypervisor (help keyword 'host'):
Interface (help keyword 'interface'):
Network Filter (help keyword 'filter'):
Networking (help keyword 'network'):

Node Device (help keyword 'nodedev'):
Secret (help keyword 'secret'):

Snapshot (help keyword 'snapshot'):
Storage Pool (help keyword 'pool’):
Storage Volume (help keyword 'volume'):
Virsh itself (help keyword 'virsh'):
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File

o
g

Standard

&/ Standard
input &

output

Command
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dog:/export Jdog.export  nfs4 timeo=50,hard
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Symbol

Display in prompt

#ifthe user s running with root privileges; otherwise, §

w Pathname of the working directory

\ Basename of the working dirctory

" Current event ihistory) number (page 381)

] Date in Wenkday Month Data format

\n Maching hostname, withoust the somain

W Full machin hostrame, including the domain

u Usernzme of the curent user

\@ Current ime of day in 12-hour, AM;P format

T Current time of day in 12-hour 111:MALSS format
Gurrent time of day in 24-nour HH:MM format

N Current time of day in 24-nour HK:MASS format
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BSD/SysV Purpose
Ioiilp Sends job(s) to the printer

Ipq/ipstat Disolays the status of the print queus
iprmjcancel  Removes jos(s) from the print quese
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New irtual Machine Wizard

o
B ———— i

Virtual Machine Name

Nome: [r19 )

Losation. [f-omesarvsmmae/~19s [ & some. |

VMurare”

Player

Next

@ oncet || ¢
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3 ps

fhome /sam/ 3211

$ mkdir -p usr/bin Tib64

$ cp fusr/bin/bash usr/bin

§ 1dd usr/bin/bash
Tinux-vdsn.so.1 <> (WxHOROIFFFeIF26000)
Tibtinfo,50.5 => /11664/1ibrinfo.sc.5 (8x00067da3b71000)
Tibd1.s0.2 = /1ib64/17bd1.50.2 (6x80087 [db3b5ed200)
Tihc.s0.6 => /1ib4/Tibc.50.6 (@xGRANTFdhIh22cOA7)
/11b64/1d-Tinux-x86-64.50.2 (2x80807fdb3bazceeo)

$ c» /1ib64/{1ibtinfo.s0.

Hbdl 502 Tibe: 906 1d-Tinux-xbb- 64 50:3) 11664
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5 1s -a
memo.0612 private .private .profile

§ echo .px
.private .protile

§ 1s L%
.private .profile

nemo.@612 private  reminder  report

$ echo .+
.. .private .profile

reminder

report
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Client name pattern

Matches

nn.nn
name
Name that starts with .

One IF adgress.
One hostname, eitner local or ramote

Matchzs a hosthams that ends with the spzcified string. For
exariple, .example.com matches the systems namad
kudos.example.com and speedy.example.com, among
others.

IP aidress tha ends with .

Matchzs a host aodress that starts with the specified numbers.
For example, 192.168.0. maiches.
182.168.0.0-192.168.0.255. If you omit the trailing pericd,
this format does not work

nn.nwmmmm or
n.n.n./mm

Starts with /

Wildcard

* ana?

ALL
LOCAL
EXCEPT

An P address and network mask specifying a suonet

An absolute pathname of 2 e containing one or more namss.
or addresses as specified in this fable.

Matches

Matches ane (2) or more (i) characters na simple Nostname
or IP address. Thess wildcards do not match pericds ina
domain nama,

Always matches
Matchzs any hostname tnat does not contain a period.

Watches anything In tne prececing lst that is not n the.
following st For examp'e, a b ¢ d EXCEPT ¢ matchesa, b, znd
d. Thus you could use 192,168, EXCEPT 162.188.0.1 Lo malch
all 1P addresses that start with 192.168. except 192.168.0.1
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Bils
10.0.00/8
17216.0.012

Mask
10.0.0.0/255.0.0.0
17216.0.0/255.240.00

Range
10.0.0.0-10.255.255.255
172.16.0.0-172.16.255.255

107,166 0.015

132.168.0.0/766.255.0.0

192.168.0.0-192.168.255.756
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# systemctl status rpcbind.service
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define( ' SMART_HOST', "smtp.myisp.com’' )dn]l
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# systemctl enable mailman.service
# systemct] start mailman.service
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dog: /home /dog.home ntsd timeo=4 rsi1ze=16384 wsize
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>>> from random import sample
>>> max(sample(range(100), 10))
96
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5 1p -d HL2140 graph.ps
request id is HL2140-26 (1 file(s))
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$ declare -r

declare
declare
declare
declare
declare
declare
declare
declare
declare

- BASHOPTS="checkwinsize:cndhist:expand_aliases:
~ir BASHPID

-ar BASH_VERSINFO="{ [0]="
-ir EUID="500"

-ir PPID="193

-r SHELLOPT:
-ir UID="500"

-r person2-"zach"
-rx person3="helen"

" [1)="2% [2]="24" 3

"braceexpanc:enacs:haskall:histexpand:
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# cat /etc/fstab

Jjde/napper/ fedora-root / extd defaults 11
UULD-24908841-6308-4304-a52F-1a76c69bd57  /boot extd  defaults 1 2
Jdev/napper/fedora-swap Swap cwap  defaults O @
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# systemctl enable dhcpd.service
# systemct] start dhcpd.service
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5 host 209.157.128.22
22.128.157.209.in-addr.arpa domain name pointer www.sobell.com.
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$ gpg --send-keys 99779977
opg: sending key 99779977 to hkp server keys.gnupg.net
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dnl define( " SMART_HOST' smtp.your.provider')dn]
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SquirrelMall - Login

e it Vieuu icory’ Boskais) Toats el

| iscurme i 1ogn [+]

& 5 [Clpitochostima ferciagnpnp EENC

webmail

Squireel¥al vorsion 1,63
17 he Earmelas: Projact sam

SquitrelMail Login

Hare:
Pazaware:

Login
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Tool/utility Function

depmod Works with dependencizs for modules.
insmod Loads modules in 2 running kernel

@ lsmod  Lists information about all loaced modules.
modinfo Lists informetion abou a madule

1 modprobe  Loads, unloads, and reports on modules. When i loads a moduls, it also loads
dependencies.

rmmod Unioads modules fram & running kernel
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$ setrac! --modifty u:sam:rw- report
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5 dig www.sobell.com

QUESTION SECTION:
swwn.sobel 1. com. ™

;5 ANSWER SECTION:
www. sobe I 1. com. 2274 IN
$ dig 22.128.157.209.1in-addr.arpa PIR

QUESTION SECTION:
122.128.157.209.1n-addr.arpa.  IN

ANSWER SECTION:
22.128.157.209.in-addr.arpa. 2244 IN

A

PTR

PTR

209.157.128.22

www . sobel1. com.
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$ declare -x -r person3=helen
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3 opg --output memoB --decrypt memoB.gpg

You need a passphrase to unlock the secret key for
user: "Sam Smilh (San the Greal) <sandexample.coms"
2048-bit RSA key, 0 S69BA710, created 2013-16-03 (main key ID D26C8483)

apg: encrypted with 2043-bit RSA key, ID 569BA710, created 2013-10-03
“sam Smith (San the Great) <sam@axample.com"

§ cat memoB
This is memok.
Ihis 15 memot.
This is memoB.
R ——
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% Remainder

Addition, subtraction
+ Addition
- Subtraction
Bitwise shifts
<< Left bilwise shift

>> Right citwise shift

Comparison
<= Less than or equzl
>= Greater than or equal

< Lessthan
> Greater than

Equality, Inequallty
Equality

necuality
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} cat /etc/mail/mailertable
tcorp.com smtp: [plum.com]
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sam





OEBPS/image32991.jpg
NeAd =al
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Edit NFS Share

Basic | General Options | User Access

Directory: Browse.

Host(s):  plum

Basic Permissions:
) Read-only
© Read / Write

Cancel oK
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Ragular
expression

Jahjac/

JAExit| Quit/

Matches
Fither a1 or ag

Lines that cegin with Exit or Quit

Examples

ab, ac, abac (abae is two
matehes of the reqular
axpression)

Quit,

No Exit

A0 Nk Jones!

0_Jones or N_Jones

PD._Jones, U Janes
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permanent Returns status 301 (the resource has moved permanently)

temp Rerurns status 302 (the resource has moved tempararily)
secother Returns status 303 (the resource has been replaced)
gone Returns status 410 (the resource has been removed—does not

take i URT icctmiitie)
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Operator

Function

*
#
%
%%

Removes minimal matching prefixes
Hemoves maximal matching arefixes
Removes minimal matching suffixes
Removes meximal matehing Sufixes
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This (rug) 1s not what 1t once was (a long time ago), 1s 1t?
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# for Tile in /etc/openldap/schema/:.1d7f
> do
> 1dapadd -Y EXTERNAL -H 1dap
> done

SASL/EXTERNAL authentication started
SASL usernare: gidNumber=6+ui d\unber=
SASL SSF: 0

adding new entry "cn=collective,cn=schena,cn=config"

/f -F $file

,cn=peercred, cn=external,cn=auth

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNunber=0, cn=peercred, cnsexternal , cn=auth
SASL SSF: 8

adding new entry "cn-corba,cn-schemz, cn-config"
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5 ypmatch sam passwd
sam:$6% ... piql.:1000:140t

am the Great:/home/sar






OEBPS/image34931.jpg
$ 1s | sudo tee -a /root/lIs.sam > /dev/null
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Instruction

Meaning (to change file1 to lile2)

Iinei a line?, iine3
> Tines from filez

Appznd fine2 through iines3 from file2 after Jine in

Tinel, Tinez d Tine3
< Tines fron filel

Tinel. Tinez ¢ Tine3. Tined
< Vines from filel

> Vines from file 2

Delzte fine1 througn /ine2 from file1

Chenge fine7 through /ine2 in file1 10 Jina3 thraugh fine4 from
tile2
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$ mysql -u root -
Enter password:

Welcome To the MariaD3 monitor. Commands end with ; or \g.
Your NariabB connection id is 5
Server version: 5.5.31-MariaDB M

abB Server

Type 'help;' or "\h' for help. Type '\c' to clear the current input
statement.

MariaDB [(none)]> CREATE DATABASE maxdb;
Query OK, 1 row attected (6.00 sec)

MariaDB [(none)1> SHOW DATABASES:
- -+
| Database |
bt
information_schema |
maxdb |
mysql |
performance_schema |
test |

+
seL (0.00 sac)

rows
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/jaev/sdab Jusr extl ro
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wiki.sobell.c mL

Root domain

Top-level domain

Period separating parts of an FQDN
Sccond-level domain

-Subdomain or host name
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$ (mkdir bkup && cp -r src bkup) || echo "mkdir failed” >> /tmp/log
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gov com edu mil || org |
example || berkeley moma
- ~__ ~
bravo || kudos || okeeffe okeeffe

net
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# firewall-cmd --add-port=137/udp
# Firewall-cnd --permanent --add-port=137/udp
# firewall-cnd --add-port=138/udp

# firewall-cnd --permanent --add-port=138/udp
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ol uciogser e

G Partet <1

usina deu/sia
om0 G Parte Type "help® S vien u Tist of conmnds
) ety

ian-crect e 1 creck parzition K for TYPCiwinloot)

A1 omenr
Felo [COTARDT
md3ke" keablz LASEL-TY

prirt generan help, or help an CONvAL
Craate’a new d1skTaLe (sarcition tzble)

mkgars ST TYOE (7S TYPE] START EMD mace 3 parcition
Fare NMGES ANE name particicn NUHBER 3 WAYE
Brixe [covicos|fras 11st.a1) [MW3ER]  display the pare avatlabe
dovices, trec sace, ol fund purtiTions, O 4 wrticy 4 artition
cuit exi= progran
Feszue ST o Fescue a a3t parcitios near START nc 00
T AR GeTcte par it ion NSAED
select LEVICE chocse the device o edit
&isCser AT sTo Charge the TTAG on Selacred deuics
Giniroggls [FAG faggle the siote ot FLAC an celected cevics
Se7 MMEER FLAG STATE chirge the FLAG or partition NUMEE)
Sgga [MNEER (FLAC] ] Segela the stite of FLAC on par £iEion MNEER
it e St the dataut urit s ORI
Version display the version number and copyricht information

nebnicy
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# chroot /mnt/sysimage
# grub2-mkconfig -o /boot/grub2/grub.cfg
# grub2-install /dev/sda
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$ su -c 'yum -y group install Ixde-desktop’
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5 cat /etc/named.cont
options {

directory "/var/naned";

allow-query {127.0.0.1; 192.168.0.0/24;};};

zone "." IN {
type  hint;
file "named.ca";};

zone "9.168.192.in-addr.arpa" IN {
type  master;
file “named.local";
notify NO;

zone "sam.net" IN [
type  master;

file "sam.net";
notify NO;
Togging [

channel "misc" {
file "/var/log/bind/misc.1og" versions 4 size 4n;
print-tire YES;
print-severity YES;
print-category YES;
5
channel "query” {
file "/var/log/bind/query.log" versions 4 size 4m
print-tire YES;
print-severity NO;
print-category NO;
b
category default {
"misc;
b
category queries {

b
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Got Holp g Writsout Rsad Fite f Prov page Cut Taxt |l Cur Pos
Exit Justify !l?'Nc s B next Pnac Uncut Texthll To Spell
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5 gnome-boxes Fedora-19-x86_64-DVD.1so
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# Jusr/local/bin/uchroot sam /home/sam/jail /usr/bin/bash





OEBPS/image37490.jpg
S ssh-keygen -1F /etc/ssh/ssh_hest_rsa_key.pub
A A e AR A gl e S et e P e O SR e P
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$ cat films/dark_p = TAB = assage
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1T [| 30 -1t $age && %age -1t 60 ]); then
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# tuneZfs -0 Ahas_journal /dev/sdal
tune2fs 1.42.7 (21-Jan-2013)
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$ [ -e /home/sam/memos/helen.personnel/novenber ] && -sam/report_a \
november alphaphonics totals
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# lpadmin -p HL2148 -E -v usb://Brother/HL-21408205%eres -m Brather-HL-2140-hpi1jys-pcl Se.ppd
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3 cat CC.lf

dn: cn=Zach Brill,ou-employees. d
changetype: ads

cn: Zach Brill

cn: brillserve

objeciClass: inetOrgPerson
nail: zbrillSbrillserve.cor
givenhame: Zach

surcare: Brill

displayName: Zach Brill
telephoneNunbar: 999 999 5999
nomeFhone: 0U BEY 0000
initials: 28

illserve, de=con

S ldaprodify -x “cn<ldapadnin,dc=brillserve, dc=con” -w porcupine ~f CC.1dit
SRS 1 BT ERTarh HFETT S apToveEs. fe- T TSerih. o bt
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$ su -c 'useradd sam’
$ su -c 'passwd sam'

Changing password for user sam.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

$ su -c 'systemct] restart gdm'
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$ cat my_maxZ.py
#!/usr/bin/python

from random import sample

my_rand_1ist =

sample(range(100), 10)

print ‘Random 1ist of numbers:*, my_rand_1ist

largest = -1

for item in my_

rand_list:

if (item > largest):

print
print 'largest
§ ./ny_max2.py
random 1ist of
67 99

largest numher
S ./ny_max2.py
random 1ist of
53 76

largest number

largest - item
print largest,

number is ', largest

numbers: [67, 4¢, 1, 29, 9, 49, 99, 95, 77, 51]
is
numbers: [53, 33, 76, 35, 71, 13, 75, 58, 74, 50

is 76
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>>> X.y = 3

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

NameError: name 'x' is not defined
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Expression
v
?

(2)+
(2)?
(n2)*
xyz|abe.
(xy|ah)e

Malches

e or more occurreoes of the preceding charaster
Zero or one occurrnce of the preceding character
One or more occurrences of whit ayz matches

Zero or one ocourrance of what ayz matches

Zero or more occurrznces of whet 1z matches.
Either winat xyzor what abe matches (use | in vim)
Fithor wnat zye or what abe marchos (usa | in vim)
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control-r* Kill-whole-\11ne
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%ﬁ%&&m _print > findout &
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New Printer

Choose Driver

Models

HL-1870N
HL-2035
HL-2060
HL-2400CeN
HL-2600CN
HL-3070CW

HL-3400CN

Brotaer HL-2140 Foomatic/L 4dith [er
Brotier HL-2140 Foomatic/H11250 |

Brother HL-2140 Foomatic/pximono [
Brother HL-2140 Foomatic/t Sgray [ef
Rrotaer HI -2140 Foomatic/l et4 [n]
Brother HL-2140 Foomatic/mpis-feld)

Back || Carce. || Forward |
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JSlipur/sam Splum.sam cifs
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SysVinit runlevel systemd runlevel (target unlt)

0
forS

2,3,4

runlevel0.target, powerolftarget
runlevel.target, rescue.target

runlevel2.target, runlevel3.target
runleveld.target, multi-user.target

runlevel5 target, graphical.targel

runlevel6 target, rebool.Larget

emergency.target

Name/lunction
Shuls down e syslem

Brings the system to single-user/
fescuz mode

Brings tha system to multiusar textual
maca

Brings the system to multuser graphical
moce

Reboos the system

Emergency shel





OEBPS/image33443.jpg
3 EXRCHPRUES . | ThUN-ErY.
Lraceroute Lo wwn. Tinax.org {198.182.105.55), 32 hops max, 33 byte packels
ow.Tocalco. con. (204.04.130.65) 2.004 s 2.425 1 3.783 ms
Covad-guz.meer net (206.157.149.1) 10707 ns 23267 ms 24.781 15
cn-mrLoncer.nel (140.174.164.1) 18,795 s 24.573 ms 19207 ms
L4242 MENCATL s T, ver 10,6t (206,184,216, 241) 59091 ms UL-10-0-6-206 a3
rvaca0l.us. 2. verfo.ner (206.86.26.5) .05 ms 33.18% re
5 fa 118 9.a00mtwwcadl us.ra.verio.nat (205,184, 188.1) 40,162 ns 42,405 ms 49.352 s
6 p1-1-0-0.299.mtvicall us  f2.verio.net (205.149.170.66) 78,685 ms 66.265 ms 25,003 s
7 pl-12-0-0.201. 5315201 LS. ra.verio.nat (209.157.181.16) 12.424 ms 92.337 ms 54.945
5 T4 10.3c0.verio.nct (129.250.3L3L 38.952 %5 63.111 ms 49,083 %
H
10

SJC.nugd. varic.net (128.250.3.98) 45.23L ns 43.496 ns 44,925 75
mae-west1.U5. CRUACT (168.32.136.10) 48.525 rs 66.266 ms _33.996 rs

11 Uiames. 3 of0.us et (103.113.0.249) 128806 s 78570 mo 68,699 m

2 EO-CRL-5F0-02-£0XQ.US. CRL.NET (165.123.55.2) 42.023 ms 51910 s 42.967 ms

13 <Fodveal ATV us. ol rex (163.113.0.254) 135561 ne  154.605 ms 128.632 ne

14 mee east 2. 9x.i.net (197.£1.177.202] 158351 ws 26111 ms 204.560 s

15 0c12-3-0-0.maz-east. ix.ai.net (205.134.161.2) 202.651 ms 155.667 rs 219.116 ms
border-ai.invlagic.con (205.150.175.251) 214.622 ns & 196.423 ms

router. inviogiccon (195.182.195.1) 224.378 15 235.427 ms 223,855 15

16 www. Tinux.org (198.182.196.56) 207.364 ms 178.687 ms 179.483 rs
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DC
DN
DSE
LDIF
RDN

Common Name
Domain Component
Distinguished Name
DSA-Specific Entry

LDAP Data Interchange Format
Relative Distinguished Name
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$ export EDITOR=$(which nano)
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posix Runs bash In POSIX mode (cefaultis offl.  set—o pusix
vertuse D splays each command line aiter bash st =0 verhose sot-y
reacs tbut before basn expands t (default
is 0l Sez a0 xirace.
i Speciies v ediing mode for command- set-ovi
line ediing idetaul: s lt; pag 35
xng_echo Causes the ocho buitin to zxpand shopl -5 xpg_echo
backs/ash escape sequences without the
e for tha =8 option (dsfeut s o
Fage 1309)
race Turs 1 shall debugging: Disalays e set -0 xtrace sot-x

value of PS4 (paga 363) folowed by each
inputling aftn he shelreads and expands.
it {delanlt s o see pege 994 lor
discussion). Seé clso verbose.
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status2=$?
# Strategy: while there is still input left in both files:
# Output the line that should come first.
# Read a new line from the file that line cane from.
while [ $statusl -eq @ -a $status2 -eq @ ]
o
if [[ "SLine2" > “SLinel" 11; then
ccho ¢ "1.\tfLincl"
read -u3 Linel
status1=§?
else
echo -e "2.\t$Line2"
read -u4 Lire2
status2-$?
ri
cone

# Now one of the files is at end of file.
# Read from each file until the end.
# First filel:
while [ S$statusl -eq @ ]
do
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$ dig -x 209.157.128.22

QUESTION SECTION:
;22.128.157.209.in-addr.arpa.  IN PTR

ANSWER SECTION:
22.128.157.209.n-addr.arpa. 2204 IN  PTR

ww . sobel1. com.
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system-config-printer

system-config-rootpassword

system-config-samba

system-config-selinux

system-config scrvices

Displays the Print Sattings windaw, which allows you
to set Up printers and edi printzr configurations
(pege 538).

Displays the Root Passurord window, vhich allows you
to chenge t7e root password. Working with
privileges. you can also us: passwa (page
a commang linz to change th root password
(system-conlig-rootpassward package).

Disglays the Samba Server Sonfiguration window,
which can help you cenfigure Samba
(system-config-samha package; cage 837).

Displays the SEL inux Administraticn window, which
controls SELinux (policycoreutils-gui package

page 475)

Displays the Service Configuretion window, which allows
youto Specity wiich daomons (seruicas) runr each
unlevel system-canfig-services package; page 447).

system-config-users

system-switch-mail

Displeys ihe User Managzr window, which allows you
1o work with users and groups (page 598).

Displeys Uhe system-switch-nail pseudogiaphical
window, which allows you o choose between the
sendmail (page 739) and Postfix (page 742) MIAs
when bolh packages are installed on the systen
(system-switch-mall package)
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10.10. Matches all systems with IP addresses that start with 10.10.
redhat.com Matches all named hosts on the Red Hat nerwork
localhost Matches the local system

127.0.0.1 The loopback address; always resolves to localhost
192.168.%.1  Could match all routers on a network of /24 subnets (next)
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# systemctl enable autofs.service
# systemctl start autofs.service
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%mww SEACN £a3
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$ echo $HO = TAB (beep) = TAB
SHOME SHOSTNAME ~ SHOSTTYPE
¢ echo $HOM = TAB = E
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O T A O

Block special file
Character special file
Directory file
Ordinary file
Symbolic link

FIFO (named pipe)
Socket
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h file or directory
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Virtual consale  Install Image Live Image

1 Installztion dialog GUI interactive installation

2 Shell Login prompt (lag in s liveuser)
3 Installztion log Instellation log

4 Storaglog Login prompt (1ag in as liveuser)
5 Frogram log Program Iog

6 Login promat Login prompt (log in as liveuser)
7 GUI interactive installation Nothing
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> 1s -1 check_spell letter.0210
-rwxr-xr-x. 1 sam pubs 766 03-21 14:02 check_spell
rw-r--r--. 1 sam pubs 6193 02-10 14:22 letter.0210
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RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 2048
Requested keysize is 2048 bits
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$ cat orange pear > orange
cat: orange: input file is output file
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# mailstats
Statistics from Fri Dec 27 16:02:24 2013
M msgsfr bytes_from wsgstc  bytes_to msgsrei msgsdis msgsgur Mailer

0 ] @K 17181 163904 o [} 0 prog
4 686 L216614K 136456 1SERIIK 20616 ] 0 esntp
9 226151 26101362K 79025 12776528k 4592 ] o local

T 504537  3031797K 632662  14448746K 25206 o o
C  €04628 499700 14E185
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-& TINFI

T -d 224.9.8.

%1732 -p udp -m sTate

-sraTe NW -r vdp
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$ whereis tar
tar: /usr/bin/tar fusr/share/man/manl/tar.1.gz /usr/share/man/man3/tar.S.qz
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SKIPBLANKS=

TMPDIR=/tmp
CASE=lower
while [[ "$1" = % ]] # [[ = ]] does pattern match
do
case $1 in
-b) SKIPBLANKS=TRUE ;;
-t if [ -d"s2"
then
TMPDIR=52
shift
else
ocho "$0: t takes a directory argument.” >&2
exit 1
£ 3
-u)  CASE-upper ;;
) break # Stop processing options
*) echo "$0: Tnvalid option $1 ignored.” >&2 i;
esac
shift

done
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Parlition Example size

boat 200-500 megabyles

/ (root) Wlinimum of 2-16 gigabytes: depends on which and how many software
peckages you install

(swap) 2-8 qigabytes (page 40)

fome s large as necessary; depencs on the number of users and the type of

workthey do
pmp Winimum of 500 megabytes

par Winimurn of 500 megabytes mush larger if you are running a sarver
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RSP RSI SREI SPe T—————

@ WARNING: REMOTE HOST IDENTIFICATICN HAS CHANCED! G
(0220000CCRAARA0NIEE000ARAACA0AEARANAACAAATRAARALEARIAAAAE

IT I5 POSSIBLE THAT SOMEONE IS DOING SCMETHING NASTY!

Someone_could he eavesdropping on you right now (ran-in-the-midtle attack)!
It iy also poss ble that the RSA 0st key fas just been chanved.

The Fingerprin: for the RSA key sant by the remote host is

F1: 5 o2 87:bh: Th:dF:cd: e3:45:24:50:3:25:01:02

Please contact your system administratar.

Add correct host key in /hone/san/.ssh/known_hosts to get rid of this message.
OFfending key in Jhame/sam, .ssh/known_hosts: 1

KSA host key_for nlum has cranged and you nave requested strict checking.
Moy i Gei it o igey: Ti
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B ety gt

Lcaded plugins: langpacks, refresh pac<agekit

Resolving Degendencies

Running transaction check

> Package gnome-terminal. x86_64 0

gnome-terminal . x86_G4 0
0-
0-

19 will be updated
L7c19 will be an undate
€1 will be updated

€18 will be an update

8.
17bpcap.x86 64 14:1.3.0-4.

11bpeapix6 64 14:1.4
Dependancy Resalurion

3
3
N
1]

Dependencies Kesolved

Fackage arch Version

Ugcating:

grome-terming]  A8G_64  3.8,3-1.fclg updates-testing
Tibwcap x86.64  14:1.4.9-1.7c19 updates-tesLing

Transacrinn Sunnary

Upcrade 2 Packages

Tctal download size: 1.0 M
Is thie ok [y/dzMl: &
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# cat /var/log/millog

Un 18 11:55:46 guava sendnail[2150]: rSLItj15002157: to-cmgsdsobell.com,
Clladd =<sandguava.exanple. con> (1000/1420), delay=0€:00:@1, xcelay=00:00:dL,
mailer-asmtp, pri-120315, relay-gmai®-smtp-in.” .google.con. [74.125.120.27],
dsn=2.9.€. stat=Sent (OK 1371581746 odsi8984494pac. 1€3 - usnip)
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1t [ 3# -eq 1 ]; then
directory="."
elif [ -d "$2" ]; then
directory="$2"
else
echo "Optional second argument must be a directory.” 1>&2
echo "Usage: Inks tile [directory]” 1>&2
exit 1
£i
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} ypcat passwd
sam:$6S ... pjql.:1000:1400:Sam the Great:/home/sam:/bin/bash
s15:65 ... whe00:1001:1001:Sam s1s:/home/s1s:/bin/bash
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# Tirewall-cmd --add-port=161/udp
# firewall-cmd --permanent --add-port=161/udp
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G1ve root password tor maintenance
(or type Control-D to continue):
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netid haslid
12t 24 027 027 decimel
P adoress & o i 18 hexadecimal
1000001 TI01I00 0001 10T1 CODTHCAT by
255 %5 25 am decinel
Sabnct masic i i FF 0 hexanzcimal
VT T NI 0030000 by
1P adcress bituise AND 10000011 11001130 0001 1011 00D 1C
Subnet mask. AMTHH AT T 00000000 binary
- Subnet umaer 000N 100110 00011011 CODOULD
13 4 021 000 decial
Subnet 1w ber [ cc i 00 hexagecimal
WU TI00TI0 00TI0T1 D030 00D binary
[ 2 27 255 decimal
Broaduast address [ ¢ B FF hexadscimal
(sathostbs to'1) 10000011 11001130 0001 1011 11711111 binary
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ErrorDocument 493 “Sorry, access 1s torbidden."™
ErrorDocument 403 /cgi-bin/uh-uh.pl
ErrorDocument 403 http://errors.example.com/not_allowed.htm]
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# systemct] enable mariadb.service
# systemct] start mariadb.service
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sam@guava:~% export DISPLAY=plum:0.0
~$ gnome-calculator &
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# systemct| start atd.service
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Function

-2 aname (array) Assigns ezch word of inpLt to an elzment of zrray anane.

-d defim (delimitarj Uses delim to termi-ate the input instzad of REWLINE

=3 (Readling) If ingut is coming from a keyboard, uses the Readine Licrary
(page 586) to gat input.

- mm (numoer of cnaracters) Rearts mumeharacters and retums. As s00n as the user
tyoes num characters, r2ad returns; there is no nezd to press RETURN

~p prompt (prompt} Displays prompt on standard error without a terminating NEV/LINE
before reading input. Disolays prompt only when input comes from the
keyorard.

< (silent) Dozs ot echo characters

-un (fle descriptor] Uses the integer a.as the fil dzscriptor thet read takos fts

ingut from, Thus

read ud argl argz
s equivalent to

read argl argz <&

Sez *Tile Descriptors” (page 101€) for a discussion of redirection an file
descriptors.
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SKIPBLANKS=
THPDIR=/tnp

while getopts :
do
case Sarg in

b) SKIFBLANKS=TRUE ;5
t) if [ -d "SOPTARG" ]
then
TMPDIR=$OPTARG
else
echo "$0: SOPTARG is not a directory.’ »&2
exit 1
il
w CASE-upper ;;
1) echc "S0: Must supply an arqunent to -SOPTARG." >42
exit 1 ;;
\?)  echc "Invalid option -SOPTARG ignored.” >& i:

- —
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% xmodmap -e 'pointer = 2 1°
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cupsil

dhopd. dhepds

Printing dacmon

DHCP

Gonfigures lozal and remote printers and Fandies printing jobs. See
Ghapter 15 for mors infermaticn

Astigns Intemet address natwork mask, default gatewicy, DNS, and
otharinformationto hosts. This protocol answars DHGP reqests ano
cpicnaly, BOOTP requests. Reler 1o “CHOP: Canligures Nebwork
Intertzoes” on page 497

exima. Mall programs. “Th exima dasmon came from the Uniuarsity of Camoridge. The
eximd daemon isters on port 25 for incaming wail connect ons anc
then calls alocal delvery agent, such s fbinjmail. Mail user agents
(MUAS), such 28 K1all and Thunderbird, typically use eximd 1o
deliver mal messages. See alst sendmai
ftpi [ Handles FTP requasts. Referto *flp: Transfers files over a Kework'
N paga 305. Sae aso vsftpd (paga 712).
gom Genera-purpase  Allows you o use a muuse (o cal and peste texl on console
mouse or GNU peste applications.
managar
hald Hardwarz Gollects and maintains system hardware information in real ime.

Abstraction Layer
(HAL) dapmon

Partof the hal package.
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$ systemct] Tlist-units —-type=target | egrep 'multi-user|graphical’
graphical.target  loaded active active Graphical Interface
el Gaer:. tatast  Tesdd scktis sctivie NiTel-Usei Sisten
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Virtual Machine Manager

File Edit View Help

[ | ®Wopen - W [0] v
Name ~ | CPU usage
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Running

@ F1ove
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$ ./contigure
checking for z BSD-conpatible install... /usr/kin/install -c
checking whether build enviroamsnt is san . yes

checking for z thread-safe mkdir -p... /bin/akdir -p

checking for cawk... gawk

checking whether nake sets S(HACE)... yes

checking whether to enable maintainer-specific partions of Makefiles

config.status: creating Makefilz
config.status: creating maintMakefile
config.status: creating tilde/Makefile
config.status: creating config.n

Cenfin. SPatis: axacuting dupfrias: cosmants

ne
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spam@tcorp.com error:5./7.9:550 Invalid address
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$ ssh -N -L 1550:pophost:110 pophost
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New VM

m Create a new virtual machine

@ Enable storage for this virtual machine
Create a disk image on the computer's hard drive
200 - +|GB
31.5 Gb available in the default Location
Allocate entire disk now
© Select managed or other existing storage

Browse... | /pO6/images/pomelo

Cancel Back Forward
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dnl MASQUERADE_AS( "mydomain.com')dnl
dnl MASQUERADE_DOMAIN(Tocalhost)dnl
dn1 FEATURE(masquerade_entire_domain)dn]
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$ echo "Please enter the three values )\
> required to complete the transaction.”
Please enter the three values reguirsd to complete the transaction.
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# grep 'ASSLCertificate’ /etc/httpd/conf.d/ssl1.conf
SSLCertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/t1s/private/localhost.key
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B s sk
package ypserv is not installed

§ rpm -q1 logrotate
/etc/cron.daily/Togrotate
/etc/logrotate. conf

/etc/Togrotate.d

Jusr/sbin/logrotate
Jusr/share/doc/logrotate-3.8.4
/usr/share/doc/logrotate-3.8.4/CHANGES
Jusr/share/doc/logrotate-3.8.4/COPYING
/usr/share/man/mans/logrotate..conf. 5. gz
/usr/share/man/man8/logrotate.8. gz
S LTy Pl Emminy o e
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3 cat EE.ldif
dn: cn=San the Creat,ou=enployees,de=brillserve,dc=con
changeLype: modily

replace: nail

nail: sls@brillserve.con

add: title
title: CTO

dapadnin, de=brillserve,dc=con” -w porcupine -f EE.1dif

5 1daprodify -xD "ct
A the Great. ou=ennlovees.dcsbidi11ssrve, de=con’

vodifying antry "ci
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$ echo 'Please enter the three values \
> required to complete the transaction.'
Please enter the three values \
required to complete the transaction.
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Modifier Function

e (extension)  Removes zll but the filename extension

b (neac) Remaves the last pert of a pathname

P (print) Displays the command but does not execute it

0 (quote) Quotes th substitution 10 preven: “urther substitutions on it
t (root) Removes the fiename extension

t(tai) Removes 2/l elemants of a pathname excep: the last

X Like 1 but quotes ezch word in the suostitution individuzlly
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$ help help
help: help [ dms] [pattern ...]
Display information about builtin comnands.

Displays brief summaries of builtin commands. If PATTCRN is
specified, gives detailed help on all comnands natching PATTERN,
otherwise the Tist of help topics is printed.

$ help echo
echo: echo [-nef] [arg ...]
Write arguments to the standard output.

Display the ARGs on the standard output ollowed by a newline.

Options:
-n do not append a newline

§ help while
while: while COMMANDS: do COMMANDS; done
Execute commands as long as a test succeeds
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insert. txt. gz [Help) [RO]

1 fnsert <Insert>
Ineart text before the cursor [cont] tines
When sing CTRL 0 in Tnsers mode + (TR0 the count
£5 ot supportes

1
first non-blank in the line

Insert text before t
When the "' Tlag is present in cooptions’ and the
Uine only contains blarks, insert start just bafors
the last blank

ol
Insart text in column 1 [count] tinss. (not in Vi)

at
Insert text in the same position es whare Insert mode
was stoppad Last tine in the current buffar

This uses the '~ mark. It's differsnt fron
uhen the nark is past the end of the Lin

1 vin back in Input noda by pressing tha L or  kay again.

[insert . txt.gz" [ readonty) (noecl) 103L, 25717C
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$ 1s

“find . -name README -print'
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$ grep --color -E 'vmx|svm' /proc/cpuinfo
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74:22: error: X11/X11b.h: No such file or directory
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3 1s -1 /fetc/systemd/systen/default. target
TraXrux WX, 1 rcot root 36 @6 04 19:34 Jetc/systemd/systen/dofault.target >
ib/sysrend/system/oraphical . target.
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open('/home/max/test_file', 'r')
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$ alias 'h=history | tail’
¢ alias 'hg=history | grep'
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$ [[ -d bin & -f src/myscript.bash ]] &&

cp src/myscript.bash bin/myscript &&

chmod +x bin/myscript ||

echo "Cannot make executable version of myscript'
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i smbclient //plun/sam
Enter san's passaorc: password RETURN
Domain=¥GS] 0S=[Unix] Server=[Samba 4.0.6]

nb: \» 1s.
. 0
a n
.bashrc I
.contig CH
.oash_profile H
Tocal oH
Lw0ziTla oH

emb: \>

Thu Jun
Fri Tun
Hon Mar
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Tue Tun

27
2

15:19:19
05:52:24

37645 blacks of size 1048576, 31993 blocks available

2613
2013
2013
2013
2013

2013
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$ Is /etc/systemd/system/:.wants/atd.service
Jetc/systemd/system/multi-user.target.wants/atd.service
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# 1s -11 /var/named /var/named/chroot/var/named

2102980 drwxr-x-
2102072 drwxrwx
2102968 drwxrwx
2102971 -rw-r-
2102972
2102973
2102974
2102975 drwxrwx

o RN

/var/named/chroot /var/naned:

2102980 drwxr-x---.
2102072 drwxrwx-
2102958 drmxrwx-
2102971
2102972
2102973
2102974
2102975

N NN

root
naned
naned
root
root
root
root
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root
naned
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root
root
root
root
named

named
named
named
named
named
named
named
named

named
named
named
named
named
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4096
4096
2076
152
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2009-12-15
2007-05-21
2009-12-15
06-05 01:31

06-28 16:08
06-28 16:17
06-28 16:22
01-28 96:38
2009-12-15
2007-05-21
2009 12 15
P6-05 A1-31

chroot
data

dynamic
named.ca

named .empty
named. ToceThos
named. loopback
staves

chroot
data

dynamic

named .ca
named.empty
named. 1oca1host
named . Toopback
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3 dmesg | grep DMA
(7 wsseana) acal:
|

PATA max UDWA/33 cnd Dx10 ct] #xIF5 bmdna ex10ce irq 14
550220] ala2: PATA max UDMA/33 cnd Dx170 cUl Gx375 bndua €x10c§ irg 15






OEBPS/image37327.jpg





OEBPS/image36132.jpg
# yum resove ypbind
Lcaded plugins: langpacks, refresh-pacagekit

Resolving Dependencies

> Running Lransaction chece

> Package ypbind.x86_64 3:1,37.1-3.1C1¢ will be erased

> processing Dependency: yobind for oackage: yp-tcols-2.14-1.fc19.x86 64
> Running Transacrion checc

> Package yp-t0d1s.x86_64 0:2.14-1.Fcls will be erased

> binished Dependency Kesolution

Dependencies Resolved

Fackage Arch Version

Remov iny:

yrhind XB6_64 3:1.37.1-3.Fc19 afedora 98
Removing for dependencies:

yp-tools x86_64 2,141ty fedora 201

Transaction Sunnary

Remove 1 Package (11 Dependant

Installed size; 299 k
Is this ok [v/Nl: y
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$ mv -1 memo? memo.copy
mv: overwrite 'memo.copy/memo3'? vy
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(dot builtin)

(n
(nul buitin)

&&
(Ecolzan AND)

Il (Boolean 0R)

Matches any string ot zerc or more characters in an ambiguovus file refarence
{vage 165)

Matches any single charactet in zn ambiguous e reference (page 165)
Quotes the folloving character {page 142)
Quoles a sling, preventing all substitution (page 142)

Quotes a string, allowing orly variable and command subst tution (pages 142
ano 354)

Performs command substitur an [deorected, se2 (]
Charzcter class i1 an ambiguous filz reference (page 168)
Risferences & varablz (page 352)

Execules & command in e current shell {page 332)
Bogins a cormment {page 340)

Sunounds the conlsnts of a function (age 336)

Returns e (page 1049)

A cortrol operator that executes the comrmand on the right only if the
commanz on the left succeeds (returns a zero exit status; pege 343)

Aol opsrator thal execules the command on the right orly i the
commanc on the left fals (retums a nonzero exit status; page 343)

! (Boolean NOT) i

2rses the exit status of a command

S0

Ferforms command substituton (prefarred form; page 410)
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$ find . -name core -mtime +30 -print -exec rm {}
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definel contCACERT_PATH", /etc/pk®/tls/certs )dnl

define{ con[CACERT', “/elc/pki/Lls/cerls/ca-bundle.cri’)dnl
define( confSERVER_CERT', "/etc/pki/tls/certs/sendnail.pem'}dn’
define! “confSERVER_KEY', "/etc/pki/tls/certs/sendmail.pen’)dnl





OEBPS/image39841.jpg
RTINS oA RENOHEENN ¥ BNT. -0 TCh- <-EROrE &3 =F SNAY
e iotablas. -k PREMIITENG -t RAT 5 toh. - Aasts. B8 -1 SUKT.
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$ cat memoA.asc
-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHAL

This is memoA.

This is memoA.

This is memoA.

This is memoA.

BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.14 (GNU/Linux)

1QE CBAE BAGAGBQJ ST CEVAAC JEChG+DSb 1SZWNMH/ 0m ] SDENMPCJ yAK2 JQPADC 3

v-/\-/C.ffodTEAnu 7u+jul fVGkZy41 3rwF 8Vi4 Imbvh9UF IXwgFrz30+tVaDVhyPzo-
Xmak
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# systemct! stop named-chroot.service

# 1s 14 fotc/named.conf /var/nawcd/chroot/otc/naned.conf

1s: cannot access /var/named/chrootjetc/asmed.conf: No such file or directory
1969014 - -1 1 ‘roct ndmed 1546 @5 € Fotciniseld vont
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$ setfacl -m masl - report
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Symbol

Command

() Subshell (page 341)
s() Cormand sutstitution (page 410)
() Avithmetic evaluation; a synonym, for let (use when the enclosed value
ontains zn equal sign; page 1056)
$() Arithetic expansion (not for use with an enclosed equal sign: page 4U8)
§] Th test command (pages 963 and 986)
(§] Conditional exprassion; sirlar to| | but adds string compzrisons (page 1057)
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Fedora (3.9.9-301.fc19.x86_64) 19 (S5chrodinger’s Cat)
Fedora, with Linux 3.9.5-301.fc19.x86_64
Fedora, with Linux @-rescue-40b9b79ed60f47c5b31224f23b76e2e0
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# cat /evc/named.rrcldli. zones
4 namid 1912 e

/7 Provided by Red Hat caching-ramaserver package

7

/7 ISC BING nared zone_configaration for zones recommended by

7 WC 102 section 4.1 ¢ lucalbost 1L0s and address zones

7/ and_ALID: F/uan 461 T.org/internat -araf s draft-iet f-dnsop-de aul:ocal-zones-02. 1x1
77 (©)2007 R W Franks

/7 See fusr/sharejdac/binde/sanple/ for example raved con®iguration files.

ocalhost. Tocaldonain® IN {
type master:

File ‘named.ocalhosi
llow-update { rone: }:

zone "localhost” IN [
type master;
file ‘named.ocalnost";
allow-updae | rone; 13

cone "1.0.€.0.0.0.0.0.6.0.9.0.0.0..0.9.0.0.0,0.0.9.0.0.0.0.9.6.0.0.0, g6 arpa” 1N |
pe maste

e naned  Joopiack”
aow update { rone; 3

B.0.122. n-addr . arpa” IN {
type master

File “naned. Toopack”
llow-update { rone; };

zone "0, ir-addr.arpa” TN {
type master;
File ‘naned.empy”;
allow-update { rone; }:






OEBPS/image32356.jpg





OEBPS/image40874.jpg
$ type cat echo who if 1t
cat is hashed (/bin/cat)

echo is a shell builtin

who is /usr/bin/who

if is a shell keyword

1158 altazed 15 “i1s -1 teh F a1
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it | -t ~/.bashrc |; then .

:

bashrc;
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5 locale

| ANG=en_US.UTF-8
LC_CTYPE="en_US.UTF-8"
LC_NUMERIC="en_US.UTF-8"
| C_TIME="en_US.UTF-8"

| C_COLLATE="en_US.UTF-8"
en_US.UTF-8"
| C_MESSAGES="en_US.UTF-8"
| C_PAPER="en_US.UTF
| C_NAME="en_US.UTF-.
| C_ADDRESS="en_US.UTF-8"
LC_TELEPHONE="en_US.UTF-8"
| C_MEASUREMENT="en_US.UTF-8"
| C_IDENTIFICATIOI
| C_ALI

"en_US.UTF-8"
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compat
dns
files
\dap
nik

%+ syntax in passwd, group, and shadow files (next page|
Queries the DNS (hosts queries only)

Searches local files such as /etc/passwd and /etc/hosts
Queries an LDAP server (page 786)

Seaiches the NIS database: vp is-an alias for s
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/etc/group
/etc/gshadow
/etc/hosts
Jetc/passwd
/etc/printcap
[etc/rpc
[etc/services
/etc/shadow

Defines groups and their members
Provides shadow passwords for groups

Maps local systems and IP addresses

Lists user information

Lists printer information

Maps RPC program names and numbers
Maps system service names and port numbers
Provides shadow passwords for users
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first-name Iinitial last-name
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—
Basic

Server Settings |

Security

Workgroup: ‘mgs‘

Description: | Samba Server Version ¥v

Cancel

ok
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3 systenctl status Tirewalld.service
Firtws1d service - Frewalld - dynai
Loaded Toaded {jusi/1ib/sysLend/sysiem Tirenalld service; enabled)

Active: active (runnitg) since Thu 2013-08-1% 14:33:0 PDT; 6 cays aga
PID: 374 (Firewalld)

Group: neme-systend: /systen/ i renalld service
=374 Juse/5 1 python Just/sbing Firenalld

Firewall daeson

vai

wiork —-nopid
Rt T B

A e

Seiirted reeaid: - il

Pireail daeeion
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5 Is -ld /var/spool/samba
drwxrwxrwt. 2 root root 4096 ©2-03 15:23 /var/spool/samba
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5 make
make all-recursive

make[1]: Cntering cireczory " /hone/san/which-2.20"

Making a1l in Tilde

make|2]: Entering cireczory "/home/san/which-2.20/t1lde’

source='tilde.c' ohject="tilde.a’ 1ihtool=nc \
DEPDIR=.deps depmode=pch /bin/bash ../depconp \
guc -DHAVE_CONFIG_H 1. -I.. -y -02 ~C tilde.c

source='shell.c’ object='shell.o" libtool=1c \
DEPDIR=.deps depmode=pc /hin/bash .. /depconp \
gcC -DHAVE_CONFIG_H -I. -I.. -3 -02 -c shell.c

r -f Tibtilde.a

ar cru 1ibtilde.a tilde.o shell.c

source="which.c' object="which.o' Tibtool-nc \
DEPDIR=.deps depmode=pcn /bin/bash ./depcomp \

9CC -DHAVE_CONFIG_H -1. ~ -g -02 -C which.C

gcc -3 -02 -0 which getopt.o ezoptl.o ash.o which.o ./tilde/libtilde.a
make (2] Leaving directory /home/sam/whicr-2.30"

make[1]: Leaving directory °/home/samfwhica 2.20'

s 1s which
el
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# mount -v -0 remount /home
/dev/sda3 on /home type ext4 (rw,acl)
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¥ 05 e AN aIrs OISEWET 1o MEEIELE CORTeRNs 2.
360 records in

6353640 reccrds out

67103564 bytes (67 MB) copied, 0.40442 5, 166 M3/s
¥ nkswap swapfile

Setting up swapspace version 1, size - 63532 Ki
no Tabel, ULID=49ec;f5b-1391-4b24-bdda-a07e35752606
# chrod 600 suapfile

¥ swapon suapfile

# swapon -s
Filenzne Type size  Usec
foov/n 1 parrition 2031612 @
Fenapfile File w26

¥ swapoff swapfile
# rm swapfile
Fi ramows Familar B CumeEiiety v

Priority
]
2
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# systemct| restart gdm.service
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~[owrs |
[ Fouter






OEBPS/image31587.jpg
$ su -c "'yum -y group install kde-desktop’
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# systemctl enable ypserv.service
# systemct] start ypserv.service
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3 % caf'| grwp spem

root 2235 1 212437 00:00:01 /usr/bin/spand --idfile ..
root 2236 2235 0 12:43 7 ©0:00:00 spamd chi Id

root 2237 2235 0 12:43 2 00:00:00 spamd child

sam 2241 1816 © 12:44 pts/l  ©0'00:00 grep --color=auto spam
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Troubleshoot ing
Install Fedora 19 in basic graphics nodo
Rescuo a Fodora syston

Run & nonory test

Boot from local drive

Return to main nans
Press Tab for full configurat ion options on nem itens.

Try this option out if you're having trouble installing
Fedora 19
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# systemct]l enable named.service
# systemct] start named.service
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ftp> get memo.l1102

Tocal: memo. 1102 remote: memo.1102

227 Entering Passive Mode (192,168,206,181,122,35)

150 Opening BINARY mode data connection for memo.1102 (55181 bytes).
226 Transfer comolete.

55181 bytes received in 9.000392 secs (140767.86 Kbytes/sec)

ftp> put memo.1114

local: memo.1114 remote: memo.1114

227 Entering Passive Mode (192,168,206,181,71,174).
150 Ok to send data.

226 Transfer complete.

25897 bytes sent in 9.00174 secs (14857.72 Kbvtes/sec)
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 cat memo | tr -d "\r’' > memo.txt
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$ ./whos chas "Marilou Smith
chas Charles Casey
memith Marilou Smith
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Databass Mail and
Compilers management message Shells
systems. facilities.

Hardware
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# apt-get remove zsh
Reading package lists... Done
Buildirg dzpendency tree
Reading state information... Done
The following packages will be REMOVED:
zsh
0 uparaded. 0 newly installed. 1 to remove and 2 not uparaded
After this operation, 11.5 WB disk space will be freed.
Do you want to continue [Y/n]? y
(Readirg database ... 167467 files and directories currently installed.)
Removirg zsh ...
Processing triagers for man-db ...






OEBPS/image32026.jpg





OEBPS/image36804.jpg
# groupmod -g 1025 pubs
# groupmod -n manuals pubs
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1f you are not sure whether vim is in Input mode, press the ESCAPE
oy vin rotums to Comand mods 1 it was in Input mode or beops,
achas, or doas nothing 1f it is already in Comnand moda, You can
put vinback in Tnput node by pressing the 1 or a key again.l]

- INSERT --
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Funclion

Matches any string of characters. Use for the default case,

Watches zny single character.

Defines a charaster class. Any characters enclosed with n brackets zrs tried
onaztatime. in anattempt to match a ingle charaster. A hyphen betwee: two
characters specifies 2 range of characters

Separales allemalive ¢/ wices Lnal salisly & particular branch of (e case
structure.
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Utility

Function

echo Displays zrguments (page 219)

locate Searches for a il (page 256)

nano Edts 2 text ile (vage 270)

script Records a shell session (page 237)

viim Edis 2 text file {page 262)

whereis Locates 2 utilty (page 255)

which Locates 2 utilty (page 255)

xargs Converts stendarc inpu to command lines (page 260)
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$ cat /etc/samba/smbusers

# Unix_name = SMB_namel SMB_name2 .
root = administrator admin

nobody = guest pcguest smbguest
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# mkdir /dog.home /apps /oracle
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3 1 FARC/ Sy iR Sy R PRl s . WASLS/ atd . Aervics
Ts: cannol access /etc/sysiemd/systen/s warts/atd service: No such file or

§ systemct] is-cnabled atd.service
i cab R ek
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3 yum group nfo “Administration Tools
Loaded plugins: langpacks, refresh-packagekic
There is no installcd aroups File.

Croup: Adninistraticn Tools
Group-Td: admin-tacls
Vescription: IFis croup is a collection of graphical adwinistration tools for the
system, such as for naneging user eccounts and conicuring system nardaere.
Default Packages:

1authconfig ctk

Gnome-disk-LTiliTy

cnome-packacekit

SeLroubleshool

+systen-config-data

‘Gprional Packages:

+apper
searri
icbench
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# setserial /dev/ttysO
/dev/ttyS@®, UART: 16550A, Port: 0x0100, IRQ: 5, Flags: spd_vhi
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1]+ Done s -1 | lIpr
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while true
do
echo "Good Marning Mr. Jones. How are you? Ha Ha Ha.' » /dev/conscle
A
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$ egrep 'Aflags.x(vmx|svm)' /proc/cpuinfo

flags : fpu vme de pse tsc msr pac mce cx8 apiC sep Mrr pge mca cmov
pat pse36 c1flush dts acpi mmx fxsr sse sse? ss ht tn pbe syscall nx Im
constant_tsc arch_perfimon pebs bts rep_good nopl aperfmperf pni dtesté
ronitor ds_cpl vax smx est tr2 ssse3 cxlb xtpr pdcn ssed_l xsave lahf_ln
dtherm tpr_shadow vami Flexpriority
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% BOTUR: £ 30 L
Nl Parted 3.1
Using dev/sds
Welcome to MU Parted! Type “heln' to view @ list of comnands.

{parted) mkpart ereate new partition)

Partition Lupe? prinary/extended? prisary  fselect primary partition)

File syster typer [extZl? extd sl wp an ext? ilesystm)

Srart? 1 (mrrg he hlgm;mg af the disk)

Fnd? 505 specify @ Sthgigabyte parition)

(parted) help set [l e T —
Set NUMGER FLAC STATE change the FLAG an aart:ticr NUMICR

NUER i Lhe pariLion nurber used by Linux. On S-DOS disk Tabels, the
privary partitions nasber fror 1 to £, Tagical partirians fron © onwards.

i< ere 0% oot roor, sar, hidden, raid, m, 15a, hp-service, paio, prea.
msfires. bivs grub, Sterecy, dag, lececs boot

STATE 13 une of: on, off

(parted) set 1 boot on s one the oot flag an partition 1)
(parted) print {verify that the partition 5 correct)
Hode1: Whare, WWiare Virtual 5 (
Disk /dev/sob 21568
Sector 5120 (logical /physicall: 512875128
Partition Table: madch

Disk Fags:
Nmber Start End  Size  Tyse  File system [lags
1 124310 50.6GB 30.9GD orirary boot
tparted) quit

T arietinh e Vo i R e ke Arec i
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J tzselect

Please identity a location so that time zone rules can ke set correctly
Please select a continent or ccean.

1) Africa

8) Curope

9) Indian Ocean

10) Pacific Ocean

11) none - T want: to specify the time zone using the Posix TZ fornat.
#? 8

Please select a country.

1) Aaland Lslands 18) Greece 35) Morway

15) France 32) Monaco 49) Vatican City
16) Germany 33) Montenegro

17) Gibraltar 34) Netherlands

57 15

Here is that TZ value again, this time on standard output so that you
can use the /jusr/tin/tzselect command in shell scripts:
Europe/Paris
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9. JUST/SWIn/Chroot /NoNe/Sem/JRT] /USr/Din/Dash
PR e Sv s choatse LA IR g s A T

i such: Piincor dfrectary
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5 cat /etc/dhcp/dhclient.conf
interface “ens33"

{

send dhcp-client-identifier 1:xx:xx:XX:XX:XX:XX;
send dhcp-lease-time 86400;
}
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$ rpcinfo -u plum nfs
program 100003 version 2 ready and waiting
program 100003 version 3 ready and waiting
brogram 100003 version 4 ready and waiting
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aamin: sam, helen, max, zach@example.com
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ftp> mget =
nget memo. 95147 n

nget memo. 96287 CONTROLC
Continue with nget? n

Fto prompt
Interactive mode off.

fto> mget »
local: memo.@514 remote: memc.@514

227 Entering Passive Mode (192,168,206,181,216,120).

150 Opening BINARY node data connection for memo.d514 (79915 bytes).
226 Transfer complete.

79915 bytes received in 0.00188 sccs (42485.38 Koytes/sec)

Tocal: memo.0628 renote: memc.@628

227 Entering Passive Mode (192,168,206,181,24,77).

150 Dpening BINARY node date ccrnection for memo.0523 (74069 bytes).
226 Transfer complete.

74069 bytes received in 0.0114 secs (6518.44 Kbytes/sec)

159 Opening BINARY nmode data ccrnection for memo.1114 (25897 bytes).
226 Transfer complete.

25897 bytes received in 0.00167 secs (24293.62 Koytes/sec)

ftp> quit

221 Goodbye.
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$ cp /usr/local/src/C/{main,fl,f2,tmp}.c .
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New Zone

Origin
Class Origin Type
IN Internet v | Forward
oK oK
Zone Type
master v
oK Cancel
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5 gpg binfile.sig

gng: Signature made Thu A3 Dcr 7413 17:3A:A2 PM PAT using RSA key T R43FG2RS
apg: Good signature from "Max Wild <maxgexzmole.coms

gpg: WARNING: This key is nol certilied wilh 2 Lrusted sionaturel

gpy: There is no_indication that the signature Lelongs Lo the onner.

Primary key Fingerprint: 9208 83R7 8439 C74@ RARA EC75 72F3 1884 643F A2RR
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# 1ptables --delete -A FORWARD -1 ethl -o eth@ -j ACCEPT
# iptables -R INPUT 3 --source 192.168.0.10 --jump REJECT
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$ cc -o uchroot uchroot.c

$ su

password:

# nv uchroot /usr/local/bin

# chown root:root /usr/local/bin/uchroot

# exit

§ 1s -1 /usr/local/bin/uchroot

—rwxP-xP-x. 1 root root 8924 07-26 14:24 /usr/local/bin/ichroot
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Designator

Meaning
Tha ath word. Word 0 i normally the commanc narn.
The first waord (atter the command name).

The lzst word.

All words from word number mthrough viord number a; m defaults to 0 if you
omit it (0-n).

All words from word numbzr a th-ough the lzst word.
All words except the command name. The same as 1=.

%

Th word metchzd by the most recent ?string ? search.
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$ bind -q kill-whole-Tine
ki1l-whole-line can be invoked via "\C-r
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5(sed 's, release ,,9 /etc/system-release)





OEBPS/image33132.jpg





OEBPS/image37025.jpg
trouble: admin,/var/spool/mail/admin.archive
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case

Test-string
pattorn-2
7

Test-string
pattorn-3
7

oo

‘commands-1

‘commands-2

commands-3

P,
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$ whereis date

date: /bin/date ...

$ echo $PATH
/usr/local/bin:/usr/bin:/bin

$ cat > date

echo "This is my own version of date."
$ ./date

Tue May 21 11:45:49 PDT 2013
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Details
Security

Wired

Pua

Addrosses

s [T

Nemesk (2552552550

Gateway |192168.206.2

NS

Server 1921682062

Cancal

Apply
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~a— Session menu

fedora”
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$ uptime
00:40:14 b 2 e, 2399, Vukers.. Toad aveiase: 000, 0,01, @.05
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5 cat /etc/hosts

127.6.6.1 localkost localhost.localdemzin localhosts Tocalhostd. localdomaind
51 Tocalbost Tocalhost. Tocaldomain Tocalhusts Tocalhosts, Tocaldomaing
127.0.1.1 riny

192,168.9.9  jan

192.168.9.10  plum

192.166.0.12  dog
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$ cat -/.ssh/known_hosts
plum,192.168.206.181 ssh-rsa AAAAB3NZaClyc2EAAAADAQABAAABAQDBHLRVTI

v9ay7cP+5T3H Zmr K296y dyKnLTHNUTZFXMAhCek 11pTF 1 4wy2 6OUAZBHyBLPGNIK
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# cat /var/www/html/index.html
<html><body><p>This is <is>my</i> test page.</p></body></html>
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L.
echo -n "Wrich etployes would you like information about? "
read ewp

# Query for s
.
Storenane-3 (rysal -u nax -pSou --sK1p-column-nanes maxdt <<t
SELECT stores.rate [ROV oeople, stores WHERE store - ruiber AND peoce.name - "Semp"
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